Practice

o rs ,;‘
(7 e -

HE)

nnnnnnn

Official Cert Guide [

Advance your IT career with hands-on learning

Cisco Certified
Design Expert

CCDE 400-007

Zig Zsiga
ciscopress.com CCDE® No. 2016::32, CCIE® No. 44883

FREE SAMPLE CHAPTER | @ © ©


http://www.facebook.com/share.php?u=http://www.informIT.com/title/9780137601042
http://twitter.com/?status=RT: download a free sample chapter http://www.informit.com/title/9780137601042
http://www.linkedin.com/shareArticle?mini=true&url=http://www.informit.com/title/9780137601042

Cisco
Certified
Design
Expert
CCDE 400-007
Official Cert Guide

ZIG ZSIGA



i Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Cisco Certified Design Expert
CCDE 400-007 Official Cert Guide

Zig Zsiga
Copyright© 2023 Cisco Systems, Inc.
Published by:

Cisco Press

All rights reserved. This publication is protected by copyright, and permission must be obtained from the
publisher prior to any prohibited reproduction, storage in a retrieval system, or transmission in any form
or by any means, electronic, mechanical, photocopying, recording, or likewise. For information regarding
permissions, request forms, and the appropriate contacts within the Pearson Education Global Rights &
Permissions Department, please visit www.pearson.com/permissions.

No patent liability is assumed with respect to the use of the information contained herein. Although
every precaution has been taken in the preparation of this book, the publisher and author assume no
responsibility for errors or omissions. Nor is any liability assumed for damages resulting from the use of
the information contained herein.

ScoutAutomatedPrintCode

Library of Congress Control Number: 2023902257
ISBN-13: 978-0-13-760104-2

ISBN-10: 0-13-760104-2

Warning and Disclaimer

This book is designed to provide information about the Cisco Certified Design Expert CCDE 400-007
exam. Every effort has been made to make this book as complete and as accurate as possible, but no
warranty or fitness is implied.

The information is provided on an “as is” basis. The author, Cisco Press, and Cisco Systems, Inc. shall have
neither liability nor responsibility to any person or entity with respect to any loss or damages arising
from the information contained in this book or from the use of the discs or programs that may
accompany it.

The opinions expressed in this book belong to the author and are not necessarily those of
Cisco Systems, Inc.

Trademark Acknowledgments

All terms mentioned in this book that are known to be trademarks or service marks have been appropri-
ately capitalized. Cisco Press or Cisco Systems, Inc., cannot attest to the accuracy of this information.
Use of a term in this book should not be regarded as affecting the validity of any trademark or service
mark.


http://www.pearson.com/permissions

Special Sales

For information about buying this title in bulk quantities, or for special sales opportunities (which

may include electronic versions; custom cover designs; and content particular to your business, training
goals, marketing focus, or branding interests), please contact our corporate sales department at
corpsales@pearsoned.com or (800) 382-3419.

For government sales inquiries, please contact governmentsales@pearsoned.com.

For questions about sales outside the U.S., please contact intlcs@pearson.com.

Feedback Information

At Cisco Press, our goal is to create in-depth technical books of the highest quality and value. Each book
is crafted with care and precision, undergoing rigorous development that involves the unique expertise of
members from the professional technical community.

Readers’ feedback is a natural continuation of this process. If you have any comments regarding how we
could improve the quality of this book, or otherwise alter it to better suit your needs, you can contact us
through email at feedback@ciscopress.com. Please make sure to include the book title and ISBN in your
message.

We greatly appreciate your assistance.

Vice President, ITP Professional: Mark Taub Copy Editor: Bill McManus
Alliances Manager, Cisco Press: Technical Editors: Martin J. Duggan,
Arezou Gol Nicholas Russo

Director, ITP Product Management: Brett Bartow  Editorial Assistant: Cindy Teeters

Executive Editor: Nancy Davis Designer: Chuti Prasertsith

Managing Editor: Sandra Schroeder Composition: codeMantra

Development Editor: Ellie Bru Indexer: Ken Johnson

Senior Project Editor: Mandie Frank Proofreader: Barbara Mack

atfran]n

Americas Headquarters Asia Pacific Headquarters Europe Headquarters

Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trad
to this URL: www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word partner «
a partnership relationship between Cisco and any other company. (1110R)


mailto:corpsales@pearsoned.com
mailto:governmentsales@pearsoned.com
mailto:intlcs@pearson.com
mailto:feedback@ciscopress.com
http://www.cisco.com/go/offices
http://www.cisco.com/go/trademarks

Pearson’s Commitment to Diversity, Equity, and
Inclusion

Pearson is dedicated to creating bias-free content that reflects the diversity of all
learners. We embrace the many dimensions of diversity, including but not limited to race,
ethnicity, gender, socioeconomic status, ability, age, sexual orientation, and religious or
political beliefs.

Education is a powerful force for equity and change in our world. It has the potential
to deliver opportunities that improve lives and enable economic mobility. As we work
with authors to create content for every product and service, we acknowledge our
responsibility to demonstrate inclusivity and incorporate diverse scholarship so that
everyone can achieve their potential through learning. As the world’s leading learning
company, we have a duty to help drive change and live up to our purpose to help more
people create a better life for themselves and to create a better world.

Our ambition is to purposefully contribute to a world where

m Everyone has an equitable and lifelong opportunity to succeed through learning

m Our educational products and services are inclusive and represent the rich diversity
of learners

m Our educational content accurately reflects the histories and experiences of the
learners we serve

m Our educational content prompts deeper discussions with learners and motivates
them to expand their own learning (and worldview)

While we work hard to present unbiased content, we want to hear from you about any
concerns or needs with this Pearson product so that we can investigate and address them.

Please contact us with concerns about any potential bias at
https://www.pearson.com/report-bias.html.


https://www.pearson.com/report-bias.html

Figure Credits

Figure 4-1

Figure 4-2

Figure 4-3

Figure 6-1

Figure 6-2

Figure 6-3

Figure 6-4

Figure 6-5

Figure 6-6

Figure 6-7

Figure 6-8

Figure 6-9

Figure 6-10

Figure 6-11

Figure 6-12

Figure 6-13

Figure 6-14

Figure 6-15

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc



Vi

Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Figure 6-16

Figure 6-17

Figure 6-18

Figure 6-19

Figure 8-1

Figure 8-2

Figure 8-3

Figure 8-4

Figure 8-5

Figure 8-6

Figure 8-7

Figure 8-8

Figure 8-9

Figure 8-10

Figure 8-11

Figure 8-12

Figure 8-13

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc



Figure Credits  vii

Figure 8-14  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-15 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-16  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-17  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-18 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-19  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-20 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-21 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-22  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-23  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-24 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-25 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-26 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-27 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-28 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-29  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-30 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 8-31 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc



viii

Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Figure 8-32

Figure 8-33

Figure 8-34

Figure 8-35

Figure 8-36

Figure 8-37

Figure 8-38

Figure 8-39

Figure 8-40

Figure 8-41

Figure 8-42

Figure 8-43

Figure 8-44

Figure 8-45

Figure 8-46

Figure 8-47

Figure 8-48

Figure 8-49

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc



Figure 8-50

Figure 8-51

Figure 8-52

Figure 8-53

Figure 8-54

Figure 8-55

Figure 8-56

Figure 8-57

Figure 8-58

Figure 8-59

Figure 8-60

Figure 8-61

Figure 8-62

Figure 9-1

Figure 9-2

Figure 9-3

Figure 9-4

Figure 9-5

Figure Credits

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

[



x Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Figure 9-6

Figure 9-7

Figure 9-8

Figure 9-9

Figure 9-10

Figure 9-11

Figure 9-12

Figure 9-13

Figure 9-14

Figure 9-15

Figure 9-16

Figure 9-17

Figure 9-18

Figure 9-19

Figure 9-20

Figure 9-21

Figure 9-22

Figure 9-23

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc



Figure Credits  xi

Figure 9-24 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 9-25 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 9-26 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 9-27 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 9-28 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 9-29  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 9-30 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 9-31 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 9-32  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 9-33  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 9-34 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 10-1 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 10-2 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 10-3  Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 10-4 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 10-5 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 10-6 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 11-1 Henry, J, CCNP Wireless Design, ©2021 Reprinted by permission of
Pearson Education, Inc



Xii

Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Figure 11-2

Figure 11-3

Figure 11-4

Figure 11-5

Figure 13-1

Figure 13-2

Figure 13-3

Figure 13-4

Figure 13-5

Figure 13-6

Figure 13-7

Figure 13-8

Figure 13-9

Figure 13-10

Figure 13-11

Figure 13-12

Figure 13-13

Figure 13-14

Henry, J, CCNP Wireless Design, ©2021 Reprinted by permission of
Pearson Education, Inc

Henry, J, CCNP Wireless Design, ©2021 Reprinted by permission of
Pearson Education, Inc

Henry, J, CCNP Wireless Design, ©2021 Reprinted by permission of
Pearson Education, Inc

Henry, J, CCNP Wireless Design, ©2021 Reprinted by permission of
Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc



Figure Credits  xiii

Figure 13-15 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 13-16 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 13-17 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 13-18 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-1 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-2 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-3 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-4 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-5 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-6 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-7 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-8 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-9 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-10 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-11 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-12 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-13 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-14 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc



xiv  Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Figure 14-15

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-16 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Figure 14-17 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

Figure 14-18

Figure 14-19

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 14-20 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

Figure 15-1

Figure 15-2

Figure 15-3

Figure 15-4

Figure 15-5

Figure 15-6

Figure 15-7

Figure 15-8

Figure 15-9

Figure 15-10

Figure 15-11

Figure 15-12

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc



Figure Credits xv

Figure 15-13 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Figure 15-14 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Figure 15-15 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Figure 15-16 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Figure 15-17 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Figure 15-18 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Figure 15-19 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Figure 15-20 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

Figure 16-1

Figure 16-2

Figure 16-3

Figure 16-4

Figure 16-5

Figure 16-6

Figure 16-7

Figure 16-8

Figure 16-9

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc



XVi

Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Figure 16-10

Figure 17-1

Figure 17-2

Figure 17-3

Figure 17-4

Figure 17-5

Figure 17-6

Figure 17-7

Figure 17-8

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-9A Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

of Pearson Education, Inc

Figure 17-9B Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission

Figure 17-10

Figure 17-11

Figure 17-12

Figure 17-13

Figure 17-14

Figure 17-15

Figure 17-16

of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc



Figure Credits  xvii

Figure 17-17 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-18 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-19 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-20 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-21 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-22 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-23 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-24 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-25 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-26 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-27 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-28 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-29 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc

Figure 17-30 Al-shawi, M, CCDE Study Guide, 1st Ed, ©2016 Reprinted by permission
of Pearson Education, Inc



xviii  Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

About the Author

Zig Zsiga, CCDE 2016::32, CCIE #44883, has been in the networking industry for 20
years. He is currently a principal architect supporting the Cisco CX US public sector
business and customers. Zig holds an active CCDE and two CCIE certifications, one in
Routing and Switching and the second in Service Provider. He also holds a bachelor of
science in computer science from Park University. He is a father, a husband, a United
States Marine, a gamer, a nerd, a geek, and a big soccer fan. Zig loves all technology and
can usually be found in the lab learning and teaching others. This is his second published
book, and he is also the host of the Zigbirs Network Design Podcast (ZNDP), where he
interviews leading industry experts about network design. All of Zig’s content is located
at https://zigbits.tech. Zig lives in Upstate New York, USA, with his wife, Julie, and their
son, Gunnar.


https://zigbits.tech

XiX

About the Technical Reviewers

Martin J. Duggan, CCDE #2016::6 and CCIE #7942, is a principal network architect
designing network solutions for global financial accounts at Systal Technology Solutions.
Martin gained his CCIE Routing and Switching certification in 2001 and has been
passionate about Cisco qualifications and mentoring ever since. He wrote the CCIE
Routing and Switching Practice Labs series and CCDE v3 Practice Labs titles for Cisco
Press and provides content for multiple Cisco exam tracks. Martin resides in the UK and
enjoys gliding, cycling, snowboarding, and karate when not designing networks. Follow
Martin on Twitter @Martinccie7942.

Nicholas (Nick) Russo, CCDE #20160041 and CCIE #42518, is an internationally
recognized expert in IP/MPLS networking and design. To grow his skillset, Nick has been
focused on advancing network DevOps via automation for his clients. Recently, Nick has
been sharing his knowledge through online video training and speaking at industry
conferences. Nick also holds a bachelor of science in computer science from the
Rochester Institute of Technology (RIT). Nick lives in Maryland, USA, with his wife,
Carla, and daughters, Olivia and Josephine.



xx  Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Dedications

You, the reader, will never truly know the journey this book endured to reach completion.
I would like to share with you the CliffsNotes version, so please bear with me. I had truly
wanted to complete this book months ago...even a year ago. I wanted this book in your
hands as it is now, to be used as a resource for making better network design decisions
and for passing the CCDE exam. But good intentions are just that...intentions. As with
anything, there is a path a book must take. This book most definitely took the path that
was not paved. It had to persevere through a global pandemic, numerous family emergen-
cies, including my own, and a number of other global events that we don’t have the time
to dive into here.

This book made it through it all. I promise you it is not perfect; I can only imagine what

I missed or got wrong in this process, but it is here, and it is a resource for you, the net-
work designer and CCDE candidate. I hope as you read through these chapters you feel
the passion I have for this industry, network design, and the CCDE. This book, with all of
the time and energy put into it, is for you.

I dedicate this book to you, the reader, the CCDE candidate, and the network design
expert. May it help you on your network design journey!



XXI

Acknowledgments

I had this great idea to write a book, and while I had limited experience in the area of
writing, I figured it was going to be a piece of cake. I was far from the truth. Writing this
book was much harder than I thought it would be. I didn’t know what I didn’t know and,
frankly, this book would not have been possible without the help of many people.

Thank you, Marwan Al-shawi, for graciously letting me leverage the truly outstanding
content in your CCDE Study Guide. Your content is truly remarkable, and it didn’t make
sense to re-create it when it still applies today. Thank you!

Thank you to my two technical editors, Martin Duggan and Nick Russo. You both kept
me honest and humble throughout this experience. I could have not asked for a better
technical team. I can only imagine the thoughts that went through your heads when read-
ing some of the chapter drafts...“What is Zig doing now?” I thank you both for being
great network designers, and better friends than I could ever ask for.

Thank you, Dave Lucas, for your contributions in Chapter 8. I sincerely appreciate you.

Thank you to my Cisco leadership team: Mike Solomita, Maurice DuPas, Jim Lien, and
Fred Mooney. You all gave me the space, time, and overwhelming encouragement to
make this project happen. Thank you for always supporting me and my career aspirations.

Thank you, Elaine Lopez and Mark Holm, as without the two of you...well, I can’t even
imagine where we would all be without the CCDE. You both have been great mentors,
colleagues, and friends. Thank you for always being available for my random and crazy
questions. Mark, we have some work to do, my friend!

Thank you, Nancy Davis and Ellie Bru. This entire process would have been truly unbear-
able without the two of you. You have been with me from the start. Thank you for being
so understanding about all the life events that happened during the writing of this book.
Thank you for always being willing to help and guide me throughout this journey. From
helping me with writer’s block to creating figures to author reviews, you two have been
truly amazing. You are truly the A team!

Thank you to my wife, Julie. Julie, you have always supported me with everything I thrive
to do in my life. You gave me critical advice throughout this journey when I truly needed
it. You kept me honest and let me know when I was just being dumb, which happened a
few times. You were my sounding board on all things as they happened in real time. You
are my rock, my constant, and my muse. I am truly lucky to be able to journey through
our life side by side. Thank you from the bottom of my heart and always remember I love
you the Everest! Kilo!

To my son, Gunnar. This book, and the journey I took to write it, is a perfect example of
how you can set a goal, attack that goal, and achieve it. Will you know the steps to take
to achieve every goal in your life? Most definitely not. I didn’t know half of the steps to



xxii - Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

complete this book, but here it is. Will there be roadblocks, pitfalls, and hurdles in the
way? Of course. What matters is what you do when you encounter one. It’s what you do
when you find something standing in your way of achieving that goal. Will you have to
sacrifice to make it happen? Most likely. That sacrifice might be time, energy, or sleep,
but you will most likely have to endure it to achieve your goal. Once again, take this as an
example that you can literally do anything you set your mind to in life; just set your mind
to it and make it happen.

Reader Services

Register your copy at www.ciscopress.com/title/9780137601042 for convenient access
to downloads, updates, and corrections as they become available. To start the registra-
tion process, go to www.ciscopress.com/register and log in or create an account. Enter
the product ISBN, 9780137601042, and click Submit. When the process is complete, you
will find any available bonus content under Registered Products.

*Be sure to check the box that you would like to hear from us to receive exclusive
discounts on future editions of this product.


http://www.ciscopress.com/title/9780137601042
http://www.ciscopress.com/register

XXiil

Contents at a Glance

Introduction xli

Partl What is Network Design?
Chapter 1 Network Design 2

Chapter 2 Designing for Business Success 42
Chapter 3 What's the Purpose of the Network? 66
Chapter 4 Security Is Pervasive 84

Chapter 5 Reference Architecture Models and Frameworks 102

Part Il Core Technology Design
Chapter 6 Transport Technologies 118
Chapter 7 Layer 2 Technologies 144
Chapter 8 Layer 3 Technologies 158
Chapter 9 Network Virtualization 230
Chapter 10  Security 278

Chapter 11 Wireless 300

Chapter 12 Automation 316

Chapter 13  Multicast Design 326

Chapter 14  Network Services and Management 352

Part Il Enterprise Network Architectures

Chapter 15  Scalable Enterprise Campus Architecture Design 402

Chapter 16  Enterprise Internet Edge Architecture Design 428

Chapter 17  Enterprise WAN Architecture Design 446

Chapter 18  Final Preparation 490

Appendix A Answers to the “Do | Know This Already” Questions 496

Appendix B Cisco Certified Design Expert CCDE 400-007 Exam Updates 514
Glossary 516

Index 536



xxiv  Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Online Elements:

Appendix C Memory Tables
Appendix D Memory Tables Answers
Appendix E  Study Planner

Glossary



Contents

Introduction xli

Part |

Chapter 1

What is Network Design?

Network Design 2
“Do I Know This Already?” Quiz 2
Foundation Topics 4
Network Design Fundamentals 6
Mindset 6
Functional Requirements 7
Technical Requirements 7
Application Requirements 8
Crafting the Design Requirements 9
Design Scope 9
Design Use Cases 10
Greenfield 10
Brownfield 10
Add Technology or Application 11
Replace Technology 11
Merge or Divest 11
Scaling a Network 12
Design Failure 12
The Business 13
Constraints 13
Identifying Requirements with “Why?” 15
Network Design Principles 16
Unstated Requirements 16
Pervasive Security 16
Shifting of Availability 18
Limiting Complexity...Manageability 19
Making a Business Flexible with Scalability 20
Cost Constraints and What to Do 20
Network Design Techniques 21
Failure Isolation 22
Shared Failure State 27
Modularity Building Blocks 30

XXV



xxvi  Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Hierarchy of Design 33
Putting It All Together 35
Network Design Pitfalls 36
Making Assumptions 36
Overdesigning Is Good, Right? 37
Best Practices 38
Preconceived Notions 38
Summary 39
Exam Preparation Tasks 39
Review All Key Topics 39
Complete Tables and Lists from Memory 40
Define Key Terms 40
Reference 40

Chapter 2 Designing for Business Success 42
“Do I Know This Already?” Quiz 42
Foundation Topics 44
Business Success 44

Business Priorities 45
Business Drivers 45
Business Outcomes 46
Business Capabilities 46
Business Continuity 47
Recovery Point Objective 47
Recovery Time Objective 47
Elasticity to Support the Strategic Business Trends 48
IT as a “Business Innovation” Enabler 49
IT as a “New” Utility 50
Money, Money, Money 51
The Nature of the Business 52
Planning 52
Decision Tree 53
Decision Matrix 53
Planning Approaches 54
Strategic Balance 54
Project Management 55
Waterfall Methodology 55



Chapter 3

Contents

Advantages of Waterfall Project Management 56
Disadvantages of Waterfall 57
Agile Methodologies 57
12 Principles of Agile Methodologies 58
Advantages of Agile 58
Disadvantages of Agile 59
Scrum Methodology 59
Advantages of Scrum 59
Disadvantages of Scrum 60
Kanban Methodology 60
Advantages of Kanban 61
Disadvantages of Kanban 62
Kanban Rules 62
Project Management Methodology Comparison 63
Summary 64
References 65
Exam Preparation Tasks 65
Review All Key Topics 65
Complete Tables and Lists from Memory 65
Define Key Terms 65

What’s the Purpose of the Network? 66
“Do I Know This Already?” Quiz 67
Foundation Topics 69
Business Applications 69
Application Models 69
Application Constraints and Requirements 70
Service Models 72
The Cloud 73
Cloud Connectivity Models 74
Direct Cloud Access 74
Cloud Access Through a Gateway (Cloud Access Point) 75
Hybrid Approach 75
Cloud Types 76
Cloud-Agnostic Architecture 76
Decoupling 77

XXVil



XXViil

Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Chapter 4

Containerization 77
Agnostic Versus Proprietary Cloud Services
Service-Oriented Architecture 78
Cloud Containerized Architecture 78
Traditional Deployment Architecture 78
Virtualization Deployment Architecture
Container Deployment Architecture 79
Cloud Application Strategy 80

Data Management 80

Summary 81

Reference 81

Exam Preparation Tasks 82

Review All Key Topics 82

Complete Tables and Lists from Memory 82

Define Key Terms 82

Security Is Pervasive 84
“Do I Know This Already?” Quiz 85
Foundation Topics 87
Zero Trust Architecture 91
Zero Trust Architecture Concepts 91
Zero Trust Capabilities 93
Zero Trust Migration Steps 94
Security CIA Triad 95
Regulatory Compliance 96
HIPAA 97
PCIDSS 97
GDPR 98
Data Sovereignty 98
Summary 98
Reference 99
Exam Preparation Tasks 99
Review All Key Topics 99
Complete Tables and Lists from Memory 100
Define Key Terms 100



Chapter 5

Part Il

Chapter 6

Reference Architecture Models and Frameworks 102

“Do I Know This Already?” Quiz 102

Foundation Topics 104

Reference Architecture Models and Frameworks 104
Business architecture 105
Business Architecture Guiding Principles 106
Key Performance Indicators (KPIs) 108
Enterprise architecture 108
Enterprise Architecture Methodology 109
Architecture Frameworks for Consideration 111

Summary 115

Reference 116

Exam Preparation Tasks 116

Review All Key Topics 116

Complete Tables and Lists from Memory 117

Define Key Terms 117

Core Technology Design

Transport Technologies 118
“Do I Know This Already?” Quiz 118
Foundation Topics 120
Layer 2 Media Access 120
Virtual Private Wire Service Design Considerations 124
Virtual Private LAN Service Design Considerations 126
VPLS Architecture Building Blocks 127
VPLS Functional Components 128
Virtual Switching Instance 128
VPLS Control Plane 128
VPLS Design Models 129
Flar VPLS Design Model 129
Hierarchical VPLS Design Model 131
Provider Backbone Bridging with H-VPLS 132
Provider Backbone Bridging Overview 133
EVPN Design Model 134
Business Drivers 134
EVPN Business Strengths 134
Provider Backbone Bridging with Ethernet VPN 135
EVPN Architecture Components 136

Contents

XXIX



xxx  Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Chapter 7

Chapter 8

EVPN Instance 136
Ethernet Segment 137

EVPN BGP Routes and Extended Communities 138

VXLAN Design Model 139
Summary 142
Reference 142
Exam Preparation Tasks 143
Review All Key Topics 143
Complete Tables and Lists from Memory 143
Define Key Terms 143

Layer 2 Technologies 144
“Do I Know This Already?” Quiz 144
Foundation Topics 147
Layer 2 Core Technologies 147
Spanning Tree Protocol 147
VLANSs and Trunking 148
Link Aggregation 148
First Hop Redundancy Protocol and Spanning Tree
Layer 2 LAN Common Design Models 152
STP-Based Models 152
Switch Clustering Based (Virtual Switch) 154
Daisy-Chained Access Switches 155
Summary 156
Reference 156
Exam Preparation Tasks 157
Review All Key Topics 157
Complete Tables and Lists from Memory 157
Define Key Terms 157

Layer 3 Technologies 158

“Do I Know This Already?” Quiz 159

Foundation Topics 161

Enterprise Layer 3 Routing 161
IP Routing and Forwarding Concept Review 161
Link-State Routing 162
Link-State over Hub-and-Spoke Topology 163

150



Contents  xxxi

OSPF Interface Network Type Considerations in a Hub-and-Spoke
Topology 165

Link-State over Full-Mesh Topology 165

OSPF Area Types 167

OSPF Versus IS-1S 170

EIGRP Routing 170

EIGRP: Hub and Spoke 171

EIGRP: Stub Route Leaking 172

EIGRP: Ring Topology 173

EIGRP: Full-Mesh Topology 174

EIGRP Route Propagation Considerations 174
Hiding Topology and Reachability Information 175
IGP Flooding Domains 178

Route Summarization 191

IGP Traffic Engineering and Path Selection: Summary 196

OSPF 197
IS-IS 197
EIGRP 197

Summary of IGP Characteristics 198
Route Redistribution Design Considerations 198
Single Redistribution Boundary Point 199
Multiple Redistribution Boundary Point 200
Route Filtering Versus Route Tagging with Filtering 202
BGP Routing 206
Interdomain Routing 206
BGP Attributes and Path Selection 208
BGP as the Enterprise Core Routing Protocol 209
Enterprise Core Routing Design Models with BGP 210
BGP Shortest Path over the Enterprise Core 214
BGP Scalability Design Options and Considerations 215
BGP Route Reflection 215
Update Grouping 221
BGP Confederation 222
Confederation Versus Route Reflection 224
Enterprise Routing Design Recommendations 225

Summary 227



xxxii - Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Reference 227

Exam Preparation Tasks 227

Review All Key Topics 227

Complete Tables and Lists from Memory 228
Define Key Terms 228

Chapter 9 Network Virtualization 230
“Do I Know This Already?” Quiz 230
Foundation Topics 232
MPLS 232
MPLS Architecture Components 233
MPLS Control Plane Components 235
Virtual Routing and Forwarding 235
Route Distinguisher 235
Route Targets 237
L3VPN Forwarding Plane 238
L3VPN Design Considerations 239
MPLS L3VPN Topologies 240
Full Mesh 240
Hub-and-Spoke L3VPN Service 241
Multilevel Hub and Spoke 243
Extranet and Shared Services 243
MPLS VPN Internet Access Design Options 246
Non-MP-BGP VPN Internet Routing 246
MP-BGP VPN Internet Routing 247
PE-CE L3VPN Routing Design 249
PE-CE Routing Design Considerations 250
PE-CE Routing Protocol Selection 251
PE-CE Design Options and Recommendations 251
Software-Defined Networks 266
SD-WAN 266
SD-WAN Components 267
SD-WAN Management Prorocol 268
Virtual Networks 269
TLOC Extension 269
SD-WAN Policies 269
SD-LAN 269



Chapter 10

Chapter 11

Contents

SD-LAN Terminology 270
SD-LAN Components 271
Summary 275
References 275
Exam Preparation Tasks 276
Review All Key Topics 276
Complete Tables and Lists from Memory 276
Define Key Terms 276

Security 278
“Do I Know This Already?” Quiz 278
Foundation Topics 280
Infrastructure Security 281
Device Hardening Techniques 281
Layer 2 Security Considerations 285
Layer 3 Control Plane Security Considerations 287

Remote-Access and Network Overlays (VPN) Security
Considerations 288

Wireless Security Consideration 291
Perimeter Security and Intrusion Prevention 292
Network Control and Identity Management 294

Authentication 294

Authorization 296

Visibility 298
Summary 298
Reference 299
Exam Preparation Tasks 299
Review All Key Topics 299
Complete Tables and Lists from Memory 299
Define Key Terms 299

Wireless 300

“Do I Know This Already?” Quiz 300

Foundation Topics 303

IEEE 802.11 Standards and Protocols 303
Device Wireless Capabilities 303
Wireless Security Capabilities 305
Weireless Traffic Flow 306

XXXl



xxxiv  Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Enterprise Wireless Network Design 309
Designing for High Density 309
Designing for Voice and Video 312

Summary 313

Reference 313

Exam Preparation Tasks 313

Review All Key Topics 314

Complete Tables and Lists from Memory 314

Define Key Terms 314

Chapter 12 Automation 316
“Do I Know This Already?” Quiz 317
Foundation Topics 318
Zero-Touch Provisioning 318
Infrastructure as Code 319
CI/CD Pipelines 321
Summary 324
Reference 324
Exam Preparation Tasks 324
Review All Key Topics 324
Complete Tables and Lists from Memory 325
Define Key Terms 325

Chapter 13 Multicast Design 326
“Do I Know This Already?” Quiz 327
Foundation Topics 329
Multicast Switching 329
Multicast IP Address Mapping into Ethernet MAC Address 329
Multicast Routing 332
Reverse Path Forwarding 332
Multicast Routing Protocols 333
RP Placement 335
Interconnecting Multicast Islands 339
Interdomain Multicast 340
Multicast BGP 340
Multicast Source Discovery Protocol 341
Embedded-RP 343



Chapter 14

Multicast Design Considerations 344
Application Multicast Requirements 344
Multicast Resiliency Design Considerations 344
Anycast-RP 344
Anycast-RP Using PIM 345
Phantom RP 346
Live-Live Streaming 347
First Hop Redundancy Protocol-Aware PIM 348
Summary 350
References 351
Exam Preparation Tasks 351
Review All Key Topics 351
Complete Tables and Lists from Memory 351
Define Key Terms 351

Network Services and Management 352
“Do I Know This Already?” Quiz 353
Foundation Topics 355
IPv6 Design Considerations 355
IPv6 Business and Technical Drivers 355
IPv6 Address Types (Review) 356
Migration and Integration of IPv4 and IPv6 357
Discovery Phase 358
Solution Assessment and Planning 358
Detailed Design 363
Deployment, Monitoring, and Optimization 366
Transition to IPv6 Scenario 366
Nertwork Requirements Analysis 367
Design Approach 368
Quality of Service Design Considerations 369
QoS High-Level Design: Business-Driven Approach 370
QoS Architecture 371
QoS DiffServ Architecture and Toolset 371
Traffic Classification and Marking 373
Traffic Profiling and Congestion Management 376
Hierarchical QoS 378

Contents

XXXV



xxxvi  Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Congestion Avoidance (Active Queue Management) 379
Admission Control 379
QoS Design Strategy 380
Enterprise QoS Design Considerations 385
Enterprise Campus 385
Network Management 390
Fault, Configuration, Accounting, Performance, and Security 391
Network Management High-Level Design Considerations 391
Multitier Network Management Design 395
Model-Driven Network Management 396
YANG 396
NETCONF 397
RESTCONF 397
gRPC Nerwork Management Interface 399
Fully Automated Network Management 399
Summary 400
References 400
Exam Preparation Tasks 400
Review All Key Topics 400
Complete Tables and Lists from Memory 401
Define Key Terms 401

Part Il Enterprise Network Architectures

Chapter 15 Scalable Enterprise Campus Architecture Design 402
“Do I Know This Already?” Quiz 402
Foundation Topics 404
Campus Hierarchical Design Models 404
Three-Tier Model 405
Two-Tier Model 405
Campus Modularity 406
When Is the Core Block Required? 407
Access-Distribution Design Model 408
Campus Layer 3 Routing Design Considerations 411
Campus Network Virtualization Design Considerations 413
Drivers to Consider Network Virtualization 414
Network Virtualization Design Elements 415

Enterprise Network Virtualization Deployment Models 416



Chapter 16

Chapter 17

Contents

Device Virtualization 417
Path Isolation 417
Service Virtualization 420
Summary 425
References 425
Exam Preparation Tasks 425
Review All Key Topics 425
Complete Tables and Lists from Memory 426
Define Key Terms 426

Enterprise Internet Edge Architecture Design 428

“Do I Know This Already?” Quiz 428

Foundation Topics 429

Enterprise Internet Edge Design Considerations 429
Internet Edge Architecture Overview 430
Enterprise Multihomed Internet Design Considerations 431
Multiboming Design Concept and Drivers 432
BGP over Multibomed Internet Edge Planning Recommendations 433
BGP Policy Control Attributes for Multiboming 434

Common Internet Multihoming Traffic Engineering Techniques over
BGP 435

Scenario 1: Active-Standby 435
Scenario 2: Equal and Unequal Load Sharing 437

Scenario 3: Equal and Unequal Load Sharing Using Two Edge
Routers 439

Asymmetrical Routing with Multiboming (Issue and Solution) 440
Summary 443
References 443
Exam Preparation Tasks 444
Review All Key Topics 444
Complete Tables and Lists from Memory 444
Define Key Terms 444

Enterprise WAN Architecture Design 446
“Do I Know This Already?” Quiz 446
Foundation Topics 448
Enterprise WAN Module 448

WAN Transports: Overview 449

XXX Vil



xxxviii - Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Modern WAN Transports (Layer 2 Versus Layer 3) 450

Layer 2 MPLS-Based WAN 450

Layer 2 MPLS-Based WAN Advantages and Limitations 451
Layer 3 MPLS-Based WAN 453

Layer 3 MPLS-Based WAN Advantages and Limitations 453
Internet as WAN Transport 455

WAN Transport Models Comparison 457

WAN Module Design Options and Considerations 458

Design Hierarchy of the Enterprise WAN Module 458

WAN Module Access to Aggregation Layer Design Options 458
WAN Edge Connectivity Design Options 460

Single WAN Provider Versus Dual Providers 462

Remote Site (Branch) WAN Design Considerations 462
Enterprise WAN Module Design Options 467

Option 1: Small ro Medium 468

Option 2: Medium to Large 468

Option 3: Large to Very Large 470

WAN Virtualization and Overlays Design Considerations and
Techniques 471

WAN Virtualization 473

Over-the-Top WAN Virtualization Design Options (Service Provider
Coordinated/Dependent) 475

Over-the-Top WAN Virtualization Design Options (Service Provider
Independent) 476

Comparison of Enterprise WAN Transport Virtualization
Techniques 481

WAN Virtualization Design Options Decision Tree 483

Enterprise WAN Migration to MPLS VPN Considerations 484
Migrating from Legacy WAN to MPLS L3VPN WAN Scenario 484
WAN Transport Virtualization Techniques Comparison 485

Summary 488

References 488

Exam Preparation Tasks 488

Review All Key Topics 488

Complete Tables and Lists from Memory 489

Define Key Terms 489



Contents  xxxix

Chapter 18 Final Preparation 490

Getting Ready 490

Tools for Final Preparation 491
Pearson Cert Practice Test Engine and Questions on the Website 491
Accessing the Pearson Test Prep Software Online 491
Accessing the Pearson Test Prep Software Offline 492
Customizing Your Exams 492
Updating Your Exams 493
Premium Edition 494
Chapter-Ending Review Tools 494

Suggested Plan for Final Review/Study 494

Summary 494

Appendix A Answers to the “Do | Know This Already” Questions 496

Appendix B Cisco Certified Design Expert CCDE 400-007 Exam Updates 514
Glossary 517
Index 536

Online Elements:

Appendix C Memory Tables

Appendix D Memory Tables Answers

Appendix E  Study Planner

Glossary



xlI  Cisco Certified Design Expert CCDE 400-007 Official Cert Guide

Icons Used in This Book

- g o
S O 0 g g

Communication PC PC with Sun Macintosh Access ISDN/Frame Relay
Server Software Workstation Server Switch
% o g = B
Ring LN d
a7 a— P )
Token Ring Terminal File Web Ciscoworks ATM Modem
Server Server Workstation Switch
- : g
' 7 - -
S = 218
Printer Laptop IBM Front End Cluster Multilayer
Mainframe Processor Controller Switch
o bd | o ' .
Gateway Router Bridge Hub DSU/CSU FDDI Catalyst
Switch
4
~— — = T prasi
Network Cloud Line: Ethernet Line: Serial Line: Switched Serial

Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

m Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

m Iralic indicates arguments for which you supply actual values.

m Vertical bars (|) separate alternative, mutually exclusive elements.
m Square brackets ([ ]) indicate an optional element.

m Braces ({ }) indicate a required choice.

B Braces within brackets ([{ }]) indicate a required choice within an optional element.



Introduction

Congratulations! If you are reading this Introduction, then you likely have decided to pur-
sue the Cisco Certified Design Expert (CCDE) certification, a mostly vendor-agnostic,
expert-level network design certification. Network design is imperative to implementing
a successful, secure network, yet networking professionals typically are not taught net-
work design, including the fundamentals, principles, techniques, frameworks, and pitfalls,
early enough in their careers.

One of the major difficulties of network design is that it can’t be pre-scripted or tem-
plated, because each design decision, even if it’s comparing the same design options, can
have very different business drivers, outcomes, constraints, and overall circumstances that
create a unique situation requiring a different design decision to be made. This is why this
book is going to teach you how to answer the question “Why?” with regard to design
decisions, and how to map those design decisions to the business. This book bridges the
gap between the technology and business. Instead of attempting to teach, and require
you to memorize, every design decision tree, the goal of this book is to teach you the
required skills to make proper design decisions in any situation you are presented.

It’s not enough to learn about the “why” to fully grasp the implications of our design
decisions. We also need to see “how” something is done to help solidify our understand-
ing of the “why” from a network design perspective. To accomplish this, this book (and
its additional online resources) includes multiple mini-design scenarios, illustrations, lab
topologies, and configurations to provide the required design perspective.

Goals and Methods
The most important and somewhat obvious goal of this book is to help you pass the
Cisco Certified Design Expert (CCDE) Written Exam (400-007). In fact, if the primary
objective of this book were different, then the book’s title would be misleading; however,
the methods used in this book to help you pass the CCDE Written Exam are designed
to also make you much more knowledgeable about how to make proper network design
decisions that make businesses successful. Although this book and the companion web-
site together have more than enough questions to help you prepare for the actual exam,
the method in which they are used is not to simply make you memorize as many ques-
tions and answers as you possibly can.

One key methodology used in this book is to help you discover the exam topics that you
need to review in more depth, to help you fully understand and remember those details,
and to help you prove to yourself that you have retained your knowledge of those top-
ics. So, this book does not try to help you pass by memorization, but rather helps you

to truly learn and understand the topics. This book would do you a disservice if it didn’t
attempt to help you learn the material.

This is the first book to not only target the CCDE Written Exam (400-007) but also teach
you the skillsets needed to make proper designs decisions in any situation. Technology

is always changing and advancing, which makes it imperative that we learn how to make
proper design decisions as these new technologies, solutions, and capabilities are devel-
oped and deployed. This book is the start of your “license to design” journey.

xli
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This book covers the different design fundamentals, principles, techniques, and topics
using the following approach:

m It presents the different technologies, protocols, design fundamentals, design prin-
ciples, design techniques, and the associated design decisions made with all of these
items in mind.

m It identifies the impact to the business when adopting the different technologies and
protocols.

m It addresses the implications of the addition or integration of an element to the over-
all design.

The network design topics covered in this book aim to prepare you to be able to

m Identify and analyze various network design requirements, constraints, and drivers
that have an influence on the corresponding network design decisions.

m Understand the impact that the different network design fundamentals, principles,
and techniques have on the business and the associated design decisions.

m Understand and compare the various network design architectures and the associ-
ated implications on various network design aspects.

m Identify and analyze network design limitations or issues, and how to optimize them,
taking into consideration the business requirements and constraints.

m Identify and analyze the implications of adding new services or applications and how
to accommodate the design or the design approach to meet the business outcome.

Whether you are preparing for the CCDE certification or just want to be a better net-
work designer, you will benefit from the range of topics covered and the business suc-
cess approach used to analyze, compare, and explain these topics to make proper design
decisions.

Who Should Read This Book?

This book is not designed to be a general networking topics book, although it can be
used for that purpose. This book is intended to tremendously increase your chances of
passing the CCDE Written Exam. Although other objectives can be achieved from using
this book, the book is written with one goal in mind: to help you pass the exam.

In addition to those who are planning or studying for the CCDE certification, this book
is for network engineers, network consultants, network architects, and solution architects
who already have a foundational knowledge of the topics being covered and who would
like to train themselves to think more like a network designer.

So, why should you want to pass the CCDE Written Exam (400-007)? Because it’s one
of the milestones toward getting the CCDE certification, and passing it is a prerequisite
to being able to schedule the CCDE Practical Exam, which is no small feat. What would
getting the CCDE certification mean to you? It might translate to a raise, a promotion,
and recognition. It would certainly enhance your resume. It would demonstrate that you
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are serious about continuing the learning process and that you are not content to rest on
your laurels. It might please your reseller-employer, who needs more certified employees.

Your Path Towards the CCDE Certification
This section provides a quick high-level overview of the CCDE certification and how to
obtain it. Figure I-1 shows the current path you will have to take to achieve the CCDE
certification.

4 N
CCDE Practical Exam

f CISCO
Scenario 1 CERTIFIED

CCDE

Qualification Pass NI
Exam Scenario 2 —p KCCDE)
DESIGN
(400-007) Scenario 3 ~

- J
* Area of Expertise Scenario

Figure I-1 CCDE Certification Path

Both the CCDE Written and Practical Exams focus on high-level design (HLD) aspects as
well as business requirements within the context of the enterprise network architectures.

Both exams share one single unified blueprint, “CCDE v3 Unified Exam Topics.” The

CCDE Written Exam will validate core enterprise network architecture HLD aspects. The
CCDE Practical Exam is built to be modular and provides you the flexibility to focus on
your area of expertise in addition to validating core enterprise architecture HLD aspects.

This flexibility is achieved by using multiple technology lists. The “CCDE v3 Core Tech-
nology List” contains all core enterprise architecture technologies, and multiple areas of
expertise technology lists contain logically grouped technologies, focusing on your area
of expertise. Figure I-2 shows the breakdown of the entire CCDE certification process,
including where and when to leverage each technology list.

Exam Exam Topics Technology List

CCDE Written Exam [ NA ]

Unified Exam Topics || Core Technologies
CCDE Practical Exam +|Area of Expertise Technology options

Figure I-2 CCDE Certification Process Overview

CCDE Written Exam (400-007)

The CCDE Written Exam is a computer-based exam that’s focused on technology and
architecture operations, but not on the specific configurations to implement said tech-
nology or architecture. More importantly, the Written Exam is about determining what
technology out of a list of technology options should be leveraged in a specific design
situation. As a CCDE candidate, you have to know and understand which solution solves
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a specific problem. Then, you have to identify out of a group of solutions which one is
the best option given the specific customer requirements, drivers, constraints, and cir-
cumstances, and why it is the best option. The why part is extremely important.

The Written Exam validates HLD aspects as well as business requirements within the con-
text of enterprise network architecture. The exam is a two-hour, multiple-choice test with
90 to 110 questions that focus on core enterprise network architecture HLD aspects. The
exam serves as a prerequisite for the CCDE Practical Exam. The Written Exam is closed
book, meaning no outside reference materials are allowed.

For more information on what to expect on your CCDE Written Exam, refer to the
following:

m “CCDE v3 Unified Exam Topics” (https://learningcontent.cisco.com/documents/
exam-topics/CCDEv3.0_UnifiedExamTopics May2021.pdf)

m “CCDE v3 Core Technology List” (https://learningcontent.cisco.com/documents/
exam-topics/ CCDEv30Practical CoreTechnologyList 2.pdf)

Figure 1-3 is an overview of the CCDE Written Exam process and how both the “CCDE
v3 Unified Exam Topics” and “CCDE v3 Core Technology List” fit into it.

Exam Topics Technology List

CCDE Written Exam ‘ Unified Exam Topics ] ‘ Core Technologies

Figure 1-3 CCDE Written Exam (400-007) Process

This book is the official certification guide for this exam, the CCDE Written Exam
(400-007).

CCDE Practical Exam

After successfully passing the CCDE Written Exam (400-007), you can schedule and take
the CCDE Practical Exam. The CCDE Practical Exam is an 8-hour scenario-based exam,
consisting of several scenarios, one of which you can select, providing the flexibility to
include topics related to your area of expertise, in addition to validating core enterprise
architecture technologies. While additional areas of expertise might be added in the
future, the following are the options that are available at the time of writing:

m Large-Scale Networks: Focuses on the aspects of designing large-scale networks,
such as service provider networks or large enterprise networks and their associated
technologies.

® On-Prem and Cloud Services: Centered on design and integration of business-
critical services from a networking perspective. These services may be placed in an


https://learningcontent.cisco.com/documents/exam-topics/CCDEv3.0_UnifiedExamTopics_May2021.pdf
https://learningcontent.cisco.com/documents/exam-topics/CCDEv3.0_UnifiedExamTopics_May2021.pdf
https://learningcontent.cisco.com/documents/exam-topics/CCDEv30Practical_CoreTechnologyList_2.pdf
https://learningcontent.cisco.com/documents/exam-topics/CCDEv30Practical_CoreTechnologyList_2.pdf
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on-premises data center, in the cloud, or a hybrid thereof. A deep understanding of
applications and their requirements, as well as related networking technologies, is
expected for this module.

m Workforce Mobility: Focuses on the design of solutions that benefit users in their
daily job and routines, allowing them to roam freely across campuses and buildings
without losing access to the services they depend on. Achieving this requires a well-
planned and well-designed wireless network.

Technologies relevant to these are grouped together in areas of expertise technology
lists. Each area of expertise comes with its own corresponding list. Figure I-4 shows how
these different technology lists are used within the CCDE Practical Exam.

m CCDE v3 Technology Lists
m “CCDE v3 Core Technology List”
https://learningcontent.cisco.com/documents/CCDEv3_CoreTechnologyList.pdf
m “Workforce Mobility Technology List”

https://learningcontent.cisco.com/documents/CCDEv3
Practical WorkforceMobilityTechnologyList.pdf

® “On-Prem and Cloud Services Technology List”

https://learningcontent.cisco.com/documents/CCDEv3_PracticalOnPrem and
CloudServicesTechnologyList.pdf

m “Large-Scale Networks Technology List”

https://learningcontent.cisco.com/documents/CCDEv3
PracticalLargeScaleNetworksTechnologyList.pdf

CCDE Practical Exam

Figure I1-4 CCDE Practical Exam Process

Exam Topics Technology List

Unified Exam Topics

Core Technologies

+

Selected Area of Expertise Technologies

The CCDE v3 Practical exam is delivered at Cisco Certification Centers.

The Cisco Press book CCDE v3 Practice Labs (by Martin J. Duggan) is a great resource
and guide for preparing to take the CCDE Practical Exam.

Strategies for Exam Preparation
The strategy you use for the CCDE Written Exam (400-007) might be slightly different
than strategies used by other readers, mainly based on the skills, knowledge, and experi-
ence you already have obtained.

Regardless of the strategy you use or the background you have, the book is designed

to help you get to the point where you can pass the exam with the least amount of time
required. For instance, there is no need for you to practice or read about enterprise Layer
2 design if you fully understand it already. However, many people like to make sure that


https://learningcontent.cisco.com/documents/CCDEv3_CoreTechnologyList.pdf
https://learningcontent.cisco.com/documents/CCDEv3_PracticalWorkforceMobilityTechnologyList.pdf
https://learningcontent.cisco.com/documents/CCDEv3_PracticalWorkforceMobilityTechnologyList.pdf
https://learningcontent.cisco.com/documents/CCDEv3_PracticalOnPrem_and_CloudServicesTechnologyList.pdf
https://learningcontent.cisco.com/documents/CCDEv3_PracticalOnPrem_and_CloudServicesTechnologyList.pdf
https://learningcontent.cisco.com/documents/CCDEv3_PracticalLargeScaleNetworksTechnologyList.pdf
https://learningcontent.cisco.com/documents/CCDEv3_PracticalLargeScaleNetworksTechnologyList.pdf
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they truly know a topic and thus read over material that they already know. Some read-
ers might want to jump into new technologies or architectures, such as Cisco SD-Access,
automation, Zero Trust Architecture, and DevOps. Several book features will help you
gain the confidence that you need to be convinced that you know some material already,
and to also help you know what topics you need to study more. As mentioned earlier,
the CCDE Written Exam is not focused on configuration details, so there’s no need to
memorize how to configure each technology. However, some people learn better with a
hands-on approach, so if you feel you get a better grasp of the technology by trying it
out in a lab, there’s absolutely nothing wrong with that.

The Companion Website for Online Content Review
All the electronic review elements, as well as other electronic components of the book,
are available on this book’s companion website.

How to Access the Companion Website
To access the companion website, which gives you access to the electronic content with
this book, start by establishing a login at www.ciscopress.com and registering your book.
To do so, simply go to www.ciscopress.com/register and enter the ISBN of the print
book: 9780137601042. After you have registered your book, go to your account page
and click the Registered Products tab. From there, click the Access Bonus Content link to
get access to the book’s companion website.

Note that if you buy the Premium Edition eBook and Practice Test version of this book
from Cisco Press, your book will automatically be registered on your account page. Sim-
ply go to your account page, click the Registered Products tab, and select Access Bonus
Content to access the book’s companion website.

How to Access the Pearson Test Prep (PTP) App
You have two options for installing and using the Pearson Test Prep application: a web
app and a desktop app. To use the Pearson Test Prep application, start by finding the
registration code that comes with the book. You can find the code in these ways:

m Print book: Look in the cardboard sleeve in the back of the book for a piece of
paper with your book’s unique PTP code.

B Premium Edition: If you purchase the Premium Edition eBook and Practice Test
directly from the Cisco Press website, the code will be populated on your account
page after purchase. Just log in at www.ciscopress.com, click Account to see details
of your account, and click the Digital Purchases tab.

® Amazon Kindle: For those who purchase a Kindle edition from Amazon, the access
code will be supplied directly from Amazon.

m Other Bookseller E-books: Note that if you purchase an e-book version from any
other source, the practice test is not included because other vendors to date have not
chosen to vend the required unique access code.


http://www.ciscopress.com
http://www.ciscopress.com/register
http://www.ciscopress.com
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NOTE Do not lose the activation code, because it is the only means with which you can
access the QA content with the book.

Once you have the access code, to find instructions about both the PTP web app and the
desktop app, follow these steps:

Step 1 Open this book’s companion website, as described in the previous section.
Step 2 Click the Practice Exams button.

Step 3  Follow the instructions listed there both for installing the desktop app and for
using the web app.

Note that if you want to use the web app only at this point, just navigate to
www.pearsontestprep.com, establish a free login if you do not already have one,
and register this book’s practice tests using the registration code you just found. The
process should take only a couple of minutes.

NOTE Amazon eBook (Kindle) customers: It is easy to miss Amazon’s email that lists
your PTP access code. Soon after you purchase the Kindle eBook, Amazon should send an
email. However, the email uses very generic text, and makes no specific mention of PTP or
practice exams. To find your code, read every email from Amazon after you purchase the
book. Also do the usual checks for ensuring your email arrives, like checking your spam
folder.

NOTE Other eBook customers: As of the time of publication, only the publisher and
Amazon supply PTP access codes when you purchase their eBook editions of this book.

How This Book Is Organized
Although this book could be read cover to cover, it is designed to be flexible and allow
you to easily move between chapters and sections of chapters to cover just the material
that you need more work with.

This book is organized into three distinct parts. Part 1, Chapters 1 through 5, covers net-
work design generally. Then, we dive into the different technologies in Part 2, Chapters 6
through 14, and discuss how they work. Part 3, Chapters 15 to 17, covers enterprise net-
work architectures in the real world today.

The following list describes what is covered in each chapter in this book:

m Chapter 1, “Network Design”—This chapter focuses on the different network
design fundamentals, principles, techniques, and pitfalls that all network designers
need to know.

m Chapter 2, “Designing for Business Success”—This chapter discusses the different
aspects of the business and how to ensure that the network design decisions being
made will make a business successful. In addition, project management method-
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ologies are covered, as network designers should know how these methodologies
impact a business.

m Chapter 3, “What’s the Purpose of the Network?”—This chapter covers the reason
why there is a network in the first place. Coverage in this chapter includes applications,
service models, cloud constructs, and data management.

m Chapter 4, “Security Is Pervasive”—This chapter explores the architecture-level
security topics, including Zero Trust, the CIA triad, and regulatory compliance
standards.

m Chapter 5, “Reference Architecture Models and Frameworks”—This chapter
covers business architecture, enterprise architecture, and current architecture
frameworks being leveraged at the time of this writing.

m Chapter 6, “Transport Technologies”—This chapter examines physical and logical
transport topics, including Layer 2 media access, Virtual Private Wire Service
(VPWS), Layer 2 VPN (L2VPN), and Ethernet VPN (EVPN).

m Chapter 7, “Layer 2 Technologies”—This chapter covers Layer 2 core technologies:
Spanning Tree Protocol (STP), virtual local-area networks (VLANS), trunking, link
aggregation, and First Hop Redundancy Protocol (FHRP).

m Chapter 8, “Layer 3 Technologies”—This chapter discusses Layer 3 control plane
technologies from an enterprise perspective. This includes enterprise Layer 3
routing with different interior gateway protocols (IGPs), Border Gateway Protocol
(BGP) routing, and associated design recommendations.

m Chapter 9, “Network Virtualization”—This chapter covers Multiprotocol Label
Switching (MPLS) L2 and L3 VPNs and software-defined network solutions like
SD-WAN and SD-LAN.

m Chapter 10, “Security”—This chapter explores infrastructure security topics,
perimeter security and intrusion prevention, and network control and identity
management.

m Chapter 11, “Wireless”—This chapter describes the most common IEEE 802.11
standards and protocols, and enterprise wireless network design use cases of high
density, voice and video, and data.

m Chapter 12, “Automation”—This chapter covers automation concepts that impact a
network design at the architecture level. These topics include zero-touch provision-
ing, Infrastructure as Code (IaC), and continuous integration/continuous delivery
(CI/CD) pipelines.

m Chapter 13, “Multicast Design”—This chapter examines multicast switching and
routing, along with the corresponding network design considerations.

m Chapter 14, “Network Services and Management”—This chapter covers critical
IPv6 topics and network design elements for IPv6 that haven’t been covered in other
chapters. Additionally, this chapter covers Quality of Service and network manage-
ment design.
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m Chapter 15, “Scalable Enterprise Campus Architecture Design”—This chapter
highlights campus hierarchical design models, campus Layer 3 routing design consid-
erations, and campus network virtualization design considerations.

m Chapter 16, “Enterprise Internet Edge Architecture Design”—This chapter
provides design recommendations and considerations from an enterprise Internet
edge architecture standpoint. It explores how an enterprise gets to resources on the
Internet and how customers get to locally hosted resources within the enterprise.

m Chapter 17, “Enterprise WAN Architecture Design”—This chapter provides design
recommendations and considerations for the enterprise WAN module, WAN virtual-
ization and overlay options, and enterprise WAN migration to MPLS VPN consider-
ations.

m Chapter 18, “Final Preparation”—This chapter provides steps for you to take in
your final phase of study before taking the CCDE Written Exam. This chapter also
includes tools and resources that you can leverage to help in your journey.

Certification Exam Topics and This Book
The questions for each Cisco certification exam are a closely guarded secret. However,
Cisco does publish an exam blueprint so that you know which topics you must know to
successfully complete this exam.

NOTE This book covers only the “CCDE v3 Unified Exam Topics” blueprint and the
“CCDE v3 Core Technology List,” as they encompass all the knowledge areas required for
the CCDE Written Exam.

Table I-1 lists each section in the “CCDE v3 Unified Exam Topics” blueprint along with a
reference to the book chapter that covers the corresponding topic.

Table I-2 lists each section in the “CCDE v3 Core Technology List” along with a reference
to the book chapter that covers the corresponding topic.

These are the same topics you should be proficient in when designing networks and mak-
ing proper network design decisions in the real world.

NOTE The two topic lists covered in Table I-1 and Table I-2 below are current as of the book’s
writing, but may be subject to updates, so always check the blueprint at cisco.com.

Table I-1 CCDE v3 Unified Exam Topics
CCDE v3 Unified Exam Topics Chapter(s) in Which

Topic Is Covered

1.0 Business Strategy Design (15%) 2

1.1 Impact on network design, implementation, and 2
optimization using various customer project management
methodologies (for instance waterfall and agile)
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CCDE v3 Unified Exam Topics

Chapter(s) in Which

Topic Is Covered

1.2 Solutions based on business continuity and operational |2
sustainability (for instance RPO, ROI, CAPEX/OPEX cost
analysis, and risk/reward)

2.0 Control, data, management plane and operational design |7, 8, 9, 12
(25%)

2.1 End-to-end IP traffic flow in a feature-rich network 8,9
2.2 Data, control, and management plane techniques 7,8,9
2.3 Centralized, decentralized, or bybrid control plane 7,8,9
2.4 Automation/orchestration design, integration, and 12
on-going support for networks (for instance interfacing

with APIs, model-driven management, controller-based
technologies, evolution of CI/CD framework)

2.5 Software-defined architecture and controller-based 9
solution design (SD-WAN, overlay, underlay, and fabric)

3.0 Network Design (30%) 1

3.1 Resilient, scalable, and secure modular networks, 1
covering both traditional and software-defined

architectures, considering:

3.1.a Technical constraints and requirements 1
3.1.b Operational constraints and requirements 1
3.1.c Application bebavior and needs 1,3
3.1.d Business requirements 1
3.1.e Implementation Plans 1
3.1.f Migration and transformation 1
4.0 Service Design (15%) 1,3,4
4.1 Resilient, scalable, and secure modular network design |1, 3
based on constraints (for instance technical, operational,
application, and business constraints) to support

applications on the IP network (for instance voice, video,
backups, data center replication, IoT, and storage)

4.2 Cloud/bybrid solutions based on business-critical 3,4
operations

4.2.a Regulatory compliance 4
4.2.b Data governance (for instance sovereignty, ownership, |4
and locale)

4.2.c Service placement

4.2.d Saa$, Paa$, and IaaS

4.2.e Cloud connectivity (for instance direct connect, cloud

on ramp, MPLS direct connect, and WAN integration)

4.2.f Security 4
5.0 Security Design (15%) 4,10
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Chapter(s) in Which
Topic Is Covered

5.1 Network security design and integration 4
5.1.a Segmentation 4,10
5.1.b Network access control 4
5.1.c Visibility 4
5.1.d Policy enforcement 4
5.1.e CIA rriad 4
5.1.f Regulatory compliance (if provided the regulation) 4

Table I-2 CCDE v3 Core Technology List
CCDE v3 Core Technology List

Chapter(s) in Which

Topic Is Covered

1.0 Transport Technologies 6
1.1 Ethernet 6
1.2 CWDM/DWDM 6
1.3 Frame relay (migration only) 6
1.4 Cellular and broadband (as transport methods) 6
1.5 Wireless 11
1.6 Physical mediums, such as fiber and copper 6
2.0 Layer 2 Control Plane 7,15
2.1 Physical media considerations 7
2.1.a Down detection 7
2.1.b Interface convergence characteristics 7
2.2 Loop detection protocols and loop-free topology 7,15
mechanisms

2.2.a Spanning tree types 7
2.2.b Spanning tree tuning techniques 7
2.2.c Multipath 7
2.2.d Switch clustering 7
2.3 Loop detection and mitigation 7
2.4 Multicast switching 13
2.4.a IGMPv2, IGMPv3, MLDv1, MLDv2 13
2.4.b IGMP/MLD Snooping 13
2.4.c IGMP/MLD Querier 13
2.5 Fault isolation and resiliency 13
2.5.a Fate sharing 13
2.5.b Redundancy 13
2.5.c Virtualization 13
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CCDE v3 Core Technology List

Chapter(s) in Which
Topic Is Covered

2.5.d Segmentation 13
3.0 Layer 3 Control Plane 8,9, 15, 16,17
3.1 Network Hierarchy and topologies 8,9
3.1.a Layers and their purposes in various environments 8,9
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CHAPTER 3

What'’s the Purpose of the
Network?

This chapter covers the following topics:

m Business Applications: This section covers business applications and the associated
network design elements for them.

m Service Models: This section covers the different service models, how to leverage
them, and what the network design characteristics are for each model.

m The Cloud: This section covers the cloud in all its forms and the associated network
design elements.

m Data Management: This section covers data and the data management methodologies
that will help every network designer make better design decisions.

What's the purpose of the network? Why do we need a network? Why is a network there
in the first place? These questions should always be at the top of your mind as network
designer because understanding the purpose and goal of the network is critical to properly
designing it.

As we answer these questions, a technical (and potentially a tactical) answer is that the
network’s purpose is to get data from point A to point B in the right amount of time. This
is a generally good answer to these questions, and usually network engineers, not network
designers, can easily identify.

From a network design perspective, we need to take this answer a step further. Why is the
network transferring data in the first place? To meet the business outcomes and objectives...
to make the business successful!

Businesses have become so reliant on networks that the required availability of the network
and its associated services has to be designed at an extremely high level. This is similar to
what transpired with the plain old telephone service (POTS) network. It became so relied
upon that the overall availability had to be designed at an extremely high level.

There is a shift in the network, as discussed in the previous chapters, toward a service-
focused network. When we talk about services in this context, we are talking about applica-
tions, service models, the cloud in all its forms, and data.

This chapter covers the following “CCDE v3.0 Unified Exam Topics” section:

m 4.0 Service Design



“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 3-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”

Table 3-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Business Applications 1-3
Service Models 4-7
The Cloud 8-10
Data Management 11

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer, you
should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might pro-
vide you with a false sense of security.

1. Which of the following options is the correct application model for the statement
“This is the simplest application model and it is equivalent to running the application
on a personal computer”?

a. 3-tier model
b. Single-server model
c. 2-tier model
d. SaaS
2. Which of the following application models is like the client/server architecture?
a. 3-tier model
b. Single-server model
c. 2-tier model
d. SaaS
3. Which of the following application models has web, application, and database layers?
a. 3-tier model
b. Single-server model
c. 2-tier model
d. SaaS
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4.

10.

Which service model is best used when a business requires full control of all compo-
nents within an application?

a. PaaS
b. IaaS
c. SaaS

d. On-premises
Which service model is best for application developers?

a. PaaS
b. IaaS
c. SaaS

d. On-premises

Which service model is best if a business wants complete control over its virtual infra-
structure but also wants to operate on a pay-as-you-go basis?

a. DPaaS
b. IaaS
c. SaaS

d. On-premises

Which service model is best if a business wants an application to run with ensured
availability but doesn’t want the headache of managing the application in any form?

a. DPaaS

b. IaaS

c. SaaS

d. On-premises

Which cloud type has the highest cost?
a. Hybrid cloud

b. Private cloud

c. Multi-cloud

d. Public cloud

Which cloud type is best if a business wants the most control possible?
a. Hybrid cloud

b. Private cloud

c. Multi-cloud

d. Public cloud

Which cloud type is best if a business wants to ease into a cloud computing environ-
ment over a long period of time?

a. Hybrid cloud
b. Private cloud
c. Multi-cloud
d. Public cloud
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11. Which option is the proper data management pillar for the definition “The planning of
all aspects of data management™?

a. Data quality

b. Data governance
c. Data architecture
d. Data security

Foundation Topics

Business Applications
The network is the information highway for the business applications of today, and for
the business to be successful, these applications must be able to properly communicate as
required between users, devices, data, databases, and other application components.

Application Models
Network designers need to understand how an application is built to properly design the net-
work for that application. The following are the different application models being leveraged
today and their associated design elements that you need to know as a network designer:

m Single-server model: This is the simplest application model and it is equivalent to
running the application on a personal computer. All of the required components for an
application to run are on a single application or server.

m 2-tier model: This application model is like the client/server architecture, where com-
munication takes place between client and server. In this model, the presentation layer
or user interface layer runs on the client side while the dataset layer gets executed and
stored on the server side.

There is no intermediate layer (aka application layer) in between client and server.

m 3-tier model: This application model is the most common at the time of writing. This
model has three tiers or layers:

m Presentation: This is the front end of the application that all end users access. This
is how an end user sees and interacts with the application. This is often called the
web tier or GUI tier of the application. The main function of this layer is to trans-
late tasks and results to something the end user can understand.

m Intermediate: This is the layer where all of the application’s functions and logic
occur. This layer processes tasks, functions, and commands, makes decisions and
evaluations, and performs calculations. It also is how data is moved between the
presentation (web/GUI) and database layers. This is often referred to as the applica-
tion or logic layer of the application.

m Database: Here information is stored and retrieved from a database. The informa-
tion is then passed back to the intermediate (application) layer and then eventually
back to the end user.

Breaking elements of an application into different layers like the n-tier architectures allows

network designers to properly design the network for each tier or layer individually. Each
layer may need its own load balancing, applying source NAT, DNS, source routing, and
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traffic engineering design. This means more work from a network design perspective but a
better purpose-built environment for each tier with all associated elements needed, which

allows the different application layers to scale out as needed.

Table 3-2 shows the different network design elements for each layer of the 3-tier model and
provides leading questions to ask to help elicit the information needed to make a proper design.

Table 3-2 3-Tier Application Model Network Design Elements

Tier Traffic Pattern Network Design Questions to Ask
Elements
Web tier End user and No database layer access. | How are end users accessing
application layer | The web tier needs to be | the web tier globally?
access only. globally accessible for How are the web tier—specific
the end users. networks/IP addresses being
Normally located in a routed?
DMZ. What’s the web tier’s high-
availability architecture?
(Active/active, active/standby;,
anycast, etc.)
Application | Web and database | This tier is internally How does the web tier
tier access only. No accessed only, so no communicate with the
end user should external addresses or application tier?
ever access this routing are needed. How does the database
tier directly. Load balancing should | tier communicate with the
be implemented, but how | application tier?
depends on the other
tier’s communication
method with this tier
(SNAT, NAT, Sticky, etc.).
Normally located
internally behind multiple
security layers.
Database | Application layer | This tier is internally How is replication being done
tier access only. No accessed only, so no between the different database
end user or web external addresses or member servers?
tier should have routing are needed. How are the database changes
access. Normally located synchronized? The answer
internally behind multiple | to his question is especially
security layers. critical when there are multiple
data center locations.

Application Constraints and Requirements
As a network designer, there are a number of common application constraints and require-
ments that you should be aware of. These are topics that a network designer should be ask-
ing about as a network is being designed to support an application. This is by no means an
all-inclusive list.

® Multicast: Usually leveraged between a cluster of servers to keep data synchronized,
such as a backend database replication architecture, or as a transport mechanism for
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data streaming applications like IPTV and real-time stock market updates for day trad-
ers. In these situations, not having multicast breaks the application in question.

m Layer 2 extension: Probably one of the most common network design requirements
after an application has completed its development process. As the application is
being deployed, it is quickly identified that the application servers, maybe in a 3-tier
model, do not communicate outside of their Layer 2 segments. Now it’s the network
designer’s job to provide Layer 2 extension options that allow the application to prop-
erly function. This leads to bad network designs with large Layer 2 fault domains that
are generally unreliable. Even though these are bad network design options from a
network design perspective, they do solve the application requirement and thus they
make the business successful. If there is a requirement to extend Layer 2, some of
these limitations can be mitigated with overlay technologies while still allowing for an
expanded Layer 2 environment.

® Hardcoded items: Thankfully, we are seeing issues with hardcoded items in the code
less frequently today. They do happen, and that’s why network designers need to know
about them. These hardcoded items bring a security element into the mix with compli-
ance controls and overall security requirements for the application in question. From
a network design perspective, though, how do we handle hardcoded IP addresses in
the code? The simplest answer is to not allow hardcoded items in the code, but what
do you do as a network designer when it does happen? This is where solutions like
Network Address Translation (NAT), traffic engineering, and source routing can be
leveraged to help mitigate this issue.

m High availability: How an application is designed for high availability has a large
impact on the network supporting that application. Is the application in multiple loca-
tions, such as geographically separated data centers? If so, how is the application data
synchronized between these locations? How do end users access the applications in
each location? Is one location preferred over the other at all times (active/standby), or
can the application be accessed from either location at any time (active/active)? What
about the load-balancing options for the application? Is it leveraging DNS load balanc-
ing or a physical load balancer? Does the application require the use of source NAT
(SNAT) between its different application layers? There are so many network design—
related questions that we have to ask and answer to properly facilitate the creation of a
network design that makes the application successful.

When creating a network design that’s goal is to make an application successful, it really
comes down to the applications, services, and so forth being created incorrectly. Network
designers have been forced to provide band-aid solutions like Layer 2 extension options
because of these problems. This is most definitely not solving the true issue of proper
application development. We simply extend Layer 2 as a short-term solution that ends up
becoming a permanent one. This is similar to hardcoding IP addresses and hostnames in an
application’s code. Network designers always have to provide bad network design options
because of these application issues.

To solve these issues, a network designer and a security specialist should be part of the team
that builds and reviews an application, to ensure network design and security controls are
being properly considered in the application. It’s not fair to expect an application developer
to know and understand the details of network design or security; network designers have to
help them, teach them, and show them.
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If we want to change these situations with the plan to limit them from happening, we need to
be a part of the creation process so we can explain the reasons to the business at those criti-
cal steps. The business doesn’t know what a network designer knows. A network designer can
tell the business why they shouldn’t rely on a Layer 2 extension for the application, why they
shouldn’t hardcode IP addresses, hostnames, usernames, and passwords in code, and why they
should ensure security controls are implemented during the creation process.

In the end, it all comes back to business decisions and the respective trade-offs.

Service Models

We highlighted the different application models for how an application can be created ear-

lier. This section takes that discussion a step further by covering the different service models
that can be leveraged for the application. These service models determine where the applica-
tion is located and what elements of the application are owned and managed by the business.
The following are the most common service models:

NOTE There are other service models that are not covered in this section, such as Database
as a Service (DBaaS), Compliance as a Service (CaaS), and Security as a Service (SECaaS).
What is covered in this section are the most common service models at the time of writing.

m On-premises: On-premises is the service model where a business owns and manages
an application. A business will procure all of the infrastructure required to run the
service and then fully manage, maintain, and operate it. In some situations, the man-
agement is outsourced but the infrastructure is procured and owned by the business.

m Software as a Service (SaaS): SaaS is where a vendor makes its software available
to users, usually for a monthly or annual subscription service fee.

m Platform as a Service (PaaS): PaaS is where a vendor provides hardware and soft-
ware tools, and people use these tools to develop applications. PaaS users tend to be
application developers.

m Infrastructure as a Service (laaS): [aaS is a pay-as-you-go service model for stor-
age, networking, and virtualization—all of a business’s infrastructure needs. IaaS gives
users cloud-based alternatives to on-premises infrastructure, so businesses can avoid
investing in expensive onsite resources.

Table 3-3 shows the comparison between these service models.

Table 3-3 Service Model Comparison

Service Model

On-premises

Characteristics
Business owned and
managed.

Available locally.

Hosted within the
business’s server
environment.

Advantages

Full control over all
components of the
application.

When to Use

When a business requires
full control of all
components within the
application. This is most
often seen with security
compliance and data
classification requirements.




Service Model
SaaS

Characteristics

Available over the
Internet.

Hosted on a remote
server by a third-
party provider.

Scalable, with service

offerings based on
need.
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Advantages

No need to install and
run software on any
computer.

Everything is available
to the end user over
the Internet.

Access to software
can be from any
device, at any
time, with Internet

When to Use

When a business wants

an application to run with
ensured availability but
without the headache of
maintaining that application
at any level.

Accessible by
multiple users.

Cost-effective.

expensive.

The business
maintains control over
the infrastructure.

connectivity.

PaaS Accessible by Primarily used When a business wants to
multiple users. by developers to create a unique application
Scalable. create software or without spending a ton of
Built on applications. money or .tgking on all the
virtualization Developers don't responsibility.
technology. need to start from

. scratch when creating

Easy to run without applications,
extensive IT
knowledge.

TaaS Highly flexible. On-premises IT When a business requires
Highly scalable. infrastructure is complete control over its

infrastructure and wants to
operate on a pay-as-you-go
basis.

The Cloud

When a business starts planning to leverage cloud in any form, there are three use cases that
network designers should consider throughout the design process:

m Securely extending a private network to a single or multiple public cloud environ-
ments: Includes multiple clouds (for example, multiple Amazon Web Services [AWS]
and Azure), multiple regions in a cloud, or multiple VPCs in a cloud; VPN; multi-cloud
and multi-VPC connectivity; scaling; and performance optimization of transit VPC.
Also supports extending data centers into the cloud and enabling direct branch-
to-cloud connectivity.

m Optimizing data center and branch connectivity performance to cloud IaaS and
SaaS: Includes best path to a destination, cloud segmentation, monitoring to assure
the best performance, visibility into traffic going to applications, and traffic shaping/
Quality of Service (QoS). Also supports extending data centers into the cloud and
enabling direct branch-to-cloud connectivity.

m Securing access to the Internet and Saa$S from the branch: Includes connecting and
protecting branch office users directly to the multi-cloud environment using Direct
Internet Access (DIA) and properly securing them.
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Cloud Connectivity Models
When businesses start to leverage cloud in any form, be it public, private, hybrid, or multi-
cloud, how the business is going to connect to cloud environments is a topic for a network
designer to address. There are multiple options, each with its own pros and cons.

Direct Cloud Access
Direct cloud access (DCA) allows a remote site to access SaaS applications directly from the
Internet and through dedicated private connections. The cloud permits only the designated
application traffic to use the directly connected Internet transport securely, while all other
Internet-bound traffic takes the usual path, which could be through a regional hub, a data
center, or a carrier-neutral facility (CNF). This feature allows the remote site to bypass the
latency of tunneling Internet-bound traffic to a central site, subsequently improving the con-
nectivity to the prioritized SaaS application; this feature is commonly referred to as Direct
Internet Access (DIA). The edge router chooses the most optimal Internet path for access
to these SaaS applications. Different applications could traverse different paths because the
path selection is calculated on a per-application basis.

If any Saa$ application path becomes unreachable or its performance score falls below an
unacceptable level, the path is removed as a candidate path option. If all paths cannot be
path candidates because of reachability or performance, then traffic to the SaaS application
follows the normal, routed path. Figure 3-1 illustrates a remote site using DIA to access SaaS
applications

SaaS
Applications

DIA Site SaaS Traffic

DIA Site . \:\‘= Data Center

r ,' \.\’=
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Figure 3-1 DCA/DCI Remote Site with DIA to Access SaaS Applications
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Cloud Access Through a Gateway (Cloud Access Point)
Many businesses do not use DIA at the branch office, because either their sites are con-
nected only by private providers (MPLS, VPLS, etc.) or centralized policy or security
requirements do not permit it. They may use data centers, regional hubs, or even CNFs to
enable Internet connectivity. In this case, SaaS traffic is tunneled to the best-performing
gateway site, where it is subsequently routed to the Internet to reach the requested SaaS

application service.
NOTE Different remote sites and different applications may use different gateway sites and

paths, depending on the application and measured application performance. Remote sites
that use gateway sites for Internet access are referred to as client sites

Figure 3-2 shows how cloud access can be achieved through a gateway in a data center or a
cloud access point (CAP). A branch office tunnels SaaS traffic to a gateway location and
then uses the Internet at the gateway location to access the SaaS application.
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Figure 3-2 Cloud Access Through a Gateway

Hybrid Approach
It is possible to have a combination of DIA and client/gateway sites. When defining both

DIA and gateway sites, SaaS applications can use either the DIA exits of the remote site or
the gateway sites for any given application, depending on which path provides the best per-
formance. DIA sites are, technically, a special case of a client site, but the Internet exits are

local instead of remote.
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Cloud Types
When selecting a cloud solution, there are a number of different types to choose from, each
with its own associated benefits and limitations:

m Private cloud: A private cloud consists of cloud computing resources used by one
business. This cloud environment can be located within the business’s data center
footprint, or it can be hosted by a cloud service provider (CSP). In a private cloud, the
resources, applications, services, data, and infrastructure are always maintained on a
private network and all devices are dedicated to the business.

m Public cloud: A public cloud is the most common type of cloud computing. The
cloud computing resources are owned and operated by a CSP. All infrastructure com-
ponents are owned and maintained by the CSP. In a public cloud environment, a busi-
ness shares the same hardware, storage, virtualization, and network devices with other
businesses.

m Hybrid cloud: A hybrid cloud is the use of both private and public clouds together to
allow for a business to receive the benefits of both cloud environments while limiting
their negative impacts on the business.

m Multi-cloud: Multi-cloud is the use of two or more CSPs, with the ability to move
workloads between the different cloud computing environments in real time as needed
by the business.

Table 3-4 compares the different cloud types in relation to each other based on various

characteristics.
Table 3-4 Cloud Types Detailed Comparison
Topic Control  Maintenance  Flexibility Scalability Migration Cost
Private | Most High Least High Hard High cost
cloud | control flexibility |scalability |migration
Public |Least None Flexibility |High Hard Lowest cost
cloud | control scalability | migration
Hybrid | Mix of Medium Flexible Lowest Ease of High cost
cloud |both scalability | migration
Multi- | Least No maintenance | Most Highest Hardest Highest
cloud | control for each CSP, but | flexibility |scalability |migration |cost
across the CSPs
is high

Cloud-Agnostic Architecture
A cloud-agnostic architecture is when there are no vendor specific features and functionality
that are proprietary. It is focused on leveraging the same cloud capabilities across the dif-
ferent cloud providers no matter what vendor it is. When looking at cloud service providers
and migrating applications to the cloud, there are three primary focus points that should be
leveraged within a cloud-agnostic architecture:
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m Portability: Moving to the cloud inherently provides a level of portability, but if not
carefully architected, applications and services can lose their portability as they get
locked into specific CSP services. Portability here specifically allows mobility between
different CSPs with a proper abstraction layer.

m Abstraction: Leveraging an abstraction layer within the cloud architecture allows for a
decoupling from the underlying cloud-specific platform functionality, which provides
a direct cost reduction and an increase in flexibility. For example, using this abstrac-
tion layer to seamlessly invoke the same cloud capability between cloud provider one
and cloud provider two, when there are different mechanisms and processes to do so.
In addition, this same capability could be proprietary, but using this abstraction layer
mitigates a potential hardcoded proprietary service call.

m Interoperability: Developing applications and services with cloud interoperability as a
key priority will not be tied to a specific cloud feature set. This allows for these appli-
cations and services to leverage different cloud platforms without major redevelopment
or changes. This specifically allows for a cloud-agnostic approach.

To achieve a cloud-agnostic architecture, network designers should consider adopting the
following practices.

Decoupling
There are two perspectives to think about for decoupling. First, all applications should be
designed to be inherently decoupled from the underlying cloud platform they are on. This
can be accomplished by leveraging service-oriented architecture (SOA), which is discussed in
detail a bit later in this chapter. Second, all cloud components should be decoupled from the
applications that leverage them.

Containerization
All applications should follow a containerized architecture. This is critical for cloud
applications as well as on-premises data center applications. Ensuring all applications are
developed with containerization in mind allows for real cloud adoption and portability.
Container technology helps decouple applications from the cloud-specific environment,
which provides an abstraction layer away from any of the CSP dependencies. The goal is to
ensure that it is relatively easy to migrate applications between different cloud vendors if
the mission requires it. Cloud containerized architectures is a topic that is covered in detail
in an upcoming section.

Agnostic Versus Proprietary Cloud Services
Each cloud service provider is different and has unique services, with its own avenues to
provision them to customers. There is a need to provide a mechanism to differentiate where
these specific services interact with applications while also allowing for the standardization
of agnostic services. Figure 3-3 shows how to delineate from an architecture perspective
between cloud-agnostic services and cloud-proprietary services. This is how you should plan
to migrate applications to a CSP.
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Figure 3-3 Agnostic vs. Proprietary Cloud Services

Service-Oriented Architecture
To ensure a successful cloud-agnostic architecture, incorporating the software design
service-oriented architecture (SOA) is hyper-critical. SOA is a style of software design where
services are provided to other parts of an application component themselves. This is accom-
plished through network communication protocols. The underlying principles are vendor and
technology agnostic. In SOA, services communicate with other services in two ways. The
first way is to simply pass data between the different services. The second way is to logisti-
cally coordinate an activity event between two or more services. There are many benefits to
SOA:

m Code can be created so that it is reusable, which cuts down on time spent in the devel-
opment process.

m Developers can leverage multiple coding languages with SOA because it uses a central
interface, which allows for flexibility and scalability within the software development
cycle.

m With SOA, a standard communication process is created that allows systems to func-
tion on their own and communicate effectively between them.

m SOA is much more scalable, limiting client-server interaction, which allows for a direct
increase in efficiency.

Cloud Containerized Architecture
Containerization is a large part of a cloud-agnostic architecture. Figure 3-4 shows the
progression from a traditional on-premises deployment to a containerized cloud deployment.

Traditional Deployment Architecture
Traditionally, organizations and companies ran applications on physical servers. You could
deploy multiple applications on the same physical server, but there was no way to prop-
erly restrict resources or set up controls to govern application guidelines. Because of these
issues, there were a number of allocation and performance issues. Most of the time, each
physical server was dedicated to a single application because of these limitations. This
increased cost and resources and limited overall scalability.
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Virtualization Deployment Architecture
Virtualization allows for multiple virtual machines (VMs) to be deployed on a single physi-
cal server. Each VM is isolated from other applications with its own resources and security
controls allocated to it individually. Virtualization allows for better utilization of resources
on a physical server and scales better because applications (VMs) can be added and removed
as needed depending on the needed resources. Each VM runs all components that a physical
server would run, such as the application and the operating system.

Container Deployment Architecture
Containers are similar to VMs but have less stringent isolation controls that allows them to
share the operating system among other applications. Because of this, containers are light-
weight. A container has its own file system, shares CPU time, memory, process space, and
more. Because containers are decoupled from the underlying infrastructure, they are move-
able between different fabrics as needed by the underlying business requirements.

Containers provide a number of benefits:

m Agile application creation and deployment (CI/CD)

m Separation of responsibilities between development and operational tasks
B Real-time application-level health analytics

m Standardization and consistency across all environments and enclaves

B Real-time distribution with the capability to port into other operating systems and
locations as required

B Increased overall predictability of application performance and requirements

m Increased resource efficiency
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Cloud Application Strategy
As a business readies its business lines of efforts and their respective applications for migra-
tion to the cloud, it is highly recommended that the business incorporate an application
assessment process. As part of this process an application assessment team should be cre-
ated with the following roles and purposes:

m Line of business owner: The business stakeholder for this application. They under-
stand the application’s business role and impact. They also understand the implications
of this application and can appropriate business resources and priorities to this effort.

m Security specialist, compliance auditor: The security team member in charge of the
security controls, compliance regulations, and auditing of code. These are all critical
roles that will direct decisions and actions from a risk management perspective for this
application.

m Application owner, application developer: The software engineering member respon-
sible for this application. Creates code, modifies current code, and drives associated
technical requirements for the application.

m Network engineer, network designer, network architect: Facilitates the network
resources to properly service the application based on the different requirements from
the line of business owner, security specialist, and application owner.

Each application will have different requirements as it’s being reviewed in this process. The
team will need to properly identify what the application is dependent on and make appropri-
ate decisions to ensure the application is ready for the migration to the cloud environment.

The application assessment team will document in an application binder (or run book)
everything that is discovered, decided on, and implemented for this application. The appli-
cation binder should include all requirements and where they originated from; all security
controls and regulatory standards that this application must comply with; and where the
application is in the migration process and what is needed for it to be successful.

Data Management

Data is the most critical resource that all other resources will be leveraging. We have to
manage all data effectively, accurately, and securely so that these additional resources can
properly leverage that data with ensured integrity, availability, and confidentiality. Data man-
agement in essence lays the foundation for data analytics. Without good data management,
there will be no data analytics. Data management can be broken down into 11 pillars:

1. Data governance: The planning of all aspects of data management. This includes avail-
ability, usability, consistency, integrity, and security of all data within the organization.

2. Data architecture: The overall structure of an enterprise’s data and how it fits into the
enterprise architecture.

3. Data modeling and design: The data analytics and the corresponding analytics
systems. This includes the designing, building, testing, and ongoing maintenance of
these analytics systems.

4. Data storage and operations: The physical hardware used to store and manage the
data within the enterprise.
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5. Data security: Encompasses all security requirements, controls, and components to
ensure the data is protected and accessed only by authorized users.

6. Data integration and interoperability: The transformation of data into a structured
form to be leveraged by other systems and resources.

7. Documents and content: All forms of unstructured data and the work necessary to
make it accessible to the structured databases.

8. Reference and master data: The process of managing data in a way that allows it to be
redundant, and if there are any errors or mistakes that can be normalized by standard
values.

9. Data warehousing and business intelligence: Involves the management and application
of data for analytics and business decision making.

10. Metadata: Involves all elements of creating, collecting, organizing, and managing
metadata (i.e., data that references other data).

11. Data quality: Involves the practices of data monitoring to ensure the integrity of the
data being delivered is maintained.

For a true data management model, all of these pillars need to be included. Without one of
these pillars, there is an area of data management that is not being addressed. For example,
if there isn’t a solution for metadata management, the business loses the ability to easily cat-
egorize data. Without data quality being ensured, all data is at risk and the analytics of that
data becomes useless.

Summary

What is the purpose of the network? To ensure business success! This chapter went into
great detail on how a network designer can accomplish this.

This chapter covered how businesses rely heavily on the network and the corresponding
services and applications riding on it. This chapter also covered application and service
models, showing how the location and architecture of the application or service directly
affect the required network design elements. In addition, this chapter highlighted the
multitude of cloud options and the associated advantages of each option. This chapter
highlighted the preference for agnostic cloud services over proprietary cloud services, to
ensure a business doesn’t lock itself into a specific cloud service provider, and how adopt-
ing a service-oriented architecture can be beneficial to the business. Last but not least,
this chapter gave a quick overview of the importance of data and data management by
highlighting the 11 data management pillars. Ensuring the confidentiality, integrity, and
availability of a business’s data is paramount to the business’s success. If a business’s data
is compromised, it can no longer make valid decisions on that data, which handicaps the
business until the data is fixed.
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Exam Preparation Tasks

As mentioned in the section “How to Use This Book” in the Introduction, you have a couple
of choices for exam preparation: the exercises here, Chapter 18, “Final Preparation,” and the
exam simulation questions in the Pearson Test Prep Software Online.

Review All Key Topics

Review the most important topics in this chapter, noted with the Key Topic icon in the outer
margin of the page. Table 3-5 lists a reference of these key topics and the page numbers on
which each is found.

Table 3-5 Key Topics for Chapter 3

Key Topic Element Description Page
Number
Table 3-2 3-Tier Application Model Network Design 70
Elements
Table 3-3 Service Model Comparison 72
Table 3-4 Cloud Types Detailed Comparison 76

Complete Tables and Lists from Memory

Print a copy of Appendix D, “Memory Tables” (found on the companion website), or at least
the section for this chapter, and complete the tables and lists from memory. Appendix E,
“Memory Tables Answer Key,” also on the companion website, includes completed tables
and lists to check your work.

Define Key Terms

Define the following key terms from this chapter and check your answers in the glossary:

single-server model, 2-tier model, 3-tier model, web tier, application tier, database tier,
on-premises, Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a
Service (laaS), carrier-neutral facility (CNF), cloud access point (CAP), private cloud, public
cloud, hybrid cloud, multi-cloud
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Pearson Cert Practice Test Engine
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cloud computing
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routed access design model, 408—409

switch clustering (virtual switches),
409-410
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connectivity models, 74

CAP, 75

DCA, 74

bhybrid, 75
considerations, 73
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container deployment architec-
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traditional deployment architec-
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virtualization deployment
architecture, 79

decoupling, 77
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multi-clouds, 76
private clouds, 76
public clouds, 76
SOA, 78

CMDB (Configuration Management
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CNF (Carrier-Neutral Facility), 74
complexity, network design, 19-20
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multicast islands, 339-340

WAN edge connectivity design,
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110-111
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daisy-chained access switches,
155-156

Data Link Layer. See Layer 2

data management, 11 pillars of data
management, 80-81

data sovereignty, 98

database layer, 3-tier application
model, 69, 70

DCA (Direct Cloud Access), 74
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virtualization deployment architecture,
79

designing for business success
BC, 47
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business drivers, 45, 46
business outcomes, 46
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sis, 50-51
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as a “new utiliry,” 50-51
nature of the business, 52
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decision trees, 53
strategic planning approach, 54
tactical planning approach, 54
RPO, 47
RTO, 47
strategic balance, 54-56
top-down approach, 44-45
designing networks, 4
best practices, 38

designing networks
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fundamental, 13
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access-distribution design
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core blocks, 407-408
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404-406

Layer 3 routing, 411-413
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pitfalls, 36
assumptions, 36-37
overdesigning, 37-38
preconceived notions, 38-39
principles, 16
availability, 18-19
complexity, 19-20
cost constraints, 20-21
scalability, 20
security, 16—18
scope, 9-10
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failure isolation, 22-26
hierarchy of design, 33-36
modularity, 30-33
shared failure state, 27-30
top-down approach, 4
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destination traffic engineering, 196
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WAN, 466-467
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DODAF (Department of Defense
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drivers
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Internet edge design, 432-433
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CMDB, 110-111
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as, 209-215

Enterprise Edge QoS design, 385-386
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multihoming, 431
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435-437

asymmetrical routing, 440-441
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edge design, 433-443
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drivers, 432-433

load sharing, 437-440

optimized design, 441-443
overview, 430-432
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enterprise networks
virtualization, 416-420
wireless network design, 309-313
enterprise WAN, 448-449
aggregation layer access, 458—460
CSC design model, 475-476
customer-controlled WAN, 473-474
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design hierarchy, 458-459

DMVPN connectivity model,
466-467

dual WAN providers, 462-463
ECMP, 459-460
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EIGRP OTP, 480-482
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single WAN providers, 462-463
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Internet as WAN transport,
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Layer 2 LAN design models,
152-154

Loop Guard, 147
Root Guard, 147
trunking, 148
VLAN, 148

Layer 3 (Network layer)

BGP
AIGP, 214-215
attributes, 208-209

BGP shortest path over the enter-
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gies, 243-244

PE-CE L3VPN routing design,
249-266

shared services, 243-245
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multi-clouds, 76

network design

multihoming
Internet edge design, 431

active-standby design scenario,
435-437

asymmetrical routing, 440-441

BGP over multibomed Interner
edge design, 433-443

concept, 432-433
drivers, 432-433
load sharing, 437-440
optimized design, 441-443
MPLS L3VPN, 239-240
multihop path virtualization, 417-418

multilevel hub-and-spoke topologies,
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redundancy, network design, 18
reference architectures
BA, 105-106
alignment, 106
guiding principles, 106-107
KPI, 108
scope, 106
EA, 108-109
aligning stakebolders, 109-110
CMDB, 110-111

identifying current state,
110-111

identifying operating models,
110

methodology, 109-111
frameworks

BOST framework, 114, 115

DODAF 114, 115

FEAF, 112-113, 115

ITIL, 114

ITIL, 115

RMEF 112-113, 115

TOGAE 111,115

Zachman Framework, 112, 115
regulatory compliance, 96

data sovereignty, 98

GDPR, 98

HIPAA, 97

PCI DSS, 97-98
reliability, network design, 18
remote-access security, 288-291

remote site (branch) WAN design,
462-467

replacing technology, 11
requirements
applications, 70-72
crafting network design requirements,
9-10
design mindset
application requirements, 89
functional requirements, 7
technical requirements, 7
identifying with “Why?,” 15-16
nonfunctional requirements. See tech-
nical requirements

unstated requirements, network
design, 16

resiliency

multicasting, 344

network design, 18
rest, exam preparation, 491
RESTCONTF protocol, 397-398

reward vs. business risk vs. cost analy-
sis, 50-51

RIB (Routing Information Base),
161-162

ring topologies, EIGRP routing,
173-174

risk scores, Zero Trust Architectures,
93

RMF (Risk Management Framework),
112-113, 115

Root Guard, 147
routed access design model, 408-409



routing

asymmetrical routing, BGP over mul-
tihomed Internet edge design,
440-441

distinguishers, 235-237
domain logical separation, 184

MP-BGP VPN Internet routing,
247-249

multicast routing, 332-335

Non-MP-BGP VPN Internet routing,
246-247

redistribution, 198-199

multiple redistribution bound-
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