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Command Syntax Conventions
The conventions used to present command syntax in this book are the same conventions 
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

■ Boldface indicates commands and keywords that are entered literally as shown. In 
actual configuration examples and output (not general command syntax), boldface 
indicates commands that are manually input by the user (such as a show command).

■ Italic indicates arguments for which you supply actual values.

■ Vertical bars (|) separate alternative, mutually exclusive elements.

■ Square brackets ([ ]) indicate an optional element.

■ Braces ({ }) indicate a required choice.

■ Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction
Congratulations! If you are reading this Introduction, then you likely have decided to pur-
sue the Cisco Certified Design Expert (CCDE) certification, a mostly vendor-agnostic, 
expert-level network design certification. Network design is imperative to implementing 
a successful, secure network, yet networking professionals typically are not taught net-
work design, including the fundamentals, principles, techniques, frameworks, and pitfalls, 
early enough in their careers.

One of the major difficulties of network design is that it can’t be pre-scripted or tem-
plated, because each design decision, even if it’s comparing the same design options, can 
have very different business drivers, outcomes, constraints, and overall circumstances that 
create a unique situation requiring a different design decision to be made. This is why this 
book is going to teach you how to answer the question “Why?” with regard to design 
decisions, and how to map those design decisions to the business. This book bridges the 
gap between the technology and business. Instead of attempting to teach, and require 
you to memorize, every design decision tree, the goal of this book is to teach you the 
required skills to make proper design decisions in any situation you are presented.

It’s not enough to learn about the “why” to fully grasp the implications of our design 
decisions. We also need to see “how” something is done to help solidify our understand-
ing of the “why” from a network design perspective. To accomplish this, this book (and 
its additional online resources) includes multiple mini-design scenarios, illustrations, lab 
topologies, and configurations to provide the required design perspective.

Goals and Methods
The most important and somewhat obvious goal of this book is to help you pass the 
Cisco Certified Design Expert (CCDE) Written Exam (400-007). In fact, if the primary 
objective of this book were different, then the book’s title would be misleading; however, 
the methods used in this book to help you pass the CCDE Written Exam are designed 
to also make you much more knowledgeable about how to make proper network design 
decisions that make businesses successful. Although this book and the companion web-
site together have more than enough questions to help you prepare for the actual exam, 
the method in which they are used is not to simply make you memorize as many ques-
tions and answers as you possibly can.

One key methodology used in this book is to help you discover the exam topics that you 
need to review in more depth, to help you fully understand and remember those details, 
and to help you prove to yourself that you have retained your knowledge of those top-
ics. So, this book does not try to help you pass by memorization, but rather helps you 
to truly learn and understand the topics. This book would do you a disservice if it didn’t 
attempt to help you learn the material.

This is the first book to not only target the CCDE Written Exam (400-007) but also teach 
you the skillsets needed to make proper designs decisions in any situation. Technology 
is always changing and advancing, which makes it imperative that we learn how to make 
proper design decisions as these new technologies, solutions, and capabilities are devel-
oped and deployed. This book is the start of your “license to design” journey.
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This book covers the different design fundamentals, principles, techniques, and topics 
using the following approach:

■ It presents the different technologies, protocols, design fundamentals, design prin-
ciples, design techniques, and the associated design decisions made with all of these 
items in mind.

■ It identifies the impact to the business when adopting the different technologies and 
protocols.

■ It addresses the implications of the addition or integration of an element to the over-
all design.

The network design topics covered in this book aim to prepare you to be able to

■ Identify and analyze various network design requirements, constraints, and drivers 
that have an influence on the corresponding network design decisions.

■ Understand the impact that the different network design fundamentals, principles, 
and techniques have on the business and the associated design decisions.

■ Understand and compare the various network design architectures and the associ-
ated implications on various network design aspects.

■ Identify and analyze network design limitations or issues, and how to optimize them, 
taking into consideration the business requirements and constraints.

■ Identify and analyze the implications of adding new services or applications and how 
to accommodate the design or the design approach to meet the business outcome.

Whether you are preparing for the CCDE certification or just want to be a better net-
work designer, you will benefit from the range of topics covered and the business suc-
cess approach used to analyze, compare, and explain these topics to make proper design 
decisions.

Who Should Read This Book?
This book is not designed to be a general networking topics book, although it can be 
used for that purpose. This book is intended to tremendously increase your chances of 
passing the CCDE Written Exam. Although other objectives can be achieved from using 
this book, the book is written with one goal in mind: to help you pass the exam.

In addition to those who are planning or studying for the CCDE certification, this book 
is for network engineers, network consultants, network architects, and solution architects 
who already have a foundational knowledge of the topics being covered and who would 
like to train themselves to think more like a network designer.

So, why should you want to pass the CCDE Written Exam (400-007)? Because it’s one 
of the milestones toward getting the CCDE certification, and passing it is a prerequisite 
to being able to schedule the CCDE Practical Exam, which is no small feat. What would 
getting the CCDE certification mean to you? It might translate to a raise, a promotion, 
and recognition. It would certainly enhance your resume. It would demonstrate that you 



are serious about continuing the learning process and that you are not content to rest on 
your laurels. It might please your reseller-employer, who needs more certified employees.

Your Path Towards the CCDE Certification
This section provides a quick high-level overview of the CCDE certification and how to 
obtain it. Figure I-1 shows the current path you will have to take to achieve the CCDE 
certification.

CCDE
Qualification

Exam
(400-007)

Pass Pass

CCDE Practical Exam

* Area of Expertise Scenario

Scenario 1

Scenario 2

Scenario 3

Scenario 4*

Figure I-1 CCDE Certification Path

Both the CCDE Written and Practical Exams focus on high-level design (HLD) aspects as 
well as business requirements within the context of the enterprise network architectures.

Both exams share one single unified blueprint, “CCDE v3 Unified Exam Topics.” The 
CCDE Written Exam will validate core enterprise network architecture HLD aspects. The 
CCDE Practical Exam is built to be modular and provides you the flexibility to focus on 
your area of expertise in addition to validating core enterprise architecture HLD aspects.

This flexibility is achieved by using multiple technology lists. The “CCDE v3 Core Tech-
nology List” contains all core enterprise architecture technologies, and multiple areas of 
expertise technology lists contain logically grouped technologies, focusing on your area 
of expertise. Figure I-2 shows the breakdown of the entire CCDE certification process, 
including where and when to leverage each technology list.

CCDE Written Exam

CCDE Practical Exam

Unified Exam Topics Core Technologies
NA

Area of Expertise Technology options+

Exam Exam Topics Technology List

Figure I-2 CCDE Certification Process Overview

CCDE Written Exam (400-007)
The CCDE Written Exam is a computer-based exam that’s focused on technology and 
architecture operations, but not on the specific configurations to implement said tech-
nology or architecture. More importantly, the Written Exam is about determining what 
technology out of a list of technology options should be leveraged in a specific design 
situation. As a CCDE candidate, you have to know and understand which solution solves 
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a specific problem. Then, you have to identify out of a group of solutions which one is 
the best option given the specific customer requirements, drivers, constraints, and cir-
cumstances, and why it is the best option. The why part is extremely important.

The Written Exam validates HLD aspects as well as business requirements within the con-
text of enterprise network architecture. The exam is a two-hour, multiple-choice test with 
90 to 110 questions that focus on core enterprise network architecture HLD aspects. The 
exam serves as a prerequisite for the CCDE Practical Exam. The Written Exam is closed 
book, meaning no outside reference materials are allowed.

For more information on what to expect on your CCDE Written Exam, refer to the 
following:

■ “CCDE v3 Unified Exam Topics” (https://learningcontent.cisco.com/documents/
exam-topics/CCDEv3.0_UnifiedExamTopics_May2021.pdf)

■ “CCDE v3 Core Technology List” (https://learningcontent.cisco.com/documents/
exam-topics/CCDEv30Practical_CoreTechnologyList_2.pdf)

Figure I-3 is an overview of the CCDE Written Exam process and how both the “CCDE 
v3 Unified Exam Topics” and “CCDE v3 Core Technology List” fit into it.

CCDE Written Exam Unified Exam Topics Core Technologies

Exam Topics Technology List

Figure I-3 CCDE Written Exam (400-007) Process

This book is the official certification guide for this exam, the CCDE Written Exam 
(400-007).

CCDE Practical Exam
After successfully passing the CCDE Written Exam (400-007), you can schedule and take 
the CCDE Practical Exam. The CCDE Practical Exam is an 8-hour scenario-based exam, 
consisting of several scenarios, one of which you can select, providing the flexibility to 
include topics related to your area of expertise, in addition to validating core enterprise 
architecture technologies. While additional areas of expertise might be added in the 
future, the following are the options that are available at the time of writing:

■ Large-Scale Networks: Focuses on the aspects of designing large-scale networks, 
such as service provider networks or large enterprise networks and their associated 
technologies.

■ On-Prem and Cloud Services: Centered on design and integration of business-
critical services from a networking perspective. These services may be placed in an 

https://learningcontent.cisco.com/documents/exam-topics/CCDEv3.0_UnifiedExamTopics_May2021.pdf
https://learningcontent.cisco.com/documents/exam-topics/CCDEv3.0_UnifiedExamTopics_May2021.pdf
https://learningcontent.cisco.com/documents/exam-topics/CCDEv30Practical_CoreTechnologyList_2.pdf
https://learningcontent.cisco.com/documents/exam-topics/CCDEv30Practical_CoreTechnologyList_2.pdf


on-premises data center, in the cloud, or a hybrid thereof. A deep understanding of 
applications and their requirements, as well as related networking technologies, is 
expected for this module.

■ Workforce Mobility: Focuses on the design of solutions that benefit users in their 
daily job and routines, allowing them to roam freely across campuses and buildings 
without losing access to the services they depend on. Achieving this requires a well-
planned and well-designed wireless network.

Technologies relevant to these are grouped together in areas of expertise technology 
lists. Each area of expertise comes with its own corresponding list. Figure I-4 shows how 
these different technology lists are used within the CCDE Practical Exam.

■ CCDE v3 Technology Lists

■ “CCDE v3 Core Technology List”

https://learningcontent.cisco.com/documents/CCDEv3_CoreTechnologyList.pdf

■ “Workforce Mobility Technology List”

https://learningcontent.cisco.com/documents/CCDEv3_
PracticalWorkforceMobilityTechnologyList.pdf

■ “On-Prem and Cloud Services Technology List”

https://learningcontent.cisco.com/documents/CCDEv3_PracticalOnPrem_and_
CloudServicesTechnologyList.pdf

■ “Large-Scale Networks Technology List”

https://learningcontent.cisco.com/documents/CCDEv3_
PracticalLargeScaleNetworksTechnologyList.pdf

CCDE Practical Exam Unified Exam Topics Core Technologies Selected Area of Expertise Technologies+

Exam Topics Technology List

Figure I-4 CCDE Practical Exam Process

The CCDE v3 Practical exam is delivered at Cisco Certification Centers.

The Cisco Press book CCDE v3 Practice Labs (by Martin J. Duggan) is a great resource 
and guide for preparing to take the CCDE Practical Exam.

Strategies for Exam Preparation
The strategy you use for the CCDE Written Exam (400-007) might be slightly different 
than strategies used by other readers, mainly based on the skills, knowledge, and experi-
ence you already have obtained.

Regardless of the strategy you use or the background you have, the book is designed 
to help you get to the point where you can pass the exam with the least amount of time 
required. For instance, there is no need for you to practice or read about enterprise Layer 
2 design if you fully understand it already. However, many people like to make sure that 
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they truly know a topic and thus read over material that they already know. Some read-
ers might want to jump into new technologies or architectures, such as Cisco SD-Access, 
automation, Zero Trust Architecture, and DevOps. Several book features will help you 
gain the confidence that you need to be convinced that you know some material already, 
and to also help you know what topics you need to study more. As mentioned earlier, 
the CCDE Written Exam is not focused on configuration details, so there’s no need to 
memorize how to configure each technology. However, some people learn better with a 
hands-on approach, so if you feel you get a better grasp of the technology by trying it 
out in a lab, there’s absolutely nothing wrong with that.

The Companion Website for Online Content Review
All the electronic review elements, as well as other electronic components of the book, 
are available on this book’s companion website.

How to Access the Companion Website
To access the companion website, which gives you access to the electronic content with 
this book, start by establishing a login at www.ciscopress.com and registering your book. 
To do so, simply go to www.ciscopress.com/register and enter the ISBN of the print 
book: 9780137601042. After you have registered your book, go to your account page 
and click the Registered Products tab. From there, click the Access Bonus Content link to 
get access to the book’s companion website.

Note that if you buy the Premium Edition eBook and Practice Test version of this book 
from Cisco Press, your book will automatically be registered on your account page. Sim-
ply go to your account page, click the Registered Products tab, and select Access Bonus 
Content to access the book’s companion website.

How to Access the Pearson Test Prep (PTP) App
You have two options for installing and using the Pearson Test Prep application: a web 
app and a desktop app. To use the Pearson Test Prep application, start by finding the 
registration code that comes with the book. You can find the code in these ways:

■ Print book: Look in the cardboard sleeve in the back of the book for a piece of 
paper with your book’s unique PTP code.

■ Premium Edition: If you purchase the Premium Edition eBook and Practice Test 
directly from the Cisco Press website, the code will be populated on your account 
page after purchase. Just log in at www.ciscopress.com, click Account to see details 
of your account, and click the Digital Purchases tab.

■ Amazon Kindle: For those who purchase a Kindle edition from Amazon, the access 
code will be supplied directly from Amazon.

■ Other Bookseller E-books: Note that if you purchase an e-book version from any 
other source, the practice test is not included because other vendors to date have not 
chosen to vend the required unique access code.

http://www.ciscopress.com
http://www.ciscopress.com/register
http://www.ciscopress.com


NOTE Do not lose the activation code, because it is the only means with which you can 
access the QA content with the book.

Once you have the access code, to find instructions about both the PTP web app and the 
desktop app, follow these steps:

Step 1 Open this book’s companion website, as described in the previous section.

Step 2 Click the Practice Exams button.

Step 3 Follow the instructions listed there both for installing the desktop app and for 
using the web app.

Note that if you want to use the web app only at this point, just navigate to 
www.pearsontestprep.com, establish a free login if you do not already have one, 
and register this book’s practice tests using the registration code you just found. The 
process should take only a couple of minutes.

NOTE Amazon eBook (Kindle) customers: It is easy to miss Amazon’s email that lists 
your PTP access code. Soon after you purchase the Kindle eBook, Amazon should send an 
email. However, the email uses very generic text, and makes no specific mention of PTP or 
practice exams. To find your code, read every email from Amazon after you purchase the 
book. Also do the usual checks for ensuring your email arrives, like checking your spam 
folder.

NOTE Other eBook customers: As of the time of publication, only the publisher and 
Amazon supply PTP access codes when you purchase their eBook editions of this book.

How This Book Is Organized
Although this book could be read cover to cover, it is designed to be flexible and allow 
you to easily move between chapters and sections of chapters to cover just the material 
that you need more work with.

This book is organized into three distinct parts. Part 1, Chapters 1 through 5, covers net-
work design generally. Then, we dive into the different technologies in Part 2, Chapters 6 
through 14, and discuss how they work. Part 3, Chapters 15 to 17, covers enterprise net-
work architectures in the real world today.

The following list describes what is covered in each chapter in this book:

■ Chapter 1, “Network Design”—This chapter focuses on the different network 
design fundamentals, principles, techniques, and pitfalls that all network designers 
need to know.

■ Chapter 2, “Designing for Business Success”—This chapter discusses the different 
aspects of the business and how to ensure that the network design decisions being 
made will make a business successful. In addition, project management method-
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ologies are covered, as network designers should know how these methodologies 
impact a business.

■ Chapter 3, “What’s the Purpose of the Network?”—This chapter covers the reason 
why there is a network in the first place. Coverage in this chapter includes applications, 
service models, cloud constructs, and data management.

■ Chapter 4, “Security Is Pervasive”—This chapter explores the architecture-level 
security topics, including Zero Trust, the CIA triad, and regulatory compliance 
standards.

■ Chapter 5, “Reference Architecture Models and Frameworks”—This chapter 
covers business architecture, enterprise architecture, and current architecture 
frameworks being leveraged at the time of this writing.

■ Chapter 6, “Transport Technologies”—This chapter examines physical and logical 
transport topics, including Layer 2 media access, Virtual Private Wire Service 
(VPWS), Layer 2 VPN (L2VPN), and Ethernet VPN (EVPN).

■ Chapter 7, “Layer 2 Technologies”—This chapter covers Layer 2 core technologies: 
Spanning Tree Protocol (STP), virtual local-area networks (VLANs), trunking, link 
aggregation, and First Hop Redundancy Protocol (FHRP).

■ Chapter 8, “Layer 3 Technologies”—This chapter discusses Layer 3 control plane
technologies from an enterprise perspective. This includes enterprise Layer 3 
routing with different interior gateway protocols (IGPs), Border Gateway Protocol 
(BGP) routing, and associated design recommendations.

■ Chapter 9, “Network Virtualization”—This chapter covers Multiprotocol Label 
Switching (MPLS) L2 and L3 VPNs and software-defined network solutions like 
SD-WAN and SD-LAN.

■ Chapter 10, “Security”—This chapter explores infrastructure security topics, 
perimeter security and intrusion prevention, and network control and identity 
management.

■ Chapter 11, “Wireless”—This chapter describes the most common IEEE 802.11 
standards and protocols, and enterprise wireless network design use cases of high 
density, voice and video, and data.

■ Chapter 12, “Automation”—This chapter covers automation concepts that impact a 
network design at the architecture level. These topics include zero-touch provision-
ing, Infrastructure as Code (IaC), and continuous integration/continuous delivery 
(CI/CD) pipelines.

■ Chapter 13, “Multicast Design”—This chapter examines multicast switching and 
routing, along with the corresponding network design considerations.

■ Chapter 14, “Network Services and Management”—This chapter covers critical 
IPv6 topics and network design elements for IPv6 that haven’t been covered in other 
chapters. Additionally, this chapter covers Quality of Service and network manage-
ment design.



■ Chapter 15, “Scalable Enterprise Campus Architecture Design”—This chapter 
highlights campus hierarchical design models, campus Layer 3 routing design consid-
erations, and campus network virtualization design considerations.

■ Chapter 16, “Enterprise Internet Edge Architecture Design”—This chapter 
provides design recommendations and considerations from an enterprise Internet 
edge architecture standpoint. It explores how an enterprise gets to resources on the 
Internet and how customers get to locally hosted resources within the enterprise.

■ Chapter 17, “Enterprise WAN Architecture Design”—This chapter provides design 
recommendations and considerations for the enterprise WAN module, WAN virtual-
ization and overlay options, and enterprise WAN migration to MPLS VPN consider-
ations.

■ Chapter 18, “Final Preparation”—This chapter provides steps for you to take in 
your final phase of study before taking the CCDE Written Exam. This chapter also 
includes tools and resources that you can leverage to help in your journey.

Certification Exam Topics and This Book
The questions for each Cisco certification exam are a closely guarded secret. However, 
Cisco does publish an exam blueprint so that you know which topics you must know to 
successfully complete this exam.

NOTE This book covers only the “CCDE v3 Unified Exam Topics” blueprint and the 
“CCDE v3 Core Technology List,” as they encompass all the knowledge areas required for 
the CCDE Written Exam.

Table I-1 lists each section in the “CCDE v3 Unified Exam Topics” blueprint along with a 
reference to the book chapter that covers the corresponding topic.

Table I-2 lists each section in the “CCDE v3 Core Technology List” along with a reference 
to the book chapter that covers the corresponding topic.

These are the same topics you should be proficient in when designing networks and mak-
ing proper network design decisions in the real world.

NOTE The two topic lists covered in Table I-1 and Table I-2 below are current as of the book’s 
writing, but may be subject to updates, so always check the blueprint at cisco.com.

Table I-1 CCDE v3 Unified Exam Topics

CCDE v3 Unified Exam Topics Chapter(s) in Which 
Topic Is Covered

1.0 Business Strategy Design (15%) 2
1.1 Impact on network design, implementation, and 
optimization using various customer project management 
methodologies (for instance waterfall and agile)

2
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CCDE v3 Unified Exam Topics Chapter(s) in Which 
Topic Is Covered

1.2 Solutions based on business continuity and operational 
sustainability (for instance RPO, ROI, CAPEX/OPEX cost 
analysis, and risk/reward)

2

2.0 Control, data, management plane and operational design 
(25%)

7, 8, 9, 12

2.1 End-to-end IP traffic flow in a feature-rich network 8, 9
2.2 Data, control, and management plane techniques 7, 8, 9
2.3 Centralized, decentralized, or hybrid control plane 7, 8, 9
2.4 Automation/orchestration design, integration, and 
on-going support for networks (for instance interfacing 
with APIs, model-driven management, controller-based 
technologies, evolution of CI/CD framework)

12

2.5 Software-defined architecture and controller-based 
solution design (SD-WAN, overlay, underlay, and fabric)

9

3.0 Network Design (30%) 1
3.1 Resilient, scalable, and secure modular networks, 
covering both traditional and software-defined
architectures, considering:

1

3.1.a Technical constraints and requirements 1
3.1.b Operational constraints and requirements 1
3.1.c Application behavior and needs 1, 3
3.1.d Business requirements 1
3.1.e Implementation Plans 1
3.1.f Migration and transformation 1
4.0 Service Design (15%) 1, 3, 4
4.1 Resilient, scalable, and secure modular network design 
based on constraints (for instance technical, operational, 
application, and business constraints) to support 
applications on the IP network (for instance voice, video, 
backups, data center replication, IoT, and storage)

1, 3

4.2 Cloud/hybrid solutions based on business-critical 
operations

3, 4

4.2.a Regulatory compliance 4
4.2.b Data governance (for instance sovereignty, ownership, 
and locale)

4

4.2.c Service placement 3
4.2.d SaaS, PaaS, and IaaS 3
4.2.e Cloud connectivity (for instance direct connect, cloud 
on ramp, MPLS direct connect, and WAN integration)

3

4.2.f Security 4
5.0 Security Design (15%) 4, 10



CCDE v3 Unified Exam Topics Chapter(s) in Which 
Topic Is Covered

5.1 Network security design and integration 4
5.1.a Segmentation 4, 10
5.1.b Network access control 4
5.1.c Visibility 4
5.1.d Policy enforcement 4
5.1.e CIA triad 4
5.1.f Regulatory compliance (if provided the regulation) 4

Table I-2 CCDE v3 Core Technology List

CCDE v3 Core Technology List Chapter(s) in Which 
Topic Is Covered

1.0 Transport Technologies 6
1.1 Ethernet 6
1.2 CWDM/DWDM 6
1.3 Frame relay (migration only) 6
1.4 Cellular and broadband (as transport methods) 6
1.5 Wireless 11
1.6 Physical mediums, such as fiber and copper 6
2.0 Layer 2 Control Plane 7, 15
2.1 Physical media considerations 7
2.1.a Down detection 7
2.1.b Interface convergence characteristics 7
2.2 Loop detection protocols and loop-free topology 
mechanisms

7, 15

2.2.a Spanning tree types 7
2.2.b Spanning tree tuning techniques 7
2.2.c Multipath 7
2.2.d Switch clustering 7
2.3 Loop detection and mitigation 7
2.4 Multicast switching 13
2.4.a IGMPv2, IGMPv3, MLDv1, MLDv2 13
2.4.b IGMP/MLD Snooping 13
2.4.c IGMP/MLD Querier 13
2.5 Fault isolation and resiliency 13
2.5.a Fate sharing 13
2.5.b Redundancy 13
2.5.c Virtualization 13
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CCDE v3 Core Technology List Chapter(s) in Which 
Topic Is Covered

2.5.d Segmentation 13
3.0 Layer 3 Control Plane 8, 9, 15, 16, 17
3.1 Network Hierarchy and topologies 8, 9
3.1.a Layers and their purposes in various environments 8, 9
3.1.b Network topology hiding 8, 9
3.2 Unicast routing protocol operation (OSPF, EIGRP, IS-IS, 
BGP, and RIP)

8

3.2.a Neighbor relationships 8
3.2.b Loop-free paths 8
3.2.c Flooding domains 8
3.2.d Scalability 8
3.2.e Routing policy 8
3.2.f Redistribution methods 8
3.3 Fast convergence techniques and mechanism 8, 9
3.3.a Protocols 8, 9
3.3.b Timers 8, 9
3.3.c Topologies 8, 9
3.3.d Loop-free convergence 8, 9
3.4 Factors affecting convergence 8
3.4.a Recursion 8
3.4.b Micro-loops 8
3.5 Route aggregation 8
3.5.a When to leak routes / avoid suboptimal routing 8
3.5.b When to include more specific routes (up to and 
including host routes)

8

3.5.c Aggregation location and techniques 8
3.6 Fault isolation and resiliency 8
3.6.a Fate sharing 8
3.6.b Redundancy 8
3.7 Metric-based traffic flow and modification 8
3.7.a Metrics to modify traffic flow 8
3.7.b Third-party next hop 8
3.8 Generic routing and addressing concepts 8
3.8.a Policy-based routing 8
3.8.b NAT 10
3.8.c Subnetting 8



CCDE v3 Core Technology List Chapter(s) in Which 
Topic Is Covered

3.8.d RIB-FIB relationships 8
3.9 Multicast routing concepts 13
3.9.a General multicast concepts 13
3.9.b MSDP/anycast 13
3.9.c PIM 13
4.0 Network Virtualization 9
4.1 Multiprotocol Label Switching 9
4.1.a MPLS forwarding and control plane mechanisms 9
4.1.b MP-BGP and related address families 9
4.1.c LDP 9
4.2 Layer 2 and 3 VPN and tunneling technologies 9
4.2.a Tunneling technology selection (such as DMVPN, 
GETVPN, IPsec, MPLS, GRE)

9, 17

4.2.b Tunneling endpoint selection 9, 17
4.2.c Tunneling parameter optimization of end-user 
applications

9, 17

4.2.d Effects of tunneling on routing 9, 17
4.2.e Routing protocol selection and tuning for tunnels 9, 17
4.2.f Route path selection 9, 17
4.2.g MACsec (802.1.ae) 10
4.2.h Infrastructure segmentation methods 10
  4.2.h (i) VLAN 10
  4.2.h (ii) PVLAN 10
  4.2.h (iii) VRF-Lite 10
4.3 SD-WAN 9
4.3.a Orchestration plane 9
4.3.b Management plane 9
4.3.c Control plane 9
4.3.d Data plane 9
4.3.e Segmentation 9
4.3.f Policy 9
  4.3.f (i) Security 9
  4.3.f (ii) Topologies 9
  4.3.f (iii) Application-based routing 9
4.4 Migration techniques 9
4.5 Design considerations 9
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CCDE v3 Core Technology List Chapter(s) in Which 
Topic Is Covered

4.6 QoS techniques and strategies 14
4.6.a Application requirements 14
4.6.b Infrastructure requirements 14
4.7 Network management techniques 14
4.7.a Traditional (such as SNMP, SYSLOG) 14
4.7.b Model-driven (such as NETCONF, RESTCONF, gNMI, 
streaming telemetry)

14

4.8 Reference models and paradigms that are used in 
network management (such as FCAPS, ITIL, TOGAF, and 
DevOps)

5

5.0 Security 4, 10
5.1 Infrastructure security 10
5.1.a Device hardening techniques and control plane 
protection methods

10

5.1.b Management plane protection techniques 10
  5.1.b (i) CPU 10
  5.1.b (ii) Memory thresholding 10
  5.1.b (iii) Securing device access 10
5.1.c Data plane protection techniques 10
  5.1.c (i) QoS 14
5.1.d Layer 2 security techniques 10
  5.1.d (i) Dynamic ARP inspection 10
  5.1.d (ii) IPDT 10
  5.1.d (iii) STP security 10
  5.1.d (iv) Port security 10
  5.1.d (v) DHCP snooping 10
  5.1.d (vi) IPv6-specific security mechanisms 10, 14
  5.1.d (vii) VACL 14
5.1.e Wireless security technologies 11
  5.1.e (i) WPA 11
  5.1.e (ii) WPA2 11
  5.1.e (iii) WPA3 11
  5.1.e (iv) TKIP 11
  5.1.e (v) AES 11
5.2 Protecting network services 10
5.2.a Deep packet inspection 10
5.2.b Data plane protection 10



CCDE v3 Core Technology List Chapter(s) in Which 
Topic Is Covered

5.3 Perimeter security and intrusion prevention 10
5.3.a Firewall deployment modes 10
  5.3.a (i) Routed 10
  5.3.a (ii) Transparent 10
  5.3.a (iii) Virtualization 10
  5.3.a (iv) Clustering and high availability 10
5.3.b Firewall features 10
  5.3.b (i) NAT 10
  5.3.b (ii) Application inspection 10
  5.3.b (iii) Traffic Zones 10
  5.3.b (iv) Policy-based routing 10
  5.3.b (v) TLS inspection 10
  5.3.b (vi) User identity 10
  5.3.b (vii) Geolocation 10
5.3.c IPS/IDS deployment modes 10
  5.3.c (i) In-line 10
  5.3.c (ii) Passive 10
  5.3.c (iii) TAP 10
5.3.d Detect and mitigate common types of attacks 10
  5.3.d (i) DoS/DDoS 10
  5.3.d (ii) Evasion techniques 10
  5.3.d (iii) Spoofing 10
  5.3.d (iv) Man-in-the-middle 10
  5.3.d (v) Botnet 10
5.4 Network control and identity management 10, 11
5.4.a Wired and wireless network access control 10, 11
5.4.b AAA for network access with 802.1X and MAB 10, 11
5.4.c Guest and BYOD considerations 10, 11
5.4.d Internal and external identity sources 10
5.4.e Certificate-based authentication 10
5.4.f EAP Chaining authentication method 10
5.4.g Integration with Multifactor authentication 10
6.0 Wireless 11
6.1 IEEE 802.11 Standards and Protocols 11
6.1.a Indoor and outdoor RF deployments 11
  6.1.a (i) Coverage 11
  6.1.a (ii) Throughput 11
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CCDE v3 Core Technology List Chapter(s) in Which 
Topic Is Covered

  6.1.a (iii) Voice 11
  6.1.a (iv) Location 11
  6.1.a (v) High density / very high density 11
6.2 Enterprise wireless network 11
6.2.a High availability, redundancy, and resiliency 11
6.2.b Controller-based mobility and controller placement 11
6.2.c L2/L3 roaming 11
6.2.d Tunnel traffic optimization 11
6.2.e AP groups 11
6.2.f AP modes 11
7.0 Automation 12
7.1 Zero-touch provisioning 12
7.2 Infrastructure as Code (tools, awareness, and when to 
use)

12

7.2.a Automation tools (i.e., Ansible) 12
7.2.b Orchestration platforms 12
7.2.c Programming Language (e.g., Python) 12
7.3 CI/CD Pipeline 12

Each version of the exam can have topics that emphasize different functions or features, 
and some topics can be rather broad and generalized. The goal of this book is to provide 
the most comprehensive coverage to ensure that you are well prepared for the exam. 
Although some chapters might not address specific exam topics, they provide a founda-
tion that is necessary for a clear understanding of important topics. Your short-term goal 
might be to pass this exam, but your long-term goal should be to become a qualified 
network designer that can make proper network design decisions that help to make 
businesses successful.

It is also important to understand that this book is a “static” reference, whereas the exam 
topics are dynamic. Cisco can and does change the topics covered on certification exams 
often.

This exam guide should not be your only reference when preparing for the certification 
exam. You can find a wealth of information available at Cisco.com that covers each topic 
in great detail. If you think that you need more detailed information on a specific topic, 
read the Cisco documentation that focuses on that topic.

Note that as technologies and architectures continue to develop, Cisco reserves the right 
to change the exam topics without notice. Although you can refer to the list of exam 
topics in Tables I-1 and I-2, always check Cisco.com to verify the actual list of topics to 
ensure that you are prepared before taking the exam. You can view the current exam top-
ics on any current Cisco certification exam by visiting the Cisco.com website, choosing 

http://Cisco.com
http://Cisco.com
http://Cisco.com


Menu, and Training & Events, then selecting from the Certifications list. Note also that, 
if needed, Cisco Press might post additional preparatory content on the web page associ-
ated with this book at http://www.ciscopress.com/title/9780137601042. It’s a good idea 
to check the website a couple of weeks before taking your exam to be sure that you have 
up-to-date content.
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CHAPTER 3

What’s the Purpose of the 
Network?

This chapter covers the following topics:

■ Business Applications: This section covers business applications and the associated 
network design elements for them.

■ Service Models: This section covers the different service models, how to leverage 
them, and what the network design characteristics are for each model.

■ The Cloud: This section covers the cloud in all its forms and the associated network 
design elements.

■ Data Management: This section covers data and the data management methodologies 
that will help every network designer make better design decisions.

What’s the purpose of the network? Why do we need a network? Why is a network there 
in the first place? These questions should always be at the top of your mind as network 
designer because understanding the purpose and goal of the network is critical to properly 
designing it.

As we answer these questions, a technical (and potentially a tactical) answer is that the 
network’s purpose is to get data from point A to point B in the right amount of time. This 
is a generally good answer to these questions, and usually network engineers, not network 
designers, can easily identify.

From a network design perspective, we need to take this answer a step further. Why is the 
network transferring data in the first place? To meet the business outcomes and objectives…
to make the business successful!

Businesses have become so reliant on networks that the required availability of the network 
and its associated services has to be designed at an extremely high level. This is similar to 
what transpired with the plain old telephone service (POTS) network. It became so relied 
upon that the overall availability had to be designed at an extremely high level.

There is a shift in the network, as discussed in the previous chapters, toward a service-
focused network. When we talk about services in this context, we are talking about applica-
tions, service models, the cloud in all its forms, and data.

This chapter covers the following “CCDE v3.0 Unified Exam Topics” section:

■ 4.0 Service Design



“Do I Know This Already?” Quiz
The “Do I Know This Already?” quiz allows you to assess whether you should read this 
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in 
doubt about your answers to these questions or your own assessment of your knowledge 
of the topics, read the entire chapter. Table 3-1 lists the major headings in this chapter and 
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in 
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”

Table 3-1 “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Business Applications 1–3
Service Models 4–7
The Cloud 8–10
Data Management 11

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer, you 
should mark that question as wrong for purposes of the self-assessment. Giving yourself 
credit for an answer you correctly guess skews your self-assessment results and might pro-
vide you with a false sense of security.

1. Which of the following options is the correct application model for the statement 
“This is the simplest application model and it is equivalent to running the application 
on a personal computer”?
a. 3-tier model
b. Single-server model
c. 2-tier model
d. SaaS

2. Which of the following application models is like the client/server architecture?
a. 3-tier model
b. Single-server model
c. 2-tier model
d. SaaS

3. Which of the following application models has web, application, and database layers?
a. 3-tier model
b. Single-server model
c. 2-tier model
d. SaaS
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4. Which service model is best used when a business requires full control of all compo-
nents within an application?
a. PaaS
b. IaaS
c. SaaS
d. On-premises

5. Which service model is best for application developers?
a. PaaS
b. IaaS
c. SaaS
d. On-premises

6. Which service model is best if a business wants complete control over its virtual infra-
structure but also wants to operate on a pay-as-you-go basis?
a. PaaS
b. IaaS
c. SaaS
d. On-premises

7. Which service model is best if a business wants an application to run with ensured 
availability but doesn’t want the headache of managing the application in any form?
a. PaaS
b. IaaS
c. SaaS
d. On-premises

8. Which cloud type has the highest cost?
a. Hybrid cloud
b. Private cloud
c. Multi-cloud
d. Public cloud

9. Which cloud type is best if a business wants the most control possible?
a. Hybrid cloud
b. Private cloud
c. Multi-cloud
d. Public cloud

10. Which cloud type is best if a business wants to ease into a cloud computing environ-
ment over a long period of time?
a. Hybrid cloud
b. Private cloud
c. Multi-cloud
d. Public cloud
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11. Which option is the proper data management pillar for the definition “The planning of 
all aspects of data management”?
a. Data quality
b. Data governance
c. Data architecture
d. Data security

Foundation Topics

Business Applications
The network is the information highway for the business applications of today, and for 
the business to be successful, these applications must be able to properly communicate as 
required between users, devices, data, databases, and other application components.

Application Models
Network designers need to understand how an application is built to properly design the net-
work for that application. The following are the different application models being leveraged 
today and their associated design elements that you need to know as a network designer:

■ Single-server model: This is the simplest application model and it is equivalent to 
running the application on a personal computer. All of the required components for an 
application to run are on a single application or server.

■ 2-tier model: This application model is like the client/server architecture, where com-
munication takes place between client and server. In this model, the presentation layer 
or user interface layer runs on the client side while the dataset layer gets executed and 
stored on the server side.

There is no intermediate layer (aka application layer) in between client and server.

■ 3-tier model: This application model is the most common at the time of writing. This 
model has three tiers or layers:

■ Presentation: This is the front end of the application that all end users access. This 
is how an end user sees and interacts with the application. This is often called the 
web tier or GUI tier of the application. The main function of this layer is to trans-
late tasks and results to something the end user can understand.

■ Intermediate: This is the layer where all of the application’s functions and logic 
occur. This layer processes tasks, functions, and commands, makes decisions and 
evaluations, and performs calculations. It also is how data is moved between the 
presentation (web/GUI) and database layers. This is often referred to as the applica-
tion or logic layer of the application.

■ Database: Here information is stored and retrieved from a database. The informa-
tion is then passed back to the intermediate (application) layer and then eventually 
back to the end user.

Breaking elements of an application into different layers like the n-tier architectures allows 
network designers to properly design the network for each tier or layer individually. Each 
layer may need its own load balancing, applying source NAT, DNS, source routing, and 

3
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traffic engineering design. This means more work from a network design perspective but a 
better purpose-built environment for each tier with all associated elements needed, which 
allows the different application layers to scale out as needed.

Table 3-2 shows the different network design elements for each layer of the 3-tier model and 
provides leading questions to ask to help elicit the information needed to make a proper design.

Table 3-2 3-Tier Application Model Network Design Elements

Tier Traffic Pattern Network Design 
Elements

Questions to Ask

Web tier End user and 
application layer 
access only.

No database layer access.
The web tier needs to be 
globally accessible for 
the end users.
Normally located in a 
DMZ.

How are end users accessing 
the web tier globally?
How are the web tier–specific 
networks/IP addresses being 
routed?
What’s the web tier’s high-
availability architecture? 
(Active/active, active/standby, 
anycast, etc.)

Application 
tier

Web and database 
access only. No 
end user should 
ever access this 
tier directly.

This tier is internally 
accessed only, so no 
external addresses or 
routing are needed.
Load balancing should 
be implemented, but how 
depends on the other 
tier’s communication 
method with this tier 
(SNAT, NAT, Sticky, etc.).
Normally located 
internally behind multiple 
security layers.

How does the web tier 
communicate with the 
application tier?
How does the database 
tier communicate with the 
application tier?

Database 
tier

Application layer 
access only. No 
end user or web 
tier should have 
access.

This tier is internally 
accessed only, so no 
external addresses or 
routing are needed.
Normally located 
internally behind multiple 
security layers.

How is replication being done 
between the different database 
member servers?
How are the database changes 
synchronized? The answer 
to his question is especially 
critical when there are multiple 
data center locations.

Application Constraints and Requirements
As a network designer, there are a number of common application constraints and require-
ments that you should be aware of. These are topics that a network designer should be ask-
ing about as a network is being designed to support an application. This is by no means an 
all-inclusive list.

■ Multicast: Usually leveraged between a cluster of servers to keep data synchronized, 
such as a backend database replication architecture, or as a transport mechanism for 
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data streaming applications like IPTV and real-time stock market updates for day trad-
ers. In these situations, not having multicast breaks the application in question.

■ Layer 2 extension: Probably one of the most common network design requirements 
after an application has completed its development process. As the application is 
being deployed, it is quickly identified that the application servers, maybe in a 3-tier 
model, do not communicate outside of their Layer 2 segments. Now it’s the network 
designer’s job to provide Layer 2 extension options that allow the application to prop-
erly function. This leads to bad network designs with large Layer 2 fault domains that 
are generally unreliable. Even though these are bad network design options from a 
network design perspective, they do solve the application requirement and thus they 
make the business successful. If there is a requirement to extend Layer 2, some of 
these limitations can be mitigated with overlay technologies while still allowing for an 
expanded Layer 2 environment.

■ Hardcoded items: Thankfully, we are seeing issues with hardcoded items in the code 
less frequently today. They do happen, and that’s why network designers need to know 
about them. These hardcoded items bring a security element into the mix with compli-
ance controls and overall security requirements for the application in question. From 
a network design perspective, though, how do we handle hardcoded IP addresses in 
the code? The simplest answer is to not allow hardcoded items in the code, but what 
do you do as a network designer when it does happen? This is where solutions like 
Network Address Translation (NAT), traffic engineering, and source routing can be 
leveraged to help mitigate this issue.

■ High availability: How an application is designed for high availability has a large 
impact on the network supporting that application. Is the application in multiple loca-
tions, such as geographically separated data centers? If so, how is the application data 
synchronized between these locations? How do end users access the applications in 
each location? Is one location preferred over the other at all times (active/standby), or 
can the application be accessed from either location at any time (active/active)? What 
about the load-balancing options for the application? Is it leveraging DNS load balanc-
ing or a physical load balancer? Does the application require the use of source NAT 
(SNAT) between its different application layers? There are so many network design–
related questions that we have to ask and answer to properly facilitate the creation of a 
network design that makes the application successful.

When creating a network design that’s goal is to make an application successful, it really 
comes down to the applications, services, and so forth being created incorrectly. Network 
designers have been forced to provide band-aid solutions like Layer 2 extension options 
because of these problems. This is most definitely not solving the true issue of proper 
application development. We simply extend Layer 2 as a short-term solution that ends up 
becoming a permanent one. This is similar to hardcoding IP addresses and hostnames in an 
application’s code. Network designers always have to provide bad network design options 
because of these application issues.

To solve these issues, a network designer and a security specialist should be part of the team 
that builds and reviews an application, to ensure network design and security controls are 
being properly considered in the application. It’s not fair to expect an application developer 
to know and understand the details of network design or security; network designers have to 
help them, teach them, and show them.

3
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If we want to change these situations with the plan to limit them from happening, we need to 
be a part of the creation process so we can explain the reasons to the business at those criti-
cal steps. The business doesn’t know what a network designer knows. A network designer can 
tell the business why they shouldn’t rely on a Layer 2 extension for the application, why they 
shouldn’t hardcode IP addresses, hostnames, usernames, and passwords in code, and why they 
should ensure security controls are implemented during the creation process.

In the end, it all comes back to business decisions and the respective trade-offs.

Service Models
We highlighted the different application models for how an application can be created ear-
lier. This section takes that discussion a step further by covering the different service models 
that can be leveraged for the application. These service models determine where the applica-
tion is located and what elements of the application are owned and managed by the business. 
The following are the most common service models:

NOTE There are other service models that are not covered in this section, such as Database 
as a Service (DBaaS), Compliance as a Service (CaaS), and Security as a Service (SECaaS). 
What is covered in this section are the most common service models at the time of writing.

■ On-premises: On-premises is the service model where a business owns and manages 
an application. A business will procure all of the infrastructure required to run the 
service and then fully manage, maintain, and operate it. In some situations, the man-
agement is outsourced but the infrastructure is procured and owned by the business.

■ Software as a Service (SaaS): SaaS is where a vendor makes its software available 
to users, usually for a monthly or annual subscription service fee.

■ Platform as a Service (PaaS): PaaS is where a vendor provides hardware and soft-
ware tools, and people use these tools to develop applications. PaaS users tend to be 
application developers.

■ Infrastructure as a Service (IaaS): IaaS is a pay-as-you-go service model for stor-
age, networking, and virtualization—all of a business’s infrastructure needs. IaaS gives 
users cloud-based alternatives to on-premises infrastructure, so businesses can avoid 
investing in expensive onsite resources.

Table 3-3 shows the comparison between these service models.

Table 3-3 Service Model Comparison

Service Model Characteristics Advantages When to Use

On-premises Business owned and 
managed.
Available locally.
Hosted within the 
business’s server 
environment.

Full control over all 
components of the 
application. 

When a business requires 
full control of all 
components within the 
application. This is most 
often seen with security 
compliance and data 
classification requirements.
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Service Model Characteristics Advantages When to Use

SaaS Available over the 
Internet.
Hosted on a remote 
server by a third-
party provider.
Scalable, with service 
offerings based on 
need.

No need to install and 
run software on any 
computer.
Everything is available 
to the end user over 
the Internet.
Access to software 
can be from any 
device, at any 
time, with Internet 
connectivity.

When a business wants 
an application to run with 
ensured availability but 
without the headache of 
maintaining that application 
at any level.

PaaS Accessible by 
multiple users.
Scalable.
Built on 
virtualization 
technology.
Easy to run without 
extensive IT 
knowledge.

Primarily used 
by developers to 
create software or 
applications.
Developers don’t 
need to start from 
scratch when creating 
applications. 

When a business wants to 
create a unique application 
without spending a ton of 
money or taking on all the 
responsibility. 

IaaS Highly flexible.
Highly scalable.
Accessible by 
multiple users.
Cost-effective.

On-premises IT 
infrastructure is 
expensive.
The business 
maintains control over 
the infrastructure.

When a business requires 
complete control over its 
infrastructure and wants to 
operate on a pay-as-you-go 
basis.

The Cloud
When a business starts planning to leverage cloud in any form, there are three use cases that 
network designers should consider throughout the design process:

■ Securely extending a private network to a single or multiple public cloud environ-
ments: Includes multiple clouds (for example, multiple Amazon Web Services [AWS] 
and Azure), multiple regions in a cloud, or multiple VPCs in a cloud; VPN; multi-cloud 
and multi-VPC connectivity; scaling; and performance optimization of transit VPC. 
Also supports extending data centers into the cloud and enabling direct branch-
to-cloud connectivity.

■ Optimizing data center and branch connectivity performance to cloud IaaS and 
SaaS: Includes best path to a destination, cloud segmentation, monitoring to assure 
the best performance, visibility into traffic going to applications, and traffic shaping/
Quality of Service (QoS). Also supports extending data centers into the cloud and 
enabling direct branch-to-cloud connectivity.

■ Securing access to the Internet and SaaS from the branch: Includes connecting and 
protecting branch office users directly to the multi-cloud environment using Direct 
Internet Access (DIA) and properly securing them.
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Cloud Connectivity Models
When businesses start to leverage cloud in any form, be it public, private, hybrid, or multi-
cloud, how the business is going to connect to cloud environments is a topic for a network 
designer to address. There are multiple options, each with its own pros and cons.

Direct Cloud Access
Direct cloud access (DCA) allows a remote site to access SaaS applications directly from the 
Internet and through dedicated private connections. The cloud permits only the designated 
application traffic to use the directly connected Internet transport securely, while all other 
Internet-bound traffic takes the usual path, which could be through a regional hub, a data 
center, or a carrier-neutral facility (CNF). This feature allows the remote site to bypass the 
latency of tunneling Internet-bound traffic to a central site, subsequently improving the con-
nectivity to the prioritized SaaS application; this feature is commonly referred to as Direct 
Internet Access (DIA). The edge router chooses the most optimal Internet path for access 
to these SaaS applications. Different applications could traverse different paths because the 
path selection is calculated on a per-application basis.

If any SaaS application path becomes unreachable or its performance score falls below an 
unacceptable level, the path is removed as a candidate path option. If all paths cannot be 
path candidates because of reachability or performance, then traffic to the SaaS application 
follows the normal, routed path. Figure 3-1 illustrates a remote site using DIA to access SaaS 
applications

DIA Site SaaS Traffic

DIA Site 

Branch

Data Center

ISP A

SaaS
Applications

ISP B

Internet

Figure 3-1 DCA/DCI Remote Site with DIA to Access SaaS Applications
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Cloud Access Through a Gateway (Cloud Access Point)
Many businesses do not use DIA at the branch office, because either their sites are con-
nected only by private providers (MPLS, VPLS, etc.) or centralized policy or security 
requirements do not permit it. They may use data centers, regional hubs, or even CNFs to 
enable Internet connectivity. In this case, SaaS traffic is tunneled to the best-performing 
gateway site, where it is subsequently routed to the Internet to reach the requested SaaS 
application service.

NOTE Different remote sites and different applications may use different gateway sites and 
paths, depending on the application and measured application performance. Remote sites 
that use gateway sites for Internet access are referred to as client sites.

Figure 3-2 shows how cloud access can be achieved through a gateway in a data center or a 
cloud access point (CAP). A branch office tunnels SaaS traffic to a gateway location and 
then uses the Internet at the gateway location to access the SaaS application.

IPSec Tunneled Traffic

Client Site 

Branch Data
Center

Gateway Site

ISP A

ISP B

SaaS
Applications

Internet

Figure 3-2 Cloud Access Through a Gateway

Hybrid Approach
It is possible to have a combination of DIA and client/gateway sites. When defining both 
DIA and gateway sites, SaaS applications can use either the DIA exits of the remote site or 
the gateway sites for any given application, depending on which path provides the best per-
formance. DIA sites are, technically, a special case of a client site, but the Internet exits are 
local instead of remote.
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Cloud Types
When selecting a cloud solution, there are a number of different types to choose from, each 
with its own associated benefits and limitations:

■ Private cloud: A private cloud consists of cloud computing resources used by one 
business. This cloud environment can be located within the business’s data center 
footprint, or it can be hosted by a cloud service provider (CSP). In a private cloud, the 
resources, applications, services, data, and infrastructure are always maintained on a 
private network and all devices are dedicated to the business.

■ Public cloud: A public cloud is the most common type of cloud computing. The 
cloud computing resources are owned and operated by a CSP. All infrastructure com-
ponents are owned and maintained by the CSP. In a public cloud environment, a busi-
ness shares the same hardware, storage, virtualization, and network devices with other 
businesses.

■ Hybrid cloud: A hybrid cloud is the use of both private and public clouds together to 
allow for a business to receive the benefits of both cloud environments while limiting 
their negative impacts on the business.

■ Multi-cloud: Multi-cloud is the use of two or more CSPs, with the ability to move 
workloads between the different cloud computing environments in real time as needed 
by the business.

Table 3-4 compares the different cloud types in relation to each other based on various 
characteristics.

Table 3-4 Cloud Types Detailed Comparison

Cloud 
Type

Control Maintenance Flexibility Scalability Migration Cost

Private 
cloud

Most 
control

High Least 
flexibility

High 
scalability

Hard 
migration

High cost

Public 
cloud

Least 
control

None Flexibility High 
scalability

Hard 
migration

Lowest cost

Hybrid 
cloud

Mix of 
both

Medium Flexible Lowest 
scalability

Ease of 
migration

High cost

Multi-
cloud

Least 
control

No maintenance 
for each CSP, but 
across the CSPs 
is high

Most 
flexibility

Highest 
scalability

Hardest 
migration

Highest 
cost

Cloud-Agnostic Architecture
A cloud-agnostic architecture is when there are no vendor specific features and functionality 
that are proprietary. It is focused on leveraging the same cloud capabilities across the dif-
ferent cloud providers no matter what vendor it is. When looking at cloud service providers 
and migrating applications to the cloud, there are three primary focus points that should be 
leveraged within a cloud-agnostic architecture:
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■ Portability: Moving to the cloud inherently provides a level of portability, but if not 
carefully architected, applications and services can lose their portability as they get 
locked into specific CSP services. Portability here specifically allows mobility between 
different CSPs with a proper abstraction layer.

■ Abstraction: Leveraging an abstraction layer within the cloud architecture allows for a 
decoupling from the underlying cloud-specific platform functionality, which provides 
a direct cost reduction and an increase in flexibility. For example, using this abstrac-
tion layer to seamlessly invoke the same cloud capability between cloud provider one 
and cloud provider two, when there are different mechanisms and processes to do so. 
In addition, this same capability could be proprietary, but using this abstraction layer 
mitigates a potential hardcoded proprietary service call.

■ Interoperability: Developing applications and services with cloud interoperability as a 
key priority will not be tied to a specific cloud feature set. This allows for these appli-
cations and services to leverage different cloud platforms without major redevelopment 
or changes. This specifically allows for a cloud-agnostic approach.

To achieve a cloud-agnostic architecture, network designers should consider adopting the 
following practices.

Decoupling
There are two perspectives to think about for decoupling. First, all applications should be 
designed to be inherently decoupled from the underlying cloud platform they are on. This 
can be accomplished by leveraging service-oriented architecture (SOA), which is discussed in 
detail a bit later in this chapter. Second, all cloud components should be decoupled from the 
applications that leverage them.

Containerization
All applications should follow a containerized architecture. This is critical for cloud 
applications as well as on-premises data center applications. Ensuring all applications are 
developed with containerization in mind allows for real cloud adoption and portability. 
Container technology helps decouple applications from the cloud-specific environment, 
which provides an abstraction layer away from any of the CSP dependencies. The goal is to 
ensure that it is relatively easy to migrate applications between different cloud vendors if 
the mission requires it. Cloud containerized architectures is a topic that is covered in detail 
in an upcoming section.

Agnostic Versus Proprietary Cloud Services
Each cloud service provider is different and has unique services, with its own avenues to 
provision them to customers. There is a need to provide a mechanism to differentiate where 
these specific services interact with applications while also allowing for the standardization 
of agnostic services. Figure 3-3 shows how to delineate from an architecture perspective 
between cloud-agnostic services and cloud-proprietary services. This is how you should plan 
to migrate applications to a CSP.
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Figure 3-3 Agnostic vs. Proprietary Cloud Services

Service-Oriented Architecture
To ensure a successful cloud-agnostic architecture, incorporating the software design 
service-oriented architecture (SOA) is hyper-critical. SOA is a style of software design where 
services are provided to other parts of an application component themselves. This is accom-
plished through network communication protocols. The underlying principles are vendor and 
technology agnostic. In SOA, services communicate with other services in two ways. The 
first way is to simply pass data between the different services. The second way is to logisti-
cally coordinate an activity event between two or more services. There are many benefits to 
SOA:

■ Code can be created so that it is reusable, which cuts down on time spent in the devel-
opment process.

■ Developers can leverage multiple coding languages with SOA because it uses a central 
interface, which allows for flexibility and scalability within the software development 
cycle.

■ With SOA, a standard communication process is created that allows systems to func-
tion on their own and communicate effectively between them.

■ SOA is much more scalable, limiting client-server interaction, which allows for a direct 
increase in efficiency.

Cloud Containerized Architecture
Containerization is a large part of a cloud-agnostic architecture. Figure 3-4 shows the 
progression from a traditional on-premises deployment to a containerized cloud deployment.

Traditional Deployment Architecture
Traditionally, organizations and companies ran applications on physical servers. You could 
deploy multiple applications on the same physical server, but there was no way to prop-
erly restrict resources or set up controls to govern application guidelines. Because of these 
issues, there were a number of allocation and performance issues. Most of the time, each 
physical server was dedicated to a single application because of these limitations. This 
increased cost and resources and limited overall scalability.
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Figure 3-4 Progression from Traditional to Containerized Deployment

Virtualization Deployment Architecture
Virtualization allows for multiple virtual machines (VMs) to be deployed on a single physi-
cal server. Each VM is isolated from other applications with its own resources and security 
controls allocated to it individually. Virtualization allows for better utilization of resources 
on a physical server and scales better because applications (VMs) can be added and removed 
as needed depending on the needed resources. Each VM runs all components that a physical 
server would run, such as the application and the operating system.

Container Deployment Architecture
Containers are similar to VMs but have less stringent isolation controls that allows them to 
share the operating system among other applications. Because of this, containers are light-
weight. A container has its own file system, shares CPU time, memory, process space, and 
more. Because containers are decoupled from the underlying infrastructure, they are move-
able between different fabrics as needed by the underlying business requirements.

Containers provide a number of benefits:

■ Agile application creation and deployment (CI/CD)

■ Separation of responsibilities between development and operational tasks

■ Real-time application-level health analytics

■ Standardization and consistency across all environments and enclaves

■ Real-time distribution with the capability to port into other operating systems and 
locations as required

■ Increased overall predictability of application performance and requirements

■ Increased resource efficiency
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Cloud Application Strategy
As a business readies its business lines of efforts and their respective applications for migra-
tion to the cloud, it is highly recommended that the business incorporate an application 
assessment process. As part of this process an application assessment team should be cre-
ated with the following roles and purposes:

■ Line of business owner: The business stakeholder for this application. They under-
stand the application’s business role and impact. They also understand the implications 
of this application and can appropriate business resources and priorities to this effort.

■ Security specialist, compliance auditor: The security team member in charge of the 
security controls, compliance regulations, and auditing of code. These are all critical 
roles that will direct decisions and actions from a risk management perspective for this 
application.

■ Application owner, application developer: The software engineering member respon-
sible for this application. Creates code, modifies current code, and drives associated 
technical requirements for the application.

■ Network engineer, network designer, network architect: Facilitates the network 
resources to properly service the application based on the different requirements from 
the line of business owner, security specialist, and application owner.

Each application will have different requirements as it’s being reviewed in this process. The 
team will need to properly identify what the application is dependent on and make appropri-
ate decisions to ensure the application is ready for the migration to the cloud environment.

The application assessment team will document in an application binder (or run book) 
everything that is discovered, decided on, and implemented for this application. The appli-
cation binder should include all requirements and where they originated from; all security 
controls and regulatory standards that this application must comply with; and where the 
application is in the migration process and what is needed for it to be successful.

Data Management
Data is the most critical resource that all other resources will be leveraging. We have to 
manage all data effectively, accurately, and securely so that these additional resources can 
properly leverage that data with ensured integrity, availability, and confidentiality. Data man-
agement in essence lays the foundation for data analytics. Without good data management, 
there will be no data analytics. Data management can be broken down into 11 pillars:

1. Data governance: The planning of all aspects of data management. This includes avail-
ability, usability, consistency, integrity, and security of all data within the organization.

2. Data architecture: The overall structure of an enterprise’s data and how it fits into the 
enterprise architecture.

3. Data modeling and design: The data analytics and the corresponding analytics 
systems. This includes the designing, building, testing, and ongoing maintenance of 
these analytics systems.

4. Data storage and operations: The physical hardware used to store and manage the 
data within the enterprise.
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5. Data security: Encompasses all security requirements, controls, and components to 
ensure the data is protected and accessed only by authorized users.

6. Data integration and interoperability: The transformation of data into a structured 
form to be leveraged by other systems and resources.

7. Documents and content: All forms of unstructured data and the work necessary to 
make it accessible to the structured databases.

8. Reference and master data: The process of managing data in a way that allows it to be 
redundant, and if there are any errors or mistakes that can be normalized by standard 
values.

9. Data warehousing and business intelligence: Involves the management and application 
of data for analytics and business decision making.

10. Metadata: Involves all elements of creating, collecting, organizing, and managing 
metadata (i.e., data that references other data).

11. Data quality: Involves the practices of data monitoring to ensure the integrity of the 
data being delivered is maintained.

For a true data management model, all of these pillars need to be included. Without one of 
these pillars, there is an area of data management that is not being addressed. For example, 
if there isn’t a solution for metadata management, the business loses the ability to easily cat-
egorize data. Without data quality being ensured, all data is at risk and the analytics of that 
data becomes useless.

Summary
What is the purpose of the network? To ensure business success! This chapter went into 
great detail on how a network designer can accomplish this.

This chapter covered how businesses rely heavily on the network and the corresponding 
services and applications riding on it. This chapter also covered application and service 
models, showing how the location and architecture of the application or service directly 
affect the required network design elements. In addition, this chapter highlighted the 
multitude of cloud options and the associated advantages of each option. This chapter 
highlighted the preference for agnostic cloud services over proprietary cloud services, to 
ensure a business doesn’t lock itself into a specific cloud service provider, and how adopt-
ing a service-oriented architecture can be beneficial to the business. Last but not least, 
this chapter gave a quick overview of the importance of data and data management by 
highlighting the 11 data management pillars. Ensuring the confidentiality, integrity, and 
availability of a business’s data is paramount to the business’s success. If a business’s data 
is compromised, it can no longer make valid decisions on that data, which handicaps the 
business until the data is fixed.
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Exam Preparation Tasks
As mentioned in the section “How to Use This Book” in the Introduction, you have a couple 
of choices for exam preparation: the exercises here, Chapter 18, “Final Preparation,” and the 
exam simulation questions in the Pearson Test Prep Software Online.

Review All Key Topics
Review the most important topics in this chapter, noted with the Key Topic icon in the outer 
margin of the page. Table 3-5 lists a reference of these key topics and the page numbers on 
which each is found.

Table 3-5 Key Topics for Chapter 3

Key Topic Element Description Page 
Number

Table 3-2 3-Tier Application Model Network Design 
Elements

70

Table 3-3 Service Model Comparison 72
Table 3-4 Cloud Types Detailed Comparison 76

Complete Tables and Lists from Memory
Print a copy of Appendix D, “Memory Tables” (found on the companion website), or at least 
the section for this chapter, and complete the tables and lists from memory. Appendix E, 
“Memory Tables Answer Key,” also on the companion website, includes completed tables 
and lists to check your work.

Define Key Terms
Define the following key terms from this chapter and check your answers in the glossary:

single-server model, 2-tier model, 3-tier model, web tier, application tier, database tier, 
on-premises, Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a 
Service (IaaS), carrier-neutral facility (CNF), cloud access point (CAP), private cloud, public 
cloud, hybrid cloud, multi-cloud
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redundancy, network design, 18
reference architectures

BA, 105–106
alignment, 106
guiding principles, 106–107
KPI, 108
scope, 106

EA, 108–109
aligning stakeholders, 109–110
CMDB, 110–111
identifying current state, 

110–111
identifying operating models, 

110
methodology, 109–111

frameworks
BOST framework, 114, 115
DODAF, 114, 115
FEAF, 112–113, 115
ITIL, 114
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SD-LAN (Software-Defined LAN), 

269–275
SD-WAN (Software-Defined WAN), 

266–269
security, 87

authentication, 294–296
authorization, 296–298
business assurance, 18
chokepoints, 89–91
CIA Triad, 95–96
device hardening, 281–285
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