Applications )
APls

Lomain controllers

Powered by

" Cisco 10S® XE >

Physical and virtual
infrastructure

Performance at scale, rich

Analytics, Flexible

Figure 1-1 The principles of intent-based networking
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Figure 1-4 Cisco RF ASIC: Software-defined radio using a Mini-PCle slot
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Figure 1-8 Setting up a PSK SSID with the WLAN Wizard
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Wireless Setup Flow Overview
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Figure 1-9 The Advanced Setup Wizard
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Figure 1-10 Guided Assistance tool

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



Create Packet Capture

Capture Name*

Filter*

Monitor Control Plane @
Inner Filter Protocol
Inner Filter MAC

Buffer Size (MB)*

Limit by* Duration 35:[ secs == 6.00 mins

Available (6) Sea Q Selected (1)

& reoror2 Vianss
(&) Teososs

a Port-channell

Vian1
I O Cancel " Apply to Device

Figure 1-11 Defining a Packet Capture on C9800’s GUI
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Figure 1-12 Disabling HTTP web access and selecting a specific trustpoint for HTTPs
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Figure 1-13 Prime Infrastructure dashboard
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Figure 1-14 SNMP configuration of the C9800
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Figure 1-15 Enabling NETCONF on the Catalyst 9800 GUI
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Figure 1-17 Cisco next-generation wireless stack
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Figure 2-4 WNCd processes and the AAA task split between the existing SMD process and the new SANET libraries inside WNCds

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



Client Dott Client Client
Orchestrator Authentication Key

S_CO_INIT
S_CO_ASSOCIATING

S_DOT11_INIT

S_DOT11_ASSOCIATED
§.CO_L2_ AUTH_IN_PROGRESS \

S_AUTHIF_INIT

S_AUTHIF_ADD_MOBILE_ACK
_WAIT_DOT1X

S_AUTHIF_AWAIT_DOT1XAUTH
_START_RESP

S_AUTHIF_DOT1XAUTH_KEY
_XCHANG_PENDING

T

S_INITPMK

S_PTK_START

S_PTKINITDONE

’ S_PTK_INITNEGQOTIATING ‘
’ S_AUTHIF_DOT1XAUTH_DONE ‘

Figure 2-5 Client state machine on a WPA2 Enterprise SSID
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Figure 2-6 Client state machine on a WPA2 Enterprise SSID (continued)
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Figure 2-10 A 9800-80 appliance
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Figure 2-11 A 9800-L-C appliance
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Edit Site Tag

A Changing Site type may result in rejoin of APs that are associated 1o this Site Tag
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Figure 3-3 Setting the site tag as FlexConnect = nonlocal site
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Figure 3-4 AP tags in the GUI
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Figure 3-5 AP tags details in the GUI
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c9BBR-5]1-11#sh ap tag summary
Mumber of APs: 3

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name Misconfigured Tag Source
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Figure 3-6 AP tag summary
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Figure 3-7 Click the menu icon to select APs and assign tags
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Changing AP Tag(s) will cause associated AP(s) to reconnect

= Apply to Device

Figure 3-8 Assign the tags to the selected APs
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Edit AP
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Figure 3-9 Starting with release 17.4.1, the write tag is available in the GUI
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Configuration™ > Tags & Profiles™ » Tags
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Figure 3-10 Go to the Filter tab to define the tag filter
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Associate Tags to AP
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Figure 3-11 A tag filter
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Figure 3-12 CSV import file format example
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Figure 3-13 Selecting the file to load the AP to tag mapping
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Configuration™ > Layer2~ > VLAN Edit VLAN Group: students
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Figure 3-14 VLAN group definition
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Edit Policy Profile
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Figure 3-15 VLAN group assignment within the policy profile
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Enterprise network

Not recommended

Figure 3-16 APs to WNCd distribution using the default-site-tag
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Figure 3-17 APs to WNCd distribution using custom site tag per roaming domain
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Figure 5-1 Creating an ACL on the Catalyst 9800
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Figure 5-7 Creating a key pair for use with a certificate
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Figure 5-12 Adding a certificate chain in PKCS12 format to the WLC
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Add WLAN x

VWFA Faramerters

MPSK
WPA Palicy O + @
WPA2 Policy
GTK Randomize O
Key Y Password Y

OSEN Policy O Priofity Y Format Type
WPAZ Encryption A acairenps 2o ’D 1 e Unencrypied

Priority * ‘ 2 ‘

Key Format [ ASCII v
AuthKey Mg password Type | Unencrypted v |

Figure 5-25 MPSK configuration in WLAN settings
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Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Layer 2 Security Mode | MERSRR: ¥ Lobby Admin Access O
MAC Filtering D Fast Transition | Disabled v -
Protected Management Frame Over the DS O
Reassociation Timeout | 20
PMF ' Disabled v
' ' MPSK Configuration

WPA Parameters

MPSK O
TAIM A Paliac. |_|

Figure 5-26 WPA 2 PSK SSID settings
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Add WLAN x

WPA Policy O

WPAZ Policy

GTK Randomize O

OSEN Policy O

WPAZ2 Encryption AES(CCMP128)
Ocempzss
O cecmpizs
O cempzss

Auth Key Mgmt Osoz.1x
PSK
(O Easy-PsK

Figure 5-27 WPA2 PSK Layer2 security settings
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PSK Format | ASCII -

PSK Type Unencrypted v

Pre-Shared Key* D

Figure 5-28 WPA2 PSK SSID key configuration
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v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 2@
RSN Version: 1
Group Cipher Suite: @00:0f:ac (Ieee 882.11) AES (CCM)
Group Cipher Suite OUI: @@:8f:ac (Ieee 802.11)
Group Cipher Suite type: AES (CCM) (4)

Pairwise Cipher Suite Count: 1

Pairwise Cipher Suite List @0:@f:ac (Ieee 802.11) AES (CCM)

» Pairwise Cipher Suite: 00:0f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 1

Auth Key Management (AKM) List @@:@f:ac (Ieee 882.11) PSK

» Auth Key Management (AKM) Suite: @@:0f:ac (Ieee 802.11) PSK
RSN Capabilities: @x@028

Figure 5-29 RSN information element of a beacon frame of a WPA PSK SSID
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Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Layer 2 Security Mode | WPA3 ¥ Lobby Admin Access O
MAC Filtering O Fast Transition Disabled v |
Protected Management Frame Over the DS 0O
Reassociation Timeout 20
PMF | Required v J
Association Comeback Timer* | 1 ‘
SA Query Time* | 200 ‘

Figure 5-30 SAE WLAN example configuration
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WPA3 Policy

WPA2/WPA3 Encryption AES(CCMP128)
O cemp2ss
O cempizs
O cemp2se

Auth Key Mgmt O 802.1x
O cckm
SAE
Oowe
O T + 802.1x
O 802.1x-SHA256

Figure 5-31 Ciphers option example for SAE
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Anti Clogging Threshold* | 1500

Max Retries* 5

Retransmit Timeout™® | 400

PSK Format - ASCII -

PSK Type I: _Ur;nﬂ;wtftd_; "
Pre-Shared Key* | uneasd &>

Figure 5-32 PSK configuration for SAE
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v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 26
RSN Version: 1
Group Cipher Suite: 8@:@8f:ac (Ieee 802.11) AES (CCM)
Group Cipher Suite OUI: @@:0f:ac (Ieee 802.11)
Group Cipher Suite type: AES (CCM) (4)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List @@:@8f:ac (Ieee B92.11) AES (CCM)
» Pairwise Cipher Suite: @@:@8f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 1
Auth Key Management (AKM) List @@:@f:ac (Ieee 802.11) SAE (SHA256)
» Auth Key Management (AKM) Suite: 00:@8f:ac (Ieee 802.11) SAE (SHA256)
RSN Capabilities: @x@e@eB8
PMKID Count: @
PMKID List
Group Management Cipher Suite: @@:@0f:ac (Ieee 802.11) BIP (128)
Group Management Cipher Suite OUI: @@:0f:ac (Ieee 802.11)
Group Management Cipher Suite type: BIP (128) (6)

Figure 5-33 SAE advertised in the SSID beacon RSN IE
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ieneral Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Layer 2 Security Mode WPA+ WPA2 v iyl Acess
MALC Filtering v Fast Transition | Disabled -
Authorization List* ISEautz v @ Qver the DS
Protected Management Frame Reassociation Timeout 20
_ MPSK Configuration
PMF | Disabled i
MPSK

Figure 5-34 iPSK SSID security settings part 1

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



WPAZ Encryption - | AES(CCMP128)
CCMP256
GCMP128

GCMP256

Auth Key Mgmt 802.1x
7 | PSK
Easy-PSK
CCKM
FT + B02.1x
FT + PSK

802.1x-SHA256

PSK-SHA256
PSK Format ASCII v
PSK Type Unencrypted v

Pre-SharedKey* | eeseeeee

Figure 5-35 iPSK SSID security settings part 2
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Specificdevice - ) . . : s 4
Q . - - JUALS -7F-95-53-20- PSK- :
PSKCiscol23 E Radius-Calling-Station-1D EQUALS E8-7F-95-53-20-12 SK-Cisco123
Q Specificarea-P5KloT Ld Radius-Called-5Station-ID CONTAINS FactoryArea PSKWireless123

Figure 5-36 ISE authorization policies for IPSK
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Configuration= > Security~ > AAA

+ AAA Wizard

Servers / Groups AAA Method List AAA Advanced

Global Config =
Local Authentication None v
U Falbeck Local Authorization None v
Attribute List Name Radius Server Load Balance
Device Authentication Interim Update
AP Palicy << Hide
Password Policy Radius Attributes
AAA Interface Accounting Authentication
Called-station-id ap-label-address v ap-macaddress-s.. v
ap-ethmac-only
Called-station-id case lower v sp-sthmac-ssid
MAC-Delimiter hyphen v ap-group-name
ap-label-address
Username Case lower v ap-label-address-ssid
ap-location
Username Delimiter colon v

ap-macaddress

ap-macaddress-ssid

Figure 5-37 Customization of the called-station-id RADIUS field

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



v Advanced Attributes Settings

b Cisco:cisco-av-pair A4 psk=Wireless123 A4

b Cisco:cisco-av-pair A4 - psk-mode=ascii '

v Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = psk=Wireless123

cisco-av-pair = psk-mode=ascii

Figure 5-38 ISE authorization result
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(4] EnhancedOpen ® 3 EnhancedOpen [WPA3][OWE][AES]

(4] Open ® 4 Open [open]

Figure 5-39 A pair of Open/Enhanced Open SSIDs for Enhanced Open Transition mode
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General Security Advanced Add To Policy Tags

Profile Name* EnhancedOpen Radio Policy ()
SSID* EnhancedOpen Show slot configuration
5 GHz {ENAE.LED ]
WLAN ID* 3
, 2.4 GHz [EMAELED .]
Status ENABLED .]
Broadcast SSID B oseeieo | 202 ajg Polloy - 8021140 r.

Figure 5-40 Enhanced Open SSID general settings

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Layer 2 Security Mode WPA3 - _!

MAC Filtering

Protected Management Frame

PMF | Required v
Association Comeback Timer* ‘ 1 ‘
SA Query Time* ‘ 200 ‘

Figure 5-41 Enhanced Open security settings part 1
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WPA3 Policy v

WPA2/WPA3 Encryption v | AES(CCMP128)
CCMP256
GCMP128

GCMP256

Auth Key Mgmt 802.1x

CCKM
SAE
v | OWE
FT + 802.1x

802.1x-SHA256

Transition Mode WLAN ID 4

Figure 5-42 Enhanced Open SSID security settings part 2
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General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Lobby Admin Access
Layer 2 Security Mode None v

Fast Transition Disabled
MAC Filtering

Over the DS
OWE Transition Mode o

Reassociation Timeout 20
Transition Mode WLAN ID* 3

Figure 5-43 Regular open SSID linked with transition mode to an Enhanced Open SSID
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WLAN Profile Name EnhancedOpen

Wireless LAN Network Name (SSID) EnhancedOpen
Client Entry Create Time 21 seconds

Policy Type WPA3
Encryption Cipher CCMP (AES)
Authentication Key Management OWE

Figure 5-44 Security details of a client connected to an Enhanced Open SSID
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DHCP

User AP/WLC DNS ISE
(] =7~ =
ﬁ/'/ 000000000 Eoeelf 4 -

@ Open SSIDwith |
: WebAuth

E @ WLC Applies :
ACL f
T ey 'r --------------------------- ]

' ~User Acquires IP Address, Moves to WebAuth State|

@ User Opens Browser
Login Page

ISE Authorizes
User

® WLC Applies
New Policy !

Figure 5-45 Local web authentication workflow
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DHCP

User AP/WLC DNS
(] =~ =

@ Open SSID with
Macauth

@ First Authentication Session

3.
>

@ Authentication Success, Authorization for
P MAB Returned with AGL and URL MAB

<

User Acquires IP Address, Move to
(®) WebAuth State

3
>

<

User Opens Browser, WLC Redirects User to ISE CWA Page N
@ _ Login Page
User Sends Credentials " ISE Authorizes
il User
|
@‘ Web Success Results in CoA
ISE Authorizes
I Endpoint
MAC Reauthentication o
" ISE Server Returns Policy

Figure 5-46 Central Web Authentication workflow
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Edit Web Auth Parameter x

General Advanced
Parameter-map name global
Banner Type ® None O Banner Text O Banner Title O File Name
Maximum HTTP connections 71; -
Init-State Timeout(secs) 120
Type webauth ¥
Virtual IPv4 Address 192.0.2.1
Trustpoint myc9800-CL_WL...

Virtual IPv4 Hostname

Virtual IPv6 Address XDCXEX

Web Auth intercept HTTPs

Watch List Enable

Watch List Expiry Timeout(secs) 600

Captive Bypass Portal

s0ug)sISsyY Paping

Disable Success Window

Disable Logout Window

Cancel « Update & Apply

Figure 5-47 Do not enable Captive Bypass Portal unless you really have a good reason
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VTY

VTY Line Ex:Oor 1-5 ‘ @& View VTY options
VTY Transport Mode " None v ]

Authentication List ’ ” = AAA Servers
Authorization List - = AAA Servers

Figure 5-48 VTY configuration for CLI access in the HTTP/Netconf web page

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



A netflow records
towards Collector

H Cisco Catalyst 9800 Series
SV ’ Wireless Controller

x

L2 port channel
: switch-port trunk
e Router

1 CAPWAP tunnel

\

L)

ﬂ¥/ (((o 4%7

4
Wireless Clients AP Switch

Figure 5-49 ETA workflow topology
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Configuration~ > Security~ > Threat Defense > umbrella

Registration Token* | E434F41F3E12081 ECDFCCHB?DD?EEFQEDEEEQBI‘ Click here to get your Token
Organization ID 2501054
Allowed Domains Type Domain or Regex and press Enter ‘

|:_§ Enable DNS packets encryption

Umbrella Parameter Map Type parameter map name and press Enter ‘

Figure 5-50 Umbrella global configuration on the 9800

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



DNS Layer Security

DNS Layer | NotConfigured v |
Security
Parameter Map Clear

Flex DHCP Option  [enasLep ()
for DNS

Flex DNS Traffic [ (GNORE ]
Redirect

Figure 5-51 DNS Layer Security (formerly called Umbrella) section of a policy profile.
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(] | ¥
_ A
_._ = b P
EAP-Authentication RADIUS Exchange
S R ) g RSP P PP PP »
MSK MSK
PMK encrypted with RADIUS Secret
Derives PMK < Derives PMK
Derive GMKIﬁ
M1
<«
Derive PTKIﬁ
M2
r o
Derive PTK, GTK‘ﬁ
(M3 (GTK encrypted with PTK)
M4 o

Figure 6-1 802.11 key management and distribution
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No. Time Source Destination Length Info

1743 ©.000052 e2:2e:04:18:04:24 (Cisco_bl:6c:fd 144 QoS Data, SN=8, FN=@, Flags=.p..... TC

Figure 6-2 WPA/WPA2 PSK reassociation (slow roam)
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Request, lgentity
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Figure 6-3 WPA/WPA2 EAP reassociation (slow roam)
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Mo. Time Source Destination Length Info

558 ©.980985 92:4c:d7:78:89:T8 Cisco_23:c6:4f 347 Association Request, SN=1824, FN=0, Flags= anasaly SSID=0KC
559 9.980136 92:4c:d7:78:89:f8 Cisco_23:c6:47 347 Association Request, SN=1824, FN=8, Flags=....R...C, SSID=0KC

561 ©.004662 Cisco_23:c6:4f 92:4c:d7:78:89:18 269 Association Response, SN=3129, FN=0, Flags=........

Figure 6-4 Packet capture: OKC fast roam in local mode deployment
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4 IEEE 802.11 Reassociation Request, Flags: ........ C
v IEEE 802.11 Wireless Management
Fixed parameters (10 bytes)
Vv Tagged parameters (271 bytes)
» Tag: SSID parameter set: OKC
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: Power Capability Min: -9, Max: 17
> Tag: Supported Channels
¥ Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 38
RSN Version: 1
Group Cipher Suite: @@:0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List @0:@f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 1
> Auth Key Management (AKM) List @@:@f:ac (Ieee 802.11) WPA
> RSN Capabilities: ©x8@8c
PMKID Count: 1
V| PMKID List
PMKID: efdd9cblef752e98d3@db8433376cbab
Tag: RM Enabled Capabilities (5 octets)
Tag: Supported Operating Classes
Tag: HT Capabilities (862.11n D1.18@)

Figure 6-5 OKC fast roam RSN IE
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Configuration* > Tags & Profiles~ > WLANS

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity

General Security Advanced Add To Policy Tags
Coverage Hole Universal
Detection Admin
Aironet IE © O OKC

Figure 6-6 Disabling OKC for FlexConnect local authorization

O

O

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press

Copyright© 2023 Cisco Systems, Inc. All rights reserved



Monitoring ™ > Wireless~ > Clients

Clients Sleeping C

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

~
L=
Recent association history:
Selected 0 out of 1 Clier

AP Y AP YT y Mobilty Y Runlatency Y Roam Y
. Mame BSSID Slot Assoc Time Instance Role (ms) Type
ClientMAC Y
O Address apreingd 04eb.409fc32b 1 e e i 0 Local 105 802.11i Fast
9130 08:27:08
e22e.0418.0424 -
O P iy c064.6423.c64b 1 e i 0 Local 1414 N/A

Figure 6-7 Monitoring the client roam type on the C9800
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Security Add To Policy Tags
Layer2
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- o
Protected Management Frame 8]
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Figure 6-8 Configuring CCKM on the C9800
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>|_IEEE _8@2.11 Beacon frame, Flags: ........ C]|

v IEEE 802.11 Wireless Management
> Fixed parameters (12 bytes)
v Tagged parameters (383 bytes)
Tag: SSID parameter set: llrenable
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: DS Parameter set: Current Channel: 100
> Tag: Traffic Indication Map (TIM): DTIM 1 of 1 bitmap
> Tag: Country Information: Country Code US, Environment Unknown (0x@4)
Tag: Power Constraint: 3
Tag: TPC Report Transmit Power: @, Link Margin: @
> _Tag: BEN Tnfarmatinn
V| Tag: Mobility Domain
Tag Number: Mobility Domain (54)
Tag length: 3
Mobility Domain Identifier: ©@x34ac
FT Capability and Policy: @x00
.. ...0 = Fast BSS Transition over DS: @x@
.... ..0. = Resource Request Protocol Capability: ©x@
> Tag: QBSS Load Element 802.1le CCA Version

I

Figure 6-9 802.11r FT Beacon MDIE
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> [LEEE 802.11 Beacon frame, Flags: ........ C|
v 1EEE 802.11 Wireless Management
Fixed parameters (12 bytes)
Vv Tagged parameters (383 bytes)
> Tag: SSID parameter set: llrenable
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 1ee
> Tag: Traffic Indication Map (TIM): DTIM 1 of 1 bitmap
> Tag: Country Information: Country Code US, Environment Unknown (@x@4)
> Tag: Power Constraint: 3
> Tag: TPC Report Transmit Power: @, Link Margin: @
v|Tag: RSN Information |
Tag Number: RSN Information (48)
Tag length: 20
RSN Version: 1
Group Cipher Suite: @@:0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List @@:@f:ac (Ieee 882.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 1
v| Auth Key Management (AKM) List @@:08f:ac (Ieee 8062.11) FT over IEEE 802.1X
Vv Auth Key Management (AKM) Suite: @@:8f:ac (Ieee 882.11) FT over IEEE 862.1X
Auth Key Management (AKM) OUI: @@:@f:ac (Ieee 802.11)
Auth Key Management (AKM) type: FT over IEEE 8@2.1X (3)
RSN Capabilities: ©x0028
Tag: Mobility Domain

Figure 6-10 802.11r FT Beacon RSN IE AKM
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> | IEEE 8@2.11 Association Response, Flags: ........ =]
v IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
v Tagged parameters (276 bytes)
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (802.11n D1.18@)
Tag: HT Information (8@2.11n D1.18@)
Tag: Extended Capabilities (1@ octets)
Tag: VHT Capabilities
Tag: VHT Operation
> Tag: Mobility Domain
Vv Tag: Fast BSS Transition
Tag Number: Fast BSS Transition (55)
Tag length: 96
MIC Control: @xe0ee

SNonce: @@ 2 poee D8
Subelement ID: PMK-R1 key holder identifier (R1KH-ID) (1)
Length: 6

PMK-R1 key holder identifier (R1KH-ID): 84e87e81d@9%a
Subelement ID: PMK-R@ key holder identifier (R@KH-ID) (3)
Length: 4

PMK-RO key holder identifier (RGKH-ID): 33457d3f

Figure 6-11 802.11r FT association response
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Mo. Time Source Destination Length Info

289 ©.e01673 MurataMa_| :3e  Cisco 23:c6:4c 358 Association Request, SN=272, FN=8, Flags=
291 ©.884228 Cisco_23:c6:4cC MurataMa_68:29:3e 372 Association Response, SN=939, FN-@, Flags=........ =

367 ©.846878 MurataMa_6@:29:3e Broadcast 462 QoS Data, SN=2, FN=8, Flags=.p.....
©8.824374 MurataMa_6@:29:3e Broadcast 144 QoS Data, SN=3, FN=0, Flags=.p.....
{7212 p.@02264 MurataMa_6@8:29:3c 10.6.1.12 274 QoS Data,

899 ©.012668 MurataMa_60:29:3e Cisco bl:6c:fd 144 QoS Data, SN=1, FN=8, Flags=.p..... TiC
981 @.887196 MurataMa_68:29:3e Broadcast 144 QoS Data, SN=2, FN=8, Flags=.p..... TC

Figure 6-12 802.11r (FT) initial association and roam (over-the-air)
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/| = e
L/ |
802.11 Open Auth and Association
EAP/802.1x Authentication (AP-WLC--AAA)
FT 4-way handhshake
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Data Traffic
st e ek >
802.11 FT Authentication Request "
» 802.11 FT Authentication Response
802.11 FT Reassociation Request -
802.11 FT Reassociation Response
Data Traffic
>

Figure 6-13 FT roam over-the-air
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Current AP Target AP
| |

5000014 000014
_____________________________ )
_____________________________ )
FT Request Action Frame > FT Request Action Frame
- FT Response Action Frame FT Response Action Frame
802.11 FT Reassociation Request -
802.11 FT Reassociation Response
Data Traffic
>

Figure 6-14 FT roam over-the-DS
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> |IEEE 802.11 Beacon frame, Flags: ........ C|
v I1EEE 802.11 Wireless Management
Fixed parameters (12 bytes)
v Tagged parameters (360 bytes)
» Tag: SSID parameter set: llrmixed
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Traffic Indication Map (TIM): DTIM 1 of 1 bitmap
Tag: Country Information: Country Code US, Environment Unknown (@x@4)
Tag: Power Constraint: @
v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 24
RSN Version: 1
Group Cipher Suite: @@:@0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List @@:@f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 2
v| Auth Key Management (AKM) List @@:@f:ac (Ieee 802.11) WPA @0:0f:ac (Ieee 802.11) FT over IEEE 802.1X
¥ Auth Key Management (AKM) Suite: @0:@f:ac (Ieee 802.11) WPA
Auth Key Management (AKM) OUI: @@:0f:ac (Ieee 802.11)
Auth Key Management (AKM) type: WPA (1)
¥ Auth Key Management (AKM) Suite: @@:@f:ac (Ieee 802.11) FT over IEEE 802.1X
Auth Key Management (AKM) OUI: @@:@f:ac (Ieee 8082.11)
Auth Key Management (AKM) type: FT over IEEE 802.1X (3)
RSN Capabilities: ©x@023
Tag: QBSS Load Element 882.1le CCA Version
Tag: RM Enabled Capabilities (5 octets)
Tag: Mobility Domain

Figure 6-15 AKM in RSN IE in beacon of mixed-mode FT WLAN
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> |IEEE 802.11 Beacon frame, Flags: ........
Vv TEEE 802.11 Wireless Management

» Fixed parameters (12 bytes)

Vv Tagged parameters (360 bytes)

VvV Tag: Vendor Specific: Cisco Systems, Inc.: Aironet Unknown (11) (11)

Tag Number: Vendor Specific (221)'
Tag length: 5
OUI: 00:40:96 (Cisco Systems, Inc.)
Vendor Specific OUI Type: 11
Aironet IE type: Unknown (11) (11)
Aironet IE data: 89

Figure 6-16 Aironet IE in beacon of mixed-mode FT WLAN
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> |IEEE 8062.11 Beacon frame, Flags: ........ G
v IEEE 8@2.11 Wireless Management
> Fixed parameters (12 bytes)
Vv Tagged parameters (382 bytes)
> Tag: SSID parameter set: llradapt
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
» Tag: DS Parameter set: Current Channel: 1@e
Tag: Traffic Indication Map (TIM): DTIM 1 of 1 bitmap
Tag: Country Information: Country Code US, Environment Unknown (@x@4)
> Tag: Power Constraint: 3
> Tag: TPC Report Transmit Power: @, Link Margin: @
V¥ Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 2@
RSN Version: 1
> Group Cipher Suite: @@:0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List @0:@f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 1
v |Auth Key Management (AKM) List @@:0f:ac (Ieee 802.11) WPA
v Auth Key Management (AKM) Suite: @@:@f:ac (Ieee 802.11) WiA
Auth Key Management (AKM) OUI: @@:0f:ac (Ieee 802.11)
Auth Key Management (AKM) type: WPA (1)
RSN Capabilities: @x0028
> [Tag: Mobility Domain|

Figure 6-17 AKM in RSN |E of beacon of adaptive FT WLAN
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> [IEEE 8@2.11 Beacon frame, Flags: ........ C
Vv I1EEE 802.11 Wireless Management
> Fixed parameters (12 bytes)
Vv Tagged parameters (382 bytes)
> Tag: SSID parameter set: llradapt
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Vv Tag: Vendor Specific: Cisco Systems, Inc.: Aironet Unknown (11) (11)
rTag Number: Vendor Specific (221)
Tag length: 5
OUI: 00:48:96 (Cisco Systems, Inc.)
Vendor Specific OUI Type: 11
Aironet IE type: Unknown (11) (11)
Aironet IE data: c9

Figure 6-18 Aironet IE in beacon of adaptive FT WLAN
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Monitoring = > Wireless -~ » Clients

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Recent association history:

AP Y AP Y Y Mobility Y Runlatency Y Roam b 4
Name BSSID Y | Slot Assoc Time Y Instance Role (ms) Type
sudha- . 01/04/2022 i

1
9130 04eb.409f.c32c 18:55:37 0 Local 6 802.11R
sudha- : 01/04/2022
9120 c064.e423.c64c 1 18-55:23 0 Local 723 N/A

Figure 6-19 Monitoring the mobility history of a client on the C9800 GUI
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Configuration~ > Tags & Profiles~ > WLANs

Edit WLAN

[ 6 7
Per WLAN 0
- Scan 100
Per AP Per WLAN 0 Defer S
= - | Time
Per AP Radio Per ' 200 . )
WLAN o Assisted Roaming (11k)
11v BSS Transition Support
Prediction D
Optimization
BSS Transition Neighbor List
Dual Neighbor List () Al Bt 0
Neighbor List
BSS Max Idle Service

Figure 6-20 Configuring an 802.11k on the C9800 WLAN Profile
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Configuration ™ > Wireless * > Wireless Global

Assisted Roaming

Default Mobility default
Domain *
Denial 5
RF Group Name* default Maximum*
_ _ Floor

Maximum Login 0 I_:iasidljm'i' Lk
Sessions Per User* ' |

. Prediction
Management Via Minimum* :
Wireless

Figure 6-21 Configuring assisted roaming parameters on the C9800
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Configuration ™ > Tags & Profiles~ > WLANs

Edit WLAN

FrSlLrv roer vy v Tme
Per AP Radio Per 200— 5 .
WLAN ) Assisted Roaming (11k)
11v BSS Transition Support
Prediction O
Optimization
BSS Transition Neighbor List
Dual Neighbor List ()] Dual Band O

Neighbor List

BSS Max Idle Service %
DTIM Period (in beacon

(@]

BSS Max Idle interva[s)

Protected

Directed Multicast

Service 5 GHz Band (1- ‘ 1
255)

Configuration of ‘11v BSS Disassociation

Imminent' is supported from Command 2.4 GHz Band (1- [ 1

Line Interface (CLI) only 255) L

Figure 6-22 Configuring an 802.11v BSS transition on the C9800
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Figure 6-23 Intra-controller Intra-WNCd roaming on the C9800
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Figure 6-24 Intra-controller inter-WNCd roaming on the C9800
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Figure 6-25 Intra-controller inter-policy profile roaming on the C9800
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Figure 6-26 Layer 2 CAPWAP Mobility Tunnel C9800
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Figure 6-27 Layer 3 inter-controller roaming on the C9800
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Edit Policy Profile

b‘

Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for
this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors
Export Anchor D
Static IP Mobility EZEN

Adding Mobility Anchors will cause the enabled WLANS to
momentarily disable and may result in loss of connectivity
for some clients.

Figure 6-28 Configuring Static IP Mobility on the C9800
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Configuration ~ > Tags & Profiles ~ > Policy

Edit Policy Profile

f

=
=p
°
8
#
{
@
’ x

Disabling a Policy or configuring it in 'Enabled’ state
this Pol

It in lo: nnectivity for clients a: iated F

Genera Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility

Available (1) Selected (0)

Anchor IP Anchor IP Anchor

' 192.168.1.6 Priority

Anchors not assigned b7

| 5] Update & Apply to Device |

Figure 6-29 Configuring auto anchoring on the C9800
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Configuration™ > Wireless * > Mobility

Global Configuration Peer Configuration
Mobility Group default
Name*
Multicast IPv4 0.0.0.0

Address

Multicast IPv6

Address

Keep Alive Interva 10
(sec)*

48

d478.9b3c.5e8b

DTLS High Cipher enasLlep i)

Only*

®

Figure 6-30 Configuring secure mobility on the C9800
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Add Mobility Peer

MAC Address* | 00b0.21f3.2000 |
Peer IPv4/IPv6 Address* | 192.168.1.6 | = Ping Test
Public IPva/IPv6 Address | 192.168.1.6 |
Group Name* [areos |
Data Link Encryption
SSC Hash IEnter SSC @mu;

Ilcontain 40 characters)

==

Figure 6-31 Configuring mobility peers on the C9800
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Configuration™ > Wireless* > Mobility

Global Configuration Peer Configuration

% Mobility Peer Configuration

:
L

MAC Y P Y Public Y Group Y Multicast Y Multicast Y
Address Address [ Name IPv4 IPv6 Status Y PMTU Y SSCHash
d478.9b3c.5eBb 192.168.1.5 N/A default 0.0.0.0 o N/A NfA f5d4c4b7dB03604abB152a06325
O ooboerz2000 '9%16816 19516816 airecs 0.0.0.0 : up | = 138
1 10 » - 2 of O

Figure 6-32 Monitoring mobility tunnel status on the C9800
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MONITOR  WLANS

CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Mobility Group Member > New

Member IP Address(lpvd/lpvé)  [192.168.1.5

Member MAC Address |d4:78:9b:3c:5e:8b |

Group Name | default |

Secure Mobility

Data Tunnel Encryption (Disabled v |

High Ciper (Disabled v |

Hash |none |

1. Hash, Secure mobility and Data Tunnel Encryption are not supported for IPv6 members

Figure 6-33 Configuring secure mobility on AireOS WLC
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Configuration- > Wireless- > Access Points

All Access Points

5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

%  Country

Click here for list of access point models and protocols supported per country and regulatory domain
Selected Country BE, CA, QA , ZA
Regulatory Domain
802.11a/n/ac: [ Indoor: ~AEM, Outdoor: ~ABEMN |
802.11b/g/n: [ Indoor: -AE, Outdoor: -ABEN ]

Q Search
Country Code Name
AE United Arab Emirates
AL Albania
AR Argentina
AT Austria
AU Australia
BA Bosnia
BB Barbados
BD Bangladesh

Figure 7-1 The country configuration page
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Configuration= > Wireless- > Access Points Edit AP

General Interfaces High Availability Inventory ICap Advanced Support Bundle
% All Access Points
Advanced AP Retransmit Config Parameters
Mumber of AP{s): 2
Country Code* BE v AP Retransmit Sount 5
AP w Admin - Base Radio ~ AP “
Name AP Model ~ Shots ~ Status IP Address  + MAC Mode Multiple Countries BE, CA, Q&, ZA AP Retransmit Interval 3
_ SHtiatcd: T b SUF e s g pmaraen
AlIR-CAP3T02I-
a700-rez s o 2 (] 91.181.218.194 @BID.3169.0390  Flex CAPWAP MTU 1485
i 10 v |items per page AP Link Latency Disabled
AP TCP MSS Enabled AP Dete
5 GHz Radios Adjust

AR T RIS El o Download to boatlash

Figure 7-2 Country selection for each AP
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|dggt:u parameLel s (300 uyLes)

» Tag: SSID parameter set: Darchis

» Tag: Supported Rates 18, 24(B), 36, 48, 54, [Mbit/sec]
» Tag: DS Parameter set: Current Channel: 64

» Tag: Traffic Indication Map (TIM): DTIM 1 of 1 bitmap
v Tag: Country Information: Country Code BE, Environment Unknown (@x04)
Tag Number: Country Information (7)

Tag length: 72

Code: BE

Environment: Unknown (0x04)

Country Info: First Channel Mumber: 36, Number of Channels:
Country Info: First Channel Number: 48, Number of Channels:
Country Info: First Channel Number: 44, Number of Channels:
Country Info: First Channel Number: 48, Number of Channels:
Country Info: First Channel Number: 52, Number of Channels:
Country Info: First Channel Number: 56, Number of Channels:
Country Info: First Channel Mumber: 68, Number of Channels:
Country Info: First Channel Number: 64, Number of Channels:
Country Info: First Channel Number: 108, Number of Channels:
Country Info: First Channel Number: 184, Number of Channels:
Country Info: First Channel Number: 108, Number of Channels:
Country Info: First Channel Number: 112, Number of Channels:
Country Info: First Channel Number: 116, MNumber of Channels:

Maximum Transmit Level: 23 dBm
Maximum Transmit Level: 23 dBm
Maximum Transmit Level: 23 dBm
Maximum Transmit Level: 23 dBm
Maximum Transmit Level: 23 dBm
Maximum Transmit Level: 23 dBm
Maximum Transmit Level: 23 dBm
Maximum Transmit Level: 23 dBm
Maximum Transmit Level: 30 dBm
Maximum Transmit Level: 3@ dBm
Maximum Transmit Level: 3@ dBm
Maximum Transmit Level: 3@ dBm
Maximum Transmit Level: 3@ dBm
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Figure 7-3 Country information element in an AP beacon

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



Figure 7-4 A steel-heavy industrial environment where reflections cause problems
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Exreg

Figure 7-5 A heavy door that can cause a lot of signal attenuation and typically breaks roaming
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Figure 7-6 An atrium is an open space with no attenuation connecting several floors, a Wi-Fi interference nightmare
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Configuration - > Radio Configurations~ > RRM

5 GHz Band 2.4 GHz Band FRA

General Coverage DCA TPC RF Grouping Spatial Reuse
Profile Threshold For Traps
Interference Percentage* | 10
Clients* 12
Noise* | -70
Utilization Percentage® 80
Throughput* | 1000000

Noise/Interference/Rogue/CleanAir/S| Monitoring Channels &

Channel List | Country Channels v |

RRM Neighbor Discover Type | Transparent v |

Monitor Intervals

Neighbor Packet Frequency (seconds)* 180
Reporting Interval (seconds)* 180
Neighbor Timeout factor* 20

Figure 7-7 Configuring RRM data collection settings
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Monitoring = > Wireless~ > Radio Statistics 5 GHz Band

General Client/AP Channel Interferance AirTime Faimess CAC Advanced
5 GHz Radios 2.4 GHz Radios Dual-Band Radios
Client Count : 3
Number of all 5 GHz radios: 3
Percentage Client by SNR Percentage Client by RSSI

AP v AP ~ Base Radip - Admin ~ Oper 100 100
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Figure 7-8 Monitoring AP neighbors
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Configuration~ » Radio Configurations~ > RRM

5 GHz Band 2.4 GHz Band FRA

General Coverage DCA TPC RF Grouping Spatial Reuse
Group Mode () Automatic
® Leader
Q off
Group Role Static-Leader
Group Update Interval 600 second(s)
Group Leader myc9800-CL (172.31.46.79)

Group Members

Total Group Members : 1

Group Name default
Protocol Version 2
Controller Name v IPv4 Address v  IPv6 Address v Joined ~ Join Failure Reason
myc9800-CL 172.31.46.79 = Yes NIA
1 10 » per pag

Figure 7-9 RF grouping monitoring and configuration page
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Configuration~ » Radio Configurations~ > RRM

5 GHz Band 2.4 GHz Band FRA

General Coverage DCA TPC RF Grouping Spatial Reuse

Powe & Power Assignment myc9800-CL (172.31.46.79)

E Avsignemunt MuSos Leader
Transmit Power Update 600 second(s)
Interval

Aut ti

Last Run; 43 second(s) ago

() On Demand Power Neighbor Count: 3

() Fixed

Max Power Level Assignment® 30

Min Power Level Assignment® -10

Power Threshold* =70

TPC Channel Aware |. DISABLED

Figure 7-10 TPC settings
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Configuration - > Radio Configurations -~ > RRM

5 GHz Band 2.4 GHz Band FRA

General Coverage DCA TPC RF Grouping Spatial Reuse

Enable Coverage Hole Detection v

Data RSS! Threshold* . -80 |
Voice RSSI Threshold* | -80 |
Minimum Failed Client per AP* | 3 |
Percent Coverage Exception Level per AP* ‘ 25 |
Voice Packet Count* ‘ 100 |
Data Packet Count* | 50 |
Voice Packet Percentage* ‘ 50 |
Data Packet Percentage® ‘ 50 |

Figure 7-11 Coverage hole detection algorithm settings
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Configuration * > Radio Configurations* > RRM

5 GHz Band 2.4 GHz Band FRA

General Coverage DCA TPC RF Grouping Spatial Reuse

Dynamic Channel Assignment Algorithm

Channel Assignment Mode @® Automatic

() Freeze

O Off
Interval | 10 minutes &
Anchortime | 0 v
Avoid Foreign AP Interference o

Avoid Cisco AP load

Avoid Non 5 GHz Noise v

Avoid Persistent Non-wifi Interference

Channel Assignment Leader myc9800-CL (172.31.46.79)
Last Auto Channel Assignment 286 second(s) ago
DCA Channel Sensitivity | medium v
Channel Width QO 20MHz O 40MHz O BOMHz (O 160MHz (@ Best
ngwic Bandwidth Selection Max Channel (O 20MHz ® 40MHz O 80MHz (O Max Allowed
i

Figure 7-12 DCA settings
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Configuration = > Wireless~ > Access Points

All Access Points

% 5 GHz Radios

Mumber of AP(s): 3

Slot b Admin ~ Operation
AP Name « No Base Radio MAC ~ Status Status Palicy Tag ~ Site Tag ~ RFTag ~ Channel ~ Power Level @
9130-etage 1 488b.0a35.1540 o [+] NicoHouseEtage Nicohouse NicehouseRF (64,60,52,56) *1J7 (16 dBm)
9130-etage 2 488b.0a35.1540 @ [+ ] MicoHouseEtage Nicohouse MicehouseRF (36)* *8/8 (-4 dBm)
3700-rez 1 B88f0.3169.d390 o (4] NicoHouseprod Nicohouse NicehouseRF (100,104,108,112) *1/6 (17 dBm)
1 10 « O

Figure 7-13 Manual channel configuration result
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Figure 7-14 Complex primary and secondary channel plans for various channel widths
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Add RF Profile

General 802.11 REM Advanced

Name* Enter Name

Radio Band | 5GHz Band v

Status BB oisaaie

Description Enter Description

NDP Mode

Figure 7-15 RF profile general configuration
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Configuration ™ » Tags & Profiles~ » RF/Radio Edit RF Profile
RE Radio ry Changes may result in loss of connectivity for cli at are ciated to APs with this profile
General a02.11 RRM Advanced
Swte Y RF Profile Name Y Band Y O
o o RFprofile 5GHz /| Operational Rates 802.11n MCS Rates
Low_Client_Dansity_rf_Sgh 5 GHz e
(5] (+] we_Client_| y_ri_5gl L Mbps Mandatory v Enabled Data Rates:
=] (4] High_Client_Density_rf_Sgh 5 GHz pr
= 9 Mbps Supporned -
g (+] Low_Client_Density_rl_24gh 2.4 GHz P [0,1,2,3,4,5,6,7,8/9,10,11,12,13,14,15,16,17,18
0 (4] High_Client_Density_rf_24gh 2.4 GHz B 12 Mbps Mandaiory = ,19,20,21,22,23,24,25,26,27,28,29,30,31]
a (4] Typical_Client_Density_rf_Sgh 5 GHz pr
18 Mbps Supported -
£ (4] Typical_Client_Density_rf_24gh 2.4 GHz P Enable MCS Index o
f . 24 Mbps Mandatory -
1 10 » (=] 0
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® 2
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Figure 7-16 RF profile configuration
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General 802.11 RRM Advanced

General Coverage TPC DCA

Dynamic Channel Assignment

Avoid AP Foreign AP Interference

Channel Width 20 MHz 40 MHz 80 MHz 160 MHz
® Best

B aw (HBas Das 52 [se
e ea Do Dios Bios EDnz
D11 Biz0 D122 Bizs Bizz Dizs

DCA Channels

@140
High Speed Roam
Mode Enable (]
Neighbor Timeout* 5
Default v

Client Network Preference

Figure 7-17 RF profile DCA configuration
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Edit RF Profile

General 802.11 RRM Advanced

High Density Parameters

Max Clients™ | 200 \
Multicast Data Rate (Mbps) | Auto v ‘
Rx Sop Threshold (dbm) | Auto = ‘

Client Distribution
Load Balancing Window* | 5 |
Load Balancing Denial Count* | 3 ‘

ATF Configuration

Status B osesen
Bridge Client Access B oisneien

Airtime Allocation 5 ‘

FRA

(]

Client Aware

11ax Parameters

Non-SRG 0BSS PD Max Threshold (dBm) | -62

Figure 7-18 RF profile advanced configuration
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Add Radio Profile

Name* myradioprofile

Description Enter Description

Antenna Beam Selection Not Configured

Wide Beam
Narrow Beam
Narrow from centre 10

Narrow from centre 20

MNumber of antenna to be
enabled

Figure 7-19 Radio profile configuration
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Add RF Tag x

Name™ ‘ Enter Name ‘
Description ‘ Enter Description J
5 GHz Band RF Profile | Global Config v |
2.4 GHz Band RF Profile | Global Config v |
5 GHz Slot 1 Radio Profile | myradioprofile v |
5 GHz Slot 2 Radio Profile | searchorSelect v |
2.4 GHz Slot 0 Radio Profile | Search or Select v |

Figure 7-20 RF tag configuration
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Monitoring = » Wireless - » CleanAir Statistics

5 GHz Band 2.4 GHz Band

Interference Devices Air Quality Report Worst Air Quality Report

AP Name v Interferer Type v Affected Channel v  Severity v  Duty Cycle ~ RSSI v Device ID v~ Cluster ID v
3700-rez BT Link 1 3 1 =76 Oxeeldd dd00.0000.0a59
3700-rez BT Link 1 - 1 -78 Oxee3b dd00.0000.0a5b
3700-rez BT Discovery 1 5 2 -75 Oxee3? dd00.0000.0a5c

1 10 «

Figure 7-21 2.4 GHz CleanAir Interferer device report
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Configuration ~ > Radio Configurations~ > CleanAir

5 GHz Band 2.4 GHz Band

General Trap Configuration
Enable CleanAir A
Enable SI v
Report Interferers v
Available Interference Types Interference Types to detect
BLE Beacon o TDD Transmitter

- Jammer

- Continuous Transmitter

<] DECT-like Phone
Video Camera

Figure 7-22 The CleanAir configuration page
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Configuration = > Wireless- > Access PoiflasiSais

Country

Level

CleanAir NSI Key

40690a9b090004ed0025010e0a0a001 CX

DHCP IPv4 Address

Static IP (IPv4/IPv6)

Figure 7-23 Obtaining the CleanAir key for a given AP
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General Interfaces High Availability Inventory ICap Advanced Support Bundle
W All Access Points
General Version
Number of AP(s): 2
AP Name* 9130-etage Primary Software Version 17.3.3.26
AP v AP v Admin
Name Model Slots v Status Location* etage Predownloaded Status N/A
9130- 4
C9130AXI-E 3 ] :
etage & © Base Radio MAC 488b.0a35.1540 Predownloaded Version N/A
AlR-
3700-rez
. CAP3702I- 2 o Ethernet MAC 70f0.960a.6470 Next Retry Time N/A
" E-K9
5 10 T Admin Status ENABLED Boot Version 1.1.2.4
v | ms per |
AP Mode (Eex = 10S Version 17.3.3.26
5 GHz Radios i i
Operation Status Registered Mini 10S Version 0.00.0
. Fabric Status Disabled IP Config
2.4 GHz Radios
LED Stets [! DEABLED, | CAPWAP Preferred Mode
Dual-Band Radios
LED Brightness. | 8 v

91.181.218.194
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Spectrum Analysis
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Figure 7-24 Cisco DNA Center spectrum live view
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Slot 0 (2.4 GHz) Slot 1 (5 GHz)

Radio Type 802.11ax - 2.4 GHz 802.11ax - 5 GHz
Radio Role Remote Remote
Admin Status Enabled Enabled
Number of Clients 3 2
Current Channel 6 64
Power Level © *3/8 (9 dBm) *1/7 (16 dBm)
Channel Utilization 15% 1%
Transmit Utilization 0% 1%
Receive Utilization 0% 0%

Figure 7-25 Radio statistics of an AP from the C9800 web interface
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Configuration~™ > Wireless~ » Advanced Show Me How °

Load Balancing Band Select Optimized Roaming High Density Preferred Calls RFID Cellular Steering

Band Select (i)

Cycle Count* | 2 ‘
Cycle Threshold (milliseconds)* | 200 ‘
Age Out Suppression (seconds)* | 20 ‘
Age Out Dual Band (seconds)* | 60 ‘
Client RSSI (dBm)* | -80 |
Client Mid RSSI (dBm)* | -80 ‘

Figure 7-26 Band Select global configuration
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General Security Advanced -
Coverage Hole Detection G Universal Admin D
Aironet [E @ 0 oKC (&)
Advertise AP Name D Load Balance D
P2P Blocking Action | Disabled v Band Select D
Multicast Buffer |. DISABLED IP Source Guard 0O
Media Stream Multicast- 0 WMM Policy Allowed b |
direct
mDNS Mode Bridging v |
11ac MU-MIMO (&) - —
Off Channel Scanning Defer
WiFi to Cellular Steering D
Fastlane+ (ASR) @ (=)
Defer Oo O 0O
Priorit
Deny LAA (RCM) clients D "
O: 02 s
Max Client Connections
Per WLAN 0 %;f"! Befer 100
Per AP Per WLAN o Assisted Roaming (11k)

-

D Cance I = Apply to Device

Figure 7-27 Off-Channel Scanning Defer setting
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Add WLAN ®

Configuration of '11v BSS Disassociation Imminent' is Device Analytics
supported from Command Line Interface (CLI)} anly

i
11ax Advertise Support ®

Advertise PC Analytics

Support €
Enable 11ax &

Share Data with Client D
Downlink OFDMA

11k Beacon Radio Measurement
Uplink OFDMA Client Scan Report
Downlink MU-MIMO

On Association O
Uplink MU-MIMO

On Roam D
BSS Target Wake Up Time

Figure 7-28 WLAN 11ax features configuration
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Configuration ™ » Radio Configurations ™ > Parameters

5 GHz Band 2.4 GHz Band

A 5 GHz Network is operational. Configuring EDCA Profile and DFS Channel Switch Announcement Mode will result in loss of connectivity of
clients.
EDCA Parameters 11ax Parameters
EDCA Profile i wmm-default -
Target Wakeup Time
Client Load Based enastep [
Configuration Target Wakeup Time Broadcast
DFS (802.11h) Multiple Bssid
BSS Color
A DTPC Support is enabled. Please disable it at Network to configure
Power Constraint 0BSS PD O
) f = - g Non-SRG OBSS PD Max Threshold (dBm)* -62
Power Constraint* 0
Channel Switch Status
Channel Switch | Loud =

Announcement Mode

Smart DFS

Figure 7-29 Global 11ax features configuration
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Configuration - » Radio Configurations = > RRM

5 GHz Band 2.4 GHz Band FRA

General Coverage DCA TPC RF Grouping Spatial Reuse
BSS Color Assignment hMode Automatic -
BES Color Assignment Leader* WLC {192.168.1.133) (2a02:a03f:b00F:3800::c41)
Last Run* 86 secondl(s) ago

Figure 7-30 OBSS coloring configuration
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Edit Radios 5 GHz Band

Configure Detail

General RF Channel Assignment

AP Name APA453-0E7B- Current Channel 64
DBE4

Channel Width 40 MHz
Admin Status

Assignment Method Global -
CleanAir Admin Status ENABLED .

Antenna Parameters

Tx Power Level Assignment

Current Tx Power Level 1
Antenna Type External

Assignment Method Global v
Antenna Mode Omni

BSS Color
Self-Identifying Antenna Not Present

BSS Color Global v
Antenna A Configuration -
Antenna B BSS Color Status
Antenna C Current BSS Color 44
Antenna D

Figure 7-31 AP-specific BSS color options
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Configuration = > Radio Configurations~ > RRM

5 GHz Band 2.4 GHz Band FRA

Flexible Radio Assignment

FRA Status* B oisesieo |

FRA Interval* _ 1 Hour v
FRA Sensitivity* medium el
Last Run 0 second(s) ago
Last Run Time 0 secondi(s)

Client Aware O

Client Select” . 50

Client Reset™ 5

Figure 7-32 FRA settings on the Catalyst 9800 controller
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Configuration - > Radio Configurations~ > Network

5 GHz Band 2.4 GHz Band

General

5 GHz Network Status v

A 5 GHz Network is operational. Configuring Beacon Interval, Fragmentation Threshold,
DTPC Support will result in loss of connectivity of clients.

Beacon Interval* 100
Fragmentation Threshold(bytes)* 2346
DTPC Support v

Tri-Radio Mode

Figure 7-33 Global tri-radio setting
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Configuration= > Wireless~ > Access Points Edit Radios 5 GHz Band
Configure Detail
All Access Points
General Role Assignment
% 5 GHz Radios
AP Name 9130-etage Assignment Method @ Auto (Client Serving)
Number of AP(s): 3 ~ 5 L
Client Se
Admin Status enesLen [ i
Slot Ad Admin Monitor
AP Name ~ No Base Radio MAC ~ Status
CleanAir Admin Status
9130-etage 1 488b.0a35.1540 ] RF Channel Assignment
9130-etage 2 488b.0235.1540 @ Global Tri-Radio Enabled @
M
3700-rez 1 BBf0.3169.d380 (] ode Csaract Dhaoiel 64
1 10 v | itens per pags Dual Radio Mode Auto
[?)Isabled:n Channel Width 80 MHz -
— Ass Method [
i ignment Metho Sustom v
2.4 GHz Radios Disabled i
Channel Number 64 .
Antenna Parametars

Figure 7-34 Global tri-radio setting
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Configuration = > Security - > Wireless Protection Policies
Rogue Policies Rogue AP Rules Client Exclusion Policies
General Auto Contain
Rogue Dataction Security Level Custom R Auto Containment Level 1 v
Expiration timeout for Rogue APs (seconds)® ! Auto Contalnment only for Monitor Mode APs
Validate Rogue Chents against AAA (m] Using our SSID O
Validate Rogue APs against AAA [m] Valid client on Rogue AP a
Rogue Poliing Interval (seconds) Adhoc Rogue AP ]
Detect and Report Adhoc Networks ] MFP Configuration
Rogue Detaction Client Number Thréshald*® [1] Global MFP State D
Rogue Init Timer (seconds)* AP Impersonation Detection 0O
AP Authentication D MFP Key Refresh Imerval (hours)* 24
AP Authentication Alarm Threshald®
Syslog Notification O

Figure 7-35 Rogue detection settings
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Add Rogue AP Rule x

Rule Name™ neighborcompany
Rule Type | Friendly v
State | External v |

[ ) Cancel ] = Apply to Device

Figure 7-36 A friendly rogue AP rule
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Edit Rogue AP Rule

Rule Name* W

Rule Type | Malicious : v |
State | Contain x |
Match Operation | Any v |
Enable Rule

Add Condition (S |
Minimum RSS! | -80

Manage SSID

User Configured SSID

Figure 7-37 A malicious rogue AP rule
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Edit AP Join Profile

General Client CAPWAP AP Management Security ICap QoS

Rogues

Rogue Detection v

Rogue Detection Minimum RSSI ‘ -90 ‘
Rogue Detection Transient Interval (seconds) | 0 ‘
Rogue Detection Report Interval (seconds) ‘ 10 ‘

Rogue Containment Automatic Rate Selection

Auto Containment on FlexConnect Standalone

aWIPS

aWIPS Enable

Figure 7-38 AP join rogue detection settings
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Configuration~ > Security~ > Wireless Protection Policies

Rogue Policies RLDP Rogue AP Rules Client Exclusion Policies

Configure all of these events

Excessive 802.11 Association Failures W
Excessive 802.1X Authentication Failures v
Excessive 802.1X Authentication Timeout v
IP Theft or IP Reuse ¥
Excessive Web Authentication Failures v

Figure 7-39 Client exclusion policies on the C9800
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Figure 8-1 Multicast in wireless

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



4. Multicast Router
builds (*,G), (S,G)

—_—

| Access Enterprise
| o/ 5’ Network T 5’ Network
X (e — .
/ AP C9800
1. IGMP Join 2. CAPWAP Tunnel 3. Proxy IGMP Join
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7.L2 broadcast 6. Unicast/Multicast CAPWAP Tunnel 5. Multicast Traffic
- -« <

Figure 8-2 Multicast packet flow in wireless
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Configuration™ > Services ™ » Multicast

Y
Global Wireless ENABLED ']
Multicast Mode
AP CAPWAP Unicast v
Multicast
Wireless mDNS @ oisasLeD
Bridging .
Wireless Non-IP @ osasiep
Multicast —_—

Wireless Broadcast

GMP Snooping @ oisasLen |

Querier

IGMP Snooping [ENABLED .}
Last Member Querier 1000

Interval

(milliseconds)

Figure 8-3 Enabling Multicast and MoU/MoM on the C9800
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Figure 8-4 MoU: the C9800 creating copies for each multicast packet
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Multicast

Figure 8-5 Packet format in MoU mode
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* Frame 284: 152 bytes on wire (1216 bits), 152 bytes captured (1216 bits)

Ethernet II, Src: Cisco 3c:5e:8b (d4:78:9b:3c:5e:8b), Dst: Cisco_bl:6c:c3 (e@:0e:da:bl:6c:c3)
| Internet Protocol Version 4, Src: 192.168.1.5, Dst: 10.5.1.11 ‘
> User Datagram Protocol, Src Port: 5247, Dst Port: 5248
» Control And Provisioning of Wireless Access Points - Data

IEEE 802.11 QoS Data, Flags: ...... Fs
» Logical-Link Control
Internet Protocol Version 4, Src: 10.15.1.2, Dst: 234.5.6.14 ‘
> User Datagram Protocol, Src Port: 8910, Dst Port: 8910
 Data (32 bytes)

Figure 8-6 Multicast packet snippet from the C9800 to the AP in MoM mode
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Figure 8-7 MoM: Network creates copies of multicast packets
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Unicast CAPWAP Header Multicast CAPWAP Header

AP Source  [kS AP CAPWAP | Source “'”é”j{ff‘“
IP Group IP IP 1;}; E
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Figure 8-8 Packet format in MoM
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> Frame 34: 152 bytes on wire (1216 bits), 152 bytes captured (1216 bits)
> Ethernet II, Src: Cisco_Bc:Se:Sb (d4:78:9b:3c:5e:8b), Dst: IPv4mcast_Pa:@a:0a (01:00:5e:0a:0a:0a)

Internet Protocol Version 4, Src: 192.168.1.5, Dst: 239.10.10.10 ‘
User Datagram Protocol, Src Port: 5247, Dst Port: 5247
> Control And Provisioning of Wireless Access Points - Data

> IEEE 802.11 QoS Data, Flags: ...... F.
> Logical-Link Control

> |Internet Protocol Version 4, Src: 10.15.1.2, Dst: 234.5.6.13 ‘
> User Datagram Protocol, Src Port: 8910, Dst Port: 8910

Data (32 bytes)

Figure 8-9 Multicast packet snippet from the C9800 to the AP in MoU mode
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Figure 8-10 Configuring MoM on the C9800
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Configuration™ > Tags & Profiles~ » Policy

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result ir
General Access Policies QOS and AVC Mobility
RADIUS Profiling 0O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device bled @
Classification

Local Subscriber Policy Name v
VLAN

VLAN/VLAN Group viangroup v
Multicast VLAN 100 |

Figure 8-11 Configuring VLAN Select or multicast VLAN on the C9800 wireless policy profile
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Configuration* > Services* > Multicast

% Wireless Broadcast and Wireless Non-IP Multicast

VLAN ID Y Non-IP Multicast Y Broadcast Y
1 Enabled Enabled
15 Enabled Enabled
150 Enabled Enabled
999 Enabled Enabled
1002 Enabled Enabled
1003 Enabled Enabled
1004 Enabled Enabled
1005 Enabled Enabled
1 10 »

© In case both Non-IP Multicast and Broadcast are enabled, the VL AN will not list on the table.

Figure 8-12 Default settings of wireless broadcast and non-IP multicast per VLAN when wireless multicast is enabled
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Configuration~ > Services~ > Multicast

Global Wireless ENABLED .

Multicast Mode

AP CAPWAP Multicast v
Multicast

AP CAPWAP I1Pv4 239.10.10.10
Multicast group

Address

]

AP CAPWAP Py
Multicast group
Address

o

Wireless mDNS

Bridging
Wireless Non-IP enasLeD i
Multicast

Wireless Broadcast enasled [

IGMP Snooping

Querier

IGMP Snooping ENABLED .
Last Member Querier 1000

Interval

(milliseconds)

Figure 8-13 Configuring wireless broadcast and non-IP multicast forwarding
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Figure 8-14 Media Stream packet flow
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Configuration ™ > Wireless* > Media Stream

General Streams

Multicast Direct Enable

Session Message Config

[«

ession Announcement D
State

17
]

(T

Session Announcement URL

Session Announcement
Email

Session Announcement
Phone

Session Announcement
Note

Figure 8-15 Configuring Media Stream globally
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Add Media Stream

General

Stream Name* |

Multicast Destination Start IPv4/IPvE |
Address*

Multicast Destination End IPv4/IPv6 |
Address*

Maximum Expected Bandwidth (Kbps)* | 1000

Resource Reservation Control (RRC) Parameters

Average Packet Size* | 1200 |
Policy | admit v |
Priority |f7 _'
Qos | video

Violation [ Drop v

Figure 8-16 Configuring multicast stream details with their characteristics
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figuration ~ adio Configurat * > Media Parameters

5 GHz Band 2.4 GHz Band
Media Voice
General Call Admission Control (CAC)
Multicast Direct Admission Control Traffic Stream Metrics

| Stre (@] Metric (]

84000
Mec 5
- .
A 2
M 8
r 0
-
A R 80

Media Stream - Multicast Direct
Parameters

Figure 8-17 Configuring Media Stream on 2.4 GHz and 5 GHz bands
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Configuration™ > Tags & Profiles ~ > WLANSs

Edit WLAN

A Changing WLAN parameters while it is enabled will re|

General Security Advanced Add To Policy Tags
Coverage Hole Detection
Aironet IE © D

0

Advertise AP Name

P2P Blocking Action | Disabled = |
Multicast Buffer @ oisasLen

Media Stream Multicast-

direct

Figure 8-18 Enabling Media Stream on a client WLAN profile
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Figure 8-20 Default mDNS bridging in action
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Figure 8-21 mDNS gateway in action
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Figure 8-22 Configuring the C9800 as mDNS gateway globally
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Configuration = > Tags & Profiles~ > WLANs

Edit WLAN

General Security Advanced Add To Policy Tags

@)
O

Coverage Hole Detection Universal Admin

Aironet lE @

(@]

OKC

0O O

Advertise AP Name Load Balance

0 0 0O

P2P Blocking Action ! Disabled v Band Select
Multicast Buffer @ osasiep IP Source Guard
Media Stream Multicast- D WMM Policy | Allowed v
direct

mDNS Mode Gateway v ]
11ac MU-MIMO

Figure 8-23 Enabling the MDNS gateway on the WLAN
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Configuration~ > Tags & Profiles~ > Policy
Edit Policy Profile
A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy
General Access Policies QOS and AVC Mobility Advanced
WLAN Timeout Fabric O
Profile
Session Timeout (sec) 1800 Link-Local 0O
' Bridging
Idle Timeout (sec) 300
mDNS Service default-(gps-servic w
Policy
Idle Threshold (bytes) 0 airparrot-paolicy
_ Hotspot Server v
Client Exclusion Timeout ‘ 60

Figure 8-24 Configuring an mDNS service policy on a wireless policy profile
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Quick Setup: Service Definition

Service Definition
Name*

Description

Service Type

._squirrels-
ssp._tcp.local

Figure 8-25 Creating a custom service definition
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Figure 8-26 Creating a service list mapping custom service definitions and services from the master service list
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Quick Setup: Service Policy

Service Policy Name* [ a"parrnt-sen:be-pollcy]

Service List Input I airparrotin - ]

Service List Qutput | None . |

Location

ap-location [=1 Apply to Device

ap-name

Iss
regex ap-location
regex ap-name
site-tag

S50

Figure 8-27 Creating a service policy and mapping service filters
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Advanced

Configuration~ > Layer2~ > VLAN Edit SVI: Vian15

DHCP Relay

‘
bs

%)
®

Policy Management

—

Figure 8-28 Enabling the mDNS gateway on a VLAN SVI
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Add mDNS Flex Profile

Profile Name*

Service Cache Update Timer ‘ 1 Default (1-100)

Statistics Update Timer ‘ 1 Default (1-100)

VLAN(s) (® ‘

Figure 8-29 Defining an mDNS Flex profile
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Figure 9-1 Simplified view on an enterprise network
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Figure 9-2 EDCA slots for each access category

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



Voice 2080
Video 4096
Best Effort 2528
Background 2528

Figure 9-3 TXOP values for each access category
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Figure 9-4 The UP (802.1D) bits in the 802.11 header
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Figure 9-5 The UP value in a real over-the-air capture

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



Access Category (AC) UP values
Background (AC_BK)

Best Effort (AC_BE) 0,3

Video (AC_VI) 4,5

Figure 9-6 Table with UP to Access Categories mapping
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Figure 9-7 Client UP value to queue mapping at the AP
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Figure 9-8 DSCP value in the IPv4 header
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AF11 =DSCP 10

'

Class Value

—

AF1 |001 [ dp |0
AF2 [010[dp [0
Drop
AF3 011 | dp 0 Probability | Value $F|
AF4 100 [ dp | O ) -
Low 01 |AF11
EF(46) [ 101 | 11 0 Medium [ 10 |AF12
|CS3(24)[ 011 | 00 | O High 11 |AF13

AF = Assured Forwarding (DSCP 10 to DSCP 38)
EF = Expedited Forwarding (DSCP 46)

CS = Class Selector. Used to preserve partial backward
compatibility with IP precedence.

Figure 9-9 Class Selector and DP bits
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DSCP DSCP DSCP DSCP
Class (bin) (hex) (dec)
none 000000 |0x00 0
csi 001000 |0x08 8
af11 001010 |O0x0A 10
af12 001100 |0x0C 12
af13 001110 |O0xOE 14
cs2 010000 |0x10 16
af21 010010 |0Oxl12 18
af22 010100 |0Ox14 20
af23 010110 |0x16 22
cs3 011000 |0x18 24
af31 011010 |Oxl1A 26
af32 011100 | 0x1C 28
af33 011110 | O0x1E 30
cs4 100000 |0x20 8e
af41 100010 |0x22 34
af42 100100 |0x34 36
af43 100110 |0x26 38
35 100100 |0x28 40
ef 101110 |0x2E 46
csb 110000 |0x30 48
cs7 111000 | 0x38 56

Figure 9-10 DSCP classes and the associated values
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RFC 4594-Based Model

Network Control

Internetwork Control
Voice + DSCP-Admit
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Figure 9-11 DSCP classes and the associated values
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Figure 9-12 Upstream and downstream directions
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IETF DiffServ Service Class DSCP name DSCP value uP Access Category
Network Control (Reserved) CS57 56 0] AC_BE
MNetwork Control or Internet-work CS6 48 0 AC_BE
Voice (and Voice-admit) EF 46, 44 6 AC_VO
Signaling CS5 40 5 AC_VI
Multimedia Conferencing AFA1 AF42, AFA3 34, 36, 38 4 AC_VI
Real-Time Interactive Cs54 32 5 AC_VI
Multimedia Streaming AF31, AF32, AF33 26, 28, 30 4 AC_VI
Broadcast Video CS3 24 4 AC_VI
Low-Latency Data AF217, AF22, AF23 18, 20, 22 = AC_BE
OAM CS2 16 0 AC_BE
High-Throughput Data AF11, AF12, AF13 10,12, 14 2 AC_BK
Standard %Frﬂf;?#g} 0 0 AC_BE
Low-Priority Data G5 8 1 AC_BK

Figure 9-13 DSCP to UP mapping based on RFC 8325
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Figure 9-14 QoS policy targets
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Classification ACL

ip access-list extended AutoQos-4.0-Output-Acl-CAPWAP-C
10 permit udp any eqg 5246 16666 any

Class-map definition

class-map match-any AutoQos-4.0-Output-CAPWAP-C-Class
match access-group name AutoQos-4.0-Output-Acl-CAPWAP-C
class-map match-any AutoQos-4.0-Cutput-Voice-Class

match dscp ef

Policy-map definition
policy-map AutoQos-4.0-wlan—-Port-Output-Policy
class AutoQos-4.0-Output-CAPWAP-C-Class
priority level 1
class RutoQos-4.0-Output-Voice-Class
priority level 2
class class-default

Service-policy attachment

interface TenGigabitEthernet0/0/0
service-policy output AutoQos-4.0-wlan-Port-Output-Policy

Figure 9-15 MQC policy
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CAPWAP Encapsulated

S/l DSCP | Payload Rl (502.11 DSCF’

CAPWAP Encapsulated

802.11|rsiey

802.1q/DSCP

DSCP | Payload

I CAPWAP
50000

Wired
Network

Figure 9-16 “Trust” DSCP in the downstream direction
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Figure 9-17 “Trust” DSCP in the upstream direction
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Dashboard

Monitoring Policy Name

D AVC flex

(O  QoS-flex
Administration

Licen

Troubleshooting

Figure 9-18 Click Add to start configuring a new QoS policy
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Add QoS

Paolicy Name™ | test ‘
Description | ‘
Match Y Match Y Mark Y Mark Y Police Value b i AVC/{User by o
Type Value Type Value (kbps) Drop Y Defined Actions Y
0 | 10 » | items per page Mo items to display

-+ Add Class-Maps

Figure 9-19 Start adding the classification logic
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Add QoS

Palicy Name™

Description

Match Y Match
Type Value

AVC/User Defined
Match
Drop

Match Type

test ‘
Y Mark Y Mark Y Police Value Y AVCfUser g
Type Value (kbps) Drop Y Defined Actions
10 w |items per page No items to display
[ AVC v
@ Any [@F]
| protocol V |
Available Protocol(s) Selected Protocol(s)
picasa - ping -
pim-rp-disc
pinterest - -

=13

Figure 9-20 Configuring a policy to match and drop ping traffic
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Add QoS

Match Y Match Y Mark Y Mark Y Police Value b AVC/User Y
Type Value Type Value (kbps) Drop Y Defined Actions Y
O protocol ping None 8 Enabled AVC m
1 10
AVC/User Defined AVC A
Match @ Any Q aul
Mark Type bsce v
Mark Value 8 v
Drop ]
Police(kbps) 8 - 10000000
Match Type protocol =
Available Protocol(s) Selected Protocol(s)
facetime a facebook-video -
fastirack E‘ facebook-media
fastirack-static facebook-audio
fatserv - |Z] facebook x

Figure 9-21 Configuring a policy to match and mark down Facebook traffic
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Policy Name* ‘ test ‘
Description ‘ ‘
Police Y
Match Y Mark Y Mark Y Value AVC/User Y
Type Match Value Y Type Value (kbps) Drop Y Defined Actions Y
[:] protocol ping None 8 Enabled AVC g

facebook-video,facebook-
D protocol media,facebook- DSCP 8 Disabled AVC @
audio facebook

1 | 10 « . items per page 1 - 2 of 2 items
-+ Add Class-Maps
Class Default
Mark None v | Police(kbps) 8 - 10000000 ‘
[
[N
|
| Dscp
Drag and Drop, double clig add/remove Profiles from Q Search

Selected Profiles | Usax Prloity —

Figure 9-22 Configuring a policy for class-default
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Add QoS

Class Default
Mark | DSCP - | Police(kbps) l 8 - 10000000 ‘
Value ‘ 0 v ‘
Drag and Drop, double click or click on the button to add/remove Profiles from ' Q Search .

Selected Profiles

Available (2) Selected (1)

Profiles Profiles Ingress Egress
ﬁ OEAP-policy <> ﬁ flex-policy 3
E default-policy-profile 2>

Figure 9-23 Assigning the policy to the policy profile(s)
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Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled’

General Access Policies QOS and AVC

Auto QCIS I None - |

QoS SSID Palicy

Egress 1est x v |

Ingress 1est e |

QoS Client Policy

Egress s |
QoS-flex ‘

Ingress AVC_flex ‘
test

SIP-CAC -

Figure 9-24 Assigning the policy at SSID or client level, or both
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Authorization Profiles > QoS_AAA
Authorization Profile

* Name [ Qos_aaa |

Description

4

" Access Type [ACCESS_ACCEPT k|

Network Device Profile & Cisco | v | &

Service Template O
Track Movement |

Oa

Passive |dentity Tracking 0a

i » Common Tasks

¥ Advanced Attributes Settings

i: [ciscorcisco-av-pair Q| = {iu:suh-qas-nnliw-m=Manlicy ;}|

[Cisco:ciscn-av—pail (?| = \ip:sub-qos-pollcy-uur=|-‘|vPqu:v :.i|

v Attributes Details

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:sub-gqos-policy-in=MyPolicy
Cisco-av-pair = ip:sub-qos-policy-out=MyPolicy

Figure 9-25 Authorization profile in ISE for AAA QoS override
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Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled’

General Access Policies QOS and AVC

Auto QoS ‘ None - |

QoS SSID Policy | Enterprise
Voice

Egress Guest

Fastlane

Ingress

Figure 9-26 Auto QoS configuration under the Policy profile
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@

CAPWAP Encapsulated
802.11/[0el0 )z

Wi-Fi DiffServ domain

Figure 9-27 Bronze QoS profile, downstream
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CAPWAP Encapsulated
1
(SI=8 DSCP | Payload 02RBll DSCP | Payload ® DSCP

DSCP

Wi-Fi DiffServ domain

Figure 9-28 Bronze QoS profile, upstream
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Access
Network

Figure 9-29 AVC in local mode and Flex central switching is applied at the WLC
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Access
Network (SDA)

Figure 9-30 AVC in FlexConnect local switching and SDA wireless is applied at the AP
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Monitoring = > Services™ »  Application Visibility

NEAR Pratocel Pack Version: 55.0

NEAR Version: 43

Sounce Type s8I0 Direction Intadval
SSID - | AI-SSID - Both - Last 2 hours -
8 Cionts

Last updated:May 12, 2021 13:16:54
Usage Mext update: 02:00 [MM:S5)

B4 EKp:
2. 4Kps —
- 11:0 12:18 12:30 12:48 12:00 1218
Application T Usage(%) T Usage YT Racewed T Sant 2 i
Hypertext Transfer Protocol Secure (HTTPS) 61.70 2.9MB 50.0KB 2.9M8
Apple services 7.72 375068 19.0KB 356.0KB
iCloud 7.00 340 0K 178.0KB 162.0kB
Apple Push Notification Senvce 6.84 332 0KE 182 0KB 150 0KB
Siri an 161,068 120.0KB 41.0KB
WhatsApp 2.53 123068 9.0KB 114.0KB
Google Services 2.04 99.0KB 45.0KB 54.0KB

Figure 9-31 Monitoring AVC
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Configuration ™ > Radio Configurations~ > Parameters

5 GHz Band 2.4 GHz Band

A 5 GHz Network is operational. Configuring EDCA Profile

EDCA Parameters
EDCA Profile ~ wmm-default v '
[von-soi

DFS (802.11h) custom-voice

optimized-video-voice
A DTPC Support is enabled. Ple; optimized-voice con

svp-voice
fastane

Figure 9-32 EDCA profile settings for a 5 GHz network
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Edit Policy Profile

General Access Policies QOS and AVC

Auto QoS | Fastlane v ‘

QoS SSID Policy

Egress | platinum ol v

Ingress | platinum-up x v

Figure 9-33 Recommended policy profile settings for an SSID with voice traffic
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Edit AP Join Profile

General Client CAPWAP AP Management Security ICap QoS

Action Frame

Trust DSCP Upstream

Figure 9-34 Trust DSCP settings under the AP Join Profile
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Figure 10-1 Redundancy port on the C9800L-C, C9800L-F, C9800-40, and C9800-80
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(<) Deploy OVF Template ) - |I:'I|_§

Network Mapping
What netwaorks should the deployed template use?

Source
OVF Template Detads Map the networks used in this OVF template to networks in your inventory
Name and Logation
Deglovment Configuration Source Networks | Destination Networks ]
it GigabREthernet] VM Network
work Mapping = }
Ready to Complete W | T ~ |
GigabREthernet3 VLANSO
Description:
Wireless management network interface. Conect to AP [ Clients traffic network. |

Figure 10-2 vNIC mapping for a C9800-CL over ESXi
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Figure 10-3 RP-to-RP connectivity between two C9800-L-Cs, two C9800-40s, and two C9800-CLs
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Enterprise network Enterprise network
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RMI TCP Session
HSRP Standby
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: 9800 connection 9800 : : 9800 connection 9800 : : 9800 connection 9800 :
| Active Standby | | Active Standby | | Active Standby |

VSS Pair with Split links VSS Pair - no Split links HSRP

Figure 10-4 Supported topologies from an RP+RMI C9800 HA pair
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Administration ™ > Device

General Redundancy [[. DISABLED ﬂ
Configuration

FTP/SFTP/TFTP 2 :
Active Chassis 1 ‘
Priority™

Redundancy

Figure 10-5 Enabling the HA SSO
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Administration = > Device

General Redundancy enaeteD i)

Configuration

FTPISFTPITFTP
Redundancy Pairing Type ®) RUIRP R

Redundancy

RMI IP for Chassis 1* 192.168.1.15 ]

RMI IP for Chassis 2* 192.168.1.17
Management Gateway ENABLED
Failover * .
G:tc-w.’:;,- Failure Interval 8

(seconds)

Local IP 169.254.1.15

-

Remote IP 169.254.1.17

Keep Alive Timer 1 x 100 (milliseconds)
Keep Alive Retries j
Chassis Renumber 1
Active Chassis Priority™ 2
Standby Chassis Priority™ I 1 ;

[H]

Figure 10-6 Configuring SSO redundancy on a C9800
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C9800-L-X-K9 platform with 16777216 Ebytes of main memory

File size is 0x000015cf

Located packages.conf

Image size 5583 inode num 26, bks cnt 2 blk size 8+%512

i

File size is 0x023£f44c5S

Located C9800-L-rpboot.17.06.01.5PA.pkyg

Image size 37700805 inode num 506916, bks cnt 9205 blk size 8*%S512

P i I e R R i i i e 22222 2R 2222
FEEESSES S22 EEHE0REFET2EEEE3E00E0E000FF0FsRETRRREy
R e R i i R i ]
FEERI TSI SISO E ST REESEE R

Boot image size = 37700805 (0x23£44c5) bytes

ROM:RSA Self Test Passed
ROM:Sha512 Self Test Passed

Package header rev 3 structure detected
Calculating SHA-1 hash...done
validate package cs: SHA-1 hash:
calculated 2£5b2£34:80£f4afBa:b3b586cl:d41lcasl2:7736d6EE
expected 2f5b2£34:80f4afBa:b3b586cl:d4lcasl2:7736d66E
Validating main package signatures

RSA Signed RELEASE Image Signature Verification Successful.

Image validated

Aug 25 20:43:36.605: %PMAN-3-PROC_EMPTY EXEC_FILE: R0O/0: pvp: Empty executable used for process
bt_logger

Waiting for remote chassis to join

Figure 10-7 Chassis initialization before HA pairing
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*Aug 29 15:10:59.998: %STACEMGR-6-STACK_LINK_CHANGE: Chassis 2 R0O/0: stack_mgr: Stack port 1 on
Chassis 2 is up

*Aug 29 15:10:59.998: %STACRMGR-6-STACK_LINK CHANGE: Chassis 2 R0/0: stack mgr: Stack port 2 on
Chassis 2 is up

*Aug 29 15:11:00.191: %STACRMGR-6-CHASSIS_ADDED: Chassis 2 RO/0: stack mgr: Chassis 2 has been added
to the stack.

*Aug 29 15:11:01.468: %PMAN-3-PROC_EMPTY EXEC_FILE: Chassis 2 RO/0: pvp: Empty executable used for
process bt logger

*Aug 29 15:11:01.497: %STACRKMGR-6-CHASSIS ADDED: Chassis 2 R0/0: stack mgr: Chassis 2 has been added
to the stack.

*Aug 29 15:11:03.409: %PMAN-3-PROC EMPTY EXEC FILE: Chassis 2 R0O/0: pvp: Empty executable used for
process bt_logger

*Aug 29 15:11:03.457: %STACEMGR-6-CHASSIS_ADDED: Chassis 2 R0O/0: stack_mgr: Chassis 2 has been added
to the stack.

*Aug 29 15:11:03.746: $STACEKMGR-6-ACTIVE ELECTED: Chassis 2 R0/0: stack mgr: Chassis 1 has been
elected ACTIVE.

*Aug 29 15:11:04.390: %PMAN-3-PROC_EMPTY EXEC FILE: Chassis 2 R0/0: pvp: Empty executable used for
process bt_logger

*Aug 29 15:11:04.987: %RIF_MGR_FSM-6-RP_LINFK_UP: Chassis 2 R0O/0: rif mgr: The RP link is UP.

*Aug 29 15:11:04.987: %STACRMGR-1-DUAL_ ACTIVE_CFG_MSG: Chassis 2 R0/0: stack_mgr: Dual Active
Detection link i=s available now

Figure 10-8 Active election
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*Aug 29 20:44:57.925: %RIF_MGR_FSM-6-GW_REACHABLE ACTIVE: Chassis 1 R0/0: rif mgr: Gateway reachable
from Active

*Aug 29 20:45:08.545: %IOSXE_REDUNDANCY-&-PEER: Active detected chassis 2 as standby.

*Aug 29 20:45:08.540: %STACRKMGR-6-STANDBY ELECTED: Chassis 1 R0O/0: stack _mgr: Chassis 2 has been
elected STANDBY.

Figure 10-9 Standby election
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*Aug 29 20:44:07.123: %EWLC_HA LIB MESSAGE-6-BULR_SYNC STATE INFC: Chassis 1 R0O/0: wncmgrd: INFO: Bulk
sync status : CCLD

Figure 10-10 Standby comes up cold prior to the bulk sync
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*Aug 29 20:45:17.087: %VOICE_HA-7-STATUS: NONE->SSO; SSO mode will not take effect until after a
platform reload.

*Aug 29 20:45:18.585: %REDUNDANCY-S-PEER MONITCR EVENT: Active detected a standby insertion
(raw—-esvent= PEER_FOUND {4}))

*Aug 29 20:45:18.589: SREDUNDANCY-S5-PEER_MONITOR_EVENT: Active detected a standby insertion
(raw-event=PEER_REDUNDANCY STATE_CHANGE(3))

*Aug 29 20:45:20.149: Syncing wvlan database

thug 29 20:45:20.165: Vlan Database sync done from bootflash:vlan.dat to stby-bootflash:vlan.dat (€16
bytes)

*Aug 29 20:45:30.534: %CRYPTO ENGINE-4-CSDL COMPLIANCE RSA WEAR REYS: RSA keypair

CISCO_IDEVID SUDI_LEGACY is in violation of Cisco security compliance guidelines and will be rejected
by future releases.

*Aug 29 20:45:51.774: %SMART LIC-3-COMM FAILED: Communications failure with the Cisco Smart License
Utility (CSLU) : Unable to resolve server hostname/domain name

*Aug 29 20:47:21.226: %RIF_MGR FSM-6-RMI_LINFK_UP: Chassis 1 R0/0: rif mgr: The RMI link is UP.

*Aug 29 20:47:23.646: %HA CONFIG_SYNC-6-BULFK_CFGSYNC_SUCCEED: Bulk Sync succeeded

*Aug 29 20:47:23.686: %VOICE_HA-7-STATUS: VOICE HA bulk sync done.

*Aug 29 20:47:24.725: %RF-5-RF_TERMINAL STATE: Terminal state reached for (Ss0)

Figure 10-11 Standby comes up hot after the bulk sync
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95800Lfredundancy force-switchover
Proceed with switchover to standby RP? [confirm]
Manual Swact = enabled

Chassis 1 reloading, reason - Non participant detected

*Aaug 31 07:26:52.680: RMI-GW-NOTICE: Forced switchover notification received

*Aug 31 07:26:53.782: %RF-S5-RF_RELOAD: Self reload. Reason: redundancy force-switchover

Bug 31 07:26:54.805: %PMAN-S-EXITACTION: CO0/0: pvp: Process manager is exiting:

Aug 31 07:2€6:54.842: %PMAN-S5-EXITACTION: F0/0: pvp: Process manager is exiting:

*Aug 31 07:26:54.060: %SYS-5-SWITCHOVER: Switchover requested by red switchover process. Reason:

redundancy force-switchover.BAug 31 07:27:00.884: %PMAN-S-EXITACTION: R0O/0: pvp: Process manager is
exiting: process exit with reload fru code

Figure 10-12 SSO switchover on the active C9800
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S5800L-sthy#Ewlc: triggered dual-active recovery,setting hostnams to $800L, Mode: 4

*Aug
*Aug

*Aug

*Aug
*Aug
*Aug

*Aug

*Rug
*Aug
*Aug
*Aug
*Aug

31
31

31

31
31
31

31

31
31
31
31
31

07:26:53.881:
07:26:53.881:

07:26:53.881:

07:26:53.881:
07:26:53.881:
07:26:54,.164:

07:26:54.556:

07:26:54.676:
07:26:54.681:
07:26:54.681:
07:26:54.710:
07:26:54.710:

active (mgmt)
*Aug 31 07:26:54.731:

$REDUNDANCY-3-SWITCHOVER: RP switchover (PEER NOT PRESENT)
$REDUNDANCY-3-REDUNDANCY ALARMS: Unable to assert REDUNDANCY alazrm

SREDUNDANCY-3-REDUNDANCY ALARMS: Unable to assecrt REDUNDANCY alarm
$REDUNDANCY-3-SWITCHOVER: RP switchover (PEER_DOWN)

SREDUNDANCY-3-SWITCHOVER: RP switchover {EEER_REDUNDANCY_STATE_CHANGE]
SNMPEA-CHEPT: chkpt: msg is NULL

SNMPHA-CHEPT: chkpt: msg is NULL

WLC-HA-Notice: RF Progression event: RF PROG ACTIVE FAST, Switchover triggered
SLINEK-3-UPDOWN: Interface Lsmpil, changed state to up

SLINR-3-UPDOWN: Interface BEOBCO, changed state to up

RMI-HAINFRA-INFO: Configured primary IP 152.168.1.5/255.255.255.0 on active (mgmt)
RMI-HAINFRA-INFO: Configured secondary IP 192.168.1.17/255.255.255.0 on

%$VOICE_HA-2-SWITCHOVER_IND: SWITCHCVER, from STANDBY HOT to AETIVﬂ state.

Figure 10-13 SSO switchover on the standby C9800
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9800L#show chassis rmi
Chassis/Stack Mac Address : d478.9%b3c.5e80 - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair
H/W Current

Chassis$ Role Mac Address Priority Version State ip RMI-IP
x] Active d478.9b3c.5280 1 Vo2 Ready 169.254.1.15 192.168.1.15
2 Standby d478.9b3c.5f£60 1 voz Ready 169.254.1.17 192.168.1.17

9800L#show redundancy states
my state = 13 =-ACTIVE
peer state = § -S5STANDBY HOT

Mode = Duplex
Unit = Primary
Unit ID = 1

Redundancy Mode (Cperational) = sso
Redundancy Mode (Configured) = sso
Redundancy State = sso
Maintenance Mode = Disabled
Manual Swact = enabled
Communications = Up

client count = 150
client notification TMR = 30000 milliseconds
RF debug mask = 0x0
Gateway Monitoring = Enabled
Gateway monitoring interval = & secs

Figure 10-14 HA monitoring from the active C9800
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9800L-stby#show chassis rmi
Chassis/Stack Mac Address : d478.9b3c.5e80 - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair
H/W  Current

Chassis# Role Mac Address Priority Version State Ip RMI-IP
1 Active d478.9b3c.5e80 1 Vo2 Ready 169.254.1.15 192.168.1.15
*2 Standby d478.%03c.5L£60 1 Vo2 Ready 169.254.1.17 192.168.1.17

9800L-stby#show redundancy states
my state = § -STANDBY HOT
peer state = 13 -ACTIVE
Mode = Duplex
Unit = Primary
Unit ID = 2

Redundancy Mode (Operational) = sso
Redundancy Mode (Configured) = sso
Redundancy State = sso

Maintenance Mode = Disabled
Manual Swact = cannot be initiated from this the standby unic
Communications = Up

client count = 150
client notification THMR = 30000 milliseconds
RF debug mask = 0x0
Gateway Monitoring = Enabled
Gateway monitoring interval = § secs

Figure 10-15 HA monitoring from the standby C9800
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vionitoring ™ > General~ > System

1 Inventory Meamory Utilization ireless Ir Management Summary Redundancy P
General Sandby Statistics
ACTIVE
STANDBY HOT
Unit Prnmary Up
Unit ID 1 Fallures 1
Redundan! Mode 50 Sw tem Experienced 0
Redundancy Mode|Conl S0
Chassis Details
MAC Y HW Y Cument Y|P Y RMIP Y Mobiity MAC Y Image Y Device Y
Chassis Y Role T Address Priofity YV Version State Address Address Address Version Uptime:
nours, 21
"1 Actve 04/8.903c.5280 1 Vo2 feaay 169.254.1.1% 192.168.1.0% 04/8.903¢.9280 14.6.1 i f_,,_'
2 Standby d4/8.903c.5f60 1 voz Reaay 169.254.1.17 192.168.1.1/ 0000.0000.0000 17.6.1 Tiuis =
1 | 10 »
Switchover Details
Indlex Y Previous Active Y Cument Active YT Swich Over Time Y  Switch Over Reason h 4

o | 10 + |items per page

Figure 10-16 HA state monitoring from the active C9800 GUI
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Dashboard

Natwork Wirelass LANs Access Points Chents Rogues Interferers
5 GHz 0 4-_:_..,\ -I (.l,) 0 Active 0 APs O 5 GHz 0
2.4 GHz o r'_,.a“;_\ 2 (TJ 0 Excluded O Clients O 2.4 GHz 0

Overview tH
il CPU & Memory Pressure Graph »
Elu'.:l Active v |

Memory Used (3%) vs Device Time

e e

CPU (%) vs Device Tim{ Standby

CPU: 100% | 100%
Memory Details = Size (KB)
[ 0 v J 8% | 5%
0% Total 15838968
Process CPU (%) - Used 4110600 %
User 9.20 il Free 11728368 i
System 1.70 N | Commitied 4673396 0% A
% 4
Idle 89.10 23:12:20
& Advanced Memory View = he ,m"l"_
w— User == Systam = |die = Criticzl (»83%)

@ Advanced CPU View

Figure 10-17 HA active and standby resource monitoring from the active C9800 GUI
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WARNING: Removing RMI configuration will result in both
the chassis moving into Stand Alone mode. This involves
reloading the standby chassis after clearing its RMI
configuration and coming up with day-0 configuration. Do
you wish to continue? [y/n]

Figure 10-18 Disabling HA SSO
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Configuration ™ > Wireless * > Mobility

-

Global Configuration Peer Configuration

Mobility Group default
Name*

Multicast IPv4 0.0.0.0
Address

Multicast IPv6
Address

Keep Alive Interval 10

(sec)*

Mobility Keep Alive 3

Count*

Mobility DSCP Value* 48

Mobility MAC <Mobility MAC>
Address

DTLS High Cipher

Only*

Figure 10-19 Mobility MAC Configuration
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Single controller w/Multi-chassis LAG SSO Pair w/Multi-chassis LAG

Enterprise network

Enterprise network

|
_A—

——

o1 fo—
/ 000000 4 000000l
Switch 1 q Switch 2 Switch 1 q Switch 2
I [ I

VLAN 10, 30, 50 VLAN 20, 40, 60

Te0/0/0 Te0/0/2

Te0/0/2 Te0/0/1 Te0/0/3
Te0/0/3 e e | R i —eE

Te0/0/0
Te0/0/1

Catalyst 9800 9800 connection - 9800

Active Standby

Figure 10-20 C9800 to switch connections with Multi-Chassis LAG
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S R IR - Cdit AP Join Profile

| Beneral Clhient CAPWAP AR Management Security Cap D05
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= == | High Availability Advanced
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O oefaun-ap-profie <f CAPWAP Timers AP Fallback to Primary
1 1 v |
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Figure 10-21 N+1 HA configuration on access points
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Contguration™ > Wireless ™ > Access Poins [ aaa

General Interfaces High Availability nventory ICap Advanced Support Bundle
W All Access Points
MName Management IP Address (IPvaIPvE)

Pnmary Controlier | | | i
Total APs @ 1

Secondary Controller | | | ‘
AP Name i AP Model :

[ertiary Controller ' ‘ I ‘
9120 i e C9120AX-8 | - — e = —
4 i

— AP fallover pronty | Low - |
1 ‘ LU | LEMS per pag

Figure 10-22 N+1 HA Configuration on AP Join Profile
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" All Access Points

[Current Activu] Current Standby]  Preferred Active

Mot Confgurd

Number of AP(s): 3

0 -
AP . AP . EWC image Admin ~ ® Base Radio AP -
Marmo WAkl Capatle Type Sots ~ Siatus Addross MAC Mode
k . A -
O o API802 No CAPWAR 2 V] 192.168.1.9% 25.1001.50 o
& e
o [n:..l\ ‘ ,:;_.;n-.,ut T o ] 2 ® 102.168.1.68 50213876.44e0 Flox
[:Ial',..: .'4.,'-:‘ :. )1 15AX]- 1.:'-.1l CEWC 5 & 192.168.1.40 oOd78.0bb9.3580 Flex

Figure 10-23 Active and Standby EWC-APs
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FSPL(dB) = 10 log

210

4rdf Y FSPL(dB)=20log, (d)+20log, ()+92.45
¢ d - Distance in km
f - Frequency in GHz

Signal
Strength

Frequency (f) related:
2.4 GHz: 40db in the first meter (Ch1)
5 GHz: 47dB in the first meter (Ch100)

Distance (d) related:
6dB in every time distance is doubled

|

Ll gl
]
T

1 6dB 1 6dB 6dB 6dB | >
0 1Tm 2m 4 8 16m Distance (m)

Figure 11-1 Free space path loss; a 6 dB decrease every time distance is doubled
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13:58 B @ >

i BLE Scanner Q

Mear By History Favorites

x

conneeT |

AP40017AB (iBeacon) conneeT |

70:70:8B:06:39:2€ I

NC DED RAW DATA
® Lo oo

)55-0000-67AB-4123CC4BAADD

e AP40017AB (iBeacon) conneeT ¥
70:70:88:06:39:2D

NC DED RAW DATA
uL )00000-0055-0000-6TAB-4123CC4BAADD

Major: 5

Minor: 4
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T,
Scanner Advertiser Q

4 |

Figure 11-2 A BLE scanner application running on a smartphone
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Cisco DNA
Spaces

- —

Websockets/Https

Cisco DNA Spaces
Connector

CAPWAP

((t- ) *& *.”) % .)))

Access Point BLE Tags Access Point

Figure 11-3 Cisco DNA Spaces Bluetooth telemetry architecture
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alil Gisco DNA Spaces Connector DNAS =
Set up HTTP Praxy g
If the machine s siting behind a proxy, CONNECLOr Won't be able 1o interact with cloud without setting up the proxy
Configure Token
Without the taken, connector will not be able 10 be staned
Privacy Settings e
Setup your MAC sait, Usermame salt and IPAddress salt
e
Connector & Download Logs * Restart Connector Token not configured @
Usemame: dnasadmin Server Time: Wed Sep 01 2021 11:11:41 GMT+0200 Version: ova-2.3 495
(Central European Summar Time) —
Hostnarma: DNAS 2
NTP S = poolnpog s iruvr
ML Acdrma: DS 0 NTP Status: address= poolntpay | stetus=active {runing)
since=Fri 2021-08-27 16:29
IP Address: 192.168.1.97
Prony Status: Prowy s not configurad
Gateway: 192.168.1.1
Proy;
Netmask: 255.255.255.0
Cloud Reachable True
DNS Server BAAE
AAA SIBIS: AbhzDabled
Domain: nico.com
Connector Name:
Clowd Cantrol Charned @  Cloud Data Channel @  Controller Channel
IF Address Connected At Msg RatefSecond Status

Figure 11-4 CiscoDNA Spaces connector initial WebUI screen
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= Cisco DNA Spaces

Connect via Spaces Connector

Spaces Connector Is an easy way to get your wireless network connected to Cisco DNA Spaces. No need 1o upgrade Wireless LAN Controllers or reconfigure your wireless network.

1 Install Spaces Connector OVA

Download and Install Spaces Connectar OVA as a virtual machine.
Download Spaces Connector (71

2) Configure Spaces Connector

You will need a token to configure Spaces Connector. You need to connect to hitps://<your connector IP>/ from a browser to configure the toksn. You can optionally configure Spaces Gonnector to cannect via
HTTPS proxy.

O d Create a new token
connector(s) active "
is) View Connectors

1) Add Controllers

Add and associate controllers to your Cisco DNA Spaces Connector{s)

O / ] Add Controllers
controller(s) active View Controllers

4+ Import Maps

Prime/DNAC map requires in order to work Locate & detect, Asset tracker, and 10T services, and proximity Report

1 9 bulldings imported Import/Sync Maps
Map Upload History
9 1 floors imported Manage Maps

5 ) Setup location hierarchy

Once the maps imported, you can add them Into locatlon hiscarchy

Figure 11-5 DNA Spaces Setup >Wireless page allowing you to generate tokens
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Connecior & Download Log By Copy st " Rurming @
Username: dnasadimin Server Time Wed Sep 01 2021 11:26:41 GMT +0200 ersion. onva-2.3.495
(Genral European Summar Time)
Hostname: DNAS : Docker Varshon v2.0.555
S 13875 NTP Status: SOOFESET POCLMp.OYY | | SAatus=active {running)
sincesFrl 2021-08-27 16:2%:13 CEST
MAC Address 00:0c:29:d5:2¢:05
Proxy SLalus, Praxy 1s mol confgured
P Address: 192.168.1.97
Proy
GatEway 192.168.1.1
Cloud Reas habie True
MNotmask: 255.255.255.0
AAM Status: Adh=[esbied
DNS Server: BEHE
Connecior Mama: DNAScEB00boOK
Dioenain nicoucom
Cloud Contrel Channed ®  Clowd Data Channel ®  Controller Cranmel
Connected Al: Wed Sep 07 2021 11:14:79 Connected Af: Wed Sep 01 2021 11:14:20 P Address Connected At Msg Rae/Second Staws
GMT+0200 (Central European GMT+0200 [Cenral European
Summer Time) Summer Tima)
Status Connected Satus: Connecled
Outgoing message rate 0 events/second

Figure 11-6 Cisco DNA Spaces WebUI page after successful connection to the cloud
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Add Controller

Connector

DNAScI800bock A

Controller IP

192.168.1.133

Controller Name

lab9800L

Controller Type

Netconf Username

admin

Netconf Password

SHOW

Enable Password

SHOW

Figure 11-7 Cisco DNA Spaces connector Add Controller page
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en
conft

nmsp enable

aaa new-model

username 000c22d52c05 mac aaa attribute list cmx_000c23d52c05

aaa attribute list cmx_000c29d52c05

attribute type password f19ed055bd6a61140be156534249480ea189a45d04153820a4ede7d9852f2cf5

aaa authorization credential-download wem_loc_serv_cert local

Test Connectivity

Figure 11-8 DNA Spaces connector CLI commands overview
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= Cisco DNA Spaces OpenRoaming

1) OpenRoaming Profiles

Configure an OpenRoaming hotspot profile for your network
O OpenRoaming profile(s) created Create OpenRoaming Profile
To set up OpenRoaming, start by creating your OpenRoaming profile

(2 Hotspot-enabled Connectors

OpenRoaming Profiles can run on your Hotspot-enabled connector Instances

Aire0OS/Catalyst Meraki AP

O Connectors have Hotspot enabled Enable Hotspot for Connector(s)

You need at least 1 connector that is hotspot-enabled for OpenRoaming to work

(3 Network configuration

Configure Network configuration for your OpenRoaming netwark

Aire0S/Catalyst controllers  Meraki Networks

O / T Controllers are configured with Profiles
wof Controlier Last
Cantrollers OpenRoaming Profile Connector i Type o Action
Catalyst
WLC Nat Configured DNASc9800book 2 WLC Active -

Figure 11-9 Cisco DNA Spaces OpenRoaming page
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Create an OpenRoaming Profile

o 4

Set Access Policy Pick an 5SID Configure Carrier Officad Summany

Access Policy

Set your policy on whe can access your OpenRoaming network
Select the types of users who can access OpenRoaming

® Accept all authenticated users (Default)
) Accept only users who previde their identity (e.g. email)
O Accept users with specified identity types

o Accept only your users [You will need to be added as an identity provider)

Preferred Credentials

Set your policy on who can access your OpenRoaming network

® I do not have preferred credentials

o I have preferred credentials, which | want to use

Cancel Previous m

Figure 11-10 Cisco DNA Spaces OpenRoaming profile access policy page
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Create an OpenRoaming Profile

o e

Set Access Policy Pick an SSID Configure Carrier Officad Summary

SSID Details Need Help?

SSID Configuration for OpenRoaming &G

Enter the SSID details for this OpenRoaming Profile - this is a secure SSID different from
your guest SSID.

f;j: If you are entering an existing SSID, please ensure the SSID matches exactly on the network

SSID Name
OpenRo
v Advanced
Default status Fast Transition (802.11r)
@  Enable O Disable ®  Adaptive O  Ensble O Disable

Cancel Previous MNext

Figure 11-11 Cisco DNA Spaces OpenRoaming profile SSID configuration page
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Create an OpenRoaming Profile

&

Sat Access Policy Pick an SSID Configure: Carrier Offioad Summary

Carrier Offload

Leverage your Wi-Fi network to provide voice and data service to mobile carrier
subscribers.

Allow Carrier Offload

If you allow Carrier Offload, you will
select Carriers based on your existing
relationship. You can choose to skip this
step.

Cancel Pravious m

Figure 11-12 Cisco DNA Spaces OpenRoaming profile carrier offload page
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Connector
Hotspot O Runnirg
dnasadrmin Hostame:; CNAS
13575 MALC Address OO0 5205
192.168.1.97 Gateway 192.168.1.1
MW Etmiask 255 255 DNS Server:
Domain: RiCo.Comm Sarver Thme: Wed Sep 01 20271 15:45:52 GMT 0200 (Ceniral Eurcpean Summer
Time)
NTH atu Sty msctive (running) Proxy Status Proxy Is not configuned
since=Fri 2021-08-27 16:20:13 CEST Proxy:
Cloud Reachable True AAR Status A sDisabisd
Connector Name: DMNASCIEOODoOkK Wersion owva~-2,3.495

Figure 11-13 Cisco DNA Spaces home page with the hotspot tab
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(3) Network configuration

Configure Network configuration for your OpenRoaming network

AireOS/Catalyst controllers Meraki Networks

1 / 1 Controllers are configured with Profiles
OpenRoaming # of Controller Last
Controllers Profile Connector APs Type " & Configured Action
|
WLC Not Configured DNASc9800book 0 _:f:[_t; yst Active -

n (1 -10f1):1 pages

Figure 11-14 Cisco DNA Spaces network configuration section
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Configure Controller X

Controller Name WLC
Controller Type Catalyst WLC
Need Help?
Mote:
BOZ.11x WLAN have o exist or the copy paste of the CLI will mot work.
S5ID and AAA have to be configured upfront! Controller Configuartion Guide
®  Catalyst: (17.2.1/17.3.1) ©  Catalyst: (16.2.1/17.1.1) SsID

wireless hotspot angp-server OpenReaming type open-roaming
domain cisco.com

nai-realm 1.openrcaming.org
eap-method eap-1lls
inner-auth-non-eap pap
nai-realm 2.openraming.org
eap-method eap-itls
inner-auth-non-eap mschap-v2
nai-realm 3.openncaming.org
eap-method eap-tls

nai-realm 4.openroaming.org
eap-method aap-aka

nai-realm open.openrcaming.ong

Back Close

Figure 11-15 Cisco DNA Spaces controller configuration page shows you the command it pushes
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Configuration™ » Wireless~ » Hotspot/OpenRoaming Show Me How °

ANQP Servers Global Settings

Server Name Y OpenRoaming Y Description
O OpenRoaming (]
1 10 =

Figure 11-16 WLC OpenRoaming configuration page
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ANOP Servers

Sarvor Nama

" » Hotspot/OpenRoaming

Global Settings

Show Me How o

Edit ANQP Server *

General/OpenRoaming
MNarme®
Description

OpenRcaming Q
Server

Internet Access @

Metwork Type Froee Publc

NAI Realms

A Reaim Name

1.openroaming.org
2 openoaming.org
J.openroaming.org
4.opencoaming.org

open.openroaming.ong

0B 000

1

"D Cance

Authar

|Operatar
Roaming Ols

Roaming Of

Beacon State

Auailable OpanRoaming Of

cloud- 3
social-

i

cloud- +
social-
real-id

customer= 3>
Domalns

Domain Name

05U Provider

=]

Assigned ROI :: Beacon State

allow-all =]

Figure 11-17 WLC OpenRoaming configuration page

4]
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Client

360 View General QOS Statistics ATF Statistics Mability History Call Statistics

General Top Applications

User Name

fd32d1e4-5345-42c2-
9f53-
6bf6a5aa5ed8@apple.openroaming.net

© No data available

MAC Address cefa.dafe.21ad | Deauthenticate
Uptime(sec) 1011 seconds

WLAN Name OpenRo

AP Name - 9130-etage (Ch: 52

Client Performance Signal Strength: -42 dBm Signal Quality: 64 dB
Ch BW(Negotiated/Capable): 20 MHz/80 MHz

Capabilities 802.11ax - 5 GHz

Fabric Status Disabled

Figure 11-18 OpenRoaming user details on the 9800 WLC

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



Edit Web Auth Parameter

General Advanced
Redirect to external server
Redirect for log-in https://splash.dnaspz
Redirect On-Success

Redirect On-Failure

Redirect Append for AP MAC Address ap_mac

Redirect Append for Client MAC Address client_mac
Redirect Append for WLAN SSID wian

Portal IPV4 Address 54.77.207.183
Portal IPV6 Address XIXIXIXEIX

Express WiFi Key Type --- Select -~ v

Customized page

Login Failed Page @
Login Page 7
Logout Page @
Login Successful Page 3

. Cancel & Update & Apply

Figure 11-19 WLC advanced webauth parameter map configuration screen
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Add URL Filter X

List Name*
Type
Action

URLs

DNASpaces

PRE-AUTH v

Enter a URL every new line

splash.dnaspaces.iol

1 Apply to Device

Figure 11-20 WLC URL filter allows you to define URLs accessible in the pre-auth phase
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= Cisco DNA Spaces @

IaT Sarvices Help

Home AP Gateway Wired Gateway

AP Gateway Stats

= 0/60 a0 a0

AP Gatewsys deployed Advanced BLE Gateway Base BLE Gateway

Access Point Gateways

Deploy DNA Spaces Gateway to your Cisco Access Points

Catalyst 9800 WLC with software version 17.3.1 or above |s required. Requires DNAS connector, Currently older WLC(AIreQS), @WC, and
Maraki are nal supported

I! You need to have APs with blustooth capablilities, all new WiFi 6 APs 91XX series, 4800 are supported,

such as 1815, 2800, 3800 support imited gateway functionality, and may require adding a Cisco bluatoath dongle
Add AP Gataway(s)

Figure 11-21 Cisco DNA Spaces loT Services menu
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Deploy Gateways
o Choose Gateway Type Choose Access Points Review

Select Gateway

Choose the gateway types(s) that you want to deploy in your locations

BLE Gateway

Enables configuration of BLE radio within compatible
access points. Radio can be configured to Transmit BLE
or Scan for BLE, as well as activate and manage
compatible BLE Beacons procured via the DNA Spaces
End-Device Markeiplace

Figure 11-22 Cisco DNA Spaces BLE gateway configuration
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Figure 11-23 Cisco DNA Spaces allows you to choose the BLE mode of your AP
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= Cisco DNA Spaces

Access Point - dc:8c¢:37:11:02:a0
Stats

& 1/3

AP Gateways deployed

0

> AP Information

~ App Management

Available Apps

AP Gateways (1 All APs (3) m BLE Gateway
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Mac Address Name - Description
> Request History
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L1 ap-4800-8 Cisco Aironet 4800 Seres (IEEE B02.11ac) Access Pc

Figure 11-24 Access Point app management in Cisco DNA Spaces
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Figure 12-1 Programmability is used along all deployment phases
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Pre-boot Execution Zero Touch Cisco Network Plug
Environment (PXE) Client Provisioning and Play
i A
= E..I =
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000000 000000 C9800 Wireless —
- ! - ! controller Cisco
PXE booting DHCP ZTP booting DHCP + a— DMA Center
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Figure 12-2 Day 0 protocols
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Client VLAN file Code

Catalyst 9800

-6* Switchport trunk allowed VLAN add 10,11
> ¥
"y

Client VLANs on device=[10,11]

Add VLAN 10,11

Figure 12-3 Adding client VLANs using the imperative model
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Client VLAN file Code Catalyst 9800

w i P ai
. (]
o Add VLAN 20
Client VLANSs on file=[10,11] Client VLANSs on device=[10,11,20]
<< >

Out of sync client VLAN list

Figure 12-4 Inconsistency by using imperative models
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Client VLAN file Code

Switchport trunk allowed

VLAN remove 11
_V

Client VLANSs on file=[10]

Catalyst 9800

Client VLANs on device=[10,11]

Remove VLAN 11

Figure 12-5 Errors when using imperative models
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Read desired state

l VLAN desired=[10,11]

Read actual state

VLAN device=[10]

Is there a
difference?

Create/delete VLANs
as needed

No

Figure 12-6 Declarative (closed-loop) model
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Client VLAN file Code ReadVLANSs in device: [10] Catalyst 9800

EeSir??; Emst[g 0,11] ”
el ctua s=[10] _
>

Action: Add VLAN 11

Client VLANs Add missing VLAN: Client VLANSs
on file=[10,11] switchport trunk allowed VLAN add 11 on device=[10]

Add VLAN 10,11

Figure 12-7 Updating data using declarative models
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Client VLAN file  Code Read VLANSs in device: [10,11,20] Catalyst 9800

p¥a, Desired VLANs=[10,11] m Client VLANs
S 5
. 1 Actual VLANs=[10,11,20] ’ on device=[10,11,20]
>

7T Action: Remove VLAN 20
Client VLANs Remove extra VLAN:
on file=[10,11] switchport trunk allowed VLAN remove 20

0 O
b 44

Add VLAN 20

Figure 12-8 Automatic correction using declarative models

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



Schema
(data model)

ProtoBuf

Encoding
(serialization)

—»| NETCONF

\

> gl [

RESTCONF |

Protocol

\ Y

SSH

HTTP

Transport

Figure 12-9 Protocols, encoding, and transport
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Figure 12-10 Data model and protocol hierarchy
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Module name — module: Cisco-I0S-XE-wireless-ap-cfg
Container mamesss——m) +--rw ap-cfg-data
Container MEEEEEE———) +-=rw location-entries
; ) | +=-rw location-entry= [location-name]
uet | +--rw location-name (" Stringy
| +-=rw description? string
| +--rw tag-info
| | +=-rw policy-tag? | string
| | #=-rw site-tag? string
I
I
I
I

¢ Type

| #+=--rw rf-tag? IIstring J

+--rw associated-aps
+--rw associated-apx [ap-mac)

+==rw ap-mac yang:mac-address
+==rw tag-source-priority-c

| +--rw tag-source-priority-config* [priority]
| +==rw priority uint8
| +==rw tag-src? wireless-ap-types:enm-ap-tag-source

Figure 12-11 YANG module structure
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<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
o <capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
Capabilities <capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:yang-library:l.0?revision=2016-06-21</capability>
<capability>http://cisco.com/ns/cisco-xe-deviation?module=cisco-xe-deviation;revision=2016-08-10</capability>
<capability>http://cisco.com/ns/cisco-xe-routing?module=cisco-xe-unicast-routing;revision=2015-09-11</capability>

YANG modules

</capabilities>

Figure 12-12 NETCONF capabilities
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RFC 6241 NETCONF Protocol June 2011

Layer Example

o ————————— += —— + -+
(4) | Content | | Configuration | | Notification |
| | | data | | data |
Fommm et +- -t + -+

I I I

Fommm + Fm— 4 |

(3) | Operations | | <edit-config> | |

I I I I I

Fomm + +- —+ |

I I |
o + + - + +
(2) | Messages | | <rpc>, | | <notification> |
I I |  <rpc-reply> | I I
Fm—m 4 + -t + +

I I I
Fommmm 4 +- i -+
(1) | Secure | | SSH, TLS, BEEP/TLS, SOAP/HTTP/TLS, ... |
| Transport | | |

Figure 12-13 NETCONF layers
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YANG Suite / YANG module répositaries [ repol

© @ Manage YANG module files and repositories admin @) € @
Select a YANG module repository  repol v Delete this repositon

YANG modules in repository Add modules to repository Repository status

Upload NETCONF SCP Git

It appears that the modules currently in this repository depend
on the following missing modules,

Filter

Cisca-105-XE-wireless-ap-clg @ 2021-03-01 Select device profile  viwe - Please add the missing dependencies or else YANG sels using

this repository may be incomplete or invakd.
heck device connectivit Get schema list .
e XE st nee @ e

;wlfaiass cisco-semver @ unknown

Cisco-105-XE-wirsless-sccess-point-clg-pe @ 2021-03-01 ]| -0 vend-types @ unknown
Cisco-105-XE-wireless-access-point-cmd-rpc @ 2021-03-01

Cisco-10S-XE-wireless-access-point-oper @ 2021-03-01

Cisco-10S-XE-wireless-ap-cfg @ 2021-03-01

Cisco-105-XE-wireless-ap-global-oper @ 2021-03-01

Cisco-105-XE-wireless-ap-types @ 2021-03-01

Cisco-105-XE-wireless-apf-cfg @ 2021-03-01 .
Cisco-10S-XE-wireless-awips-oper @ 2020-11-01 Missing YANG dependencies
Cisco-108-XE-wireless- ble-ltx-oper @ 2020-07-01

Cisco-105-XE-wireless-ble-mgmt-cmd-rpe @ 2020-07-01

Selectall Select none

| Download selected schemas

Figure 12-14 Missing dependencies in a YANG Suite repository
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YANG Suite | YANG module repositories |

e . Manage YANG module files and repositories

Select a YANG module repository repol

YANG modules in repository

Delete selected

Select all  Select none

[Filter

Cisco-10S-XE-wireless-ap-cfg @ 2021-03-01
Cisco-10S-XE-wireless-ap-types @ 2021-03-01

| Cisco-10S-XE-wireless-enum-types @ 2021-03-01

| Cisco-10S-XE-wireless-types @ 2021-03-01
cisco-semver @ 2019-03-20

ietf-inet-types @ 2013-07-15

ietf-yang-types @ 2013-07-15

Delete this repository

New repository Clone this repository

Add modules to repository

Upload MNETCONF SCP Git

Repository status

Select device profile  viwe ; in add more modules as de of you proce
define YANG module sets based against this repository

Check device connectivity

Get schema list

Filter

ATM-FORUM-TC-MIB @ null

ATM-MIB @ 1998-10-19

ATM-TC-MIB @ 1998-10-19

BRIDGE-MIB @ 2005-09-19
CISCO-AAA-SERVER-MIB @ 2003-11-17
CISCO-AAA-SESSION-MIB @ 2006-03-21
CISCO-AAL5-MIB @ 2003-09-22
CISCO-ATM-EXT-MIB @ 2003-01-06
CISCO-ATM-PVCTRAP-EXTN-MIB @ 2003-01-20
CISCO-ATM-QOS-MIB @ 2002-06-10

Select all Select none

Download selected schemas

Figure 12-15 YANG Suite repository ready to be used
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e ' Manage YANG module sets admin @ o °

v

Delete this YANG set

YAMNG repository for this set  wireless 9800 17.5.1
YANG modules in this set Additional YANG maodules in the repository YANG Set and mOdU Ee Validation

Filtared O from 578

4 module(s)

greater depth

Validate YANG modules in

| Filter |
[wirsless-ap |

Remove selected Remaove all « Missing depende

Cisco-10S-XE-wireless-ap-cfg @ 2021-03-01
Cisco-10S-XE-wireless-ap-global-oper @ 2021-02
Cisco-10S-XE-wireless-ap-types @ 2021-03-01
Cisco-10S-XE-wireless-apf-cfg @ 2021-03-01

YANG Suite can search your repository and try to

Add entire repository

The modules in the YANG set depend on these additional modules
which are not in this YANG set.

Locate and add missing dependencies or you can

manually add the modules as desired.

In any case, you should locate these modules and add them to the
set,

« Cisco-105-XE-wireless-enum-types @ (any revision)

» Cisco-10S-XE-wireless-types @ (any revision)

« cisco-semver @ (any revision)

« ietf-inet-types @ (any revision)

« ietf-yang-types @ (any revision)

» Modul on errors and wal

View selected

Figure 12-16 YANG Suite displaying missing dependencies
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YANG Sulte | Exploring YANG | YANG sel AP Models Wodules

© @ FExplore YANG Models wnn @) Q @

Cisco-105-XE-wireless-ap-cfg %

Select a YANG set AP Models Select YANG module(s)
Q_ Search XPaths Q_ Search nodes " Expand all nodes (®) Dispiay schema nodes only () Display all nodes
4 &, Cisco-I0S-XE-wireless-ap-cfg Node PFODeI’tIeS
4-[= ap-cfg-data Name ap-tags
'--B location-entries Nodetype container
i e
tag- - -configs
i B tag :Ioums :rmnty i Description Configuration of AP tags
i~ = ap-filter-configs
| g P " i .g - ) Module Cisco-105-XE-wireless-ap-cfg
N ap-filter-priority-cfg-entries Z5
1 Revision 2021-03-01
| N A
- -rule- ty-cfg-ent
| (= ap-rule-priority-cfg-entries Xpath /ap-cfg-data/ap-tags
i =
= ap-tags Prefix wireless-ap-cfg
4= ap-ta
|_ s Namespace hup://cisco.com/ns/yang/Cisco-105-XE-wireless-ap-cfg
i -gap;mac Access read-write
olicy-tas
i (Qpr icy-tag Operations « “edit-config"
/& site-tag « "get-config"
L 2 rf-tag = "get"
Schema Node Id /ap-cfg-data/ap-tags

Reference URL:
https://tools.ietf.org/html/rfc6020#section-7.5

7.5. The container Statement

The "container" statement is used to define an interior data node in
the schema tree. It takes one argument, which is an identifier,
followed by a block of substatements that holds detailed container
information.

A container node does not have a value, but it has a list of child

nodes in the data tree. The child nodes are defined in the
container's substatements.

Bjorklund Standards Track [Page 51]

Figure 12-17 Exploring YANG models
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3 - Select device 1 - Select module 2 - Load module

YANG Suite | NETCONF / YANG set “AII" | Modules
© @ NETCONF Q00

YANG Set Al Module(s) Cisco-105-XE-wireless-wilan-cig x

Load Module(s)

NETCONF Operation get-config Device | viwc { ﬂ Edit Device ; Open Device Window

£ YANG Tree eplays X8 RPC_U.;;i-c;Fh.s..-._) m © Run RPC(s)

Nodes Value
4+ B, Cisco-I05-XE-wireless-wlan-cfg
4 = wian-clg-data
' = calendar-profile-configs
4 [ wian-cfg-entries
4 i= wlan-clg-entry
|- 4 profile-name
- g wian-id
- 4 description

@' Clear RPC(s)

4 - Explore nodes

Figure 12-18 Exploring data in YANG Suite

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



LES Sk Lh IR P N AT THIWADS BT A PRI

© @ NETCONF o @ Q @

YANG Set Al Module(s) Cisco=105-XE-wireloss-wian-clg » \
NETCONF Operation get-config y Device viwe Q Edit Device Open Device Window
£ YANG Tree SR ( RPC Options... ) m_ © Run RPC(s) @ Ciear RPC(s)

Nodas Value :‘HF}L'. xmins="urmcietl:params:xmi:ns:netconf:base: 1.0" message-=id="101">
i & Cisco-I0S-XE-wireless-wlan-clg <E:’$g:1:g=-
4 [=, wian-cfg-data <running/>
|- calendar-profile-configs ::.Tf::fe}
+ = wilan-cig-entries <wlan-cfg-data xmins="hitp://cisco.com/ns/yang/Cisco-10S-XE-wirgless-wlan-cfg®>

<wlan-cfg-entrigs/>

| - —
Tt WMDY, </wlan-cfg-data>

{ - = wian-policies <fhilter>

i -list- </get-config>
I = policy-list-entries ol

' = wireless-asa-policy-configs

| = guest-lan-configs

‘[ guest-lan-maps

Figure 12-19 Building RPCs in YANG Suite
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] = <nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="..">
] —p <nC:get-config>

<nc:source>
3 $ <nc:running/>

</nc:source>

<nc:filter>
<wlan-cfg-data xmlns="http://cisco.com/ns/yang/Cisco-I105S-XE-wireless-wlan-cfg">

» <wlan-cfg-entries/>
</wlan-cfg-data>
</nc:filter>
</nc:get-config>
</nc:rpc>

(T, -9

Figure 12-20 NETCONF RPC request
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] m—p <rpc-reply message-id="..." xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
2 el <\W|aN-cfg-data xmins="http://cisco.com/ns/yang/Cisco-l0S-XE-wireless-wlan-cfg">
3 m— <wlan-cfg-entries>
g  — <wlan-cfg-entry>
<profile-name>test_wlan_1</profile-name>
<wlan-id>1</wlan-id>
<wep-key-index>1</wep-key-index>
<multicast-buffer-value>0</multicast-buffer-value>
<apf-vap-id-data>
<ssid>test_wlan_1</ssid>
</apf-vap-id-data>
</wlan-cfg-entry>
5 = cwlan-cfg-entry>
<profile-name>test_wlan_2</profile-name>
<wlan-id>2</wlan-id>
<wep-key-index>1</wep-key-index>
<multicast-buffer-value>0</multicast-buffer-value>
<apf-vap-id-data>
<ssid>test_wlan_2</ssid>
<wlan-status>true</wlan-status>
<[apf-vap-id-data>
</wlan-cfg-entry>
</wlan-cfg-entries>
</wlan-cfg-data>
</data>
</rpc-reply>

Figure 12-21 NETCONF RPC reply
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New Roguett = docker
THUNDER CLIENT I New Request X

MNew Request
GET  +~ hittpsy10.51.65.200/restcont/datafCisco-105-XE-wireless-wlan-c rm

Status: 200 OK  Size: 551 Bytes Time: 163 ms
Activity  Collections  Enw s e i e m

— Query Auth! Headers? Body Tests Response Headers?  Cookies Test Results
Mone  Basic Auth  Bearer Token  OAuth 2.0 1-
Z= "Cisco-105-XE-wireless-wlon-cfg:wlan-cfg-entries™: {
i - “wlan-cfg-entry”: [

ey fEonn i {
5 “profile-nome”: “"test_wlan_1%,
“wlan-id": 1,

Username lab "mep-key-index™: 1,
"multicast-buffer-value™: @,
Password e 3 - “apf-vap-id-data”: {
18 "ssid”: “test_wlan_1"
11 }
Mo Collections Avallable... 1 1.
You can create collections here... 14 “profile-name”: "test_wlon_ 27,
"wlan-i1d": 2

“wep-key-index™: 1,
"mul ticast-buffer-value™: @,
B “gpf-vop-i1d-data”; {
"s5id™: "test_wlan_ 2",
"wlon-stotus™: true

Figure 12-22 Thunder plug-in for Visual Studio Code
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[ N Postman

Home Workspaces v Reports Explore Q, Search Postman Py o é Signin

&3 Working lecally in Scratch Pad. Switch to a Workspace x
B re e e Le e 0 hoe re re e re 3 4+ - No Enviro ~
o - i
ge R WLAN (ISave ~v e g E ¥ code snippet X
= = Python - Requests ~ o ra)
GET ~  hitps://10.51.65.200 restconfjdata/Citco-105-XE-wireless-wian-cig-wian-cfg-data = 9 8 -
=] 1  import requests
Params Aulh @ Headers (8) Body Pre-req. Tests Seétungs Cookles oy 2
= 3 wurl = “https://10.51.65.200/restcont/data/
(%) Heads up! These parameters hold o data. To keep this data secure % @ Cisco-T05-XE-wireless-nlan-cig-mlan-ci
o Type (©) Heads up! These parameters hold ive data. To keep this data secu * g-aatafnlan-c g shteias?
~ % while working in a collaborative envir nt, we recommend using z
Basic Auth v 4
variables. Learn more about variables » 5  payloads{}
6 headers = {
7 "Accept’: ‘application/yang-datasjson’,
2 Usemame Iso 8 ‘Authorization': ‘Basic BGFiDmxhyg=='
when you send the reg 9}
Learn mote sbout suthori2ation 7 10
Password wee 11 response = reguests.request(“GET", wurl,
headers=headers, dataspayload)
12
Body v €. 000K 200ms BO7B SaveResponse v 13 print(response.text)
14
Pretty Raw Proview Visualize JSON v = | Ko}
1 g '
2 "Cisco-105-XE-wireless-wlan-cig:wlan-cig-entries”: {
3 *wlan-cfg-entry": [
4 {
5 “profile-name": “test_mlan 1%,
& “mlan-1d*: 1,
7 “wep-key-index®: 1,
8 “multicast-buffer-value®: @,
] “apf-vap-id-data®: {
16 *ssid*: "test_wlan_1°
1 ] ]
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Figure 12-23 Postman
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Module name » module: Cisco-105-XE-wireless-wlan-cfg
Root container » +-rw wlan-cfg-data
+--rw calendar-profile-configs
| +--rw calendar-profile-config* [profile-name]
| +--rw profile-name string
| #--rw start-time string
| #+--rw end-time? string
| #+--rw recurrence wireless-enum-types:calendar-recurrence
| +--rw calendar-weekly-configs
| | +-rw calendar-weekly-config* [day]
| | +-rwday wireless-enum-types:work-day
| +--rw calendar-monthly-configs
| +--rw calendar-monthly-config* [date]
| +--rw date uint8
+-
I
I
|
I
|
I

Container » +--rw wlan-cfg-entries

+--rw wlan-cfg-entry* [profile-name])
+--rw wlan-id uint32
+--rw profile-name string
+--rw description? string
+--rw security-wpa? boolean

+--rw wep-enabled? boolean

Figure 12-24 WLAN YANG Model
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/restconf/data/Cisco-10S-XE-wireless-wlan-cfg:wlan-cfg-data/wlan-cfg-entries

root resource YANG Module root container container

Figure 12-25 Constructing URI from YANG data model
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Figure 12-26 Using Postman to retrieve a list of WLANs
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Figure 12-28 List and key in the WLAN config entry model
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/restconf/data/Cisco-10S-XE-wireless-wlan-cfg:wlan-cfg-data/wlan-cfg-entries/wlan-cfg-entry=test_wlan_1

root resource YANG Module root container  container list search key

Figure 12-29 Constructing searches in RESTCONF
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Figure 12-32 Replacing WLAN configuration using Postman
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Figure 12-33 Python application to assign a tag based on the AP serial number
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AP_Inventory.csv — cisco_9800_programmability
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Figure 12-34 Inventory file
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Figure 13-1 Roles in model-driven telemetry
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Figure 13-2 Configuration and operational YANG data models
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202 container ap-global-oper-data {

203 config false; — Indicates this is an operational model
204 description

205 "Root container for AP operational data aggregated across wireless processes";
206 container ap-img-predownload-stats {

207 presence "ap-img-predownload-stats";

208 description

209 "AP image predownload stats";

210 uses wireless-ap-global-oper:global-ap-stats;

211 }

212 list ap-join-stats {

213 key "“wtp-mac";

214 description

215 "AP join statistics";

216 uses wireless-ap-global-oper:st-emltd-ap-stats-info;

217 }

218 }

219 }

Figure 13-3 Identifying an operational YANG model
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Figure 13-4 Configuration container for interfaces
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Figure 13-5 Operational container for interfaces-state
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Figure 13-6 RPC to read configured interfaces using NETCONF
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<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
get-config operation [P <get-config>
<source>
<running/>
</source>
<filter>
interfaces container P <interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface/>
</interfaces>
</filter>
</get-config>
</rpc>

Figure 13-7 NETCONF query RPC to get interface list
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<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
GET operation [ <get>
<filter>
interfaces-state container - <interfaces-state xmlns="urn:ietf:params:xml:ns:yvang:ietf-interfaces">
<interface>
<name/>
<oper-status/>
</interface>
</interfaces-state>
</filter>
</get>
</rpc>

Figure 13-8 NETCONF RPC to read the interfaces operational state
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Figure 13-9 Periodic versus on-change publications
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module Cisco-I0S-XE-wireless-ap-global-oper {
yang-version 1;
3 namespace "http://cisco.com/ns/yang/C1sco-I10S-XE-wireless-ap-global-oper”;
Module prefix | P ¢ prefix wireless-ap-global-oper;

C
'

i import ietf-yang-types {
7 prefix yang;

g8 }
9 import cisco-semver {
L@ prefix cisco-semver;

L3 organization
L4 "Cisco Systems, Inc.";

Figure 13-10 YANG module prefix in the YANG file
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© icon legend Q, Search XPaths Q, Search nodes <" Expand all nodes @ Display schema nodes only Display all nodes
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i. = last-error-type oper
. =4 ap-disconnect-reason Access read-only
Operations « "get”
Schema Node Id /ap-global-oper-data/ap-join-stats/ap-join-infofap-name

Figure 13-11 YANG module prefix as shown in YANG Suite
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Select a YANG set  wic-default-yangset - Select YANG module(s) Cisco-105-XE-wireless-ap-global-oper x | Load module(s)
@ 'con legend Q| Search XPaths Q, Search nodes < Expand all nodes @ Display schema nodes only Display all nodes
: Node Properties
4..[2= ap-global-oper-data —— e
B ap-img-predownload-stats Ndtise ey
= i e Datatype string
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> pl e inf Description Name of the AP
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Figure 13-12 Element XPath as shown in YANG Suite
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Figure 13-13 Composing a full XPath from the information in YANG Suite
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@ sub.py >

| from ncclient import manager
2 from nc »xml_ import to_ele
3 Lt
4 rpc = """
5 <establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
6 xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
7 <stream>yp:yang-push</stream>
8 <yp:xpath-filter>
9 /wireless-ap-global-oper:ap-global-oper-data/ap-join-stats/ap-join-info/ap-name
10 </yp:xpath-filter>
11 <yp:period>500</yp:period>
12 </establish-subscription>
13 e
14
15 host = "192.168.20.150"
16 username = "lab"
17 password = "lab"
18
19 with manager.connect(host=host,
20 port=830,
21 username=username,
22 password=password,
23 timeout=99,
24 hostkey_verify=False) as m:
23
26 response = m.dispatch(to_ele(rpc))
27 print(“waiting for notify...")
28 while True:
29 n = m.take_notification()
30 print(n.notification_xml)
31

Figure 13-16 Python code to create a dial-in telemetry subscription
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Figure 13-17 Searching models in YANG Suite

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



TAIVG oane CEPTOTIIG 1A TRV JET  WTiC . OeTadi yarngset Wooume S
© @ cxplore YANG Models «unin @) € ©
Selecta YANG set  wic-default-yangset Select YANG module(s) | ©i860-10S-XE-vian-oper X _ Load module(s)
= T = Cas e = : 3
© icon legend Q, Search XPaths »  Expand all nodes (®) Display schema nodes only Display all nodes
1. &, Cisco-10S-XE-vlan-oper Node Pro pe rties
b vlans
E Name vian
F—
- o Nodetype list
i ’# Description List of VLANs, keyed by id
i— g name :
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Figure 13-18 Displaying details of YANG models using YANG Suite
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4 PP R

5 <establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
6 xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">

7 <stream>yp:yang-push</stream>

8 <yp:xpath-filter>

9 /vlan-ios-xe-oper:vlians/vlan
10 </yp:xpath-filter>
11 <yp:dampening-period=@</yp:dampening-period=>
12 </establish-subscription>
13 o

Figure 13-19 Python code with the subscription NETCONF RPC
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3 version: '3'

4 services:

5 yangsuite:

6 image: yangsuite:latest

7 build:

8 context: ./yangsuite

9 env_Tile:

10 - ./yangsuite/setup.env
11 command: /yangsulite/migrate_and_start.sh
12’ ports:

13’ - "50052:50052"

14’ - "50051:50051"

15’ - "9339:9339"

16. - "57344:57344"

1?. = "57345:57345"

18 - "443:443"

Figure 13-20 Ports exposed in a docker-compose file
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YANG Sulte | gRPC Telemetry

© @O JRPC Telemetry wanin @ @ @

Listen at IP address 127 Listen at port 57344 - lemetry receiver Clear output

Node ! (9800-telemetry I
Subscription o

Path : Cisco-I05-XE-wireless-ap-global-oper:ap-global-oper-data/ap-join-stats/ap-join-info

Key { fwitp-mac : ccil6:7e:30:59:00

fap=ip-addr : 192.168.30.136

fap-ethernet-mac : 58:ac:78:de:8d:ee

/is-joined i

/last-error-type ap-con-failure-run
fap—disconnect-reason =arveraiuind on:142:18.0.2 part 57544 DTLS close alert from peer

B

Node

Subscription

Path w3 S—@P—Q lObDa 1-oper:wireless-ap-global-oper:ap—global-oper-data/ap-join-stats/ap-join-info/ap-name
A

Node : C980@-telemetry

Subscription i

Path : Cisco-I05-XE-wireless-ap-global-oper:ap-global-oper-data/ap-join-stats/ap-join-info

Key ! fwtp-mac : ccilB:T7e:30:59:00

fap-ip-addr : 192.168.30.136

Jfap-ethernet-mac 1 58rac:78:de:8d:@e

/ap-name i AP58AC-78DE-8DRE

/is=joined 1 true

flast=error=type
Jfap-disconnect-reason

ap=con=failure=run
DTLS close alert from peer

&

Figure 13-21 YANG Suite receiving gRPC dial-out telemetry
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RPC telemetr
’ * d

C9800 Wireless controller Cisco MDT

Telegraf

Telegraf
“Collector”

Output plug-in

Other formats

Figure 13-22 Telegraf serving as an aggregator for telemetry data
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Telegraf —

” gRPC InfluxDB format
g Telegraf g
-C:C:SC ’ g InfluxDB

“Collector”

C9800 Wireless
controller
“Publisher” S ——

Figure 13-23 Sending data to InfluxDB
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Grafana

http
InfluxDB queries
Telegraf
P ]
‘”’ gRPC InfluxDB format
> Telegraf > | InfluxDB
“Collector”
C9800 Wireless

controller
“Publisher” e

Figure 13-24 Grafana receiving data from InfluxDB
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Select a YANG set wic-default-yangset Cisco-10S-XE-wireless-client-global-oper x Load module(s)
Select YANG module(s) Cisco-105-XE-wireless-client-oper x
o lcon legend O\ Search XPaths Q Search nodes ,-" Expand all nodes @ Display schema nodes only | Display all nodes
4. &, Cisco-10S-XE-wireless-client-global-oper NOde PrD pe rties
i a-[= client-global-oper-data
| e i v =i :tals Name client-live-stats
i 4-[= client-live- :
a e Nodetype container
. =4 auth-state-clients il : :
& bil LA Description Snapshot of statistics of current state of wireless clients
- =4 mobility-state-clients ; : ;
< . i . Module Cisco-10S-XE-wireless-client-global-oper
- =4 iplearn-state-clients ST 2021-07-01
- =4 webauth-state-clients ' : .
= N Xpath [client-global-oper-data/client-live-stats
... &4 run-state-clients
#d e Prefix wireless-client-global-oper
elete-state-clients i i i i
’d : Namespace http://cisco.com/ns/yang/Cisco-10S-XE-wireless-client-global-
. 24 random-mac-clients oper
i gy cliont-stats Presence true
i o Cisco-10S-XE-wireless-client-oper Actess read-only
Operations s "net"

Figure 13-25 Identifying prefix and XPath using YANG Suite
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“ C @ O [ 127.0.0.1:3000/datasource

Data

tif Settings

InfluxDB Default @

Query Language

InfluxQL

HTTP

URL http://influxdb:8086
Access Server (default)

Allowed cookies

Timanit

Figure 13-26 Configuring the database connection in Grafana
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& New dashboard / Edit Panel

Panel Title

B Query

Data source InfluxDB Query options MD = auto =931 Interva Query inspector

default

field(valu Cisco-l0S-XE-wireless-client-global-oper:client-global-oper-data/client-live-stats

time(S_interval)  fill(null) +

Figure 13-27 Displaying available measurements in Grafana
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default Cisco-10S-XE-wireless-client-global-oper:client-global-oper-data/client-live-stats
field mean() +

time( auth_state_clients

delete_state_clients ascending

iplearn_state_clients
mobility_state_clients
random_mac_clients
run_state_clients

webauth_state_clients

Figure 13-28 Displaying available metrics in Grafana
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Client count

19:00

B Query

Data source InfluxDB ® Juery options Query inspector

default  Cisco-l0S-XE-wireless-client-global-oper:client-global-oper-data/client-live-stats
field(auth_state_clients)  last() +
time($_interval)  fill{linear) +

ascending

Time series

default  Cisco-l0S-XE-wireless-client-global-oper:client-global-oper-data/client-live-stats
field(run_state_clients) last() +
time($_interval)  fill{linear) +

ascending

Time series ALIAS RUN State

Figure 13-29 Grafana configuration
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B8 Wireless

Clients Client count

2 S

Total clients Random MAC clients

== AUTH state == RLUN Stale

Figure 13-30 Final Grafana dashboard
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Network Telemetry and

Contextual Data

Big Data
Processing

Health Scores
and Insights

Proactive
Troubleshooting

Traceroute 211011luw.

Syslog NetFlow

AAA  Router DHCP
Sensors
Telnet CLI

ob I1PstA PNS ping
SNMP  |pay MIB
AppleiOS  App
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01100114
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Metadata
o &P extraction
<

Clients Baseline

Application Network

Figure 14-1 The principles of Cisco DNA Center telemetry and data processing flows
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Customer
Datacenter

Cloud Based

i : . MLEngine
' | Gisco DNA Center - ! : :
| 1 : Insights and !
: TR | Feedback | Trend
' | Automation ; : | !
E Cisco DNA i Data Cisco Al '
: Assurance ; : Network :
: Network : ! i :
: Control e : : Ana;lytlcs !
E Platform Network Data Platform = Cloud

ssh/NETCONF

@ Network Control Points
Network =» Metrics, Events, Config, ...

!

I

} Services DC E .

; Customer —>» Control, Notifications, ...
[
I

Network

Figure 14-2 Cisco DNA Center Assurance architecture
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DEWVICES (5)
rocus: Inventory

VFiter | @ Add Device TagDevice Actions™ (© | Take a Tour Asof: 1:30PM (1 Export ' Refresh|

Image Version is *17.6* >

O Device Name IP Address Device Family « Reachability (i) M bility () Health Score Site Image Version Uptime Last Updated Resync Interv '
O 9120AXE-A @ 10.48.39.39  Unified AP @ Unreachable © Managed NA Assign 17.6.1.13 2days 10 hrs  aday ago N/A

O 18321-E @ 10.48.39.180  Unified AP @ Uunreachable © Managed NA Assign 17.6.1.13 2days 1 hr a day ago N/A

O RazanAP9130-1 @ 10.48.70.61 Unified AP ® Reachable © Managed NA Assign 17.6.1.13 1day 16 hrs  aday ago N/A

(=) Razan9130AP-2 & 10.48.70.62 Unified AP ® Reachable @ Managed NA Assign 17.6.1.13 1day 14 hrs aday ago N/A

O 9800-17-6-1 @ 10.48.39.206 Wireless Controller @ Reachable @ Managed 10 .../RitinBuilding/Ritinfloor  17.6.1 2days 14 hrs aday ago 24:00:00

Figure 14-3 Cisco DNA Center inventory page
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Client Devices (33)
LATEST TREND
Jan 27, 2:26 am - 2:31 am
Client Health: 6
TYPE Wired HEALTH l Good No Data
Health Value
DATA Onboarding Time >= 10 s Association Onboarding s RSS| <= =72 dBm SNR <= 9dB
Status ] Passed
Y Filter Connectivity M Export
RSSI 4 -72 dBm
SNR 8 16 dB .
Identifier O IP Address I en AP Name Usage RSSI SNR H
% 70:F3:5A:78:72:F1 10.13.4.236 §  *Wireless Client Health is an aggregate of a 2:24 am AP4C77.6D9IE.606E 12.43 MB 0 dBm 0dB
client’'s onboarding status, RSSI value, and SNR
value
7 Samsung-Galaxy-S7 10.13.4.233 ¢ 2:13am APF4DB.E683.8F70 18.16 MB 0 dBm 0dB
% CAGGQOMMOJVH1 10.13.4.220 Microsoft-Works... 6 Jan 27, 2:31 am AP4C77.6D9E.606E 86.73 MB -72 dBm 16 dB
2 android-a5d4f6cf958... 10.13.4.234 Android-Motorola 6 Jan 27, 2:30 am APF4DB.E683.8DEC 2.47 MB -72 dBm 14 dB
T 70:F3:5A:7C:8A:D1 10.13.4.156 Sensor-Client-1... 9 Jan 27, 2:33 am APF4DB.E683.8DEC 219.75 MB -55 dBm 35dB
2 minse4SVR 10.13.4.168 Microsoft-Works... 9 Jan 27, 2:30 am APF4DB.E683.8DEC 125.12 MB -47 dBm 36 dB
% 70:F3:5A:7C:8B:F1 10.13.4.159 Sensor-Client-1... 9 Jan 27, 2:30 am APF4DB E683.922C 344.1 MB -53 dBm 31dB
2D iDadllanann 1N 12 10 2N8 iDad? & 1n lan 27 2:24 am AD2RNN-7 A BEA MR =282 ARm A1 AR
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Client Onboarding Times Client Roaming Times Connectivity RSSI
LATEST TREND LATEST TREND LATEST TREND
80% clients with onboarding times < 10 s 100% clients with roaming times < 3000 ms 93% clients with RSSI > =72 dBm
20 v ) 20 ¥ 1
1 I | | I |
| i | | I |
| ] —_ 4 | | — | |
x 5 i | x | ! L | |
= | | - | | = 1 |
: | ' £ : : : i
[=]
§ 10 : | 8 . . $ 10 G
] | i e “ ! ! € | |
= | i L ! ! z | |
o [ ] T | | o & f |
1 | I I | | 1 |
| i ! ! | |
) [ - | 0 - e I |
<2 2tod 4tw6 6108 Blol10 >=10  fail T fall >u-d5 55 10 =45 =65 to =55 =71 to -65 72
500 1000 3000
Time (Seconds) Time (ms) RSSI (dBm)
®Wired @ Wireless D == 10s Threshold 0221 Qver Threshold D20 <=-72dBm Threshold
View Details View Details View Details

Figure 14-5 Roaming and onboarding times
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= Cisco DNA Center Assurance - Dashboards - Health - Device 360 Q ® ¢ o

Network > Device 360
AP AP1815-126-FuryBr3-e

() 24 Hours 2 |

1(‘:5?0 |:_53:|
5=
- WAVY |
: [ W A
2 9 |- - . : - : - - . - - = = - II rl Ll = - = - - II - = O

2p 4p Ep Bp 100 ElEi] 2a 4a 6a 2a 108 1zp

Global/ San Jose/ SJC04 (Last 5 minutes)

View Floor: Floor1

(1R 82

T

Figure 14-6 AP 360 page
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= Cisco DNA Center

Hetwork > Device 360

view FIOOT: Floorl

Access Point Radios

Q  Search Table

Davies Nama

] # AP1815-126-FuryBri-e

0

F AP1815-126-FuryBri-e
] F AP4800-46-FuryBr3-e

F AP4B00-46-FuryBri-e
O F AP4800-46-FuryBri-e
[ ] F AP9130-206

8 Records

Assurance - Dashboards . Health . Device 360

Radia Band Model

1 5.0 GHz AIR-AP18151-H-K3
o 2.4 GHz AIR-AP18151-H-K9
1 5.0 GHz AIR-AP4800-H-K9
2 2.4 GHz AIR-AP4800-H-K9
0 5.0 GHz AIR-AP4800-H-K9
1 5.0 GHz C9130AX-H

AP Radio Comparison (3/5 Selected) Clear Selections

1P Address Radio Moda
10.79.59.126 Local
10.79.59.126 Local
10.79.46,199 Local
10.79.46.199 Monitor
10.79.46.199 Local
10.74.14.206 Local

Radie: 1 (5.0 GHz)

IP Address: 10.79.59.128

Model: AIR-AP18151-H-K9

Uptime: 2 days, 2 hours, 38 minutes

Connected 1o WLC: FuryBr3-eWLC-17.5-
182

Floor: Floor1

Radio: 1 (5.0 GHz)

IP Address: 10.79.46.199

Model: AIR-AP4800-H-K9

Uptime: § days, 12 hours, 28 minutes

Connected 10 WLC: FuryBr3-ewLC-17.5-
182

Floor: Floor1

View AP 360

Radio: 1 (5.0 GHz)

IP Address: 10.74.14.208

Model: C9130AXI1-H

Uptime: 16 days, 12 hours, 49 minutes

Connected to WLC: FreeAgent-eWLC-17.4-
179

Floor: Floorl

View AP 360

Operational Status

Q@ o L

Ty Export

Client Count Channal information
0 44,48
] L]
o 149,153,157,161
o
(1] 36,40

Show Records: 25~ 1-8

-

[

Exit Comparison

Figure 14-7 AP radios comparison screen
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= Cisco DNA Center Assurance - Dashboards - Issues Q@ a4 L

Open Resolved 1M pag Activity on Bedio 42,4 GHz) 3 155u8 IngiBnea x

D @bt~ @2aneus | P2 No activity on 2.4 GHz radio 0 on AP8130-206.

Most Impacted Areas Status: Open = Edit Issue Sattings

By Issue Priority

Description 2.4 GHz radio an AP " APB130-206" has not Sean any receive packet IMPACT SUMMARY
activity for the past 60 minutes since this issue laat oceurred.
Mg, Client Count (2

Tima Mar 31, 2021 2:07 AM to 3:07 AM
For Lasi 7 days
Location GlobaliSan Jose/SIC04/Floar]
T Problem Details
5 ST Radio Details
Total Open: 485
P Suggested Actions Radio  0(2.8 GHz) AR AP9130-206

O Search Table WLG FrizeAgent-¢WLC-17.4-179

Priarity = Issue: Typa AP Location
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Figure 14-8 Issues dashboard
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= Cisco DNA Center Assurance - Dashboards - Health
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Figure 14-9 Assurance overview health dashboard
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= Cisco DNA Center Assurance - Dashboards - Health aQa ®@ a9 o

Qverall MNetwark Client Application Metwork Services SD-Access

(D 24 Hours Aug 5. 2021 2:00 PM - S00 PN & &
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Figure 14-10 Network services health timeline
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Figure 14-11 Top AAA sites sorted
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Device Info~ RF | 10S Analytics
Neighbor APs (3) tepon  Client Disassociation Details (144) {h Expon
 Fitter V Filter
BSSID AP Name Channel  RSSI(dBm)  Location Building Fir Time Di Di Session AP
Reason AP Duration Location
AOF8:49: TECOAF LA1-AP1815-32 i8 -84 Global/USA/LALA-Level16
Sunday, December 17, 2017 9:47 PM User triggered LA1-AP3802- LA-
II0ASCD56F A-APIBIZ-AT 36 -51 GloballUSALA/LA-Level 16 eacaoctsnon 8 e
38:90:A5:82.1F-AD LA1-AP2802-38 1 -21 GhoballUSALALLA-Level16 Sunday, December 17, 2017 9:33 PM Device ide ;.1\1-113330:. 3‘;"5
Show 10V entries Showing 1 - 30f 3 1 Sunday, December 17, 2017 9:28 PM User triggered LA1-AP3802- LA
disassociation kl Levells
- Sunday, December 17, 2017 8:19 PM Device ide LA1-AP3802- LA
i £l Level16
; Sunday, December 17, 2017 9:11 PM Device ide LA1-AP3802- LA-
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Figure 14-12 The 10S Analytics tab showing the insights received from an iPhone device
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Edit WLAN X
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Figure 14-13 Advanced WLAN settings page, allowing you to enable Device Analytics on the C9800
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Client x

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE

Counters and RF IP - Zone ID Mapping
Number of Bytes Received from Client 10783 IP Address Zone-id
Number of Bytes Sent to Client 1518 192.168.0.69 0x00000000
Number of Packets Received from Client 104 fe80::9119:6e47:ebbc:7db7 0xB800000c0
Number of Packets Sent to Client 1
Number of Policy Errors 0
Radio Signal Strength Indicator -62 dBm
Signal to Noise Ratio 46 dB
PC Analytics Statistics
Neighbor APs Info Unknown AP Report
Reported Time 06/21/2021 16:14:22 Last Reported Time 06/21/2021 16:15:04
Roaming Reason(s) Unknown AP BSSID(s)
Selected AP RSSI 65 dBm 4cab.4d22.164e
Candidate BSSIDs
Neighbor AP RSSI

adb2.3903.d02e 68 dBrr

Figure 14-14 C9800 Client statistics monitoring page
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Client x

360 View General QOS Statistics ATF Statistics Mability History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE
Cellular Capability N/A
Regular ASR support DISABLED
Confidence Level 40
Day Zero Classification Dell Inc.

|| Software Version 99.00.63.01 |
Device Vendor Intel
Power Type AC Powered
Hardware Model AX200 160MHz
Mobility
Move Count 0
Role Local
Roam Type None
Complete Timestamp 07/16/2021 12:57:37 IST
Device Classification
Device Name INTEL CORPORATE
Protocol Map 0x000401 (OUI, DOT11)
| oevice 0s Windows 10 |
Device Protocol DOTI
WLAN Y Clent Y User Y| Device YT
APName Y SSID Y ID Type State Y Protocol Y Name Type Role Y
Dell Inc.
Roam_2_471C Intel 5 WLAN Run 11ax(5) Latitude Local
7480

Figure 14-15 C9800 Client general properties
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Cisco
DNA Center

Client Events - Client Data

A DNA Automation Automation TLV
Intelligent Capture Data Path

Direct gRPC Connection through TCP Port 32626

Figure 14-16 Intelligent Capture workflow
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= Cisco DNA Center Assurance - Manage - Intelligent Capture Settings 0 @ &

Client Schedule Capture Client Data Packet Capture Access Point

Access Point

AP Stats Capture (1) Anomaly Capture (1)

O None - disable all APs O Specific - select specific APs and enable ) Global - all capable APs are enabled

Globally Enabled

All the APs are globally enabled for AP Statistics.

Figure 14-17 Intelligent Capture access point configuration page
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= Cisco DNA Center Assurance - Dashboards - Health « User 360 a8 &
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& Broaccast fckay 2123 pm
» RF Statistics 2 LIVE
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Figure 14-18 Intelligent Capture client 360 health page
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= Cisco DNA Center

Assurance - Dashboards - Health - User 360

Figure 14-19 The packet analyzer from the onboarding events list

Intelligent Capture: Grace.Smith (8) Run Data Packet Capture 1 Download m
1:42p 242p o
& 1 hour L | L_ | < 0
Now 18 1:45p 1500 155p 00p 2050 T30p 235p 2:30p 35 2:.40p
Onboarding Events @ LIVE
® KeyExchange b2
MNov 15, 2020, 2:21:12.741 pm
B o - ) £xpont BCAP
4 way Key Timeout
Nov 15, 2020 Time Duration
¥ @ Re-Authentication 2:36:17 pm <1ms
Auto Packet Analyzer
+ @ Re-Authentication 2:36:12 pm <1ms Show: IPv4 and IPvE « | Download Packets
> @ DHCP 2:31:12 pm <1ms 802,11 0pen Auth & = EAP v
Association Now 15, 2020, 2:11:37.173 pm
3> @ DHCP 2:26:12 pm =1ms BO2. 1x/EAP & v . a ¥ Expert Info: Consecutive and v »
DHCP codirectionsl EAPoL
kets
w @ Broadcast Rekey e 22112 pm <1ms Dats — "';"
B0Z.11k/ 10V
@ Chent Deauthenticated 22112 pm i =
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> @ Onboarding 2:06:12 pm =1 ms PACKET ¥ From AP W Interpacket Gap ~ RSS1 (dBm)
¥ @ Broadcast Rekey 2:01:12 pm <1ms ASSOCIATED AP
> @ DHCP 1:56:12 pm <1ms Last Sassion
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= Cisco DNA Center Assurance - Dashboards - Health - Device 360 Q @ o

Intelligent Capture: Assurance_9130_2  cueaif tee sase 55014/ izer 1 ®
Davicn Model: C51 304X -8 B Agdreds: 107018241 Sofwace Yerslon: 17.4.1.8 Mode: local Uptima: 33 daye 21 hr 47 min Concacind 1o WLE: cB00-40-TMEDNAL
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01 hour v s 1 [[EE]
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Figure 14-20 The AP health Intelligent Capture page

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



Figure 14-21 The 1800S sensor
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Figure 14-22 1800S protocol workflow overview
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Wired Sensor

PECLE]
(%) 3 Hours v | | | | | |
1000a 10a 1020 3a 403 Sl 11:00a 1110 11:20a 11302 1dda  11%0a K TE10p 12X
Location: All Sites
Test Summary DHCP
100% Success of 224 Tests
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Figure 14-23 Cisco 1800S test suite dashboard
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Test Results

' Filter S
Test Name = Location Vian Test Types Test Results
wired_sensor wan1 Onboarding Test e (0 [ IS 0 I
DHCP Test e T rrrerT
DNS Test e T P EREEF TR
Showing 1 of 1

Figure 14-24 Cisco 1800S test result timeline
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All Devices > deadbeef-1.dna.local

[:3) deadbeef-1.dna.local 7 Run Commands 7 View 360 Last updated: 11:12AM . Refresh
ASSURANCE DEADBEEF

® Reachable | @ Managed | IP Address: 192.168.0.101 Device Model: Clisco Catalyst 9200L Switch Stack Role: ACCESS | Uptime: 33 days 12hrs |
Site: Global/Deadbeef/Area-1/Building-1

DETAILS

Interfaces AV Q Search 1y Export CLI Qutput

Ethernet Ports

Building configuration...

Current configuration : 28541 bytes
!

! Last configuration change at 18:49:27 UTC Wed Sep 16 2020 by netadminl
Configuration ! NVRAM config last updated at 18:49:35 UTC Wed Sep 16 2020 by netadminl
1
Power version 17.3
service timestamps debug datetime msec
Fans service timestamps log datetime msec show-timezone year
service password-encryption
service call-home
no platform punt-keepalive disable-kernel-core
COMPLIANCE 1

Figure 15-1 The Export CLI Output allows you to export the configuration of a device
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» TOTD - Config Archive - GET FILE ZIPPED FILE using additionalStatusURL Examples 0 ~ B Z

GET v https://172.18.217.184/api/v1/file/4962fff5-33e7-49f5-a7b1-b7c3731600b3 “ Save ~

Params Authorization @ Headers (9) Body Pre-request Script Tests Settings Cookies Code

® none form-data x-www-form-urlencoded raw binary GraphQL

Body Cookies (1) Headers (17) Test Results ﬁ Status: 2000K Time: 242 ms Size: 28.73 KB
— Save as example
Prelxy Raw Preview Visualize Text « -
1 PK & c6udQoe6be606606696 6/192.168.0.101/20_Sep_2020_14_46_07_387_RUNNINGCONFIG.cfg & 6 BAE 66{666:26
2 986 Gobbobvieosen |6t r BT06'0 §
ERe
4 G76w07056;V1668656YF0B8SR h 6E8jyk 6@8 § 3P 36>8C6{ 'pA;bUSE48E 4. )8 §| {SuPIEEH6EO6E (XT~ 766 ] 6686606EU (K =RU J
B64 16KZREGECEHrSE

5 0.6086~860u ré8=06<nnb X"0860VESEEPeE (g 4666 m hvBaBBq GRTOVES 6666 66 c08S66x0 re66z6VME766LEnECAnT nb 836"}
B06k 6+0tBsBBpk n . +OndbEr7FEBPE BVELEEE6E |6 6CEO

6 | ~0beb1bbKeb0E 006

7 GcES 08)

8§ /mbca BSOWHH10 GOGGHTH O 6 (66 BBUS 6M BEGOSTq !B BKBLAEBBLW Cx BBV EGSART {66V §, 662616 Srédpnbss & B3gyZHS |
¥ty B=@IM D6 6.66)>g6V\2651"6 x

9 G6660TENGEPE70AS=0 G106 6~ !00N: PESIOta2800606\ nLOTEP<_cubbbl, byx0008 <066760 L:+ S60S!t08), c 0670

10 Okl66=-Z6a6nit6760 OK 66 6T ; SO6666E ~6°\ 0061 66-66r)v00 6¥c 6_ 06 6 1000066666 6601 5 /762E6 GGV |06’ BC_66cH\6E6LUE66E

(BENGOEHOU{COHETE7 666
11 68! 11Y096606XEN026 666 6: #6910 6HO 66066 QDG 661\ B DHEBEE7H0E660 105 (BY; 62E0N 6840t benbBl 60
12 WcEseee

13 686P BE6!6 08)6HOBEEEYC>UBEPE) REVESS BbBx K-45 (B8DE6E BE6HEDE60 6MEE GOGRE-0066YEOOEN | B | 606266 B36h0E. »SEnE6E
+e088 0, BOGOOIGHS-X =6 80"018_6OSEpSH [ § ' ! BVESHCDHD+HGHITVEV T 98 }OIBED]u BDDHBT . <SUIWEspH |
BO-ByBch78  GTREGEXGIHES B=0s8, N76880 6 vEIE7q

14 8 h&6eVE-GRCEARUGEEEEZE ) E. XB6BE 61 ue? 16YEIBEHCHE 168 568AB0G6GET B8N G<)86KYS8SqcC
{bIF %6 Bs6 HEUGYHEC_Bowo f#eer Ghee

15 @ S66CHHTH | BBOROAS, (58] SCHOOETE00Wa2 62 6~ BEBBB<O Ly« Bj6066) (60665063482 Ur BCODaBESHI §16006. 60 ~6 .0 06
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600 ~KLU® 866~ 5Geligbvite
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Figure 15-2 Saving the file containing the configurations through API calls
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el Cisco Catalyst 9800-L Wireless Controller Welcome admin | # & [@ & 8 @
17.6.1

Cisco

Administration ™ > Software Management

Software Upgrade

Software Maintenance

Monitoring Upgrade (SMU) Upgrade Mode ‘ INSTALL v | Current Mode (until next reload): INSTALL Manage
% Configuration AP St ice Packags (APSF) Sgg;asdlogma" H i W
@ _ i AP Device Package (APDP) . ‘ My Deskiop . ‘

File System ‘ bootflash v ‘ Free Space: 18271.05 MB

Licensing
Source File Path* & Select File
Troubleshooting

Walk Me Through >
& Download & Install

Figure 15-3 The Catalyst 9800 upgrade page
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Troubleshooting ™ > Syslog

Syslog Web Server Logs License logs

Number of latest Syslog entries to display* 100 View Manage Syslog Servers
& Download < Refresh  “Scroll to Bottom

hostname/domain name T

“Mar 19 12:10:35.620: %CRYPTO_ENGINE-4-CSDL_COMPLIANCE_RSA_WEAK_KEYS: RSA keypair CISCO_IDEVID_SUDI_LEGACY is in violation of Cisco
security compliance guidelines and will be rejected by future releases.

“Mar 19 08:29:59.781: %RIF_MGR_FSM-6-GW_REACHABLE_ACTIVE: Chassis 1 R0O/0: rif_mgr: Gateway reachable from Active
“Mar 19 04:17:23.781: %RIF_MGR_FSM-6-GW_REACHABLE_ACTIVE: Chassis 1 R0O/0: rif_mgr: Gateway reachable from Active

*Mar 18 23:28:24.991: %WEBSERVER-5-5ESS_TIMEOUT: Chassis 1 Session timeout from host 192.168.1.67 by user “katger’ using crypto cipher 'ECDHE-
RSA-AES128-GCM-SHAZ56"

“Mar 18 20:00:21.952: %WEBSERVER-5-LOGIN_PASSED: Chassis 1 Login Successful from host 192.168.1.67 by user "katger’ using crypto cipher 'ECDHE- ‘
RSA-AES128-GCM-SHA256"
\

“Mar 18 20:00:21.951: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: katgeri] [Source: 192.168.1.5] [localport: 21111] at 20:00:21 Central Fri Mar
18 2022

|
“Mar 18 19:58:37.275: %SYS-5-CONFIG_I: Configured from conscle by katgeni on vty0 (192.168.1.67) i ‘
*Mar 18 19:58:02.104: %SYS-6-PRIVCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file e
*Mar 18 19:57:54.729: %S5YS-5-CONFIG_I: Configured from console by katgeri on vty0 (192.168.1.67)
*Mar 18 19:57:46.597: %LINK-3-UPDOWN: Interface Loopback0, changed state to up
“Mar 18 19:57:46.596: %LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback0, changed state to up
*Mar 18 19:57:39.569: %5YS-5-CONFIG_I: Configured from consale by katgen on vty0 (192.168.1.67)

*Mar 18 19:57:32.997: %WEBSERVER-5-5ESS_LOGOUT: Chassis 1 Successfully logged out from host 192.168.1.67 by user 'katgeri’ using crypto cipher
'ECDHE-RSA-AES128-GCM-SHA256"

PR PP PPN

N NNV A Y S T NP Vi - - P T P P ST e ' : SPETT_

Figure 16-1 Troubleshooting Dashboard (Syslog)
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Enter time interval

Enable Internal Logs

Generate logs for last @ [10 minutes

O 30 minutes
) 1 hour

() since last boot

O | 0-4294967295 seconds v

Figure 16-2 Collecting always-on traces for a client MAC from the C9800 GUI
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Troubleshooting * > Packet Capture

Capture
Name

Y Monitor Control Y Fiter Y
Interface Y Plane Buffer Size Y by Limit Status Y Action
MYCAP TwoGigabitEthemnet0/0/2  Yes 0% | ad 00 | active » Start
SEeCs

1 l 10 » |items per page 1-10f1items

Figure 16-3 Selecting the AP MAC address for conditional tracing from APs listed under Monitoring
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Monitoring ™ > Wireless~ > Clients

Clients Sleeping Clients Excluded Clients

~~
¥
Selected 0 out of 1 Clients

ClientMAC Y IPv4 Y AP Y WLAN Y Client Y
(0 Address Address IPv6 Address Name SSD Y ID Type State Y

9233.17c6.561e civd o s s e T o i o z
D o F 10.150.1.12 feB0::9033:17ff-fec6:561e 9120 renable 2 WLA Run

o

Figure 16-4 Selecting the client MAC address for conditional tracing from the client listed under Monitoring
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Troubleshooting has been successfully enabled on this
client. Click]here|to navigate to Radioactive Trace tool to

Start/Stop debugging.

Figure 16-5 Direct navigation of the C9800 GUI from Monitoring to Troubleshooting
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Troubleshooting * > Radioactive Trace

Conditional Debug Global State] Started

MAC/IPAddress Y Trace file

O 9233.17c6.561e

‘ (10 + |items per page -

Figure 16-6 Starting a radioactive trace on the C9800 GUI
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Enter time interval
Enable Internal Logs D

Generate logs for last O 10 minutes

O 30 minutes

1 hour

(O since last boot

O‘ 0-4294967295 |

Figure 16-7 Collecting customer-use radioactive traces from the C9800 GUI
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Enter time interval
Enable Internal Logs

Generate logs for last O 10 minutes

O 30 minutes

1 hour

O since last boot

O | 0-4294967295 | seconds v

Figure 16-8 Collecting internal radioactive traces from the C9800 GUI
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C&300¢show platform software punt-policer | include Punt|Cause|--|EPC
Per Punt-Cause Policer Configuration and Packet Counters

Punt Description Config Rate (pps) Conform Packets Dropped Packets Config Burst(pkts) Config Alert
Cause Hormal  High Hormal High Normal High Normal High Hormal  High
75 EEC 8738 1000 0 0 0 0 8738 1000 Off Oft

Figure 16-9 Viewing the default EPC punt policer
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Create Packet Capture

Capture Name*

eg: MyCap

Filter* any v

Monitor Control Plane €

Inner Filter Protocol DHCP

Inner Filter MAC

Walk Me Through > Buffer Size (MB)* 10
Limit by* Duration v 3600 secs ~= 1.00 hour
Available (2) Seerch Q Selected (0)
@ GigabitEthernet1 >
Vian1 =

D Cancel Apply to Device

Figure 16-10 Enabling EPC on the C9800 Troubleshooting dashboard
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22 2822-83-15 04:29:56.301971 16.5.1.11 192.168.1.5 191 Application Data
23 2822-83-15 04:29:52.336972 16.5.1.11 192.168.1.5 479 Application Data
24 2822-03-15 04:29:52.337979 192.168.1.5 10.5.1.11 411 Application Data
25 2822-93-15 04:29:52.337979 192.168.1.5 10.5.1.11 587 Application Data
26 20822-83-15 04:29:52.340970 10.5.1.11 192.168.1.5 143 Application Data
27 2822-83-15 04:29:52.342969 192.168.1.5 10.5.1.11 155 Application Data
28 2822-83-15 04:29:52.378978 16.5.1.11 192.168.1.5 175 Application Data
29 2822-83-15 084:29:52.446967 1€.5.1.11 192.168.1.5 159 Application Data
30 2622-03-15 04:29:52.446967 192.168.1.5 10.5.1.11 155 lication Data ’,
31 2822-03-15 04:29:52.446967 192.168.1.5 10.5.1.11 |155 Application Data I
32 2822-83-15 04:29:52.452964 1€.5.1.11 192.168.1.5 303 Application Data
33 2822-83-15 04:29:52.494969 16.5.1.11 192.168.1.5 223 Application Data

Figure 16-11 EPC showing only encrypted packets with data DTLS without control plane monitoring
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80 2022-83-15 @4:37:43.681956 92:33:17:c6:56:1e Cisco_23:c6:4b 419 Association Request, SN=1185, FN=8, Flags=........, 55ID=11lrenable

136 2022-83-15 ©4:37:44.037992 92:33:17:c6:56:1e Cisco_23:c6:4b 96 Action, SN=1363, FN=8, Flags=........, 55ID=1lrenable

Frame 186: 228 bvtes on wire (1824 bits). 228 bvtes captured (1824 bits)

Ethernet II,|Src: 90:00:00_00:00:00 (00:00:00:00:00:08), Dst: 00:00:00_00:00:00 (W:W:W:W:W:NH
Internet Protocol Version &4, 5rc: 10.5.1.11, Dst: 192.168.1.5

User Datagram Protocol, Src Port: 5248, Dst Port: 5247

Control And Provisioning of Wireless Access Points - Data

IEEE 802.11 QoS Data, Flags: .......T

Logical-Link Control

8@82.1X Authentication

Extensible Authentication Protocol

W OV VOV VYV IV VIV VYV

Figure 16-12 EPC showing decrypted packets even with data DTLS enabled with control plane monitoring
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Troubleshooting ¥ > Packet Capture

Capture T Monitor Control T Fiter YT
Name Interface Y Plane Buffer Size Y by Limit Status Y Action
D MYCAP TwoGigabitethernet0/0/2  Yes 0% acl 00 nactive m
AR yGigabitEthernet0/0) 0% : e tive
1 10 »

Figure 16-13 Starting EPC on the C9800 Troubleshooting dashboard
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W

Packet Capture

Capture ) ¢ Monitor Control Y Fiter T
Name Interface Y Plane Buffer Size Y by Limit Status Y  Action
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Figure 16-14 Monitoring progress and stopping EPC capture on the C9800 Troubleshooting dashboard
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Troubleshooting ~ > Core Dump and System Report
Core Dump
Date & Time Y Size (Bytes) Y Name Download
D 29 Jan 2022 21:31:26 12602510 bootflash/core/9800L_1_RP_0_wncd_21425_20220129-213122-Central core.gz
1
System Report
Date & Time Y Size (Bytes) Y Name Download
31 Aug 2021 07:32:17 11769973 bootflash/core/9800L_1_RP_0-system-report_20210831-073206
D sl PRt Y bbb Central.tar.g -
o - —- e bootflash/core/sudha-9800L-2_2_RP_0-system-report_20210628-221155-
0O  28Jun202122:11:56 1900648 i‘?‘é ::r._a_:; il it adlinle Ll T o= b £3

Figure 16-15 Core Dump and System Report web page that shows the WNCd core and two older system reports
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Troubleshooting * > Debug Bundle

AMlarma ~f tha 7 2l # rrtles
Name of the cdebug Dundle

debugBundle_C9800-L o

Create a compressed package with required information such as CLI outputs, logs, etc. for reporting and debugging the issues

it neads to be pac ward Adgwvimigm & 1 fe gro ved

Sackaged. VISXITILIM o LIS are aifow

Enter the CLIs of which outf

Enter the CLIs of which output needs to be packaged

Q show tech wireless

D Web Server log
D Core File

O Radioactive Trace log

| [P Create Debug Bundle

Figure 16-16 Troubleshooting the dashboard—Debug Bundle
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Troubleshooting~ > Ping and Traceroute

Destination* Source

| 8.8.88 v | GigabitEthernet1 v

1 3

Source (Device) Destination
o (111 E

[« ] [ 1 1]

= © B
GigabitEthernet1 8.8.8.8

#ping ip 8.8.8.8 source GigabitEthernetl

Type escape sequence to abort.

Sending 5, 1@0@-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Packet sent with a source address of 172.31.9.80

Success rate is 10@ percent (5/5), round-trip min/avg/max = 1/1/2 ms

Figure 16-17 Troubleshooting the dashboard—Ping and Trace Route
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Configuration~ > Services~ > AireOS Config Translator

L Select and Upload the AireOS Config file NO]

[ aireosconfig.cfg v

AireOS Configuration File : aireosconfig.cfg

Translated Config v | 2 -

2 Click HERE to remove commented configuration

aeb10bf9428916b706c9f3453bdf594b000000000000000000000000000000000000000000)
read-write

! config mgmtuser add encrypt cpiadmin 1 94274ddbc620cb956965¢672b54095aa
2365a68126f99437 15f1f0ale2e1914b55f33aad 16

5af1621baccd5794b73b8dcd 1ce0f29d4000000000000000000000000000000000000000000
read-write

! config mgmtuser add encrypt_v1 eugen 1 8776f8ddd1a0969552e81573ef7 4ae87
47ec1d720809167529¢cbdac733d40e713f2481e3 16

2d09f3beb5962cb082b7c 1d354dfe94700000000000000000000000000000000000000000(
read-write

! config mgmtuser add encrypt_v1 cpiadmin 1 d16b741c518984a0438a2573d701910b
5afa24dbd77109dc53cb230d5672c84321519330 16
2a19d9b1c05b72b3621fbb9c6ccea3f7000000000000000000000000000000000000000000
read-write

Total AireOS CLIs-779

__ Translated CLis __ Not Applicable __ Unmapped __ Unsupported
462 - 59 % 122- 16 % 132-17% 63-8%

Configuration Reviewer | Summary

Q

Currently Reviewing Command: password <PASSWORD>
2 more similar matches found

Passwords could not be exported from the AireOS Controller. Please re-
enter it.

Enter the passwords in the format:
password <Encryption Type> <PASSWORD>

where Encryption Type value options are

! config mgmtuser add encrypt_v1 admin 1 76383dfbd820dd3625109fa2c2df826f 0=UNENCRYPTED key
bac8fabd75f3aa40b0173efed7a0b10e6b66f068 16 6=ENCRYPTED key
8b3c58ca72a64de362c09a3ac0ad4ef000000000000000000000000000000000000000000] 7=HIDDEN key

Figure 16-18 AireOS Config Translator
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Administration - * Command Line Interface

show ip int bri

Control+X: Clear | Control+M: Switch Mode | ControHReturn(J): Execute Command | Control+Y: Copy | Confrol+Shift+E: Export | Shift+Up Arrow(T)/Down Arrow(]): Lookup History

Thu Jan 27 2022 09:38:14 GMT+0100 (Central European Standard Time)

#show ip int bri

Interface IP-Address  OK? Method Status Protocol
GigabitEthernet1 172.31.9.80 YES DHCP up up

Vian1 unassigned YES NVRAM administratively down down

Figure 16-19 Command-line interface on the C9800 GUI
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Administration -~ > Management~ > File Manager

L

bootflash: ‘

& New Folder

Search here | Q |
syslog certs racelogs newphdnt pf newpbx.pix finalsha2 pix finalshal.pfx shal.pix Igichain2022 license_avio
X new.pix a
cvac.log carixc- throughput_ memleak.tcl dc_profile_di lid_check log packages.co Ca800-CL- C9800-CL- C9800-CL-
cig.log monitor_p.. r nf universalk9.. phoot 17.0.. mono=
C3800-CL- C3800-CL- C3800-CL- C8800-CL- C9800-CL- ovi- onep pnp-info virtual- core
universalkd. universalkd.. mpboot.17.0.. mono- universalkd,, anv.xml.mds instance

Figure 16-20 File Manager on the C9800 GUI
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B .l Cisco Catalyst 9800-L Wireless Controller e Bovearwessiiboo X

Welcome katgeri | #4 & B &

Help

Dashboard Q

Network Wireless LANs Access Points
o ¥ 1 ® 3
O = 9 “ 0

() Configure Policy Profiles

() Configure a Policy Tag

() Assign the Policy Tag

Local Web Authentication ey

T

(O Configure an Authentication Method

Overview

&% Access Points

) Configure SSIDs
Radio Count by Band Radi

() Configure Policy Profile

(0 Configure Policy Tag

3
< -
F p— = S
() Assign Policy Tag to APs
1 1 (O Create User Credentials
I I l Configuring QoS b
n n N n n

Figure 16-21 Configuration-guided workflow via Walk-me integration on the C9800 GUI
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nistration ™ > Best Practices 4 Click here to access the Best Practices Guide

Best Practice Score

Disable O
Management

e AR
Owve eless

HTTPS for O

Management

+

Walk Me Through >

Figure 16-22 Best practices linked to the C9800 GUI via Walk-me integration
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jurat . Tags & Profiles ™ » Tags

Policy Tag Name Y Description
pt-flex- 150

@]
D pt-central-150
O

default-policy-tag default policy-tag

“

* » Access Points

Edit AP

General nterfaces High Availability Inventory Cap Advanced Support Bund

General Tags

AP Name* 9130 A C T
Location* default location o
deb.409f.c32
T v
Ethernet MA O4eb.40%e . 2b98 I Ti I

Figure 16-23 C9800 GUI preventing misconfiguration via configuration validation
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(& ] & cway.cisco.com/wic-config-converter/ E % PPN
‘dees Cisco TAC Tool - WLC Config Converter Sucha Katgeri  $if
WLC Config Converter

Migrating wireless controllers to or from across any of these platforms: 2500/5500/7500/8500/WISM2/3650/3850/4500
SB8E/5760/Catalyst 9800 controllers

Please upload the following:
Aire0S: "show run-config startup-commands" output or TFTP config backup
Converged Access: "show running-config" output

Details v

______________________________________________________________

Platform Conversion Type

[ Aire0s-->Cataivst 9800 | v
Converted Conﬁg Lines * Download CSV * Download Translated CFG

Figure 16-24 Wireless Config Convertor on cisco.com
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C s cway.cisco.com/wireless-config-analyzer/ ®E % e 5 »

Juak Cisco TAC Tool - Wireless Config Analyzer Express SudhaKatgeri g5 o ?

Wireless Config Analyzer Express

Wireless Config Analyzer Express represents the next gen cloud-based evolution of the WLC Config Analyzer (WLCCA). It has
support for both 9800 I0S-XE and AireOS Controllers and it has new improved checks for General Wireless LAN Controllers,
Access Points (AP), Radio Frequency (RF), Mobility, Security, Mesh, and Flex Configurations. The tool also provides an RF
summary, including stat summarization at the controller, AP group/site, and Flex group/profile level as well as RF health analysis.

Input Parameters

¥

Drop or Upload Files...

Run

Wireless Analyzer Results | & Download Full Report

-[show ]

« Hide All

Figure 16-25 Wireless Config Analyzer Express on cisco.com
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Cisco TAC Tool - Wireless Debug Analyzer Micolas Darchis 55 v 7 o)

Sedect a client MAC Address and connection to see logs. 4 Download CSV

S ' Connection 1 of 13 .z 34 B = 1333

~ Show Time |~ Show Task -~ Show Transisted Show Original ‘Show Prior First Connection Show All

Time Task Tramslated

3:_1‘2;2“']_1; chent-orch-sm Client made a new Association to an AP/ESSID: BSSI0 I—. wLAN IR - © »~ I -
WAy R iR S B A R

3:2‘43}0‘“?:; chent-orch-sm Client started layer 2 authentication (either dot1X or PSK)

3:’"3"2"":; chent-keymgmt Sent M1 for EAPOL &-Way Handshake

ff‘zs’g“ﬁfa chent-keymgmt Received and validated M2 for EAPOL 4-Way Handshake

32:’,2;3““_?‘:‘, chient-keymgmt Sent M3 for EAPOL £-Way Handshake

30NN . chent-heymgmt Received and validated M4 for EAPDL 4-Way Handshake

2022001126 )

151341 15 Shenthemgmt Pegotiated the folowing encryption mechanis: AXM:PSK Cipher:CCMP WPA Version: WPAZ
3;:13;31:;; clent-auth Client sphabad Pra-shared Koy A
3;?‘10‘“}_125 chent-orch-sm Client passed layer 2 suthentication

32‘;’;2“{:; chent-orch-state Starting Mobilty Ancher discovery for ciert

32?3"2‘{'_:; avc-ake AN is ercabled for the client session

3;2‘13'12“'1_:‘;1 chent-orch-state Emering IP leam state

3;?‘1;2‘:;?2 auth-mgr-feat_dsensar Mot pe rlorming DHCP profilieg as it is not enabled

2022/01/26 - ;

Toimargey Sal-pecket Sending DHCP Discover to: 255.255.255.255 on vian 5 through gateway 0.0.0.0

Figure 16-26 Wireless Debug Analyzer on cisco.com
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Figure 16-27 Dashboard on the C9800 GUI in IOS-XE 17.7.1
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Git History
View git log, file history, compare br...
Don Jayamanne Install

GitLens — Git supercharged 11.2.1
Supercharge the Git capabilities bui
Eric Amodio

Git Graph 1
View a Git Graph of your repository
mhutchie

Git Blame 6.0.2
See git blame information in the sta...
Wade Anderson Install

Git Project Manager 1.7.1
Allows you to change easily betwee...
Felipe Caputo Install

Git History Diff 2.2.4
View git history. View diff of commit...
Hui Zhou Install

Git Extension Pack 0.1.3
Popular Visual Studio Code extensi...

Figure A-1 Git plug-ins for Visual Studio Code
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Git add Git commit

Staging

Git local repository

your_filel.txt ” I

your_filel.txt

your_file2.txt your_file2.txt
4 k-

Figure A-2 Git workflow
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examplel.txt — git_learning

= examplel.txt x

» OPEM EDITORS = examplel.txt
~ GIT_LEARNING ] This is an example of a text. It is actually the first version of my text.

- mplel.txt

> OUTLINE
» TIMELIME
I master* & ®O0A0 GitGraph Ln2 Col1 Spaces:4 UTF-8 LF PlainText & [

Figure A-3 Creating first file
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Remote
Repository

Working Local

directory

Staging area Repository

| Stage files
| git add f1.txt

| Stage files

git add f2.txt
Commit changeset
L3

git commit -m “New feature

Stage files
git add f2.txt

Commit changeset
L 3

| git commit -m “Fixes feature"

Push to remote
git push

Figure A-4 Commit process in Git
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o0 e examplel.xt — git_leamning ]

@ EXPLORER examplel.tet X T o T

> OPEN EDITORS examplel.txt

~ GIT_LEARNING 1 This is an example of a text. It is actually the first version of my text.

examplel.txt M ; | I'm typing something more here R
2
» OUTLINE
» TIMELINE
" master*+ @ ®O0AD0 GitGraph Ln3,Col1 Spaces:4 UTF-8 LF PlainText &

)

Figure A-5 Updating the first file
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0@ -zsh A a1

]

-

fsedano@Franciscos-Mac-mini git_learning %
fsedanoBFranciscos-Mac-mini git_learning % git status
On branch master

No commits yet

Changes to be committed:
(use "git rm --cached <file>..." to unstage)

new file: examplel.txt Staging area

Changes not staged for commit:
(use "git add <file>..." to update what will be committed)
(use "git restore <file>..." to discard changes| in working directory)

modified: examplel.txt New change

-
r-.
fsedano®Franciscos-Mac-mini git_learning %

Figure A-6 Git detecting changed files
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. NN -zsh X1

fsedano®Franciscos-Mac-mini git_learning % git diff
diff --git a/examplel.txt b/examplel.txt

index 1c7c277..8243c31 100644

--- a/examplel.txt

+++ b/examplel.txt

i 1 o 71 il
This is an example of a text. It is actually the first version of my text.
New change +I'm typing something more here

fsedano®@Franciscos-Mac-mini git_learning %
fsedano@Franciscos-Mac-mini git_learning %

Figure A-7 Diff between two file versions
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[ NN -zsh L1

fsedano®Franciscos-Mac-mini git_learning % git diff --staged

diff --git a/examplel.txt b/examplel.txt

new file mode 100644

index OODOBOD..1lc7c2?7

=== /dev/null

++ b/examplel. txt

L B, 1

Part already in +This 15 an example of a text. It 1s actually the first version of my text.
staging area fsedano@Franciscos-Mac-mini git_learning %

fsedano@Franciscos-Mac-mini git_learning ¥ _

Figure A-8 Git displaying staged files
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L NN -zsh T2

fsedanoBFranciscos-Mac-mini git_learning % git coomit -m "First commit”
[master (root-commit) eedaS5a3] First commit

1 file changed, Z insertions(+)

create mode 100644 examplel.txt

fsedano@Franciscos-Mac-mini git_learning %

Figure A-9 Committing changes
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. NN -zsh K2

fsedano®Franciscos-Mac-mini git_learning % git log

master

Author: Francisco Sedano <fran@fransedano.net>
Date: Mon Apr 5 15:42:59 2021 +0200

First commt
fsedano@Franciscos-Mac-mini git_learning %
fsedano®Franciscos-Mac-mini git_learning %
fsedano@Franciscos-Mac-mini git_learning %

Figure A-10 Examining Git repository changes
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[ [ ] Git Graph — git_learning
EXPLORER examplel.txt . Git Graph x m
> OPEM EDITORS
Branches: Show All - v Show Remote Branches Q o o0
~ GIT_LEARNING
example?.txt Graph Description Date Author Commit
(o] o First commit 5 Apr 20211542  Francisco Sedano eeda5adl

> OUTLINE
> TIMELINE
i* master % 0/ 0 GitGraph

Figure A-11 Viewing repository activity
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(] examplel.txt — git_learning

examplel.txt M X T ® O

examplel.txt

You. & minte a0 | 1 author ¢
1| This is an example of a text. It was actually the first version of my text.
2 I'm typing something more here
3 -
4 il'his is another line I've added now,
5

P master* & ®0A0 GitGraph Ln5 Col1 Spaces:4 UTF-8 LF PlainText & [0

[

Figure A-12 Marks in Visual Studio Code
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o0 -zsh T2
fsedano®Franciscos-Mac-mini git_learning ¥ git add examplel.txt
fsedanoBFranciscos-Mac-mini git_learning ¥ git commit -m "Changes to the text"
[master 9b6bccl] Changes to the text

1 file changed, 3 insertions(+), 1 deletion(-)

fsedano®Franciscos-Mac-mini git_learning %

Figure A-13 Committing changes
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0@ -zsh K2
fsedano@F ranciscos-Mac-mini git_learning % git log

master

Francisco Sedano <fran@fransedanc.nets

Author:
Mon Apr S5 15:55:09 2021 +0200

Date:

Changes to the text

Author: Francisco Sedano <fran@fransedano.net>
Date: Mon Apr 5 15:42:59 2021 +0200

First commit
fsedano®Franciscos-Mac-mini git_learning ¥ _

Figure A-14 Viewing commit history with git log
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0@ -zsh K2
fsedano&Franciscos-Mac-mini git_learning % git show 9bbbccl9e95fbe39cE9d68339ddbBf6fbcfblblf

master

Author: Francisco Sedano <fran@fransedano.nets
Date: Mon Apr 5 15:55:09 2021 +0200

Changes to the text

diff --git a/examplel.txt b/exaomplel.txt

index B243c31..393ffb@ 100644

=== o/examplel.txt

+++ b/examplel.txt

g -1.2 +1,4 &8

-This is an example of a text. It is actually the first version of my text.
+This is an example of a text. It was actually the first version of my text.
I'm typing something more here

B

+This is another line I've added now,

fsedanoBFranciscos-Mac-mini git_learning %

feedano®Franciscos-Mac-mini git_learning %

Figure A-15 Displaying changes in a commit using the command line
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-
@ [ ] Git Graph — git_learning
examplel.txt il Git Graph x M
Branches: Show All - v Show Remote Branches Q B &4 ¢ 0
Graph Description Date Author Commit
T o] Changes to the text 5 Apr 2021 15:55 Francisco Sedano 9b6bcc19
First commit 5 Apr 202115:42 Francisco Sedano eeda5a3l

I* master & (®0/M0 GitGraph

Figure A-16 Displaying commits using Visual Studio Code
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Figure A-17 Adding SSH keys to GitHub
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Pull requests issues Marketplace Explore

Create a new repository

Crwner * Repository name *
. fsedans = If first_repo
Gieal fepositofy Names afe shodt and Memorable Need Nipiration ! How about salld-broccoll?

Description (oations

My first githu® repa

| Pubiic
o[]F

L Private

initialire this repository with

Add a README file

Don't select any

Add .gitignare
option moose mewch

Choose a license

Figure A-18 Creating a new repository in GitHub
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& fsedano [ first_repo @Unwatch = 1 {r Star 0

< Code Insues 1l Pull requasts =) Actions Projects Wikl Socurity Insights Settings

Quick setup — if you've done this kind of thing before
[f)SetupinDesktop or  HTTRS  55H git@github. com: fsedana/f irst_repo.git [

Get started by creating a new file o uploading an axisting file. Wa recommend every rapository include a README, LICENSE, and _gitigrare

...0r create a new repository on the command line

echo "# first_repo™ >> README.md

git init

git add README,md

git commit -m “first commit"

git branch -M master

git remote add origin git@github.com:fsedano/first_repo.git
git push —u origin master

...0r push an existing repository from the command line

Use this Upthl‘I pit remote add origin git@github,.cos:fsedano/first_repo.git

git branch =M master
git push -u origin master

...or import code from another repository
You can initialize this repository with code from a Subversion, Marcurial, or TES project.

Import code

2 ProTip! Use the URL for this page when adding GitHub as a remate

Figure A-19 New repository in GitHub
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Q Search or jump to... Pull requests Issues Marketplace Explore

H fsedano [ first_repo ®Umwatch = 1ty Star 0 0

<> Code Issues I Pull requests Actions Projects I wiki Security Insights Settings

P master ~ ¥ 1branch © 0tags Go to file Add file ~ About X

My first github repo

. fsedano Changes to the text 9b6bccl 9 minutes ago @ 2 commits
examplel.txt Changes to the text 9 minutes ago
Releases
- : - A A 7 Mo releases published
Help people interested in this repository understand your project by adding a README. Add a README

Create a new release

Packages

Mo packages published
Publish your first package
Figure A-20 Repository after the first commit
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Commit 1
Commit 2

-

>4

Local GIT repository

Commit 3

L ————

git pull

Figure A-21 Pulling from remote repositories

b

4

Commit 1
Commit 2
Commit 3

Remote GIT repository
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Commit 1 i E d ) Commit 1
Commit 2 Commit 2
Commit 3
Commit 3
git push
& >4 & =
Local GIT repository Remote GIT repository

Figure A-22 Pushing to remote repositories
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[ NN -zsh A% 4

fsedano@Franciscos-Mac-mini cloned_repo % git add examplel.txt
fsedano@Franciscos-Mac-mini cloned_repo % git commit -m "Modify a line"
[master 8cl6e@d] Modify a line

1 file changed, 1 insertion(+), 1 deletion(-)
fsedano@Franciscos-Mac-mini cloned_repo % git push
To github.com:fsedano/first_repo.git

! [rejected] master -> master (fetch first)
error: failed to push some refs to 'gitE@github.com:fsedano/first_repo.git’

fsedano@Franciscos-Mac-mini cloned_repo %

Figure A-23 Git message if the local repository lags behind a remote one
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[ W N -zsh TRl

fsedano®Franciscos-Mac-mini cloned_repo % git pull
remote: Enumerating objects: 5, done.
remote: Counting objects: 10@% (5/3), donhe,
remote: Compressing objects: 100% (1/1), done.
remote: Total 3 (delta 1), reused 3 (delta 1), pack-reused @
Unpacking objects: 18@% (3/3), done.
From github.com:fsedano/first_repo

dlbc3ch. .54a39fa master -> origin/master
Auto-merging examplel.txt
CONFLICT (content): Merge conflict in examplel.txt
Automatic merge failed; fix conflicts and then commit the result. '
fsedano@Franciscos-Mac-mini cloned_repo %

Figure A-24 Git conflicts
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examplel.tt — cloned_repo

EXPLORER exampleltxt ! % # Git Graph i <o ® O
~ OPEM EDITORS examplel.ixt
x examplel.txt ! You, a minute ago | 1 authar (You)
i Git Graph 1 This is an example of a text. It was actually the first version of my text.
- 2 I'm typing something more here
~ CLONED_REPO 3
example?.txt ! 4 This is another line I've added now.
5

ccapt Current Change | Accept Incoming Char ACCH
<<<<<<< HEAD (Current Change)
Line from repository A. Line modified in repository B.

Line from repository A. This has been added in repository A.
18 ==ss»>»> 54a39faadel2841808ed40c18dc2d178f94f6dfed (Incoming Change)

Woa0 = O

> OUTLINE
» TIMELINE
¥ P masterr <141t ®O0A0 GitGraph

Ln11, Col1 Spaces:4 WUTF-8 LF PlainText & [

Figure A-25 Solving Git conflicts
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-zsh TH1

L NN
fsedano@Franciscos-Mac-mini cloned_repo % git status

On branch master
Your branch and 'origin/master’' have diverged,

and have 1 and 1 different commits each, respectively.
(use "git pull"” to merge the remote branch into yours)

You have unmerged paths.
(fix conflicts and run "git commit")
(use "git merge --abort” to abort the merge)

Unmerged paths:
(use "git add <file>..." to mark resolution)

both modified: examplel.txt

no changes added to commit (use "git add" andfor “"git commit -a")
fsedano@Franciscos-Mac-mini cloned_repo %

Figure A-26 Solving Git conflicts
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[ NN ] -zsh Tx1

fsedano@Franciscos-Mac-mini cloned_repo % git add examplel.txt
fsedano@Franciscos-Mac-mini cloned_repo % git commit -m "Merged changes”
[master S5c4aZaa] Merged changes
fsedano@Franciscos-Mac-mini cloned_repo % git push
Enumerating objects: 10, done.
Counting objects: 10@% (10/1@), done.
Delta compression using up to 8 threads
Compressing objects: 100% (4/4), done.
Writing objects: 10@% (6/6), 632 bytes | 632.90 KiB/s, done.
Total & (delta 2), reused @ (delta @)
remote: Resolving deltas: 100% (2/2), completed with 1 local object.
To github.com:fsedano/first_repo.git
54a39fa. .5c4aZoa master -> master
fsedano@Franciscos-Mac-mini cloned_repo %
fsedano®Franciscos-Mac-mini cloned_repo % _ '

Figure A-27 Git conflict solved
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@ Git Graph — git_learning
examplel.txt :r.!._ Git Graph X O
Branches: Show All - v Show Remote Branches Q B B ¢ 0O
Graph Description Date Author Commit

0 master | origin | Merged changes 5 Apr 2021 23:59 Francisco Sedano e9c869ad
Modify a line 5 Apr 2021 23:45 Francisco Sedano 8c16e009
Modify the new line 5 Apr 2021 23:44 Francisco Sedano 54a39%faa
Add a new line § Apr 2021 23:41 Francisco Sedano d1bc3chbf
Changes to the text 5 Apr 2021 15:55 Francisco Sedano 9b6bcc19
First commit 5 Apr 202115:42 Francisco Sedano eedabaldl

A
1

P master < ®O0MA0 Git Graph g 0

Figure A-28 Git history flow
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o Search or jump to... Pull requests Issues Marketplace Explore

& fsedano /first_repo @ Unwatch ~

<> Code Issues Pull requests *) Actions Projects Wiki Security

Link to clone
P master ~  }F 1branch © 0tags Go|  repository

o)
. fsedano Changes to the text B  Clone bl

HTTPS 55H GitHub CLI
Chan h
example1.txt Changes to the text https://github.com/fsedano/first_repo.t
Use Git or chackout with SVN using the web URL

Help people interested in this repository understand your |

;) Open with Codespaces >
() oOpen with GitHub Desktop

[} Download ZIP

® 2021 GitHub, Inc. Terms Privacy Security Status Docs Contact GitHub Pricing

Figure A-29 Sharing repositories using GitHub

17 Star 0 [i]
Insights Settings
About £
My first github repo
Releases

Mo release:

published
Create a new release

Packages

Mo packages published
Publish your first package

AP Training Blog About
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Figure A-30 Cloning Git repositories
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L NN -zsh 31

fsedano@Franciscos-Mac-mini ~ ¥ git clone https://github.com/fsedano/first_repo.git
Cloning into "first_repo’...

remote: Enumerating objects: &, done.

remote: Counting objects: 100% (6/6), done.

remote: Compressing objects: 18@% (4/4), done.

remote: Total 6 (delta @), reused & (delta @), pack-reused @
Unpacking objects: 18@% (6/6), done.
fsedano®Franciscos-Mac-mini ~ % cd first_repo
fsedano®Franciscos-Mac-mini first_repo % 1s

examplel . txt

fsedanoBFranciscos-Mac-mini first_repo % git log

origin/master, origin/HEAD
Author: Francisco Sedano <fran@fransedano.nets
Date: Mon Apr 5 15:55:@9 2021 +8200

Changes to the text
Author: Francisco Sedano <fran@fransedano.nets
Date: Mon Apr 5 15:42:59 2071 +0200

First commit
fsedano®Franciscos-Mac-mini first_repo %

Figure A-31 Choosing repository visibility at creation time

From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press
Copyright© 2023 Cisco Systems, Inc. All rights reserved



@00 -zsh A% 4
» -zsh ©
fsedano®Franciscos-Mac-mini ~ % l:-*’_'"
fsedano®Franciscos-Mac-mini ~ % python3 -m venv my_project
fsedano®@Franciscos-Mac-mini ~ % c¢d my_project

fsedano@Franciscos-Mac-mini my_project ¥ source bin/activate
(my_project) fsedano®Franciscos-Mac-mini my_project % _

Figure A-32 Creating a Python virtual environment
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Figure A-33 Hypervisor architecture
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Figure A-34 Container architecture
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Figure A-35 Layers in a container image
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apt-get update && apt-get install -y python3
e nate sl 08  RUN apt-get update && apt-get install =y python3

Base layer: Ubuntu:18.04

irp TR FROM ubuntu:18.04

Figure A-36 Layers created by a Dockerfile
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e0e root@53a12151910e: Japp X2

fsedano®Franciscos-Mac-mini book-docker %
fsedano®Franciscos-Mac-mini book-docker % docker-compose up -d
Docker Compose is now in the Docker CLI, try "docker compose up’

Creating network "book-docker_default”™ with the default driver
Creating book-docker_adminer_l ... done
Creating book-docker_app_1_1 ... done

Creating book-docker_db_1 ... done
.
fsedanoBFranciscos-Mac-mini book-docker ¥ docker-compose ps

Name Command State Ports
book-docker_adminer_1 entrypoint.sh docker-php-e ... Up 0.0.0.0:9000->8080/tcp
book-docker_app_1_1 /bin/bash Exit @
book-docker_db_1 docker-entrypoint.sh mysqld Up 3306/tcp

fsedano@Franciscos-Mac-mini book-docker ¥ _

Figure A-37 Checking container status by using docker-compose
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