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Figure 1-1 The principles of intent-based networking
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Figure 1-2 IOS-XE: A modern networking operating system
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Figure 1-3 Catalyst 9800 is built on programmable silicon
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Figure 1-4 Cisco RF ASIC: Software-defined radio using a Mini-PCIe slot
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Figure 1-5 Catalyst 9800 built for intent-based networking
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Figure 1-6 Catalyst 9800 flexible management options
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Figure 1-7 Cisco Feature Navigator
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Figure 1-8 Setting up a PSK SSID with the WLAN Wizard
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Figure 1-9 The Advanced Setup Wizard
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Figure 1-10 Guided Assistance tool
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Figure 1-11 Defining a Packet Capture on C9800’s GUI
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Figure 1-12 Disabling HTTP web access and selecting a specific trustpoint for HTTPs
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Figure 1-13 Prime Infrastructure dashboard
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Figure 1-14 SNMP configuration of the C9800
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Figure 1-15 Enabling NETCONF on the Catalyst 9800 GUI
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Figure 1-16 Cisco DNA Center
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Figure 1-17 Cisco next-generation wireless stack
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Figure 1-18 Wireless innovation at each later of the stack
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Figure 2-1 IOS-XE general software architecture
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Figure 2-2 The old wireless architecture on the left compared to the Catalyst Wireless architecture on the right
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Figure 2-3 SANET library responsibilities
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Figure 2-4 WNCd processes and the AAA task split between the existing SMD process and the new SANET libraries inside WNCds
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Figure 2-5 Client state machine on a WPA2 Enterprise SSID
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Figure 2-6 Client state machine on a WPA2 Enterprise SSID (continued)
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Figure 2-7 Block diagram of the life of a packet in the 9800 appliance’s dataplane
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Figure 2-8 Control Plane packet processing
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Figure 2-9 A 9800-40 appliance
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Figure 2-10 A 9800-80 appliance
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Figure 2-11 A 9800-L-C appliance
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Figure 3-1 Profiles and tags and AP assignment
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Figure 3-2 AireOS AP Group to C9800 site tags mapping



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 3-3 Setting the site tag as FlexConnect = nonlocal site
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Figure 3-4 AP tags in the GUI
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Figure 3-5 AP tags details in the GUI
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Figure 3-6 AP tag summary
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Figure 3-7 Click the menu icon to select APs and assign tags
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Figure 3-8 Assign the tags to the selected APs
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Figure 3-9 Starting with release 17.4.1, the write tag is available in the GUI
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Figure 3-10 Go to the Filter tab to define the tag filter
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Figure 3-11 A tag filter
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Figure 3-12 CSV import file format example
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Figure 3-13 Selecting the file to load the AP to tag mapping
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Figure 3-14 VLAN group definition
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Figure 3-15 VLAN group assignment within the policy profile
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Figure 3-16 APs to WNCd distribution using the default-site-tag
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Figure 3-17 APs to WNCd distribution using custom site tag per roaming domain
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Figure 4-1 Plug and Play provision flow



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 4-2 C9800 ready to be claimed in Plug and Play dashboard
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Figure 4-3 DHCP client ID setting on Mac
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Figure 4-4 Cisco Catalyst 9800-CL for private cloud
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Figure 4-5 Security settings on VMware port group
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Figure 4-6 Cisco EWC-AP characteristics
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Figure 4-7 Cisco Embedded Wireless Controller (EWC) in Catalyst 9000 switches for SDA
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Figure 4-8 Public cloud service models
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Figure 4-9 Managed VPN deployment mode on the public cloud
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Figure 4-10 Authorize APs against serial number
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Figure 4-11 Day 0 Configuration Setup Wizard
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Figure 4-12 Catalyst 9800 wireless LAN controller main dashboard
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Figure 4-13 AP end-to-end onboarding process with PnP



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 4-14 WLAN Wizard
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Figure 4-15 WLAN Wizard, CLI preview
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Figure 4-16 Walk Me configuration tool
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Figure 4-17 WLAN creation in Walk Me
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Figure 5-1 Creating an ACL on the Catalyst 9800
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Figure 5-2 Access policies of the policy profile on the C9800
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Figure 5-3 Layer3 WLAN security settings where the preauthentication ACL can be configured
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Figure 5-4 The Flex profile Policy ACL tab allows you to download ACLs to the APs
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Figure 5-5 URL filter configuration
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Figure 5-6 Adding a certificate by generating the question on the controller
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Figure 5-7 Creating a key pair for use with a certificate



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 5-8 Generate a certificate signing request from the WebUI
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Figure 5-9 Authenticating the CA that issued your device certificate
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Figure 5-10 Adding the device signed certificate received from the CA
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Figure 5-11 Adding a certificate when the private key was generated outside of the 9800
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Figure 5-12 Adding a certificate chain in PKCS12 format to the WLC
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Figure 5-13 RADIUS AV-pair format



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 5-14 Workflow of an EAP authentication between a supplicant and authentication server
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Figure 5-15 RADIUS server creation on the C9800 WebUI
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Figure 5-16 RADIUS server group configuration
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Figure 5-17 TACACS workflow
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Figure 5-18 802.1X port-based authentication system
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Figure 5-19 802.1X components
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Figure 5-20 EAP authentication workflow
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Figure 5-21 PEAP authentication high-level workflow
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Figure 5-22 EAP-FAST high-level overview
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Figure 5-23 EAP-TLS high-level overview
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Figure 5-24 WPA3 SAE workflow
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Figure 5-25 MPSK configuration in WLAN settings
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Figure 5-26 WPA 2 PSK SSID settings
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Figure 5-27 WPA2 PSK Layer2 security settings
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Figure 5-28 WPA2 PSK SSID key configuration
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Figure 5-29 RSN information element of a beacon frame of a WPA PSK SSID
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Figure 5-30 SAE WLAN example configuration
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Figure 5-31 Ciphers option example for SAE



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 5-32 PSK configuration for SAE
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Figure 5-33 SAE advertised in the SSID beacon RSN IE
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Figure 5-34 iPSK SSID security settings part 1
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Figure 5-35 iPSK SSID security settings part 2
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Figure 5-36 ISE authorization policies for IPSK
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Figure 5-37 Customization of the called-station-id RADIUS field
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Figure 5-38 ISE authorization result
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Figure 5-39 A pair of Open/Enhanced Open SSIDs for Enhanced Open Transition mode
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Figure 5-40 Enhanced Open SSID general settings
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Figure 5-41 Enhanced Open security settings part 1
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Figure 5-42 Enhanced Open SSID security settings part 2
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Figure 5-43 Regular open SSID linked with transition mode to an Enhanced Open SSID
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Figure 5-44 Security details of a client connected to an Enhanced Open SSID
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Figure 5-45 Local web authentication workflow
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Figure 5-46 Central Web Authentication workflow
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Figure 5-47 Do not enable Captive Bypass Portal unless you really have a good reason
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Figure 5-48 VTY configuration for CLI access in the HTTP/Netconf web page
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Figure 5-49 ETA workflow topology
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Figure 5-50 Umbrella global configuration on the 9800
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Figure 5-51 DNS Layer Security (formerly called Umbrella) section of a policy profile.



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 6-1 802.11 key management and distribution
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Figure 6-2 WPA/WPA2 PSK reassociation (slow roam)
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Figure 6-3 WPA/WPA2 EAP reassociation (slow roam)
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Figure 6-4 Packet capture: OKC fast roam in local mode deployment
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Figure 6-5 OKC fast roam RSN IE
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Figure 6-6 Disabling OKC for FlexConnect local authorization
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Figure 6-7 Monitoring the client roam type on the C9800
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Figure 6-8 Configuring CCKM on the C9800
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Figure 6-9 802.11r FT Beacon MDIE



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 6-10 802.11r FT Beacon RSN IE AKM
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Figure 6-11 802.11r FT association response
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Figure 6-12 802.11r (FT) initial association and roam (over-the-air)
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Figure 6-13 FT roam over-the-air
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Figure 6-14 FT roam over-the-DS
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Figure 6-15 AKM in RSN IE in beacon of mixed-mode FT WLAN
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Figure 6-16 Aironet IE in beacon of mixed-mode FT WLAN
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Figure 6-17 AKM in RSN IE of beacon of adaptive FT WLAN
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Figure 6-18 Aironet IE in beacon of adaptive FT WLAN
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Figure 6-19 Monitoring the mobility history of a client on the C9800 GUI
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Figure 6-20 Configuring an 802.11k on the C9800 WLAN Profile
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Figure 6-21 Configuring assisted roaming parameters on the C9800



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 6-22 Configuring an 802.11v BSS transition on the C9800
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Figure 6-23 Intra-controller Intra-WNCd roaming on the C9800
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Figure 6-24 Intra-controller inter-WNCd roaming on the C9800
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Figure 6-25 Intra-controller inter-policy profile roaming on the C9800
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Figure 6-26 Layer 2 CAPWAP Mobility Tunnel C9800
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Figure 6-27 Layer 3 inter-controller roaming on the C9800
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Figure 6-28 Configuring Static IP Mobility on the C9800



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 6-29 Configuring auto anchoring on the C9800
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Figure 6-30 Configuring secure mobility on the C9800
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Figure 6-31 Configuring mobility peers on the C9800
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Figure 6-32 Monitoring mobility tunnel status on the C9800
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Figure 6-33 Configuring secure mobility on AireOS WLC
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Figure 7-1 The country configuration page
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Figure 7-2 Country selection for each AP
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Figure 7-3 Country information element in an AP beacon
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Figure 7-4 A steel-heavy industrial environment where reflections cause problems
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Figure 7-5 A heavy door that can cause a lot of signal attenuation and typically breaks roaming



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 7-6 An atrium is an open space with no attenuation connecting several floors, a Wi-Fi interference nightmare
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Figure 7-7 Configuring RRM data collection settings
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Figure 7-8 Monitoring AP neighbors
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Figure 7-9 RF grouping monitoring and configuration page
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Figure 7-10 TPC settings
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Figure 7-11 Coverage hole detection algorithm settings
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Figure 7-12 DCA settings
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Figure 7-13 Manual channel configuration result
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Figure 7-14 Complex primary and secondary channel plans for various channel widths
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Figure 7-15 RF profile general configuration
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Figure 7-16 RF profile configuration
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Figure 7-17 RF profile DCA configuration
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Figure 7-18 RF profile advanced configuration
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Figure 7-19 Radio profile configuration
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Figure 7-20 RF tag configuration
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Figure 7-21 2.4 GHz CleanAir Interferer device report
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Figure 7-22 The CleanAir configuration page
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Figure 7-23 Obtaining the CleanAir key for a given AP
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Figure 7-24 Cisco DNA Center spectrum live view
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Figure 7-25 Radio statistics of an AP from the C9800 web interface
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Figure 7-26 Band Select global configuration
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Figure 7-27 Off-Channel Scanning Defer setting
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Figure 7-28 WLAN 11ax features configuration
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Figure 7-29 Global 11ax features configuration
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Figure 7-30 OBSS coloring configuration
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Figure 7-31 AP-specific BSS color options
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Figure 7-32 FRA settings on the Catalyst 9800 controller
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Figure 7-33 Global tri-radio setting
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Figure 7-34 Global tri-radio setting
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Figure 7-35 Rogue detection settings
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Figure 7-36 A friendly rogue AP rule
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Figure 7-37 A malicious rogue AP rule
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Figure 7-38 AP join rogue detection settings
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Figure 7-39 Client exclusion policies on the C9800



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 8-1 Multicast in wireless
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Figure 8-2 Multicast packet flow in wireless
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Figure 8-3 Enabling Multicast and MoU/MoM on the C9800
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Figure 8-4 MoU: the C9800 creating copies for each multicast packet
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Figure 8-5 Packet format in MoU mode
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Figure 8-6 Multicast packet snippet from the C9800 to the AP in MoM mode
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Figure 8-7 MoM: Network creates copies of multicast packets
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Figure 8-8 Packet format in MoM
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Figure 8-9 Multicast packet snippet from the C9800 to the AP in MoU mode
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Figure 8-10 Configuring MoM on the C9800
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Figure 8-11 Configuring VLAN Select or multicast VLAN on the C9800 wireless policy profile
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Figure 8-12 Default settings of wireless broadcast and non-IP multicast per VLAN when wireless multicast is enabled
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Figure 8-13 Configuring wireless broadcast and non-IP multicast forwarding
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Figure 8-14 Media Stream packet flow
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Figure 8-15 Configuring Media Stream globally
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Figure 8-16 Configuring multicast stream details with their characteristics
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Figure 8-17 Configuring Media Stream on 2.4 GHz and 5 GHz bands
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Figure 8-18 Enabling Media Stream on a client WLAN profile
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Figure 8-19 Monitoring a client admitted to the MC2UC Media Stream
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Figure 8-20 Default mDNS bridging in action
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Figure 8-21 mDNS gateway in action
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Figure 8-22 Configuring the C9800 as mDNS gateway globally
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Figure 8-23 Enabling the MDNS gateway on the WLAN
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Figure 8-24 Configuring an mDNS service policy on a wireless policy profile
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Figure 8-25 Creating a custom service definition
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Figure 8-26 Creating a service list mapping custom service definitions and services from the master service list
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Figure 8-27 Creating a service policy and mapping service filters
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Figure 8-28 Enabling the mDNS gateway on a VLAN SVI
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Figure 8-29 Defining an mDNS Flex profile
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Figure 9-1 Simplified view on an enterprise network
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Figure 9-2 EDCA slots for each access category



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 9-3 TXOP values for each access category
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Figure 9-4 The UP (802.1D) bits in the 802.11 header
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Figure 9-5 The UP value in a real over-the-air capture
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Figure 9-6 Table with UP to Access Categories mapping
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Figure 9-7 Client UP value to queue mapping at the AP
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Figure 9-8 DSCP value in the IPv4 header
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Figure 9-9 Class Selector and DP bits
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Figure 9-10 DSCP classes and the associated values
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Figure 9-11 DSCP classes and the associated values
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Figure 9-12 Upstream and downstream directions
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Figure 9-13 DSCP to UP mapping based on RFC 8325
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Figure 9-14 QoS policy targets
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Figure 9-15 MQC policy
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Figure 9-16 “Trust” DSCP in the downstream direction
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Figure 9-17 “Trust” DSCP in the upstream direction
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Figure 9-18 Click Add to start configuring a new QoS policy
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Figure 9-19 Start adding the classification logic
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Figure 9-20 Configuring a policy to match and drop ping traffic
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Figure 9-21 Configuring a policy to match and mark down Facebook traffic
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Figure 9-22 Configuring a policy for class-default
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Figure 9-23 Assigning the policy to the policy profile(s)
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Figure 9-24 Assigning the policy at SSID or client level, or both
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Figure 9-25 Authorization profile in ISE for AAA QoS override
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Figure 9-26 Auto QoS configuration under the Policy profile
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Figure 9-27 Bronze QoS profile, downstream
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Figure 9-28 Bronze QoS profile, upstream
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Figure 9-29 AVC in local mode and Flex central switching is applied at the WLC
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Figure 9-30 AVC in FlexConnect local switching and SDA wireless is applied at the AP



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 9-31 Monitoring AVC
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Figure 9-32 EDCA profile settings for a 5 GHz network
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Figure 9-33 Recommended policy profile settings for an SSID with voice traffic
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Figure 9-34 Trust DSCP settings under the AP Join Profile
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Figure 10-1 Redundancy port on the C9800L-C, C9800L-F, C9800-40, and C9800-80
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Figure 10-2 vNIC mapping for a C9800-CL over ESXi
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Figure 10-3 RP-to-RP connectivity between two C9800-L-Cs, two C9800-40s, and two C9800-CLs
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Figure 10-4 Supported topologies from an RP+RMI C9800 HA pair
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Figure 10-5 Enabling the HA SSO
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Figure 10-6 Configuring SSO redundancy on a C9800



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 10-7 Chassis initialization before HA pairing
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Figure 10-8 Active election
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Figure 10-9 Standby election
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Figure 10-10 Standby comes up cold prior to the bulk sync
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Figure 10-11 Standby comes up hot after the bulk sync
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Figure 10-12 SSO switchover on the active C9800
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Figure 10-13 SSO switchover on the standby C9800
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Figure 10-14 HA monitoring from the active C9800
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Figure 10-15 HA monitoring from the standby C9800
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Figure 10-16 HA state monitoring from the active C9800 GUI
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Figure 10-17 HA active and standby resource monitoring from the active C9800 GUI
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Figure 10-18 Disabling HA SSO
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Figure 10-19 Mobility MAC Configuration
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Figure 10-20 C9800 to switch connections with Multi-Chassis LAG
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Figure 10-21 N+1 HA configuration on access points



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 10-22 N+1 HA Configuration on AP Join Profile
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Figure 10-23 Active and Standby EWC-APs
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Figure 11-1 Free space path loss; a 6 dB decrease every time distance is doubled
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Figure 11-2 A BLE scanner application running on a smartphone
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Figure 11-3 Cisco DNA Spaces Bluetooth telemetry architecture
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Figure 11-4 CiscoDNA Spaces connector initial WebUI screen
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Figure 11-5 DNA Spaces Setup >Wireless page allowing you to generate tokens
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Figure 11-6 Cisco DNA Spaces WebUI page after successful connection to the cloud
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Figure 11-7 Cisco DNA Spaces connector Add Controller page
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Figure 11-8 DNA Spaces connector CLI commands overview
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Figure 11-9 Cisco DNA Spaces OpenRoaming page
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Figure 11-10 Cisco DNA Spaces OpenRoaming profile access policy page



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 11-11 Cisco DNA Spaces OpenRoaming profile SSID configuration page
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Figure 11-12 Cisco DNA Spaces OpenRoaming profile carrier offload page
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Figure 11-13 Cisco DNA Spaces home page with the hotspot tab
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Figure 11-14 Cisco DNA Spaces network configuration section
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Figure 11-15 Cisco DNA Spaces controller configuration page shows you the command it pushes
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Figure 11-16 WLC OpenRoaming configuration page
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Figure 11-17 WLC OpenRoaming configuration page



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 11-18 OpenRoaming user details on the 9800 WLC
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Figure 11-19 WLC advanced webauth parameter map configuration screen
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Figure 11-20 WLC URL filter allows you to define URLs accessible in the pre-auth phase
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Figure 11-21 Cisco DNA Spaces IoT Services menu
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Figure 11-22 Cisco DNA Spaces BLE gateway configuration
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Figure 11-23 Cisco DNA Spaces allows you to choose the BLE mode of your AP
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Figure 11-24 Access Point app management in Cisco DNA Spaces
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Figure 12-1 Programmability is used along all deployment phases
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Figure 12-2 Day 0 protocols
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Figure 12-3 Adding client VLANs using the imperative model
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Figure 12-4 Inconsistency by using imperative models
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Figure 12-5 Errors when using imperative models
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Figure 12-6 Declarative (closed-loop) model
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Figure 12-7 Updating data using declarative models
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Figure 12-8 Automatic correction using declarative models
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Figure 12-9 Protocols, encoding, and transport
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Figure 12-10 Data model and protocol hierarchy
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Figure 12-11 YANG module structure
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Figure 12-12 NETCONF capabilities
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Figure 12-13 NETCONF layers
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Figure 12-14 Missing dependencies in a YANG Suite repository
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Figure 12-15 YANG Suite repository ready to be used
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Figure 12-16 YANG Suite displaying missing dependencies
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Figure 12-17 Exploring YANG models
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Figure 12-18 Exploring data in YANG Suite
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Figure 12-19 Building RPCs in YANG Suite
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Figure 12-20 NETCONF RPC request
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Figure 12-21 NETCONF RPC reply
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Figure 12-22 Thunder plug-in for Visual Studio Code
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Figure 12-23 Postman
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Figure 12-24 WLAN YANG Model
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Figure 12-25 Constructing URI from YANG data model
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Figure 12-26 Using Postman to retrieve a list of WLANs
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Figure 12-27 Requesting JSON data in Postman
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Figure 12-28 List and key in the WLAN config entry model
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Figure 12-29 Constructing searches in RESTCONF
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Figure 12-30 Adding a new WLAN using Postman
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Figure 12-31 Content-type header
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Figure 12-32 Replacing WLAN configuration using Postman
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Figure 12-33 Python application to assign a tag based on the AP serial number
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Figure 12-34 Inventory file
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Figure 13-1 Roles in model-driven telemetry
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Figure 13-2 Configuration and operational YANG data models
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Figure 13-3 Identifying an operational YANG model
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Figure 13-4 Configuration container for interfaces
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Figure 13-5 Operational container for interfaces-state
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Figure 13-6 RPC to read configured interfaces using NETCONF



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 13-7 NETCONF query RPC to get interface list
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Figure 13-8 NETCONF RPC to read the interfaces operational state
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Figure 13-9 Periodic versus on-change publications
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Figure 13-10 YANG module prefix in the YANG file
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Figure 13-11 YANG module prefix as shown in YANG Suite
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Figure 13-12 Element XPath as shown in YANG Suite
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Figure 13-13 Composing a full XPath from the information in YANG Suite
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Figure 13-14 Flow for dial-out telemetry subscriptions
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Figure 13-15 Flow for dial-in telemetry subscriptions
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Figure 13-16 Python code to create a dial-in telemetry subscription
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Figure 13-17 Searching models in YANG Suite
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Figure 13-18 Displaying details of YANG models using YANG Suite
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Figure 13-19 Python code with the subscription NETCONF RPC
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Figure 13-20 Ports exposed in a docker-compose file
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Figure 13-21 YANG Suite receiving gRPC dial-out telemetry
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Figure 13-22 Telegraf serving as an aggregator for telemetry data
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Figure 13-23 Sending data to InfluxDB
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Figure 13-24 Grafana receiving data from InfluxDB
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Figure 13-25 Identifying prefix and XPath using YANG Suite
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Figure 13-26 Configuring the database connection in Grafana
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Figure 13-27 Displaying available measurements in Grafana
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Figure 13-28 Displaying available metrics in Grafana
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Figure 13-29 Grafana configuration
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Figure 13-30 Final Grafana dashboard
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Figure 14-1 The principles of Cisco DNA Center telemetry and data processing flows
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Figure 14-2 Cisco DNA Center Assurance architecture
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Figure 14-3 Cisco DNA Center inventory page
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Figure 14-4 Cisco DNA Center client devices list Assurance page
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Figure 14-5 Roaming and onboarding times
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Figure 14-6 AP 360 page
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Figure 14-7 AP radios comparison screen
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Figure 14-8 Issues dashboard
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Figure 14-9 Assurance overview health dashboard
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Figure 14-10 Network services health timeline
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Figure 14-11 Top AAA sites sorted
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Figure 14-12 The IOS Analytics tab showing the insights received from an iPhone device
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Figure 14-13 Advanced WLAN settings page, allowing you to enable Device Analytics on the C9800
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Figure 14-14 C9800 Client statistics monitoring page
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Figure 14-15 C9800 Client general properties
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Figure 14-16 Intelligent Capture workflow
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Figure 14-17 Intelligent Capture access point configuration page
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Figure 14-18 Intelligent Capture client 360 health page
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Figure 14-19 The packet analyzer from the onboarding events list
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Figure 14-20 The AP health Intelligent Capture page
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Figure 14-21 The 1800S sensor
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Figure 14-22 1800S protocol workflow overview
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Figure 14-23 Cisco 1800S test suite dashboard
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Figure 14-24 Cisco 1800S test result timeline
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Figure 15-1 The Export CLI Output allows you to export the configuration of a device
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Figure 15-2 Saving the file containing the configurations through API calls
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Figure 15-3 The Catalyst 9800 upgrade page
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Figure 16-1 Troubleshooting Dashboard (Syslog)
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Figure 16-2 Collecting always-on traces for a client MAC from the C9800 GUI
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Figure 16-3 Selecting the AP MAC address for conditional tracing from APs listed under Monitoring
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Figure 16-4 Selecting the client MAC address for conditional tracing from the client listed under Monitoring
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Figure 16-5 Direct navigation of the C9800 GUI from Monitoring to Troubleshooting
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Figure 16-6 Starting a radioactive trace on the C9800 GUI
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Figure 16-7 Collecting customer-use radioactive traces from the C9800 GUI
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Figure 16-8 Collecting internal radioactive traces from the C9800 GUI
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Figure 16-9 Viewing the default EPC punt policer
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Figure 16-10 Enabling EPC on the C9800 Troubleshooting dashboard
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Figure 16-11 EPC showing only encrypted packets with data DTLS without control plane monitoring
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Figure 16-12 EPC showing decrypted packets even with data DTLS enabled with control plane monitoring
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Figure 16-13 Starting EPC on the C9800 Troubleshooting dashboard
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Figure 16-14 Monitoring progress and stopping EPC capture on the C9800 Troubleshooting dashboard
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Figure 16-15 Core Dump and System Report web page that shows the WNCd core and two older system reports
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Figure 16-16 Troubleshooting the dashboard—Debug Bundle
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Figure 16-17 Troubleshooting the dashboard—Ping and Trace Route
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Figure 16-18 AireOS Config Translator
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Figure 16-19 Command-line interface on the C9800 GUI
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Figure 16-20 File Manager on the C9800 GUI
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Figure 16-21 Configuration-guided workflow via Walk-me integration on the C9800 GUI
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Figure 16-22 Best practices linked to the C9800 GUI via Walk-me integration
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Figure 16-23 C9800 GUI preventing misconfiguration via configuration validation



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure 16-24 Wireless Config Convertor on cisco.com
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Figure 16-25 Wireless Config Analyzer Express on cisco.com
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Figure 16-26 Wireless Debug Analyzer on cisco.com
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Figure 16-27 Dashboard on the C9800 GUI in IOS-XE 17.7.1
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Figure A-1 Git plug-ins for Visual Studio Code
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Figure A-2 Git workflow
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Figure A-3 Creating first file
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Figure A-4 Commit process in Git



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure A-5 Updating the first file



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure A-6 Git detecting changed files
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Figure A-7 Diff between two file versions
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Figure A-8 Git displaying staged files
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Figure A-9 Committing changes
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Figure A-10 Examining Git repository changes
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Figure A-11 Viewing repository activity
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Figure A-12 Marks in Visual Studio Code
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Figure A-13 Committing changes
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Figure A-14 Viewing commit history with git log
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Figure A-15 Displaying changes in a commit using the command line
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Figure A-16 Displaying commits using Visual Studio Code
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Figure A-17 Adding SSH keys to GitHub
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Figure A-18 Creating a new repository in GitHub
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Figure A-19 New repository in GitHub
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Figure A-20 Repository after the first commit
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Figure A-21 Pulling from remote repositories
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Figure A-22 Pushing to remote repositories
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Figure A-23 Git message if the local repository lags behind a remote one
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Figure A-24 Git conflicts
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Figure A-25 Solving Git conflicts
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Figure A-26 Solving Git conflicts
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Figure A-27 Git conflict solved
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Figure A-28 Git history flow
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Figure A-29 Sharing repositories using GitHub



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure A-30 Cloning Git repositories
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Figure A-31 Choosing repository visibility at creation time



From Understanding and Troubleshooting Cisco Catalyst 9800 Series Wireless Controller by Simone Arena, Francisco Sedano Crippa, Nicolas Darchis and Sudha Katgeri(9780137492329) Cisco Press 
Copyright© 2023 Cisco Systems, Inc. All rights reserved

Figure A-32 Creating a Python virtual environment
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Figure A-33 Hypervisor architecture
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Figure A-34 Container architecture
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Figure A-35 Layers in a container image
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Figure A-36 Layers created by a Dockerfile
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Figure A-37 Checking container status by using docker-compose


