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Introduction

CompTTA CySA+ bridges the skills gap between CompTTA Security+ and
CompTIA Advanced Security Practitioner (CASP+). Building on CySA+, I'T pro-
fessionals can pursue CASP+ to prove their mastery of the hands-on cybersecurity
skills required at the 5- to 10-year experience level. Earn the CySA+ certification to
grow your career within the CompTIA recommended cybersecurity career pathway.

CompTTA CySA+ certification is designed to be a “vendor-neutral” exam that
measures your knowledge of industry-standard technology.

Goals and Methods

The number-one goal of this book is a simple one: to help you pass the 2020 version
of the CompTIA CySA+ certification exam, CS0-002.

Because the CompTTA CySA+ certification exam stresses problem-solving abilities
and reasoning more than memorization of terms and facts, this book is designed to
help you master and understand the required objectives for each exam.

"To aid you in mastering and understanding the CySA+ certification objectives, this
book uses the following methods:

® The beginning of each chapter identifies the CompTIA CySA+ objective
addressed in the chapter and defines the related topics covered in the chapter.

B The body of the chapter explains the topics from a hands-on and theory-based
standpoint. This includes in-depth descriptions, tables, and figures that are
geared toward building your knowledge so that you can pass the exam. The
structure of each chapter generally follows the outline of the correspond-
ing exam objective, which not only enables you to study the exam objectives
methodically but also enables you to easily locate coverage of specific exam
objectives that you think you need to review further.

m Key Topic icons identify important figures, tables, and lists of information that
you should know for the exam. Key topics are interspersed throughout the
chapter and are listed in a table at the end of the chapter.

® Key terms in each chapter are emphasized in bold italic and are listed without
definitions at the end of each chapter. Write down the definition of each term
and check your work against the complete key terms in the glossary.
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Strategies for Exam Preparation

Strategies for exam preparation vary depending on your existing skills, knowledge,
and equipment available. Of course, the ideal exam preparation would consist of
three or four years of hands-on security or related experience followed by rigorous
study of the exam objectives.

Before and after you have read through the book, have a look at the current
exam objectives for the CompTIA CySA+ Certification Exam, listed at
https://www.comptia.org/certifications/cybersecurity-analyst#examdetails. If
there are any areas shown in the certification exam outline that you would still
like to study, find those sections in the book and review them.

When you feel confident in your skills, attempt the practice exams found on the
website that accompanies this book. As you work through the practice exams, note
the areas where you lack confidence and review those concepts or configurations in
the book. After you have reviewed those areas, work through the practice exams a
second time and rate your skills. Keep in mind that the more you work through the
practice exams, the more familiar the questions will become.

After you have worked through the practice exams a second time and feel confident
in your skills, schedule the CompTTA CySA+ CS0-002 exam through Pearson Vue
(https://home.pearsonvue.com). To prevent the information from evaporating out of
your mind, you should typically take the exam within a week of when you consider
yourself ready to take it.
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The CompTIA CySA+ certification credential for those passing the certification
exams is now valid for three years. To renew your certification without retaking
the exam, you need to participate in continuing education (CE) activities and
pay an annual maintenance fee of $50 (that is, $150 for three years). See
https://www.comptia.org/continuing-education/learn/ce-program-fees for fee
details. To learn more about the certification renewal policy, see https://
certification.comptia.org/continuing-education.

How the Book Is Organized

"Table I-1 outlines where each of the CySA+ exam objectives is covered in the book.
For a full dissection of what is covered in each objective, you should download

the most recent set of objectives from https://www.comptia.org/certifications/
cybersecurity-analyst#examdetails.

Table I-1  CySA+ CS0-002 Exam Obijectives: Coverage by Chapter

Exam Objective Chapter Where This
Objective Is Covered

Domain 1.0 Threat and Vulnerability Management (accounts for 22% of the exam)

1.1 Explain the importance of threat data and intelligence Chapter 1

1.2 Given a scenario, utilize threat intelligence to support Chapter 2
organizational security

1.3 Given a scenario, perform vulnerability management activities Chapter 3

1.4 Given a scenario, analyze the output from common Chapter 4
vulnerability assessment tools

1.5 Explain the threats and vulnerabilities associated with Chapter 5
specialized technology

1.6 Explain the threats and vulnerabilities associated with Chapter 6
operating in the cloud

1.7 Given a scenario, implement controls to mitigate attacks Chapter 7
and software vulnerabilities

Domain 2.0 Software and Systems Security (accounts for 18% of the exam)

2.1 Given a scenario, apply security solutions for infrastructure Chapter 8
management
2.2 Explain software assurance best practices Chapter 9

2.3 Explain hardware assurance best practices Chapter 10
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Exam Objective Chapter Where This
Objective Is Covered

Domain 3.0 Security Operations and Monitoring (accounts for 25% of the exam)

3.1 Given a scenario, analyze data as part of security Chapter 11
monitoring activities

3.2 Given a scenario, implement configuration changes Chapter 12
to existing controls to improve security

3.3 Explain the importance of proactive threat hunting Chapter 13

3.4 Compare and contrast automation concepts and technologies ~ Chapter 14

Domain 4.0 Incident Response (accounts for 22% of the exam)

4.1 Explain the importance of the incident response process Chapter 15
4.2 Given a scenario, apply the appropriate incident response Chapter 16
procedure

4.3 Given an incident, analyze potential indicators of compromise Chapter 17

4.4 Given a scenario, utilize basic digital forensics techniques Chapter 18

Domain 5.0 Compliance and Assessment (accounts for 13% of the exam)

5.1 Understand the importance of data privacy and protection Chapter 19

5.2 Given a scenario, apply security concepts in support of Chapter 20
organizational risk mitigation

5.3 Explain the importance of frameworks, policies, procedures, ~ Chapter 21
and controls

Book Features

"To help you customize your study time using this book, the core chapters have
several features that help you make the best use of your time:

® Foundation Topics: These are the core sections of each chapter. They explain
the concepts for the topics in that chapter.

® Exam Preparation Tasks: After the “Foundation Topics” section of each
chapter, the “Exam Preparation Tasks” section provides the following study
activities that you should do to prepare for the exam:

® Review All Key Topics: As previously mentioned, the Key Topic icon
appears next to the most important items in the “Foundation Topics”
section of the chapter. The Review All Key Topics activity lists the key
topics from the chapter, along with their page numbers. Although the
contents of the entire chapter could be on the exam, you should defi-
nitely know the information listed in each key topic, so you should
review these.
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B Define Key Terms: Although the CySA+ exam might be unlikely to ask
a question such as “Define this term,” the exam does require that you
learn and know a lot of cybersecurity-related terminology. This section
lists the most important terms from the chapter, asking you to write a

short definition of each and compare your answer to the glossary entry at
the end of the book.

Review Questions: Confirm that you understand the content that you just
covered by answering these questions and reading the answer explanations.

Web-based practice exam: The companion website includes the Pearson Test
Prep practice test software that enables you to take practice exam questions.
Use it to prepare with a sample exam and to pinpoint topics where you need
more study.

What’s New?

With every exam update, changes in the relative emphasis on certain topics can
change. Here is an overview of some of the most important changes:

Increased content on the importance of threat data and intelligence
Increased emphasis on regulatory compliance

Increased emphasis on the options and combinations available for any given
command

Increased emphasis on identifying attacks through log analysis
Increased coverage of cloud security

Increased coverage of forming and using queries

The Companion Website for Online Content Review

All the electronic review elements, as well as other electronic components of the

book, exist on this book’s companion website.

To access the companion website, which gives you access to the electronic content
with this book, start by establishing a login at www.pearsonI Tcertification.com and
register your book.

"To do so, simply go to www.pearsonitcertification.com/register and enter the ISBN
of the print book: 9780136747161. After you have registered your book, go to your
account page and click the Registered Products tab. From there, click the Access
Bonus Content link to get access to the book’s companion website.
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Note that if you buy the Premium Edition eBook and Practice Test version of this book
from Pearson, your book will automatically be registered on your account page.
Simply go to your account page, click the Registered Products tab, and select
Access Bonus Content to access the book’s companion website.

Please note that many of our companion content files can be very large, especially
image and video files.

If you are unable to locate the files for this title by following the steps at left, please
visit www.pearsonl Tcertification.com/contact and select the Site Problems/
Comments option. Our customer service representatives will assist you.

How to Access the Pearson Test Prep Practice Test Software

You have two options for installing and using the Pearson Test Prep practice test
software: a web app and a desktop app. To use the Pearson Test Prep application,
start by finding the registration code that comes with the book. You can find the
code in these ways:

B Print book: Look in the cardboard sleeve in the back of the book for a piece
of paper with your book’s unique PTP code.

B Premium Edition: If you purchase the Premium Edition eBook and Practice
Test directly from the www.pearsonl Tcertification.com website, the code
will be populated on your account page after purchase. Just log in to
www.pearsonl Tcertification.com, click Account to see details of your account,
and click the Digital Purchases tab.

B Amazon Kindle: For those who purchase a Kindle edition from Amazon, the
access code will be supplied directly from Amazon.

B Other bookseller e-books: Note that if you purchase an e-book version from
any other source, the practice test is not included because other vendors to
date have not chosen to vend the required unique access code.

NOTE Do not lose the activation code because it is the only means with which you
can access the QA content with the book.

Once you have the access code, to find instructions about both the PTP web app
and the desktop app, follow these steps:

Step 1.  Open this book’s companion website.
Step 2.  Click the Practice Exams button.

Step 3.  Follow the instructions listed there both for installing the desktop app
and for using the web app.
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Note that if you want to use the web app only at this point, just navigate to
www.pearsontestprep.com, establish a free login if you do not already have one, and
register this book’s practice tests using the registration code you just found. The
process should take only a couple of minutes.

NOTE Amazon eBook (Kindle) customers: It is easy to miss Amazon’s e-mail that
lists your PTP access code. Soon after you purchase the Kindle eBook, Amazon
should send an e-mail. However, the e-mail uses very generic text, and makes no spe-
cific mention of P'TP or practice exams. To find your code, read every e-mail from
Amazon after you purchase the book. Also do the usual checks for ensuring your
e-mail arrives, like checking your spam folder.

NOTE Other eBook customers: As of the time of publication, only the publisher
and Amazon supply PTP access codes when you purchase their eBook editions of this
book.

Customizing Your Exams

Once you are in the exam settings screen, you can choose to take exams in one of
three modes:

B Study mode: Enables you to fully customize your exams and review answers
as you are taking the exam. This is typically the mode you would use first to
assess your knowledge and identify information gaps.

B Practice Exam mode: Locks certain customization options, as it is presenting
a realistic exam experience. Use this mode when you are preparing to test your
exam readiness.

® Flash Card mode: Strips out the answers and presents you with only the
question stem. This mode is great for late-stage preparation when you really
want to challenge yourself to provide answers without the benefit of see-
ing multiple-choice options. This mode does not provide the detailed score
reports that the other two modes do, so you should not use it if you are trying
to identify knowledge gaps.

In addition to these three modes, you will be able to select the source of your ques-
tions. You can choose to take exams that cover all of the chapters or you can narrow
your selection to just a single chapter or the chapters that make up specific parts in
the book. All chapters are selected by default. If you want to narrow your focus to
individual chapters, simply deselect all the chapters and then select only those on
which you wish to focus in the Objectives area.
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You can also select the exam banks on which to focus. Each exam bank comes com-
plete with a full exam of questions that cover topics in every chapter. You can have

the test engine serve up exams from all test banks or just from one individual bank

by selecting the desired banks in the exam bank area.

There are several other customizations you can make to your exam from the exam
settings screen, such as the time of the exam, the number of questions served up,
whether to randomize questions and answers, whether to show the number of
correct answers for multiple-answer questions, and whether to serve up only specific
types of questions. You can also create custom test banks by selecting only questions
that you have marked or questions on which you have added notes.

Updating Your Exams

If you are using the online version of the Pearson Test Prep software, you should al-
ways have access to the latest version of the software as well as the exam data. If you
are using the Windows desktop version, every time you launch the software while
connected to the Internet, it checks if there are any updates to your exam data and
automatically downloads any changes that were made since the last time you used

the software.

Sometimes, due to many factors, the exam data might not fully download when you
activate your exam. If you find that figures or exhibits are missing, you might need
to manually update your exams. To update a particular exam you have already acti-
vated and downloaded, simply click the Tools tab and click the Update Products
button. Again, this is only an issue with the desktop Windows application.

If you wish to check for updates to the Pearson Test Prep exam engine software, Win-
dows desktop version, simply click the Tools tab and click the Update Application
button. This ensures that you are running the latest version of the software engine.
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CHAPTER 6

Threats and Vulnerabilities
Associated with Operating
in the Cloud

Placing resources in a cloud environment has many benefits, but also introduces
a host of new security considerations. This chapter discusses these vulnerabili-
ties and some measures that you can take to mitigate them.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz enables you to assess whether you should
read the entire chapter. If you miss no more than one of these eight self-
assessment questions, you might want to skip ahead to the “Exam Preparation
Tasks” section. Table 6-1 lists the major headings in this chapter and the “Do

I Know This Already?” quiz questions covering the material in those headings
so that you can assess your knowledge of these specific areas. The answers to the
“Do I Know This Already?” quiz appear in Appendix A.

Table 6-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Question
Cloud Deployment Models 1
Cloud Service Models

Function as a Service (FaaS)/Serverless Architecture

Infrastructure as Code (IaC)

Improper Key Management

Unprotected Storage

2
3
4
Insecure Application Programming Interface (API) 5
6
7
8

Logging and Monitoring
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1. In which cloud deployment model does an organization provide and manage
some resources in-house and has other resources provided externally via a
public cloud?

a. Private
b. Public
¢. Community
. Hybrid

o

2. Which of the following cloud service models is typically used as a software
development environment?

a. SaaS
b. PaaS
c. laaS
d. FaaS

3. Which of the following is an extension of the PaaS model?
a. FaaS
b. IaC
c. SaaS
d. ITaaS

4. Which of the following manages and provisions computer data centers
through machine-readable definition files?

a. TaC
b. PaaS
c. SaaS
d. IaaS
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(8]

. Which of the following can enhance security of APIs?
a. DPAPI
b. SGX
c. SOAP
d. REST

6. Which of the following contains recommendations for key management?
a. NIST SP 800-57 REV. 5
b. PCI-DSS
c. OWASP
d. FIPS

7. Which of the following is the most exposed part of a cloud deployment?
a. Cryptographic functions
b. APIs
c. VMs

d. Containers

8. Which of the following is lost with improper auditing? (Choose the best answer.)
a. Cryptographic security
b. Accountability
c. Data security

d. Visibility
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Foundation Topics

Cloud Deployment Models

Cloud computing is all the rage these days, and it comes in many forms. The basic
idea of cloud computing is to make resources available in a web-based data center so
the resources can be accessed from anywhere. When a company pays another com-
pany to host and manage this type of environment, it is considered to be a public
cloud solution. If the company hosts this environment itself, it is considered to be a
private cloud solution. The different cloud deployment models are as follows:

B Public: A public cloud is the standard cloud deployment model, in which a

service provider makes resources available to the public over the Internet.
Public cloud services may be free or may be offered on a pay-per-use model.
An organization needs to have a business or technical liaison responsible for
managing the vendor relationship but does not necessarily need a specialist in
cloud deployment. Vendors of public cloud solutions include Amazon, IBM,
Google, Microsoft, and many more. In a public cloud deployment model, sub-
scribers can add and remove resources as needed, based on their subscription.

Private: A private cloud is a cloud deployment model in which a private orga-
nization implements a cloud in its internal enterprise, and that cloud is used
by the organization’s employees and partners. Private cloud services require
an organization to employ a specialist in cloud deployment to manage the
private cloud.

Community: A community cloud is a cloud deployment model in which the
cloud infrastructure is shared among several organizations from a specific
group with common computing needs. In this model, agreements should
explicitly define the security controls that will be in place to protect the data of
each organization involved in the community cloud and how the cloud will be
administered and managed.

Hybrid: A hybrid cloud is a cloud deployment model in which an organization
provides and manages some resources in-house and has others provided exter-
nally via a public cloud. This model requires a relationship with the service
provider as well as an in-house cloud deployment specialist. Rules need to be
defined to ensure that a hybrid cloud is deployed properly. Confidential and
private information should be limited to the private cloud.
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Cloud Service Models

There is trade-off to consider when a decision must be made between cloud archi-
tectures. A private solution provides the most control over the safety of your data
but also requires the staff and the knowledge to deploy, manage, and secure the
solution. A public cloud puts your data’s safety in the hands of a third party, but that
party is more capable and knowledgeable about protecting data in such an environ-
ment and managing the cloud environment. With a public solution, various cloud
service models can be purchased. Some of these models include the following:

B Software as a Service (SaaS): With SaaS, the vendor provides the entire solu-
tion, including the operating system, the infrastructure software, and the appli-
cation. The vendor may provide an email system, for example, in which it hosts
and manages everything for the customer. An example of this is a company that
contracts to use Salesforce or Intuit QuickBooks using a browser rather than
installing the application on every machine. This frees the customer company
from performing updates and other maintenance of the applications.

B Platform as a Service (PaaS): With PaaS, the vendor provides the hardware
platform or data center and the software running on the platform, includ-
ing the operating systems and infrastructure software. The customer is still
involved in managing the system. An example of this is a company that engages
a third party to provide a development platform for internal developers to use
for development and testing.

B Infrastructure as a Service (laaS): With laa$, the vendor provides the hard-
ware platform or data center, and the customer installs and manages its own
operating systems and application systems. The vendor simply provides access
to the data center and maintains that access. An example of this is a company
hosting all its web servers with a third party that provides the infrastructure.
With IaaS, customers can benefit from the dynamic allocation of additional
resources in times of high activity, while those same resources are scaled back
when not needed, which saves money.

Figure 6-1 illustrates the relationship of these services to one another.
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FIGURE 6-1 Cloud Service Models

Function as a Service (FaaS)/Serverless Architecture

Function as a Service (FaaS) is an extension of Paa$S that goes further and com-
pletely abstracts the virtual server from the developers. In fact, charges are based not
on server instance sizes but on consumption and executions. This is why it is some-
times also called serverless architecture. In this architecture, the focus is on a function,
operation, or piece of code that is executed as a function. These services are event-
driven in nature.
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Although FaaS is not perfect for every workload, for transactions that happen hun-
dreds of times per second, there is a lot of value in isolating that logic to a function
that can be scaled. Additional advantages include the following:

Key ® Ideal for dynamic or burstable workloads: If you run something only once a
Topic day or month, there’s no need to pay for a server 24/7/365.

B |deal for scheduled tasks: Faa$ is a perfect way to run a certain piece of code
on a schedule.

Figure 6-2 shows a useful car analogy for comparing traditional computing (own a
car), cloud computing (rent a car), and FaaS/serverless computing (car sharing). VPS
in the rent-a-car analogy stands for virtual private server and refers to provisioning a
virtual server from a cloud service provider.

Car Analogy

Own a Car Rent a Car City-car Sharing
Bare Metal Servers VPS Serverless

FIGURE 6-2 Car Analogy for Serverless Computing

The following are top security issues with serverless computing:

Key B Function event data injection: Triggered through untrusted input such as
through a web API call

B Broken authentication: Coding issues ripe for exploit and attacks, which lead
to unauthorized authentication

B Insecure serverless deployment configuration: Human error in setup

B Over-privileged function permissions and roles: Failure to implement the least
privilege concept
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Infrastructure as Code (laC)

In another reordering of the way data centers are handled, Infrastructure as Code
(IaC) manages and provisions computer data centers through machine-readable
definition files, rather than physical hardware configuration or interactive configura-
tion tools. [aC can use either scripts or declarative definitions, rather than manual
processes, but the term more often is used to promote declarative approaches.

Naturally, there are advantages to this approach:

® Lower cost

® Faster speed

B Risk reduction (remove errors and security violations)
Figure 6-3 illustrates an example of how some code might be capable of making
changes on its own without manual intervention. As you can see in Figure 6-3, these

code changes can be made to the actual state of the configurations in the cloud with-
out manual intervention.

2. Check the
Current Status

Inf
n ra.tstructure Infrastructure-as- Actual State on
Desired State Code Tool Cloud

File 1. Read File when e e ou

3. Apply the
Change (If Any)

Triggered

FIGURE 6-3 laC in Action

Security issues with Infrastructure as Code (IaC) include
B Compliance violations: Policy guardrails based on standards are not enforced
B Data exposures: Lack of encryption

B Hardcoded secrets: Storing plain text credentials, such as SSH keys or
account secrets, within source code

B Disabled audit logs: Failure to utilize audit logging services like AWS Cloud-
Trail and Amazon CloudWatch

B Untrusted image sources: Templates may inadvertently refer to OS or con-
tainer images from untrusted sources
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Insecure Application Programming Interface (API)

Interfaces and APIs tend to be the most exposed parts of a system because they’re
usually accessible from the open Internet. APIs are used extensively in cloud environ-
ments. With respect to APIs, a host of approaches—including Simple Object Access
Protocol (SOAP), REpresentational State Transfer (REST), and JavaScript Object
Notation (JSON)—are available, and many enterprises find themselves using all

of them.

The use of diverse protocols and APIs is also a challenge to interoperability. With
networking, storage, and authentication protocols, support and understanding of
the protocols in use is required of both endpoints. It should be a goal to reduce the
number of protocols in use in order to reduce the attack surface. Each protocol has
its own history of weaknesses to mitigate.

One API that can enhance cloud security is the Data Protection API (DPAPI)
offered by Windows. Let’s look at what it offers. Among other features, DPAPI
supports in-memory processing, an approach in which all data in a set is processed
from memory rather than from the hard drive. In-memory processing assumes that
all the data is available in memory rather than just the most recently used data, as is
usually the case when using RAM or cache memory. This results in faster reporting
and decision making in business. Securing in-memory processing requires encrypt-
ing the data in RAM. DPAPI lets you encrypt data using the user’s login credentials.
One of the key questions is where to store the key, because storing it in the same
location as the data typically is not a good idea (the next section discusses key man-
agement). Intel’s Software Guard Extensions (SGX), shipping with Skylake and
newer CPUs, allows you to load a program into your processor, verify that its state
is correct (remotely), and protect its execution. The CPU automatically encrypts
everything leaving the processor (that is, everything that is offloaded to RAM) and
thereby ensures security.

Even the most secure devices have some sort of API that is used to perform tasks.
Unfortunately, untrustworthy people use those same APIs to perform unscrupulous
tasks. APIs are used in the Internet of Things (IoT) so that devices can speak to each
other without users even knowing they are there. APIs are used to control and mon-
itor things we use every day, including fitness bands, home thermostats, lighting, and
automobiles. Comprehensive security must protect the entire spectrum of devices in
the digital workplace, including apps and APIs. APT security is critical for an organi-
zation that is exposing digital assets.

Guidelines for providing API security include the following:
® Use the same security controls for APIs as for any web application in the enterprise.

® Use Hash-based Message Authentication Code (HMAC).

B Use encryption when passing static keys.
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B Use a framework or an existing library to implement security solutions for APIs.

® Implement password encryption instead of single key-based authentication.

Improper Key Management

Key management is essential to ensure that the cryptography provides confidential-
ity, integrity, and authentication in cloud environments. If a key is compromised, it
can have serious consequences throughout an organization.

Key management involves the entire process of ensuring that keys are protected
during creation, distribution, transmission, and storage. As part of this process, keys
must also be destroyed properly. When you consider the vast number of networks
over which the key is transmitted and the different types of systems on which a key
is stored, the enormity of this issue really comes to light.

As the most demanding and critical aspect of cryptography, it is important that secu-
rity professionals understand key management principles.

Keys should always be stored in ciphertext when stored on a noncryptographic
device. Key distribution, storage, and maintenance should be automatic by integrat-
ing the processes into the application.

Because keys can be lost, backup copies should be made and stored in a secure loca-
tion. A designated individual should have control of the backup copies, and other
individuals should be designated to serve as emergency backups. The key recovery
process should also require more than one operator, to ensure that only valid key
recovery requests are completed. In some cases, keys are even broken into parts and
deposited with trusted agents, who provide their part of the key to a central author-
ity when authorized to do so. Although other methods of distributing parts of a key
are used, all the solutions involve the use of trustee agents entrusted with part of the
key and a central authority tasked with assembling the key from its parts. Also, key
recovery personnel should span across the entire organization and not just be mem-
bers of the I'T department.

Organizations should also limit the number of keys that are used. The more keys
that you have, the more keys you must ensure are protected. Although a valid reason
for issuing a key should never be ignored, limiting the number of keys issued and
used reduces the potential damage.

When designing the key management process, you should consider how to do the
following:

B Securely store and transmit the keys

® Use random keys
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B Jssue keys of sufficient length to ensure protection
B Properly destroy keys when no longer needed

® Back up the keys to ensure that they can be recovered

Systems that process valuable information require controls in order to protect the
information from unauthorized disclosure and modification. Cryptographic systems
that contain keys and other cryptographic information are especially critical. Secu-
rity professionals should work to ensure that the protection of keying material pro-
vides accountability, audit, and survivability.

Accountability involves the identification of entities that have access to, or control
of, cryptographic keys throughout their life cycles. Accountability can be an effec-
tive tool to help prevent key compromises and to reduce the impact of compromises
when they are detected. Although it is preferred that no humans be able to view
keys, as a minimum, the key management system should account for all individuals
who are able to view plaintext cryptographic keys. In addition, more sophisticated
key management systems may account for all individuals authorized to access or
control any cryptographic keys, whether in plaintext or ciphertext form.

"Two types of audits should be performed on key management systems:

B Security: The security plan and the procedures that are developed to support
the plan should be periodically audited to ensure that they continue to support
the key management policy.

® Protective: The protective mechanisms employed should be periodically
reassessed with respect to the level of security they currently provide and are
expected to provide in the future. They should also be assessed to determine
whether the mechanisms correctly and effectively support the appropriate
policies. New technology developments and attacks should be considered as
part of a protective audit.

Key management survivability entails backing up or archiving copies of all keys
used. Key backup and recovery procedures must be established to ensure that keys
are not lost. System redundancy and contingency planning should also be properly
assessed to ensure that all the systems involved in key management are fault tolerant.

Key Escrow

Key escrow is the process of storing keys with a third party to ensure that decryp-
tion can occur. This is most often used to collect evidence during investigations. Key
recovery is the process whereby a key is archived in a safe place by the administrator.
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Key Stretching

Key stretching, also referred to as key strengthening, is a cryptographic technique
that involves making a weak key stronger by increasing the time it takes to test each
possible key. In key stretching, the original key is fed into an algorithm to produce
an enhanced key, which should be at least 128 bits for effectiveness. If key stretch-
ing is used, an attacker would need to either try every possible combination of the
enhanced key or try likely combinations of the initial key. Key stretching slows down
the attacker because the attacker must compute the stretching function for every
guess in the attack. Systems that use key stretching include Pretty Good Privacy
(PGP), GNU Privacy Guard (GPG), Wi-Fi Protected Access (WPA), and WPA2.
Widely used password key-stretching algorithms include Password-Based Key
Derivation Function 2 (PBKDF2), berypt, and scrypt.

Unprotected Storage

While cloud storage may seem like a great idea, it presents many unique issues.
Among them are the following:

B Data breaches: Although cloud providers may include safeguards in service-
level agreements (SLAs), ultimately the organization is responsible for protect-
ing its own data, regardless of where it is located. When this data is not in your
hands—and you may not even know where it is physically located at any point
in time—protecting your data is difficult.

® Authentication system failures: These failures allow malicious individuals into
the cloud. This issue sometimes is made worse by the organization itself when
developers embed credentials and cryptographic keys in source code and leave
them in public-facing repositories.

B Weak interfaces and APIs: Interfaces and APIs tend to be the most exposed
parts of a system because they’re usually accessible from the open Internet.

Transfer/Back Up Data to Uncontrolled Storage

In some cases, users store sensitive data in cloud storage that is outside the control
of the organization, using sites such as Dropbox. These storage providers have had
their share of data loss issues as well. Policies should address and forbid this type of
storage of data from mobile devices.

Cloud services give end users more accessibility to their data. However, this also
means that end users can take advantage of cloud storage to access and share com-
pany data from any location. At that point, the I'T team no longer controls the data.
"This is the case with both public and private clouds.
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With private clouds, organizations can ensure the following:
B That the data is stored only on internal resources
® That the data is owned by the organization
B That only authorized individuals are allowed to access the data
® That data is always available
However, a private cloud is only protected by the organization’s internal resources,

and this protection can often be affected by the knowledge level of the security pro-
fessionals responsible for managing the cloud security.

With public clouds, organizations can ensure the following:
B That data is protected by enterprise-class firewalls and within a secured facility

B That attackers and disgruntled employees are unsure of where the data
actually resides

B That the cloud vendor provides security expertise and maintains the level of
service detailed in the contract

However, public clouds can grant access to any location, and data is transmitted over
the Internet. Also, the organization depends on the vendor for all services provided.
End users must be educated about cloud usage and limitations as part of their secu-
rity awareness training. In addition, security policies should clearly state where data
can be stored, and ACLs should be configured properly to ensure that only autho-
rized personnel can access data. The policies should also spell out consequences for
storing organizational data in cloud locations that are not authorized.

Big Data

Big data is a term for sets of data so large or complex that they cannot be analyzed
by using traditional data processing applications. These data sets are often stored in
the cloud to take advantage of the immense processing power available there. Spe-
cialized applications have been designed to help organizations with their big data.
The big data challenges that may be encountered include data analysis, data capture,
data search, data sharing, data storage, and data privacy.

While big data is used to determine the causes of failures, generate coupons at
checkout, recalculate risk portfolios, and find fraudulent activity before it ever has a
chance to affect the organization, its existence creates security issues. The first issue
is its unstructured nature. Traditional data warehouses process structured data and
can store large amounts of it, but there is still a requirement for structure.
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Big data typically uses Hadoop, which requires no structure. Hadoop is an open
source framework used for running applications and storing data. With the Hadoop
Distributed File System, individual servers that are working in a cluster can fail
without aborting the entire computation process. There are no restrictions on the
data that this system can store. While big data is enticing because of the advantages
it offers, it presents a number of issues when deployed in the cloud.

B QOrganizations still do not understand it very well, and unexpected vulnerabili-
ties can easily be introduced.

® Open source codes are typically found in big data, which can result in unrec-
ognized backdoors. It can contain default credentials.

® Attack surfaces of the nodes may not have been reviewed, and servers may not
have been hardened sufficiently.

Logging and Monitoring

Without proper auditing, you have no accountability. You also have no way of know-
ing what is going on in your environment. While the next two chapters include
ample discussion of logging and monitoring and its application, this section briefly
addresses the topic with respect to cloud environments.

Insufficient Logging and Monitoring

Unfortunately, although most technicians agree with and support the notion that
proper auditing is necessary, in the case of cloud deployments, the logging and mon-
itoring can leave much to be desired. “Insufficient Logging and Monitoring” is one
of the categories in the Open Web Application Security Project’s (OWASP) Top 10
list and covers the list of best practices that should be in place to prevent or limit the
damage of security breaches.

Security professionals should work to ensure that cloud SLAs include access to log-
ging and monitoring tools that give the organization visibility into the cloud system
in which their data is held.

Inability to Access

One of the issue with utilizing standard logging and monitoring tools in a cloud
environment is the inability to access the environment in a way that renders visibil-
ity into the environment. In some cases, the vendor will resist allowing access to its
environment. The time to demand such access is when the SLA is in the process of
being negotiated.
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Exam Preparation Tasks

As mentioned in the section “How to Use This Book” in the Introduction, you have
several choices for exam preparation: the exercises here, Chapter 22, “Final Prepara-
tion,” and the exam simulation questions in the Pearson Test Prep Software Online.

Review All Key Topics

Review the most important topics in this chapter, noted with the Key Topics icon in
the outer margin of the page. Table 6-2 lists a reference of these key topics and the
page numbers on which each is found.

Table 6-2 Key Topics in Chapter 6

LY Key Topic Element  Description Page Number
Bulleted list Cloud deployment models 126
Bulleted list Cloud service models 127
Bulleted list Advantages of FaaS 129
Bulleted list Top security issues with serverless computing 129
Bulleted list Advantages of IaC 130
Bulleted list Security issues with Infrastructure as Code (IaC) 130
Bulleted list Guidelines for providing API security 131
Bulleted list Designing the key management process 132
Bulleted list Types of audit that should be performed on key 133

management systems

Bulleted list Security issues with cloud storage 134
Bulleted list Capabilities with private and public clouds 135
Bulleted list Issues with big data 136

Define Key Terms

Define the following key terms from this chapter and check your answers in the
glossary:

Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Ser-
vice (IaaS), public cloud, private cloud, community cloud, hybrid cloud, Function
as a Service (FaaS), Infrastructure as Code (IaC), Data Protection API (DPAPI),
NIST SP 800-57 REV. 5, key escrow, key stretching, big data
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Review Questions

1. With , the vendor provides the entire solution, including the
operating system, the infrastructure software, and the application.

2. Match the terms on the left with their definitions on the right.

Terms Definitions

FaaS Manages and provisions computer data centers through machine-readable
definition files.

TaC The vendor provides the hardware platform or data center, and the
customer installs and manages its own operating systems and application
systems.

PaaS The vendor provides the hardware platform or data center and the

software running on the platform, including the operating systems and
infrastructure software.

TaaS Completely abstracts the virtual server from the developers.

3. List at least one advantage of IaC.

4. tend to be the most exposed parts of a cloud system
because they’re usually accessible from the open Internet.

5. APIs are used in the so that devices can speak to each
other without users even knowing the APIs are there.

6. List at least one of the security issues with serverless computing in the cloud.

7. Match the key state on the left with its definition on the right.

Terms Definitions
Pre-activation Temporarily inactive
state

Suspended state  Keys may be used to cryptographically protect information

Deactivated state  Discovered by an unauthorized entity

Active state Key has been generated but has not been authorized for use
Compromised Keys are not used to apply cryptographic protection, but in some
state cases, they may be used to process cryptographically protected

information
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In the phase of a key, the keying material is not yet available
for normal cryptographic operations.

List at least one security issue with cloud storage.

is a term for sets of data so large or complex that they
cannot be analyzed by using traditional data processing applications.
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logs, 481
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system, 98
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APTs (advanced persistent threats), 11,
653
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ARP spoofing, 154
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artificial intelligence (Al), 426-427
assessments, 683. See also scans/sweeps
compliance, 575
definition of, 573
regulatory, 573-574
risk, 532-534
definition of, 677
goals of, 532-533
metrics, 533
qualitative risk analysis, 534, 676
quantitative risk analysis, 534, 676
risk assessment matrix, 537-538
software, 72-76, 272-275
code review, 273-274, 275
dynamic analysis, 74, 286
fuzzing, 75-76
reverse engineering, 75
SDLC (software development life
cycle), 72-76
security regression, 273
security testing, 274-275
static analysis, 73-74, 286
stress testing, 272-273
user acceptance testing, 272
asset management, 178-180
asset tagging, 178, 654
critical assets, 42-43, 411-412, 456,
531,654
data classification policy, 411
sensitivity and criticality, 411
device-tracking technologies, 178-179
high value assets, 441
object-tracking and object-containment
technologies, 179-180
asset value (AV), 534, 654

attacks

asymmetric algorithms, 236, 655
AT&T Cybersecurity, 365
atomic execution, 260, 307, 655
Attack Complexity (AC) metric, 26, 653
attack frameworks
definition of, 21, 655
Diamond Model of Intrusion Analysis,
22-23, 661
kill chain, 23, 669
MITRE ATT&CK, 21-22, 670
attack surface area, reduction of, 409-410
configuration lockdown, 410, 659
system hardening, 410
attack vector (AV), 26, 31-32, 412413,
653, 655
attacks. See also threat classification;
threat intelligence
backdoors/trapdoors, 338, 656
buffer overflow, 337
credental stuffing, 152-154, 660
DDoS (distributed denial-of-service)
attacks, 337,472
directory traversal, 151-152, 661
DoS (denial-of-service), 183, 337, 472,
661
dumpster diving, 336
emanations, 337
file system
file integrity monitoring, 340-341
terminology for, 339-340
identity theft, 336
impersonation, 154, 666
malware. See malware
man-in-the-middle, 154-155, 205, 669
mobile code, 337
overflow, 147-150
buffer, 147-149, 656
definition of, 672
heap, 150, 665
integer, 149-150, 667
password spraying, 152, 673
phishing/pharming, 335, 369-370, 674
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privilege escalation, 152
remote code execution, 150, 677
rogue access points, 336, 678
rogue endpoints, 336
rootkit, 159-160, 678
servers, 337-338
services, 338-339
session hijacking, 158, 681
shoulder surfing, 336
social engineering, 335-336
SQL injection, 145-146, 682
SYN flood, 490
time-of-check/time-of-use, 260, 684
virtualization, 203-206
VLAN-based, 156-158
XML (Extensible Markup Language),
143-144, 663
XSS (cross-site scripting), 160-162
definition of, 660
DOM (document object model), 162,
662
example of, 160-161
persistent, 161, 673
reflective, 161, 677
attestation
AIK (attestation identity key), 300
definition of, 655
measured boot and, 310-311, 670
attribute-based access control (ABAC),
143,225-227, 655
audits
audit reduction tools, 231
compliance, 575
definition of, 573
regulatory, 573-574
AUP (acceptable use policy), 563-564,
572,653
authentication, 277-285
authentication period, 566, 655
biometric considerations, 282-284
certificate-based, 284-285
context-based, 277-279
IEEE 802.1X, 281-282

MFA (multifactor authentication),
211-214
authentication factors, 212
characteristic factors, 212, 214, 657
definition of, 670
identification versus authentication,
211-212
knowledge factors, 212, 213, 669
ownership factors, 212, 213, 672
network authentication protocols,
279-280
vulnerabilities in, 164
Authentication Header (AH),
197, 655
authentication servers, 281, 655
802.1X, 389
RADIUS (Remote Authentication
Dial-in User Service), 389-391
TACACS+ (Terminal Access Controller
Access Control System Plus),
389-391
authenticators, 281, 389, 655
authenticity, hardware, 544
authorization, 233
automated malware signature creation,
424, 655
automated static analysis engine, 328
automatic exploit generation (AEQG), 427
automation, 104. See also lo'T (Internet of
Things)
Al (artificial intelligence), 426-427
APT integration, 424, 654
automated malware signature creation,
424,655
data enrichment, 425, 660
machine learning, 426-427, 669
scripting, 423
standards and protocols
continuous deployment/delivery,
428, 659
continuous integration, 428, 659
SCAP (Security Content Automation
Protocol), 44, 49, 426-427



threat feed, 426, 683
workflow orchestration, 422-423, 687
automation systems
building, 109
threats to, 113
AV (asset value), 534, 654
AV (attack vector), 26, 31-32, 412-413,
653, 655
availability, 27, 510, 656
Aviation Government Coordinating
Council (AGCCQC), 15
aviation sector, data sharing in, 15
avoidance of risk, 47, 538, 678
AVSs (active vulnerability scanners), 43,
653
AWS (Amazon Web Services), 87
AWStats, 394
AXELOS, 561
Azure, 87

backdoors, 338, 656

BACnet (Building Automation and
Control Networks), 111, 117, 656

bandwidth consumption, 472

BandwidthD, 472

Barnes and Nobles Nook, 521

BAS (building automation systems), 109

Base metric group (CVSS), 26-27

Basel 11, 513, 656

baselines, 45-46, 333, 659

bash, 423, 656

bastion hosts, 61, 188-189, 656

BCP (Business Continuity Planning)
committees, 531, 657

berypt, 134

beaconing, 473, 656

behavior. See system behavior

behavioral analysis, 24-25

benchmarks, 333

BIA (business impact analysis), 530-532

critical processes and resources, 531

Business Continuity Planning (BCP) committees

definition of, 657
outage impact and downtime, 531
recovery priorities, 531-532
resource requirements, 531
big data, 135-136, 656
binary files, changes to, 500
Binary Guard True Bare Metal, 393
binding, 299
biometric technologies, 282-284
BIOS, flashing, 309
BitBlaze Malware Analysis Service, 393
BitLocker/BitLocker to Go, 300
BitMeter OS, 472
black hats, 406
black-box testing, 274-275
blacklisting, 275, 381, 656
blind signatures, 245
block ciphers, 235-236, 656
Blowfish, 235
blue teams, 542, 656
Bluetooth hacking gear, 475
boot sector viruses, 324
booting, secure, 265, 303, 310-311
botnets, 325, 473-474, 656
bridging, domain, 103-104, 662
bring your own device (BYOD) policies,
97-98, 656
British Standard 7799 (BS7799), 556
broken authentication, 164
buffer overflow, 147-149, 337, 656
Building Automation and Control
Networks (BACnet), 111, 117, 656
building automation systems (BAS), 109
Burp Suite, 69, 656
buses
CAN (Controller Area Network), 112,
659
encryption, 311, 656
business classifications, 412
Business Continuity Planning (BCP)
committees, 531, 657
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business impact analysis

business impact analysis. See BIA
(business impact analysis)

business process interruption, 62, 539

BYOD (bring your own device) policies,
97-98, 656

C

C (Confidentiality) metric, 27, 659
CA (certificate authority), 243, 258, 285,
371,657
/CACHESIZE=X switch (SFC), 341
Cain and Abel, 491, 657
calculation of risk, 534-535
calculators, CVSS (Common
Vulnerability Scoring System), 29
CALEA (Communications Assistance for
Law Enforcement Act), 512, 658
call lists, 454, 657
CAM (content-addressable memory), 155
CAN (Controller Area Network) bus,
112, 659
CAP (Cyber Intelligence Analytics
Platform) v2.0, 6
Capability Maturity Model Integration
(CMM), 561, 657
CAPTCHA passwords, 154, 565
Carbon Black CB Response, 387
cars, smart, 104. See also IoT (Internet of
Things)
carving, 500, 657
CASB (cloud access security broker),
229,657
cat command, 367
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definition of, 570
managerial, 570
operational, 571
technical, 571
cause-and-effect rules, 363
CCE (Common Configuration
Enumeration), 427, 658

CCTYV (closed-circuit television),
107-108
Cellebrite, 494, 657
Center for Internet Security (CIS), 413
central security breach response, 265-266
centralized VDI model, 207
CER (crossover error rate), 283
certificate authority (CA), 657
certificate management, 242-246
CA (certificate authority), 243, 258,
285,371, 657
certificate-based authentication,
284-285
CRLs (certificate revocation lists), 244,
657
cross-certification, 245
digital signatures, 245-246, 661
OSCP (Online Certificate Status
Protocol), 244, 672
PKI (public key infrastructure), 198,
245, 284-285
RA (registration authority), 243, 677
Verisign, 244
X.509 certificates, 243-244
certification, system/software, 270, 539,
657
certification exam preparation. See exam
preparation process
CFAA (Computer Fraud and Abuse Act),
511, 658
chain of custody, 498
Challenge Handshake Authentication
Protocol (CHAP), 279-281
change management, 201-208, 464, 657
Channel services, 8-9
CHAP (Challenge Handshake
Authentication Protocol), 279-281
characteristic factor authentication, 214,
657
checksums, 237
CIA (confidentiality, integrity, and
availability), 42, 411, 510



ciphers
block, 235-236, 656
stream-based, 234-235, 682
circuit-level proxies, 60, 385
CIS (Center for Internet Security), 413
CISA (Cybersecurity and Infrastructure
Security Agency), 15
Cisco Adaptive Wireless IPS, 475
Cisco Check Point, 353-355
Cisco Meraki, 98
Cisco Systems Manager, 98
Cisco Talos IP, 24
Citrix, 203, 311
classifications, threat. See threat
classification
clearing data, 461, 657
click-jacking, 262, 657
client-based application virtualization,
208
client/server platforms, 263
closed-circuit television (CCTV), 107-
108
closed-source intelligence, 6
cloud access security broker (CASB), 229,
657
cloud computing
API security, 131-132
big data, 135-136, 656
cloud-based scanning, 495-496
community cloud, 126, 658
deployment models, 126
FaaS (Function as a Service), 128-129,
665
hybrid cloud, 126, 666
TaC (Infrastructure as Code), 130
key management, 132-134
key escrow, 133
key stretching, 134
principles of, 132-133
logging and monitoring, 136
mitigations, 177-178
on-premises versus, 177

collection

private cloud, 126, 675
public cloud, 126, 675
service models, 127-128
storage threats, 134-135
VPC (virtual private cloud), 195, 686
cloud infrastructure assessment tools,
86-88
Pacu, 87-88, 673
Prowler, 87, 675
ScoutSuite, 87, 679
CMaaS (Continuous Monitoring as a
Service), 414
CMI (copyright management
information), 444
CMMI (Capability Maturity Model
Integration), 561, 657
COBIT (Control Objectives for
Information and Related
"Technologies), 553, 657
code of conduct/ethics, 563, 658
code reuse, 166
code review, 273-274, 275, 286-287
coding, secure, 275-285
authentication, 277-285
authentication period, 566, 655
biometric considerations, 282-284
certificate-based, 284-285
context-based, 277-279
definition of, 233, 655
IEEE 802.1X, 281-282
MFA (multifactor authentication),
211-214
network authentication protocols,
279-280
vulnerabilities in, 164
data protection, 285
input validation, 275-276, 382
output encoding, 276, 672
parameterized queries, 285, 673
session management, 276-277
cognitive passwords, 565, 658
collection, 8, 13
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combination passwords

combination passwords, 564
Combine threat feed, 426
commands
aircrack-ng, 83
airodump-ng, 83
cat, 367
defldd, 492-493
dd, 492-493, 660
grep, 366
hping, 80-82
hping3, 80-82
less, 367
nmap, 76-79
port security mac-address, 394
reaver, 84-85
SFC, 340-341
strepy, 168, 682
switchport mode access, 157
switchport mode trunk, 157
switchport port security, 394
wash, 85-86
commercial business classifications, 411
commodity malware, 14, 658
Common Configuration Enumeration
(CCE), 427, 658
Common Platform Enumeration (CPE),
427, 658
Common Vulnerabilities and Exposures
(CVE), 165,427, 658
Common Vulnerability Scoring System
(CVSS), 44, 412
Common Weakness Enumeration

(CWE), 44,427, 658

communication plans, 435-436, 536-537.

See also response coordination

Communications Assistance for Law
Enforcement Act (CALEA), 512,
658

community cloud, 126, 658

Comodo Automated Analysis System and
Valkyrie, 393

companion viruses, 324

compartmented security mode (MAC),
228
compensating controls, 47, 658
complex passwords, 564, 658
compliance audits/assessments, 575
components, vulnerabilities in, 165-166
compromise, indicators of. See IOCs
(indicators of compromise)
Computer Fraud and Abuse Act (CFAA),
511, 658
Computer Security Act, 512, 658
concentrators, VPN, 196
conditional access, 257
conduct, code of, 563, 658
confidence levels, 7, 659
confidentiality, 27,42, 233,411, 412, 510,
659
configurations, 377
802.1X, 389-391, 653
baselines, 45-46, 659
blacklisting, 381
development/rule writing, 392
DLP (data loss prevention), 386-387,
660
EDR (endpoint detection and
response), 387, 663
firewalls, 59-62, 383
architecture of, 61-62
comparison of, 385
definition of, 383, 664
host-based, 384-385, 666
NGFWs (next-generation firewalls),
383-384, 671
types of, 59-61, 383-385
input validation, 382
IPS rules, 386
lockdown of, 410, 659
malware signatures, 391-392
NAC (network access control), 387-
389, 671
permissions, 381, 673
port security, 394, 674



enabling, 394
MAC addresses, limiting, 394
sticky MAC, 394, 682
profiles and payloads for, 256
sandboxing, 392-394
sinkholing, 391, 681
vulnerabilities in, 167-168
whitelisting, 381
containerization, 208-209, 256, 659
containment, 458-459
isolation, 459, 668, 683
segmentation, 458-459
contamination, 340, 659
Content Scrambling System (CSS), 520,
659
content-addressable memory (CAM), 155
context-based authentication, 277-279
continuous deployment/delivery, 428, 659
continuous improvement, 413-414
continuous integration, 428, 659
continuous monitoring, 413-414, 569-
570
Continuous Monitoring as a Service
(CMaaS), 413-414
control categories, 570, 571. See also
specific controls
administrative, 508
corrective, 572, 659
detective, 572, 661
deterrent, 572, 661
directive, 572, 661
managerial, 570, 669
operational, 571, 672
physical, 572, 674
preventative, 572, 674
responsive, 677
technical, 571, 683
control configuration, 377
802.1X, 389-391, 653
blacklisting, 381
development/rule writing, 392

corrective controls

DLP (data loss prevention), 386-387,
660
EDR (endpoint detection and
response), 387, 663
firewalls, 59-62, 383
architecture of, 61-62
comparison of, 385
definition of, 383, 664
host-based, 384-385, 666
NGFWs (next-generation firewalls),
383-384, 671
types of, 59-61, 383-385
input validation, 382
IPS rules, 386
malware signatures, 391-392
NAC (network access control), 387-
389, 671
permissions, 381, 673
port security, 394, 674
enabling, 394
MAC addresses, limiting, 394
sticky MAC, 394, 682
sandboxing, 392-394
sinkholing, 391, 681
whitelisting, 381
control flow graphs, 73
Control Objectives for Information and
Related Technologies (COBIT),
553,657
control plane, 193, 659
controlled security mode (MAC), 229
Controller Area Network (CAN) bus, 112
COPE (corporate-owned, personally
enabled) policy, 256, 659
copyright management information
(CMD), 444
copyrights, 444, 659
core dump, 493-494
corporate information, 444-445
corporate-owned, personally enabled
(COPE) policy, 256, 659

corrective controls, 572, 659

697



698

correlation

correlation, 458, 660
CPE (Common Platform Enumeration),
427,658
crackers, 405, 660
CRC:s (cyclic redundancy checks), 237
CREATE TABLE statement, 145
credential stuffing, 152-154, 660
credentialed scans, 51, 660
credit card readers, 102
critical infrastructure sector, data sharing
in, 15
criticality, 411, 439-445
analysis of, 457
corporate information, 444-445
critical assets, 411-412, 456, 531
commercial business classifications,
411
data classification policy, 411
distribution of critical assets, 412
military and government
classifications, 412
sensitivity and criticality, 411
definition of, 660
financial information, 441-442
high value assets, 441
intellectual property, 442-444
copyright, 444, 659
definition of, 667
patents, 442443, 673
security for, 444
trade secrets, 443, 684
trademarks, 443, 684
PHI (protected health information), 55,
436, 440-441, 674
PII (personally identifiable
information), 55, 436, 439-440,
674
SPI (sensitive personal information),
441, 680
CRLs (certificate revocation lists), 244,
657
cross-certification, 219, 245

crossover error rate (CER), 283

cross-site request forgery (CSRF),
261-262, 660

cross-site scripting. See XSS (cross-site
scripting)

cryptography. See encryption

cryptoperiod, 660

CS&C (Office of Cybersecurity and
Communications), 8

CSREF (cross-site request forgery),
261-262, 660

CSS (Content Scrambling System), 520,
659

CTI (cyber threat information), 8

CVE (Common Vulnerabilities and
Exposures), 165, 427, 658

CVSS (Common Vulnerability Scoring
System), 44, 412

calculators, 29
metric groups, 25-29

CWE (Common Weakness
Enumeration), 44, 427, 658

Cyber Intelligence Analytics Platform
(CAP)v2.0, 6

cyber threat information (CTT), 8

Cybereason Total Enterprise Protection,
387

Cybersecurity and Infrastructure Security
Agency (CISA), 15

cyclic redundancy checks (CRCs), 237

CYFIRMA, 6

D

DAI (Dynamic ARP Inspection), 154, 662
Dalvik Executable (.dex/.odex) format,
328

dashboard, STEM, 363-365
data analysis

availability, 510

data acquisition, 501

e-mail analysis, 367-372

digital signatures, 371



DKIM (DomainKeys Identified
Mail), 368, 662
DMARC (Domain-based Message
Authentication, Reporting, and
Conformance), 369, 662
e-mail signature blocks, 372, 662
e-mail spoofing, 368
embedded links, 372, 663
forwarding, 370
impersonation, 372
malicious payloads, 368
phishing/pharming, 335, 369-370
spam, 370
SPF (Sender Policy Framework),
369, 680
endpoint, 321-341
definition of, 321
malware, 323-329
memory, 329-332
NIST SP 800-128, 322-323
system and application behavior,
333-339
UEBA (user and entity behavior
analytics), 24, 341
heuristics, 320
impact analysis, 361
definition of, 361, 666
immediate versus total impact, 361
impact modeling, 32
organization versus localized impact,
361
log review, 345-360
event logs, 346-350
firewall logs, 353-355
IDSs (intrusion detection systems),
357-360
IPSs (intrusion prevention systems),
357-360
Kiwi Syslog Server, 352
proxy servers, 356357
syslog, 350-352

data flow analysis

WAF (web application firewall),
355-356
network, 342-345
DGA (domain generation
algorithm), 343, 662
DNS (domain name system) analysis,
342-343
flow analysis, 345, 664
NetFlow analysis, 342-346
packet analysis, 342-343, 673
protocol analysis, 343, 675
URL (uniform resource locator)
analysis, 342
query writing, 366-367
piping, 367, 674
scripts, 366, 679
Sigma, 366
string searches, 366, 682
reverse engineering, 75, 327-329, 457
SIEM (security information and event
management) system, 48, 166,
361-365, 426, 458
agent-based collection, 362
agentless collection, 362
dashboard, 363-365
known-bad Internet Protocol, 363
rule writing, 362-363
trend analysis, 320, 684
data classification, 439, 508, 510
commercial business, 411
distribution of critical assets, 412
military and government, 412
policy, 411
security level classification, 455
sensitivity and criticality, 411
data correlation, 458, 660
data criticality. See criticality
data encryption key (DEK), 308
data enrichment, 425, 660
data exfiltration, 479, 660
data exposure, 165
data flow analysis, 73
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data haven

data haven, 514
data integrity, 233, 298, 456, 510
data loss prevention (DLP), 386-387, 660
data masking, 516-517, 660
data minimization, 515
data mining warehouses, 340
data ownership policy, 567
data plane, 193, 660
data privacy
access controls, 521
definition of, 505-508
non-technical controls, 508-516
PIA (privacy impact assessment), 508
security versus, 505-508
technical controls, 516-521
data protection, 285
Data Protection API (DPAPI), 131, 660
Data Protection Directive (EU), 514, 663
data remnants, 204
data retention policy, 509, 567-568
data sensitivity, 411, 439
data sovereignty, 514-515, 660
data storage
nonremovable storage, 99
removable storage, 99
uncontrolled storage, 99
vulnerabilities with, 99—100
data types, 53, 509-510
dcfldd command, 492-493
dd command, 492-493, 660
DDoS (distributed denial-of-service)
attacks, 337, 472
debugging, 332,457, 493-494, 660, 678
decompiling, 457, 661
decomposition, 328, 661
dedicated security mode (MAC), 228
deep packet inspection, 60
Deepviz Malware Analyzer, 393
default configurations, vulnerabilities in,
167-168
degrading functionality, 62, 539
deidentification, 517, 661

DEK (data encryption key), 308
Deleaker, 332, 494
delivery, continuous, 428, 659
demilitarized zone (DMZ), 61, 181, 661
Deming’s Plan-D-Check-Act cycle,
413-414
denial-of-service (DoS) attacks, 183, 337,
472, 661
Department of Homeland Security
(DHS), 8
deployment
cloud deployment models, 126
continuous, 428, 659
diagrams of, 186-192
dereferencing, 163, 661
design, software, 267-268
destruction of data, 461, 661
detection and analysis, 34, 454-458
data correlation, 458, 660
data integrity, 456
downtime and recovery time, 455-456
economic impact, 456-457
improvement of, 413-414
reverse engineering, 457
scope, 455
security level classification, 455
system process criticality, 457
detective controls, 572, 661
deterrent controls, 571, 572, 661
Detux Sandbox, 393
development/rule writing, 392
Device Manager (Android), 257
devices, mobile. See mobile devices
DevOps, 270-272
DevSecOps, 270-272, 661
dex2jar, 328
DGA (domain generation algorithm),
343, 662
DHCP (Dynamic Host Configuration
Protocol) snooping, 154, 661
DHS (Department of Homeland
Security), 8



diagrams, network, 186-192
Diamond Model of Intrusion Analysis,
22-23, 661
Diffie-Hellman algorithm, 198, 236
digital certificates, 284-285
digital forensics
carving, 500, 657
cloud-based scanning, 495-496
data acquisition, 501
endpoint, 490-493
FTK (Forensic Toolkit), 491, 664
Helix3, 491, 666
imaging utilities, 492-493
password-cracking utilities, 491-492
hashing, 499-500
legal holds, 497, 669
memory, 493-494
mobile, 494
network, 488-490
tepdump, 490, 683
Wireshark, 488-490
procedures, 497-499
EnCase Forensic, 498
forensic investigation suites, 498—
499, 664
Sysinternals, 498
virtualization, 497
Digital Millennium Copyright Act
(DMCA), 517, 685
digital rights management. See DRM
(digital rights management)
Digital Security Algorithm (DSA), 246,
371
Digital Signature Standard (DSS), 246,
371
digital signatures, 245-246, 371, 661
digital watermarking, 521, 661
directive controls, 571, 572, 661
directory traversal, 151-152, 661
disassemblers/disassembly, 328, 457
disclosure of information, 435
discovery scans, 54

Domain Name System (DNS) analysis

disks. See hard drives

disposal, secure, 460461

dissassembly, 661

dissemination, 14, 662

diStorm3, 329

distributed denial-of-service (DDoS)
attacks, 337, 472

Distributed Network Protocol 3 (DNP3),
117, 662

distribution of critical assets, 412

DKIM (DomainKeys Identified Mail),
368, 662

DLP (data loss prevention), 386-387,
516, 660

DMARC (Domain-based Message
Authentication, Reporting, and
Conformance), 369, 662

DMCA ( Digital Millennium Copyright
Act), 685

DMCA (Digital Millennium Copyright
Act), 517

DMZ (demilitarized zone), 61, 181, 661

DNP3 (Distributed Network Protocol 3),
117, 662

DNS (Domain Name System) analysis,
342-343

DNSSEC (Domain Name System
Security Extensions), 302

document DRM (digital rights
management), 520

document object model (DOM) XSS,
162, 662

documentation, 305, 453-454, 543

documented compensating controls,
541-542

DOM (document object model) XSS,
162, 662

domain bridging, 103-104, 662

domain generation algorithm (DGA),
343, 662

Domain Name System (DNS) analysis,
342-343
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Domain Name System Security Extensions (DNSSEC)

Domain Name System Security
Extensions (DNSSEC), 302
Domain Reputation Center, 24
Domain-based Message Authentication,
Reporting, and Conformance
(DMARC), 369, 662
DomainKeys Identified Mail (DKIM),
368, 662
DoS (denial-of-service) attacks, 183, 337,
472, 661
double tagging, 157
downtime, 455-456, 531
DPAPI (Data Protection API), 131, 660
drive capacity consumption, 477
drive-by compromise, 22
DRM (digital rights management),
517-521
definition of, 661
document, 520
e-book, 521
movie, 520
music, 520
video game, 520
watermarking, 521, 661
drones, 113
Dropbox, 99
DSA (Digital Security Algorithm), 236,
246,371
DShield, 247
DSS (Digital Signature Standard), 246,
371
DTP (Dynamic Trunking Protocol), 156,
475
dual-homed firewalls, 61, 189-190, 662
dual-key cryptography, 236
dumping, memory, 332, 670
dumpster diving, 336
dynamic analysis, 74, 286, 662
Dynamic ARP Inspection (DAI), 154, 662
Dynamic Host Configuration Protocol
(DHCP) snooping, 661
dynamic packet filtering, 60

dynamic passwords, 565
Dynamic Trunking Protocol (DTP), 156,
475

E

EAP (Extensible Authentication
Protocol), 279-281, 389-391

Early Launch Anti-Malware driver, 310

e-book DRM (digital rights
management), 521

ECC (Elliptical Curve Cryptography),
236

ECDSA (Elliptic Curve DSA), 246, 371

Economic Espionage Act, 513, 662

economic impact analysis, 456457

ECPA (Electronic Communications
Privacy Act), 512, 662

edb-debugger, 329

EDR (endpoint detection and response),
387, 663

education. See training/education

EEPROM (electrically erasable PROM),
266

EF (exposure factor), 534, 663

eFuse, 303, 662

EK (endorsement key), 300

El Gamal, 236

electrically erasable programmable read-
only memory (EPROM), 309

electrically erasable PROM (EEPROM),
266

Electronic Communications Privacy Act
(ECPA), 512, 662

Electronic Security Directive (EU),
514, 663

Elliptic Curve DSA (ECDSA), 246, 371

Elliptical Curve Cryptography (ECC),
236

e-mail analysis, 367-372

digital signatures, 371
DKIM (DomainKeys Identified Mail),

368, 662



DMARC (Domain-based Message
Authentication, Reporting, and
Conformance), 369, 662

e-mail review, 74, 274

e-mail signature blocks, 372, 662

e-mail spoofing, 368

embedded links, 372, 663

forwarding, 370, 664

impersonation, 372

malicious payloads, 368

phishing/pharming, 335, 369-370

spam, 370

SPF (Sender Policy Framework), 369,
680

viruses, 324

emanations, 337, 663

embedded links, 372, 663

embedded systems, 105-265, 663

employee privacy issues, 513, 663

Encapsulating Security Payload (ESP),
197, 663

EnCase Forensic, 498, 663

encoding, 276, 672

encryption, 232-242, 510

AES 128/256-bit, 99

asymmetric algorithms, 236

bus, 311, 656

certificate management, 242-246

CA (certificate authority), 243, 258,
285,371, 657

CRLs (certificate revocation lists),
244,657

cross-certification, 245

digital signatures, 245-246, 661

OSCP (Online Certificate Status
Protocol), 244, 672

PKI (public key infrastructure), 198,
245, 284-285

RA (registration authority), 243, 677

Verisign, 244

X.509 certificates, 243-244

cryptoperiod, 660

endpoint security

data privacy and, 516
dual-key cryptography, 236
hashing, 238-240, 665
MD (Message Digest) Algorithm,
239-240
message digests, 238
one-way, 238-239
SHA (Secure Hash Algorithm), 240
hybrid, 236-237
key management, 132-134
key escrow, 133
key stretching, 134
principles of, 132-133
security services provided by, 232-233
self-encrypting drives, 308
SHA (Secure Hash Algorithm), 499
symmetric algorithms, 233-236
block ciphers, 235-236, 656
stream-based ciphers, 234-235, 682
tools for, 499
transport, 240-242
endorsement key (EK), 300
endpoint detection and response (EDR),
663
endpoint security, 321-341
definition of, 321
digital forensics, 490493
FTK (Forensic Toolkit), 491, 664
Helix3, 491, 666
imaging utilities, 492-493
password-cracking utilities, 491-492
DLP (data loss prevention), 386
EDR (endpoint detection and
response), 387, 663
malware, 323-329
automated malware signature
creation, 424, 655
botnets, 325, 473-474, 656
commodity malware, 14, 658
logic bombs, 325, 669
ransomware, 326, 676
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reverse engineering, 75, 327-329,
457
rootkits, 326
signatures, 391-392
spyware/adware, 325
Trojan horses, 325, 684
viruses, 115, 323-324, 686
worms, 324, 687
memory, 329-332
dumping, 332
protection of, 329-330
runtime data integrity check, 330,
678
runtime debugging, 332, 660, 678
secured, 330
NIST SP 800-128, 322-323
rogue endpoints, 336
system and application behavior,
333-339
anomalous behavior, 334-335
exploit techniques, 335-339
known-good behavior, 333-334
UEBA (user and entity behavior
analytics), 24, 341
ENISA (European Union Agency
for Network and Information
Security), 15
enrollment time, 282
enumeration, 44, 76-82, 427
active versus passive, 82, 653, 673
definition of, 76
host scanning, 79, 666
hping, 80-82
Nmap, 76-79, 671
Responder, 82, 677
environmental threats, 10
EPROM (electrically erasable
programmable read-only
memory), 266, 309
eradication, 459-462
capability and service restoration, 462
log verification, 462

patching, 461
permissions restoration, 461
reconstruction/reimaging, 460
resource reconstitution, 462
sanitization, 460, 679
secure disposal, 460-461
erasable programmable read-only
memory (EPROM), 266
error handling
input validation errors, 149
vulnerabilities in, 163
escalation lists, 454, 657
escape, VM, 203
escrow, key, 133
ESP (Encapsulating Security Payload),
197, 663
/etc/passwd file, 567
/etc/shadow file, 567
ethics, code of, 563, 658
EU (European Union)
Data Protection Directive, 514, 663
Electronic Security Directive, 514, 663
ENISA (European Union Agency
for Network and Information
Security), 15
GDPR (General Data Protection
Regulation), 425
privacy laws in, 514
event logs, 346-350
evidence retention, 463
exam preparation process, 579
exam information, 579-580
exam updates, 651-652
online testing, 580
tips and guidelines for, 580-581
tools for
chapter-ending review tools, 582—
583
final review/study, 583
memory tables, 582
Pearson Test Prep practice test
software, 582



executable process analysis, 407-408, 663
exfiltration of data, 479, 660
exploit techniques, 335-339
file system, 339-341
rogue access points, 336, 678
rogue endpoints, 336
servers, 337-338
services, 338-339
social engineering, 335-336
exposure factor (EF), 534, 663
Extensible Access Control Markup
Language (XACML), 143-144,
220, 663
Extensible Authentication Protocol
(EAP), 279-281, 389-391
Extensible Markup Language (XML)
attacks, 143-144, 663
external scans, 53, 663
external stakeholders, 437
external threat actors, 29-30
extranets, 181, 663

F

FaaS (Function as a Service), 128-129,
200, 665

facility access control, 107-109

false acceptance rate (FAR), 283

false negatives, 45, 664

false positives, 44, 664

false rejection rate (FRR), 283

FATKit, 332, 493, 664

fault tolerance, 532, 664

FBI (Federal Bureau of Investigation),
threat actor categories, 12-13

feature extraction, 282

Federal Information Security
Management Act (FISMA), 513,
664

Federal Intelligence Surveillance Act
(FISA), 512, 664

Federal Privacy Act, 512, 664

federation, 219-224

firewalls

models for, 219-220
OpenlD, 222-223, 672
SAML (Security Assertion Markup
Language), 221-222, 287, 680
Shibboleth, 224, 681
SPML (Service Provisioning Markup
Language), 220
XACML (Extensible Access Control
Markup Language), 220
feedback, 14
feeds, vulnerability, 49
FEMA ICS (Incident Command System),
114
FGPA (field programmable gate array),
105-106
field programmable gate array (FPGA),
664
file infectors, 324
file systems
changes or anomalies in, 479-480
exploit techniques for, 339-340
Hadoop Distributed File System, 136
monitoring, 340-341
file/data analysis tools, 393
FIN flag, 76
FIN scans, 78, 664
financial information, 441-442
financial sector, data sharing in, 15
Financial Services Information Sharing
and Analysis Center (FS-ISAC),
15,166
Financial Services Modernization Act, 15
Find My iPhone, 257
fingerprinting, 327
FireEye, 9, 387
firewalls, 59-62
architecture of, 61-62
comparison of, 385
definition of, 383, 664
logs, 353-355
Cisco Check Point, 353-355
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firewalls

WAF (web application firewall),
355-356
Windows Defender, 353
multihomed, 671
personal, 322
types of, 59-61, 383-385
application-level proxies, 60, 385
bastion hosts, 188—189
circuit-level proxies, 60, 385
dual-homed, 189-190
host-based, 384-385, 666
kernel proxy firewalls, 385
multihomed, 190-191, 671
NGFWs (next-generation firewalls),
383-384, 671
packet-filtering firewalls, 59, 385
screened host, 192, 679
WATF (web application firewall), 686
firmware, 266, 308-309
FISA (Federal Intelligence Surveillance
Act), 512, 664
FISMA (Federal Information Security
Management Act), 513, 664
Flash memory, 309
flashing the BIOS, 309
flow analysis, 345, 664
Fluke Networks AirMagnet Enterprise,
475
Forensic Explorer, 500
forensic investigation suites, 498-499, 664
Forensic Toolkit (FTK), 491, 664
formal code review, 73, 286-287
formal review, 273
forwarding e-mail, 370, 664
FPGA (field programmable gate array),
664
frameworks, 552-562
definition of, 665
prescriptive, 555-562
ISO 27000 Series, 556-559
ITIL, 561, 668
maturity models, 561-562, 670

NIST Cybersecurity Framework
version 1.1, 555-556
SABSA, 559-560, 679
risk-based, 552-554
COBIT, 553, 657
NIST SP 800-55 Rev 1, 552-553
TOGATF (The Open Group
Architecture Framework), 554
FreeMeter Bandwidth Monitor, 472
FRR (false rejection rate), 283
FS-ISAC (Financial Services Information
Sharing and Analysis Center), 15,
166
FTK (Forensic Toolkit), 491, 664
Function as a Service (FaaS), 128-129,
200, 665
functions, vulnerabilities in, 168. See also
commands

fuzzing, 75-76, 665

G

GDPR (General Data Protection
Regulation), 425, 514

general-purpose computing on graphics
processing units (GPGPU), 86

generation-based fuzzing, 75

geofencing, 180, 521, 665

geographic access requirements, 521

geolocation, 179

geotagging, 100-101, 179, 665

GLBA (Gramm-Leach-Bliley Act), 15,
55,511, 665

glossary, 653-687

Google Cloud Platform, 87

Google Pay, 101, 102

governance, organizational, 62, 672

government agencies

classifications in, 412
data sharing among, 15

GPG (GNU Privacy Guard), 134

GPGPU (general-purpose computing on
graphics processing units), 86



GPS (Global Positioning System), 179,
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GPT (GUID partition table), 303

Gramm-Leach-Bliley Act (GLBA), 15,
55,511, 665

graphical passwords, 565, 665

gray hats, 406

gray-box testing, 274-275

Greenbone console, 71

grep command, 366

Group Policy, 45, 184, 381, 570

GUID partition table (GPT), 303

Guidance Software EnCase Endpoint
Security, 387

H

hacking, 405, 665
hacking gear, 475
hacktivists, 12
Hadoop, 136
hard drives
digital forensics for, 491-492
disk space consumption, 477
self-encrypting, 308
hardening, 46-47, 410, 665, 683
hardware assurance
anti-tamper technology, 308, 654
bus encryption, 311, 656
eFuse, 303, 662
RoTs (Roots of Trust), 298-299
HSM (hardware security module),
302, 665
microSD HSM (hardware security
module), 302-303, 670
TPM (Trusted Platform Module),
299-300, 684
VTPM (virtual Trusted Platform
Module), 300-301
secure processing
atomic execution, 307
definition of, 305, 679

Helix3

processor security extensions, 307,
675
secure enclave, 307, 679
TE (Trusted Execution), 305
self-encrypting drives, 308
trusted firmware updates, 308-309
attestation, 300, 310-311, 655
IMA (Integrity Measurement
Architecture), 311
measured boot, 310-311, 670
measured launch, 311
Trusted Foundry program, 304-305,
544
UEFI (Unified Extensible Firmware
Interface), 303-304, 685
hardware security module (HSM), 302,
665
hardware source authenticity, 544
hardware/embedded device analysis,
264-265
Hash-based Message Authentication
Code (HMAC), 131
hashing, 238-240, 327, 499-500, 665
MD (Message Digest) Algorithm,
239-240
message digests, 238
one-way, 238-239
SHA (Secure Hash Algorithm), 240
Health and Human Services, Department
of, 55,511
Health Care and Education
Reconciliation Act, 513, 665
Health Information Sharing and Analysis
Center (H-ISAC), 15
Health Insurance Portability and
Accountability Act (HIPAA), 15,
55,436,511, 666
healthcare sector, data sharing in, 15
heap overflow, 150, 665
heating, ventilation, and air conditioning
(HVAC) systems, 111
Helix3, 491, 666
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heuristics, 25, 320, 666
HHS (Health and Human Services),
Department of, 55, 511
HIDS (host-based IDS), 58
high value assets, 441
HIPAA (Health Insurance Portability and
Accountability Act), 15, 55, 436,
511, 666
HIPS (host-based IPS), 360
H-ISAC (Health Information Sharing
and Analysis Center), 15
HMAC (Hash-based Message
Authentication Code), 131
honeypots, 230, 666
horizontal privilege escalation, 152
host scanning, 79, 666
host-based firewalls, 384-385, 666
host-based IDS, 58
host-based IPS, 360
hosted VDI model, 207
hostile threat actors, 30
host-related IOCs (indicators of
compromise), 477-480
abnormal OS process behavior, 479
data exfiltration, 479, 660
drive capacity consumption, 477
file system changes or anomalies,
479-480
malicious processes, 478
memory consumption, 477
processor consumption, 477
unauthorized changes, 479
unauthorized privileges, 479
unauthorized scheduled tasks, 480
unauthorized software, 477-478
HP
Mobility Security IDS/IPS, 475
RFProtect, 475
hping, 80-82
hping3, 80-82
HSM (hardware security module), 302,
665

HTMLEncode, 261

HTTP (Hypertext Transfer Protocol),
241-242

HTTPS HTTP Secure), 241-242

hub and spoke model, 9

human resources, response coordination
by, 437

human threat actors, 9

Hunt Project, 158

hunt teaming, 247, 406, 666

HVAC controllers, 111

hybrid cloud, 126, 666

hybrid encryption, 236-237

Hypertext Transfer Protocol (HTTP),
241-242

Hyper-V, 203

hypervisors, 202-203

hypotheses, 404-405

HyTrust, 311
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I (Integrity) metric, 28, 667
TaaS (Infrastructure as a Service), 127,
667
[aC (Infrastructure as Code), 130, 667
ICMP (Internet Control Message
Protocol) sweeps, 476
ICSs (incident command systems), 666
ICSs (industrial control systems),
107-117
IDEA, 235
identity and access management, 209-229
ABAC (attribute-based access control),
143,225-227
access controls, 521, 569
ACLs (access control lists), 12, 47, 182,
458,510
AD (Active Directory), 217-218, 653
federation, 219-224
models for, 219-220
OpenlD, 222-223, 672



SAML (Security Assertion Markup
Language), 221-222, 287, 680
Shibboleth, 224, 681
SPML (Service Provisioning Markup
Language), 220
XACML (Extensible Access Control
Markup Language), 220
MAC (mandatory access control),
228-229
manual review, 229
MFA (multifactor authentication),
211-214
authentication factors, 212
characteristic factors, 212, 214, 657
definition of, 670
identification versus authentication,
211-212
knowledge factors, 212, 213, 669
ownership factors, 212, 213, 672
privilege management, 211
RBAC (role-based access control),
224-225, 678
relationship identification, 210-211
resource identification, 210
rogue access points, 336, 475
SESAME, 219, 679
SSO (single sign-on), 214-217
advantages and disadvantages of,
214-215
definition of, 681
Kerberos, 215-217
user identification, 210
identity theft, 336
Identity Thetft Enforcement and
Restitution Act, 511
ID-FF (Liberty Identity Federation
Framework), 221
IDSs (intrusion detection systems), 10,
322
definition of, 668
HIPS (host-based IPS), 360
log review, 357-360

incident response process

Snort, 359
Zeek, 360
IDSs (intrusion prevention systems),
57-58
IEC (International Electrotechnical
Commission), 556-559
IEEE (Institute of Electrical and
Electronics Engineers), 75,
281-282
IIC (Integrated Intelligence Center), 413
IKEv2 (Internet Key Exchange), 198, 667
IMA (Integrity Measurement
Architecture), 310-311
imaging utilities, 393, 492-493, 498, 666
impact analysis, 361
definition of, 666
immediate versus total impact, 361
impact modeling, 32
organization versus localized impact,
361
Impact metric group (CVSS), 27-28
impersonation, 154, 372, 666
improvement, continuous, 413-414
Incident Command System (ICS), 114
incident command systems (ICSs), 666
incident forms, 454, 666
incident response process
communication plans, 435-436
containment, 458-459
isolation, 459, 668, 683
segmentation, 458-459
definition of, 666
detection and analysis, 454-458
data correlation, 458, 660
data integrity, 456
downtime and recovery time,
455-456
economic impact, 456457
reverse engineering, 457
scope, 455
security level classification, 455
system process criticality, 457
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eradication and recovery, 459-462
capability and service restoration,
462
log verification, 462
patching, 461
permissions restoration, 461
reconstruction/reimaging, 460
resource reconstitution, 462
sanitization, 460, 679
secure disposal, 460-461
factors contributing to data criticality,
439-445
corporate information, 444-445
financial information, 441-442
high value assets, 441
intellectual property, 442-444, 667
PHI (protected health information),
55,436,440-441, 674
PII (personally identifiable
information), 55, 436, 439-440,
674
SPI (sensitive personal information),
441, 680
overview of, 33
post-incident activities, 463-465
change control process, 464
evidence retention, 463
incident response plan updates, 464
incident summary reports, 464-465,
666
10C:s (indicators of compromise),
465
lessons learned reports, 463
monitoring, 465
preparation, 452-454
documentation of procedures,
453-454
testing, 453
training, 452-453
response coordination, 436-438
human resources, 437
internal versus external, 437

law enforcement, 437-438
legal, 436-437
public relations, 437
regulatory bodies, 438
senior leadership, 438
incident summary reports, 464-465, 666
indicator management, 666
indicators of compromise. See IOCs
(indicators of compromise)
inductance-enabled mobile payment, 102
industrial control systems (ICSs),
107-117
inference, 339, 667
information security continuous
monitoring (ISCM), 232
information security management system.
See ISMS (information security
management system)
information sharing and analysis
communities, 15
Infrastructure as a Service (IaaS),
127, 667
Infrastructure as Code (IaC), 130, 667
infrastructure management, 242-246
access. See identity and access
management
active defense, 246-247, 653
asset management, 178-180
asset tagging, 178
critical assets, 42-43, 411-412, 456,
531
device-tracking technologies,
178-179
high value assets, 441
object-tracking and object-
containment technologies,
179-180
CASB (cloud access security broker),
229, 657
certificate management, 242-246
CA (certificate authority), 243, 258,
285,371



CAs (certificate authorities), 258,
285,371

certificate-based authentication,
284-285

CRLs (certificate revocation lists),
244

cross-certification, 245

digital signatures, 245-246

OSCP (Online Certificate Status
Protocol), 244

PKI (public key infrastructure), 198,
245, 284-285

RA (registration authority), 243

Verisign, 244

X.509 certificates, 243-244

change management, 201-208, 464

cloud. See cloud computing

containerization, 208-209, 256

encryption. See encryption
honeypots, 230, 666
logging. See log review

network architecture, 185-200

physical, 186-192

SDN (software-defined networking),
193-194, 681

serverless, 200

VPC (virtual private cloud), 195

VPN (virtual private networks),
196-199

segmentation, 180-185, 458-459

definition of, 680

jumpboxes, 183-184, 668

physical, 180-181

scans, 56

system isolation, 184—185

virtual, 182-183

virtualization

advantages and disadvantages of,
201-202

application streaming, 208

attacks and vulnerabilities, 203-206

digital forensics for, 497

intelligence

hypervisors, 202-203
management interface, 205
terminal services, 208
VDI (virtual desktop infrastructure),
207
virtual networks, 205
VMs (virtual machines), 201-204,
497
infrastructure vulnerability scanner,
71-496
inhibitors to remediation, 62—-63
initialization vectors (IVs), 236
injection, SQL, 145-146, 682
input validation, 149, 275-276, 382, 667
insecure components, 165-166
insecure object reference, 163, 667
insider threats
definition of, 12
intentional, 13
unintentional, 13
Institute of Electrical and Electronics
Engineers (IEEE), 75, 281-282
integer overflow, 149-150, 667
integrated circuit cards (ICCs), 213
integrated intelligence, 413, 667
Integrated Intelligence Center (IIC), 413
Integrity (I) metric, 28
integrity, data, 233, 298, 456, 510, 667
Integrity Measurement Architecture
(IMA), 310-311
Intel Software Guard Extensions (Intel
SGX), 131, 307
Intel Trusted Execution Technology
(Intel TXT), 305, 311
intellectual property, 442-444
copyright, 444, 659
definition of, 667
patents, 442-443, 673
security for, 444
trade secrets, 443, 684
trademarks, 443, 684
intelligence. See threat intelligence
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intelligence cycle, 13-14
intentional insider threats, 13
internal scans, 53, 667
internal stakeholders, 437
internal threat actors, 29-30
International Electrotechnical
Commission (IEC), 556-559
International Organization for
Standardization. See ISO
(International Organization for
Standardization)
Internet Control Message Protocol
(ICMP) sweeps, 476
Internet Key Exchange (IKEv2), 198, 667
Internet of Things (IoT), 103-104,
131, 668
Internet Security Association and Key
Management Protocol (ISAKMP),
197, 668
intranets, 181
intrusion detection systems. See IDSs
(intrusion detection systems)
intrusion prevention systems. See IPSs
(intrusion prevention systems)
1OC:s (indicators of compromise), 465
application-related, 480-481
anomalous activity, 480
Application log, 481, 654
introduction of new accounts, 480
service interruption, 481
unexpected outbound
communication, 481
unexpected output, 480
definition of, 7, 25, 469, 667
host-related, 477-480
abnormal OS process behavior, 479
data exfiltration, 479
drive capacity consumption, 477
file system changes or anomalies,
479-480
malicious processes, 478
memory consumption, 477

processor consumption, 477
unauthorized changes, 479
unauthorized privileges, 479
unauthorized scheduled tasks, 480
unauthorized software, 477-478
indicator management, 7-9
OpenlOC (Open Indicators of
Compromise), 9, 672
STIX (Structured Threat
Information eXpression), 8, 682
TAXII (Trusted Automated
eXchange of Indicator
Information), 8-9, 684
network-related, 472-476
bandwidth consumption, 472
beaconing, 473, 656
common protocol over non-standard
port, 476
peer-to-peer (P2P) communication,
473-474
rogue devices on network, 475, 678
scans/sweeps, 476
traffic spikes, 476
IoT (Internet of Things), 103-104,
131, 668
IP (Internet Protocol)
IPsec, 197-199, 242
known-bad IP, 363
video systems, 109-111
iPhone, Find My iPhone, 257
IPSs (intrusion prevention systems),
57-58,322
definition of, 668
log review, 357-360
rules, 386
Sourcefire, 358
IriusRisk, 406
ISAKMP (Internet Security Association
and Key Management Protocol),
197, 668
ISCM (information security continuous
monitoring), 232



ISMS (information security management
system), 539
ISO (International Organization for
Standardization), 556-559, 668
ISO/IEC 27001 standard, 539-541,
562, 668
ISO/TEC 27002 standard, 541
isolation, 459, 668, 683
ITIL framework, 561, 668
IVs (initialization vectors), 236

J

Jad Debugger, 329

jailbreaking, 100, 678

Java vulnerabilities, 323, 337

JavaScript Object Notation (JSON),
131, 288

JavaSeript vulnerabilities, 323, 337

Javasnoop, 329

John the Ripper, 491, 668

JSON (JavaScript Object Notation),
131, 288

Juggernaut, 158

jumpboxes, 183-184, 668

K

Kaspersky, 102
KDC (key distribution center), 215-217
Kennedy-Kassebaum Act. See HIPAA
(Health Insurance Portability and
Accountability Act)
kernel debugger, 457, 668
kernel proxy firewalls, 61, 385
key distribution center (KDC), 215-217
key management, 132-134, 233, 371.
See also IKEv2 (Internet Key
Exchange)
DEK (data encryption key), 308
Kerberos, 215-217
key escrow, 133, 668
key stretching, 134, 669

lightweight code review

PKI (public key infrastructure), 198,
236, 245, 284-285, 371, 675
principles of, 132-133
session keys, 234
storage, 300
wireless key loggers, 475, 687
keywords, sticky, 394
kill chain, 23, 669
Kindle, 521
Kiwi Syslog Server, 352
Knapsack, 236
knowledge factor authentication, 212,
213, 669
known threats, 10, 669
known-bad Internet Protocol, 363
known-good behavior, 333-334
KnTTools, 332, 493, 669

L

L2TP (Layer 2 Tunneling Protocol),
197, 669

languages, scripting, 423

LANSs (Iocal-area networks), 181

launch, measured, 311

law enforcement, response coordination
by, 437-438

Layer 2 Tunneling Protocol (L2'TP),
197, 669

LDAP (Lightweight Directory Access
Protocol), 217

leadership, response coordination by, 438

least privilege, principle of, 338

legacy systems, 62, 669

legal department, response coordination
by, 436-437

legal holds, 497, 669

less command, 367

lessons learned reports, 463-464, 669

lexical analysis, 73

Liberty Identity Federation Framework
(ID-FF), 221

lightweight code review, 74, 273
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Lightweight Directory Access Protocol (LDAP)

Lightweight Directory Access Protocol
(LDAP), 217
Link-Local Multicast Name Resolution
(LLMNR), 82
links, embedded, 372, 663
Linux dd, 393
Linux passwords, 567
live migration, 205
LLMNR (Link-Local Multicast Name
Resolution), 82
local-area networks (LANSs), 181
location factor authentication, 212
lockdown, configuration, 410, 659
log review, 230-232, 345-360
Application log, 481, 654
audit reduction tools, 231
cloud computing, 136
event logs, 346-350
firewall logs, 353-355
Cisco Check Point, 353-355
Windows Defender, 353
IDSs (intrusion detection systems),
357-360
IPSs (intrusion prevention systems),
357-360
Kiwi Syslog Server, 352
log analyzers, 394
log management, 230-231
log verification, 48, 462
log viewers, 499
logging vulnerabilities, 166
Measured Boot, 311
NIST SP 800-137, 232
proxy servers, 356-357
syslog, 350-352
WAF (web application firewall),
355-356
logic bombs, 325, 669
logical controls, 571
logical deployment diagrams, 186-192
LonWorks/LonTalk, 117, 669
Lost Android, 257

MAC (mandatory access control),
228-229
MAC (media access control)
addresses
limiting, 394
sticky MAC, 394, 682
definition of, 669
overflow, 155
MAC (message authentication code), 239
MacAfee, 111-112
machine learning, 426-427, 669
macro viruses, 324
magnitude, 535
maintenance, software, 269
maintenance accounts, 260
maintenance hooks, 260, 669
malware, 323-329
automated malware signature creation,
424, 655
botnets, 325, 473-474, 656
commodity malware, 14, 658
logic bombs, 325, 669
ransomware, 326, 676
reverse engineering, 75, 327-329, 457
definition of, 327, 677
isolation/sandboxing, 327, 668
software/malware, 327-328
tools for, 328-329
rootkits, 326
signatures, 391-392
spyware/adware, 325, 681
Trojan horses, 325, 684
viruses, 115, 323-324, 686
worms, 324, 687
MAM (mobile application management),
97
managed service accounts, 339
management interface, 205
management plane, 193, 669
managerial controls, 570, 669



mandatory access control (MAC),
228-229
Mandiant, 9
man-in-the-middle attacks, 154-1535, 205,
669
mantraps, 108, 670
manual review, 229
many-to-one rules, 363
mapping vulnerabilities, 44
masking data, 516-517, 660
master boot record (MBR), 303
matrix, risk assessment, 537-538
maturity models, 561-562
CMMI (Capability Maturity Model
Integration), 561, 657
definition of, 670
ISO/TEC 27001, 562
maximum tolerable downtime (MTD),
455,670
MBR (master boot record), 303
McAfee, 102
MD (Message Digest) algorithm,
239-240, 499
MDM (mobile device management),
97, 670
mean time between failures (MTBF),
455,670
mean time to repair (MTTR), 455, 670
measured boot, 310-311, 670
measurement, RT'M (Root of Trust for
Measurement), 298
Memdump, 332, 493, 670
memorandum of understanding (MOU),
62, 538, 670
memory, 329-332
consumption of, 409, 477
digital forensics for, 493-494
dumping, 332, 670
EEPROM (electrically erasable
PROM), 266
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programmable read-only
memory), 266, 309

Microsoft

Flash, 309
overflows, 335
protection of, 329-330
RAM (random-access memory), 329
ROM (read-only memory), 309, 329
runtime data integrity check, 330, 678
runtime debugging, 332, 660, 678
secured, 330, 680
memory cards, 213
memory tables
GPT (GUID partition table), 303
how to use, 582
Meraki, 98
MESCM (Microsoft Endpoint
Configuration Manager), 570
message authentication code (MAC), 239
Message Digest (MD) algorithm, 239
240, 499
message digests, 238
messaging, text, 103
Metasploit, 87
metrics, risk assessment, 533
MFA (multifactor authentication), 211-
214
authentication factors, 212
characteristic factors, 212, 214, 657
definition of, 670
identification versus authentication,
211-212
knowledge factors, 212, 213, 669
ownership factors, 212, 213, 672
microSD HSM (hardware security
module), 302-303, 670
microservices, 288-289, 670
Microsoft
Application Virtualization, 208
Azure, 87
BitLocker/BitLocker to Go, 300
Hyper-V, 203
Measured Boot, 311
MESCM (Microsoft Endpoint
Configuration Manager), 570
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SCAP (Security Content Automation
Protocol), 74, 286
Sysinternals Autoruns, 393
migration, VMs (virtual machines), 204,
205
military classifications, 412
minimization of data, 515
mitigation. See remediation/mitigation
MITRE ATT&CK, 21-22, 670
MMS (Multimedia Messaging Service),
103
mobile devices
device-tracking technologies, 178-179
digital forensics for, 494, 499
mobile code, 323, 337
platforms for, 256-266
application, content, and data
management, 257
application wrapping, 257, 654
configuration profiles and payloads,
256
containerization, 256
COPE (corporate-owned, personally
enabled) policy, 256, 659
NIST SP 800-163 Rev 1, 258-259
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enabled) policy, 256
remote wiping, 257, 677
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Enrollment Protocol), 258, 681
threats and vulnerabilities, 97-103
Android fragmentation, 101
BYOD (bring your own device)
policies, 97-98, 656
device loss/theft, 100
geotagging, 100-101
malware, 102
MAM (mobile application
management), 97
MDM (mobile device management),
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payment technologies, 101-102

push notification services, 100, 675
rooting/jailbreaking, 100, 678
SMS/MMS messaging, 103
storage concerns, 99-100
system apps, 98
unauthorized domain bridging,
103-104
unsigned apps, 98
USB (universal serial bus), 102
mobile hacking gear, 475
Mobile Wallet, 102
Mobility Security IDS/IPS, 475
Modbus, 117, 118, 670
models
maturity
CMMI (Capability Maturity Model
Integration), 561, 657
ISO/IEC 27001, 562
threat, 29-32, 406-407
adversary capability, 29-30
attack vectors, 31-32, 412-413
impact, 32
probability, 32
total attack surface, 31, 684
models, threat, 29-32, 406-407
adversary capability, 29-30
attack vectors, 31-32, 412-413
impact, 32
probability, 32
total attack surface, 31, 684
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review
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455,670

MTTR (mean time to repair), 455, 670
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(multifactor authentication)
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Multimedia Messaging Service (MMS),
103
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671. See also identity and access
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Technology)
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IPsec, 197-199
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SSL/TLS, 199, 681
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472-476
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beaconing, 473, 656
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peer-to-peer (P2P) communication,
473-474
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386
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protocol analysis, 343, 675
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original equipment manufacturer (OEM)
documentation, 305, 543
OS (operating system)
digital forensics for, 499
process behavior, 479
OSCP (Online Certificate Status
Protocol), 244, 672
OSINT (open-source intelligence), 6, 672
OSSIM (Open Source Security
Information Management), 365
OTPs (one-time passwords), 565, 672
OTR (Off-the-Record) Messaging, 435
outage impact, 531
outbound communication, unexpected,
481
output
encoding, 276, 672
unexpected, 480
OutputDebugString Checker, 494
overflow attacks, 147-150, 335

passwords

buffer, 147-149, 656
definition of, 672
heap, 150, 665
integer, 149-150, 667
over-the-shoulder review, 74, 274
OWASP (Open Web Application Security
Project), 69, 136, 406
ownership factor authentication, 212,
213,672
ownership policy, 508

P
P2P (peer-to-peer) communication, 9,
473-474
PaaS (Platform as a Service), 127, 674
packet analysis, 342-343, 673
packet-filtering firewalls, 59, 385
Pacu, 87-88, 673
pair programming, 74, 273
Palo Alto Networks AutoFocus threat
feed, 426
PAP (Password Authentication Protocol),
279-281
parameterized queries, 285, 673
parasitic viruses, 324
parity bits, 237
passive enumeration, 82, 673
passive scans, 43-44
passive vulnerability scanners (PVSs), 43,
673
passphrase passwords, 565, 673
Password Authentication Protocol (PAP),
279-281
Password-Based Key Derivation Function
2 (PBKDF2), 134
passwords
authentication period for, 566, 655
CAPTCHA, 154, 565
complexity of, 566, 658, 673
history, 566, 673
length of, 566, 673
life of, 566, 673
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passwords

password-cracking utilities, 491-492,
499
policies for, 564-567
spraying, 152, 673
patching, 46, 48, 461, 673
patents, 442443, 673
PATRIOT Act, 438, 513
pattern matching, 57
payloads, 256, 368
payment, mobile, 101-102
Payment Card Industry Data Security
Standard (PCI DSS), 55-56,
441, 673
PayPal, 102
PBKDF?2 (Password-Based Key
Derivation Function 2), 134
PCI DSS (Payment Card Industry Data
Security Standard), 55-56,
510, 673
PCR (platform configuration register)
hash, 300
PDPs (policy decision points), 144, 674
Pearson Test Prep practice test software,
582
peer-to-peer (P2P) communication, 9,
473-474
peer-to-peer botnets, 474, 673
PEframe, 393
PEnE (Policy Enforcement Engine), 298
PEPs (policy enforcement points),
144, 674
peripheral-enabled payments, 102
Perl, 423, 673
permissions
definition of, 381, 673
restoration of, 461
verification of, 48
persistent XSS (cross-site scripting), 161,
673
personal firewalls, 322
personal health information (PHI), 510

Personal Information Protection and
Electronic Documents Act
(PIPEDA), 512, 674

personally identifiable information (PII),
55,436, 439-440, 508, 509, 674

personally owned, corporate-enabled
(POCE) policy, 256

PeStudio, 393

PGP (Pretty Good Privacy), 134, 300

PHI (protected health information), 55,
436, 440441, 510, 674

phishing/pharming, 335, 369-370, 674

physical access control, 106-109

devices, 107
facilities, 107-109
systems, 106-107

physical controls, 674

physical network architecture, 186-192

physical segmentation, 180-181

physical threats, 10

PIA (privacy impact assessment), 508

PII (personally identifiable information),
55,436, 439-440, 508, 509, 674

ping sweeps, 79, 476, 674

PIPEDA (Personal Information
Protection and Electronic
Documents Act), 512, 674

piping, 367, 674

PKI (public key infrastructure), 198, 236,
245,284-285, 371, 675

planning software development, 267

plans, communication, 435-436, 536-537.
See also response coordination

Platform as a Service (PaaS), 127, 674

platform configuration register (PCR)
hash, 300

platforms, 256-266

client/server, 263

embedded systems, 105-265
firmware, 266

mobile, 256-266



application, content, and data
management, 257
application wrapping, 257, 654
configuration profiles and payloads,
256
containerization, 256
COPE (corporate-owned, personally
enabled) policy, 256, 659
NIST SP 800-163 Rev 1, 258-259
POCE (personally owned, corporate-
enabled) policy, 256
remote wiping, 257, 677
SCEP (Simple Certificate
Enrollment Protocol), 258, 681
SoC (system-on-chip), 105, 265
central security breach response,
265-266
secure booting, 265
web application, 260-262
click-jacking, 262, 657
CSRF (cross-site request forgery),
261-262, 660
maintenance hooks, 260
time-of-check/time-of-use attacks,
260, 684
PLCs (programmable logic controllers),
115, 675
PLD (programmable logic device), 105
POCE (personally owned, corporate-
enabled) policy, 256
PoE (Power over Ethernet), 109
Point-to-Point Tunneling Protocol
(PPTP), 197, 674
policies
account management, 568—569
AUP (acceptable use policy), 563-564,
653
BYOD (bring your own device), 97-98,
656
code of conduct/ethics, 563, 658
continuous monitoring, 569-570
data classification, 411

preparation, in incident response process

data ownership, 508, 567
data retention, 509, 567-568
definition of, 562
Group Policy, 184
mobile, 256
password, 564-567
work product retention, 570, 687
policy decision points (PDPs), 144, 674
Policy Enforcement Engine (PEnE), 298
policy enforcement points (PEPs),
144, 674
polymorphic viruses, 324
port security mac-address command, 394
ports
non-standard, common protocols over,
476
scans of, 476, 674
security, 394, 674
enabling, 394
MAC addresses, limiting, 394
sticky MAC, 394, 682
post-incident activities, 463-465
change control process, 464
evidence retention, 463
incident response plan updates, 464
incident summary reports, 464-465,
666
IOC:s (indicators of compromise), 465
lessons learned reports, 463-464
monitoring, 465
Power over Ethernet (PoE), 109
PowerShell, 423
PPTP (Point-to-Point Tunneling
Protocol), 197, 674
Pr (Privileges Required) metric, 27
precise methods, 386
premises-based scanning, 495-496
preparation, exam. See exam preparation
process
preparation, in incident response process,
452-454
documentation of procedures, 453-454
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preparation, in incident response process

testing, 453
training, 452-453
prescriptive frameworks, 555-562
ISO 27000 Series, 556-559
ITIL, 561, 668
maturity models, 561-562, 670
CMMI (Capability Maturity Model
Integration), 561, 657
definition of, 670
ISO/IEC 27001, 562
NIST Cybersecurity Framework
version 1.1, 555-556
SABSA, 559-560, 679
preshared secret, 258
Pretty Good Privacy (PGP), 134, 300
preventative controls, 572, 674
Principles on Privacy (EU), 514
prioritization of risk, 537-539
engineering tradeoffs, 538-539
ISO/IEC 27001 standard, 539-541
ISO/IEC 27002 standard, 541
risk assessment matrix, 537-538
security controls, 538
privacy. See data privacy
privacy impact assessment (PIA), 508
private cloud, 126, 675
private VLANs (PVLANS), 458
PrivateCore, 311
privilege management, 211
privilege elevation, 205
privilege escalation, 152
privileged accounts, 211
unauthorized privilege, 479
Privileges Required (Pr) metric, 27
proactive threat indicators (PTTs), 328
probability, 32, 535
procedures, 562. See also policies
digital forensics, 497-499
EnCase Forensic, 498
forensic investigation suites, 498—
499, 664
Sysinternals, 498

documentation, 453-454

process behavior, abnormalities in, 479

Process Explorer, 408, 675

process isolation, 459

processing. See secure processing

processor consumption, 477

processor security extensions, 307, 675

profiles, mobile, 256

programmable logic controllers (PLCs),
115,675

programmable logic device (PLD), 105

proprietary systems, 63, 675

proprietary/closed-source intelligence, 6,
675

protected health information (PHI), 55,
436, 440441, 674

protocol analysis, 343, 675

protocol anomaly-based IDSs, 58

Prowler, 87, 675

proximity readers, 108, 675

proxy firewalls, 60

proxy server logs, 356-357

PRTG Network Monitor, 472

PSH flag, 76

PTIs (proactive threat indicators), 328

public cloud, 126, 675

Public Company Accounting Reform and
Investor Protection Act. See SOX
(Sarbanes-Oxley Act)

public key infrastructure (PKI), 198, 236,
245,284-285, 371, 675

public relations, response coordination
by, 437

/PURGECACHE switch (SFC), 341

purging data, 461, 675

purpose limitation, 515

push notification services, 100, 675

PVLANS (private VLANS), 458

PVSs (passive vulnerability scanners), 43,
673

Python, 423, 676



Q

QRadar, 364
qualitative risk analysis, 534, 676
Qualys, 496, 676
quantitative risk analysis, 534, 676
queries, 366—367
parameterized, 285, 673
writing, 676
piping, 367, 674
scripts, 366, 679
Sigma, 366
string searches, 366, 682

R

RA (registration authority), 243, 677
race conditions, 164, 260, 676
radio frequency identification (RFID),
180, 521, 676
RADIUS (Remote Authentication Dial-in
User Service), 281-282, 389-391
RAM (random-access memory), 329
ransomware, 326, 676
RBAC (role-based access control), 224—
225,678
RC4, 235
RCs, 235
RCe, 235
read-only memory (ROM), 309, 329
real user monitoring (RUM), 69, 74, 286,
676
real-time operating systems (RTOSs),
105, 676
Reaver, 84-86, 676
reconstruction/reimaging, 460
recoverability, 532, 676
recovery, 459-462
capability and service restoration, 462
log verification, 462
patching, 461
permissions restoration, 461
priorities, identification of, 531-532

remote-access VPNSs (virtual private networks)

reconstruction/reimaging, 460
resource reconstitution, 462
sanitization, 460, 679
secure disposal, 460-461
time requirements, 455-456
recovery point objective (RPO), 455, 676
recovery time objective (RTO), 455, 677
red teams, 542, 677
reflective XSS (cross-site scripting), 161,
677
registration authority (RA), 243, 677
Registry/configuration tools, 393
regulatory audits/assessments, 573-574
regulatory bodies, response coordination
by, 438
relationships, identification of, 210-211
release, software, 269
remediation/mitigation, 45, 459-462, 538
capability and service restoration, 462
cloud computing, 177-178
compensating controls, 47, 658
configuration baseline, 45-46, 659
hardening, 46-47, 665, 683
inhibitors to, 62-63
log verification, 462
patching, 46, 48, 461, 673
permissions restoration, 461
reconstruction/reimaging, 460
resource reconstitution, 462
risk acceptance, 47, 677
sanitization, 460, 679
secure disposal, 460461
verification of, 47
Remote Authentication Dial-in User
Service (RADIUS), 281-282,
389-391
remote code execution, 150, 677
remote terminal units (RTUs), 115, 677
remote virtual desktops model, 207
remote wiping, 257, 677
remote-access VPNs (virtual private
networks), 196
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removable storage

removable storage, 99
reports
incident summary, 464-465, 666
lessons learned, 463-464, 669
reporting requirements, 436
RTR (Root of Trust for Reporting),
298
SOC (Service Organization Control)
reports, 574, 681
REpresentational State Transfer (REST),
131, 677
reputational scores, 24
requirements gathering, 267
requirements stage, intelligence life cycle,
13
research, threat, 23-29. See also IOCs
(indicators of compromise)
behavioral analysis, 24-25
reputational scores, 24
resources
critical, 531
function criticality levels, 456
identification of, 210
reconstitution of, 462
requirements for, 531
Responder, 82, 677
response coordination, 436-438
human resources, 437
internal versus external, 437
law enforcement, 437-438
legal, 436-437
public relations, 437
regulatory bodies, 438
senior leadership, 438
responsive controls, 677
REST (REpresentational State Transfer),
131,288, 677
restoration
of capabilities and services, 462
of permissions, 461
of resources, 462

retention standards, 510
reverse engineering, 75, 327-329, 457
definition of, 327, 677
isolation/sandboxing, 327, 668
software/malware, 327-328
tools for, 328-329
/REVERT switch (SFC), 341
RFID (radio frequency identification),
180, 676
RFProtect, 475
risk, 29. See also threat intelligence
acceptance of, 47, 538, 677
assessment of, 532-534
definition of, 677
goals of, 532-533
metrics, 533
qualitative risk analysis, 534, 676
quantitative risk analysis, 534, 676
risk assessment matrix, 537-538
avoidance of, 47, 538, 678
BIA (business impact analysis), 530-532
critical processes and resources, 531
definition of, 657
outage impact and downtime, 531
recovery priorities, 531-532
resource requirements, 531
calculation of, 534-535
cloud computing, 177
communication of risk factors, 536-537
documented compensating controls,
541-542
mitigation of. See remediation/
mitigation
overview of, 33
prioritization of, 537-539
engineering tradeoffs, 538-539
ISO/IEC 27001 standard, 539-541
ISO/IEC 27002 standard, 541
risk assessment matrix, 537-538
security controls, 538
of scans/sweeps, 49-62



supply chain assessment, 543-544
hardware source authenticity, 544
vendor due diligence, 543

systems assessment, 539-541

training and exercises, 542—543

transfer of, 47, 538, 678

risk-based frameworks, 552-554

COBIT, 553, 657

NIST SP 800-55 Rev 1, 552-553

TOGAF (The Open Group

Architecture Framework), 554
rogue access points, 336, 678
rogue devices, 475, 678
rogue endpoints, 336
role-based access control (RBAC),
224-225, 678
ROM (read-only memory), 309, 329
rooting, 100, 678
rootkits, 159-160, 326, 678
RoTs (Roots of Trust), 298-299

definition of, 678

HSM (hardware security module), 302

microSD HSM (hardware security

module), 302-303
TPM (Trusted Platform Module),
299-300
VTPM (virtual Trusted Platform
Module), 300-301
RPO (recovery point objective), 455, 676
RSA, 236, 371, 387
RST flag, 76
RTT (Root of Trust for Integrity), 298
RTM (Root of Trust for Measurement),
298
RTO (recovery time objective), 455, 677
RTOSs (real-time operating systems),
105, 676
RTR (Root of Trust for Reporting), 298
RTS (Root of Trust for Storage), 298
RTUs (remote terminal units), 115, 677
RTV (Root of Trust for Verification), 298
Ruby, 423, 678

scans/sweeps

rules
configuration of, 386
rule-based IDSs, 58
SIEM (security information and event
management) system, 362-363
writing, 392
RUM (real user monitoring), 69, 74, 286,
676
runtime data integrity check, 330, 678
runtime debugging, 332, 493-494, 660,
678

S

S (Scope) metric, 27

SaaS (Software as a Service), 21, 71, 127,
495, 681

SABSA framework, 559-560, 679

safe harbor, 514

Safe Harbor Privacy Principles, 514

Safe Mode, 477

SafeBack Version 2.0, 393

safeguards, 47

SAML (Security Assertion Markup
Language), 221-222, 287, 680

Samsung eFuse, 303

sandbox tools, 393

Sandboxie, 392

sandboxing, 327, 392-394, 668

sanitization, 460, 679

Sarbanes-Oxley Act (SOX), 55, 511, 679

SAS (Statement on Auditing Standards),
573

SCADA (Supervisory Control and Data
Acquisition), 114-117

/SCANBOOQOT switch (SFC), 341

/SCANFILE switch (SFC), 341

/SCANNOW switch (SFC), 341

/SCANONCE switch (SFC), 341

scans/sweeps, 49-62, 476

active versus passing, 43-44
cloud-based, 495-496
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scans/sweeps

credentialed versus non-credentialed,
51, 660, 671, 685
criteria for, 53-62
data types, 53
regulatory requirements, 55-56
segmentation, 56
sensitivity levels, 54
technical constraints, 53
workflow, 53
firewalls, 59-62
architecture of, 61-62, 188-192
types of, 59-61
HIDSs (host-based IDSs), 58
host scanning, 79
hping, 80-82
IDSs (intrusion prevention systems),
57-58
infrastructure vulnerability, 71-496
internal versus external, 53, 663, 667
NIDSs (network-based IDSs), 58
Nmap, 76-79
null, 77, 671
ping, 79, 674
port, 476, 674
regulatory requirements, 55-56
risks associated with, 49-62
scope, 49-50
scope of, 679
server-based versus agent-based, 52
verification of, 48
vulnerability feeds, 49, 686
web application, 69-70
Arachni, 70-496, 654
Burp Suite, 69, 656
Nessus Professional, 71
Nikto, 70, 671
OpenVAS, 71-72
OWASP Zed Attack Proxy (ZAP), 69
Qualys, 496, 676
types of, 69
SCAP (Security Content Automation
Protocol), 44, 49, 426-427,
680, 682

SCEP (Simple Certificate Enrollment
Protocol), 258, 681
scheduled tasks, 480
Schneider Electric, 118
scientific method, 404-405
SCOM (System Center Operations
Manager), 69, 74, 286
scope
of incidents, 455
of scans, 49-50, 679
Scope (S) metric, 27
ScoutSuite, 87, 679
SCP (Secure Copy Protocol), 199
screened host firewalls, 192, 679
screened subnets, 62, 679
screensavers, 276
script viruses, 324
scripting, 366, 423, 679
scrypt, 134
SCT (Security Compliance Toolkit), 570
SD Elements, 407
SDLC (software development life cycle),
72-73,267-270, 681
SDN (software-defined networking),
193-194, 681
SDS (software-defined storage), 194
sealing, 299
searches, string, 366, 682
secret data, 412
Secure Boot, 303, 310-311, 679
Secure Copy Protocol (SCP), 199
secure enclave, 307, 679
Secure European System for Applications
in a Multivendor Environment
(SESAME), 219, 679
Secure Hash Algorithm (SHA), 240, 499
Secure HTTP (S-HTTP), 241-242
secure message format, 236
secure processing
atomic execution, 307
definition of, 305, 679
processor security extensions,
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secure enclave, 307, 679
TE (Trusted Execution), 305
Secure Shell (SSH), 183, 242, 679
Secure Sockets Layer (SSL)/Transport
Layer Security (TLS), 199,
241, 681
Secure View 4, 494
secured memory, 330, 680
securiCAD, 407
Security Assertion Markup Language
(SAML), 221-222, 287, 680
security awareness training, 452-453
Security Compliance Toolkit (SCT), 570
Security Content Automation Protocol
(SCAP), 44, 49, 426-427, 680, 682
security controls, 538-539
security engineering, 33, 680
security information and event
management system. See SIEM
(security information and event
management) system
security level classification, 455
security parameter index (SPI), 198
security regression testing, 273, 680
SecurStar DriveCrypt, 300
segmentation, 180-185, 458-459
definition of, 680
jumpboxes, 183-184, 668
physical, 180-181
scans, 56
system isolation, 184-185
virtual, 182-183
self-encrypting drives, 308
Sender Policy Framework (SPF),
369, 680
senior leadership, response coordination
by, 438
sensitive personal information (SPI),
441, 680
sensitivity of data, 165, 411, 412, 439, 680
sensors, 111, 115

S-HTTP (Secure HTTP)

server-based application virtualization,
208
server-based scans, 52
serverless architecture, 128-129
servers
authentication, 281, 655
802.1X, 389
RADIUS (Remote Authentication
Dial-in User Service), 389-391
TACACS+ (Terminal Access
Controller Access Control System
Plus), 389-391
exploit techniques, 337-338
proxy, 356-357
service interruption, 481
Service Organization Control (SOC)
reports, 574
Service Provisioning Markup Language
(SPML), 220, 680
service-level agreements (SLAs), 62, 515,
539, 680
service-oriented architecture (SOA), 287,
680
services
cloud service models, 127-128
exploit techniques, 338-339
push notification, 100
restoration of, 462
SESAME, 219, 679
session hijacking, 158, 681
session keys, 234
session management, 276-277
SFC (System File Checker), 340-341, 479
SFC command, 340-341
SGX (Software Guard Extensions), 131
SHA (Secure Hash Algorithm), 240,
371, 499
“sheep dip” computers, 393
Shibboleth, 224, 681
Short Message Service (SMS), 103
shoulder surfing, 336
S-HTTP (Secure HTTP), 241-242
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side-channel attacks

side-channel attacks, 106
SIEM (security information and event
management) system, 48, 166,
361-365, 426,458
agent-based collection, 362
agentless collection, 362
dashboard, 363-365
definition of, 680
known-bad Internet Protocol, 363
rule writing, 362-363
Sigma, 366
signatures
digital, 245-246, 371, 661
malware, 391-392
signature blocks, 372
signature-based IDSs, 57
Silent Runners.vbs, 393
Simple Certificate Enrollment Protocol
(SCEP), 258, 681
Simple Object Access Protocol (SOAP),
131, 220, 287, 681
single event rules, 363
single loss expectancy (SLE), 534, 681
single sign-on (SSO), 214-217
advantages and disadvantages of,
214-215
definition of, 681
Kerberos, 215-217
sinkholing, 391, 681
site accreditation. See accreditation
site-to-site VPN (virtual private
networks), 196
Skylake, 131
SLA (service-level agreement), 62, 515,
539, 680
SLE (single loss expectancy), 534, 681
smart cards, 213
smart cities, 104. See also IoT (Internet of
Things)
smart homes, 104. See also loT (Internet
of Things)
SMS (Short Message Service), 103

snooping, DHCP, 154, 661
Snort, 359
SOA (service-oriented architecture),
287, 680
SOAP (Simple Object Access Protocol),
131, 220, 287, 681
SOC (Service Organization Control)
reports, 574, 681
SoC (system-on-chip), 105, 265
central security breach response,
265-266
definition of, 683
secure booting, 265
SOCKS firewall, 60
Software as a Service (SaaS), 21, 71, 127,
495, 681
software assessment methods, 72-76,
272-275
code review, 273-274, 275, 286-287
dynamic analysis, 74, 286, 662
tuzzing, 75-76, 665
reverse engineering, 75
SDLC (software development life
cycle), 72-76
security regression, 273, 680
security testing, 274-275
static analysis, 73-74, 286, 682
stress testing, 272-273
user acceptance testing, 272, 685
software assurance. See also software
assessment methods
DevOps, 270-272
DevSecOps, 270-272
dynamic analysis, 286
microservices, 288-289, 670
platforms, 256-266
client/server, 263
embedded systems, 105-265
firmware, 266
mobile, 256-266
SoC (system-on-chip), 105, 265
web application, 260-262



REST (REpresentational State
Transfer), 288
SAML (Security Assertion Markup
Language), 287
SDLC (software development life
cycle), 267-270
secure coding, 275-285
authentication, 277-285
data protection, 285
input validation, 275-276, 382
output encoding, 276
parameterized queries, 285
session management, 276-277
SOA (service-oriented architecture),
287, 680
SOAP (Simple Object Access Protocol),
287
unauthorized software, 477-478
software development life cycle (SDLC),
72-73,267-270, 681
Software Guard Extensions (SGX), 131
Software Verify, OutputDebugString
Checker, 494
software-defined networking (SDN),
193-194, 681
software-defined storage (SDS), 194
softwareverify, 332
Sophos SafeGuard, 300
Sourcefire, 358
source/subscriber model, 9
sovereignty, 514-515, 660
SOX (Sarbanes-Oxley Act), 55, 511, 679
spam, 370
spear phishing, 22, 369
SPF (Sender Policy Framework), 369,
680
SPI (security parameter index), 198
SPI (sensitive personal information), 441,
680
Splunk, 364
SPML (Service Provisioning Markup
Language), 220, 680

storage

spoofing
ARP, 154
e-mail, 368
switch, 156-158
sprawl, VM, 204
spyware, 325, 681
SQL (Structured Query Language)
injection, 145-146, 682
SRK (storage root key), 300
SSAE (Statement on Standards for
Attestation Engagements), 573
SSH (Secure Shell), 183, 242, 679
SSL (Secure Sockets Layer)/TLS
(Transport Layer Security), 199,
241, 681
SSO (single sign-on), 214-217
advantages and disadvantages of,
214215
definition of, 681
Kerberos, 215-217
stakeholders, communication with
communication plans, 435-436
response coordination, 436-438
standard word passwords, 564, 682
state sponsors, 12,405
stateful firewalls, 59
stateful matching, 57
Statement on Auditing Standards (SAS),
573
Statement on Standards for Attestation
Engagements (SSAE), 573
static analysis, 73-74, 286, 682
static passwords, 564, 682
statistical anomaly-based IDSs, 58
stealth viruses, 324
steganography, 510
step-up authentication, 277
sticky keyword, 394
sticky MAC, 394, 682
STIX (Structured Threat Information
eXpression), 8, 682
storage. See also cloud computing
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storage

nonremovable, 99
removable, 99
RTS (Root of Trust for Storage), 298
SDS (software-defined storage), 194
uncontrolled, 99
vulnerabilities with, 99-100
storage keys, 300
storage root key (SRK), 300
strcpy function, 168, 682
stream-based ciphers, 234-235, 682
stress testing, 272-273, 682
stretching, key, 134
string searches, 366, 682
Structured Query Language (SQL)
injection, 145-146, 682
Structured Threat Information
eXpression (STIX), 8, 682
study trackers, 580
Stuxnet virus, 115
subnets, screened, 62, 679
sudo command, 81
Supervisory Control and Data Acquisition
(SCADA), 114-117
supplicants, 281, 389, 682
supply chain assessment, 543-544
hardware source authenticity, 544
vendor due diligence, 543
Susteen Secure View 4, 494
swatch, 166
sweeps. See scans/sweeps
switches
rogue, 475
spoofing, 156-158
switchport mode access command, 157
switchport mode trunk command, 157
switchport port security command, 394
switchport port security maximum 2
command, 394
switchport port security violation restrict
command, 394
Symantec Endpoint Protection, 387
symmetric algorithms, 233-236, 682

block ciphers, 235-236, 656
stream-based ciphers, 234-235, 682
SYN flag, 76
SYN flood, 80, 490, 682
synthetic transaction monitoring, 69, 74,
286, 682
Sysinternals, 408, 498, 683
syslog, 350-352
Syslog Server (Kiwi), 352
system apps, 98
system behavior, 333-339
anomalous behavior, 334-335
exploit techniques, 335-339
file system, 339-340
rogue access points, 336, 678
rogue endpoints, 336
servers, 337-338
services, 338-339
social engineering, 335-336
known-good behavior, 333-334
System Center Operations Manager
(SCOM), 69, 74, 286
System File Checker (SFC), 340-341, 479
system hardening, 410
system high security mode (MAC), 228
system isolation, 184-185
system lockdown, 410
system process criticality, 457
system-on-chip. See SoC (system-on-
chip)
systems assessment, 539-541
Systems Manager, 98

T

tables, memory
GPT (GUID partition table), 303
how to use, 582
tabletop exercises, 543, 683
TACACS+ (Terminal Access Controller
Access Control System Plus),
281-282, 389-391
tagging assets, 178, 654



taint analysis, 73
Task Manager, 407, 478
tasks, unauthorized, 480
TAXII (Trusted Automated eXchange of
Indicator Information), 8-9, 684
tepdump, 490, 683
TE (Trusted Execution), 305
teams, hunt, 247, 666
technical controls, 516-521, 571, 683
technical threats, 10
telemetry system, 115, 683
TEMPEST, 337
Tenable PVS, 43
Terminal Access Controller Access
Control System Plus (TACACS+),
281-282, 389-391
terminal services, 208
terrorist group threat actors, 12, 405
test data method, 269
test preparation. See exam preparation
process
testing, 274-275, 453
security regression, 273, 680
stress, 272-273, 682
test data method, 269
user acceptance, 272, 685
text messaging, 103
TGT (ticket-granting ticket), 218
threat actors
categories of, 9-10, 12-13
definition of, 12, 683
hostile versus non-hostile, 30
identification of, 405-406
internal versus external, 29-30
threat classification, 9-11
APTs (advanced persistent threats), 11,
653
known threats, 10, 669
unknown threats, 10, 685
zero-day vulnerabilities, 10-11, 687
threat feed, 426, 683
threat hunting. See also threat actors

threat intelligence

attack surface area, reduction of,
409-410
configuration lockdown, 410, 659
system hardening, 410
attack vectors, 412-413
critical assets, bundling, 411-412
commercial business classifications,
411
data classification policy, 411
distribution of critical assets, 412
military and government
classifications, 412
sensitivity and criticality, 411
detection capabilities, improvement of,
413-414
hypotheses, 404-405
integrated intelligence, 413, 667
tactics for, 406-409
executable process analysis, 407408,
663
hunt teaming, 406
memory consumption, 409
threat models, 406-407
threat intelligence. See also attacks;
vulnerability management
attack frameworks
definition of, 21, 655
Diamond Model of Intrusion
Analysis, 22-23, 661
kill chain, 23, 669
MITRE ATT&CK, 21-22, 670
definition of, 683
intelligence sources, 6-7, 683
accuracy of, 7
confidence levels for, 7, 659
intelligent networks, 427
OSINT (open-source intelligence),
6,672
proprietary/closed-source
intelligence, 6, 675
relevance of, 7
timeliness of, 7, 684
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threat intelligence

sharing, 33-34
threat modeling, 29-32, 683
adversary capability, 29-30
attack vectors, 31-32, 412-413
impact, 32
probability, 32
total attack surface, 31, 684
threat research, 23-29. See also I0Cs
(indicators of compromise)
behavioral analysis, 24-25
CVSS (Common Vulnerability
Scoring System), 25-29, 44, 412
reputational scores, 24
Threat Modeling Tool, 406
ThreatConnect, 426
ThreatModeler, 406
ThreatQuotient, 426
throughput rate, 282
ticket-granting ticket (TGT), 218
timeliness, 7, 684
time-of-check/time-of-use attacks, 260,
684
TLP (Traffic Light Protocol), 25
TLS (Iransport Layer Security), 117,
199, 241, 681
TOGAF (The Open Group Architecture
Framework), 554, 683
token devices, 213
tokenization, 517, 684
tool-assisted review, 74, 274
top secret data, 412
total attack surface, 31, 684
TPM (Trusted Platform Module), 299—
300, 684
tracking rules, 363
trade secrets, 443, 684
trademarks, 443, 684
traditional botnets, 473, 684
traffic
spikes in, 476
traffic anomaly-based IDSs, 58
Traffic Light Protocol (TLP), 25

training/education, 452-453, 542-543
transfer of risk, 47, 538, 678
transitive rules, 363
transport encryption, 240-242
‘Transport Layer Security (ILS), 117,
199, 241, 681
trapdoors, 338, 656
trend analysis, 320, 684
Trend Micro Maximum Security, 300
trending rules, 363
Tripwire, 340
"Trojan horses, 325, 684
true negatives, 44, 684
true positives, 44, 684
Trusted Automated eXchange of
Indicator Information (TAXII),
8-9, 684
Trusted Execution (TE), 305
trusted firmware updates, 308-309
attestation, 300, 310-311, 655
IMA (Integrity Measurement
Architecture), 311
measured boot, 310-311, 670
measured launch, 311
Trusted Foundry program, 304-305, 544
Trusted Platform Module (TPM), 299—
300, 684
trusted relationships, 22
trusted third-party federation model, 219
Twofish, 235
Type 1 hypervisors, 203, 684
Type 2 hypervisors, 203, 684

U

UAT (user acceptance testing), 272

UEBA (user and entity behavior
analytics), 24, 341, 685

UEFI (Unified Extensible Firmware
Interface), 303-304, 685

UI (User Interaction) metric, 27

unauthorized access, 183

unauthorized changes, 479



unauthorized privilege, 479
unauthorized scheduled tasks, 480
unauthorized software, 477-478
unclassified data, 412
uncontrolled storage, 99
uncredentialed scans, 476, 685
Unicode, 276
Unified Extensible Firmware Interface
(UEFT), 303-304, 685
unified threat management (UTM), 383
uniform resource locators. See URLSs
(uniform resource locators)
unintentional insider threats, 13
United States Federal Sentencing
Guidelines, 512, 685
Uniting and Strengthening America
by Providing Appropriate Tools
Required to Intercept and
Obstruct Terrorism. See USA
PATRIOT Act
universal serial bus (USB), 102
unknown threats, 10, 685
unsigned apps, 98
updates
exam, 651-652
trusted firmware, 308-309
URG flag, 76
urgent resources, 456
URLEncode, 261
URLSs (uniform resource locators)
analysis of, 342
encoding of, 276
U.S. Government Configuration Baseline
(USGCB), 323
USA PATRIOT Act, 438, 513, 685
USB (universal serial bus), 102
USB OTG (USB On-The-Go), 99-100,
685
user acceptance testing, 272, 685
user and entity behavior analytics
(UEBA), 24, 341, 685
user identification, 210

virtualization

User Interaction (Ul) metric, 27
usermode debugger, 457, 685

'}

Valgrind, 329
VDI (virtual desktop infrastructure), 207,
686
vectors, attack, 31-32, 412-413
vehicles, 111-113
CAN (Controller Area Network) bus,
112, 659
drones, 113
vendor due diligence, 543
verification testing, 269
/VERIFYFILE switch (SFC), 341
/VERIFYONLY switch (SFC), 341
Verisign, 244
vertical privilege escalation, 152
Vetting the Security of Mobile Applications,
258-259
video game DRM (digital rights
management), 520
video systems, IP, 109-111
virtual SAN, 686
virtual TPM, 686
virtualization
advantages and disadvantages of,
201-202
application streaming, 208
attacks and vulnerabilities, 203-206
digital forensics for, 497
hypervisors, 202-203
management interface, 205
terminal services, 208
VDI (virtual desktop infrastructure),
207, 686
virtual private networks. See VPNs
(virtual private networks)
virtual SAN, 686
virtual segmentation, 182-183
virtual TPM, 686
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virtualization

VLANS (virtual LANSs), 156-158,
182-183, 458
VMs (virtual machines)
attacks and vulnerabilities, 201-204
digital forensics for, 497
VPC (virtual private cloud), 195, 686
VPN (virtual private networks),
196-199
definition of, 195, 686
IPsec, 197-199
remote-access, 196
site-to-site, 196
SSL/TLS, 199, 681
VPN concentrators, 196
VSAN (virtual storage area network),
194
VTPM (virtual Trusted Platform
Module), 300-301
viruses, 115, 323-324, 686
VLANSs (virtual LANSs), 182-183, 458
advantages and disadvantages of, 156
VLAN-based attacks, 156-158
VMs (virtual machines)
attacks and vulnerabilities, 201-204
digital forensics for, 497
VMware, 311
VMware vSphere, 203
VMware Workstation, 203
volatile memory, 329
VPC (virtual private cloud), 195, 686
VPN (virtual private networks), 196-199
definition of, 195, 686
IPsec, 197-199
remote-access, 196
site-to-site, 196
SSL/TLS, 199, 681
VPN concentrators, 196
VSAN (virtual storage area network), 194
vSphere, 203

VTPM (virtual Trusted Platform
Module), 300-301
vulnerability assessment output. See also
vulnerability management
cloud infrastructure assessment tools,
86-88
Pacu, 87-88, 673
Prowler, 87, 675
ScoutSuite, 87, 679
enumeration, 76-82
active versus passive, 82, 653, 673
definition of, 76
host scanning, 79, 666
hping, 80-82
Nmap, 76-79, 671
Responder, 82, 677
infrastructure vulnerability scanners,
71-496
software assessment tools, 72-76
dynamic analysis, 74, 286, 662
fuzzing, 75-76, 665
reverse engineering, 75
SDLC (software development life
cycle), 72-73
static analysis, 73-74, 286, 682
web application scanners, 69-70
wireless assessment tools, 82—-86
Aircrack-ng, 83, 654
oclHashcat, 86, 672
Reaver, 84-86, 676
vulnerability feeds, 49, 686
vulnerability management. See a/so data
analysis
definition of, 686
firewalls. See firewalls
identification, 41-44
active versus passing scanning, 43—44
assessment goals, 41-42
asset criticality, 42-43, 654



mapping and enumeration, 44

overview of, 33

remediation/mitigation, 45

compensating controls, 47, 658

configuration baseline, 45-46, 659

hardening, 46-47, 665, 683

inhibitors to, 62-63

patching, 46, 48, 673

risk acceptance, 47, 677

verification of, 47

scans/sweeps, 49-62, 476

cloud-based, 495-496

credentialed versus non-credentialed,
51, 660

criteria for, 53-62

internal versus external, 53, 663, 667

risks associated with, 49-62

scope, 49-50

server-based versus agent-based, 52

verification of, 48

vulnerability feeds, 49, 686

tor specialized technology

automation systems, 109

embedded systems, 105-264, 663

FGPA (field programmable gate
array), 105-106

HVAC controllers, 111

ICS (Incident Command System),
114

IoT (Internet of Things), 103-104,
668

IP video systems, 109-111

mobile devices, 97-103

Modbus, 117, 118, 670

physical access control, 106-109

RTOSs (real-time operating
systems), 105, 676

SCADA (Supervisory Control and
Data Acquisition), 114-117

sensors, 111

SoC (system-on-chip), 105, 265-266,
683

web application platforms

vehicles and drones, 111-113
workflow and process automation
systemsworkflow and process

automation systems, 113
validation, 4448
virtualization, 203-206
vulnerability assessment output
cloud infrastructure assessment tools,
86-88
enumeration, 7682
infrastructure vulnerability scanner,
71-496
software assessment tools, 72-76
web application scanners, 69-70
wireless assessment tools, 82—-86
vulnerability types, 163-168
broken authentication, 164-165
code reuse, 166
dereferencing, 163, 661
improper error handling, 163
insecure components, 165-166
insecure functions, 168
insecure object reference, 163, 667
insufficient logging and monitoring,
166
race conditions, 164, 676
sensitive data exposure, 165
weak or default configurations,
167-168
zero-day vulnerability, 269
vulnerability mitigation. See remediation/

mitigation

w

WAF (web application firewall), 355-356,
686

war game exercises, 542-543

wash command, 85-86

watermarking, 521, 661

web application firewall (WAF), 355-356,
686

web application platforms, 260-262
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web application platforms

click-jacking, 262, 657
CSREF (cross-site request forgery),
261-262, 660
maintenance hooks, 260
time-of-check/time-of-use attacks, 260,
684
web application scanners, 69-70
Arachni, 70-496, 654
Burp Suite, 69, 656
Nessus Professional, 71
Nikto, 70, 671
OpenVAS, 71-72
OWASP Zed Attack Proxy (ZAP), 69
Qualys, 496, 676
types of, 69
web vulnerability scanners, 69, 686
whaling, 370
white hats, 406
white teams, 543, 686
white-box testing, 274-275
whitelisting, 275, 381, 687
Wi-Fi hacking gear, 475
Wi-Fi Protected Access (WPA), 134

Windows computers

DPAPI (Data Protection API), 131, 660

Group Policy, 45, 184, 381, 570
least privilege, principle of, 338
Measured Boot, 311
Process Explorer, 408, 675
Secure Boot, 310-311
SFC (System File Checker), 340
Task Manager, 407
Windows Server managed service
accounts, 339
Windows Defender, 353
Windows PowerShell, 423
Winload (Windows Boot Loader), 310
wiping, remote, 257, 677
WIPO (World Intellectual Property
Organization), 444

WIPS (a wireless intrusion prevention
system), 475
WIPS (wireless intrusion prevention
system), 336, 687
wireless assessment tools, 82—-86
Aircrack-ng, 83, 654
oclHashcat, 86, 672
Reaver, 84-86, 676
wireless intrusion prevention system
(WIPS), 336, 475, 687
wireless key loggers, 475, 687
Wireshark, 394, 488-490, 687
work product retention policy, 570, 687
work recovery time (WRT), 455, 687
workflow
automation systems for, 113
orchestration of, 422-423, 687
scans and, 53
World Intellectual Property Organization
(WIPO), 444
worms, 324, 687
WPA (Wi-Fi Protected Access), 134
WRT (work recovery time), 455, 687

X

X.509 certificates, 243-244
XACML (Extensible Access Control
Markup Language), 143-144, 220,
663
XenServer, 203
XMAS scans, 78-79, 687
XML (Extensible Markup Language)
attacks, 143-144, 663
XN (never execute) bit, 307
XRY, 494
XSS (cross-site scripting), 160-162
definition of, 660
DOM (document object model), 162,
662
example of, 160-161



persistent, 161, 673
reflective, 161, 677

Y-Z

ZAP, 687

Zebra Technologies AirDefense, 475
Zed Attack Proxy (ZAP), 69

zombies

Zeek, 360

Zero Knowledge Proof, 236

zero-day vulnerability, 10-11, 269, 320,
687

zero-knowledge testing, 274-275

zombies, 325
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