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Introduction

The AWS Certified SysOps Administrator—Associate is a cloud-related certification
that tests a candidate’s ability to operate effective solutions by calling upon the most
popular aspects of Amazon Web Services. The SysOps Administrator candidates
must demonstrate their skills on how to effectively implement a sophisticated design
that saves costs, is secure, and, perhaps most importantly, operates with excellence.
Candidates are also required to know the most important facts regarding various
services and their capabilities.

The AWS Certified SysOps Administrator-Associate is an Associate-level cloud
career certification. This certification is an excellent second step after the achievement
of the AWS Certified Solutions Architect—Associate certification. For some students,
this certification might actually be their third step. This is due to the fact they may
have started with the AWS Certified Cloud Practitioner exam, which is an entry-level
exam considered by those who arrive to the study of AWS with little to no prior
experience.

Following the SysOps Associate certification, AWS offers a Professional level of
certification for the SysOps Administrator.

AWS also offers certifications you might be interested in for different tracks.

For example, there is a Developer track for AWS that also includes Associate and
Professional levels. There are also Specialty certifications that Amazon will use to
deep-dive into many different areas such as security and advanced networking.

NOTE The AWS Certified SysOps Administrator-Associate certification is globally
recognized and does an excellent job of demonstrating that the holder has knowledge
and skills across a broad range of AWS topics.

The Goals of the AWS Certified SysOps Administrator-Associate Certification

The AWS Certified SysOps Administrator—Associate certification is intended
for individuals who have technical expertise in deployment, management, and
operations on AWS. It seeks to validate that the candidate can do the following:

B Deploy, manage, and operate scalable, highly available, and fault tolerant
systems on AWS.

B [mplement and control the flow of data to and from AWS.

m Select the appropriate AWS service based on compute, data, or security
requirements.
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B Jdentify appropriate use of AWS operational best practices.
B Estimate AWS usage costs and identify operational cost control mechanisms.

B Migrate on-premises workloads to AWS.

Recommended Prerequisite Skills

While this text provides you with the information required to pass this exam, Ama-
zon considers ideal candidates to be those that possess the following:

B Minimum of one year of hands-on experience with AWS

® Experience managing/operating systems on AWS

Understanding of the AWS tenets—architecting for the cloud

Hands-on experience with the AWS CLI and SDKs/API tools

Understanding of network technologies as they relate to AWS

Understanding of security concepts with hands-on experience in implement-
ing security controls and compliance requirements

The Exam Objectives (Domains)

The AWS Certified SysOps Administrator—Associate exam is broken down into five
major domains. The contents of this book cover each of the domains and the sub-
topics included in them, as illustrated in the following descriptions.

The following table breaks down each of the domains represented in the exam.

Domain Percentage of Representation in Exam
1: Monitoring and Reporting 22%

2: High Awvailability 8%

3: Deployment and Provisioning 14%

4: Storage and Data Management 12%

5: Security and Compliance 18%

6: Networking 14%

7: Automation and Optimization 12%

Total 100%
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Here are the details of each domain:

Domain 1: Monitoring and Reporting: This domain is covered primarily in
Chapter 1.

1.1 Create and maintain metrics and alarms utilizing AWS monitoring
services

1.2 Recognize and differentiate performance and availability metrics

1.3 Perform the steps necessary to remediate based on performance and
availability metrics

Domain 2: High Availability: This domain is covered primarily in Chapter 2.
2.1 Implement scalability and elasticity based on use case

2.2 Recognize and differentiate highly available and resilient environments
on AWS

Domain 3: Deployment and Provisioning: This domain is covered primarily in
Chapter 3.

3.1 Identify and execute steps required to provision cloud resources

3.2 Identify and remediate deployment issues

Domain 4: Storage and Data Management: This domain is covered primarily
in Chapter 4.

4.1 Create and manage data retention

4.2 Identify and implement data protection, encryption, and capacity
planning needs

Domain 5: Security and Compliance: This domain is covered primarily in
Chapter 5.

5.1 Implement and manage security policies on AWS
5.2 Implement access controls when using AWS

5.3 Differentiate between the roles and responsibility within the shared
responsibility model

Domain 6: Networking: This domain is covered primarily in Chapter 6.
6.1 Apply AWS networking features
6.2 Implement connectivity services of AWS

6.3 Gather and interpret relevant information for network troubleshooting
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Domain 7: Automation and Optimization: This domain is covered primarily
in Chapter 7.

7.1 Use AWS services and features to manage and assess resource utilization
7.2 Employ cost-optimization strategies for efficient resource utilization

7.3 Automate manual or repeatable process to minimize management overhead

Steps to Becoming an AWS Certified SysOps
Administrator-Associate

"To become an AWS Certified SysOps Administrator—Associate, a test candidate
must meet certain prerequisites and follow specific procedures. Test candidates must
qualify for the exam and sign up for the exam.

Signing Up for the Exam

The steps required to sign up for the AWS Certified SysOps Administrator—Associate
are as follows:

1. Create an AWS Certification account at https://www.aws.training/Certification
and schedule your exam.

2. Complete the examination agreement, attesting to the truth of your assertions
regarding professional experience and legally committing to the adherence of
the testing policies.

3. Submit the examination fee.

Facts About the Exam

The exam is a computer-based test. The exam consists of multiple-choice questions
only. You must bring a government-issued identification card. No other forms of ID
will be accepted.

TIP Refer to the AWS Certification site at https://aws.amazon.com/certification/
for more information regarding this, and other, AWS certifications. I am also in the
process of building a simple hub site for everything AWS certification related at
awscerthub.com. This site is made up of 100 percent AWS solutions, of course!


https://www.aws.training/Certification and schedule your exam
https://aws.amazon.com/certification/
http://awscerthub.com
https://www.aws.training/Certification and schedule your exam

Introduction

About the AWS Certified SysOps
Administrator-Associate Certification Guide

"This book maps directly to the topic areas of the exam and uses a number of features
to help you understand the topics and prepare for the exam.

Objectives and Methods

"This book uses several key methodologies to help you discover the exam topics on
which you need more review, to help you fully understand and remember those
details, and to help you prove to yourself that you have retained your knowledge
of those topics. This book does not try to help you pass the exam only by memo-
rization; it seeks to help you to truly learn and understand the topics. This book

is designed to help you pass the AWS Certified SysOps Administrator—Associate
(SOA-CO01) exam by using the following methods:

B Helping you discover which exam topics you have not mastered
B Providing explanations and information to fill in your knowledge gaps

B Supplying exercises that enhance your ability to recall and deduce the answers
to test questions

B Providing practice exercises on the topics and the testing process via test ques-
tions on the companion website

Book Features

"To help you customize your study time using this book, the core chapters have sev-
eral features that help you make the best use of your time:

B Foundation Topics: These are the core sections of each chapter. They explain
the concepts for the topics in that chapter.

® Exam Preparation Tasks: After the “Foundation Topics” section of each
chapter, the “Exam Preparation Tasks” section lists a series of study activities
that you should do at the end of the chapter:

® Review All Key Topics: The Key Topic icon appears next to the most
important items in the “Foundation Topics” section of the chapter. The
Review All Key Topics activity lists the key topics from the chapter, along
with their page numbers. Although the contents of the entire chapter
could be on the exam, you should definitely know the information listed
in each key topic, so you should review these.

XXiii
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B Define Key Terms: Although the SysOps - Associate exam may be
unlikely to ask a question such as “Define this term,” the exam does
require that you learn and know a lot of AWS-related cloud terminology.
This section lists the most important terms from the chapter, asking you
to write a short definition and compare your answer to the glossary at

the end of the book.

B Review Questions: Confirm that you understand the content that
you just covered by answering these questions and reading the answer
explanations.

B Web-based practice exam: The companion website includes the Pearson
Cert Practice Test engine that allows you to take practice exam questions. Use
it to prepare with a sample exam and to pinpoint topics where you need more
study.

How This Book Is Organized

"This book contains seven core chapters—Chapters 1 through 7. Chapter 8 includes
preparation tips and suggestions for how to approach the exam. Each core chapter
covers a subset of the topics on the AWS Certified SysOps Administrator-Associate
(SOA-CO01) exam. The core chapters map to the AWS Certified SysOps Administrator—
Associate (SOA-CO01) exam topic areas and cover the concepts and technologies that
you will encounter on the exam.



CHAPTER 5

Security and Compliance

It is amazing just how many engineers are often scared to move to the cloud
due to security reasons. In all actuality, there are many reasons to move there
that might encourage a more secure infrastructure. Just think, because Amazon
can afford the latest in physical security measures at their data centers, you
will enjoy a level of physical security that might not be possible in your own
enterprise environment.

This chapter focuses on important security topics you should know and know
well for AWS. This includes a look at the Shared Responsibility Model as well
as an exploration of key security policies and access controls available to you.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess if you should read
the entire chapter. Table 5-1 lists the major headings in this chapter and the
“Do I Know This Already?” quiz questions covering the material in those
headings so you can assess your knowledge of these specific areas. The
answers to the “Do I Know This Already?” quiz appear in Appendix A.

Table 5-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundations Topics Section Questions
The Shared Responsibility Model 1-2
Security Policies in AWS 34
Access Controls 5-6

CAUTION The goal of self-assessment is to gauge your mastery of the topics
in this chapter. If you do not know the answer to a question or are only partially
sure of the answer, you should mark that question as wrong for purposes of the
self-assessment. Giving yourself credit for an answer you correctly guess skews
your self-assessment results and might provide you with a false sense of security.
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1. Who is responsible for creating users, groups, and roles in IAM for use in an
AWS architecture?

a. The AWS customer
b. AWS staff
c. The managed service provider

d. There are no users, roles, or groups in IAM

2. Who is responsible for securing the hypervisor in use in AWS?
a. AWS staff
b. The client of AWS
c. The managed service provider

d. There is no hypervisor in use in AWS

3. You would like to add DDoS protection against your EC2 instances and your
Elastic Load Balancing services. What service should you use?

a. AWS CloudIPS

b. AWS Shield Advanced
c. AWS Cognito

d. AWS Shield Standard

4. What credentials would you require in order to submit a penetration testing
request?

a. AWSFullAdmin

b. Root account

c. AWSIAMAdmin

d. AWS Region Admin

5. What is the JAM component that is often ideal for allowing EC2 instances to
other AWS services and resources?

a. Groups
b. Users
Clusters
d. Roles

o
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6. When creating a user account in AWS IAM, what are the options for access
type? (Choose two.)

. AWS Management Console access

a
b. Restore

(2]

. Programmatic access

. CLI only

o
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Foundation Topics

The Shared Responsibility Model

The AWS Shared Responsibility Model is very simple. It divides the security
responsibilities between two parties—the AWS customer (you) and Amazon (AWS).
The fact that you are no longer responsible for a massive portion of the security
required for scalable data centers is a huge advantage. You can leverage the massive
budgets of Amazon and their intense expertise.

The next two sections of this chapter provide many examples of responsibilities in
each part of the model. But for now, realize the Amazon responsibilities include
the host operating system and virtualization layer down. From there, Amazon

is also responsible for the physical security of the facilities in which the service
operates. It is your (the customer’s) responsibility to secure the guest operating
system (including updates and security patches), application software, and the AWS
network security group firewall. Be aware that the client responsibilities will vary
depending on which services the client chooses to use. The client responsibilities
further vary based on the level of integration of AWS services consumed and their
I'T infrastructure. Laws and regulations that must be followed will also vary.

As shown in Figure 5-1, AWS is considered “Security of the Cloud”, and the
customer’s responsibility is considered “Security in the Cloud.”

(for example, the security of the hardware and virtualization software powering an EC2 instance)

AWS
Responsible for Security OF the Cloud

The Customer
Responsible for Security IN the Cloud
(for example, the security of a guest operating system installed on an EC2 instance)

FIGURE 5-1 The AWS Shared Responsibility Model



Chapter 5: Security and Compliance

In addition to partitioning the operational security concerns between the AWS
client and AWS themselves, the Shared Responsibility Model applies to I'T controls
that are in use. Amazon categorizes these controls into three categories:

B Inherited controls: These are security controls that the customer fully inher-
its from AWS. Perfect examples are the physical and environmental security
controls used by Amazon.

B Shared controls: These refer to controls that apply to both the infrastructure
layer of Amazon and the customer responsibilities. Note that these shared
controls apply to each domain in completely separate contexts or perspec-
tives. For example, AWS provides the requirements (through controls) for the
infrastructure. Then clients provide their own control implementation within
their use of the services. Consider Identity and Access Management (IAM).
The IAM service must be secured, meet regulatory compliance, and function
as intended, while the customer should create well-crafted policies.

® Customer-specific controls: These are security controls that the customer is
solely responsible for. This varies based on the services they selected, of course.
A great example would be when you apply specific patches to one of your
operating systems on an EC2 instance.

Amazon Responsibilities

Remember, Amazon is considered responsible for security of the cloud. This means
that AWS is responsible for protecting the infrastructure that runs the services that
customers select. This encompasses the hardware and software required to power
the AWS service, including the networking and facilities used.

Specific Amazon responsibilities would include the following:

B Cloud software, including compute, storage, networking, and database
software

® Hardware

® AWS Global Infrastructure (Regions, Availability Zones, Edge Locations)

133
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Client Responsibilities

Remember, we consider the client responsible for security in the cloud. The specific
services selected will cause variations in the client responsibilities. For example, if
you are relying heavily on S3 for storage, you will be responsible for knowledge

and proper configuration of the security permissions for your resources. Another
example would be if the client chooses to use EC2 and run an operating system like
Windows Server 2016. The client will be required to keep the operating system
updated and patched. The client is also responsible for the application software
required on this guest operating system. In addition, the client is responsible for the
appropriate security group configuration for the EC2 instance.

Specific examples of client responsibilities would include the following:
B Customer data
B Platform, applications, Identity and Access Management (JAM)
B Guest operating systems

B Network and firewall configurations

Client-side data encryption

Server-side encryption (file system and or data)

Networking traffic protection (encryption, integrity, and identity)

Figure 5-2 shows an example of a customer checking the security groups

settings that would apply to an EC2 instance. This is a perfect example of client
responsibilities. AWS is responsible for making sure the security group functions as
intended, but it is the client’s responsibility to configure it correctly.
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FIGURE 5-2 Checking the Security Groups Settings for an EC2 Instance

Security Policies in AWS

There are common security policies and practices that you should be aware of when
operating AWS solutions. This section of the chapter covers some of the more
important ones.

DDoS Mitigation

The distributed denial of service (DDoS) attack is one to be feared. Famous
examples of this attack include stories about how huge chunks of the entire Internet
itself were made unavailable for relatively long periods of time. Just like with a
regular old denial of service (DoS) attack, the goal is resource exhaustion so that
disruption is in place for legitimate traffic that is attempting to flow or access a
service or resource. Having many systems (potentially) participate in the attack
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(DDoS) can make the attack that much more effective due to the increase in
frequency of the communications.

It is worth restating for clarity—there are two main and related objectives behind
DDoS (and DoS):

B Exhaust resources on the server side of the computing model.

B Once exhaustion occurs, disrupt desired traffic flows or requests.

NOTE At the most precise level, DDoS (and DoS) attacks can be tricky to detect.
That is because they might be made up of “normal” requests that would be transpir-
ing against your AWS system anyway. So, it is often imperative to analyze the fre-
quency of such requests in order to correlate the data properly and recognize that
an attack is actually taking place. In fact, some of the best DDoS attacks may not be
possible to detect at all beyond the simple increase in traffic flows. Thus, if all other
anti-DDoS measures have been implemented, your last measure might be to simply
“out-scale” the attack. This is a unique advantage to the cloud since it is often not
possible in the traditional on-prem data center.

We often use the Open Systems Interconnection (OSI) model in order to help us
think about and mitigate DDoS attacks. Figure 5-3 shows the OSI model.

Presentation

Session

Transport

Network

Data Link

Physical

FIGURE 5-3 The OSI Model

DDoS attacks that tend to focus on the lower layers (1 through 4) of the OSI model
are often called infrastructure attacks, whereas upper layers that come under attack
are referred to as application-layer attacks. An example of a Layer 4 attack might be a
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SYN flood or an amplified UDP reflection attack. An attack at Layer 7 (Application)
might be an HTTP flood.

Let’s examine one of these in more detail. In an amplified UDP reflection attack,
the attacker uses the connectionless UDP protocol to ask a server for some piece
of information. The attacker forges the packet header so that it contains a different
sender address. The machine that receives these “spoofed” packets will send a
response back to the forged source address.

ICMP, NTP, DNS, DHCP, TFTP, and many more are all examples of UDP services
that, if left unchecked, can be abused. Depending on the command sent and data
requested, the amplification ratio can range from 2x to over 200x. This is to say that
the attacker sends a small request to the vulnerable server, and the server sends a
much larger response to the target system.

Fortunately, AWS knows of these many potentially devastating DDoS attacks
and includes some powerful protections for us for free, as well as ensures these
protections are in an always-on state.

AWS Shield Standard

If you are using the AWS services of Route 53 (DNS) and CloudFront (CDN), you
are already taking advantage of the free DDoS prevention methods of AWS Shield — eJoI[s
Standard. AWS engages in powerful protection methods for these services that

include powerful network flow monitoring as well as protection mechanisms against

Layer 3 and Layer 4 attacks. For example, the amplified UDP reflection attack

described previously should be blocked thanks to the default behaviors of AWS

Shield Standard.

NOTE These protections do require that you have configured your DNS in
Route 53 and your CloudFront services correctly. Incorrectly configuring these
services might render the security protections useless, of course.

AWS Shield Advanced

While it is not free like the AWS Shield Standard’s functionality, you might be
compelled to take advantage of the more advanced version, AWS Shield Advanced.

This is most commonly acquired through an Enterprise-level support agreement
with AWS.
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As you might guess, AWS Shield Advanced has the ability to protect a wider range
of services than the standard version can. Here are some of the services that are
provided protection by the suite of features:

= EC2

Elastic Load Balancing
Elastic IP Addressing
CloudFront

Route 53

AWS Global Accelerator

Not only do you enjoy a wider range of services that are protected, your features
expand as well, including the following:

B Advanced analysis

® Resource baselining and trending

® Protection against Application (Layer 7) attacks

® AWS DDoS Response Team (DRT)

B DDoS Cost Protection

B Real-time Threat Dashboard access
As if this was not enough, if you use AWS Shield Advanced to protect your EC2
instances, during an attack AWS Shield Advanced automatically deploys your VPC

network ACLs to the border of the AWS network. This allows the security suite to
provide protection against larger DDoS events.

Data Encryption

It is well known that encrypting your data at rest is often necessary to obtain the
level of security you require. Fortunately, AWS not only supports this, but provides
many tools to allow you a variety of protections in a variety of configurations. Data
encryption capabilities include the following:

® Data encryption capabilities available in AWS storage and database services,
such as EBS, S3, Glacier, Oracle RDS, SQL Server RDS, and Redshift

® Flexible key management options, including AWS Key Management Service;
allowing you to choose whether to have AWS manage the encryption keys or
to have you keep complete control over your keys
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B Encrypted message queues for the transmission of sensitive data using server-

side encryption (SSE) for Amazon SQS

B Dedicated, hardware-based cryptographic key storage using AWS CloudHSM,
allowing you to satisfy compliance requirements

In addition, AWS provides APIs for you to integrate encryption and data protection
with any of the services you develop or deploy. For more information on data
encryption, see Chapter 4, “Storage and Data Management.”

Inventory and Configuration

One of the legitimate concerns when moving to a cloud service like AWS is the Key
flexibility and ease of resource creation getting out of hand. You can have inventory  gieJel(9
and the configuration of devices become unmanageable. AWS has tools such as the
following to assist with this potential problem:

® Amazon Inspector is a security assessment service that automatically checks
applications for vulnerabilities or deviations from best practices. This inspec-
tion includes impacted networks, OS, and attached storage.

B Deployment tools to manage the creation and decommissioning of AWS
resources according to organization standards.

B Inventory and configuration management tools, including AWS Config, that
identify AWS resources and then track and manage changes to those resources
over time.

® Template definition and management tools, including AWS CloudForma-
tion to create standard, preconfigured environments; for more information on
CloudFormation, see Chapter 7, “Automation and Optimization.”

Monitoring and Logging

“Track everything” is the war cry for many AWS engineers with concerns about
cloud security. AWS provides tools for monitoring and logging that include the
following:

B Deep visibility into API calls through CloudTrail, including details on the calls
themselves

B [og aggregation options, streamlining investigations, and compliance
reporting
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® Alert notifications through CloudWatch when specific events occur or thresh-
olds are exceeded

Consistent use of these tools can improve the security posture, and reduce the risk
profile, of your AWS solutions.

Penetration Testing

Key In order to perform penetration testing to or originating from any AWS resources,
Topic ou must complete a request form to obtain permissions from Amazon.
Y p q p

NOTE AWS does now permit penetration testing within many services without
the formal request process. For purposes of your exam, this recent fact might not be
indicated.

There are several important things to note about penetration testing requests. As
previously mentioned, there have been modifications to some of these parameters,
but your exam might not reflect the current changes:

B To request permission, you must be logged in to the AWS portal using the
root credentials associated with the instances you wish to test; otherwise, the
form will not pre-populate correctly. If you have hired a third party to conduct
your testing, Amazon suggests that you complete the form and then notify
your third party when approvals are granted.

B You are only permitted testing of EC2 and RDS instances that you own. Tests
against any other AWS services or AWS-owned resources are prohibited.

B Amazon does not permit testing small or micro RDS instance types; testing of
ml.small or tl.micro EC2 instance types is not permitted.

Access Controls

AWS solutions must provide secure access by clients and providers of the
technologies. This is accomplished using a robust set of technologies.
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Infrastructure Security

Amazon provides security capabilities and services to increase privacy and control
network access. These include the following:

B Network firewalls built into Virtual Private Cloud (VPC), and web application
firewall capabilities in AWS WAF, let you create private networks and control
access to your instances and applications.

B Encryption in transit with TLS across all services.

® Connectivity options that enable private, or dedicated, connections from your
office or on-premises environment.

Identity and Access Management

IAM is a cloud service that helps you securely control access to AWS resources. You
use IAM to control who is authenticated and authorized to use resources.

Upon AWS account creation, you begin with a single sign-in that has complete
access to all AWS services in the account. This sign-in is called the AWS account
root user. You access AWS with the account by signing in with the email address and
password you used at sign-up.

Amazon strongly recommends that you do not use the root account for your
everyday tasks, even the administrative ones. Instead, follow the best practice of
using the root account only to create your first IAM user. Then securely lock away
the root account credentials and use them to perform only a few account and service
management tasks.

TAM permits extremely fine-grained permissions. For example, you might grant
someone read access to only a single bucket of objects in S3. Or you might use IAM
to control specific calls (GetObject) against a single object stored in S3. Perhaps you
examine a particular time/date range or the source IP address of the call.

Other features of IAM include the following:

B Access from service to resource in AWS: For example, you can have an
application running on an EC2 instance access an S3 bucket. As you will learn
later in this chapter, we often use roles for such access.

B Multi-factor authentication (MFA): Permitting access through a password
and a code from an approved device, thus strengthening security greatly.
Figure 5-4 shows the configuration area for MFA in the JAM Management
Console.
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¥ AM Management Console

& C @ https://console.aws.amazon.com/iam/home?#/security credentials ¥ % ® 0 1 o

Manage MFA device

Choose the type of MFA device to assign:

® Virtual MFA device

Authenticator apg

U2F security key

YubiKey or any other compliant U

Other hardware MFA device

malto token

For more information about supported MFA devices, see AWS Multi-Factor Authentication

FIGURE 5-4 Configuring MFA for an Account

B Identity federation: Users who have already authenticated with another
service can gain temporary access to resources and services in your account.

B Identity information for assurance: CloudTrail can trace and log all API
activity against every service and resource in your account. Figure 5-5 shows

the CloudTrail Dashboard in AWS.
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CloudTrail Management Console X

C & hitps;/console.aws.amazon.com/cloudtrail/he

Services - Resource Groups - Al asequeira @ cbtnugg ~  N. Virgini

Welcome to CloudTrail

With CloudTrail, you can view events for your AWS account. Create a trail to retain a record of these events. With a trail, yr
metrics, trigger alerts, and create event workflows. You can also create a trall for an organization by logging in with the ma
Organizations. Learn more

Create frail

Recent events

These are the most recent events recorded by CloudTrail. To view all events for the last 90 days, go to Event history.

Event time User name Event name Resource type
» 2019-04-23, 11:58:11 AM asequeira ConsoleLogin
» 2019-04-16, 09:11:35 PM asequeira ConsoleLogin
» 2019-04-16, 09:11:30 PM asequeira ConsoleLogin

@ Feedback (@ English (US) y  Terms

FIGURE 5-5 The CloudTrail Dashboard

® PCI DSS compliance: IAM supports the processing, storage, and transmis-
sion of credit card data by a merchant or service provider, and it has been vali-
dated as being compliant with the Payment Card Industry (PCI) Data Security
Standard (DSS).

B Integration: IAM integrates with every major service of AWS.

® Eventually consistent: Amazon replicates important data around the world
with their Global Infrastructure to help ensure high availability (HA). As a
result, data in some locations might lag others. Therefore, with IAM, consider
implementing your changes for IAM first, and then verify full replication
before working with dependent service deployments.

® Always free: Whereas some services of AWS can be used for one year free
(using the Free Tier account), IAM services remain free for the life of your
account.

B Accessibility options: You can access the components of IAM in a variety of
ways, including the AWS Management Console, AWS command-line tools,
AWS SDKs, and IAM HT'TPS APL
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It is critical that you understand the main identities you’ll use in JAM. Realize that
there is much more to IAM than these identities, but at this point in your AWS
education, we are covering the main foundational components.

Remember, an account that supersedes the IAM service is root. As stated earlier in
this chapter, this account should rarely be used.

Identities in IAM consist of the following:

® Users: These are the entities you create in AWS to represent the people or
services that use the IAM user to interact with AWS. When you create an
IAM user, you grant it permissions by making it a member of a group. You
assign appropriate permission policies to the group. This is the recommended
approach from Amazon. Note that you could directly attaching policies to
the user, but this is not recommended because it is not a scalable approach
and could make security management more difficult. You can also clone the
permissions of an existing IAM user. This approach automatically makes the
new user a member of the same groups and attaches all the same policies.
Figure 5-6 shows a user in AWS.

¥ AM Management Console X

©

eSS0 = ~ 1 ! £ eira (@ cbinugg ~

on=us-east-1#/u...

€« C & https;/console.aws.amazon.com/iam/home?r

» Summary

User ARN arn:aws:iam:: 331956826384 user/testuser (]
Path /
Creation time 2018-07-09 11:32 EDT

Permissions Groups Tags Security credentials Access Advisor

+ Permissions policies (2 policies applied)

Policy name = Policy type
Attached directly
» EE AmazonS3FullAccess AWS managed policy

» W¥ |AMUserChangePassword AWS managed policy

@ Feedback (@ English (US)

FIGURE 5-6 A User in AWS IAM
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B Groups: A collection of IAM users. You can use groups to specify permissions
for a collection of users, which can make those permissions easier to manage
for those users.

® Roles: These are similar to user accounts, but they do not have credentials
(password or access keys) associated with them.
In the following steps, we create a group that provides full access to S3 in AWS and
Topic

then create a user, adding it to this group:

Step 1.  Navigate to the AWS Management Console and then search for the IAM
service.

Step2.  Select Groups in the left navigation pane. Figure 5-7 shows the Groups

console.

& C @ httpsy/console.aws.amazon.com/iam/home?region=us-east-1#/g... ¥ % ® 0 K e

Services - Resource Groups - * A\ asequeira @ cbtnugg ~

g Create New Group Group Actions ~

Dashboard
I Groups
Group Name = Users Inline Policy
Users
Roles AWSAdmins 2
Policies

Identity providers
Account settings

Credential report

Encryption keys

FIGURE 5-7 Groups in IAM
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Step 3.  Click the Create New Group button.
Step4.  Set the Group Name and click Next Step.
Step 5.  In the Attach Policy page (shown in Figure 5-8), enter S3 in the Filter

option.
¥ AM Management Console X
€« C & hitps;/console.aws.amazon.com/iam/home?region=us-east-1#/g.. ¥ % ® 0 o

Services ~  Resource Groups -~

ate New Group Attach Policy

Select one or more policies to attach. Each group can have up to 10 policies attached.
Step 1 : Group Name

Step 2 : Attach Policy
Filter: Policy Type~ |S3

Policy Name = Attached Entities = Creation Time %
| W@ AmazonS3FullAccess 1 2015-02-06 13:40 E
| &g AmazonS3ReadOnl... 1 2015-02-06 13:40 E
B B@ AmazonDMSRedsh... 0 2016-04-20 13:05 E
: | AWSLambdaS3Exe... 0 2017-12-11 1707 E
o AWSLambdaS3Exe... 0 2017-12-11 16:29 E

ALRIET e hm O n ANAT 4N 44 ag.nE

Cancel Previous m

FIGURE 5-8 The Attach Policy Page

Step 6.  Check AmazonS3FullAccess and click Next Step.
Step 7.  Review the configuration and click Create Group.
Step 8.  Click the Users option in the left navigation pane.
Step 9. Click the Add User button.

Step 10. Provide the username and then allow both types of access to the accounts.
Leave the defaults in place regarding the password. Figure 5-9 shows
this page.



You can add multiple users at once with the same access type and permissions. Learn more

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn mor
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¥ AM Management Console X

< c

# https;//console.aws.amazon.com/iam/home?region=us-east-1#/u...

* IO o @

Services ~  Resource Groups

User name*

© Add another user

Access type* Programmatic access
Enables an access key ID and secret access key for the AWS AP, CLI, SDK, :
other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Consi

Cancel

FIGURE 5-9 Naming the User Account

Step 11.
Step 12.

Step 13.

Step 14.

Click Next: Permissions.

Add the user to the group you created earlier in these steps. Click Next:
Tags.

Click Next: Review. Remember, adding tags is an excellent idea to
indicate various identifiers, but here in a lab environment, we will just
skip it.

Review your settings and click Create User.

147
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Best Practices with IAM

While IAM in AWS provides many exciting capabilities, its complexity can cause
organizations to make fatal flaws when working with the service. This is why
following best practices is critical.

You should consider following most (if not all) of these recommendations.

B Care of the root account: The root account for your AWS implementation

should be used infrequently. The current best practice is to delete any access
keys associated with root. Root should never have automation keys. You should
never automate against root, and the only reason to have keys is for automa-
tion. Root should have only a login (email address and password) and physi-
cal MFA. Physical MFA is the best practice because you do not want a single
person with root access on the phone; it should be a separate hardware device
locked up and not used except in an emergency. As you no doubt realize, MFA
for root on a phone, which could be lost, could be obtained easily. Some com-
panies have one team manage the password for root, while another team man-
ages the physical MFA device. This ensures checks and balances to gain access
to root. Exceptions to these best practices may be in the case of organizations
where new AWS accounts are managed via automation.

Create individual IAM users: Because you do not want to use root for your
AWS implementation, it is critical that you create additional users. This would
include for yourself so that you are not required to use root. In larger organi-
zations, you will have a large team working on AWS. You must create multiple
users for your staff to ensure that everyone is authenticating and being autho-
rized for only those resources and permissions that are required for members
to do their jobs. You will most likely have one user in IAM for every person
who requires administrative access.

NOTE This recommendation is assuming no federation is in place. Some companies
larger than just a few I'T staff will typically use Active Directory federation and may
actually have no IAM users at all, but rather simply a SAML trust and use of roles.

® Use groups to assign permissions to IAM users: Even though it might

seem silly, if you are the sole administrator of your AWS implementation, you
will want to create a group and assign permissions to this group. Why? If you
do need to grow and hire another administrator, you can just add that user

account to the group you created. We always want our AWS implementations
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to scale, and using groups helps ensure this. It should also be noted that
applying permissions to groups instead of individual user accounts will help
eliminate assignment errors, as we are minimizing the number of permissions
we must grant.

B Use AWS-defined policies for permissions: Amazon was very kind to us.
They defined a ton of policies we can easily leverage when working with IAM.
What’s more, AWS maintains and updates these policies as they introduce new
services and API operations. The policies that AWS created for us are defined
around the most common tasks we need to perform. These make up an excel-
lent starting place for your own policies. You can copy a given policy and
customize it to make it even more secure. Oftentimes, you will find the default
defined policies are too broad with access.

B Grant least privilege: Create the IAM user identity for your AWS user that
provides the least privileges they require. That way, if an attacker does manage
to capture security credentials and begins acting as that user in the AWS archi-
tecture, he can do a limited amount of damage.

® Review IAM permissions: You should not use a “set and forget” policy when
it comes to your permissions in IAM. You should consistently review the per-
missions level assigned to ensure that you are following least privilege concepts
and that you are still granting those permissions to the groups that require
them. There is even a policy summary option within IAM to facilitate this.

® Always configure a strong password policy for your users: It is a sad fact
of human nature: Your users will tend to be lazy about setting (and changing)
their passwords. They will tend to use simple passwords that are easy for them
to remember. Unfortunately, these simple passwords are also easy to crack.
Help your security by setting a strong password policy that your users must
adhere to. Figure 5-10 shows the configuration of a password policy for user
accounts in the IAM Management Console.
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¥ AM Management Console X

c

~ Password Policy

A password policy is a set of rules that define the type of password an IAM user can set. For
more information about password policies, go to Managing Passwords in Using [AM.

Modify your existing password policy below.

Minimum password length: E [}

# https://console.aws.amazon.com/iam/home?region=us-east-1#/a...

* IO o @

Services ~  Resource Groups ~ % QA 3 chtnugg >

Require at least one uppercase letter €

Require at least one lowercase letter @

Require at least one number @

Require at least one non-alphanumeric character @

Allow users to change their own password @

Enable password expiration @

Password expiration period (in days): |

Prevent password reuse @

Number of passwords to remember: |

FIGURE 5-10 Configuring a Password Policy

Enable multi-factor authentication for privileged user accounts: Of
course, you do this for the seldom-used AWS root account, but you should
also protect key admin accounts you have created in AWS. Using multi-factor
authentication (MFA) ensures the user knows something (like a password) and
also possesses something (like a smartphone). With most AWS environments
today, MFA is considered mandatory.

Use roles: You should consider the use of roles in AWS when you have appli-
cations or services running on EC2 instances that need to access other services
or resources.

Use roles to delegate permissions: Roles can also prove valuable when you
need to permit one AWS account to access resources in another AWS account.
"This is a much more secure option to providing the other AWS account with
username and password information for your account. And remember, the use
of roles is always recommended within an AWS account.
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Do not share access keys: It might be tempting to take the access keys that
permit programmatic access to a service or resource and just share those with
another account that needs the same access. Resist this temptation. Remember,
you can always create a role that encompasses the required access.

Rotate credentials: Be sure to change passwords and access keys regularly

in AWS. The reason for this, of course, is the fact that if these credentials are
compromised, you will have minimized the damage that can be done when the
stolen credentials no longer function. Roles rotate credentials automatically
for you many times per day. This is a huge security advantage and makes their
use desirable, especially at scale.

Remove unnecessary credentials: Because it is so easy to learn and test

new features in AWS, it can get messy as far as IAM components you leave in
place that are no longer needed are concerned. Be sure to routinely audit your
resources for any “droppings” that are no longer needed. AWS even assists

in this regard with structuring reports around credentials that have not been
recently used. Again, roles provide another built-in advantage in this regard.

Use policy conditions: Always consider building conditions into your secu-
rity policies. For example, access might have to come from a select range of IP
addresses, or MFA might be required.

Monitor, monitor, monitor: AWS services provide the option for an intense
amount of logging. Here are just some of the services where careful logging
and analysis can dramatically improve security:
® CloudFront
CloudTrail
CloudWatch
AWS Config
mS3
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Exam Preparation Tasks

As mentioned in the section “How to Use This Book” in the Introduction, you
have a couple of choices for exam preparation: the exercises here, Chapter 8,
“Final Preparation,” and the exam simulation questions in the Pearson Test Prep
Software Online.

Review All Key Topics

Review the most important topics in this chapter, noted with the Key Topics icon in
the outer margin of the page. Table 5-2 lists these key topics and the page numbers
on which each is found.

Table 5-2 Key Topics for Chapter 5

Key Topic Element Description Page
Number
Overview The AWS Shared Responsibility Model 132
List Amazon responsibilities 133
List Client responsibilities 134
Overview AWS Shield Standard and AWS Shield Advanced 137
Overview Inventory and Configuration 139
Overview Penetration Testing 140
List AWS TAM identities 144
Steps Creating users and groups in JAM 145
List TAM best practices 148

Define Key Terms

Define the following key terms from this chapter and check your answers in the
glossary:

The AWS Shared Responsibility Model, Security of the Cloud, Security in the
Cloud, DDoS, AWS Shield, AWS Account Root User, IAM Users, IAM Groups,
IAM Roles
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Q&A

The answers to these questions appear in Appendix A. For more practice with exam
format questions, use the Pearson Test Prep Software Online.

1. Provide at least three examples each for client and AWS responsibilities in the
Shared Security Model.

2. Name two services protected by AWS Shield Standard.
3. What service would you use to log API calls in AWS?
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NAT, 177
network interfaces, 166-167
network-to-Amazon



Direct Connect, 180-182
hardware VPN, 178
software VPN, 183-184
VPN CloudHub,
182-183
peering connections, 267
route tables, 168-170
security groups, 266
VPG (Virtual Private Gateway), 50
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web services, ElastiCache, 63
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