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Introduction

he SC-200 exam deals with technologies that are relevant to Microsoft Security Operations

Analysts who collaborate with organizational stakeholders to secure information technol-
ogy systems for the organizations. This exam covers topics that will help to reduce organiza-
tional risk by rapidly remediating active attacks in the environment, advising on improvements
to threat protection practices, and referring violations of organizational policies to appropri-
ate stakeholders. The exam also covers topics such as investigation and response to threats
using Microsoft Sentinel, Security Copilot, Microsoft Defender XDR, and third-party security
products.

This book covers every major topic area found on the exam, but it does not cover every
exam question. Only the Microsoft exam team has access to the exam questions, and Microsoft
regularly adds new questions to the exam, making it impossible to cover specific questions.

You should consider this book a supplement to your relevant real-world experience and
other study materials. If you encounter a topic in this book that you do not feel completely
comfortable with, use the Need More Review links, which provide additional information.
Great information is available on docs.microsoft.com, at MS Learn, and in blogs and forums.

Organization of this book

This book is organized by the "Skills measured” list published for the exam. The “Skills mea-
sured” list is available for each exam on the Microsoft Learning website: microsoft.com/learn.
Each chapter in this book corresponds to a major topic area in the list, and the technical tasks
in each topic area determine a chapter’s organization. If an exam covers six major topic areas,
for example, the book will contain six chapters.

Preparing for the exam

Microsoft certification exams are a great way to build your résumé and let the world know
about your level of expertise. Certification exams validate your on-the-job experience and
product knowledge. Although there is no substitute for on-the-job experience, preparation
through study and hands-on practice can help you prepare for the exam. This book is not
designed to teach you new skills.

We recommend that you augment your exam preparation plan by using a combination of
available study materials and courses. For example, you might use this Exam Ref and another
study guide for your “at home” preparation and take a Microsoft Official Curriculum course for
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the classroom experience. Choose the combination that you think works best for you.
Learn more about available classroom training and find free online courses and live events at
microsoft.com/learn.

Note that this Exam Ref is based on publicly available information about the exam and the
author's experience. To safeguard the integrity of the exam, authors do not have access to the
live exam.

Microsoft certifications

Microsoft certifications distinguish you by proving your command of a broad set of skills and
experience with current Microsoft products and technologies. The exams and corresponding
certifications are developed to validate your mastery of critical competencies as you design
and develop, or implement and support, solutions with Microsoft products and technologies,
both on-premises and in the cloud. Certification brings a variety of benefits to the individual
and to employers and organizations.

MORE INFO ALL MICROSOFT CERTIFICATIONS

For information about Microsoft certifications, including a full list of available certifications,
go to microsoft.com/learn.

Access the Exam Updates chapter and online
references

The final chapter of this book, "SC-200 Microsoft Security Operations Analyst exam updates,”
will be used to provide information about new content per new exam topics, content that has
been removed from the exam objectives, and revised mapping of exam objectives to chapter
content. The chapter will be made available from the link below as exam updates are released.

Throughout this book are addresses to webpages that the author has recommended you
visit for more information. Some of these links can be very long and painstaking to type, so
we've shortened them for you to make them easier to visit. We've also compiled them into a
single list that readers of the print edition can refer to while they read.

The URLs are organized by chapter and heading. Every time you come across a URL in the
book, find the hyperlink in the list to go directly to the webpage.

Download the Exam Updates chapter and the URL list at MicrosoftPressStore.com/
ERSC2002e/downloads
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Errata, updates, & book support

We've made every effort to ensure the accuracy of this book and its companion content. You
can access updates to this book—in the form of a list of submitted errata and their related

corrections—at:
MicrosoftPressStore.com/ERSC2002e/errata

If you discover an error that is not already listed, please submit it to us on the same page.

If you need additional support, email Microsoft Press Book Support at
MicrosoftPressStore.com/Support.

Please note that product support for Microsoft software and hardware is not offered
through the previous addresses. For help with Microsoft software or hardware, go to
support.microsoft.com.



Configure protections and
detections

One critical component of any Security Operations Center (SOC) is the quality of the alert
that is received from a given data source. The quality of the alert can be measured by the
relevance of the information contained in the alert, how that alert reflects the threat vec-
tors of a cloud workload, and how these indications can help Security Operations Analysts
investigate and respond to that alert. The products within the Defender security technolo-
gies provide tailored threat detection that can empower the SOC to have more accurate and
relevant information to perform investigations. These alerts are also streamed to Microsoft
Defender XDR and Microsoft Sentinel, which will enhance SOC Analysts' experience by bring-
ing all these insights together in a single dashboard.

Skills covered in this chapter:
m Configure protections in Microsoft Defender security technologies
m Configure detections in Microsoft Defender XDR

m Configure detections in Microsoft Sentinel

Skill 2.1: Configure protections in Microsoft Defender
security technologies

Before the SOC consumes the alert, the posture management team needs to ensure that
protection is in place to reduce the likelihood of potential compromise. This means improv-
ing the security posture by implementing policies that enhance the workload's protection.
This section of the chapter covers the skills necessary to configure protections in Microsoft
Defender security technologies according to the Exam SC-200 outline.

This skill covers:
m Configure policies for Microsoft Defender for Cloud Apps
m  Configure policies for Microsoft Defender for Office 365

m  Configure security policies for Microsoft Defender for Endpoints, including attack
surface reduction (ASR) rules

m Configure cloud workload protections in Microsoft Defender for Cloud
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Configure policies for Microsoft Defender for Cloud Apps

Microsoft Defender for Cloud Apps (formerly Microsoft Cloud App Security) is a Cloud Access
Security Broker (CASB) solution that helps organizations enhance visibility, manage security,
and enforce compliance across their cloud environments. It integrates seamlessly with other
Microsoft Security solutions and provides deep insights into cloud app usage while protecting
sensitive data.

In Microsoft Defender for Cloud Apps, app policies can be used to establish guidelines for
user behavior in the cloud, helping you identify risky actions, policy violations, or unusual
activities within your cloud environment. These policies can also incorporate remediation
workflows to facilitate comprehensive risk mitigation when needed. Various policy types are
available, tailored to the specific information you want to monitor in your cloud environment,
and the remediation measures you may need to implement. Table 2-1 describes the different
types of policies.

TABLE 2-1 Policy type and use case scenario

Activity Threat Enables you to implement a variety of automated processes by leveraging
policy detection the app provider’'s APIs. These policies allow you to track specific user activi-
ties or monitor unusually high occurrences of particular types of actions.

Anomaly Threat Helps identify unusual activities within your cloud environment. These
detection detection policies use the risk factors you define to notify you of actions that deviate
policy from your organization'’s baseline or a user’s typical behavior.

OAuth app Threat Allows you to review the permissions requested by each OAuth application
policy detection and automatically approve or revoke them. These are preconfigured policies

included with Defender for Cloud Apps and cannot be manually created.

Malware Threat Helps detect malicious files stored in your cloud environment and allows
detection detection for their automatic approval or revocation. This is a preconfigured policy
policy included with Defender for Cloud Apps and cannot be manually created.
File policy Information Allows you to scan your cloud applications for specific files or file types
protection (such as those shared or shared with external domains) and detect vari-

ous types of data, including proprietary information, personal data, credit
card details, and more. These policies also enable you to apply governance
actions, which vary depending on the specific cloud application.

Access policy Conditional Leverages Conditional Access app control to offer real-time oversight
Access and management of access to cloud applications. These policies regulate
access based on factors such as user identity, location, device, and applica-
tion, and they are compatible with any device.

Session Conditional Provides detailed visibility into cloud applications through real-time,
policy Access session-level monitoring. These policies enable you to define actions
based on the conditions of a user session. Unlike access policies, which
fully grant or deny access, session policies permit access while actively
monitoring the session. By integrating the Conditional Access app control,
you can restrict specific activities during the session.

App Shadow IT Enables you to have visibility and receive an alert when new apps are
discovery detected.
policy
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After identifying the type of policy you want to create, you can go to the same Microsoft
Defender XDR portal to configure policies in Microsoft Defender for Cloud Apps. You can
either create a policy from a template or a query. Follow the steps below to create a policy
from a template:

1. Signin to https.//security.microsoft.com.

2. Inthe left navigation pane, click Cloud apps > Policies > Policy templates. The Policy
templates page appears, as shown in Figure 2-1.

Policy templates @
Filters: (@) Advanced filters
Type: Select type Severit: EEE EEE EEB MName: | Template name Category: Select risk category ~
1-15 of 15 Templates 5" Hide filters [Z Table settings
Template Severity 4 Linked palicies Published “~
= MNew popular app WER High o Jan B 2024 232 AM -4
Alert when new apps ane descovered that are used by more than 500 wsers.
= New high volurne app WER High o Jan B 2024 232 AM 4
Alert when new apps ane descovered that have total daily trafic of more than 500 M.
< New high upload volume app HER High o Jan B 2024 232 AM -+
Alert when new apps are dacovered whose total daily uplaad traffic is mare than S
= Mew risky app WER High ] Jan 8 2024 232 AM -+
Alert when new apps ane decovered with risk score lower than & and that are used
& Collaboration app compliance check HER High L] Jan & 2024 £32 AM -+
Alert when new collsboration apps are discovered that are not compliant with SOC.

FIGURE 2-1 Policy templates page

3. This page lists all the templates available, the default severity level of the policy, whether
the template is already linked to an existing policy, and the last time that was pub-
lished. To create a policy based on one of those templates, click the plus sign (+) next
to the template. For this example, click the plus sign (+) next to the New popular app
template; the Create app discovery policy page appears. The first part of this page is
shown in Figure 2-2.

4. Asyou can see, the policy template dropdown is automatically populated with the tem-
plate that was selected. In the Policy name field, type the name for this policy. Under
Policy severity, you can either leave the default selection, which is high severity, or you
can change to medium or low. The Category field is also automatically populated since
it inherits from the template. In the Description field, type more information about this
policy and its purpose.

5. The second part of this page, shown in Figure 2-3, has the matching variables for this
app.

Skill 2.1: Configure protections in Microsoft Defender security technologies
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https://security.microsoft.com

Policy templates > Create app discovery policy

Create app discovery policy

Cloud Discovery policies enable you to create alerts for new apps that are discovered in your organization.

Policy template *

‘ New popular app ~ ‘

Policy name *

Policy severity * Category *
T r
I N | WED | @B | cloud Discovery

Description

Alert when new apps are discovered that are used by more than 500 users.

FIGURE 2-2 Create app discovery policy page

Apps matching all of the following < Edit and preview results
Select a filter

-+ Add filter

Apply to:

‘ All continuous reports -

Trigger a policy match if all the following occur on the same day:

apps matching all of the following

Filters:

#*  Mumber of users greater than

I Add a filter

FIGURE 2-3 Matching criteria for the apps

6. Under the first Select a filter dropdown, you can select the first criterion that the app
needs to match. For example, you can select Apps and domains and type the domain
name, as shown in Figure 2-4.

CHAPTER 2  Configure protections and detections



Apps matching all of the following

X

Apps and domains v equals v | contoso.com in Appsonly v

FIGURE 2-4 Matching criteria for the apps

7. By default, the second criterion for this template is already set up for the Number of
users, but you could add a filter for daily traffic, downloaded data, the number of IP
addresses, the number of transactions, the number of users, and uploaded data.

8. The last part of the page, shown in Figure 2-5, has the alert and governance settings.

Alerts

u Create an alert for each matching event with the policy's severity

Save as default settings Restore default settings

Send alert as email @

Daily alert limit per palicy | 50

Governance actions

Tag app as sanctioned
Tag app as unsanctioned
Tag app as monitored

Tag app with custom tag

re your silsad b OE prvaicy hilement v Snliive Sleics teme 7
We secure your data as described in ou and Create Cancel

FIGURE 2-5 Alert and governance settings

10.

1.

By default, this template already has the checkbox to create an alert for each matching
selected. Optionally, you can also select the Send alert as email checkbox and specify
an email address to which you want an alert to be sent. Lastly, you have the Daily alert
limit per policy, which, for this template, is configured to 50 alerts.

The Governance actions section has the tags that you may want to enable for the apps.

Keep in mind that unsanctioned apps will not be blocked. You can also create a custom
tag if necessary. When you are finished making selections, click the Create button. The
policy will appear on the Policies page, as shown in Figure 2-6.

Notice that the Count shown in Figure 2-6 appears as Loading, which means that it is
still matching the variables that were established in the policy creation with the apps
available in the environment. Also, notice that there are two tabs, Shadow IT and

All policies. That's because this policy that you just created is part of the Shadow IT
category (see all categories in Table 2-1). Once you create policies that are part of other
categories, you will see more tabs on this page.

Skill 2.1: Configure protections in Microsoft Defender security technologies
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Policies

@ Customize alerts and acticns by creating peiiies: | Create palicy

Shadew IT Al palicies

Filters:
status: S osesuo

Name: | F e Type: Select type

Category: Select risk category

- Create policy ~ = Export
Policy Count
o SC200App Loading

Sample new popular app palicy for the SC-200 course

@ ) Advanced filters

Severity: WEN NER EEE

1-10of 1 Policies " Hide filters [T Table settings ~
Sl v At Modified
WEE Hgh O Diec 29, 2024 &

FIGURE 2-6 Policies page

MORE INFO OTHER POLICIES

While the main steps to create policies are the same, each policy has different variables. Use
the table in this article as an index to navigate to the pages for each category: https://
learn.microsoft.com/en-us/defender-cloud-apps/control-cloud-apps-with-policies.

Configure policies for Microsoft Defender for Office 365

Microsoft Defender for Office 365 provides various policy types to help organizations protect
against threats, enforce compliance, and manage security for email and collaboration tools.
While Microsoft 365 subscriptions include built-in security and protection features, different
plans will provide different sets of features. The plans are as follows:

m Exchange Online Protection (EOP) This planisincluded in all subscriptions that have
an Exchange Online mailbox but is also available as a stand-alone plan for on-premises

email servers.

m Defender for Office 365 Plan1 This plan focuses on small and medium-sized
businesses, with a focus on protection for email and collaboration. Include features from
zero-day malware, phishing, and business email compromise.

m Defender for Office 365 Plan 2 This is the enterprise-level plan that has everything
that Plan 1 has, plus phishing simulations, post-breach investigation, hunting/response,

and automation.

Configure protections and detections
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Once you determine the plan that best fits your organization’s needs, you can start thinking
about the configuration policies that you want to apply to your users. Policies are categorized
to address specific security needs. There are three basic types of protection policies:

m Default policies These policies are automatically implemented when the organiza-
tion is set up. They apply to all recipients within the organization and cannot be disabled
or adjusted for specific users. However, you can modify the security settings within
these policies in the same way you would for custom policies.

m Preset security policies This type of policy offers an easy way to apply
recommended spam, malware, and phishing policies to all users within your
organization. As Microsoft introduces new threat protection features, your organization
will automatically update to reflect the latest recommended settings. It ensures that
your organization remains aligned with evolving recommendations as the threat
landscape changes, reducing the effort needed to manage security policies.

m Custom policies Enables you to customize the policies to fit your environment better.

Within these types of protection policies, you have individual policies that are either native
to Exchange Online Protection (EOP) or Defender for Office 365 (MDO) policies. The list of
policies is shown in Table 2-2.

TABLE 2-2 Policy name and category

Policy name* Policy Category

Default Preset Custom
Anti-malware [EOL] X X X
Anti-spam [EOL] X X X
Anti-phishing/spoofing protection [EOL] X X X
Outbound spam [EOL] X X
Connection filtering [EOL] X
Anti-phishing (spoofing protection) plus Impersonation protection X X X
and Advanced phishing thresholds [MDO]
Safe links [MDQ] Partially** X X
Safe attachments [MDQ] Partially** X X

* Since Microsoft is dynamically adding more policies, make sure to visit the following page
for the latest set of policies: https.//learn.microsoft.com/en-us/defender-office-365/
eop-about#features-in-the-default-email-protections-for-cloud-mailboxes.
** Even though there are no default Safe Attachments or Safe Links policies in Defender for Office 365, the
built-in protection has Safe Attachments and Safe Links protection enabled by default.

Skill 2.1: Configure protections in Microsoft Defender security technologies
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MORE INFO ORDER OF PRECEDENCE

When configuring security settings for users, it is crucial to consider how protection policies
are implemented. To learn more details about the precedence order, visit https://learn.
microsoft.com/en-us/defender-office-365/how-policies-and-protections-are-combined.

To configure preset security policies in Microsoft Defender for Office 365, you need to be
a member of the Organization Management or Security Administrator role groups. You
can also leverage Microsoft Defender XDR Unified role-based access control (RBAC) and grant
Core Security settings (manage) or Authorization and Settings (Security Settings > Core
Security Settings (Read)). Once you grant the proper permissions, follow the steps below to
configure the preset security policies:

1. Sign in to https.//security.microsoft.com.

2. Inthe left navigation pane, click Email & collaboration, click the Policies & rules
option; the Policies & rules page appears, as shown in Figure 2-7.

Policies & rules

Set up policies to manage devices. protect against threats. and receive alerts about various
activities in your organization. Learmn more

2 tems
MName
Threat palicies

Alert policy

FIGURE 2-7 Policies & rules page

3. Click Threat policies; the Threat policies page appears, as shown in Figure 2-8.
4. This page has three major sections:

m Template policies Provides ready-to-use, prebuilt templates that serve as start-
ing points for creating your own policies. These templates encapsulate Microsoft's
recommended filters and logic for common scenarios, so you don't need to build
policies from scratch.

m Policies Lists all the active policies currently in use in your tenant—whether
created from templates, manually built, or automatically generated. This is your
operational view of enforcement and monitoring logic.

m Rules Defines fine-grained conditions and response logic that can be reused across
multiple policies or govern how policies behave—essentially automated response
and correlation logic within Defender for Cloud Apps.
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FIGURE 2-8 Threat policies page

5. Under Templated policies, click Preset Security Policies; the Preset security policies
page appears, as shown in Figure 2-9.

Policies & rules » Threat polices © Preset security policies

B Learn more

Built-in pretection
Built-in Microsoft Office 385 security applied to all

users in your organization to protect against
malicious links and attachments.

+ Additional machine leaming models
~" More aggressive detonation evaluation
~" Visual indication in the experience

Note: Built-in protection is enabled only for paid
Microsoft Defender for Office 365 tenants.

Add exclusions (Not recommended)

Standard protection Strict protection

> *-‘l

A baseline protection profile that protects against A more aggressive protection profile for selected

spam, phishing, and makware threats. users, such as high value targets or priority users.
" Balanced actions for malicious content ~ Maore aggressive actions on malicious mail

" Balanced handling of bulk content " Tighter controls over bulk senders

- Attachment and link protection with Safe «" Mare aggressive machine leamning

Links and Safe Attachments
(@) swict protection is off

(@) standard protection is off

Manage protection settings

Manage protection settings

FIGURE 2-9 Preset security policies options

6. Three options are summarized on this page. For this example, click Manage
protection settings in the Standard protection column. The Apply standard
protection wizard appears with the Apply Exchange Online Protection page
selected, as shown in Figure 2-10.

7. Click the All recipients option to ensure that all recipients are protected with EOP
capabilities, and then click the Next button. The Defender for Office 365 protection
page appears, as shown in Figure 2-11.
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Apply standard protection

@ Exchange online Apply Exchange Online Protection

protection
Add the users. groups, and domains to protect using Exchange Online Protection

capabilities, including inbound anti-spam, anti-malware, and anti-phishing, Learn

(O Defender for Offica 365 more about preset security policies
protection
Apply protection to:
O Impersonation @) All recipients
protection

O Specific recipients

O O ons

l:] Exclude these recipients

FIGURE 2-10 Apply standard protection page

Apply standard protection

@ Exchange online Apply Defender for Office 365 protection

protection
Add the users, groups. and domains to protect using Defender for Office 365
capabilities, including Safe Attachments and Safe Links. Learn more about preset

@ Defender for Office security policies
365 protection
Apply protection to:
{0 Impersonation O Previously selected recipients
protection
(®) Al recipients
O Review O Specific recipients
O Nong

[[] Exciude these recipients

e EH cance

FIGURE 2-11 Apply Defender for Office 365 protection page

8. Click the All recipients option and click the Next button; the Impersonation
protection page appears, as shown in Figure 2-12.
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Apply standard protection

@ Exchange onling protection
@ Defender for Office 365 protection
@ impersonation protection

O Policy made

O Fiview

Impersonation protection
ion identifs | messages with sender information that have been crafted to resemble
egitimate senders. Learn more about impersonation settings

In the: mext steps, specify the users or domains that will likely get impersonated.

~ I o

FIGURE 2-12 Impersonation protection page

9. The goal of this feature is to detect where the sender or the sender's email domainin a
message looks like a real one. For example, céntoso.com (notice the accents) could be
an impersonation of the contoso.com domain. Click the Next button; the Add email
addresses to flag when impersonated by attackers subpage appears, as shown in

Figure 2-13.

Apply standard protection

Exchange online protection
Defender for Office 365 protection
Impersonation protection

Protected custom users (9/350)

Protected curtom domains {0/50)

|
-]
e
.
|
°
|
o

Trusted sanders [0} and domains ()

o

) Policy mode

Review

O

Add email addresses to flag when impersonated by attackers
Add internal or external addresses of people who might be impersonated by attackers, such a5 top-level executives,
board members, and other people in key roles. Messages detected with senders will b ined. Learr

mare abaut impersonation settings

! Add a name | | Add a valid email | Add

Oitens | O Search

Display ame Sander email address

No data available

v N o

FIGURE 2-13 Customizing the email address to flag for impersonation
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10. If you have specific users that you want to ensure will be flagged for potential imperson-
ation, you should add their names in the Add a name field, add their email addresses
in the Add a valid email field, and click the Add button. When you are finished adding
email addresses, click Next. (If you don't have any email addresses to add, just click the

Next button.) The Add domains to flag when impersonated by attackers subpage
appears, as shown in Figure 2-14.

Apply standard protection

Add domains to flag when impersonated by attackers
These domains could be yours or darmains that belong to your key supplbers
| impersonated sender domains will be quarantined. Learn more about impers

@ Exchange online protection

v partners. Messages detected with
tion settndg

@ Defender for Office 365 protection | Add domains | s

| Hame Femove
@ Impersanation protection

Protected custom users [B/150)

®  Protected custom domsing (8/50)
1
|
o Trusted senders (0) and domains (0]

) Palicy mode

T Raview

Back MNaoxt Cancel

FIGURE 2-14 Customizing the email address to flag for impersonation

11. On this page, you can add the domains that belong to your organization in the
Add domains field and click the Add button. Although this is an optional step, it is
recommended that you add at least the domains that your organization owns. After you
are done adding domains, click the Next button. The Add trusted email addresses
and domains to not flag as impersonation page appears, as shown in Figure 2-15.

12. If you are certain of users or domains you trust to be exempt from being flagged as
impersonation, you can add them to this list. Type the email address or domain in the
Add domains field and click the Add button. Click Next; the Review and confirm
your changes page appears, as shown in Figure 2-16.
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Add d email addr and domains to not flag as impersonation

@ Exchange online protection Emad messages from these senders will not be flagged as impersonation.

| | Add domains ] Add
& Defender for Office 355 protection

| Masme Type Remove

@ Impersonation protection

I Protected custom wsers [0/350)

I Pratected custom domains (/50

& Trusted senders (B and domales (0}
O Policy mode
O eview
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FIGURE 2-15 Adding trusted email address

Apply standard protection

Exchange enline protection Review and confirm your changes

The pelicy will be applied to the users, groups, and domains you have specified. If you are custormzing
specific filtering settings. ensure that the wsers wha require those specalized settings are not included in
the policy.

L
|

@ Defender for Office 365
‘ protection

@ Impersonation protection Exchange Online Protection (EOP) applies to all
l

L

e Dafendar for Office 365 applies to all

Imper ion p ion applies to emails from

Sender email addresses
Sender domains

With the exception of the following trusted senders and domains

FIGURE 2-16 Review and confirm your changes page

13. Click the Confirm button; the Standard protection updated page appears, as shown
in Figure 2-17.
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Apply standard protection

© Exchange online protection @ Standard protection updated
I The policy changes have been applied to the users, groups, and domains you have specified. Be sure this policy is turmed
@ Delender for Office 365 profection ©n if you want changes 1o ga inta effect.

Learn more
@ impersonation protection

@ FReview

FIGURE 2-17 Standard protection updated page

14. Click the Done button to conclude. Return to the Preset security policies page; this
page shows the Standard protection is on toggle (see Figure 2-18).

Strict protection

‘e,

A more aggressive protection profile for selected
users, such as high value targets or priority users.

+~" More aggressive actions on malicious mail
" Tighter controls over bulk senders
+ More aggressive machine learning

o Strict protection is on

Manage protection settings

FIGURE 2-18 Standard protection toggle

After finishing configuring preset security policies, you can use the Configuration Analyzer
to identify and address security policies with settings that are less secure than those defined
by the Standard protection and Strict protection profiles in preset security policies. Click
Threat policies to return to the Threat policies page. Then, click Configuration analyzer
(see Figure 2-8); the Configuration analyzer page appears, as shown in Figure 2-19.
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FIGURE 2-19 Configuration analyzer page

By default, the Configuration Analyzer will open, showing the Standard recommendation
tab. The Standard recommendation evaluates your current security policies against the
standard recommendations and adjusts your settings to align with the recommended security
level. If you need a stricter set of recommendations, you can switch to the Strict recommen-
dation tab and make the changes there. The Configuration drift analysis and history tab
can be used to audit and track changes in policy.

To apply a recommendation, you just need to select the recommendation from the list (for
example, Change 15 to 30) and click the Apply recommendation button that appears, as
shown in Figure 2-20.

FIGURE 2-20 Applying a recommendation

Strict re dati Configuration drift analysis and history
Ariti-spam Ant-phishing Ariti-mshware Safe Attachments Safe Links DKIM Outloak
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o 53 3 3paen
Quarantine message Defauit Phishing emsd detection sétian Anti-goam Mo to Junik Email folder
sag 7]
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You will receive a pop-up message asking if you are sure that you want to make the change;
click the OK button to commit the change.

Configure security policies for Microsoft Defender for
Endpoint, including attack surface reduction (ASR) rules

Endpoint security policies are configurations designed to enhance the protection, detection,
and response capabilities of devices within an organization. These policies allow administrators
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to define and enforce security settings across endpoints to protect against threats, reduce
vulnerabilities, and maintain compliance.

It allows administrators to manage security settings for endpoints across the organization
from a unified interface, and it applies security settings in real time to ensure endpoints are
continuously protected. There are different types of endpoint security policies, as shown in the
list below:

m Antivirus Can be used to configure and manage antivirus settings for endpoints,
including real-time protection, cloud-delivered protection, and scheduled scans.

= Endpoint Detection and Response (EDR) Can be used to enable advanced threat
detection and response capabilities, allowing you to monitor and investigate suspicious
activities on endpoints.

m Attack Surface Reduction (ASR) Use this policy to mitigate potential attack vectors
by limiting risky behaviors, such as executing scripts or macros from untrusted sources
and running unsigned or vulnerable applications.

m Firewall Use this policy to configure firewall rules and settings to control incoming
and outgoing traffic. It helps to protect endpoints from unauthorized access and
external threats.

m Disk encryption This policy allows you to manage BitLocker encryption settings to
ensure data on endpoints is encrypted and protected from unauthorized access.

Policies can be deployed using the Microsoft Defender portal or Microsoft Intune. By
default, Microsoft Defender for Endpoint is already integrated with Intune. You can validate
this configuration by choosing System > Settings > Endpoint > Advanced Features. After
doing so, you will see that the Microsoft Intune connection toggle is on. This integration allows
the sharing of device information and enhanced policy enforcement with Microsoft Intune.

Follow the steps below to create an endpoint security policy using Microsoft Defender
Portal:
1. Signin to https.//security.microsoft.com.

2. Inthe left navigation pane, click Endpoint > Configuration management >
Endpoint Security Policies. The Endpoint Security Policies page appears, as shown
in Figure 2-21.

Endpoint Security Policies Marige teusable settings

Windows policies  Mac policies  Linux policies

|- Create new Policy 4+ Expon £ Search [ Customize columis 75 Filter
Pukicy Name T Paskicy type Pokicy eategory Avagred Platlom Tt Lant madified
[ Application contral Application contre

¥ Aftack wrlsce eduction  1a8e

[] Astack Surface Reduction Rules

 Ruibes ¥ Attack surlece reduction 1358

FIGURE 2-21 Endpoint security policies

Configure protections and detections


https://security.microsoft.com

3. Click the Create a new Policy button, and in the Create a new Policy blade, select the
proper platform, such as Windows 10, Windows 11, or Windows Server.

4. Click the Select Template dropdown, and you will see the options shown in Figure 2-22.

Select Template

Choose a template b

Windows Security Experience

Microsoft Defender Antivirus

Microsoft Defender Antivirus exclusions
Attack Surface Reduction Rules
Microsoft Defender Firewall

Microsoft Defender Firewall Rules
Defender Update controls

Endpoint Detection and Response

Device Control

FIGURE 2-22 Templates available

5. For this example, select the Endpoint Detection and Response option and click the
Create policy button; the Create new policy wizard appears, as shown in Figure 2-23.

Create a new policy

® Basics

HName *

(O Configuration settings |

Deseription

O Assignments

(O Review + create

FIGURE 2-23 Create a new policy wizard

6. Type a name for the policy in the Name field, type a brief explanation about this policy
in the Description field, and click the Next button; the Configuration settings page
appears, as shown in Figure 2-24.
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FIGURE 2-24 Configuration settings page

Click the dropdown next to the Microsoft Defender for Endpoint client configura-
tion package type option. If you are integrating it with Microsoft Intune, you should
select the Auto from connector option (the Onboarding blob from Connector
option will automatically appear). With this option, the onboarding policy automati-
cally uses the onboarding blob that Intune received from Microsoft Defender. Leave the

other options set to their defaults and click the Next button. The Assignments page
appears, as shown in Figure 2-25.

Create a new policy

@ Basics

| () Ta configure a policy with intune scope tags or assignment filters, go 1o the Infune portal
@ Configuration settings

| Search by group name.

@ Assignments

% Group Group members Target type

(0 Review + create

Mo groups found
Search by group name to be able to find from your available list of groups.

FIGURE 2-25 Assignments page

8. Onthe Assignments page, select the groups (device or user groups) that will receive

this profile. After making the selection, click Next, and then click Save.

100 Configure protections and detections



Attack surface reduction (ASR)

An organization’s attack surface consists of all potential points where attackers could exploit
devices or networks. Minimizing the attack surface strengthens the protection of your organi-
zation's devices and network, limiting opportunities for attackers to launch attacks.

Implementing Attack Surface Reduction (ASR) rules in Microsoft Defender for Endpoint
helps you do this proactively by blocking risky behaviors before malware fully executes, rather
than reacting after the fact. In practice, ASR rules target common attacker techniques such as:

m  Office apps spawning child processes (often used to launch PowerShell or CMD)
m Scripts or executables that download and run content from the internet
m Abuse of WMI and JavaScript/VBScript engines

m Credential-stealing attempts (for example, suspicious access to Local Security Authority
Subsystem Service [LSASS])

m Code execution from unusual locations, like temporary or email cache folders

Because these techniques are heavily reused across phishing, ransomware, and hands-on-
keyboard intrusions, reducing them measurably lowers incident frequency and blast radius.

ASR also complements other MDE layers (next-gen AV, EDR, and endpoint firewall/network
protection): AV detects known threats, EDR helps you investigate and respond, while ASR
removes entire classes of high-risk behaviors, starving attackers of their usual footholds. Rules
can be deployed with Microsoft Intune, Group Policy, or PowerShell; scoped to device groups;
and tuned with per-rule exclusions (by file hash, path, certificate, or process) to accommodate
legitimate business software without weakening your global security posture.

You can initially use Audit mode to assess the potential impact of enabling ASR rules on
your organization. Testing all rules in audit mode first allows you to evaluate their effects on
line-of-business (LOB) applications and to separate genuine business workflows from look-
alike malicious behavior. This is important because many LOB tools were designed for func-
tionality, not least-privilege execution; they may, for example, update via scripts from web
locations or spawn helper processes that resemble attacker tradecraft. During this phase, use
the Microsoft Defender portal (and Advanced Hunting queries) to review audit events, identify
noisy rules, and add narrow, evidence-based exclusions. Once validated, move rules to Block
mode for pilot groups, then broaden rollout.

In 2024, Microsoft added Warn mode as a middle ground: users see a notification when
content is blocked and can choose to unblock once to complete their task; the allow lasts
24 hours and then enforcement resumes, giving security teams time to monitor what users
felt they needed to bypass. Warn mode is particularly useful for field, executive, or developer
devices where productivity impact is sensitive, and it creates teachable moments that raise
security awareness. Warn mode requires Windows 10 version 1809 or later, Windows 11, or
Windows Server version 1809 or later, and Microsoft Defender Antivirus running with real-time
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protection in Active mode. Also, make sure Microsoft Defender Antivirus and anti-malware
updates are installed, which include the following:

®  Minimum platform release requirement: 4.18.2008.9
®m  Minimum engine release requirement: 1.1.17400.5

For ongoing governance, track ASR coverage and efficacy with the built-in reports, review
exception drift quarterly, and align rule posture with your threat model (such as stricter
Office and script rules for phishing-exposed cohorts, stricter credential-theft rules for admin
workstations).

MORE INFO PLANNING

Before implementing ASR it is important to plan the adoption and the overall deployment
phases. To learn more details about these processes, visit https://learn.microsoft.com/en-us/
defender-endpoint/attack-surface-reduction-rules-deployment.

Follow the steps below to enable ASR rules using Microsoft Defender Portal:
1. Signin to https.//security.microsoft.com.

2. Inthe left navigation pane, click Endpoints > Configuration management >
Endpoint Security Policies. The Policy templates page appears, as shown in
Figure 2-21.

3. Click the Create a new Policy button, and in the Create a new Policy blade, select the
proper platform, such as Windows 10, Windows 11, or Windows Server.

4. Click the Select Template dropdown, and you will see the options shown previously in
Figure 2-22.

5. For this example, select the Attack Surface Reduction Rules option. Click the
Create policy button; the Create new policy wizard appears, as shown previously in
Figure 2-23.

6. Type a name for the policy in the Name field, type a brief explanation about this policy
in the Description field, and click the Next button. The Configuration settings page
appears, as shown in Figure 2-26.

7. While the name for each ASR rule is self-explanatory, you can learn more about each
of these rules at https.//learn.microsoft.com/en-us/defender-endpoint/attack-surface-
reduction-rules-reference. For each rule, you can click the Not configured dropdown
and change the mode to Block, Audit, or Warn. When you select the type of mode
you want from the dropdown, you will also have the opportunity to add exclusions for
the rule (optional). Figure 2-26 shows only the first part of the screen; the second part,
shown in Figure 2-27, has additional settings that you can also enable.
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FIGURE 2-27 Second part of the ASR rules configuration
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10.

11.

12.

The ASR-only exclusion enables you to exclude specific files or fully qualified resources
from being matched by ASR rules. To configure this, click the Add button and add the
desired paths. Each entry should be formatted as a name-value pair, where the name
represents a string specifying a path or a fully qualified resource name. For instance, you
could use a path like C:\Windows to exclude all files within that directory or a fully quali-
fied resource name like C:\Windows\calc.exe to exclude a specific file. The type for this
value is string.

The Enable Controlled Folder Access option allows you to configure the state (On,
Off, or Audit) for the controlled folder access feature. Controlled folder access restricts
untrusted applications from modifying or deleting files in specific folders. The value
type is an integer with a range of 0 to 2.

The Controlled Folder Access Protected Folders option allows you to specify
additional folder locations for inclusion in the controlled folder access feature. These
user-defined folders will supplement system-defined folders, such as My Documents
and My Pictures. The value type is a string.

The Controlled Folder Access Allowed Applications option enables you to specify
applications for inclusion in the controlled folder access feature. Adding an application
as allowed permits it to modify or delete content in protected folders. The value type is
astring.

After making the selections that are appropriate for your deployment, click the Next
button; the Assignments page appears, as previously shown in Figure 2-25. On the
Assignments page, you select the groups (device or user groups) that will receive this
profile. After making the selection, click Next, and then click Save.

After configuring the rules—and those rules are in effect—you can use the Attack surface
reduction rules reporting page in the Microsoft Defender portal to see the status of matching
rules. This report is available from the Reports option, located at the bottom of the left navigation
pane, and then click the Attack surface reduction rules option in the Endpoints section. The

report’

s page appears with the first tab selected by default (Detections), as shown in Figure 2-28.
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behavioral analytics, UEBA (user entity behavior analyt-
ics), 142-148

bidirectional synchronization between, Microsoft Senti-
nel, Microsoft Defender XDR, 68-69

bookmarks, hunting for data investigations, Microsoft
Sentinel, 261-275

bulk actions, Tl (threat intelligence), 246

business email compromise incidents, investigating and
remediating, automatic attack disruption, 156-157

C

capabilities log (Sentinel), 59

capacity, Microsoft Security Copilot, monitoring,
216-218

CEF (Common Event Format), 70-73

CIS Microsoft 365 Foundations Benchmark (MSEM), 45
cloud, unprotected resources, discovering, 31-36
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cloud workload protections, configuring, 106-109
Common Event Format (CEF), 70-73
comprised identities, investigating and remediating,
Microsoft Extra ID, 168-169
configuring
Microsoft Defender for Cloud, cloud workload
protections, 106-109
Microsoft Defender for Endpoint
advanced features, 5-8
automation levels, 23-27
device groups, 23-27
permissions, 23-27
policies, 97-106
rules settings, 8-13
Microsoft Defender XDR, 2
alert notification rules, 2-5
automatic attack disruption, 19-23
deception rules, 118-122
detection, 110-115
protections, 83-88
vulnerability notification rules, 2-5
Microsoft Sentinel
analytic rules, 125-135
Azure RBAC roles, 55-59
bidirectional synchronization between Microsoft
Defender XDR, 68-69
data connectors, 65-68
detections, 122-125
playbooks, 199-204
roles, 53-55
SOAR (Security Orchestration, Automation, and
Response), 195-199
connecting data sources permission (Sentinel), 56
connectors, Microsoft Security Copilot, 211-214
contain user attack disruption leverage response
action, 20
Content Hub (Sentinel), 63-65, 205
analytics rules, managing, 132-133
Content Search, Microsoft 365, 181-182
correlation, managing, SOC (security operations center),
115-118
costs, Microsoft Security Copilot, monitoring,
216-218
creating and deleting workbooks permission
(Sentinel), 56
cross-workspace analytics rules, Microsoft Sentinel, 195
Cryptographic Assessment (MSEM), 44
Custom network indicators feature (Microsoft Defender
for Endpoint), 6

D

data connectors, Microsoft Sentinel, configuring, 65-68
data ingestion, monitoring and optimizing, 79
data sources, ingesting, Microsoft Sentinel, 59-62
DCU (Digital Crimes Unit), 163
Deception feature (Microsoft Defender for Endpoint), 7
deception rules, Microsoft Defender XDR, configuring,
118-122
Default to streamlined connectivity feature (Microsoft
Defender for Endpoint), 7
Defender for Cloud. see Microsoft Defender for Cloud
Defender for Endpoint. see Microsoft Defender for
Endpoint
Defender for Identity. see Microsoft Defender for
Identity
Defender Threat Intelligence, 218
Defender XDR. see Microsoft Defender XDR

configuring, 2

alert notification rules, 2-5
vulnerability notification rules, 2-5

detection

Microsoft Defender XDR, configuring, 110-115

Microsoft Sentinel, configuring, 122-125
device contain attack disruption leverage response
action, 20
Device discovery feature (Microsoft Defender for
Endpoint), 7
device groups, Microsoft Defender for Endpoint,
configuring, 23-27
device timelines, investigating, Microsoft Defender
Portal, 172-174
DeviceEvents table, 230
DeviceFileEvents table, 231
DeviceProcessEvents table, 231
Digital Crimes Unit (DCU), 163
disable user attack disruption leverage response
action, 20
DLP (Data Loss Prevention), Microsoft Purview, 158-163
DNS events, querying, 138
Download quarantined files feature (Microsoft Defender
for Endpoint), 7

EDR in Block Mode feature (Microsoft Defender for
Endpoint), 6
email connectors, 203



EmailAttachmentInfo table, 231
EmailEvents table, 231
Endpoint attack notification feature (Microsoft Defender
for Endpoint), 8
entity investigation, Microsoft Defender for Endpoint,
177-179
Event IDs, 75
events
authentication, querying, 138
DNS, querying, 138

F

File policy Email Events (Microsoft Defender XDR), 84

G

give Microsoft Sentinel permission to run playbooks
permission (Sentinel), 56

Graph Security API, 61

guest user assigning incidents permission (Sentinel), 56

H

Hide potential duplicate device records feature
(Microsoft Defender for Endpoint), 6
hunt management, threats, Microsoft Sentinel, 251-260
hunting queries

versus analytics rules, 253

logic, 270

monitoring, Livestream, 257-260

identities, comprised, Microsoft Extra ID, 168-169
Identity Security (MSEM), 44
IdentityLogonEvents table, 231
incident logic, 138
incident response, 153
Microsoft Defender for Cloud, 163-166
Microsoft Defender for Endpoint, 171-179
Microsoft Defender Portal, 153171
Microsoft Security Copilot, 222-225
Microsoft Sentinel, 182-195

MDVM (Microsoft Defender Vulnerability Management)

incidents, adding bookmarks, 264-275

indicators, Microsoft Defender for Endpoint, 8-11
ingestion rules, Tl (threat intelligence), 246
ingestion_time() function, 132

Insider Risk Management, Microsoft Purview, 161
investigation and response, Microsoft Defender XDR,
13-19

investigation packages, Microsoft Defender Portal,
174177

loCs, 247-249

Isolation Exclusion Rules feature (Microsoft Defender for
Endpoint), 7

J

Jupyter Project, 270-271

K

KQL (Kusto Query Language), 138-142, 231
configuring, 126-135
threat identification, 229-235, 239-242
workbooks, creating, 282-286

L

live response, Microsoft Defender Portal, 174-177
Live Response & Live Response for Servers feature
(Microsoft Defender for Endpoint), 7

Live Response unsigned script execution feature
(Microsoft Defender for Endpoint), 7

Livestream, monitoring hunting queries, 257-260
Log Analytics, 56-59

log tables, workspaces, creating custom, 76-79
logic, hunting queries, 270

logs, Microsoft Sentinel, 59

Logs Ingestion API, 79

M

Malware detection policy (Microsoft Defender XDR), 84
MDTI (Microsoft Defender Threat Intelligence), 218
MDVM (Microsoft Defender Vulnerability Management),
37-41
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Microsoft 365

Microsoft 365
Content Search, 181-182
investigating activities, 179-182
Microsoft Defender XDR policies, configuring, 88—97
Microsoft Graph activity logs, 182
Unified Audit Log, 180-181
Microsoft Defender for Cloud
configuring, cloud workload protections, 106-109
discovering unprotected resources, 31-36
workload protections, 163-166
Microsoft Defender for Cloud Apps, 7
security risks, investigating and remediating, 166-167
Microsoft Defender for Endpoint
configuring
advanced features, 5-8
automation levels, 23-27
device groups, 23-27
permissions, 23-27
rules settings, 8-13
evidence and entity investigation, 177-179
identifying unmanaged devices, 27-31
incident response, 171-179
indicators, 8-11
policies, configuring, 97-106
web content filtering, 12-13
Microsoft Defender for Identity, security alerts,
investigating and remediating, 169-171
Microsoft Defender for Office 365, threats, investigating
and remediating, 154-156
Microsoft Defender Portal
incident response, 153-171
investigating device timelines, 172-174
investigation packages, 174-177
live response, 174177
threat identification, 235-239
Microsoft Defender Threat Intelligence (MDTI), 218
Microsoft Defender Vulnerability Management
(MDVM). see MDVM (Microsoft Defender Vulnerability
Management)
Microsoft Defender XDR
Advanced Hunting, 232-235
automated investigation and response, 13-19
behavioral analytics, 147-148
configuring, 2
automatic attack disruption, 19-23
bidirectional synchronization between Microsoft
Sentinel, 68—-69
deception rules, configuring, 118-122
detection, configuring, 110-115
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MSEM (Microsoft Security Exposure Management),
42-48
permissions, 231-232
policies, 83-88
configuring, 88-97
protections, configuring, 83-88
threat identification, 229
KQL (Kusto Query Language), 229-235, 239-242
Microsoft Defender Portal, 235-239
Microsoft Extra ID, comprised identities, investigating
and remediating, 168-169
Microsoft Graph, activity logs, 182
Microsoft Graph Security AP, 61
Microsoft Intune Connection feature (Microsoft
Defender for Endpoint), 8
Microsoft Learn, 292
Microsoft Press, 292
Microsoft Purview
DLP (Data Loss Prevention), 158-163
Insider Risk Management, 161
Microsoft Security Copilot, 207
connectors, 211-214
identifying threats and risks, 218-221
incident response, 222-225
monitoring capacity and cost, 216-218
permissions, 214-215
plugins, 210-211
promptbooks, creating, 207-210
roles, 214-215
Microsoft Security Exposure Management (MSEM). see
MSEM (Microsoft Security Exposure Management)
Microsoft Security Response Center (MSRC), 163
Microsoft Sentinel
archived log data, retrieving and managing, 275-277
ASIM (Advanced Security Information Model),
parsers, 135-142
bookmarks, hunting for data investigations, 261-275
CEF (Common Event Format), 70-73
configuring
analytic rules, 125-135
Azure RBAC roles, 55-59
bidirectional synchronization between Microsoft
Defender XDR, 68-69
data connectors, 65-68
roles, 53-55
Content Hub, 63-65, 205
cross-workspace analytics rules, 195
detections, configuring, 122-125
free data sources, 62



incident response, 182-195
ingesting data sources, 59-62
Log Analytics, 56-59
logs, 59
MITRE ATT&CK (Adversarial Tactics, Techniques, and
Common Knowledge) Matrix, 242-244
permissions, 55-56
playbooks
creating and configuring, 199-204
managing incidents, 205-206
remediating threats, 204-205
running on on-premises resources, 204-206
pricing calculator, 57
remediating incidents, 191-195
search jobs, creating and managing, 277-279
SOAR (Security Orchestration, Automation, and
Response), configuring, 195-199
Syslog (System Logging Protocol), 70-73
threat identification, 242
attack vector coverage analysis, 242-244
hunt management, 251-260
Tl (threat intelligence), 244-250
triaging incidents, 191
UEBA (user entity behavior analytics), 142-148
WEF (Windows Event Forwarding), 73-76
workbooks
creating and configuring, 279-287
creating with KQL, 282-286
templates, 279-282
visualizations, 286-287
workspace planning, 47-52
Microsoft XDR, 1
MITRE ATT&CK (Adversarial Tactics, Techniques, and
Common Knowledge) Matrix, 240
attack vector coverage analysis, 242-244
MSEM (Microsoft Security Exposure Management),
Microsoft Defender XDR, 42-48
MSRC (Microsoft Security Response Center), 163

N

network sessions, querying, 138

notebooks, advanced hunting, 270-275

notification rules, Microsoft Defender XDR, configuring,
2-5

NRT (near-real-time) query rules, configuring, 130-132

queries

(0

OAuth app policy (Microsoft Defender XDR), 84
objective mapping, 292-295
onboard devices discovery, 27

P

parsers, ASIM (Advanced Security Information Model),
135-142
permissions
Microsoft Defender for Endpoint, configuring,
23-27
Microsoft Defender XDR, 231-232
Microsoft Security Copilot, 214-215
Microsoft Sentinel, 55-56
playbooks
Microsoft Sentinel
creating and configuring, 199-204
managing incidents, 205-206
remediating threats, 204-205
running on on-premises resources, 204-206
plugins, Microsoft Security Copilot, 210-211
policies
Microsoft Defender for Endpoint, configuring,
97-106
Microsoft Defender XDR, 83-88
configuring, 88-97
Preview features feature (Microsoft Defender for
Endpoint), 8
promptbooks, Microsoft Security Copilot, creating,
207-210
purpose log (Sentinel), 59

Q

queries
authentication events, 138
DNS events, 138
KQL (Kusto Query Language), 138-142
configuring, 126135
network sessions, 138
parsers, ASIM (Advanced Security Information
Model), 135-142
underlying data, 141
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ransomware, investigating and remediating, automatic attack disruption
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R

ransomware, investigating and remediating, automatic
attack disruption, 156157
references, time ranges, 255
remediation, at-risk devices, 37-41
Restrict correlation to within scoped device groups
feature (Microsoft Defender for Endpoint), 6
risks, identifying, Microsoft Security Copilot, 218-221
roles

Microsoft Security Copilot, 214-215

Microsoft Sentinel, configuring, 53-59
rules settings, Microsoft Defender for Endpoint,
configuring, 8-13

S

SC-200 Microsoft Security Operations Analyst exam,
updates, 291-295
scheduled query rules, configuring, 126-131
SCUs (Security Compute Units), 216
search jobs, creating and managing, Microsoft Sentinel,
277-279
Security Compute Units (SCUs), 216
Security Copilot. see Microsoft Security Copilot
security information and event management (SIEM), 1
security operations center (SOC), 1, 79
Sentinel. see Microsoft Sentinel
Session policy network (Microsoft Defender XDR), 84
Share endpoint alerts with Microsoft Compliance Center
feature (Microsoft Defender for Endpoint), 8
Show user details feature (Microsoft Defender for
Endpoint), 7
SIEM (security information and event management), 1
Microsoft Graph Security API, 61
Skype user details feature (Microsoft Defender for
Endpoint), 7
SOA (Security Operations Analyst), 153
SOC (security operations center), 1, 79
alerts, managing, 115-118
Microsoft Sentinel, configuring, 195-199
STIX/TAXII, 247-249
storage tiers, Log Analytics, 57
suppression, managing, SOC (security operations
center), 115-118
Syslog (System Logging Protocol), 70-73

-

Tamper protection feature (Microsoft Defender for
Endpoint), 7
TAXII, 245-246
templates, workbooks, Microsoft Sentinel, 279-282
threats, 229
identifying
hunt management, 251-260
KQL (Kusto Query Language), 229-235, 239-242
Microsoft Defender Portal, 235-239
Microsoft Defender XDR, 229-242
Microsoft Security Copilot, 218-221
Microsoft Sentinel, 242-279
MITRE ATT&CK (Adversarial Tactics, Techniques,
and Common Knowledge) Matrix, 242-244
Tl (threat intelligence), 244-250
investigating and remediating, Microsoft Defender
for Office 365, 154-156
Tl (threat intelligence), 244-250
connectors, 249-250
time ranges, references, 255
triaging incidents, Microsoft Sentinel, 191
tuning, managing, SOC (security operations center),
115-118

U

UEBA (user entity behavior analytics), 142-148

Unified Audit Log, Microsoft 365, 180-181

Unify audit log feature (Microsoft Defender for
Endpoint), 7

unmanaged devices, identifying, Microsoft Defender for
Endpoint, 27-31

unprotected resources, discovering, Microsoft Defender
for Cloud, 31-36

updates, SC-200 Microsoft Security Operations Analyst
exam, 291-295

usage log (Sentinel), 59

using playbooks for autmation permission (Sentinel), 56

Vv

visualizations, Microsoft Sentinel workbooks, 286-287
vulnerability notification rules, Microsoft Defender XDR,
configuring, 2-5



w

web content filtering, Microsoft Defender for Endpoint,
12-13
Web content filtering feature (Microsoft Defender for
Endpoint), 7
WEF (Windows Event Forwarding), 73-76
Windows Event Forwarding (WEF), 73-76
workbooks
Microsoft Sentinel
creating and configuring, 279-287
creating with KQL, 282-286
templates, 279-282
visualizations, 286—287
workloads
cloud protection, configuring, 106-109
Microsoft Defender for Cloud, protections, 163-166

Zero Trust (MSEM)

workspaces
log tables, creating custom, 76-79
Microsoft Sentinel, planning, 47-52

X

XDR. see Microsoft XDR

y4

Zero Trust (MSEM), 45
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