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Foreword

When Writing Secure Code came out in 2001, it helped shift the industry’s understand-
ing of how engineering practices shape security outcomes. In the years since, Microsoft
has continued to learn—often through difficult, real-world incidents—how determined
adversaries operate and where systems tend to fail. Those lessons culminated in the
Secure Future Initiative (SFI), which has driven a more systematic, threat-informed
modernization of how we design, build, and operate services.

This book captures those lessons in a practical, grounded way. Threat-driven soft-
ware development is a simple idea: focus engineering effort where real threats intersect
with critical assets and attack paths. In practice, that mindset enforces clarity. It prevents
teams from investing in security measures that add complexity without reducing risk,
and it pushes them to make decisions that harden systems against credible adversaries
rather than theoretical ones.

There's value here not because the approach is novel, but because it reflects what has
actually worked—and not worked—across Microsoft at cloud scale. This book distills two
decades of evolving practice into guidance that is accessible to engineers and leaders
who must build more resilient systems without slowing innovation.

I've worked with the authors since joining Microsoft in 2006, and I've long appreciated
their ability to translate operational security realities into clear engineering principles.
This book continues that tradition. It's straightforward, technical where it needs to be, and
focused on helping teams make better decisions in the face of modern threats.

For anyone responsible for building or operating services, | hope this provides a
practical lens to help prioritize work, reduce unnecessary effort, and strengthen systems
in ways that matter.

Mark Russinovich

Microsoft Azure CTO, Deputy CISO, and
Technical Fellow
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Introduction

Since the earliest days of kinetic warfare, defenders adapted to new attack techniques.

During the medieval period, spanning the 1000s to the 1400s, heavily armored
knights dominated the battlefield. They were powerful and almost invulnerable to both
sword and axe. Then the Welsh and English developed the longbow with arrows that
could pierce heavy armor at range. This was most evident at the Battle of Agincourt
(1415), where the English routed the French. This was all thanks to the longbow, which
led to archery becoming a part of the English identity. Now you know why Britons in
the game Age of Empires Il use longbows! The effective use of the longbow led to fluted
armor and smooth-sided helmets to deflect arrows. The longbow led the enemy to alter
tactics, attacking in fog, from woods, or later in the day to limit the bowmen'’s accuracy
and effectiveness.

In the 1500s, early arquebuses and muskets could pierce even the finest plate armor.
This made heavy armor impractical and led to lighter infantry tactics and the decline of
the fully armored knight.

Also, around the 1500s, the introduction of powerful siege cannons made medieval
castles with tall, thin walls useless. Fortifications evolved into bastion forts or star forts
with low, thick, angled walls that could better deflect cannon fire.

The evolution of warfare is full of analogy-rich examples of defense reacting to
innovations in offense. Another source of inspiration is the evolution of engineering
in reaction to failures of previous engineering that led to loss of life or other catastro-
phes. Take, for example, Consumer Reports’ famous comparison of the 2009 Chevy
Malibu and the 1959 Bel Air in a crash test. Their video shows the 1959 Bel Air, though
heavy and made of solid steel, collapsing catastrophically; the driver dummy would
not survive. The 2009 Malibu, with its crumple zones, airbags, and reinforced cabin,
preserves the occupant space; the driver would likely walk away. At first glance, people
assume the older car, heavier and seemingly tougher, would win this contest, but the
opposite happens because design philosophy adapted to a new understanding of
impact physics. Defenders who only add “more armor” (more firewalls, more rules) fail to
realize that modern attackers exploit entirely different physics, such as speed, automa-
tion, Al, lateral movement, and system complexity. Understanding how attacker energy
(traversal, attacks, and exploits) moves through your system leads to adaptive design:
segmentation, isolation, telemetry, and resilience. Not just hardening.
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This is the challenge we face today in the world of computing. We teach software
designers, architects, and developers all the security practices of the day. This is good!
But it also fails to deliver education on how threat actors actually attack.

Historically, almost all, if not all, software security books and educational materials
describe the need for secure software design and development in isolation from real
threats, except for the vague warning “bad things might happen!” We're not saying that
this approach is wrong; we're saying it's inefficient. The problem with this old "the sky is
falling" approach is that it increases the cognitive burden and toil on software engineer-
ing staff. The list of items to consider when building software is immense, so this book is
designed to help you understand what really matters.

Why is this book different?

This book is different from other software security books in that we look at the
problem of secure software design, development, response, and operations through the
lens of what threat actors really do and how they perform their tradecraft.

This is the first book that we know of that has three software security experts,
Michael, Lee, and Shawn, and one threat intel expert, Sherrod, as its authors.

This alone makes the book unique.

What is this book, and why should I read it?

Let’s start with what this book is not:

m  This book is not an application security book, but it does include aspects of
application security.

m  This book is not an operational security book, but it does include aspects of
operational security.

m  This book is not a threat intel book, but it does include aspects of threat intel.
m  This book is not an Al security book, but it does include aspects of security and Al.

In essence, this book fuses all these disciplines together to create a laser-focused
approach to software and systems security that is deeply informed by real-world threats.
This book integrates perspectives from software security, operational
security, Al, and threat intelligence.
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It'simportant to understand that attacks will happen. Whether your environment
is successfully compromised, allowing the threat actor to achieve their objectives, is all
on you!

Another reason to read this book is that most of the chapters are short, so they are
quickly understandable. We tend to get to the point quickly.

The complexity of software and security

As Prussian general Carl von Clausewitz wrote in Book 1, Chapter 7 of On War
in the 1830s:

Everything is very simple in war, but the simplest thing is difficult.
These difficulties accumulate and produce a friction, which no man can
imagine exactly who has not seen war.

Basically, war always has unpredictable obstacles such as mistakes, delays,
imperfect information, and technology shifts that exacerbate friction, forcing adaptation
in real time.

The same is true of software and, more importantly, cybersecurity. There will be
mistakes, delays, bad information, and ongoing security research that forces adaptation.

Who is the intended audience?

Anyone with an interest in threats to computing systems will find this book beneficial,
as it gives a broad overview of modern threat actors, their tactics, techniques, and
processes (TTPs), and motivations, as well as the types of targets they use.

This book is written for software practitioners who need practical security guidance
grounded in the realities of today’s evolving threat landscape. We do not differentiate
between various development scenarios, such as greenfield versus brownfield or cloud-
native versus desktop.

Our goal is to equip you with the mindset and techniques necessary to anticipate,
understand, and defend against the evolving TTPs used by threat actors, enabling you to
design and build resilient systems with confidence.

This book is not a hardcore software development book—readers have asked con-
stantly whether there will be a third edition of Writing Secure Code, but this is not that
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book! With that said, developers will learn a great deal from this book about the real
threats facing their systems.

In short, this book will help move you from a Developer to a Defender.

In On War, von Clausewitz repeatedly emphasizes that comprehending the enemy’s
intentions, motivations, and political aims is essential to defensive and offensive strategy.
To succeed, each side must understand not just the enemy’s capability but the purpose
driving that capability: what the attacker wants to achieve.

His ideas apply to cybersecurity too. Knowing your attacker’s methods and motives
helps in anticipating threats and developing defensive strategies. By understanding the
adversary's goals, cybersecurity teams can tailor their defenses more effectively. It's all
about knowing your enemy.

Everyone must understand the sentences above!

Book organization

This book is split into five parts, and can mostly be read in a linear fashion. As noted
earlier, we have also strived to make most chapters as small as possible with a goal of
no more than a dozen pages per chapter. Admittedly, a couple of chapters are larger,
however.

Part I: When Software Meets the Real World

This part, comprising six chapters, lays the framework for the rest of the book. It
describes today'’s threats and threat actors as well as how a defensive software develop-
ment team must adapt its operations and organization to withstand attack. This part
also explains the concept of terrain and why you must structure your designs around the
terrain the attacker must traverse. The six chapters are:

m  Chapter 1: Understanding the Threat Landscape
m  Chapter 2: Security Is More Than One Team

m  Chapter 3: Why Microsoft Adopted SFI

m  Chapter 4: How Operational Security Is Different
= Chapter 5: Understanding the Terrain

m  Chapter 6: Controlling the Terrain
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Part Il: The Role of Al in Security

We could joke that no text from Microsoft is complete without an Al reference, but we
won't! This part helps you understand the role Al plays in defending your environment,
how attackers use Al, and finally, how you can use Al to improve the security of your
code and products. The part contains four chapters:

m  Chapter 7: Al Security Backgrounder
m  Chapter 8: How Threat Actors Use Al
m  Chapter 9: Defensive Al

m  Chapter 10: Security Engineering with Al

Part lll: Threats to Systems

This is the main technical part of the book, with seven chapters that discuss the major
classes of risks your systems face, including technical ideas you can incorporate into your
designs. The chapters in this part are:

m  Chapter 11: Build and Engineering Systems

m  Chapter 12: Identities and Secrets

m  Chapter 13: Production Tenants and Systems

m  Chapter 14: Production Networks

m  Chapter 15: Monitoring, Detecting, and Alerting
m  Chapter 16: Response and Remediation

m  Chapter 17: Product Security

Part IV: Learning from SFI—An Implementation
Playbook

This part is more process-oriented and focuses on the best practices that Microsoft
learned in its Secure Future Initiative (SFI) to address risks to your systems at scale. This
part covers:

m  Chapter 18: Crawl, Walk, Run: How to Add Security Discipline

m  Chapter 19: Tracking and Quantifying Risk
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= Chapter 20: Reducing Risk

m  Chapter 21: Getting Ahead of Security Vulnerabilities

Part V: Some Final Thoughts

This final part contains only two chapters, and while somewhat technical, they are also

a little introspective and philosophical. They can be read without reading any other
chapters in the book. Some might argue that these chapters are highly opinionated, and
that is true!

m  Chapter 22: Rethinking the Role of Cand C++
m  Chapter 23: Are We More Secure Today?

m  Afterword

Errata, updates, & book support

We've made every effort to ensure the accuracy of this book and its companion content.
You can access updates to this book—in the form of a list of submitted errata and their
related corrections—at:

MicrosoftPressStore.com/threatdriven/errata

If you discover an error that is not already listed, please submit it to us at the
same page.

For additional book support and information, please visit
MicrosoftPressStore.com/Support.

Please note that product support for Microsoft software and hardware is not offered
through the previous addresses. For help with Microsoft software or hardware, go to
support.microsoft.com.
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Why Microsoft Adopted SFI

In 2002, Bill Gates sent his now-famous email to all of Microsoft, announcing the launch of the
Trustworthy Computing initiative. To give a somewhat shocking example of how quickly the industry
changes, consider this quote that was forward-looking at the time.

Computing is already an important part of many people’s lives. Within 10 years, it will be an
integral and indispensable part of almost everything we do.
— Bill Gates

We can all agree that—indeed—computing has become an integral and indispensable part of
almost everything we do. In fact, it's hard to imagine a world where somebody would have felt com-
pelled to point this out.

The launch of this memo coincided with an era of tremendous change in the security landscape:
both in the industry at large and within Microsoft itself. Software that used to run only on disconnected
or intermittently connected personal computers was now exposed to much larger networks and much
broader risks. The security industry (researchers and attackers alike) discovered entirely new classes of
vulnerabilities seemingly every day. And nobody had yet figured out how to deal with it.

While the industry continued to discover entirely new classes of attacks with shocking regularity,
Gates’ memo pointed out one vastly underappreciated aspect of shipping secure software:

Trustworthy Computing is computing that is as available, reliable, and secure as electricity,
water services, and telephony.
— Bill Gates

It's one thing to hand-carry a jug of water from a clean lake to a camping site. It's another thing to
do this 24 hours a day, 7 days a week, without fail, for millions of people. It's one thing to buy a backup
battery from the store and use it to power a couple of lamps. It's another thing to do this 24 hours a day,
7 days a week, without fail, for millions of people. It's one thing to become a security expert and double-
check the code you wrote to be sure it is free from security vulnerabilities. It's another thing to do this
every day, with every employee, for every product your company ships. And clearly, this was not just
something that Microsoft was coming to grips with: this was a pivotal moment for the entire industry.
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Threat intel perspective

From a threat intelligence standpoint, one of the most profound shifts Microsoft (and the entire

tech industry) had to navigate was the move from boxed software to continuously delivered, cloud-
connected services. There was a time when software shipped on physical media, new releases were

rare enough to warrant parties and midnight store events, and patching was a largely manual, delayed
process. Customers stood in line at retail stores for the next version of Windows, listened to the Rolling
Stones sing “Start Me Up” at a release party, installed it once, and might not touch updates again for
months or years. From a threat actor’s perspective, access opportunities were narrow and intermittent.
They often required access to physical systems or the media being inserted into them. From a defender’s
point of view, risk was constrained by time, bandwidth, physical distribution, and locality.

The cloud inverted that model entirely. The internet arrived to save and endanger us alike. Software
is now downloaded, deployed, and updated instantly, often without explicit user action. Systems are
always connected, identities are always authenticated, and services are always reachable. This created
enormous advantages for reliability and innovation, but it also created a fundamentally new threat
landscape. Threat actors no longer need to wait. If they gain access to a system, that access is global,
persistent, and immediate. There is no "offline” state for modern infrastructure. The attack surface is
not just larger, it is continuous, infinite. Threat activity does not follow business hours, patch cycles, or
local boundaries. From a threat intelligence lens, this means defenders are operating in a 24/7,
unlimited battlespace where any exposed weakness can be probed at scale within minutes.

This reality fundamentally changed how Microsoft had to think about security, engineering, and
response. Trustworthy Computing, and later the Security Development Lifecycle (SDL), were early
acknowledgements that security could no longer be reactive or episodic. In a cloud-first, internet-powered
world, the only viable strategy is to assume constant threat actor pressure and design systems accord-
ingly. Threat intelligence stopped being a retrospective exercise, such as something you consulted after an
incident, and became a vital forward-looking input into how systems are built, monitored, and updated
in real time. The Secure Future Initiative (SFI) is in many ways the logical continuation of this evolution: SFI
recognizes that when the threat surface is always on, security discipline must be always on as well.

The birth of the Security Development Lifecycle

22

Microsoft developed the Security Development Lifecycle (SDL) to enable the creation of more secure
products at scale. The SDL focused on articulating and creating scalable and repeatable processes almost
as much as it focused on the technical details of vulnerabilities it was trying to prevent or remediate.

With the launch of Trustworthy Computing, the most basic aspect of the SDL focused on ensuring
that every developer understood and had access to a set of security standards, metrics, training, tools,
and processes. But beyond that, it worked to ensure that products started with their best foot forward
by using proven security features, tools, languages, and frameworks.

During the software design phase, the SDL ensured that products focused on Secure by Design first
and foremost. Each product and feature goes through one or more rounds of Threat Modeling, dur-
ing which the development team openly brainstorms potential weaknesses and risks in the product
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or feature being designed. Doing this early and often is a key to secure software design. Discovering
architectural risks while the design is malleable makes those risks infinitely easier to address.

As part of this design phase, teams also focused on creating a product that was Secure by Default.
This meant that core critical features would be enabled by default, while less frequently used features
that introduced additional risks and expanded the attack surface would be enabled by users as needed.

Beyond the design phase, the SDL outlined a comprehensive set of technical requirements that each
product must meet. For example: use language features that prevent bugs such as SQL injection; use only
secure, approved libraries when processing untrusted data; never implement your own cryptography; and
follow specific, documented best practices when using approved cryptographic libraries. And, because
humans can easily misinterpret technical documentation, the SDL embedded detections for most of these
technical requirements into the engineering systems that developers used when building their products.

Once a product starts to take shape, an important part of the SDL focuses on security testing. It's
important to realize that security testing is as much a mindset as it is a skill set. During the development
phase of a project, engineers focus almost exclusively on problem-solving and creativity. While they've
absolutely participated in Threat Modeling, doing their best to keep security best practices in mind,
the creative process does not lend itself to the kind of adversarial thinking required to discover security
issues in the fabulous code or feature that they just wrote. So, specific and independent security testing
is a critical stage of the SDL: it can be as simple as the engineer spending a few days focused on security
testing, or as detailed as a separate team spending weeks or months deeply reviewing and interacting
with the product and features to be tested.

Scaling security response

No matter how much time or effort you spend trying to prevent security vulnerabilities, you will miss
some. And then you will have to react in a way that minimizes risk to your customers. Having the aware-
ness to scale this process is another key aspect of Microsoft’s initial Trustworthy Computing initiatives.

In the early days of Trustworthy Computing, the industry had not yet figured out how to efficiently
remove risk from a product once a vulnerability had been discovered. Often, when a bug in a prod-
uct was discovered in the wild, companies would try to suppress the information and threaten the
researcher or the person who reported it. If the issue became public knowledge, companies would rush
out a patch for IT administrators and infrastructure operators to apply. If another vulnerability came up
two days later, the whole process would repeat. These companies, numbed by the constant barrage of
urgent patches, would become slower to adopt them.

End users, in general, weren't aware of security and would rarely patch their systems.

This "patch gap,” the time between public disclosure and impacted systems being patched, is a risk
that Trustworthy Computing initiatives aimed to address. Microsoft created the Microsoft Security
Response Center to make it easy and efficient for researchers to report security vulnerabilities to Micro-
soft. Additionally, Microsoft developed both Windows Update (a secure global update mechanism) and
a predictable release schedule—now known as Patch Tuesday—to make it easier for both businesses
and end users to stay secure and up to date.
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Today, nearly every product or company has a mechanism for keeping its product up to date, and
most software vendors release security updates as monthly bundles to prevent the negative security
spiral caused by patching fatigue.

Nurturing your community

A key foundation of Trustworthy Computing is to work closely with the security research community.
While you never want security issues to make it into the wild, the best way to prevent attackers from
finding them is to have your research community find them first.

This philosophy, while seemingly obvious now, was not clear to either the industry or the security
community at the time. While some companies tried to silence public security research about their
products through pressure and legal threats, Microsoft instead recognized that the security research
community shared the same goals: keeping companies and users secure. And while Microsoft staffed
an engaged and responsive Security Response Center, there was far more in store.

Security conferences are the lifeblood of the security research community, and participating in
them is always an excellent way to keep in contact. The problem is: at a large industry conference, deep
connections are usually hard to come by. So, for over 20 years, Microsoft has held the BlueHat security
conference: the first security conference to cater to defenders, and a chance for researchers of Micro-
soft products to give talks that will be heard by the engineering teams and senior leadership behind
the products they focus on.

Why is BlueHat a success? Because a small team of experts at Microsoft cherry-picks what it thinks
are the highest “signal-to-noise” sessions and invites the speakers to present. BlueHat has been
a tremendous success, and yet another example of the fruits that can come from nurturing your
community.

As the industry has evolved, an important new way to engage security researchers has as well: bug
bounties. In the early days of vulnerability research, most researchers were happy to find a company
receptive to their security concerns and bug reports. Today, it is of course table stakes for any company
that takes security seriously to gratefully receive and nurture these. But how do you encourage people
to research your products who might not do so out of pure curiosity? How do you provide some
degree of influence to help direct researchers toward high-impact research areas?

Bug bounties have been an increasingly common answer to these questions. Initially, the thought of
paying researchers for bug reports ran deeply counter to many companies’ beliefs, even though some
had nibbled at the idea. In 2011, Microsoft became one of the first companies to reward its research
community with bug bounties through the defensive-focused BlueHat Award, followed by a
vulnerability-focused bug bounty program in 2013. Microsoft has awarded over $100 million in
bounties since.

While bug bounties should never be used as an alternative to proactive security practices such as
a Security Development Lifecycle, they have become an important aspect in building, rewarding, and
nurturing a security research community.
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Setting the stage for SFI

Microsoft registered the microsoft.com domain name in 1991, with several online services such as MSN
joining the internet shortly after in 1994. By the time Microsoft launched Azure and Exchange Online in
2008, it already had nearly two decades of experience running secure, high-profile, high-scale online
services.

Both Azure and Exchange Online were built and launched after Bill Gates' famous Trustworthy Com-
puting memo. They were built with a focus on the Security Development Lifecycle, scalable security
response, and continued collaboration with the external security research community. But even with
that focus and experience, it was clear that the Security Development Lifecycle needed to continue to
grow. As Chapter 4 will explore in greater depth, the operational security requirements for services
extend beyond those of typical applications and must always evolve to address the threat landscape.
As deeply as Microsoft had already invested in operational security, it was clear that the threat
landscape had evolved to require a drastic shift in perspective.

The rise of advanced persistent threats

In 2013, the incident response company Mandiant released the first public, high-profile dossier on the
threat actor they named “"APT1" (Advanced Persistent Threat 1).

Mandiant, as a company specializing in incident response and remediation, had been called by
thousands of companies to help recover from breaches. While investigating each breach, they worked
to understand who could be behind it by carefully observing the tactics, techniques, and procedures
used during the intrusion.

In the years leading up to this report on APT1, they (along with others in the security industry) had
noticed a shocking trend: many of these breaches could be traced to government-sponsored groups
from China. Mandiant found that APT1 was behind nearly 150 of the intrusions they had investigated
since at least 2006. They were able to track this activity back to a specific set of buildings where hun-
dreds (perhaps thousands) of APT1 employees went to work each day for their 9-5 job of breaking into
English-speaking companies. Although governments hacking other governments is as old as comput-
ing itself, governments hacking civilian and private-sector companies created a drastic escalation in the
threat landscape. Worse, APT1 was not selective in its targets—attacking dozens of industry sectors,
such as Information Technology, Food and Agriculture, Chemicals, Energy, Scientific Research and
Consulting, Education, Healthcare, and more.

Once inside a company, APT1 would dwell within that company’s network and infrastructure,
stealing intellectual property. They would not necessarily operate every day within every company but
would leverage their position with a persistence rarely seen in other attacks. On average, APT1 main-
tained access to victim networks for 365 days, and even maintained access to one victim for nearly
5 years.

While APT1 might have been the first nation-state threat actor exposed so thoroughly, its activities
merely hint at the scale of government-sponsored hacking. At the time Mandiant released the report
on APT1, it was only one of twenty APT groups it had identified within China. Further, China is just one
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example of a country employing state-sponsored espionage against private sector companies across
the world. Today, Microsoft’s Threat Intelligence Center tracks more than 1,500 unique threat groups—
including more than 600 nation-state threat actor groups, 300 cybercrime groups, 200 influence
operations groups, and hundreds of others. This includes nation-state actor activity originating from
China, Iran, Lebanon, North Korea, Russia, South Korea, Turkey, and Vietham—and these are just the
countries with major and aggressive operations. Microsoft and the broader security industry also track
activity from many more governments than these.

What's most concerning about the rise of nation-state-sponsored hacking is the unselective focus
on the private sector. Governments of many of these countries have been hacking into basically what-
ever they could find, regardless of industry sector and company size. They do not just focus on large
multinational companies (as if that were OK!), but also break into medium-sized businesses, small busi-
nesses, and even the little mom-and-pop shop down the street.

If you have digital infrastructure, you are a target for nation-state attackers.

The rise of organized crime

Perhaps you have watched a movie at some point, shocked at the brazen way that mafia racketeers
would shake down a small business. For a small monthly fee, they would “protect” the building from the
vandalism and arson that would somehow be inevitable without their protection. Thank goodness that
time has passed.

Except it hasn't.

Since around 2010, we have witnessed the emergence of the most broadly impacting form of orga-
nized crime since criminals figured out how to organize. No business is safe: not hospitals, not schools,
not even the little non-profit charity doing its best to help make the world a better place.

The cause of this, of course, is ransomware.

Estimates place the global share of businesses impacted by ransomware at around 30 percent, with
the number of companies targeted much higher.

Before the emergence of ransomware, attackers tended to focus on high-value targets and compa-
nies, hoping to obtain something of value from them. Maybe they'd focus on a bank with the hope of
stealing money. Or they'd focus on an aerospace company in hopes of stealing intellectual property. Or
maybe they'd find some low-hanging fruit—a poorly defended company—and deface its website to
gain some degree of notoriety.

But beginning around 2010, criminals started to realize that even if they didn't think a company’s
data or infrastructure was valuable, the company that owned it sure did! Even if the intellectual prop-
erty of a bakery is worth nothing on the black market, that same bakery might lose millions of dollars
a day when its production line or IT support systems suddenly stop working. For a “small” payment
crafted to extort the maximum amount possible, these companies could regain access to their data and
operations.
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This style of attack spread as quickly as the news that carried it, and criminals around the world took
notice. No longer were only high-value targets in their sights: anyone with IT infrastructure was at risk.
Worse, the companies that had not prioritized their IT or cybersecurity investments, thinking that they
were not worth attacking, suddenly became incredibly valuable targets.

Because of how much money these operations brought in, attacks quickly moved beyond lone-
wolf operations and into large-scale organized crime. One criminal group would get initial access to
a company and then sell its foothold to another criminal group. That criminal group might deploy
operators to act within the network to take control of additional systems, likely leveraging additional
malware that they had purchased from a third criminal group. Then they pay another organization to
launder the proceeds of the attack.

Extortion techniques have continued to grow beyond what was initially hasty and opportunistic.
Rather than just blocking access to data, ransomware operators are now ransoming victims multiple
times, stealing intellectual property and threatening to leak it publicly, stealing customer data to find
new targets, and much more. Because these are all attacks against IT infrastructure, they can be done
from nearly anywhere. Organized crime around the world rejoiced—especially those in countries that
turned a blind eye to this kind of activity.

Organized crime wasn't the only crowd taking notice of how easy it was to ransack companies.
Soon, even some nation-states started getting into the game, using a lucrative money stream of
cryptocurrency-based ransom payments to avoid international financial sanctions imposed on them.

If you have digital infrastructure, you are a target for organized crime.

The rise of Al

The rise of Advanced Persistent Threats and organized crime paints a sobering picture of how much of
the world is at risk in today's ever-evolving threat landscape. What has perhaps been a bit of a saving
grace is that there are only so many criminals in the world to carry out these attacks.

However, this is all at risk of drastically swinging in the wrong direction, given the phenomenal rise
of artificial intelligence (Al) and attack automation.

In 2017, the world was rocked by NotPetya, a self-propagating malware designed to target
Ukraine that ended up causing an estimated $10 billion in collateral damage to the rest of the world.
Pharmaceutical giant Merck had nearly 40,000 IT systems damaged. FedEx subsidiary TNT had its
shipping and distribution infrastructure nearly incapacitated, with tens of thousands of packages
piling up in its depots every day. Shipping company Maersk, representing nearly a fifth of the world'’s
shipping capacity, closed 76 ports and watched nearly 800 vessels go offline. While NotPetya was fairly
advanced as malware, it spread based on a simple set of rules. These simple rules were a far cry from
what we've all learned is possible from our conversations with Copilot or ChatGPT.

As we will discuss in much greater depth in Part Il, we are in the midst of an incredible revolution
in both automation and artificial intelligence. What used to be beyond the skill set of many can now
be accomplished through creative prompting. What used to take days or weeks now often takes just
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minutes. What used to take 100 people might now take only a few with Al assistance. What used to be
intractable for a human might now be well within reach through goal-seeking algorithms.

Of course, these points hold true for both the offensive and defensive sides of security, and we are
seeing evidence of early uptake from attackers. It currently takes a mildly capable adversary less than
5 minutes to scan the entire internet for a vulnerability using open-source software such as Masscan.
When new vulnerabilities are found and accompanied by public proof-of-concept code, attacks that
weaponize this code are frequently launched at scale within days or even hours.

If you have digital infrastructure, you are a target for malicious automation.

All hands on deck: when SFl was born

28

In the summer of 2023, Microsoft tangled head-to-head with STORM 0558, a China-based threat actor.
STORM 0558 is also known as Antique Typhoon. This threat actor’s primary goal was gaining access to
email accounts for espionage against approximately 25 organizations in the public cloud, including
government agencies. Microsoft's leading hypothesis is that operational errors caused key material

(a token signing key) to leave its secure token signing environment. That key material is hypothesized
to have been subsequently accessed in a debugging environment via a compromised engineering
account.

As a direct response to this, Microsoft launched the Secure Future Initiative (SFI), an extensive effort
to re-evaluate security defenses in the face of this elevated threat landscape and drive this implemen-
tation broadly within the company.

A few months later, in January 2024, Microsoft was targeted by the threat actor known as Midnight
Blizzard. Midnight Blizzard, also known as NOBELIUM, is a Russian state-sponsored threat actor. As
part of the investigation, Microsoft found evidence that this threat actor had also been targeting
numerous other organizations and notified these companies. Midnight Blizzard got its initial foothold
through a password-spray attack that was tailored to a small number of accounts and executed
carefully to avoid traditional password-spray attack detections. These initial attacks came from
distributed residential proxy infrastructure, such as compromised home internet routers and firewalls.

This attack initially compromised a legacy non-production test tenant account that did not have
multifactor authentication enabled. They then leveraged this test tenant to attack Microsoft’s corpo-
rate M365 instance.

Microsoft's Secure Future Initiative was already in full flight at this point, but some parallels helped
guide prioritization and clearly reaffirmed the need to rethink the reaction to the modern threat
landscape.
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Summary

Microsoft launched the Trustworthy Computing initiative in 2002, laying the groundwork for a tre-
mendous amount of industry-leading security work that followed: the Security Development Life-
cycle, patching and updating at scale, nurturing the defensive security community through a security
response center, bug bounties, and deep engagement via conferences.

Despite this deep investment in both product and operational security, the threat landscape has
evolved to include unprecedented attacks against companies of all types and sizes in the private sector
by nation-states and organized crime—both amplified by a drastic increase in operational capability
through automation and artificial intelligence.

Microsoft's Secure Future Initiative, and this book, Threat-Driven Software Development, both origi-
nated from this new reality.

Why Microsoft Adopted SFI 29



This page intentionally left blank



Index

A

access tokens, 168-169
adminstration infrastructure, 213-218
advanced persistent threats, 27-28
adversarial use
Al (artificial intelligence), 77-78
data exfiltration, 84
deepfakes, 85-86
DoS (denial of service), 84
evasion, 83
malware, 83
misinformation, 84-85
open-source intelligence, 79-80
password guessing, 81-82
penetration testers, 86
phishing, 78-79
reconnaissance, 79
red teams, 86
site cloaking, 86
vulnerability discovery, 80-81
adversaries, 3—-4
exploratory, 4
speculators, 4
AES-CBC Bit-Flipping attack, 158
AES-CBC Padding Oracle attack, 158
agents, 73-74
Al (artificial intelligence), 8-9, 63, 68—-69
adversarial use, 77-78
data exfiltration, 84
deepfakes, 85-86
DoS (denial of service), 84
evasion, 83
malware, 83
misinformation, 84-85
open-source intelligence, 79-80
password guessing, 81-82
penetration testers, 86
phishing, 78-79

reconnaissance, 79
red teams, 86
site cloaking, 86
vulnerability discovery, 80-81
agents, 73-74
classification, 69
defensive, 99, 100-102
full-stack machine learning, 102-105
LLMs (large language models), 105110
threat intelligence, 99-100
evolution of security roles, 18
generative, 69-70, 73
context-aware data, 97-98
malicious attacks
model inversion, 96
model poisoning, 93-95
prompt injection, 87-92
Microsoft principles, 65
models, 70-71
natural language processing, 68
observability, 97
pattern recognition, 69
reasoning, 68
rogue use, 96-97
search capabilities, 68
threat intelligence, 67-68
alarms, terrain, 54-55
alerts, 127-242, 243, 257-258
lack of, 247
algorithms, 203
quantum-safe crypto, 206-207
Anderson, James, 295
anomaly detection, Kusto Query Language, 101
Antique Typhoon, 321
API keys, 150-151
APIs, 51
.NET minimal, 180-181
MVC APIs, 180-181
application objects, SP (service principle), 160-162

351



application security

352

application security, 32
application terrain, 48
authentication, 52-53
authorization, 53
Cl/CD attack vectors, 60
least privilege, 52
APT1, 25-26
APT4 threat actor, 77
APT28 threat actor, 76
architecture, security, 296
architecture groupings, threat modeling, 40

artificial intelligence (Al). see Al (artificial intelligence)

asset inventory, networks, 224-225
assurance, security, 110-111
asymmetric keys, 152
attack surface, 59, 65. see also terrain
reducing, 50-51
attacks
AES-CBC Bit-Flipping, 158
AES-CBC Padding Oracle, 158
RC4 Bit-Flipping, 158
authentication
explicit, 49
requiring, 51
threat modeling, 40
authentication level, 51
authorization
bugs, 184
codes, 168-169
threat modeling, 40
automation
risk, 309-311
support, 313-314
availability, 38
AWS key 2016, 145
Azure Bastion, jump boxes, 235-236
Azure Firewall, 227-228
Azure Front Door, 237, 238-239
Azure least privilege, 190-193
Azure Network Security Perimeter, networks,
234-235
Azure Policy, 198, 239-240
Azure service principles, 159-160
Azure Traffic Analytics, 238

backups, 263
baseline, product security, defining, 269-270
Biden, Joe, 85

blast radius, 263

blue teams, 15

BlueHat security conference, 24
bot/stealer markets, 147
breaches

assumptions, 49
terrain, 48

brute force guessing, 81
bugs

authorization, 184
learning from, 323-325

build pipelines, hardening, 130-131
build systems, 130

C

build pipelines, hardening, 130-131
check-in, 133-134

code integrity, validating, 136137
code signing, 137-139

CodeQL, 140-142

credentials, securing, 134-136
governance, 143

monitoring, 143

open-source security, 142
PowerShell scripts, 139

secrets, securing, 134-136

strong permissions, 132-133
supply chain security, 142
templates, 131-132

threat intelligence, 129
vulnerability scanning, 140

C and C++ programming language, 329

existing, 334-336

memory safety vulnerabilities, 329, 331-332
new code, 332-333

rewriting, 336

security progress, 331

threat intelligence, 329

CA (Certificate Authority), 181-182
Capital One breach, 48

CBOM (crypto bill of materials), 203-204
CC (confidential computing), 198-199
CCM (CBC-MAC) mode, 158

certificates

asymmetric keys, 152
X.509, 181-182

Certified Numbering Authorities (CNAs), 17
chain-of-thought injection, 88
check-in, secure, 133-134



CIA Triad framework, 38
Cl/CD pipelines, 11
“Cuckoo’s Egg” incident, 5
CircleCl, token theft, 146
classification, Al (artificial intelligence), 69
clock skew, 189
clustering, Kusto Query Language, 101
CNAs (Certified Numbering Authorities), 17
code
bugs, triaging, 119-120
friction reduction, 115
security logging, 249-250
"vibe,” 113,115
code integrity, validating, 136-137
code movement, terrain, 59-60
code signing, build systems, 137-139
CodeQL, 140-142
cognitive biases, 293-294
Colonial Pipeline, 6
command-line, security engineering,
123-125
Common Vulnerabilities and Exposures (CVE), 17
Common Vulnerabilities and Exposures (CVEs), 4
community teams, 17
component summaries, threat modeling, 40
confidential computing (CC), 198-199
confidentiality, 38
versus integrity, 157
consent phishing, 78
construction industry attacks, 44-45
context poisoning, 88
Conti ransomware syndicate, 5-6
Conway, Melvin, 18
Conway's Law, 18
corporate environment security, 210-211
adminstration infrastructure, 213-218
privilege management, 218-220
cosine similarity, Kusto Query Language, 101
counterfactual justifications, 292
Covey, Steven, 296
crawling phase, security discipline, 285
credentials. see also identities
access keys, 150151
API keys, 150-151
asymmetric keys, 152
build systems, securing, 134-136
CC (confidential computing), 198-199
FICs (Federated Identity Credentials), 167
interactive key leaks, 154
rotating, 155-156

DoS (denial of service)

SAS (Shared Access Signatures), user-delegation,
151-152
symmetric keys, 152
user-chosen passwords, 149-150
criminal threat actors, 7
Crimson Sandstorm threat actor, 76
critical incident on-call staff, 254
critical security weaknesses, 302
cross-library consistency, 190
cross-prompt injection attacks, 89
CrowdStrike, 64
crypto miners, 83
cryptographers, 17
cryptography
inventory, 203-204
post-quantum cryptography, 202-203
customer support, 17
CVEs (Common Vulnerabilities and Exposures), 4, 17
CWE mapping, 330-331
cyber mercenaries, 7
cybercriminals, profile, 6

D

DarkSide ransomware syndicate, 6
DAST (Dynamic Application Security Testing), 322
data exfiltration, 84
Al (artificial intelligence), 84
data integrity, secrets, 157-158
DDoS (distributed denial-of-service), 84, 237-238
deception, terrain, 55-59
deepfakes, Al (artificial intelligence), 85-86
defect density, 296
defensive Al, 99, 100-102
full-stack machine learning, 102-105
LLMs (large language models), 105-110
threat intelligence, 99-100
defensive strategies, terrain, 50
Dependabot, 142
detection, 127-242
SDL (Secure Development Lifecycle), 248-249
SFI (Secure Future Initiative), 248
development pipeline, securing, 116
Diamond Sleet, 321
dictionary lookup, 81
differential privacy, 96
direct intrusion override, 88
DNS (domain name servers), 236-237
DoS (denial of service), 37, 237-238
Al (artificial intelligence), 84

353



dropout

354

dropout, 96
durability
risk, 311-313
support, 313-314
dwell times, 65

Dynamic Application Security Testing (DAST), 322

e-commerce fraud, 44
eight-character passwords, 82
elevation of privilege, 37
Emerald Sleet threat actor, 76
Eminem, 86
Emotet botnet, 5
enclaves, VBS (Virtualization-Based Security)
enclaves, 199-200
engineering
security, 113
command-line, 123-125
development pipeline, 116
education, 125
foundation, 114-115
friction reduction, 115
fuzzers, 121-123
knowledge base, 118-119
threat intelligence, 113-114
training, 125
transforming source at scale, 116-118
triaging bugs, 119-120
"vibe code,” 114-115
ephemeral computing, 264-265
Equifax identity breach, 9-10, 267-268
ETAs, 315
evasion, Al (artificial intelligence), 83
exploratory, 4

F

Fancy Bear threat actor, 76
Fanning, Michael, 157
feedback loops, vulnerabilities, 323
FICs (Federated Identity Credentials), 167
financial system attacks, 43
financially motivated threat actors, 7
firewalls
host, 218
networks, 227-229
fishbone diagrams, 274-275

"Five Whys" process, 273-274
Forest Blizzard threat actor, 76
friction, terrain, 51-54

full-stack machine learning, 102-105
functional risks, 42-43

functional terrain, 48, 53

fuzz testing, 322

fuzzers, writing, 121-123

G

Galois Counter Mode (GCM), 158
Gates, Bill, 21, 25
GCM (Galois Counter Mode), 158

GDPR (General Data Protection Regulation), 257

generative Al, 69-70, 73
context-aware data, 97-98
Georgescu, Calin, 86
GitHub, 6
AWS key 2016, 145
Toyota key 2017-2022, 146
global risks, 42
governance, build systems, 143
governance, risk, and compliance (GRC), 16
Gradana Labs, 57
gradient clipping, 96
GRC (governance, risk, and compliance), 16
grounding, 72

H

hacktivists, 7

hallucinations, 72

Hannibal, 4

hardening, operating systems, 215-216
hardening build pipelines, 130-131
hardware security modules, 200-202
hidden injection, 88

host firewalls, 218

"How Do Committees Invent?,” 18

HSM (hardware security modules), 200-202
Hugging Face, 93-94

ID tokens, 168-169

identities, 159. see also credentials
.NET minimal APIs, 180-181
access keys, 150151



API keys, 150-151
asymmetric keys, 152
authorization, bugs, 184
Azure Policy, 198
Azure service principles, 159-160
CC (confidential computing), 198-199
FICs (Federated Identity Credentials), 167
initial access brokers, 147-148
isolation, 211-213, 263
least privilege, 190
Azure, 190-193
Linux, 195-197
Microsoft Graph, 193
Windows, 194-195
managed, 162-163
protected, 163165
vulnerabilities, 165-166
MSAL (Microsoft Authentication
Library), 182
MSP (Metadata Security Protocol),
166-167
MVC APIs, 180-181
OAuth token types, 168
OAuth token validation, 170-171
resilience, 182-183
SAS (Shared Access Signatures), user-delegation,
151-152
scope validation, 180-181
signing key rollover, 182-183
SP (service principle), 159-160
application objects, 160-162
symmetric keys, 152
threat intelligence, 145
token phishing, 168-169
tokens
JWT (JSON Web Token), 1770-180
PoP (proof of possession), 169-170
testing validation, 185-188
validation checklist, 188-190
user-chosen passwords, 149-150
VBS (Virtualization-Based Security) enclaves,
199-200
X.509 certificates, 181-182
identities, underground markets, 147
identity, 11
terrain, 47
Cl/CD attack vectors, 60
IMDS (Instance Metadata Service), 163-165
immutable computing, 264-265

JWT (JSON Web Token)

immutable storage, 264
Imperial Kitten threat actor, 76
impersonation attacks, 43
implicit trust, storage, 264
important security weaknesses, 302
incident response, 17, 253-254
critical incident on-call staff, 254
data access, 255-256
external communication, 257
high-level response process, 257-260
ransomware attacks, 262-265
response process testing, 260
SFI (Secure Future Initiative), 261
soft skills, 261-262
incidents, tracking, 254-255
indicator of compromise (I0C), 247-248
industry practices, security, 319-321
infostealer markets, 11
infostealers as service, 146-147
information disclosure, 37
initial access brokers, 147-148
insider attacks
financial institutions, 43
retail industry, 44
Instance Metadata Service (IMDS). see IMDS
(Instance Metadata Service)
integrity, 38
versus confidentiality, 157
interactive key leaks, 154
internal staff reports, response, 254
inventory, cryptography, 203-204
investigation, incident, 258
invisible injection, 88
10C (indicator of compromise), 247-248
Ishikawa diagrams, 274-275
isolation
identities, 211-213, 263
networks, 226-227

J

jailbreaking, 87-89

JIRA, 6

JIT (just-in-time) access, 218-219

JOSE (JavaScript Object Signing and Encryption),
204-206

jump boxes, networks, 235-236

just-in-time (JIT) access, 218-219

JWT (JSON Web Token), 170-180

355



Kerckhoff’s principle

356

K

Kerckhoff's principle, 148-149
key vaults, 200-202

keys. see specific keys

Kimulsky threat actor, 76
Kubecka, Chris, 80

Kusto Query Language, 100-102

L

Lace Tempest, 321
Lambert, John, 3, 35
Lazarus Group, 47
least privilege, 132133, 190
application terrain, 52
Azure, 190-193
corporate environment security, 219-220
enforcement, 49
Linux, 195-197
Microsoft Graph, 193
Windows, 194-195
leveraging tools, vulnerabilities, 322
Linux, least privilege, 195-197
LLMs (large language models)
defensive Al, 105-110
generative Al, 73
parameters, 71
RAG (retrieval-augmented generation), 72
tokens, 71-72
logging
code, security, 249-250
data omission, 243-244
lack of, 243
protection, 246-247
retention policies, 245-246
sensitive data, 245
logs, secrets, 153-154
low security weaknesses, 303
loyalty account fraud, 44
Lumma Stealer, 146

M

MAC (message authentication code), 157-158
malicious attacks
Al (artificial intelligence)
model inversion, 96
model poisoning, 93-95

prompt injection, 87-92
rogue use, 96-97
malware
Al (artificial intelligence), 83
infostealers as service, 146-147
malware loaders, 6
managed identities, 162-163
MSP (Metadata Security Protocol), 166-167
protected, 163-165
vulnerabilites, 165-166
Mandiant, 25-26
manufacturing industry attacks, 44-45
market manipulation, financial institutions, 43
Maverick Panda threat actor, 77
McGraw, Gary, 224
McNamara Fallacy, 294
memory poisoning, 89
memory safety programming languages, 336
memory safety vulnerabilities, C and C++
programming language, 329, 331-332
memory safety vulnerability, 295
Mermaid Threat Model diagram, 105-108
message authentication code (MAC), 157-158
MGM/Caesars intrusions, 210
Microsoft Graph, least privilege, 193
Microsoft principles, Al (artificial intelligence), 65
Midnight Blizzard, 28, 36-37, 321
Milei, Javier, 86
misinformation, Al (artificial intelligence), 84-85
mitigation, incidents, 258-259
MITRE
alert management, 247
log management, 243-247
MLMs (machine-learning models), 84
model inversion, Al (artificial intelligence), 96
model poisoning, Al (artificial intelligence), 93-95
models, 70-71
moderate security weaknesses, 303
monitoring, 127-242
build systems, 143
logs
data omission, 243-244
lack of, 243
protection, 246-247
retention policies, 245-246
sensitive data, 245
SDL (Secure Development Lifecycle), 248-249
SFI (Secure Future Initiative), 248
Morris Worm of 1988, 5
MSAL (Microsoft Authentication Library), 182



MSP (Metadata Security Protocol), 166-167
multi-turn escalation, 89
MVC APIs, 180-181

N

Napolean Bonaparte, 4-5
nation-sponsored threat actors, 7
natural language processing, 68
natural language processing (NLP), 79
Nelson, Craig, 47
.NET minimal APIs, 180181
network boundaries, threat modeling, 40
network terrain, 47, 52
<???>, Cl/CD attack vectors, 60
networks
host firewalls, 218
neural, 70
production, 221-224
asset inventory, 224-225
Azure Front Door, 238-239
Azure Network Security Perimeter, 234-235
Azure Policy, 239-240
Azure Traffic Analytics, 238
DDoS (distributed denial-of-service), 237-238
DNS (domain name servers), 236-237
DoS (denial of service), 237-238
firewalls, 227-229
isolation, 226-227
jump boxes, 235-236
NSGs (network security groups), 229
perimeter defense, 225-226
service tags, 233-234
UDRs (user-defined routes), 229-233
security, 217-218
neural networks, 70
NLP (natural language processing), 79
NOBELIUM threat actor, 28
NotPetya outbreak, 7
NSGs (network security groups), 52, 229

(0

OAuth token types, 168
phishing, 168-169
validating, 170171

Octo Tempest, 210

On War, 49

open ports, 51

privileges

open-source intelligence, Al (artificial intelligence),
79-80

open-source security, 142

OpenTelemetry, code logging, 249-250

operating risk, 304-305

operating systems, hardening, 215-216
operational security, 31-33

organized crime, 26-27

P

PaaS jump boxes, 235-236
PaaS service firewall, 228
painful impact zones, 310-311
parameters, 71
password guessing, Al (artificial intelligence), 81-82
password spraying, 81-82
passwords
eight-character, 82
strength, 213
user-chosen, 149-150
PASTA (Process for Attack Simulation and Threat
Analysis), 38
PATs (personal access tokens), 133, 150-151
pattern recognition, 69
paved paths, security discipline, 289
penetration testers, 15, 322
Al (artificial intelligence), 86
perimeter defense
Azure Network Security Perimeter, 234-235
networks, 225-226
permissions, strong, 132-133
persistent threats, 25-26
advanced, 27-28
phishing, 9, 43
Al (artificial intelligence), 78-79
consent, 78
tokens, 168-169
physical security, 214-215
pipelines, hardening, 130-131
policies
Azure Policy, 198, 239-240
log retention, 245-246
PoP (proof of possession), tokens, 169-170
post-facto justifications, 292
post-quantum cryptography, 202-203
PowerShell scripts, signing, 139
principles, Al (artificial intelligence), 65
privacy, differential, 96
privileges. see also least privilege

357



privileges

358

corporate environment security, 218-220
elevation, 37
escalation opportunities, 60
least, 132133, 190
application terrain, 52
Azure, 190-193
enforcement, 49
Linux, 195-197
Microsoft Graph, 193
Windows, 194-195
product security, 267-268
bug bar, 276-280
continuous improvement, 270-271
defining baseline, 269-270
ground security, 275-276
learning, 271-272
managing, 268-269
root cause analysis, 272
Product Security Incident Response
Teams (PSIRTs), 17
product teams, 14-15
production networks, 221-224
asset inventory, 224-225
Azure Front Door, 238-239
Azure Network Security Perimeter, 234-235
Azure Policy, 239-240
Azure Traffic Analytics, 238
DDoS (distributed denial-of-service),
237-238
DNS (domain name servers), 236-237
DoS (denial of service), 237-238
firewalls, 227-229
isolation, 226-227
jump boxes, 235-236
NSGs (network security groups), 229
perimeter defense, 225-226
service tags, 233-234
UDRs (user-defined routes), 229-233
product-specific security initiatives, 271
prompt injection, Al (artificial intelligence), 87-92
PromptFlux, 83
PSIRTs (Product Security Incident Response
Teams), 17
public aliases, 51
public breaches
assumptions, 49
terrain, 48
public IP addresses, 51
purge protection, 263
PyRIT, 109

Q

quantification, base risk, 303
quantum-safe crypto protocols and algorithms,
206-207

Raccoon Stealer, 146
race conditions, financial institutions, 43
RAG (retrieval-augmented generation), 72
rainbow tables, 81
ransomware, 11, 26-27
incident response, 262
WannaCry, 47, 222
ransomware syndicates, 5-9
RATs (remote access trojans), 83
raw credential marketplaces, 147
RC4 Bit-Flipping attack, 158
reasoning, 68
reconnaissance, 64
Al (artificial intelligence), 79
red team findings, 4
red teams, 15, 322
Al (artificial intelligence), 86
Redline, 146
refresh tokens, 168-169
regularization, 96
REKings, 6
relevant services and systems, threat modeling, 40
remediation, 253-254, 259-260
SFI (Secure Future Initiative), 261
repair items, tracking, 275
rephrasing attacks, 88
repudiation, 37
research community, Trustworthy Computing, 24
resource terrain, 48
Cl/CD attack vectors, 60
response, 253-254
critical incident on-call staff, 254
external communication, 257
high-level response process, 257-260
incident response data, 255-256
incident tracking, 254-255
internal staff reports, 254
ransomware attacks, 262-265
response process testing, 260
SFI (Secure Future Initiative), 261
soft skills, 261-262
retail industry attacks, 44



retention policies, logs, 245-246
REvil ransomware syndicate, 5
Rice’s Theorem, 323
risk, exposure, 341-342
risk, 299, 305
automation, 309-311
durability, 311-313
engineer prioritization, 301
high-level prioritization, 300
management, 302-303
operational, 304-305
painful impact zones, 310-311
quantifying base, 303
reducing, 307
habit formation, 308-309
supporting progress, 314-315
risk reduction, 271
rogue use, Al (artificial intelligence), 96-97
role-playing injection, 88
"RomCom” case, 7
root cause analysis, product security, 272
rotating secrets, 155-156
running phase, security discipline, 291
Russell, Bertrand, 200
Rust programming language, 331-334

S

Salmon Typhoon threat actor, 77
Salt Typhoon, 321
SAMIs (System-Assigned Managed Identities),
162-163
SARIF (Static Analysis Results Interchange Format),
142
SAS (Shared Access Signatures), 150151
user-delegation, 151-152
SAST (Static Application Security Testing), 322
SCA (Software Composition Analysis), 322
scale social engineering, 64
scaling, security response, 23-24
scope validation, identities, 180-181
ScopeCreep, 83
SDL (Secure Development Lifecycle), 22-23, 25, 31
monitoring and detection, 248-249
search capabilities, Al (artificial intelligence), 68
secrets, 148-149
application objects, 161
build systems, securing, 134-136
CC (confidential computing), 198-199
crypto agility, 204-206

security discipline

cryptography inventories, 203-204
data integrity, 157-158
HSM (hardware security modules), 200-202
interactive key leaks, 154
key vaults, 200-202
logs, 153-154
"only secrets are secrets," 159
post-quantum cryptography, 202-203
quantum-safe crypto protocols and algorithms,
206-207
rotating, 155-156
SP (service principle), 161
threat intelligence, 145
visibility, 156157
Secure by Default, 23
Secure by Design, 22-23
secure check-in, 133-134
Secure Development Lifecycle (SDL). see SDL
(Secure Development Lifecycle)
Secure Future Initiative (SFl), 2
Secure Future Initiative (SFI). see SFI (Secure Future
Initiative)
security
assurance, 110-111
corporate environment, 210-211
industry practices, 319-321
network, 217-218
personnel, 14-17
physical, 214-215
progression, 340-341
security analysis tools, reliance, 323
security architects, 15
security champions, 322
security discipline, 283
architecture, 296
asset value, 287
counterfactual justifications, 292
crawling phase, 285
critical systems, 286-287
culture, 285
data interpretation biases, 293-294
defect density, 296
logical fallacies, 294-296
open communications, 288
paved paths, 289
post-facto justifications, 292
priorities, 286
repeatable processes, 288-289
running phase, 291
systems, 289-291

359



security discipline

360

threat intelligence, 283-285
vulnerability prevention, 292
walking phase, 287-288
security engineering, 113
command-line, 123-125
development pipeline, 116
education, 125
foundation, 114-115
friction reduction, 115
fuzzers, 121-123
knowledge base, 118-119
threat intelligence, 113-114
training, 125
transforming source at scale, 116-118
triaging bugs, 119-120
"vibe code,” 115
security feature developers, 16
security response, scaling, 23-24
security tool developers, 16
sensitive data, logs, 245
server-side request forgery (SSRF), 165-166
service fundamentals, 300-301
service principle (SP). see SP (service principle)
service tags, networks, 233-234
Seven Habits of Highly Effective People, The, 296
SFI (Secure Future Initiative), 2, 22, 281
development, 25-28
incident response, 261
monitoring and detection, 248
remediation, 261
Shared Access Signatures (SAS). see SAS (Shared
Access Signatures)
signatures, checking, 136
signing key rollover, 182-183
SIR (Security Incident Response), 254
site cloaking, Al (artificial intelligence), 86
social engineering
deepfakes, 85-86
misinformation, 84-85
soft deletes, 263
software, 2
attacks, 45
threat-driven software development, 46
software engineers, 9
SolarWinds supply chain attack, 48
SP (service principle), 159-160
application objects, 160-162
speculators, 4
spoofing, 37
SQL injection (SQLi), 92

SSIRP (Software and Services Incident Response
Plan), 254

SSRF (server-side request forgery), 165-166
State-Sponsored Actors, 321

static analysis findings, 271

Static Analysis Results Interchange

Format (SARIF), 142

Static Application Security Testing (SAST), 322
static knowledge, 72

statistical biases, 293-294

Stoll, Clifford, 5

storage, immutable, 264

STORM 0558 threat actor, 28

STRIDE framework, threat modeling, 37
Subianto, Prabowo, 86

subnets, isolation, 226227

supply chain, security, 142

supply chain poisoning, 45

symmetric keys, 152

System-Assigned Managed Identities (SAMIs),
162-163

T

tampering, 37
target breach, 48
Tay Incident of 2016, 93-94
technical bar, lowering, 64
templates, build, 131-132
tenant scoping, 189
terraforming, 48-49
terrain, 35, 47. see also threat modeling
alarms, 54-55
APIs, 51
application, 48
authentication, 52-53
authorization, 53
ClI/CD attack vectors, 60
least privilege, 52
authentication, 51
authentication level, 51
code movement, 59-60
construction industry, 44-45
deception, 55-59
defensive strategies, 50
financial system attacks, 43
functional, 48, 53
functional risks, 42-43
global risks, 42
hindering movement, 51-54



identity, 47
Cl/CD attack vectors, 60
increasing friction, 51-54
instrument for better visibility, 54
manufacturing industry, 44—45
network, 47, 52
Cl/CD attack vectors, 60
network access, 51
open ports, 51
public aliases, 51
public breaches, 48
public IP addresses, 51
reducing, 50-51
resource, 48
Cl/CD attack vectors, 60
retail industry attacks, 44
terraforming, 48-49
threat intelligence, 35-37
threat modeling, 37-38
traps, 55-59
unneeded features, 51
web applications, 51
zero trust, 49-50
testing, response process, 260
threat actors, 11, 64
criminal, 7
Crimson Sandstorm, 76
cyber mercenaries, 7
Emerald Sleet, 76
financially motivated, 7
flat networks, 52
Forest Blizzard, 76
hacktivists, 7
identities, 148
kill chain, 8
Midnight Blizzard, 28, 36-37
nation-sponsored, 7
organized crime, 26-27
Salmon Typhoon, 77
secrets, 148
socially motivated, 7
STORM 0558, 28
threat intelligence, 75-76
unconfirmed motivations, 7
threat detection, 127-242
SDL (Secure Development Lifecycle), 248-249
SFI (Secure Future Initiative), 248
Threat Dragon, 38
threat hunters, 16
threat intelligence, 16, 22, 31-32, 339-340

Al (artificial intelligence), 67-68

alerts, 241-242

build systems, 129-130

C and C++ programming languages, 329

defensive Al, 99-100

detection, 241-242

identities, 145

monitoring, 241-242

product security, 267

production networks, 221-224

remediation, 253

response, 253

risk, 299

risk reduction, 307-308

secrets, 145

security discipline, 283-285

security engineering, 113-114

terrain, 35-37

threat actors, 75-76

vulnerabilities, 317-318

zero-day vulnerability, 209-210
threat modeling, 37-38, 271, 322

architecture groupings, 40

authentication, 40

authorization, 40

CIA Triad framework, 38

component summaries, 40

network boundaries, 40

PASTA (Process for Attack Simulation and Threat

Analysis), 38
relevant services and systems, 40
simplifying, 38—-40
STRIDE framework, 37
trust boundaries, 40-42
Threat Modeling Tool (Microsoft), 38
threat models, 4
threat-driven software development, 46
threats
persistent, 25-26
advanced, 27-28
throughput, 64
token ID's, 72
tokens, 71-72
access, 168-169
JWT (JSON Web Token), 170-180
managed identities, 163
OAuth token types, 168
PATs (personal access tokens), 133
phishing, 168-169
PoP (proof of possession), 169-170

tokens

361



tokens

362

refresh, 168-169
validation checklist, 188-190
validation testing, 185-188
Tortoiseshell threat actor, 76
Toyota, GitHub key 2017-2022, 146
tracking, incidents, 254-255
tracking fields, incidents, 255
traffic analytics, 238
training, security, 318-319
training teams, 17
translation attacks, 88
traps, terrain, 55-59
triaging bugs, 119-120
trust boundaries, threat modeling, 40-42
trust zones, 59
Trustworthy Computing, 21, 22, 31
research community, 24
scaling security response, 23-24
Tucker, Nita, 14

U

UAMIs (User-Assigned Managed Identities), 162-163

Uber, GitHub AWS key 2016, 145
uber breach, 48

UDRs (user-defined routes), 229-233
underground markets, identities, 147

User-Assigned Managed Identities (UAMIs), 162-163

user-chosen passwords, 149-150
user-delegation, SAS (Shared Access Signatures),
151-152

Vv

validation, OAuth tokens, 170-171
validation
tokens
checklist, 188-190
testing, 185-188
variant hunters, 15

VBS (Virtualization-Based Security) enclaves, 199-200

Velvet Chollima threat actor, 76
"vibe code,” 113, 115
virtual networks, isolation, 226-227

Virtualization-Based Security (VBS) enclaves, 199-200

visibility, secrets, 156-157
VM firewalls, 228-229
Volt Typhoon, 222-223
von Clausewitz, Carl, 49
vulnerabilities, 10-12, 317
bugs, 323-325
Cand C++ programming language, 329
feedback loops, 323
industry practices, 319-321
leveraging tools, 322
threat intelligence, 317-318
training, 318-319
trends, 325
vulnerability discovery, Al (artificial intelligence),
80-81
vulnerability prevention, security discipline, 292
vulnerability response, 17
vulnerability scanning, build systems, 140
VulnHuntr, 80

w

WAF (web application firewall), 227
walking phase, security discipline, 287-288
WannaCry ransomware, 47, 222

web applications, 51

Western Union abuse, 48

Windows, least privilege, 194-195
Workload Identity Federation, 135

Writing Secure Code, 31

X

X.509 certificates, 181-182

y4

Zero Day GPT, 80

zero trust, terrain, 49-50
zero-day brokers, 11

zero-day vulnerability, 209-210
Zeus banking trojan, 5



	Cover
	Title Page
	Copyright Page
	Dedication
	Contents at a Glance
	Contents
	Foreword
	Acknowledgements
	Introduction
	Chapter 3 Why Microsoft Adopted SFI
	Threat intel perspective
	The birth of the Security Development Lifecycle
	Scaling security response
	Nurturing your community

	Setting the stage for SFI
	The rise of advanced persistent threats
	The rise of organized crime
	The rise of AI

	All hands on deck: when SFI was born
	Summary

	Index



