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Icons Used in This Book

Router Cloud Database Building

Generic Laptop Nexus 5000 Wireless LAN
Controller

Switch Server Firewall Satellite Dish

Optical Transport ASA 5500 File Server Layer 3 Switch

Command Syntax Conventions
The conventions used to present command syntax in this book are the same conventions 
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

■■ Boldface indicates commands and keywords that are entered literally as shown. In 
actual configuration examples and output (not general command syntax), boldface 
indicates commands that are manually input by the user (such as a show command).

■■ Italic indicates arguments for which you supply actual values.

■■ Vertical bars (|) separate alternative, mutually exclusive elements.

■■ Square brackets ([ ]) indicate an optional element.

■■ Braces ({ }) indicate a required choice.

■■ Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction
This book aims to address an actual trend and answer the question: “How do you adopt 
and combine artificial intelligence, data management, and automation to ensure network, 
system, and application teams can reduce human hands-on involvement and enhance 
operational autonomy?” The idea of this book came while both authors were deeply 
engaged in transformational projects and initiatives supporting both enterprise and  
communication service provider (CSP) operational transformation and adoption of 
autonomous network frameworks.

While the practical implementation is still in its initial stages, the authors believe the 
industry and readers will benefit from understanding the key frameworks, technologies, 
regulatory frameworks, new processes, and skills that are making this transformation 
possible. This book makes each of the presented concepts real by presenting concrete 
examples where the concepts can be applied, relying on their personal experience in  
leading similar transformations with various customers.

After finishing this book, readers should have a practical understanding of all the ele-
ments that support the successful implementation of the operational autonomy vision, 
such as data management, AI/ML models, key network automation frameworks, relevant 
industry frameworks, and the regulatory environment as well as the key processes and 
new workforce skills.

Who Should Read This Book?
This book is aimed at all stakeholders involved in defining, implementing, and using 
the latest technology trends to enhance the level of network operational autonomy. 
This includes operations, implementation, and design engineers; data, automation, site 
reliability, and AI architects; data scientists; leaders; and executives who want to under-
stand the key regulatory, technical landscape, key industry frameworks, and operational 
aspects they need to be aware of when planning their service provider or enterprise com-
pany evolution toward network autonomy. Given the authors’ extensive industry experi-
ence, the theoretical concepts are paired with concrete real-world implementation and 
use-case examples to ensure practical adoption.

How This Book Is Organized
Chapter 1, “Network Autonomy”: A history of network automation and key factors 
that need consideration for making the leap toward autonomy.

Chapter 2, “Regulations Impact on Autonomous Networks”: An overview of the key 
regulatory trends across the world that govern AI and data domains.

Chapter 3, “Observability and Data Sources”: An evaluation of network versus applica-
tion observability, application performance monitoring, and the data needed to reach key 
outcomes.
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Chapter 4, “Conventional and Task-Specific AI/ML Models Usage for Autonomous 
Networks”: An overview of the key non-LLM AI/ML models and implementation meth-
ods that are relevant for supporting network deployments.

Chapter 5, “Generative AI in the Context of Autonomous Networks”: An exploration 
of key concepts with generative and neuro-symbolic AI and related components such as 
AI agents and how these concepts are relevant for network autonomy.

Chapter 6, “Automated Execution and Testing”: An overview of automation and 
test concepts, within both network and application domains, ranging from DevOps to 
GitOps, and cloud native orchestration.

Chapter 7, “Closed-Loop Command and Control”: An overview of the closed-loop  
concepts and their usage in key high-value autonomous network use cases.

Chapter 8, “Communication Service Provider Autonomous Network Vision”: An over-
view on how the core network autonomy concepts and key use cases are applied within 
the communication service provider environment.

Chapter 9, “Enterprise Domain Vision”: An exploration of key concepts that are rel-
evant in enterprise domains to support AI systems, including key security components 
and concepts.

Chapter 10, “Autonomous Network Considerations—Organizational Change”: An 
overview of the key network operations center/service operations center (NOC/SOC) 
process changes and new skills that are required to support a successful adoption of 
autonomous network frameworks.
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In this chapter, you will learn the following:

■■ The history of data privacy legislation

■■ European Union digital regulations in the past 10 years

■■ The approaches the rest of the world takes to AI regulations

■■ How companies react to existing data and AI regulations

■■ The existing regulation impact on data and AI projects

Introduction
Data is key to the system observability and AI-driven decision-making process that 
enables network autonomy. In addition, the task of collecting, storing, and processing 
data has been increasingly regulated over time, highlighting its growing importance as a 
valuable insight-providing asset and its potential to harm if used improperly.

In this chapter, we will present an overview of the major data privacy and AI regulatory 
frameworks across the world, with a special focus on EU data and AI governance.  
We will examine how companies are addressing these regulations by implementing  
sometimes even stricter internal standards and share several best practices on how 
projects implementing autonomous networks elements could ensure compliance with 
existing and future regulations.

Short History of Data Privacy
Privacy is the ability of an individual or group to seclude themselves or information 
about themselves and thereby express themselves selectively.

Regulations Impact on 
Autonomous Networks

Chapter 2
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The concept of privacy has existed since ancient Greece, where a key distinction was 
made between public places (or polis), where issues could be debated freely and openly, 
and the private area of the home.

Over the years, the issue of ensuring privacy was closely linked with technological 
advancements. In the 14th century, opening somebody else’s letters was the main  
privacy concern, but during the 19th century, collecting and publishing somebody’s  
private data in a journal article became a subject of focus. The addition of photography, 
which could visually capture situations deemed private, added a new dimension to the list 
of technology-enabled privacy concerns. As technology evolved, video, audio, and even 
more complex topics such as user health, education, and behavioral data gradually became 
part of the general topic of privacy. With the introduction of big data technologies and 
artificial intelligence algorithms that can consume large amounts of personal data and act 
to influence a person’s behavior, sharing personal data willingly or unwillingly and the  
general topic of privacy sit naturally at the forefront of regulatory concerns.

Pre-Internet Era

In the era before the Internet, laws concerned with privacy in general focused on the  
government’s ability to collect, store, and process an ever-increasing amount of data  
without legal oversight. Guiding principles for data privacy were being set.

1948—UN “Right to Privacy”: A Human Right

After the second world war, in the light of the horrors the population had been exposed 
to, with governments collecting and using citizens’ private data for their own military or 
political purposes, the newly created United Nations addressed privacy as a fundamental 
human right as part of the Universal Declaration of Human Rights (UDHR).

In Article 12, the UDHR states that privacy is an inalienable human right: “No one shall 
be subjected to arbitrary interference with his privacy, family, home or correspondence, 
nor to attacks upon his honour and reputation. Everyone has the right to the protection 
of the law against such interference or attacks.” [UDHD article 12]

This was the first time privacy was addressed at the international level, and this declaration 
went above and beyond what nation states’ constitutions guaranteed at the time.

While the Universal Declaration of Human Rights was not legally binding, it set the stage 
for the formal and legal recognition of ‘the personal right to privacy’ as a human right 
across the world, such as article 8 of the European Convention of Human Rights adopted 
in 1953.

1972—US Supreme Court: Legality of Domestic Intelligence Surveillance

As electronic surveillance and wiretapping techniques evolved, there was an increased need 
to ensure they follow a legal due process. One landmark case (US vs US District Court 
407 US 297, also known as the Keith case) enabled the US Supreme Court to reconfirm 
that any domestic intelligence surveillance is governed by a pre-existing legal warrant.
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1974—Family Educational Rights and Privacy Act

The aftermath of the Watergate scandal highlighted the need to protect citizens against 
the dangers of government data gathering and the abuse of personal files.

At the same time, the need for a student-specific privacy law was recognized because

■■ Attending school is mandatory; hence, students must have their data processed.

■■ Schools process data regarding children, who can be considered a vulnerable party.

■■ Data processing is a mandatory part of school processes; hence, opt-outs are 
generally not feasible.

The Family Educational Rights and Privacy Act (FERPA) establishes the importance of 
personally identifiable information (PII) within student records, grants parents access to 
their children’s records, and allows information amendments by record owners. It also 
introduces the concept of consent, which is required to be provided by a student (after 
turning age 18) for any private information disclosure.

The law applies to all schools, colleges, universities, and other institutions that receive 
funds from the US Department of Education.

FERPA was one of the earliest privacy laws passed in the United States, and it acted as a 
blueprint for other privacy laws introduced later across the world.

1974—Code of Fair Information Practice by US Federal Institutions

Like FERPA, the Privacy Act of 1974 was created in the aftermath of the Watergate 
scandal, which highlighted the need to establish a set of best practices governing the 
collection, maintenance, use, and dissemination of personally identifiable information 
of individuals that is maintained by US federal agencies. The act prohibits disclosure of 
information from a system of records without the written consent of the subject indi-
vidual (barring certain exceptions). It also grants individuals the power to access, amend, 
and find out if their records have been disclosed.

While the Privacy Act provisions were an early admission of the risks posed by the 
increasing power of technology, allowing an ever-growing amount of data to be collected, 
stored, and shared at scale, they also highlight the sector-specific focus of the US privacy 
legislation laws (they cover only data stored by federal agencies, leaving out data held by 
courts, executive components, or non-agency government entities), which has shaped the 
overall philosophy of the US privacy legislation up to the current times.

1980—OECD Recommendations for Personal Data Privacy and Transfers

To help create a comprehensive data protection system throughout Europe, the 
Organization for Economic Cooperation and Development (OECD) has issued a set of 
seven guiding principles governing the protection of privacy and trans-border flows of 
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personal data that set the basis of the EU’s data protection legislation, building on  
existing worldwide practices:

■■ Notice: Data subjects should be given notice when their data is being collected.

■■ Purpose: Data should be used only for the stated purpose.

■■ Consent: Data should not be disclosed without the data subject’s consent.

■■ Security: Collected data should be secured.

■■ Disclosure: Data subjects should be informed who is collecting their data.

■■ Access: Data subjects should be allowed to access their data and make amendments.

■■ Accountability: Data subjects should have a method available to hold data collectors 
accountable for not following the aforementioned principles.

While nonbinding in nature, the OECD recommendations set the overall strategy for later 
EU data privacy implementations. While the US has endorsed OECD recommendations, it 
did not prioritize their adoption within a unified federal approach, preferring to continue 
with a sector-specific data privacy legislation strategy.

1991—Privacy Against Automated Telephone Soliciting

The Telephone Consumer Protection Act (TCPA) was designed to address privacy  
protection against the evolving technology that allowed mass-scale automated calling for 
telemarketing or general purposes.

This limits companies from calling potential customers using automated dialing systems, 
artificial or prerecorded voice messages, Short Message Service (SMS), and fax machines. 
It also enforced the soliciting entity to provide the necessary information allowing its 
identification by the called customer.

The TCPA also allows customers to request not to be called for soliciting purposes, their 
choice being recorded either in company specific do-not-call lists (valid for five years) or 
in a national Do Not Call Registry, which has broader applicability.

This is a good example of a law regulating the right of consumer privacy against technol-
ogy advances (mass automated calling for soliciting purposes) and adding one of the  
earlier forms of “opt-out” rights through the Do Not Call Registry implementation.

Early Internet Days

The early days of the Internet saw a hybrid form of the laws, covering various forms of 
data transfer and protection, which include but are not generally focused on the Internet, 
following the OECD and UN Right to Privacy principles previously set.
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1995—EU Data Protection Directive

With the growth of the Internet, data exchange began to gain significance for individuals 
and businesses; however, the lack of a unified EU data privacy law prevented a truly free 
flow due to differences of data privacy interpretation across various EU member states.

Building on top of the 1980 OECD data privacy principles and article 8 of the EU 
Convention of Human Rights, which granted a “right to respect for one’s private and 
family life and his correspondence,” the EU proposed the Data Protection Directive, 
regulating the processing of personal data, regardless of whether this was done 
automatically or not.

The directive centers around the definition of personal data, which is any information 
relating to an identifiable natural person, with any means necessary (direct, indirect, or 
by referring to one or more factors that are unique to this person’s identity).

Data protection rules apply not only when the controller is established within the EU but 
also for any entity that uses equipment located within the EU.

The directive also sets three principles under which data should be processed:

■■ Transparency: This directive summarizes the OECD’s Notice and Disclosure 
principles: data subjects have the right to be informed when and who is processing 
their data.

■■ Legitimate Purpose: This directive adds legal legitimacy to the OECD’s Purpose 
principle.

■■ Proportionality: This directive aims to limit the amount, details, and time storage of 
data beyond a reasonable legitimate purpose.

Another important directive focus area is the transfer of personal data to third countries; 
this transfer is allowed only if the target country provides an “adequate” level of  
protection of the data. This directive has caused multiple negotiations related to the 
transfer of EU PII data, especially within the US.

The EU Data Protection Directive has shown that the EU approach to data privacy is 
comprehensive and exhaustive, contrary to the targeted sectorial US legislation in this 
matter.

1996—HIPAA Health and Medical Privacy

The Health Insurance Portability and Accountability Act (HIPAA) was created to 
streamline the flow of healthcare information and publicize standards for the electronic 
exchange, privacy, and security of health information.

As part of the HIPAA provisions, a special section describes the “Standards for Privacy 
of Individually Identifiable Health Information,” also known as the “Privacy Rule,” which 
for the first time established a set of national standards for the protection of key health 
information. The regulation strikes a balance that permits important use of health  
information while protecting the privacy of people who seek healthcare.
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The protected health information (PHI) protects all individually identifiable health  
information in any form or media (electronic, paper, or verbal).

Just like in the EU Data Protection Directive, identifiable health information is data that 
can be used to identify the individual, showing the importance of the concept in both 
the EU and US.

1998—COPPA: Protecting Children’s Online Privacy

Due to the significant increase in Internet-based electronic commerce, the Children’s 
Online Privacy Protection Act (COPPA) was created to address various concerns  
regarding data collection practices and the general impact of Internet commerce on  
children (any individual under the age of 13).

COPPA was considered the first US privacy law written especially for the Internet age.  
As part of its specification, COPPA mandates

■■ Websites must require verifiable parental consent using an approved method before 
the collection or use of any under-13 information (the Consent principle).

■■ There must be a clear guideline of the data collection policy, including the 
mandatory display of the policy when data is being collected (the Notice principle).

■■ Websites must include what responsibilities the website operator legally holds 
regarding under-13 privacy and safety (the Accountability principle).

■■ Website operators must allow parents to review their children’s personal information 
(the Access principle).

1999—GLBA: Financial Sector Data Privacy and Security

The Gramm-Leach-Bliley Act (GLBA), or the Financial Modernization Act, was created to 
address concerns about data security and privacy within the financial sector. GLBA was 
one of the first US data privacy laws to impose specific data privacy constraints on  
businesses.

The regulation aims to protect consumers’ financial information and prevent sensitive 
data exposure by imposing several best practices to the financial organizations handling 
user data:

■■ Financial Privacy Rule: Organizations must provide a clear description on how  
personal data is collected, used, and shared (the Notice and Disclosure principles).

■■ Safety Rule: Organizations must maintain robust data security practices to safeguard 
user data against unauthorized access (the Security principle).

■■ Pretexting Rule: It is illegal for anyone to obtain or disclose financial customer  
information under false pretenses (which is an early form of protection against 
identity theft).
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Privacy Versus Security Debate: USA Patriot Act of 2001

Following the terrorist attacks of 2001, the US Congress enacted the USA PATRIOT Act 
(commonly known as the Patriot Act), which rolled back a significant portion of the data 
privacy laws provisions that existed at the time.

Citing national security as a primary concern, the act allows government agencies to 
gather “foreign intelligence information” from both US and non-US citizens. This included

■■ Expanding domestic and international wiretapping

■■ Expanding authority to access electronic communications

■■ Allowing secret “sneak-and-peak” searches (without user consent or notification)

■■ Removing privacy protections to allow federal agencies to share more information

Although the USA Patriot Act provisions were temporary in nature and eventually 
eliminated, this law highlights the delicate balance between privacy and security, which 
increases in relevance in the AI/big data age.

This is the first known situation in recent US history when privacy regulations were rolled 
back due to a single but significant security incident, and it raises significant questions on 
how this precedent will be used (or not) for future similar situations, especially given that 
technology currently has the means to collect, process, and interpret population-scale data.

Digital Era

In the digital era, regulations are directly concerned with digital data that is being 
generated, stored, or transmitted over the Internet, acknowledging digital communication 
and data as being the biggest privacy concern of the 21st century.

The exponential growth of data being generated, which is at the center of defining the 
need for additional regulation, is illustrated in Figure 2-1.
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2002—E-Government Act: Government Entering the Internet Age

The US E-Government Act of 2002 intended to modernize the federal government tools, 
communication, practices, and services to take advantage of the innovation brought by 
the Internet Age.

Its main provisions relate to

■■ Public Information: Agencies must provide a website that includes all “information 
about the agency,” following the Disclosure principle.

■■ Electronic Submission: Agencies must accept a wide area of document submissions 
electronically (enabling the start of digital government services).

■■ Electronic Dockets: Agencies must have an Internet-accessible rule-making docket 
that includes all public comments and other materials created by agency rule or  
practice, providing transparency on each agency policy and practice.

■■ Privacy Impact Assessment: Agencies must conduct a “privacy impact assessment 
before collecting information” using any form of information technology, with a  
special focus on collecting “privacy information in an identifiable form.”

The US E-Government Act of 2002 was important because it created a structure for the 
federal government to deliver better services to citizens using information technology and 
the Internet, a practice that opened the door for state-delivered safe electronic services.

2003—California State Data Breach Notification Law

With the advances in information technology, an increased amount of personal user data 
was being collected and stored by both businesses and government entities. The general 
lack of data encryption and large amount of stored data provided a significant attack  
surface for potential malicious actors who were interested in extracting and using this 
data in an unauthorized manner.

In 2003, California was the first US state to implement a law addressing the need to 
inform users in case state residents’ unencrypted personal information was exposed in a 
security breach.

The California example was quickly followed by other US states, and at the time of  
writing this book, each US state had a similar legal requirement enacted in law.

2010—Fighting Against Identity Theft with Red Flags Protection

With the rise of electronic communication, the issue of electronic identity theft has 
become a major challenge, with an estimated 9 million plus Americans having a form of 
electronic identity stolen in 2013 and the numbers continuing to grow.

The US Federal Trade Commission (FTC) and National Credit Union Administration 
(NCUA) created the Red Flags Rule to force financial and credit institutions to ensure 
protection and early warning against identity theft.
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The Red Flags Rule describes how to develop, implement, and administer an identity theft 
prevention program, following four major guidelines:

■■ A program must include reasonable policies and procedures to identify the red flags 
of identity theft that may occur in day-to-day operations (e.g., identifying an ID that 
does not look genuine is a potential red flag).

■■ A program must be designed to detect the red flags that have been identified  
(e.g., have clear procedures to determine how to identify an ID to be false).

■■ A program must spell out appropriate actions to be taken after identifying a red flag 
(e.g., alert authorities, block the user presenting the false ID).

■■ A program must detail how to keep it current to reflect new threats (how to make 
sure to continue to add mechanisms to detect false IDs created using new and more 
sophisticated methodologies).

The Red Flags Rule was one of the earliest attempts at mandating businesses to  
implement protection against identity theft attempts, recognizing this emerging threat.

2012—Right to Erase Personal Data: EU Right to Be Forgotten

With social network utilization exploding, the amount of data collected and stored by 
each platform increased exponentially and generated the following issue: What happens 
with the data when a user decides to leave the platform?

Under the previous EU Directive (the EU Data Protection Directive), the interpretation 
left room for platform owners to either “freeze” or “retire” data, meaning the data contin-
ued to exist even if it was not exposed anymore to the public.

Under the new EU “Right to be forgotten” regulation, the data has to be explicitly 
“erased without delay” at user request under certain conditions:

■■ The data is no longer necessary related to the original collection purpose.

■■ The data subject withdraws consent.

■■ Processing of data was unlawful.

■■ The data controller has a legal obligation to erase the data (e.g., following a court  
ruling).

■■ The data was collected in relation to the offering of online services.

The implementation of this regulation caused a significant shift in user perception of 
their rights to control how personal data is managed, especially by social platforms. On 
only its first day of compliance (May 30, 2014), Google received 12,000 requests to have 
personal details removed from its search engine, with Facebook, YouTube, and Google 
constantly being in the top 10 sites where data erasure was requested.
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2018—Comprehensive Privacy Protection with GDPR

The EU’s General Data Protection Regulation (GDPR) is a law designed to comprehen-
sively cover data protection, privacy, and management for any systems (within or outside 
the EU) that handle EU citizens’ data.

The GDPR supersedes the previous EU legislation covering data management and privacy 
(EU Data Protection, EU Right to Be Forgotten, etc.) and was created to bring the EU 
legislation in line with the challenges and opportunities provided by the Internet and big 
data technology revolution.

Under the GDPR, personal data is defined very broadly as “any information relating to an 
identified or identifiable natural person.”

The GDPR (re)defines the general data protection principles, evolving the original OECD 
concepts:

■■ Data Processing: This process must be lawful, transparent, and fair (an extension of 
the original Disclosure principle).

■■ Purpose Limitation: This principle is in line with the original OECD Purpose 
principle.

■■ Data Minimization: This principle is an addition to purpose limitation, where only 
necessary data collection should be performed.

■■ Accuracy: This principle is in line with the original OECD Accuracy principle.

■■ Storage Limitation: This principle imposes an additional time constraint on the 
original Purpose limitation principle (e.g., by default, data should have an expiration 
date, after which it must be erased).

■■ Integrity and Confidentiality: This principle expands the original Security principle 
by adding an explicit requirement to the data collector to ensure appropriate securi-
ty, integrity, and confidentiality by using the technology available (e.g., encryption).

■■ Accountability: This principle is in line with the original OECD Accountability  
principle.

In addition, the GDPR includes additional policies aimed at strengthening data security 
and end-user data ownership rights:

■■ Data security by design: Organizations must, “by design and by default,” consider 
data protection.

■■ User consent:

■■ Consent must be “freely given, specific, informed and unambiguous,” can be 
withdrawn, and must be kept as evidence.

■■ Children under age 13 need parental permission to provide consent (like the 
COPPA requirements).



Short History of Data Privacy    69

■■ People privacy rights (covering and expanding previous directives such as “right 
to be forgotten”):

■■ The right to be informed

■■ The right of access

■■ The right to rectification

■■ The right to erasure

■■ The right to restrict processing

■■ The right to portability of data

■■ The right to object

■■ Rights in relation to automated decision-making and profiling

To ensure GDPR compliance, the fines for violating the GDPR are very high. There are two 
levels of fines, which can be as high €20 million or 4 percent of global revenue (whichever 
is higher). The GDPR also allows data subjects to ask compensation for damages.

The GDPR is considered to this date the most strict and comprehensive user data privacy 
and data confidentiality regulation in the world; it acts as a golden standard for similar 
legislation in non-EU countries.

As of 2026, the EU Commission is proposing targeted simplifications to GDPR, 
particularly for SMEs and small mid-cap companies (fewer than 750 people) that do not 
have the staff to implement the entire set of GDPR requirements, focusing on reducing 
administrative burdens such as record-keeping requirements while maintaining the core 
GDPR principles. These reforms are still under negotiation and not yet fully in force.

2020—Ensuring Consumer Privacy with CCPA

Following the GDPR enactment into law, California was the first US state to enact a simi-
lar broad privacy law. The California Consumer Privacy Act (CCPA) approved in 2020 
aims to provide California state consumers more control over the personal information 
businesses collect about them. Its provisions are built following similar principles to 
GDPR, including

■■ The right to know what information is collected and how it is used (the Disclosure 
principle).

■■ The right to delete personal information collected (similar to the Right to erasure/
Right to be forgotten). This right was further expanded, allowing consumers to 
correct inaccurate personal information.

■■ The right to opt out of sharing information (similar to the Right to object/Restrict 
processing). The CCPA focuses on allowing an opt-out after information is collected, 
whereas the GDPR mandates obtaining consent up front.

■■ The right to limit the use of sensitive personal information (similar to the Right to 
restrict processing offered by the GDPR).
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Whereas the GDPR has a broad applicability, covering any potential personal information 
being collected from an EU citizen and strictly requires up-front consent, in most cases 
the CCPA does not require up-front consent, enabling consumers to opt out later. Also, 
it has a narrower interpretation of what constitutes personal information (mainly data 
identifying a consumer or household) and applies only to legal residents of the state of 
California.

The CCPA was the first comprehensive state privacy law introduced in the US, opening 
the door for other states to follow. At the time of writing this book, more than 20 states 
have enacted similar laws, with more states to follow, highlighting the importance of data 
privacy as a foundational element of trust in doing online business.

Start of the AI Era

At the start of the AI era, regulations that build on top of data privacy (what data you 
are allowed to obtain and how you are supposed to manage it) toward “what insights and 
actions you derive from the data” reflect the emergence of the enhanced capabilities of 
AI algorithms. While the legislation acting as baseline of AI regulation mainly addresses 
the use of personal data, there is also regulation of nonpersonal data (data that cannot 
identify a person) through laws such as the EU Data Act, which provides guidelines on 
handling of Internet of Things (IoT) data.

Apart from privacy concerns, the AI legislation also addresses the public need for the 
AI to be ethical. Ethical means that AI makes decisions and recommends actions that are 
transparent, trustworthy, and beneficial to society. This legislation addresses the need to 
guardrail and control AI from growing to become a threat that is outside human control, 
which is exemplified in articles such as “AI and the Paperclip Problem,” written by Joshua 
Gans.

This issue will be described in detail in the rest of the chapter.

2024—Regulating AI Usage in EU with EU AI Act

Following the growth of global concerns on the increasing power and perceived lack 
of transparency related to the decisions and actions that are taken by leveraging AI 
algorithms, the EU has created the world’s first comprehensive regulation on AI usage 
through the EU AI Act.

The AI Act classifies AI according to its risk and imposes regulatory constraints 
accordingly:

■■ Prohibited AI Systems: Any system that deploys subliminal, manipulative, or 
deceptive techniques to distort behavior or decision-making. In this category also fall 
systems that use biometric categorization (based on sensitive individual attributes 
such as sex, religion, political opinion) or perform real-time biometric identification 
(outside specific law-mandated situations) and therefore affecting personal rights and 
freedoms.
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■■ High-Risk AI Systems: Systems used in areas such as critical infrastructure, educa-
tion, employment, law enforcement, and access to essential services, where they 
significantly affect individuals, rights or safety. These systems must undergo rigorous 
risk management, data governance, and compliance assessments before deployment. 
Also, they must be documented in detail (technical documentation and record  
keeping) and allow for human oversight.

 

Note  AI systems intended to be used as safety components in the management and 
operation of critical digital infrastructure communication systems, including networking, 
are considered critical. This means communication service providers and IT networks 
and surrounding management systems fall in this category if they are providing a critical 
connectivity service either at the national level or supporting other critical enterprises  
(e.g., utilities).

■■ General-Purpose AI: Any AI model that displays significant generality and is  
capable of competently performing a wide range of distinctive tasks as well as  
integrating with other AI models. These systems must provide comprehensive 
technical documentation and provide a detailed summary about the content they 
used for training before being allowed for use.

■■ Limited Risk: AI systems manipulating images, sound, or videos where there are 
transparency obligations of informing the users they are interacting with a product 
of an AI system.

■■ Minimal Risk: (e.g., video games or AI spam filters) Where most AI applications are 
expected to exist. These systems are unregulated; however, a voluntary code of  
conduct is suggested for the application owners.

As a notable exception, AI systems used for military, national security, or pure scientific 
research are exempted from the AI Act.

As in the GDPR case, penalties for noncompliance are high and can result in fines up to 
€35 million or 7 percent of annual company turnover.

The applicability of the EU AI Act (just like in GDPR cases) goes beyond the EU physical 
border and applies to any AI system or product that processes data or provides services 
to EU citizens.

2025—US State Laws Addressing AI Risks

Following the EU AI Act example, in the absence of a federal comprehensive approach, 
various US states have started to draft similar AI legislation. The first notable examples 
are as follows:

■■ Colorado AI Act (CAIA): This act, in a similar manner to the EU AI Act, focuses on 
high-risk AI systems that are a substantial factor in influencing user “consequential 
decisions,” which in this context are defined as education, employment, financial 
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services, housing, health, or legal services. The act also protects against “algorithmic 
discrimination,” which like the EU AI Act relies on “protected user characteristics” 
such as “religion, sex, or political views.” High-risk system documentation and con-
sumer awareness (disclosure) are mandated as part of the law. The CAIA is the first 
US state law that aims to comprehensively protect against the risk of deploying and 
using AI systems.

■■ California AB2013: Generative AI Law: This law regulates “generative AI,” defined 
as AI that can generate derived synthetic content such as text, images, video, and 
audio. The law focuses on the quality and origin of the datasets used by the  
AI models and requires public disclosure of

■■ Sources and owners of the datasets

■■ How the data has been used in enhancing the models

■■ Types and number of data points, protected, or personal information being used

■■ Usage of synthetic data generation

■■ Time period when the data has been collected, if the data is still being collected

■■ Utah AI Policy Act (UAIPA): This act requires full disclosure when a person inter-
acts with an AI system for a set of regulated services (e.g., accountants, financial 
advisors, physicians). The disclosure must be done either verbally (at the start of the 
conversation) or electronically (at the start of the written interaction). This represents 
the first US state law that mandates transparency obligations during interactions 
with GenAI systems.

At the time of writing the book, more than two-thirds of US states have in place or are 
about to establish AI-related regulation on topics ranging from transparency to privacy 
and risk management. While an EU comprehensive approach is still missing at the US  
federal level, this state-level regulation continues to show the legislative need to address 
the challenges brought by deployment and usage of performant AI systems.

Overview of EU Digital Regulations
EU sees the innovation brought by the digital technologies as a fundamental force 
enabling its modernization and competitive advantage in the 21st century.

To formalize its vision, in 2021 the EU produced the “Digital Decade” manifest, which 
outlines the long-term strategy for the digital transformation of the European Union until 
2030. The “Digital Decade” seeks to define a set of rights and principles for Europeans 
that will “empower businesses and people in a human-centered, sustainable, and more 
prosperous digital future.” Ultimately, the EU sees data and digital domains and tech-
nologies as a truly European project domain, and as a new and emerging technology, a 
pan-EU unifying force, transcending geographical boundaries.

Supporting this strategy, the EU has also released EU Declaration of Digital Rights and 
EU Data Strategy manifestos, which add additional depth on the principles and approach 
envisioned for implementing the targets set for the “Digital Decade” vision.



Overview of EU Digital Regulations    73

EU Declaration of Digital Rights: Key Principles Supporting an 
Effective Digital Strategy Implementation

While generally high-level, the principles outlined in the EU Declaration of Digital Rights 
highlight an important blueprint to follow when embarking on a digital transformation 
journey for any organization:

	 1.	 Respect the law: “Democratic oversight of our Digital Environments”—This principle 
is especially aimed at ensuring the “privately-held digital companies have understood 
(and acted upon) the huge power and influence they can exert over society” are fully 
aware and following the EU legislation regulating digital technologies.

	 2.	 Technology should be understood and used by everyone: “Solidarity and Inclusion—
Technology for Everyone”—This principle aims to ensure the use of technology is 
truly inclusive, including for those who have less advanced technical skills and who 
are unaware of their digital rights.

	 3.	 Access to high-speed affordable digital access—a basic human right. In this very 
important statement, the EU is putting high-speed Internet connectivity at the same 
level with basic critical services such as water or electricity by encouraging “policy-
makers and businesses to design, promote and set up digital infrastructures and  
solutions in such a way as to ensure everyone, everywhere (at least in the EU) may 
access affordable high-speed digital services”

	 4.	 The right to access education, training, and lifelong learning and to be able to acquire 
all basic and advanced digital skills.

	 5.	 The right to have access and be able to make informed choices:

a.	 Everyone should have access to a trustworthy, diverse, and multilingual online 
environment.

b.	 Transparency and trust in data management: Everyone has the right to freedom of 
expression, without fear of censorship or intimidation. Everyone should have the 
means to know who owns or controls the media services they are using.

c.	 Privacy and individual control over data: Everyone has the right to the protection 
of their personal data online (how said data is used and with whom it is shared). 
Everyone has the right to the confidentiality of their communications. Everyone 
should be able to determine their digital legacy.

d.	 Making informed choices about artificial intelligence: Everyone should benefit 
from the advantages of artificial intelligence. This involves making their own, 
informed choices in the digital environment and being protected against any risk 
or harm to their health, safety. and fundamental rights.

e.	 Protecting children: Children have the right to be protected from all crimes com-
mitted via or facilitated by digital technologies, have access to age-appropriate 
materials, and be empowered to make safe and age-appropriate decisions.

Here are the main takeaways: The principles of data privacy, the ability to make informed 
choices, transparency, and trust are paramount, combined with universal high-speed digital 
access, lawfulness, and technology being affordable, understood, and available for everyone 
to learn; these are the main pillars that constitute the EU approach to digital transformation.
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EU Data Strategy

To facilitate and accelerate digital innovation, the EU aims to create a single market for 
data following the FAIR principles: Findable, Accessible, Interoperable, and Reusable.

In this strategy

	 1.	 Data can flow within the EU and across sectors, for the benefit of all.

	 2.	 European rules, in particular privacy and data protection, as well as competition law, 
are fully respected.

	 3.	 The rules for access and use of data are fair, practical, and clear.

Having clear principles and a unified approach to data across EU states lays the  
foundation for the consequent application of digital policies and provides the necessary 
environment for digital innovation.

As mentioned previously, this approach is universally valid for both public sector and  
private enterprises and will be studied in detail across other chapters in this book.

The Wave of EU Digital Regulation

Having outlined the vision, strategy, founding principles, and data strategy, EU has  
implemented a wide range of policies and laws addressing the digital common market, to 
shape the ongoing cross-EU digital transformation. The sequence of relevant EU digital 
regulation acts between 2016 and 2024 is presented in Figure 2-2.

Figure 2-2  Overview of Key EU Digital Legislation Between 2016 and 2024
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After the initial implementation of the personal data protection, privacy, and management 
act (or GDPR), which was in essence a horizontal law applicable across sectors and indus-
try, the EU focused on vertical sector-specific regulation in subsequent years:

■■ Content Portability and Geo-Blocking Regulation: Content portability refers to the 
right of EU citizens to access paid-for online content services in other EU member 
states, in the same way as they would in their home country, as part of the EU digital 
single market. Subscribers can download and watch the same films and TV series 
anywhere in the EU. This relevant regulation sustains a common EU data and  
services framework.

■■ The Directive on Copyright in the Digital Single Market: This regulation provides a 
framework for fairer remuneration of content authors, especially when their content 
is published online, while promoting a transparent relationship with the platforms 
hosting their online content.

An important provision comes in Article 17, which states that in the absence of 
explicit content from the original author, online providers must remove the content 
from their platforms. This ensures the webscalers’ and other content providers’  
compliance with the “right to consent” GDPR provisions.

■■ Data Governance Act (DGA): This act promotes trust in voluntary sharing data 
mechanisms. One of its main purposes is to stimulate EU data-driven innovation and 
reduce the market power of large tech companies that typically sell large datasets. 
This law is especially important in helping smaller start-ups to get access to datasets 
for training their analytics algorithms and large language models (LLMs).

DGA relies on three major pillars, also represented in Figure 2-3:

■■ Pillar 1: Use of public data for private purposes: This pillar promotes the reuse 
of public sector data beyond its original purpose by non-public sector bodies and 
contains rules regarding how certain categories of protected data, normally out-
side public access, could be used.

■■ Pillar 2: Data available through intermediation services: This pillar promotes 
voluntary data sharing practices between companies and facilitates the exchange 
of substantial amounts of data and the use of data. Among mechanisms promot-
ing data sharing is the introduction of data intermediation services—for example, 
open data marketplaces—which need to follow a rigorous registration and  
compliance process.

■■ Pillar 3: Data altruism—voluntarily donating data: This donation can be done 
by “data-altruistic organizations,” which should operate on a nonprofit basis and  
be legally independent from any for-profit entities.
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Mechanisms to increase data
availability

The Data Governance Act as a means to achieve the 
objectives of the “European Data Strategy”
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•  Transparancy, fairness &
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Figure 2-3  Summary of the Data Governance Act’s Three Pillars

■■ Digital Markets Act (DMA): This act aims to ensure more competition, thus pre-
venting large digital platforms (most of the time non-EU based) from leveraging their 
powerful market power and facilitating conditions for new companies to enter the 
EU digital market. This regulation specifically targets the largest companies (named 
gatekeepers) operating digital content in the EU that are selected based on the vol-
ume and number of users and turnover and capitalization. When DMA appeared, six 
companies (the largest social media and data hyperscalers) were identified as “core 
platforms” and had to comply with the regulation. The list of obligations included 
prohibition to combine data collected from different services of the same company 
(e.g., Facebook and WhatsApp), rules against self-promotion, bundling, and rules 
aimed to ensure data portability and interoperability (aligned with “control over own 
data” principles).

■■ Digital Services Act (DSA): This act addresses illegal content, transparent advertis-
ing, and disinformation. Like the DMA, it applies to online platforms and interme-
diaries that process or contain significant end-user data and through their apps have 
the power to influence end-user decisions. Key requirements include disclosing to 
regulators how their algorithms work, providing users with explanations for content 
moderation decisions, and implementing stricter controls on targeted advertising, 
which is aligned with data processing explainability/transparency rules.

■■ e-Evidence Regulation: This regulation applies to service providers offering services 
in the EU. If the service provider is located outside the EU but offers electronic 
services to EU citizens, it must appoint legal EU representation to implement this 
regulation. The regulation allows judicial authorities in one member state to request 
electronic evidence directly from a service provider operating in another member 
state. Such a request (aka a production order) can be created by a judicial authority 
or a person who is suspected or accused in criminal proceedings. This regulation  
significantly simplifies the procedure to lawfully obtain user data from service  
providers that have EU customers.
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■■ EU Data Act: This act aims to enable better access to IoT data and to strengthen  
the competitive fairness in user-manufacturer contractual relationships over data by 
providing a comprehensive set of rules and a framework for data sharing.

It states that connected products must be “designed and manufactured…in such a 
manner that product data is by default, easily, securely, free of charge, in a com-
prehensive, structured, commonly used and machine-readable format and, where 
relevant and technically feasible, directly accessible to the user.” This means the IoT 
devices subject to this act must already be manufactured in a way that respects the 
data requirements.

If the data recipient wants to receive the data or share it with third parties, the data 
holder may charge a nondiscriminating fee and cannot impose unfair contractual 
terms.

If a technical provision option to share IoT data does not yet exist, companies 
should introduce one in good time.

Although the EU Data Act refers only to non-PII IoT data, if PII data coexists, 
GDPR rules must also be observed.

Companies could invoke a “trade secrets” exception in sharing the data; however, 
this exception must be evaluated on a case-by-case basis, and the existence of such a 
trade secret must be proven.

An overview of the IoT data flow, as proposed by the EU Data Act, is presented in 
Figure 2-4; this figure highlights the relationship between the user sharing IOT data 
with the manufacturer, which is the data holder sitting in between and managing 
end-user data sharing with commercial entities and the government.

USER DATA HOLDER
e.g. car manufacturer

STATE
AUTHORITIES

THIRD PARTIES
e.g.Insurers

B2G
Data transfer

B2B
Data transfer

B2C
Data transfer

Generated data

Permission for data transfer by the data
controller to third parties

IT-ENABLER
Provide interface for
data transmission

Figure 2-4  Summary of the Data Sharing Flow Under the EU Data Act
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Note  When nonpersonal data is processed together with personal data, the GDPR 
must also be applied. Protection of company trade secrets can be used as an exception 
to restrict compliance on the data sharing policy, especially toward third parties. Trade 
secrets have their own legislation they must follow (the EU Trade Secrets Directive) and 
can have primacy if they conflict with the EU Data Act. Every exception does, however, 
need to be reviewed and proven on a case-by-case basis.

The EU Data Act, by providing clarity regarding access to and use of data, comple-
ments the Data Governance Act, which increases trust in voluntary data-sharing 
mechanisms.

■■ NIS2: EU Cybersecurity Regulation: This directive mandates that each EU member 
state adopt a national cybersecurity strategy, including policies for supply chain 
security, vulnerability management, cybersecurity education, and awareness. As an 
important regulation, member states must also establish and regularly update a list 
of operators of essential services, ensuring these entities comply with the directive’s 
requirements.

The rules apply to communications systems and applications serving medium and 
large providers of critical infrastructure, such as energy, transport, finance, and 
water management. Additionally, digital infrastructure and service providers are also 
considered part of the critical services sectors. They will have to take appropriate 
cybersecurity risk-management measures and notify relevant national authorities of 
significant incidents, especially if they cause disruption or damage to the provided 
critical services.

The directive also outlines audit guidelines, peer review, supervision, and enforce-
ment guidelines, including accountability of the top management for noncompliance, 
thus bringing cybersecurity to the attention of the boardroom.

■■ Digital Operational Resilience for the Financial Sector (DORA): This regulation 
sets out requirements covering key areas of information and communications tech-
nology (ICT): risk management (including third party), incident reporting, and digital 
operational resilience testing.

It sets guidelines to define the contractual and oversight relation between financial 
entities and third-party service providers, including these providers’ participation in 
security audits and penetration testing.

It also sets rules on supervisory authorities’ cooperation, including supervision and 
enforcement.

As such, DORA provides a sector-specific framework for the financial sector that 
complements and, where applicable, takes precedence over the NIS2 Directive.
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■■ EU AI Act: As already mentioned in the “Short History of Data Privacy,” the EU 
AI Act is comprehensive uniform and horizontal EU legislation aimed at promoting 
AI-driven innovation while protecting against its potential harmful effects. This act 
supports the EU’s vision that people and companies are willing to take greater risks 
and speed up innovation as long as they trust the technology being used.

The target AI is defined in a very broad manner as a “machine-based system that, for 
explicit or implicit objectives, infers from the input it receives, how to generate out-
puts such as predictions, content, recommendations, or decisions that can influence 
physical or virtual environments” to cover the entire range of AI algorithms from 
very simple such as regression up to complex implementations (deep learning and 
generative AI).

The legislation makes a clear distinction between different actors using or produc-
ing AI systems and imposes separate obligations especially for developers (people 
or entities producing and putting AI systems into service) and deployers (people or 
entities that are using the output of an AI system for professional activities).

The act explicitly prohibits systems that directly contradict human and digital  
fundamental rights such as the “right to free and informed choice and expression.”

The AI systems that significantly impact people’s safety or individual rights are  
considered high risk and need to be properly audited, secured, documented, and 
governed. As a deployer, additional requirements are imposed, especially around data 
compliance with GDPR and intended use, incident reporting, and the requirement for 
end users to provide informed consent.

A special focus is given to general-purpose, foundational, and generative AI systems 
(GenAI; such as OpenAI/ChatGPT models) that require an additional level of model 
evaluation, adversarial testing, and source data transparency. This is due to both 
their widespread use and impact as well as their potential to be used by downstream 
application users for specific business applications.

AI systems that have limited access to end-user PII data and could mainly deceive 
users by providing fake images or answers or impersonating a real person are  
categorized as limited risk with the main obligation to inform end users that they are 
dealing with AI-generated outcomes.

All other AI systems that have minimal access to PII data and can have a potential 
low impact on human decision-making are deemed as minimal risk with the recom-
mendation that developers and deployers create and use them under a “code of  
conduct” that promotes transparency and responsible utilization.

An overview of the risk levels and recommended actions as outlined by the EU AI 
Act is presented in Figure 2-5.



80    Chapter 2: Regulations Impact on Autonomous Networks

The AI Act takes a risk-based approach

Prohibited

Examples of unacceptable-risk AI systems

Examples of high-risk AI systems:

Examples of limited-risk AI systems:

Examples of minimal-risk AI systems:

Conformity assessment

Transparency obligation
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Contravene Union values,
like fundamental rights. Unacceptable

risk

High risk

Limited risk

Minimal risk

•  Behavioral manipulation.
•  Exploitation of vulnerable
   characteristics of people.
•  Social scoring by public authorities.
•  Real-time remote biometric identification for
   law enforcement.

•  Evaluation of eligibility to credit, health or life
   insurance or public benefits.
•  Analyses of job applications or evaluation
   of candidates.
•  Product safety components.

•  AI systems that interact with consumers.
•  Generative AI*: AI systems generating or
   manipulating content (image, audio or video).

•  Spam filters.
•  AI-enabled video games.

High risk to health, safety,
environment and

fundamental rights.

Risk of impersonation
or deception.

No high risks.

* Further specific obligations to generative AI and foundation models will apply outside of this risk-based approach

Figure 2-5  Summary of EU AI Act Risk Levels

The EU AI Act is relevant for large digital infrastructure providers in their role as 
strategic utility providers, either national (communication service providers) or 
with an industry scope (IT infrastructure covering critical domains such as medical, 
finance, public government services, justice, electricity, gas, water).

Under this act’s rules, applying AI to generate insights, decisions, and actions for 
these network communication infrastructures falls within the high-risk category. 
This means that a very strict governance of AI implementation needs to be observed, 
including proper vetting of upstream AI algorithms being used, cybersecurity 
measures to protect AI systems, logging and auditing of AI activity, and not least 
ensuring explainability and transparency of AI decisions, especially if GenAI/LLM 
algorithms are being used; they are described in detail in Chapter 5, “Generative AI 
in the Context of Autonomous Networks.”

The State of AI Regulation in the Rest of the World
As noted in the previous section, the EU regulation around AI takes a comprehensive and 
horizontal approach that provides a unified mandatory policy enforcement and associated 
fines across all industries in relation to AI system usage and compliance.

It also imposes significant fines for noncompliance (up to €35 million or 7 percent of 
the organization’s total worldwide annual turnover for the preceding financial year) and 
covers any AI system or commercial offer that is used by EU customers, regardless of the 
geographical location of the company providing the services.
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While the EU AI Act covering AI systems together with the EU Data Act, which covers 
IoT data, and the GDPR, which covers personal data, are considered the golden standards 
for AI regulation and its corresponding data usage, in the rest of the world, AI regulation 
is typically less unified, detailed, or restrictive. Most governments take a more lenient 
wait-and-see approach as they try to balance regulation and innovation in this emerging 
domain.

USA AI Regulation

The US legislation on AI combines federal and state laws that usually prefer to regulate 
topics on a per-industry level.

At the federal level, there is currently no legislation or policy regulating the use of 
AI because US authorities prefer to remove any barriers preventing AI innovation at a 
national level.

There are, however, frameworks and guidelines that intend to shape the development and 
use of AI, such as the White House Blueprint for an AI Bill of Rights, where five prin-
ciples focused on AI safety, effectiveness, privacy, transparency, and control are outlined:

■■ AI systems should be developed with direct input from people and communities that 
will directly use them in order to enable a positive and lasting impact.

■■ AI systems should have embedded safeguards to protect against discrimination  
and bias.

■■ AI systems should ensure explicit consent is requested when they collect and use 
end-user data.

■■ End users should be notified when dealing with AI systems, and AI decisions should 
be explainable.

■■ End users should be able to provide feedback that changes the AI system’s outcome 
and chooses a human decision as an alternative.

Another important framework is provided by the US National Institute of Standards  
and Technology (NIST), which has released the Risk Management Framework for AI  
(AI RMF), which articulates a methodology to develop trustworthy AI systems.

The AI RMF defines a set of characteristics that AI systems need to have to be 
considered trustworthy and guidance for obtaining them:

■■ Validity and Reliability: These characteristics are obtained through ongoing testing 
and conformance monitoring to ensure that AI systems perform as intended across 
different conditions and over time.

■■ Safety: An AI system should not endanger the person engaging it, achieved via 
safety-by-default design.

■■ Security and Resilience: Systems should be capable of defending and recovering 
from an attack.
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■■ Accountability and Transparency: Systems should ensure confidence in the 
decision-making process.

■■ Explainability: They should provide information that will help the user understand 
the purpose and impact of the AI system,

■■ Privacy: They should protect human identity by anonymizing private data used in 
interactions and ensure its confidentiality.

■■ Avoid Bias: This characteristic should be provided through proper selection,  
processing, and usage of datasets.

NIST has also published an implementation playbook that provides guidance on ensuring 
compliance with its stated principles, also shown in Figure 2-6:

■■ Govern: This principle addresses policies, procedures, and practices an organization 
needs to employ to map, measure, and manage AI risks.

■■ Map: This principle addresses collecting context about the functioning, purpose, 
and usage of the AI system to better understand its potential impact and associated 
risks.

■■ Measure: This principle focuses on testing AI systems before deployment and 
continuously during their operation to ensure compliance. The framework puts 
emphasis on the TEVV (test, evaluate, verify, and validate) methodology to ensure  
AI system compliance throughout the lifecycle.

■■ Manage: This principle ensures resources are available to address the identified 
risks and measures based on the guidance provided by the govern function. It also 
includes having clear contingency measures in place to respond, recover, and  
communicate when an incident occurs.

The NIST AI RMF is one of the first practical guides on defining, measuring, and 
addressing AI risks; many private companies are using it as a reference to define their AI 
governance frameworks.

Certain federal institutions have also created rules for sector-specific use of AI:

■■ The Federal Aviation Administration Reauthorization Act provides guidance on AI 
usage and oversight within the aviation industry.

■■ The National Defense Authorization Act provides guidance on AI usage and  
supervision within the defense sector.

At a national level, many multinational companies, especially within the tech and cloud 
computing sector, have put voluntary company guidelines in place on using AI in an 
open, transparent, secure, and safe manner as a matter of self-regulation in the absence of 
country-wide legislation. This topic will be described later in this chapter.
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Figure 2-6  Summary of NIST AI Risk Management Framework

Similarly, in the absence of a general and horizontal federal law, multiple US states have 
created their own AI regulations with more than 40 US states having enacted planning to 
enforce AI laws on specific topics.

At this moment, it is increasingly difficult to obtain a clear, common set of AI rules at a 
national level in the US, and except for a few specific federal agencies’ regulations on the 
use of AI for their areas of focus, companies operating in the US must do thorough work 
toward ensuring compliance with the various nonuniform state regulations.

Latin America: Brazil AI Regulation

Brazil is currently in the final stages of adopting its first AI regulation: the Brazil AI Act. 
The proposed act plans to define a comprehensive regulatory framework for AI develop-
ment, deployment, and use. It also aims to ensure that the AI systems provide protection of 
fundamental rights, are secure and reliable, while remaining compatible with existing laws 
protecting human dignity, democratic values, and scientific-technological development.



84    Chapter 2: Regulations Impact on Autonomous Networks

The Brazil AI Act plans to follow a prescriptive risk-averse approach like the EU AI Act 
and split AI systems into three risk tiers with different focus and regulation intensity:

■■ Excessive risk (prohibited)

■■ High risk (heavily regulated)

■■ Other systems (basic requirements)

Similar to the EU AI Act, the Brazil AI Act plans to impose significant penalties—up to 
R$50 million per violation or 2 percent of company revenue in Brazil. Among its  
provisions, the policies mandate algorithmic impact assessments for high-risk systems, 
establish civil liability frameworks, and promote safe innovation through regulatory  
compliant sandboxes.

As notable policies, the law includes mandatory human oversight throughout the  
AI system’s lifecycle, rights to explanation and contestation of AI decisions, and strict 
requirements for public sector AI use.

China AI Regulation

In 2017, China issued the New Generation Artificial Intelligence Development Plan, 
which planned in detail the development of AI from different angles, including scientific 
research, application, and policy support.

China has also implemented specific AI regulation, such as

■■ Administrative provisions on recommendation algorithms in Internet-based informa-
tion services regulate the use of AI algorithms such that algorithm recommendation 
service providers shall not take advantage of algorithm recommendation services to 
engage in activities prohibited by laws and administrative regulations.

■■ Administrative provisions on deep synthesis in Internet-based information services 
impose obligations on the providers and users of so-called deep synthesis technol-
ogy (deep learning, machine learning, and other algorithmic processing systems) to 
ensure compliance with local laws; prevent the use of deepfake services to produce, 
copy, publish, or disseminate information; and ensure transparency, ethical use,  
security, and human control.

■■ Interim measures for the management of generative artificial intelligence services 
(GenAI measures) set the rules guiding generative AI implementations, such as  
content moderation, responsible data selection, and usage for training purposes;  
tagging of generated content as being AI originated; user data privacy protection; 
and security recommendations.

■■ Scientific and technological ethics review regulation requires entities engaging in scien-
tific research activities in life sciences, medicine, or AI to establish an ethics committee.

Contrary to the EU AI Act, China’s AI regulations do not impose penalties, referring 
instead to the penalties imposed by the existing laws covering cybersecurity, data  
privacy, and civil and criminal code.
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Although, in principle, the penalties imposed by the existing legal framework could be 
quite stiff, the AI regulations are very vague (as opposed to the EU AI Act provisions) 
and open for interpretation (for example, there is no clear definition of AI and generative 
AI). This makes compliance, implementation, and enforcement very difficult.

Japan AI Regulation

Like most of the world, Japan has taken a more gradual approach to AI regulation and has 
promoted a wait-and-see approach and nonbinding guidance, such as the AI Guidelines 
for Business Version 1.0, which outlines “unified guiding principles in AI governance in 
Japan to promote the safe and secure use of AI.” Its nonbinding recommendations require 
a community approach and voluntary efforts. As in China’s case, penalties for related 
violations would be governed by the current existing laws, such as the civil code, Product 
Liability Act, and the penal code.

Recently, Japan proposed a more formal AI law under the name “bill for the Act concern-
ing the Promotion of Research and Development and the Utilization of Technologies 
Related to Artificial Intelligence.”

Under its provisions, the Japanese government is tasked with

■■ Gathering information on trends in research and development and utilization of 
AI-related technologies

■■ Analyzing situations and taking appropriate measures when the rights and privacy of 
citizens have been impacted by improper development or use of AI technologies

■■ Conducting surveys and studies promoting the research and development of  
AI technologies

Unlike the “EU AI Act,” the proposed law is rather vague in its policy definitions because 
its main intent is to guide rather than police the development and use of AI to support 
fast innovation.

There are no clear penalties for breach of the law; however, the Japanese government is 
being encouraged to publish a “name-and-shame” list of offenders and thus make it harder 
for those specific companies to do business in the future.

South Korea AI Regulation

Recently, the South Korea National Assembly passed the Act on the Development of AI 
and Establishment of Trust (AI Basic Act) to regulate AI systems within the country. The 
law seeks to bring opportunities for businesses using AI, providing responsible oversight 
with a clear set of ethics guidelines and reducing uncertainty on how to proceed on  
high-impact AI systems.

The law promotes a specific industrial growth policy, being aimed at enhancing South 
Korea’s competitive advantage on AI with other international players. At the same time, 
the law bears multiple similarities with the EU AI Act, especially by advocating a risk-
based approach and categorizing certain use cases as high-risk AI.
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At the same time, the Basic AI Act has a different emphasis from the EU AI Act. Whereas 
the Basic AI Act focuses on integrating industry growth and regulatory governance with 
a focus on post-market oversight, the EU AI Act focuses mainly on governance  
regulation, risk mitigation, and compliance before an AI system is brought to the market.

The Basic AI Act also focuses only on developers of AI, balances regulation with  
innovation and growth incentives, imposes only moderate fines for noncompliance, and 
considers only foreign AI systems that have South Korean users above a certain threshold.

The South Korea Basic AI Act is considered a more industry and innovation-friendly law 
compared with its EU counterpart; it highlights the wait-and-see approach that most 
regulators are currently taking given the infancy of the technology.

Australia AI Regulation

In a similar approach to most of the world, Australia has adopted a set of guidelines on 
using AI that is nonbinding. Any violations are governed by its existing civil and penal 
laws that focus on data and consumer privacy, such as the Online Safety Act 2021, the 
Privacy Act 1988, and Australian consumer law.

Australia has published a number of guidelines focusing on AI, such as “AI Ethics 
Principles”; they are meant to act as guidance for AI development and implementation.

These principles follow the general consensus outlined by the EU AI Act, highlighting 
areas such as

■■ “AI should be beneficial and not harmful to the environment it operates into.”

■■ “AI should respect human rights.”

■■ “AI should be fair, transparent, explainable and provide privacy and security.”

■■ “Human creators of AI systems should be accountable for their system outcomes.”

■■ “AI systems should provide a consumer feed-back loop to contest and change its 
behavior.”

While the Australian government admits its current legislation does not fully address the 
risks of AI, the legislation does outline the government’s desire to stimulate an unrestrictive 
development and low-risk AI systems. To strike a balance between innovation and secu-
rity, it also outlines that it is focusing on designing a legislation that “safeguards citizens, 
ensures transparency, testing and accountability” for high-risk AI systems, thus nodding 
more toward EU AI Act future legislation that is aimed at regulating high-risk AI.

State of AI Regulation Conclusions

AI is a new and fast-evolving technology that has widespread impact. It has gotten the 
attention of government regulators worldwide. As in every emerging technology, when 
regulating, governments need to strike a delicate balance between promoting innovation 
by being less prescriptive and promoting security and privacy.
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This need for balance has split the types of regulations into three major types:

■■ Security and privacy first approach, resulting in prescriptive AI laws with clear 
fines for noncompliance: Here, we find the EU AI Act and the Brazil AI Act.

■■ Laws striking a fine balance between supporting security and innovation,  
usually having a moderate level of prescriptive policies and no clear fines, leaving 
the punishment to be applied based on existing civil and penal codes: Here, we 
find the South Korea, Japan, and China AI Acts.

■■ Laws that adopt an innovation-first approach and provide a set of guidelines that 
should be voluntarily followed with no clear enforcement mechanism: Here, we 
find countries like Australia.

Due to its size and high amount of AI innovation, the US is a special case. At the federal 
level, the US takes an innovation-first approach with only a set of nonbinding AI guidelines 
being provided while specific federal agencies provide a more binding sectorial approach 
(e.g., aviation, defense). At the same time, the vast majority of US states are taking matters 
into their own hands and regulating AI at the state level (more than 40 states have  
AI laws or are in the process of establishing them). This approach creates a very difficult  
AI legislative environment for companies doing AI-related business in the US.

Ultimately, each country will have to make a similar choice when deciding on the right 
approach to create its own AI legislative framework; however, the principles of privacy, 
transparency, security, human rights compliance, and explainability will remain relevant 
in relation to AI, regardless of whether they are enacted in a binding law or a nonbinding 
set of guidelines.

According to the UN Trade and Development Commission, in 2023 two-thirds of 
developed countries had a national AI strategy compared to only 6 percent of the 
developing nations, highlighting the early stage of AI regulatory adoption worldwide, 
especially among the developing countries.

Given the power of international trade, there is an expectation that in the future econom-
ic blocs with higher trade integration to adopt similar AI frameworks will facilitate doing 
business with each other (e.g., EU and US); however, this topic will become relevant once 
the AI technology becomes more established and mature.

Because of the current highly fragmented regulatory state of AI regulations worldwide, 
designing and implementing autonomous network systems, especially when dealing with 
a large amount of data, automation, and AI models driving autonomy, will need to follow 
a comprehensive but flexible approach to address the three tiers just described.

Different regions impose different rules on data protection, transparency, safety, and 
accountability. For example, in the EU, AI-driven decisions must include human  
oversight, especially for high-risk use cases. In less-regulated jurisdictions, systems can 
implement automated decisions and data processing with less regulatory oversight, 
but they still bear the legal responsibility if a wrong decision leads to data exposure. 
Therefore, most systems implementations tend to align and follow the most restrictive 
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legislation (in this case, the EU) because this will act as a quality mark and provide them 
protection in other less restrictive legislation as well.

How Companies React to Existing AI and Data 
Regulation

In the previous sections, we discussed the legislative framework covering data privacy 
and AI development and implementation. Both topics are related to emerging technolo-
gies that are linked with each other and that have experienced an exponential develop-
ment. You need to have a good data strategy to derive insights, including through AI. At 
the same time, given its novelty, there is a global lack of alignment between countries and  
economic blocs regarding the intensity and punitive measures of regulating the two 
topics. Whereas some promote a risk-averse security-first approach by being extremely 
prescriptive with large associated penalties for noncompliance, others take an innovation- 
first philosophy, publishing nonmandatory guidelines with no associated fines. 
Sometimes, even at a country level, there is a misalignment between central or federal 
government legislation and its regional or state-level policies.

This misalignment puts most of the large, especially multinational, companies in a dif-
ficult position. What is forbidden in one place of the world can be perfectly acceptable in 
another and vice versa.

One of the major strategies of the private sector to address this issue was to create 
company-specific AI and data management policies that take a common-denominator 
least-path-of-resistance approach. Companies use this strategy to gain consumer trust, 
avoid litigation, reduce business risk, and show leadership in an uncertain and fast- 
changing legislative environment. In this section, we will go over some of the code of 
business conduct and internal policies in these companies as they relate to data and AI, 
showing their focus on following the most important data and AI principles highlighted 
in previous sections.

To be thorough, we have selected the examples of a global equipment vendor (Cisco), a 
global communication service provider (Deutsche Telekom), and a global enterprise  
specialized in managing investment in technology (Softbank).

The Cisco Approach to Data Privacy and Responsible AI

If we look at the current state of business, where more than 84 percent classify AI as 
being important and very important, and target business use cases to deploy AI being:  
IT infrastructure (84 percent), cybersecurity (83 percent), and customer experience  
(75 percent), Cisco is one of the key companies providing AI infrastructure, AI-driven 
insights, AI security, and AI use cases while leveraging its extensive IP transport  
know-how acquired by running the majority of Internet traffic on its equipment.

With great market power comes great responsibility, and Cisco has taken a proactive 
approach toward establishing a set of policies that protect customer data and ensure a 
responsible AI approach within the company.
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Safeguarding Data Privacy: Cisco’s Global Privacy Policy

Cisco’s global privacy policy aims to safeguard the data privacy of Cisco’s customers’, 
partners’, and employees’ personal data. The following principles establish Cisco’s  
practices for collecting and processing personal data:

■■ Fairness: The data is processed in a fair, legitimate, and transparent manner.

■■ Purpose Limitation: The data is processed in a manner that is compatible with the 
explicit purpose for which it is collected.

■■ Proportionality: The data is processed in a relevant manner that is not excessive for 
the declared scope.

■■ Data Integrity: The personal data will be kept accurate and up to date to enable 
accurate decision-making.

■■ Data Retention and Disposal: The data will be kept for the duration required to 
accomplish the stated purpose, after which it will be destroyed or anonymized 
to support business insights, operational improvement, or legal and compliance 
obligations.

■■ Data Security: Cisco will ensure reasonable physical, technical, and organizational 
measures to safeguard personal data and also ensure the same principles apply to the 
third parties processing data on Cisco’s behalf.

■■ Individual Rights: Cisco will ensure compliance with applicable personal data  
protection and privacy laws in the countries where it operates.

■■ Accountability: Cisco will implement various tools, processes, and controls to  
demonstrate its compliance in processing personal data with existing privacy policies 
and laws.

The policy also states that when Cisco processes personal data as a processor on behalf 
of a customer, under the terms of a contractual agreement, Cisco not only will comply 
but also collaborate and facilitate the customer’s compliance as well as ensure privacy by 
design and privacy by default.

Where there is a conflict between the various countries’ applicable laws and this global 
privacy policy, Cisco’s legal team will analyze and make a decision to harmonize the two 
views in a manner that is compliant with local regulations.

The current Cisco global privacy policy reflects most of the guidance and requirements 
present in the more prescriptive data privacy laws existing at this moment, including the 
GDPR.

To facilitate and allow personal data transfers between different countries and economic 
regions, Cisco has also been certified under various bilateral frameworks and agreements 
that allow for private data transfer, such as the EU–U.S. Data Privacy Framework, the 
UK Extension to the EU–U.S. Data Privacy Framework, and the Swiss–U.S. Data Privacy 
Framework.
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Building on top of the data privacy principles, Cisco has also defined an ambitious set 
of guidelines defining the principles and methods it intends to use to ensure it builds 
and uses AI systems that are trustworthy, responsible, and compliant with AI regulations 
across the world:

As the main levers for ensuring a successful AI framework, Cisco focuses on five areas:

■■ An oversight committee composed of various AI experts and senior executives 
ensures that the policies and best practices used are compliant with the defined  
policy and up to date with a changing industry, legislation, and customer demand.

■■ Enforcing guardrail controls on the data being used for AI training and AI model  
reasoning to prevent bias and promote fairness, transparency, and security.

■■ Putting in place a robust incident management framework where any deviations of AI 
model output that impact human decisions or rights, such as bias and discrimination, 
are promptly analyzed and reported to the oversight committee for corrective action.

■■ Ensuring the framework and policy stays up to date and follows industry trends  
by participating in various industry forums where AI controls and policies are  
discussed.

■■ Continuing to promote responsible AI innovation by collaborating with external 
entities involved in research and development of responsible AI.

A summary of the principles is shown in Figure 2-7:

Figure 2-7  Summary of Cisco Principles for Responsible Artificial Intelligence
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The responsible AI guiding principles follow the key global best practices recommenda-
tions with a clear focus on

■■ Transparency: The framework informs users when and how AI is employed in 
Cisco’s technologies, the purpose and expected outcome of the AI being used, the 
model and data being used for training details, security, privacy, and human rights 
controls applied.

■■ Fairness: The framework requires documentation of AI use cases, impact assess-
ments, and appropriate oversight by a group of cross-functional leaders. This also 
covers allowing users to provide actionable feedback on how the AI model can be 
improved.

■■ Privacy: Cisco has built privacy engineering practices into and leverages Cisco 
Secure Development Lifecycle (CSDL), which is used for software development, 
including AI-based products. CSDL is a company-specific software development 
methodology that allows you to design, build, and operate software with security, 
including data privacy being built in.

■■ Security: Next to privacy, CSDL also allows for the creation of secure development 
lifecycle controls, which provide protection against security threats and include  
testing the resilience of AI systems against cyber attacks.

■■ Reliability: As part of the mandatory AI Impact Assessment process, Cisco reviews 
its AI-based solutions to determine whether adequate controls are embedded in their 
lifecycle to maintain consistency of purpose and intent when operating in varying  
conditions and use cases, effectively protecting against drift or misbehavior in 
diverse environments.

To ensure global coverage, Cisco’s guidelines are built based on NIST AI RMF recom-
mendations, which are broad enough to address existing AI regulations. At the same time, 
Cisco leaves the door open to further adjust their implementation to ensure compliance 
when specific incompatibilities are present with local laws.

Cisco is a signatory of the EU AI Pact (an initiative launched by the EU commission to 
help companies prepare for the AI Act provisions) and follows the guidelines of the EU 
AI Act, being expected to be fully compliant when its main provisions come into force.

With its strict and comprehensive policies covering data privacy and responsible AI,  
Cisco is ensuring legal and commercial compliance with a diverse set of global 
requirements, thus ensuring its business resilience.

Deutsche Telekom Approach to Data Privacy and Responsible AI

Deutsche Telekom (DT) is the largest telecommunications service provider in Europe  
and one of the largest in the world. DT started its AI journey early, first by providing 
Copilot-like chatbots to assist operations, introducing AI into its cybersecurity and 
threat detection platforms, and then embedding AI into its critical network operations 
such as guiding and optimizing its fiber network rollout.
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Introducing AI internally has been not only a technical upgrade but a fundamental  
culture shift. To address the privacy expectations of both its customers and employees, 
supporting this culture transformation, DT has realized it has to elevate the focus on fair 
use of AI and privacy data protection at the corporate board level and embed it into its 
fundamental company policies and practices.

To put this plan into practice, DT was one of the first companies in the world to  
introduce “AI guidelines on digital ethics” in 2018 (naming many of the globally accepted 
principles, five years before NIST AI guidelines!), highlighting the need for a framework 
that ensures AI is

■■ Responsible: Clearly defining who is accountable/responsible for which AI system 
outcomes

■■ Careful: Ensuring AI follows human-made rules

■■ Supporting: Having a customer-first outcome as a target

■■ Transparent: Clarifying when communication with AI takes place and how customer 
data is being used

■■ Secure: Protecting customer data

■■ Reliable: Ensuring the AI systems are compliant with the guidelines and outcomes 
being set

■■ Trustworthy: Ensuring human control to eliminate AI system misbehavior

■■ Cooperative: Ensuring AI systems work in a symbiotic collaboration with humans

■■ Illustrative: Providing, by design, the necessary documentation and skills for 
humans to work with AI systems

The AI guidelines have been elevated at the same fundamental corporate level as the code 
of conduct, guaranteeing its fundamental impact on the corporate culture.

DT has taken an additional step toward ensuring the AI guidelines become a fundamental 
part of its supplier code of conduct to ensure the entire supply chain alignment and  
conformance with its guidelines, a move that ensured early compliance with NIS2  
specifications:

■■ “Data processing and AI algorithms, as well as the use of the data have to  
be documented in a comprehensible manner, to be disclosed to DTAG if  
required.”—Illustrative principle

■■ “The development and usage of Artificial Intelligence is carried out according  
to the European fundamental values.”—Reliable principle
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■■ “The use of AI systems shall be non-discriminatory and transparent toward  
users.”—Transparent principle

■■ “The Supplier has clearly defined for his AI solutions who is responsible for which 
system and which AI function.”—Responsible principle

DT has highlighted the data privacy topic by naming a global data privacy officer who 
coordinates and addresses all topics related to data privacy within the company. This role 
reports directly to the board of DT, thus highlighting the empowerment and significance 
ensuring data privacy has within DT.

To address the changing needs of data privacy protection within the AI context,  
DT also defined the concept of “privacy by strategy” which enhances the previous  
“privacy by design” approach. Its main purpose is to ensure data protection is incorpo-
rated in any AI-related initiative much earlier than the design stage (the current approach). 
This approach advocates that the data protection organization must be up to date with 
upcoming digital trends in the market and current best practices to assess the impact of 
data privacy and make a recommendation to the decision-makers at the strategic con-
versation stage. The ultimate goal should be a clear assessment of whether a specific AI 
strategy and functionality are feasible to implement from a data privacy perspective. 
This approach is a good way to address the risk categorization introduced by the EU AI 
Act (e.g., where certain prohibited use cases are stopped from the start and others must 
be highly reviewed for their potential high-risk impact). Having a “privacy by strategy” 
approach will also allow DT to estimate the correct budget, operational implementation 
practices, and risks, especially when the decision is made to implement a system that can 
have a significant impact on end users’ privacy and decision-making.

DT has ensured its principles are accepted and aligned with the workers’ representatives 
(workers’ council) and are adopted as part of the AI governance process within the com-
pany, serving as a framework for its technical, steering, and regulatory authority decision.

To ensure compliance with the EU’s evolving legislation, DT is also a signatory party in 
the EU Commission AI Pact and continues to collaborate with German and EU industry 
associations and regulatory bodies on the topic of AI.

The entire set of processes governing DT’s approach to digital responsibility, which 
includes digital ethics, data privacy, laws, and regulations, is defined in the “House of 
Digital Responsibility” approach, which ensures DT has a human-centered digital ethics 
process at the core of its technology evolution toward the future (see Figure 2-8).
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Figure 2-8  DT House of Digital Responsibility

Softbank Approach to Data Privacy and Responsible AI

Softbank is a Japanese multinational investment management company that has a primary 
focus to invest in technology companies that offer services across the world in industries 
such as automation and Internet connectivity.

The group focus is to stay at the forefront of the Information Revolution, which is largely 
defined by the outcomes derived from data insights. AI is naturally at the core of the 
Information Revolution, and as an aspiring leader, Softbank has seen the strategic benefit 
of being an early adopter of the responsible AI framework.

Softbank has established an AI Governance Working Group under the Group Risk and 
Compliance Committee (GRCC) to discuss an approach to AI governance.

The Governance group is composed of executives leading key divisions of the group 
(CEO, legal, information systems). Its purpose is sharing best practices and making  
decisions around the implementation and adoption of AI within the Softbank group 
divisions.

The AI Governance group, being only one level below directly reporting to the  
company board of directors, shows the strategic importance of its activity and oversight 
(see Figure 2-9).
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Figure 2-9  Softbank AI Governance Working Group Reporting Structure

Just like Deutsche Telekom, Softbank has defined its guidelines on generative AI and 
has included them as part of the group code of conduct to emphasize their fundamental 
importance.

In 2022, the company also established an AI Ethics Policy and set specific rules and 
checklists for AI-related planning, application, development, and outsourcing.

The AI Ethics Policy principles are in line with the other company’s philosophy:

■■ Human-Centered Principles: The AI outcomes should be centers to solve real social 
problems.

■■ Respect for Fairness: Respect all people regardless of race, nationality, age, religion, 
or gender. Ensure social minorities are represented in the AI training data to avoid bias.

■■ Pursuit of Transparency and Accountability: Create an environment in which  
people can understand the results of AI-based judgments and verify the basis of 
those judgments when necessary.

■■ Safety Assurance: Strive to design and develop AI that does not threaten the life, 
liberty, dignity, or property of individuals.

■■ Privacy Protection and Security Assurance: Appropriately manage various types 
of data, including personal data, in accordance with relevant laws and regulations to 
prevent unauthorized access and protect privacy.

■■ Education for AI Talent and Literacy: Actively engage in education and training to 
enhance the skills and literacy of both the developers and users of AI.

Softbank is also a participant in the G7 Hiroshima AI Process (HAIP), which is a  
voluntary reporting framework to encourage transparency and accountability among 
organizations developing advanced AI systems.

Under its reporting, it highlights using AI risk levels grouped in four categories—
Prohibited, High, Mid, and Low—considering the social and business impacts.

Softbank evaluates AI risks based on two axes: first, categories delineated by the EU AI 
Act and high-risk sectors defined by Japan legislation, and second, an internal risk scoring 
based on scale of users and revenue.
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While Softbank, as a large investor in cutting-edge technical businesses, has naturally kept 
up to date with the international legislation covering data privacy and responsible AI, most 
of the enterprises are still early in the process to follow suit. With a large high-tech mul-
tinational leading the internal regulations on responsible AI due to their global exposure, 
communication service providers are a notable exception among national large enterprises 
in regard to early responsible AI policy definition given their public and trust profile.

Regulation Impact on Data and AI Projects and 
Mitigation Measures

AI is one of the major technology trends followed and deployed by companies 
worldwide. At this moment, more than 78 percent of global companies declare they are 
using AI for at least one line of business (up from 55 percent in 2023). Most AI use cases 
cover IT, marketing, sales, and service operations, with IT having the most accelerated 
adoption.

Similarly, generative AI has seen a jump to 71 percent adoption within businesses compared 
with 65 percent one year earlier with areas like marketing, sales, product development,  
software engineering, and service operations deploying the bulk of the use cases.

From a business perspective, according to a UN Trade and Development study, the AI 
market is predicted to raise from 189 billion USD in 2023 to 4.8 trillion USD by 2033, a 
25-fold increase. This puts AI adoption, development, and implementation at the top of 
companies’ strategy, being one of the main topics discussed in boardrooms.

Within the context of accelerated AI adoption, one of the main guardrails controlling 
widespread AI adoption is data privacy and AI fair and transparent use of private data. A 
Cisco 2025 Data Privacy Benchmark Study has shown that 95 percent of customers will 
not engage in a commercial activity if they feel their data is not properly protected. At 
the same time, 99 percent consider that external privacy certifications are a key vendor 
selection criterion, with 50 percent being aware of their country privacy regulations  
(see Figure 2-10).

Figure 2-10  How Important Is Data Privacy To Customer Trust?
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Solid data privacy also requires similarly solid data usage into AI tools deriving insights 
from it. With 64 percent being concerned about sharing sensitive information by mistake 
through public AI tools, this results in an overwhelming expectation that private data 
shared with companies should be used in an ethical manner, including for AI application 
(97 percent) and that a strong adoption of privacy laws would help make customers more 
comfortable with their private data being used by AI applications (see Figure 2-11).

Figure 2-11  How Important Are Ethical Business Practices and Privacy Laws to 
Customer Trust?

These considerations put the formal organizational implementation of data privacy and 
AI fair and transparent usage at the forefront of companies’ focus on adopting AI for 
commercial usage, with 96 percent of organizations reporting that the returns on privacy 
investments are an ROI-positive investment.

The organizational-structured implementation of data privacy and AI transparent and fair 
usage of data is mainly achieved through three mechanisms:

■■ Rigorous policy definitions (described in the previous section)

■■ An organizational setup where data and AI governance are handled as a strategic 
company focus

■■ Proper security measures

Organizational Setup

Establishing a proper and robust company governance to ensure data privacy and AI 
fair usage is a key topic for company executives. A recent study from the International 
Association of Privacy Professionals (IAPP) has highlighted that more than 69 percent 
of companies’ chief privacy officers have taken additional responsibility in defining and 
running AI and data governance and ethics in their organization, highlighting the priority 
focus this has in organizations worldwide. This result has been documented as part of a 
study run by the IAPP (see Figure 2-12).
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Figure 2-12  The Expanding Remit for CPOs

The challenge: Many companies suffer from role and responsibility overlap between  
different functions dealing with

■■ Privacy: Covered by the privacy office and chief privacy officer

■■ Cybersecurity: Covered by the information security office and chief information 
security officer

■■ Technology Vision and Roadmap: Covered by the engineering office and chief  
technology officer

■■ Regulatory and Legal Compliance: Covered by the legal and compliance office and 
chief legal/compliance officer

■■ Data Usage and Manipulation: Covered by the data management office and chief 
data officer

■■ Risk Management: Covered by the risk management office and chief risk officer

■■ Procurement: Led by the procurement office and chief procurement officer
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This challenge causes misalignment and misjudgment, especially with the additional com-
plexity imposed by AI transparency and data privacy, which requires a global, unitary, 
and cross-functional approach.

Answers to simple questions become complex topics that keep boards in endless debates. 
For example: Where does a company govern data privacy/AI transparency? Is it under 
the Privacy function (as it deals with privacy), Data function (as it deals with data), 
Regulatory function (as there are regulatory guidelines to be implemented), Procurement 
function (as most companies source data and AI processing software externally), or CTO 
function (as this is a new market trend)? Adding on top of that the speed at which data 
privacy and responsible AI legislation are changing, this puts the company in an impos-
sible position given the rigidity and lack of alignment of its internal siloed structures.

The solution: At this moment, most companies are looking to unify data and AI gover-
nance under a single digital governance committee which has representatives covering 
each major function that deals with data and AI (e.g., Privacy, Cybersecurity, Technology, 
Legal, Data, Procurement, AI).

This specialized committee (illustrated in Figure 2-13) ensures compliance with existing 
and new legislation around data privacy and AI ethics, estimates and reviews the privacy 
and ethics risks by adopting novel technologies (new AI algorithms, new AI use cases, 
new data sources being ingested), ensures cybersecurity is implemented by design on 
existing and new AI and data systems being deployed, ensures data is handled in an  
ethical manner, and makes sure the company suppliers provide sufficient evidence that 
their software and handling of data follow the company privacy and ethical AI policies.

Digital governance committee

Privacy
lead

Cybersecurity
lead

Technology
lead

Legal lead
Data governance

lead
Procurement

lead
AI governance

lead
Other

domain leads

Other
domains

AI
governance

Procurement
Data

governance
LegalTechnology

Security
function

Privacy
function

Figure 2-13  The Digital Governance Committee

While this is a desired state and implementation is still ongoing, the initial steps are 
already visible in large multinational companies that are at the forefront of digital  
transformation. To handle the complexities and dynamism of ensuring compliance with 
responsible AI and data privacy legislation, the future lies with having a multifunctional 
specialized team providing unitary advice to the board and business operations.

Security Control Measures

While trying to ensure the data privacy and AI transparency and fairness are maintained, 
the companies split this task into two major topics:

■■ Ensuring they follow and maintain compliance with data privacy regulations by 
deploying the appropriate control and protection measures
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■■ Ensuring they control the AI systems to provide transparency and fairness by 
deploying appropriate AI defense mechanisms

To comply with various data privacy laws, there is a key difference between personal  
data (as defined by the GDPR) and personally identifiable information (as defined by the 
US Office of Privacy).

While PII usually covers only data that can be used directly or in combination with other 
data to identify a person, the GDPR takes a broader approach and defines information 
that can be used indirectly to identify a person as private data. This means certain types 
of data, especially coming from the IT department (e.g., IP, cookies, device ID), are  
personal data under the GDPR but not PII and will require different treatment according 
to the legislation being followed.

An overview of the main differences between personal data, PII, and nonpersonal data is 
presented in Figure 2-14.

Personal Data (GDPR) Non-Personal Data

Personally Identifiable Information (PII) Not PII but Personal Data
under GDPR:

Linked information: Linkable
information:Name

Home address

Email address

Telephone number

Personal

Personal

Religion
Race

Gender

Place of birth
(if common)

First or last name Device ID

IP adresses

Cookies*

Browser type*

Plung-in details

* depends on details

A company’s business ID

A shared e-mail address

Anonymized data

such as info@company.com

Non-specific age

Biometric data Business email

identification
number

characteristics (e.g. 20-30)

This information is provided by
TechGDPR DPC GmbH without warranty
and for informational purposes only.
https://techgdpr.com

Figure 2-14  Differences Between Personal Data, PII, and Nonpersonal Data

The data collected and used by companies can be largely split into two major categories, 
assuming the more strict definition of GDPR personal data is used:

	 1.	 Personal data: This definition covers any information that is related to an identi-
fied or identifiable natural person. This includes all data that is or can be assigned 
to a person in any way. For example, phone number, financial information, Social 
Security number, number plate, customer number, and address are all personal data. 
This data falls under most countries’ privacy laws (e.g., GDPR) and must be highly 
protected.

https://techgdpr.com
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As mentioned previously, from a GDPR perspective, IP addresses, traffic flows, 
access logs, error logs, cookies, and security audit logs can be considered personal 
data if there is a technical way through which they can be linked to a person.

	 2.	 Nonpersonal data: This definition covers all the other types of data that do not 
include or cannot be used to identify a person directly or indirectly. This type of 
data usually refers to products, services, or financial data produced or used by 
companies (as opposed to individual users). From an IT perspective, this data usu-
ally addresses operational data linked to devices (platform telemetry, performance 
metrics, and alarms) rather than customers. Data collected from IoT sensors also falls 
in this category, and the rules allowing for it to be legally shared are provided by the 
EU Data Act.

The challenge: Given personal data is critical for a company; this is the prize most sought 
after in data breach attacks. A data breach can happen under three major attack vectors:

■■ Loss or Theft of Storage Devices: This type of attack can be mitigated through 
proper data encryption at rest, such as the Advanced Encryption Standard (AES).

■■ Insider Attack: This type of data breach is caused by an employee leaking infor-
mation to an unauthorized third party. It can be mitigated by implementing access 
control measures, such as the principle of least privilege, enforcing strong passwords, 
and utilizing multifactor authentication (MFA). Using a strong user monitoring sys-
tem and implementing data loss prevention systems are also meaningful measures to 
help address this threat.

■■ Targeted Attack: In this type of attack, an individual or group of attackers target 
specific individuals or organizations to obtain confidential information. As main 
methods, they use phishing (social engineering), malware, or vulnerability exploits. 
Rigorous user training, cybersecurity monitoring, antimalware protection, software 
lifecycle, and firewalls are some of the main measures used to address these attacks.

Organizations can ensure their AI models behave in an ethical and transparent manner 
by building a process that ensures nonbiased data is used for training, performing causal 
and what-if analysis to understand the model behavior and ensure model robustness for a 
multitude of data inputs and contexts, applying fairness constraints during model train-
ing, performing rigorous model error assessment, building model explainability features 
in the model, by default, by ranking feature importance in providing certain outputs, and 
understanding the dependence of outcomes on certain input parameters.

Specifically, for LLMs, fairness can be achieved by implementing a set of security  
guardrails that ensure content is checked against inappropriate, offensive language or  
sensitive topics. Once the answer has passed the security guardrails, additional filters can 
be applied to ensure the answer is relevant (on-topic) and fact-checked.

LLM security guardrails can also be centralized and adjusted to specific policies through 
the deployment of an AI firewall; this device sits in between, inspects, analyzes, and 
polices users’ prompts and LLM responses. This setup ensures models and data are 
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behaving according to the fairness principles provided by the relevant legislation and 
internal company policies.

The challenge: Given an AI system’s ethical output in interacting with its users is a key 
element reflecting the company’s image, this is a preferred target in attacks against  
AI systems, making their security paramount.

Figure 2-15 shows a typical AI LLM system setup covering both production and 
development, the major potential attack vectors and mitigation measures.

Figure 2-15  GenAI Development and Production Typical Security Risks

The attack vectors are as follows:

■■ During development:

■■ Training Data Poisoning: This type of attack involves the deliberate manipulation 
of training data to compromise the integrity of an AI model (e.g., inserting bias 
in the data). This attack can be mitigated with both proper model guardrails and 
data sanitization techniques.

■■ Model Backdoor: This type of attack involves inserting backdoors (triggering  
predetermined actions or answers based on specific inputs) into the model.  
This attack can be mitigated with guardrails and rigorous model verification  
(large training dataset, what-if analysis) prior to its deployment.

■■ During production:

■■ Direct or Indirect Prompt Injection: This type of attack involves altering the 
model output and behavior by providing instructions that alter the initial request 
either directly or indirectly (via documents or images). This attack can be  
mitigated by model guardrails and the deployment of an AI firewall.
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■■ Sensitive Information Disclosure and Data Exfiltration: This type of attack 
involves confidential or sensitive data being exposed through vulnerabilities in an 
AI application. This attack can be mitigated by using the AI firewall to control 
the data being exposed but also by employing appropriate data sanitization  
techniques, preventing sensitive data from being exposed to the LLM.

■■ Privacy Attacks: This type of attack involves model extraction where a 
functionally equivalent model is created by probing production model and data 
membership inference, which is used to determine which specific datasets were 
used to train the model. This attack can be mitigated by using data scrubbing 
techniques to ensure a robust dataset and by deploying specific policies on the  
AI firewall to prevent extraction of model/training dataset details.

Impact of Regulations on Autonomous Network Implementations

Autonomous networks, the focus of this book, are essentially a framework to allow  
independent self-management of network operations with minimal human intervention by 
leveraging a set of AI algorithms, automation use cases, and large network data collection 
and processing. This will be described in detail in subsequent chapters of this book.

Implementing autonomous networks depends on collecting large amounts of network 
observability data, including network telemetry to drive analytics, observability, AI/ML 
training, and inference and creating triggers for executing automated actions.

Modern privacy regulations treat network data and telemetry as a regulated governance 
of personal or personal-related data because it contains elements (IPs, device IDs, etc., as 
highlighted in Figure 2-14) that can lead to a specific individual identification. This adds 
specific requirements and constraints that the data collection implementation needs to 
account for, specifically:

■■ Proportionality and Necessity: Data must be collected for a specific reason or  
use case and not “just in case.” Sampling and anonymization of sensitive fields are 
performed whenever necessary.

■■ Purpose Limitation and Transparency: Data must be used for clear purposes that 
are visible to users and regulators: Metadata tags must be present and highlight 
the purpose of each dataset being collected. There needs to be a clear separation 
between data collected for different purposes; for example, analytics that help 
understand user behavior must be processed separately from network operations 
data.

■■ Retention and Deletion Practice: Regulations dictate that data cannot be stored 
indefinitely for historical analysis and AI model training. This means that companies 
need to implement a tiered storage architecture that holds different types of data for 
different retention periods; they also need strict policies while ensuring automated 
data expiration and deletion. Data removal must also be propagated across all  
systems, including backups.
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■■ Sovereignty and Data Transfer Regulations: Data must obey geographic and  
legal authority boundaries, which, in practice, means implementing regional data  
collectors, storage, and processing within specific administrative boundaries and 
ensuring strict control of cross-regional data transfers.

■■ Accountability and Auditability: Operators must prove lawful handling of data by 
enabling immutable access logs and deletion verification, ensuring that data queries 
are logged, evaluated, and traceable, and that overall, the data processing systems 
can generate valid compliance reports in line with applicable data privacy laws.

These principles apply broadly to the entire dataset and telemetry processed by autono-
mous systems; however, the enforcement can vary from being more relaxed when working 
with low-risk data (e.g., device-specific CPU utilization, packet loss, etc.), stricter when 
working with medium-risk data (e.g., data that contains personal elements like IP address-
es or device IDs), and being the most strict when managing sensitive data such as content 
payloads, visited URLs, and browsing history.

Looking at the typical architecture principles and guidelines that have been created to 
address the data regulation requirements set by frameworks such as the EU’s GDPR, US’s 
CPRA and NIST, China’s PIPL, and Japan’s APPI, we see the following patterns:

■■ Data collection minimized through a data collection gateway that enforces feature 
whitelists (ensuring only specific data fields and key performance indicators [KPIs] 
are forward for processing), anonymization of sensitive data fields (e.g. IP, MSISDN, 
Device ID), and timestamp coursing.

■■ Purpose-segmented data ingestion pipelines, operating data through distinctly 
separated data pipelines; for example, operations data stream, AI/ML training data 
stream, and data used for incident forensic investigation.

■■ Automated policy-driven retention engineering, ensuring that a specific data  
retention limit is set for each data type (e.g., 7 days for raw telemetry, 120 days for 
aggregated metric).

■■ Implementing decision ledgers to track data to decision traceability and ensure  
datapoints such as policy ID, feature type, data fields, model being used, and 
confidence score are properly tracked.

■■ Destination-aware data routing engines, ensuring network data and telemetry 
includes metadata disclosing where the data is sent and for which reason, allowing 
the data routing engines to block unauthorized transfers.

■■ Controlling data use for secondary unintended purposes by, for example, 
implementing a security data tag that prevents the data with this tag being reused  
for user behavior analytics pipelines, to train marketing prediction models or in 
assessing user work productivity.

■■ Implementing geography-specific data collection, storage and processing, ensuring 
the data collected within a specific jurisdiction is processed and used within that 
specific region by implementing regional data lakes, inference, feature engineering, 
and policy engines.
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■■ Implementing a metadata-first telemetry design by collecting and processing non-
content, descriptive metadata about network activity instead of inspecting or storing 
the actual payload or user content as part of the autonomous network data usage.

Automated action execution and autonomous decision-making are also constrained by 
the data privacy laws discussed previously, with the additional constraints introduced by 
AI acts that exist in various countries: EU AI Act, NIST AI RMF, Japan AI governance  
and business guidelines, and Brazil AI Act, resulting in the following architecture 
implementation principles and guidelines:

■■ Policy-constrained automation execution demands that automated actions must 
be executed only after passing jurisdiction-aware policy validation. This means 
that every closed-loop action is gated by a code-executable policy that ensures 
automated actions dynamically adapt behavior per region (e.g., in the EU region, 
a medium-risk routing policy change that relies on pseudonymized data such as IP 
address hashing requires human oversight).

■■ The bounded execution radius principle states that automated actions and 
autonomous decisions must be technically constrained in scope, time, and impact, 
ensuring they are applied to specific network segments, rigorously tested (e.g., via 
canary deployments), and have well-defined auto-rollback triggers and procedures.

■■ Automation/autonomous decision traceability requires specific datapoints such as 
input features, model version, policy decision, and model outcome to be recorded in 
an audit-grade fashion for every automated action and autonomous decision being 
performed.

■■ Automation frameworks must align orchestration logic with the decision-making  
AI/ML model governance; for example, automation cannot execute with unapproved 
model versions; similarly, models classified as high risk within the EU require human 
oversight as an alternative.

■■ Every defined automated action must be reversible; to achieve this automation, 
controllers have to define and store a feasible rollback procedure for every executed 
automation action.

■■ Traceability of automated decision-making requires audit-grade evidence of the 
decision origin for every automated action: AI, automated scripted rule, or human 
oversight.

■■ Differentiated risk classification needs to be implemented per automation use  
case. The automation use case must carry a formal risk class that controls how 
autonomously it can operate: high risk (slice deletion) implies limited autonomy and 
human oversight; medium-risk (traffic engineering reroute of an L3VPN) implies 
conditional autonomy, which is a combination of human oversight and automated 
decision-making for specific subtasks; and low risk (e.g., QoS configuration change) 
means being fully autonomous.
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AI and data privacy standards are equally relevant in governing the implementation and 
lifecycle of traditional AI/ML and LLMs for autonomous decision-making and data- 
driven insights generation, driving specific architecture principles:

■■ AI models need to be treated as controlled “decision components,” not free-form 
intelligence, having an explicit intended purpose, defined action-space, and risk class 
that governs what it’s permitted to influence. For example, an LLM-based agent may 
be allowed to define a network change plan but is not permitted to automatically 
generate configuration and deploy it to network devices; this operation is possible 
only by leveraging a software-defined networking (SDN) controller. The agent can 
select and trigger a predefined use case existing on the SDN after rigorous policy 
checks.

■■ Autonomy must be defined in a multitier manner with each tier being aligned to 
the perceived model risk and action impact. Typical tiers are recommend (the model 
makes a recommendation and stops), review and approve (the model recommends a 
specific action that is reviewed by a human operator), and execute (the model  
executes the action directly) with nondeterministic LLMs usually sitting in the  
first two tiers while the more deterministic AI/ML models are in the third one. For 
example, a high-confidence ML output can automatically tune interface queue 
parameters while the LLM output to instantiate a new network slice must be treated 
as a recommendation going through human approval first.

■■ Policies must exist and be placed in the information flow between the model output 
and corresponding automated actions to ensure regulatory requirements such as data 
usage, jurisdiction, safety, and change management rules are being followed.

■■ The separation of LLM public “knowledge” from privacy-regulated data must  
be ensured using retrieval-augmented generation (RAG) techniques to provide 
separation of topics, such as public data, internal runbooks, and logs containing  
private data.

■■ An impact assessment must be done before implementation for new AI-driven 
closed-loop use cases, covering privacy impact assessment, AI risk assessment, and 
documented mitigations (addressing topics such as oversight, action rollback, and 
autonomy limits).

■■ An algorithmic “explanation interface” for autonomous network operators and users 
must be provided by design: explaining why the action was taken, what the algorith-
mic chain of thought was, and what data influenced it. For example, if an autonomous 
decision is taken to reroute certain traffic, the system must show the operator the 
decision drivers (SLA was falling below a specific threshold), what additional data  
was taken into account (service status, number of users, configuration parameters), 
decision steps (why certain routing protocol changes were decided), and an auditable 
way to track the set of actions and results being achieved.
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Data, AI, and system operation sovereignty is a particularly important topic, especially 
when dealing with systems and enterprises spanning across multiple jurisdictions. To 
comply with the existing and emerging legislation, organizations must design and operate 
for sovereignty across four distinct layers:

■■ Data sovereignty is architecturally best addressed through implementing geo-fenced 
storage, legislation-compliant data management policies that are adapted for the  
legislation they must adhere to, encryption that is following the national/regional 
cryptographic guidance, while ensuring the managed data never leaves the specific  
“sovereign” territory it must reside on, except through formally approved and 
compliant transfer mechanisms.

■■ Technology sovereignty is achieved by structuring and using AI models, critical  
software elements, and cryptographic instruments, including their licensing, 
deployment, and right-to-use within the given geographical jurisdictions. Additional 
usage of open-source, open standards and transparent supply-chain attestations can 
be leveraged to ensure the technology complies with the target legislation.

■■ Infrastructure sovereignty is ensured through physical deployment that provides 
compliance with the host jurisdiction of the entire infrastructure stack of network 
and data center assets. Hardware attestation and chain-of-custody governance are 
also key elements in providing the required transparency on the hardware being 
deployed and used.

■■ Operational sovereignty ensures that all the key operational tasks such as service 
administration, incident response, access governance, and AI model lifecycle control 
are being executed from legally approved jurisdictions, including the localization of 
the teams operating them. This ensures legal compliance and strategic independence 
of critical network infrastructure operations, including data, application, and  
infrastructure management; lawful interception; logging; and security access.

When deployed together, these four layers ensure a truly sovereign network infrastruc-
ture and operations that ensure strategic autonomy and regulatory compliance while  
preserving control and operational resilience.

Examples of Regulations Impacting Autonomous Network 
Implementations

While public data highlighting the direct regulatory impact on autonomous network 
implementation is scarce, regulation has a real and persistent impact in how autonomous 
networks are architected and deployed.

In the US, there are public documented cases of fines given by the Federal 
Communications Commission to major US carriers to punish unlawful sharing of  
real-time location data (CPNI) to third parties. This has a direct implication on any  
AI/ML model and use case that uses fine-grained location to drive internal network  
operations use cases, such as optimization, slicing, congestion mitigation, and fraud 
controls. The FCC fines forced US operators to use coarser-grained aggregated  
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mobility data and clustered KPIs for their network operations use cases. At the same 
time, US operators kept features like subscriber-level location out of closed loops and 
implemented stricter vendor data sharing controls to prevent future FCC fines.

In Sweden, the national data protection authority (IMY) penalized Tele2 over the use of 
the Google Analytics platform, which involved transfer of personal European user data to 
the US without adequate protection.

Because many “autonomous” stacks centralize observability + AIOps into global SaaS 
platforms, if telemetry includes identifiers (even pseudonymous) and flows to tooling 
outside the EU without compliant safeguards, it can and will trigger significant fines. The 
obvious architecture solution is implementation of a sovereign AIOps stack managing 
personal data on national or EU territory and jurisdiction.

Challenges and Opportunities Created by Regulations

The evolving AI and data privacy regulations worldwide are shaping the way autonomous 
networks are being implemented from the perspective of data collection and processing, 
adoption of AI algorithms, agents, and automation frameworks, resulting in a set of key 
challenges and opportunities when implementing closed-loop use cases.

As challenges, it is worth mentioning

■■ Driving insights, complex observability events, and AI decisions requires that a large 
amount of data be collected, while at the same time data privacy regulations require 
data collection to be minimized and justified by purpose. Historical data is key in 
understanding trends and training AI algorithms, which conflicts with the regulations 
demanding clear limits in data retention policies.

■■ The goal of autonomous networks is a setup where decisions are taken and actions 
are implemented automatically by systems with minimal human supervision. This 
contradicts the most recent regulations (such as the EU AI Act), which impose clear 
and accountable human oversight, especially when dealing with high-risk use cases 
and systems.

■■ Regulators increasingly insist on ensuring the decisions taken by closed-loop  
systems are explainable and transparent. While this is easier when statically defined 
policies are defined and is an emerging feature in modern LLM algorithms via the 
Chain-of-Thought approach, it remains a challenge when “black-box” algorithms such 
as neural networks, deep learning, and deep reinforcement learning are used, limiting 
their usage within the autonomous network framework.

■■ Implementing autonomous network systems significantly expands the complexity  
and attack surface within the management systems domain. Modern cybersecurity 
regulations such as NIS2 increase the security management overhead of implementing 
and operating such systems, with a special focus on model supply chain, data  
pipelines, control loop monitoring, management, and vendor coordination.
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■■ Most of the modern AI and observability stacks rely on the significant amount of 
data that is available centrally for training and processing. At the same time, the most 
advanced algorithms and systems are offered by hyperscalers in a SaaS cloud-first 
fashion. The current AI and data privacy regulations promote data sovereignty in an 
increased fashion, which means the data should be processed and used within the 
jurisdiction where it is collected. At the same time, enterprises that are considered 
critical for the national infrastructure—for example, service providers—have even 
stricter restrictions of not sending data outside their own enterprise domain. This 
either dramatically reduces the data that is exposed to cloud-based AI algorithms 
and systems or reduces the autonomous network efficiency by forcing AI algorithms 
and observability systems to be deployed solely on the enterprise premises.

At the same time, regulations also bring a set of benefits for the enterprises implementing 
autonomous networks:

■■ Adopting “privacy by design” and following the AI and data privacy regulations 
in the target autonomous architecture from the start can provide a competitive 
advantage. Ensuring the data is anonymized, processed at the edge, and purposely 
collected can reduce the surface attacks and position the corresponding enterprises 
at the top of the list to win deals with customers who appreciate their privacy by 
design approach. Following regulatory standards can also become a successful  
procurement policy because the requirements can be cascaded to the bidding  
infrastructure vendors to ensure consistency.

■■ Compliance with the regional regulatory standards allows enterprises to scale faster 
into different markets and promote reusability because a one-size-fits all data  
management approach that fits the most restrictive standard can be easily implement-
ed in less restrictive jurisdictions and can be used as a unique selling point.

■■ By adopting key regulatory requirements that promote portability and interoperabil-
ity, enterprises can reduce vendor lock-in and associated high costs. Modularization 
is also promoted for complex elements such as AI algorithms, data collection  
and processing, automation framework, policy engines, SDN controllers, and  
observability solutions, making vendor replacement easier and reducing acquisition 
and operations costs.

■■ Ensuring full compliance with regulations increases internal and customer trust in 
closed-loop systems, stimulating autonomous network adoption and usage. Strong 
data management, policy control, and AI explainability can convince internal and 
external stakeholders to allow system-based autonomous decision-making and 
action-taking, which enables an evolution toward higher levels of network autonomy.

Summary and Future Considerations
Data privacy and ethical AI are two of the most important directions in government regu-
lations of the digital economy. Data privacy laws are a result of a long history of individ-
ual privacy protections and are therefore more mature across the world following  
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common nondisclosure and protective guidance. Ethical AI is a novel legislative 
framework following the recent acceleration in technological development that has  
different implementations around the world (security over innovation in Europe and 
Brazil, innovation over security in the rest of the world). Except for a few countries or 
blocs (e.g., EU AI Act), most of the AI legislation across the world is still being developed 
and will see major changes as the technology becomes more mature.

Companies enact the legislation by establishing internal guidelines on how to deal with 
data privacy and ethical AI across multiple markets, with technology companies and 
service providers leading the way. With AI development in full swing, having a proper 
policy to deal with it will become a business resilience measure for the entire business 
landscape.

Apart from proper internal policies, companies are beginning to change their internal  
governance to ensure data privacy and ethical AI are thoroughly followed across  
organizations, with multifunctional teams being expected to advise directly to the board 
of directors soon. Securing data and AI systems is as important as having the right  
policies and governance. Although data protection is an established practice, AI systems 
security is an area that will see tremendous development in the future to ensure model, 
dataset, and behavioral compliance.

AI deployment and development in the next 12–24 months will continue to evolve 
toward implementing multi-agent and multimodal systems. Agentic AI architectures 
that execute autonomous tasks by accessing data and triggering actions over a standard-
ized tool framework will become the mainstream technology that companies will use to 
implement autonomous networks. This will drive the need for regulation-compliant  
traceability and explainability supported by verbose action logging, which allows for 
a deterministic replay of decision and actions. Guardrails will continue to evolve to 
facilitate regulatory or company-mandated limitations to agent and LLM behavior and 
interactions. Multimodal LLM evolution will require increased input and output content 
validation and an increased scrutiny on the training data origin and accuracy.
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