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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

Iralic indicates arguments for which you supply actual values.
Vertical bars (|) separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction

The cybersecurity battlefield has changed dramatically over the past decade. Modern
attacks no longer depend exclusively on brute-force exploitation, isolated malware
campaigns, or traditional perimeter evasion techniques. Today’s adversaries operate with
unprecedented levels of stealth, automation, intelligence, and adaptability. They abuse
legitimate identities, trusted enterprise protocols, wireless infrastructures, mobile net-
works, encrypted communication channels, and even the security controls themselves to
move invisibly across enterprise environments. The modern enterprise no longer faces
isolated cyber incidents; it faces an evolving digital battlefield.

Cyber Defense for the Hybrid Enterprise in the Age of AI was written to help security
professionals understand this transformation and prepare for the next generation of cyber
threats. Based on real-world enterprise incidents, Cisco security research, penetration
testing exercises, and operational experience across hybrid infrastructures, this book pro-
vides a practical and strategic guide for understanding, detecting, and defending against
modern cyberattacks using vendor-agnostic methodologies such as NIST SP 800-207
Zero Trust architecture, NIST SP 800-30 Risk Assessment, ISA/IEC 62443 cybersecurity
for OT, CISA Zero Trust Maturity Model 2.0, Cyber Kill Chain, MITRE ATT&CK, and
Cisco SAFE aligned with world-class security architectures.

One of the most unique aspects of this book is that it allows you to experience the bat-
tlefield from both perspectives: the attacker’s side and the defender’s side. Through adver-
sary emulation exercises, penetration testing simulations, malicious device deployments,
and real-world attack scenarios, you will gain a practical understanding of how modern
attacks evolve across the complete attack lifecycle, including reconnaissance, persistence,
lateral movement, ransomware propagation, identity abuse, wireless infiltration, malicious
device operations, and covert data exfiltration.

This book also demonstrates how defenders can detect and contain these threats using
behavioral analytics, Zero Trust principles, adaptive security architectures, and technolo-
gies such as Cisco ISE, TrustSec, MACsec, Secure Firewall, Secure Network Analytics,
and Splunk integrated into modern enterprise environments.

This book also introduces three advanced attack models created and validated in Cisco
laboratory environments:

m L.UM.A. (Layer 2 Undetected Mobile Access)
m LTR-SMB (Little Red SMB Attack)
m L[TR-Inject (Little Red Wireless Inject Attack)

These attack models demonstrate how adversaries can abuse Layer 2 communication,
trusted SMB traffic, wireless infrastructures, L'TE and 5G networks, covert tunneling
mechanisms, and identity spoofing techniques to bypass traditional security controls and
remain operationally difficult to detect.
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The purpose of these attack simulations is not simply to demonstrate offensive tech-
niques but to help defenders understand how modern attacks behave operationally, why
traditional controls frequently fail against them, and how behavioral analysis and continu-
ous verification are essential components of modern cybersecurity architectures.

Traditional cybersecurity must evolve. Static prevention alone is no longer sufficient in
environments where attackers increasingly operate behind legitimate authentication, valid
certificates, encrypted communication channels, and authorized network segmentation
policies. The future of cybersecurity depends on adaptive security architectures capable
of continuously validating trust, correlating behavior, and dynamically responding to
operational anomalies across hybrid environments.

The emergence of Al-driven vulnerability discovery initiatives such as Project Glasswing
and models like Mythos Preview 5 further accelerates this transformation. As defenders
and adversaries gain access to machine-speed capabilities for discovering vulnerabilities,
analyzing code, and identifying attack paths, organizations must adopt security architec-
tures capable of operating at the same pace. What previously required weeks of manual
analysis can now be accomplished in hours or even minutes, significantly reducing the
time between vulnerability discovery and exploit development. As Al systems become
increasingly capable of identifying complex attack chains, generating proof-of-concept
exploits, and uncovering weaknesses hidden within large code bases, organizations must
assume that newly discovered vulnerabilities may be weaponized at unprecedented speed.
This shift requires security teams to move beyond traditional patch-and-prevent models
toward continuous monitoring, rapid risk assessment, automated detection, and adaptive
response capabilities capable of operating at machine speed.

At the same time, the growing convergence of IT and OT environments significantly
expands the industrial attack surface, making OT segmentation a fundamental security
control for protecting critical operations. By establishing clear trust boundaries between
enterprise networks, industrial zones, control systems, safety systems, and field devices,
organizations can reduce exposure, contain threats, and limit lateral movement within
operational environments. In the machine-speed era, OT cybersecurity can no longer rely
solely on perimeter defenses and preventive controls. It requires continuous visibility into
industrial communications, behavioral analysis of operational processes, and the abil-

ity to rapidly detect and respond to anomalies that could impact production, safety, or
operational continuity.

This book therefore focuses heavily on concepts such as these:

m Behavioral analytics
m Continuous verification
m Microsegmentation
® Macrosegmentation

m Identity-aware security
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® Automated threat containment

B Adversary emulation

m Network detection and response
m Extended detection and response
m SIEM correlation

m Malicious device detection

B Ransomware containment

m Zero Trust architectures

More importantly, this book emphasizes practical implementation. Throughout the chap-
ters, you will find deployment guidance, penetration testing scenarios, behavioral analysis
workflows, real-world enterprise case studies, and operational examples designed to help
security architects, engineers, SOC analysts, penetration testers, incident responders, and
security leaders apply these concepts directly in modern enterprise environments.

Goals, Objectives, and Approach of the Book

The primary goal of this book is to provide a comprehensive and operational guide for
understanding how modern cyberattacks evolve and how enterprise security architec-
tures must adapt to defend against them. This book aims to shift your mindset from
traditional perimeter-focused security toward a behavioral, identity-aware, and continu-
ously adaptive security model capable of operating effectively across hybrid enterprise
infrastructures.

This book was intentionally designed to combine theoretical foundations with practical
implementation guidance. Rather than focus exclusively on concepts or technologies in
isolation, it demonstrates how modern attacks operate in real-world environments and
how defenders can implement integrated security architectures capable of detecting and
containing them.

Throughout this journey, you will understand how attackers abuse legitimate trust rela-
tionships, how behavioral analytics expose operational anomalies that are invisible to
traditional controls, and how integrated security platforms can dynamically respond to
threats through context sharing, automation, and adaptive enforcement.

The book also aims to bridge the gap between strategic cybersecurity concepts and
practical operational deployment. Security leaders will gain insight into modern resilience
architectures and risk reduction strategies, and technical professionals will obtain action-
able guidance for implementing detection, segmentation, behavioral analytics, and auto-
mated response workflows in enterprise environments.
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This book will help you understand the operational evolution of modern cyberattacks. It
will also show you how to do all the following:

® Analyze how attackers abuse legitimate enterprise trust relationships.

m Design Zero Trust architectures aligned with behavioral security principles.

® Implement microsegmentation and macrosegmentation strategies.

m Deploy identity-aware security controls using Cisco ISE and TrustSec.

® Understand how MACsec protects enterprise Layer 2 communication.

® Apply behavioral analytics using NDR, SIEM, and XDR platforms.

m Detect malicious device operations and advanced lateral movement techniques.
m Build adaptive security architectures capable of continuously validating trust.

® Understand the impact of Al-driven threats on modern enterprise environments.
m Understand Project Glasswing and its implications for defenders.

m Develop security architectures capable of protecting OT environments.

This book presents cybersecurity not simply as a collection of technologies but as a con-
tinuously evolving operational battlefield where understanding attacker behavior is just as
important as deploying defensive controls.

Who This Book Is For

This book was written for cybersecurity professionals, architects, engineers, SOC
analysts, penetration testers, incident responders, consultants, researchers, technol-
ogy leaders, and students seeking a deeper operational understanding of modern cyber
threats and adaptive security architectures.

Security engineers and architects will find practical implementation guidance for Zero
Trust, segmentation, identity-aware security, and behavioral analytics deployments. SOC
analysts and incident responders will gain visibility into attack behavior, telemetry cor-
relation, threat hunting, and automated response workflows. Penetration testers and red
team professionals will better understand how modern adversaries abuse legitimate enter-
prise trust relationships and covert communication mechanisms.

Technology leaders, CISOs, and decision makers will benefit from the strategic
perspectives related to cyber resilience, operational risk reduction, adaptive security
architectures, and the future evolution of enterprise cybersecurity.

Above all, this book serves those responsible for defending modern infrastructures in an
era when attackers continuously evolve faster, move more stealthily, and increasingly hide
behind legitimate trust itself.
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How This Book is Organized

Chapter 1, “The Evolution of Cyber Threats: Digital Fraud, Ransomware, and AI-Driven
Attacks,” explores how the cyber threat landscape has evolved from traditional malware
and perimeter-based attacks into highly sophisticated operations driven by automation,
identity abuse, ransomware ecosystems, malicious devices, and artificial intelligence. This
chapter introduces the concept of the digital battlefield and demonstrates how modern
adversaries increasingly leverage stealth, behavioral evasion, and trusted enterprise proto-
cols to bypass conventional security architectures. It establishes the strategic foundation
necessary to understand why traditional cybersecurity models are no longer sufficient
against modern hybrid threats. The chapter also highlights an important professional evo-
lution experienced by many senior cybersecurity practitioners throughout their careers.
As security professionals gain experience and credibility within their organizations, their
role naturally expands beyond technical implementation and operational activities. They
become increasingly involved in business discussions, risk management, executive deci-
sion-making, and long-term strategic planning. You will learn why understanding busi-
ness objectives, operational priorities, regulatory requirements, and organizational risks is
just as important as understanding security technologies. The chapter demonstrates how
successful security leaders transition from focusing exclusively on technical controls to
helping define and influence the organization’s security strategy, ensuring that cyber-
security initiatives directly support business goals, resilience objectives, and long-term
growth. This business-oriented perspective serves as a foundation for the strategic con-
cepts developed throughout the remainder of the book.

Chapter 2, “The Hackers’ Modus Operandi: The Attack Anatomy,” analyzes how modern
attackers plan, structure, and execute advanced cyber operations across the complete
attack lifecycle. This chapter explores the operational methodology behind reconnais-
sance, initial compromise, persistence, lateral movement, privilege escalation, covert
communication, data exfiltration, and ransomware propagation. Through real-world
attack patterns and adversary emulation concepts aligned with Cyber Kill Chain and
MITRE ATT&CK methodologies, the chapter demonstrates how attackers think, adapt,
and exploit legitimate trust relationships inside enterprise environments. The chapter also
examines the organizational structure of modern cybercriminal groups, showing how
many threat actors operate as highly specialized enterprises with defined roles, includ-
ing hackers, internal employees, initial access brokers, money laundering specialists, and
social engineering teams. By understanding how these criminal organizations coordinate
their operations, you will gain a deeper appreciation of the sophistication, scale, and
business-like nature of today’s cyber threat landscape.

Chapter 3, “The Security Journey: Business Strategy Alignment,” shifts the discussion
from purely technical controls toward strategic cybersecurity alignment with business
objectives. The chapter explores how organizations must design security programs that
support operational resilience, regulatory compliance, risk reduction, fraud prevention,
and executive governance. It introduces the concept of cybersecurity as a business
enabler rather than simply a technical requirement, helping security leaders build long-
term security roadmaps aligned with organizational priorities. The chapter also
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emphasizes the importance of understanding the business outcomes that security initia-
tives are intended to support. Rather than viewing security technologies as the objec-
tive, you will learn how security methodologies, frameworks, and best practices serve

as strategic guidance, while security products and solutions act as tools used to achieve
business goals. This business-first perspective helps organizations make informed secu-
rity investments that not only reduce risk but also enable growth, innovation, operational
efficiency, and long-term business success.

Chapter 4, “Mapping the Threat Landscape: A Strategic Approach to Network Security
Assessments,” presents a structured methodology for performing enterprise security
assessments using Zero Trust principles, risk analysis methodologies, and threat-based
evaluation techniques. This chapter introduces practical assessment models aligned with
NIST SP 800-207, NIST SP 800-30, CISA Zero Trust principles, MITRE ATT&CK, and
Cisco SAFE. You will learn how to identify architectural weaknesses, evaluate opera-
tional maturity, map attack surfaces, and prioritize remediation strategies across modern
hybrid infrastructures. The chapter also establishes the foundational knowledge
required to conduct real-world security assessments, providing practitioners with
practical guidance that can be directly applied in customer and enterprise environments.
By understanding the assessment process, data collection techniques, maturity evalua-
tion methods, and risk prioritization approaches, you will be prepared to initiate security
assessments in the field and develop the business-aligned roadmaps that serve as the
foundation for future cybersecurity.

Chapter 5, “Field Validation: A Step-by-Step Case Study in Threat and Risk Assessment,”
transforms theoretical assessment methodologies into a practical operational case study.
Through a simulated enterprise engagement, the chapter demonstrates how security
teams conduct interviews, identify security gaps, evaluate operational risks, classify
threats, and develop actionable remediation roadmaps. You will gain practical insight into
how real-world security assessments operate across enterprise environments. The chapter
also emphasizes that a security assessment should be the first phase of any cybersecu-
rity transformation journey. Before investing in technologies, deploying new controls, or
defining target architectures, organizations must first understand their current security
posture, business-critical assets, operational dependencies, and risk exposure. Through

a structured assessment process, security teams can identify the capabilities most
important for protecting the organization and ensuring business continuity. The
resulting roadmap becomes the foundation of the security journey, providing a
prioritized and business-aligned strategy that guides future investments, architectural
decisions, and security initiatives toward measurable risk reduction and long-term
organizational objectives.

Chapter 6, “Inside the Insider Threat: How Fraudulent Devices Undermined a Bank’s
Defenses,” introduces the initial compromise scenario that serves as the foundation for
the technical attack narrative developed throughout the book. The chapter demonstrates
how malicious devices can infiltrate enterprise environments while abusing legitimate
trust relationships, wireless infrastructures, identity validation mechanisms, and opera-
tional blind spots. You will begin to understand how advanced adversaries weaponize
covert infrastructure inside the enterprise network itself. The chapter also illustrates

XXX
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how a real-world attack can originate long before any malware is deployed or network
access is obtained. Through the story of a financial institution, you will follow the attack
from its earliest stages, including the recruitment of an insider, the personal and social
circumstances that influenced the individual’s decisions, and the human interactions that
enabled the compromise. The narrative demonstrates how a hardworking father facing
significant financial difficulties can become vulnerable to manipulation, not because of
malicious intent, but because of a genuine desire to provide for and protect his family.

In many cases, attackers do not target greed; they target desperation, hope, fear, and the
emotional pressures that affect ordinary people during difficult moments in their lives. By
examining the motivations, pressures, and vulnerabilities that influence human behavior,
the chapter highlights a fundamental reality of cybersecurity: despite continuous
advances in technology, the human factor often remains the weakest link in the security
chain. Understanding this human dimension is essential for building effective security
strategies that address not only technical vulnerabilities but also the trust relationships,
emotional pressures, and behavioral factors that attackers routinely exploit.

Chapter 7, “Behind the Scenes: The Setup of Fraudulent Devices,” presents the opera-
tional preparation phase behind the attack infrastructure. The chapter demonstrates how
attackers configure covert communication channels, LTE and Internet connectivity,

Layer 2 extension mechanisms, remote management paths, malicious bridges, tunneling
infrastructures, and stealth communication models capable of bypassing traditional secu-
rity visibility. This chapter introduces the technical foundations required for attacks such
as the new generation on-path attacks. You will gain detailed insight into how these mod-
ern infrastructure threats are built and operated, including the deployment of fraudulent
devices inside enterprise environments, the use of 5G networks for covert remote access,
and the establishment of encrypted VPN tunnels that provide attackers with persistent
connectivity to compromised locations. Through practical examples, the chapter demon-
strates how adversaries can extend trusted network segments across untrusted infrastruc-
tures, enabling remote interception, traffic manipulation, and unauthorized access while
remaining largely invisible to traditional security controls.

Chapter 8, “The Live Attack: Showtime,” places you directly inside the active attack
execution phase. This chapter demonstrates how attackers weaponize legitimate enter-
prise communication paths, identity spoofing, SMB abuse, covert tunneling, and wire-
less infrastructures to perform stealthy lateral movement and data exfiltration. You will
experience the attack from both offensive and defensive perspectives and observe how
traditional security controls struggle to detect advanced operationally stealthy threats.
Beyond the technical preparation, the chapter reveals the extensive planning and human
manipulation that occur before the attack ever begins. You will follow the activities of
the criminal organization as it recruits participants, assigns specialized tasks, acquires
infrastructure, and coordinates the various elements required for a successful operation.
The chapter also explores a darker aspect of cybercrime: the exploitation of innocent vic-
tims to influence decision-making inside the target organization. Through the kidnapping
of the financial manager’s daughter, the attackers force her cooperation during critical
stages of the operation, demonstrating how coercion, fear, and emotional pressure can be
more effective than financial incentives. This scenario highlights an important lesson: the
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human factor remains one of the most vulnerable components of any security program,
especially when attackers target not only employees themselves, but also the people they
care about. By understanding these pre-attack activities, you will gain a deeper apprecia-
tion for the social, psychological, and operational dimensions of modern cybercrime.

Chapter 9, “Strategic Foundations of Defense: Zero Trust, SAFE, and Al,” introduces

the strategic defensive architecture used to counter the advanced attacks demonstrated
throughout the book. The chapter explores how Zero Trust principles, Cisco SAFE
architectures, behavioral analytics, Al-assisted security operations, and adaptive security
models combine to create resilient enterprise security ecosystems capable of continu-
ously validating trust and dynamically responding to operational anomalies. The chapter
also examines the emergence of Al-driven threats and the growing impact of machine-
speed attack operations, where artificial intelligence can accelerate vulnerability discov-
ery, exploit development, reconnaissance, and attack automation. You will learn how
organizations can leverage Al as a defensive force multiplier while implementing security
architectures capable of detecting, validating, and responding to the next generation of
Al-assisted threats operating across enterprise and industrial environments.

Chapter 10, “Identity and Access Control: Building Security with Cisco ISE,” explores
how identity-aware security is one of the foundational pillars of modern cybersecurity
architectures. This chapter demonstrates how Cisco ISE operates as the Policy Decision
Point (PDP) of the environment, enabling authentication, authorization, posture valida-
tion, profiling, segmentation enforcement, context sharing, and dynamic threat contain-
ment across enterprise infrastructures. The chapter also includes a complete Cisco ISE
Plan, Design, and Implementation (PDI) methodology, providing practical guidance for
planning, deploying, and operating a Network Access Control (NAC) solution in
real-world environments. Through detailed design recommendations, deployment
considerations, sizing methodologies, and configuration examples, you will learn how
to implement the most important NAC use cases for both corporate endpoints and IoT
devices, including wired and wireless 802.1X authentication, EAP-TLS deployments,
device profiling, posture assessment, guest access, BYOD onboarding, printer and IP
phone authentication, segmentation enforcement, and policy-based access control. The
chapter also covers the architectural considerations required for large-scale and globally
distributed deployments, including node placement strategies, regional resiliency, high
availability, load balancing, geographic redundancy, latency considerations, and capac-
ity planning for enterprise environments supporting tens or even hundreds of thousands
of endpoints across multiple countries and regions. By the end of the chapter, you will
have the foundational knowledge required to design, size, and deploy a scalable Cisco
ISE architecture capable of supporting modern Zero Trust initiatives in both regional and
worldwide enterprise environments.

Chapter 11, “East-West Defense: MACsec Encryption and TrustSec Microsegmentation,”
focuses on the protection of internal enterprise communication through identity-based
microsegmentation. The chapter demonstrates how Cisco TrustSec, security group tags
(SGTs), security group access control lists (SGACLs), and identity-aware segmentation
policies reduce lateral movement opportunities and contain advanced threats operating
inside the network. You will learn how microsegmentation transforms internal security
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from static VLAN-based isolation into adaptive identity-driven enforcement. The chapter
includes a complete Plan, Design, and Implementation (PDI) methodology for deploy-

ing enterprise microsegmentation initiatives, providing practical guidance for planning,
designing, validating, and implementing TrustSec-based segmentation architectures in
real-world environments. Through detailed design recommendations, policy development
methodologies, and deployment considerations, you will learn how to implement the
most important microsegmentation use cases, including corporate workstation isolation,
IoT and printer segmentation, IP camera protection, privileged access segmentation, and
data center workload segmentation scenarios. By the end of the chapter, you will have the
knowledge required to design and deploy scalable microsegmentation architectures that
align security enforcement with business intent while supporting Zero Trust principles
across enterprise and industrial environments. The chapter also introduces the applica-
tion of segmentation principles within Operational Technology (OT) environments, where
industrial assets, control systems, engineering workstations, and supervisory systems
require distinct trust boundaries. You will learn how OT segmentation reduces the attack
surface, limits the propagation of cyber threats across industrial networks, and sup-
ports the protection of critical operational processes while maintaining reliability and
operational continuity. The chapter also examines the evolution of industrial security
architectures, beginning with the traditional Purdue Model and its hierarchical approach
to industrial network segmentation, progressing through the zone-and-conduit concepts
introduced by ISA/IEC 62443, and culminating in the application of Zero Trust princi-
ples within modern OT environments. You will learn how industrial security architectures
have evolved from static network boundaries toward identity-aware, context-driven, and
continuously validated trust models capable of protecting increasingly connected and
converged I'T/OT infrastructures. By understanding this evolution, security practitioners
will be better equipped to design modern OT security architectures that preserve opera-
tional requirements while addressing today’s sophisticated cyber threats.

Chapter 12, “North-South Defense: Secure Firewall and the Macrosegmentation
Strategy,” explores the role of macrosegmentation and hybrid firewall architectures

in controlling communication between enterprise trust zones, data centers, and exter-

nal networks. The chapter demonstrates how Cisco Secure Firewall, Cisco Identity
Intelligence, policy correlation, and Zero Trust enforcement help organizations contain
threats, reduce attack surfaces, and protect critical communication boundaries across
hybrid infrastructures. The chapter begins by examining traditional firewall segmentation
architectures and the evolution of firewall technologies over the past several decades,
from early packet-filtering firewalls to stateful inspection, application-aware firewalls,
next-generation firewalls, and Al-assisted security platforms. You will learn the design
principles behind classic enterprise firewall architectures, including the well-known
firewall sandwich model, where multiple security layers are strategically positioned to
protect internal resources and enforce trust boundaries. Building on these foundations,
the chapter demonstrates how modern organizations are evolving toward Hybrid Mesh
Firewall architectures that extend consistent security policies across campuses, data cen-
ters, cloud environments, remote users, and distributed workloads. By understanding both
traditional and modern approaches, you will learn how macrosegmentation continues to
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play a critical role in Zero Trust architectures while adapting to the demands of increas-
ingly distributed and hybrid enterprise environments.

Chapter 13, “Proactive Threat Defense: Leveraging NDR, XDR, and SIEM,” concludes the
technical journey by introducing behavioral detection, telemetry correlation, and auto-
mated threat response mechanisms capable of identifying attacks that bypass traditional
preventive controls. The chapter demonstrates how Cisco Secure Network Analytics
(NDR), Cisco ISE (NAC), Splunk (SIEM), and Cisco Extended Detection and Response
(XDR) together make it possible to detect covert attack behaviors such as abnormal
crypto tunnel instability, identity abuse, data exfiltration, malicious device activity, and
advanced Layer 2 extension attacks. It establishes behavioral analysis and continuous ver-
ification as fundamental pillars of modern cyber defense. The chapter also presents the
detection and mitigation strategies developed to identify the attack models introduced
throughout the book, including LTR-SMB (Little Red SMB Attack), LTR-Inject (Little

Red Wireless Inject Attack), and L.U.M.A. (Layer 2 Undetected Mobile Access). Through
these examples, you will learn how behavioral analytics, identity context, network telem-
etry, and automated enforcement can expose adversaries operating behind legitimate
credentials, encrypted communications, and trusted network infrastructure, even when
traditional security controls fail to identify malicious activity. The chapter also provides
an in-depth methodology for planning, designing, and implementing behavioral security
analytics programs, demonstrating how detection use cases can be systematically devel-
oped and mapped across the various phases of the Cyber Kill Chain. You will learn how
to build behavioral detection strategies for reconnaissance, initial access, persistence,
privilege escalation, lateral movement, command-and-control communications, and data
exfiltration activities. By combining threat modeling, behavioral baselines, identity aware-
ness, and telemetry correlation, the chapter provides a practical framework for transform-
ing behavioral analytics into a structured and measurable security capability capable of
detecting threats throughout the entire attack lifecycle.

XXXV
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Chapter 4

Mapping the Threat Landscape:

A Strategic Approach to
Network Security Assessments

“Security is always excessive until it’s not enough.”

—Robbie Sinclair, Head of Security, Country Energy, NSW Australia

Revealing the Unknown

Andrew stood in the stillness of his office, the city skyline stretching out behind him.
The calm he had found on the beach with Henry had given way to a growing sense of
urgency. It wasn’t just instinct anymore; it was a fact: He lacked the visibility he needed to
protect the company’s corporate network. Due to the surging ransomware attacks across
critical infrastructure sectors, the board’s concern had reached a tipping point.

He couldn’t postpone it any longer. Guided by Henry’s advice, Andrew picked up the
phone and called Fredy, a seasoned network security advisor with a reputation for preci-
sion and deep expertise in Zero Trust Network Architectures (ZTNA), to invite him to a
meeting. Fredy was someone Andrew trusted; he had worked with Henry in the past, a
connection that only reinforced Andrew’s confidence in the decision. “Let’s meet in per-
son, at the company’s headquarters,” Andrew said.

Two days later, Fredy arrived at the company’s headquarters and stepped into the execu-
tive conference room (see Figure 4-1). The walls were lined with architectural diagrams
and risk dashboards, but what was missing was exactly what they had come to solve: a
full, honest picture of the current security posture.

After catching up briefly, Andrew laid out the challenge: “We need to understand where
we are today. No guesswork, no gaps. The board needs answers and a consistent plan.”
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Figure 4-1 The Meeting to Start a Security Assessment Plan

Fredy nodded and said, “Then we start with a comprehensive security network assess-
ment based on Zero Trust. Not just a checklist; a real evaluation.”

After setting the context, Fredy introduced a structured five-phase security lifecycle
methodology. The first three phases focused on the assessment process itself, while the
final two phases concentrated on the post-assessment roadmap and long-term transfor-
mation strategy. He emphasized that the objective was not simply to produce a static
report, but to establish a living security strategy capable of guiding continuous business
and technology evolution.

Fredy clarified that this methodology differed from the concepts previously introduced
by Henry in Chapter 3. Henry’s five pillars defined the foundational components required
to build a modern cybersecurity strategy aligned with business priorities. During

the organization’s initial strategic analysis, however, the leadership team realized that
although the five-pillar model helped structure the strategic vision, it did not provide
enough visibility into the organization’s actual security maturity level, operational gaps,
or risk exposure.

To establish that visibility, the organization initially analyzed its cybersecurity strategy
through five strategic pillars:

1. Outcomes, including user trust and safety, corporate endpoint protection, risk reduc-
tion, and threat visibility

2. Domains, including enterprise LAN, enterprise wireless, enterprise VPN, and data-
center environments
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3. Frameworks, including Zero Trust, Cisco SAFE, MITRE ATT&CK, NIST SP 800-207,
and NIST SP 800-30

4. Solutions, including user protection, network visibility, and segmentation capabilities

5. Services, including advisory services that incorporated the security assessment pro-
cess itself

Fredy explained that these five pillars established the strategic foundation for the cyber-
security program. His new proposal, however, focused on the organization’s next major
challenge: conducting the security assessment itself. The assessment represented the first
practical step toward understanding the organization’s real maturity level, identifying
operational and architectural gaps, evaluating risks, and defining a prioritized roadmap
for remediation and long-term improvement.

To achieve this objective, the assessment methodology followed its own independent
five-phase structure, specifically designed to guide the organization from initial discov-
ery through future-state planning, strategic alignment, and long-term execution.

As the conversation deepened, the importance of structure became increasingly clear to
Andrew. Fredy explained that each phase of the methodology served a distinct purpose,
produced specific outcomes, and played a strategic role in aligning cybersecurity invest-
ments with business priorities. This was not simply another technical assessment. It was

a structured transformation model designed to help the organization evolve its security

posture over time.

Noticing Andrew’s expression, Fredy paused briefly and smiled.

“I know this may sound similar to the five pillars Henry introduced earlier,” he said. “But
they are not the same thing.”

Andrew nodded. “That was exactly what I was trying to understand.”
Fredy walked toward the whiteboard and drew two separate diagrams.

“The five pillars Henry presented in Chapter 3 define the strategic foundation of the
cybersecurity program,” Fredy explained. “They help the organization understand what it
needs to protect, which environments require visibility, which frameworks guide the strat-
egy, which technologies support the controls, and which services enable execution.”

He pointed to the first diagram.

“Those pillars focus on strategic alignment:
1. Outcomes

. Domains

. Frameworks

. Solutions

a » WO DN

. Services
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They help establish the business and architectural vision.”
Andrew crossed his arms while studying the board carefully.

“But,” Fredy continued, “during the initial strategic discussions, the leadership team real-
ized something important. Even with a well-defined strategy, nobody truly understood
the organization’s actual security maturity level. The company still lacked visibility into
operational gaps, architectural weaknesses, and overall risk exposure.”

“So the pillars define the strategy,” Andrew said, “but they don’t measure the current
state.”

“Exactly,” Fredy replied.
He then pointed to the second diagram on the board.
“Those pillars focus on security lifecycle methodology:

1. Security Baseline: Conduct technical interviews, analyze device configurations, and
review network topology information to establish the organization’s current security
posture.

2. Environment Analysis: Compare the current “as-is” environment against security best
practices, industry frameworks, and architecture methodologies.

3. Recommend: Identify security gaps, evaluate risks, and develop prioritized roadmaps
for each environment.

4. Execution: Plan, design, test, and implement the proposed remediation and transfor-
mation roadmaps.

5. Measure: Measure roadmap evolution and security maturity progression through
defined KPIs and operational metrics

They help establish the company’s security maturity level, identify operational gaps, and
evaluate risk exposure. That is where the assessment methodology comes in. The five-
phase methodology is independent from the five strategic pillars. Its purpose is to evalu-
ate the organization’s real environment, identify weaknesses, measure maturity, analyze
risks, and create a practical roadmap for improvement.”

Andrew immediately understood the distinction.

Henry’s pillars established the strategic vision. Fredy’s methodology transformed that
vision into a measurable execution plan.

Fredy continued walking through the process step by step. The first two phases, Security
Baseline and Environment Analysis, focus on assessment activities, including discovery,
technical analysis, and security maturity evaluation. The third phase, Recommendations,
focuses on roadmap creation and serves as the transition point between the assessment
process and the execution of the proposed transformation initiatives. The final two phases,
Execute and Measure, concentrated on future-state planning, strategic recommendations,
and long-term transformation guidance.
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“The objective,” Fredy explained, “is not to produce a static report that becomes
outdated in six months. The goal is to establish a living security lifecycle strategy that
evolves together with the business.”

Andrew looked again at the diagrams. For the first time, the relationship between busi-
ness strategy, Zero Trust maturity, and operational execution started to connect as a
single transformation journey rather than isolated technical projects.

Fredy then shifted the discussion toward the methodology itself, beginning with a deep
analysis of the current environment and concluding with the development of an adaptive
roadmap for Zero Trust maturity. As the discussion progressed, Andrew realized that the
methodology provided something many organizations lacked: a structured way to con-
nect technical controls, operational risks, and executive priorities into a unified security
lifecycle strategy.

Each phase built upon the previous one, creating a progressive transformation model
grounded in real-world operational challenges and measurable business outcomes. What
Fredy presented was far more than a traditional assessment framework. It was a blueprint
for evolving the organization’s security posture with purpose, structure, and long-term
strategic direction.

The Strategic Zero Trust Readiness Assessment:
A Framework to Start a Zero Trust Journey

Every meaningful security transformation begins with visibility—an honest, structured
view of where the organization stands today. Without this clarity, it is nearly impossible
to design an effective security roadmap. However, many organizations struggle to achieve
this foundational understanding. Years of accumulated complexity, fragmented infrastruc-
ture, and disconnected operational practices make it difficult to define what “secure”
looks like in their environment. A security assessment is indispensable—not as a checklist
but as a strategic lens.

The assessment framework introduced in this chapter was crafted to cut through that
complexity. It brings structure to the discovery process, allowing both technical teams
and business stakeholders to move past assumptions and operate from facts. This is more
than identifying vulnerabilities; it’s about mapping risk to business impact, prioritizing
action based on critical exposures, and delivering a blueprint that aligns technology with
long-term strategic goals. It enables decision makers to see beyond individual technolo-
gies and understand the maturity of the entire security posture.

Today’s cybersecurity ecosystem includes dozens of reference models and frameworks
such as NIST, CISA, MITRE ATT&CK, Cisco SAFE, and others, each designed to solve
different parts of the problem. The framework presented in this chapter does not seek
to replace them; instead, it builds a cohesive, phase-based structure that leverages their
strengths at the right moment. It allows organizations to map security controls to Zero
Trust principles, link them to technical domains, and evaluate them under standardized
maturity and risk criteria.
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This chapter introduces the Strategic Zero Trust Readiness Assessment, a structured
framework designed to evaluate cybersecurity maturity and risk across key technical
domains. This security assessment provides a structured approach to evaluate an organi-
zation’s cybersecurity posture across multiple technical domains. It aligns each domain
with the core principles of Zero Trust, using industry-recognized models such as the
CISA Zero Trust Maturity Model and the NIST Zero Trust Architecture (NIST SP
800-207).

This assessment framework enables security teams to do the following:

m Identify the current maturity level for each technical domain
®m Analyze control effectiveness and architecture alignment

m Evaluate associated risk severities using a hybrid model based on NIST SP 800-30,
MITRE ATT&CK, and risk heat mapping

B Map technical controls to CISA Zero Trust Maturity Model pillars, NIST SP 800-
207 core elements, and Cisco SAFE architecture

This security assessment serves as the foundation for future roadmap development. While
it does not include solution design or implementation planning, its findings establish the
necessary baseline for defining next steps in a Zero Trust transformation.

This chapter sets the stage for a unified assessment journey that serves as the launch
point for Zero Trust. It offers not just a methodology but a mindset: one that values
cross-functional collaboration, continual improvement, and decisions grounded in real
operational data. Whether you're at the beginning of your Zero Trust journey or refining
your current implementation, this framework is designed to guide you with precision, dis-
cipline, and business alignment.

A security lifecycle journey typically involves multiple projects, each structured around
five core phases, as illustrated later in Figure 4-12.

Phases 1 and 2, Security Baseline and Environment Analysis, focus on the assessment
itself. These phases establish the organization’s current security maturity level through
technical interviews, configuration analysis, topology reviews, and comparisons against
security best practices, frameworks, and architecture methodologies.

Phase 3, Recommend, focuses on the creation of strategic roadmaps. This phase acts as
the bridge between the assessment findings and the future execution activities by trans-
lating identified gaps, risks, and operational weaknesses into prioritized remediation and
transformation plans.

Phases 4 and 5, Execute and Measure, focus on the implementation and continuous
evolution of the roadmap developed during the Recommend process. These phases trans-
form the assessment results into operational improvements, validated controls, measur-
able outcomes, and long-term maturity progression.
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Together, the Security Baseline and Environment Analysis phases represent the complete
assessment portion of the methodology and consist of seven defined steps. An additional
step, Step 8, operates as a transition point between the assessment activities and the
roadmap development process created during the Recommendations phase. Although
Step 8 is not formally considered part of the assessment itself, it serves as the critical
connection between analysis and execution, ensuring that the assessment findings evolve
into actionable transformation initiatives.

This section provides a concise summary of the Strategic Zero Trust Readiness
Assessment framework, highlighting the key phases that guide the security evaluation
process. From the initial mapping of technical domains to the identification of control
areas, risk severity, and alignment with MITRE ATT&CK techniques, each step plays

a strategic role in building a comprehensive threat-informed defense model. The goal

is to offer a clear view of how the framework connects assessment data to actionable
insights, enabling organizations to prioritize improvements and design effective security
roadmaps. The following sections provide an overview of the key steps in the assessment
framework, summarizing the sequence of activities from technical domain definition to
risk evaluation.

Step 1: Mapping the Network to Technical Domains (Protect
Surfaces)

The first step in the assessment journey is a systematic analysis of the organization’s
current network infrastructure. This analysis aims to deconstruct the environment into
distinct technical domains—Ilogical segments that reflect how security controls, tech-
nologies, and operational requirements differ across the enterprise. This domain-based
segmentation ensures that the evaluation is both scalable and relevant, avoiding generic
recommendations that fail to reflect operational reality.

Each technical domain corresponds to a specific “protect surface,” a concept central to
Zero Trust strategy. Rather than defending an ever-expanding attack surface, the protect
surface approach focuses on identifying and safeguarding what matters most: critical
assets, sensitive data, and essential services. This shift in perspective makes the assess-
ment more actionable by narrowing the focus to assets that have the greatest impact

on business operations and regulatory compliance. To help visualize the relationship,
think of a technical domain as a SAFE PIN (place in the network) in the Cisco SAFE
framework. However, a technical domain represents only a subset of a PIN because each
PIN may encompass multiple technical domains within the security architecture. For
example, within the Data Center PIN, both the Data Center Network and the Data Center
Firewall technical domains represent specific subsets. By using technical domains instead
of broader PING, the assessment adopts a more granular view that captures the precise
controls and solutions required to design an effective and actionable security journey.
Another useful comparison is between SAFE domains and Cisco SAFE control areas,
which you will explore in more detail in the following sections. Both structures serve

to organize and align security capabilities, helping translate technical implementations
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into strategic Zero Trust outcomes. Figure 4-2 illustrates the relationship between Cisco
SAFE PINs and technical domains, highlighting how each domain maps to specific places
in the network.

Compliance Segmentation

Security Intelligence Threat Defense

Management ¢ Secure Services

Internet

Tech. Domain X: Datacenter Network

Tech. Domain Y: Datacenter Firewall

Places in the Network (PINs) Domains

Figure 4-2 Cisco SAFE PINs Versus Technical Domains

Importantly, not all domains require the same security posture. For instance, the con-
trols necessary to enforce access in a wireless network differ from those required in a
data center network environment or on VPN gateways. Even when applying the same
overarching principle, such as identity enforcement or segmentation, the underlying tech-
nologies, trust models, and operational workflows vary significantly. Therefore, domains
like Wired LAN, Wireless LAN, Data Center Firewalls, Data Center Network, Corporate
Endpoints, and VPN Access must be treated independently. Figure 4-3 illustrates the
mapping of three technical domains within a customer’s network environment: Email
Security, Corporate Endpoints, and Wired and Wireless LAN.

By clearly identifying and mapping these domains up front, the framework ensures

that subsequent evaluation steps, such as maturity scoring, risk analysis, and MITRE
ATT&CK mapping, remain aligned with real-world operational contexts. This tailored
approach lays a solid foundation for meaningful insights and effective roadmap planning
later in the assessment. The section “Zero Trust Network Assessment Blueprint: Details
of the Process,” later in this chapter, explains this phase in greater detail.
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Figure 4-3 Technical Domains Selection

Step 2: Mapping the Technical Domains to Security Frameworks and
Methodologies

Once the technical domains are defined, the next step is to map each one to the relevant
security frameworks and methodologies. This mapping is essential to ensure that each
domain is evaluated using industry-accepted principles and controls rather than in
isolation.

By aligning the assessment to mature frameworks such as CISA Zero Trust, Zero Trust
Architecture (NIST Special Publication 800-207), and Cisco SAFE, security teams can
ground their evaluation in trusted, well-documented models that provide clear expecta-
tions for control effectiveness, maturity, and risk mitigation.

Each technical domain is associated with one or more Zero Trust pillars: Identity;,
Devices, Network, Applications & Workloads, and Data. This classification ensures a
structured approach where gaps are not only identified but contextualized against secu-
rity outcomes that are critical for business resilience. For example, a technical domain
like Corporate Endpoints maps directly to the Devices pillar in CISA’s model and can be
further evaluated using Center for Internet Security (CIS) benchmarks, endpoint
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EDR/XDR control objectives, and MITRE ATT&CK technique coverage. Table 4-1
illustrates how the technical domains map to the CISA Zero Trust pillars.

Table 4-1 Technical Domains Mapped to CISA Zero Trust Pillars

Technical Domain CISA Zero Trust Pillar
Email Security Devices

Corporate Endpoints Devices

Wired and Wireless LAN Network

After mapping the technical domains to the CISA pillars, we can map the technical
domains to the NIST Zero Trust pillars, as illustrated in Figure 4-4.

Technical Domains Mapped to NIST SP 800-207 Pillars

E-mail Endpoint Network NS Firewall Workload Behavior Public
Protection | Protection | Segmentation | Segmentation | Segmentation |  Analysis Detection
Technical Domains (PEP) () (PEP) (PEP) (PIP) (PDP)

Cross
Layer/Components

= = | o & | 2
% Email Security +

Q Corporate Computers +
z

2| Wired and Wirless LAN *

Figure 4-4 Technical Domains Mapped to NIST Zero Trust Pillars
Finally, we can map the technical domains to the Cisco SAFE pillars, as shown in
Table 4-2, to identify business flows and core technologies that will guide future

roadmap planning.

Table 4-2 Technical Domains Mapped to Cisco SAFE Pillars

Technical Domain Cisco SAFE Pillar

Email Security Email Security Architecture
Corporate Endpoints Endpoint Security Architecture
Wired and Wireless LAN Access Network Segmentation

This step involves defining the verification criteria for each technical domain. Rather
than relying on anecdotal controls or informal configurations, the Straregic Zero Trust
Readiness Assessment leverages measurable benchmarks derived from recognized
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industry frameworks. By doing so, the methodology enables consistent scoring,
repeatable assessments, and a structured remediation process aligned with established
security guidance.

By integrating Cisco SAFE architecture guidance, organizations also benefit from archi-
tecture-level recommendations that connect identified control weaknesses with practical
platform and design enhancements. This approach incorporates vendor expertise into the
methodology while preserving strategic and architectural neutrality.

Ultimately, this mapping step transforms a fragmented view of technical assets into a
structured foundation for Zero Trust planning. It ensures that every domain is treated not
as a standalone concern but as part of a unified defense model grounded in best practices.

Step 3: Conducting the Interview Process Based on Control Areas

Once the technical domains are defined and mapped to industry frameworks and meth-
odologies, a team continues the Strategic Zero Trust Readiness Assessment process by
conducting structured interviews using predefined control areas as the foundation. Each
technical domain is broken into a series of control areas, identified using the standardized
format ZTA-X.Y, where X refers to the domain number and Y corresponds to a specific
control within that domain. This format creates a modular and scalable structure that sup-
ports repeatable assessments and facilitates future audits, roadmap creation, and bench-
marking efforts.

Table 4-3 presents an example of the control areas to be reviewed for the Wired and

Wireless LAN technical domain during the assessment interviews.

Table 4-3 Control Areas Review
Domain 3: Wired and Wireless LAN

Control Area Reviewed ID

Wired Network Segmentation & Microsegmentation ZTA-3.1
Wireless Network Segmentation and Microsegmentation ZTA-3.2
Zero Trust Network Access Based on Posture ZTA-33

NAC—Wired Network Security Authentication (802.1X EAP-TLS) ZTA-3.4
NAC—Wired Network Security Encryption (802.1AE MACsec) ZTA-3.5

NAC—Wireless Network Security Authentication (WPA3 and ZTA-3.6
EAP-TLS)

NAC—Wired/Wireless Network Security Authentication (MAB) ZTA-3.7
DNS Security and Sinkholing ZTA-3.8
CIS Controls ZTA-39

Deception and Honeytokens ZTA-3.10
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Domain 3: Wired and Wireless LAN

Control Area Reviewed ID
IT and OT Weak Authentication Security Monitoring ZTA-3.11
Network Traffic Analytics (NDR) ZTA-3.12

The interview process focuses on capturing both the design and operational state of
each control area. For example, in the VPN Remote Access domain, one control area
might focus on the enforcement of multifactor authentication, while another investigates
whether secure web gateway inspection is applied to split-tunneled traffic. This level of
granularity allows the assessment team to surface not only major architectural gaps but
also subtle misalignments in configuration, integration, and policy enforcement.

Interview sessions are typically conducted with the subject matter experts (SMEs)
responsible for operating or managing each respective domain—including network
engineers, security analysts, system administrators, identity specialists, and application
owners. To maximize the accuracy and efficiency of these sessions, the assessment team
prepares domain-specific agendas in advance, outlining which control areas will be cov-
ered, who should participate, and what supporting documentation is recommended. This
preparation minimizes disruptions and ensures that the discussion stays aligned with the
control verification objectives.

Throughout each session, interviewers record observations, ask clarifying questions, and
request artifacts such as architecture diagrams, configuration screenshots, and operational
workflows. These artifacts play a vital role in verifying responses and identifying risks
that might not surface with dialogue alone. The assessment team documents any mis-
alignment with Zero Trust best practices and flags areas where controls are either missing,
improperly enforced, or not monitored.

By structuring interviews around defined control areas, SZTRA transforms what could
be an informal or inconsistent data-collection process into a focused, auditable, and
evidence-based evaluation. This structured approach allows security leaders to confident-
ly make decisions based on accurate insights, paving the way for a tailored roadmap that
addresses real gaps with measurable actions.

Step 4: Evaluating the Technical Domains Maturity Level

After completing the interviews and documenting the current “as-is” state across each
control area, the security assessment advances to the maturity evaluation phase. This
step involves using the CISA Zero Trust Maturity Model 2.0 to benchmark each technical
domain and classify its maturity as either Traditional, Initial, Advanced or Optimal. This
model provides a government-backed, standards-aligned framework that reflects both
cybersecurity best practices and the evolving threat landscape.

The goal of this step is to assess not just whether a security control is present but how
effectively and consistently it is enforced. For example, an endpoint protection solution
might be deployed, but if it lacks posture validation or fails to enforce least privilege
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access, the technical domain may still fall into the Initial category. Similarly, a firewall
with advanced threat detection may be categorized as Traditional if it lacks dynamic pol-
icy adaptation or is not integrated with a centralized policy engine. This step demands a
comprehensive review of both technical capabilities and operational discipline. Technical
domains are evaluated based on specific criteria, such as control automation, telemetry
integration, identity validation, enforcement consistency, visibility, and threat detection
response. These attributes, when mapped across all technical domains, create a complete
maturity matrix that highlights which areas are lagging and which have reached advanced
implementation.

To ensure objectivity, the security assessment team assigns maturity levels based on
observed controls, corroborated evidence, and SME feedback. Subjective impressions or
assumed capabilities are not accepted. Where possible, security logs, screenshots, poli-
cies, and system configuration files are used to validate enforcement depth.

Here’s an example of a maturity level evaluation for the technical domains Email Security
and Wired and Wireless LAN:

Technical Domain 1: Email Security; Maturity Level: Advanced

This domain showcases a robust and operationally mature security posture. The
organization has implemented Cisco Secure Email Gateway (ESA) to full capacity
and adheres to key email authentication protocols like DMARC, DKIM, and SPEF. It
also incorporates advanced threat detection technologies, such as sandboxing and
behavioral analytics, to proactively detect phishing threats and malicious payloads
before they reach end users. Regular security awareness training reinforces the orga-
nization’s human defense layer, equipping users to recognize and respond to phishing
attempts and social engineering. These collective efforts align with ZTA IDs ZTA-1.1
through ZTA-1.5, positioning the technical domain confidently in the “Advanced”
category. The consistent implementation of essential controls across the enterprise
reflects a well-integrated defense strategy, aligned with the layered protection prin-
ciples defined by the CISA Zero Trust Maturity Model.

Technical Domain 2: Wired and Wireless LAN; Maturity Level: Initial

The network relies on VLAN-based segmentation, but it lacks the enforcement of
microsegmentation required for granular traffic control. Critical safeguards like
MACsec encryption and 802.1X authentication remain absent, and posture valida-
tion has been only partially implemented. The environment also lacks DNS-layer
protections and does not incorporate Network Detection and Response (NDR) capa-
bilities. These gaps reflect an early stage of Zero Trust maturity, signaling that foun-
dational controls are in place but advanced enforcement is still missing. This domain
depends heavily on static port security, with no comprehensive NAC framework in
place and no use of certificate-based authentication for the corporate SSID. These
limitations firmly anchor the domain within the “Initial” stage of maturity. Without
identity-centric enforcement mechanisms, the environment lacks the foundational
capabilities required to support a Zero Trust strategy.
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Creating a graphical view of the current CISA Zero Trust maturity levels, as illustrated in
Figure 4-5, helps communicate the organization’s security posture to the executive board.

Zero Trust Maturity Dashboard (CISA Model)

Email Security Advanced

Corporate Endpoints Advanced

Wired/Wireless LAN Initial
Figure 4-5 CISA Maturity Level Dashboard for the Domain Evaluation Example

Understanding maturity levels allows stakeholders to visualize the current security
posture across domains. It helps establish a baseline, prioritize remediation plans, and
forecast the level of effort required to advance to higher levels of resilience. Most impor-
tantly, it transforms the Zero Trust journey from a conceptual goal into an operational
roadmap supported by measurable milestones and business-aligned security investments.

Step 5: Evaluating the Technical Domains’ Risks and Severities

After assessing maturity, the next step is to determine the risk severity level for each
technical domain. This process is guided by the NIST SP 800-30 risk assessment meth-
odology, which offers a structured and repeatable approach for evaluating cybersecurity
risk. The analysis considers two critical dimensions: the likelihood of a threat scenario
occurring and the impact it would have on the organization if realized.

Likelihood is influenced by factors such as exposure to known attack vectors, the pres-
ence of threat intelligence indicators, existing vulnerabilities, and observed adversary
behaviors mapped to MITRE ATT&CK techniques. For example, if a domain lacks MFA
and is externally exposed through VPN, the likelihood of credential-based attacks is very
high.

Impact, on the other hand, is evaluated by examining the potential business conse-
quences of an attack, ranging from data breach exposure to service disruption, regulatory
noncompliance, and reputational damage. The criticality of the assets within the domain
plays a significant role in this evaluation. Domains that support identity systems, financial
transactions, and business continuity functions typically carry high inherent risk impact.
Each domain is rated using a risk matrix that plots likelihood against impact, resulting in
arisk severity classification of Low, Moderate, or High (see Table 4-5). In some cases, a
qualitative scale is supplemented with quantitative indicators such as incident logs, his-
torical breach records, vulnerability scores (such as CVSS scores), or threat intelligence
feeds. The goal is to maintain objectivity and enable comparative analysis across all
domains.
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Table 4-5 NIST SP 800-30 Risk Severity

Score Severity Level
1,2 Low

3,4,6 Medium

9 High

The following example presents a risk severity evaluation for the technical domain Wired
and Wireless LAN:

Technical Domain: Wired and Wireless LAN; Risk Severity Level: Medium

Network segments provide limited isolation due to the absence of full microseg-
mentation, weak NAC posture enforcement, and insufficient traffic visibility.

These shortcomings allow for potential lateral movement across the environment.

In addition, wireless networks suffer from inadequate authentication mechanisms,
specifically the lack of digital certificate-based access for the corporate SSID.
Combined with minimal detection capabilities, these weaknesses significantly
increase the technical domain’s overall exposure and hinder Zero Trust enforcement.
Given the breadth of access this technical domain controls and the number of
missing advanced controls, the calculated risk severity is Medium (Likelihood:
Medium x Impact: High) = (2 x 3) = 6.

Figure 4-6 show a graph that illustrates the risk severity levels across technical domains,
making it easier for the board of executives to understand and prioritize critical areas.

Zero Trust Risk Severity by Domain

Email Security 9
Corporate Computers (Endpoints) i 7 7' - b j 6
Wired/Wireless LAN ; : ﬂ% 7 ‘: 6
0 2 4 6 8 10

Severity Score (Likelihood x Impact)

Chart Interpretation: Calculated as Likelihood x Impact for each technical domain.
I High Risk (Score 9):
e Email Security is critical due to high exposure and systemic impact.

| Medium Risk (Score 3, 4, or 6):
e Domains such as Corporate Computers (Endpoints) and Wired/Wireless LAN show considerable
gaps that could enable lateral movement or data compromise.

Low Risk (Score 1 or 2):
¢ No Other Technical Domains had a low score in this example.

Figure 4-6 NIST SP 800-30 Risk Severity Level Dashboard for the Risk Severity
Evaluation Example
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By combining maturity data with risk severity, the assessment framework builds a multi-
dimensional view of the organization’s current posture. Domains that are both immature
and carry high risk become immediate priorities for remediation, while advanced domains
with low risk may only require monitoring and optimization. This step transforms isolated
technical observations into a strategic risk map that supports executive decision making,
investment justification, and compliance reporting. It ensures that remediation actions are
technically sound and also aligned with business risk tolerance and operational urgency.

Step 6: Mapping the Technical Domains’ Risks to MITRE
ATT&CK TTPs

Once the assessment identifies the risks, severities, and uncovered security gaps within
each technical domain, the next critical step is to contextualize these findings against the
tactics, techniques, and procedures (TTPs) documented in the MITRE ATT&CK frame-
work. This process shifts the analysis from abstract weaknesses to concrete adversarial
behaviors observed in real-world attacks.

MITRE ATT&CK offers a globally recognized knowledge base that captures how threat
actors operate during each phase of the attack lifecycle, ranging from initial access (for
example, phishing or drive-by compromise) to command and control, persistence, and
exfiltration. By mapping each identified gap or weak control area to specific ATT&CK
techniques (for example, T1566: Phishing or T1078: Valid Accounts), the assessment team
enhances visibility into what is vulnerable and how those vulnerabilities are most likely
to be exploited in a live scenario. This correlation enables a more tactical and priori-
tized remediation plan. Instead of addressing gaps in isolation, organizations can frame
security improvements through the lens of active threats, making each mitigation step
more purposeful. For example, if the assessment reveals weak MFA enforcement in VPN
access, linking this directly to T1078 (Valid Accounts) and T1021 (Remote Services) rein-
forces the urgency and justifies investment in Zero Trust access mechanisms.

Furthermore, this step enhances the organization’s threat modeling capability. It allows
security architects to simulate potential attack paths across domains and visualize how
adversaries might move laterally from an initial compromise to more critical systems.
The alignment between internal risk conditions and ATT&CK techniques also supports
integration with detection engineering and SOC operations, allowing for refined alerting,
telemetry enrichment, and playbook development.

The following example shows a MITRE ATT&CK mapping based on the previously iden-
tified risks for the Wired and Wireless LAN technical domain:

Technical Domain 1: Wired and Wireless LAN; Risk Severity Level: High

Network segments provide limited isolation due to the absence of full microseg-
mentation, weak NAC posture enforcement, and insufficient traffic visibility. These
shortcomings allow for potential lateral movement across the environment. In addi-
tion, wireless networks suffer from inadequate authentication mechanisms, specifi-
cally the lack of digital certificate-based access for the corporate SSID. Combined
with minimal detection capabilities, these weaknesses significantly increase the
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domain’s overall exposure and hinder Zero Trust enforcement. Given the breadth of
access this domain controls, and the number of missing advanced controls, the calcu-
lated risk severity is High (Likelihood: Medium x Impact: High) = (2 x 3) = 6.

MITRE ATT&CK Mapping: Techniques such as T1021: Remote Services and T1071:
Application Layer Protocol are particularly relevant, given the identified gaps in the
Wired and Wireless LAN domain. T1021 highlights how adversaries move laterally
within the network by exploiting protocols like SMB, RDP, or SSH, especially in
environments lacking proper segmentation and access control. T1071 focuses on
how attackers use common application protocols, such as HTTP/S or DNS, to exfil-
trate data or establish command-and-control channels, often blending into legitimate
traffic. These techniques underscore the importance of enforcing least privilege,
monitoring east-west traffic, and applying application layer controls.

Ultimately, by leveraging MITRE ATT&CK as a lens through which to interpret technical
domain-level risks, the framework ensures that findings are translated into operational
relevance. It helps CISOs and security leaders communicate threats in business-aligned
language and accelerates decision making based on adversary-informed priorities.

Step 7: Mapping Business Flows to Cisco SAFE

To fully align security controls with business operations, the next step involves mapping
critical business flows to the Cisco SAFE framework. Cisco SAFE provides a practical
architectural blueprint that helps visualize the end-to-end journey of data, applications,
and user interactions across the network. This structured mapping allows organizations to
identify which protection points and control mechanisms must be in place to secure each
stage of the digital interaction.

Using Cisco SAFE as a reference, Strategic Zero Trust Readiness Assessment overlays key
business flows, such as user access to enterprise applications, branch connectivity to data
center resources, or SaaS transactions, onto technology domains. This visual model high-
lights where controls like email protection, endpoint posture validation, threat analytics,
microsegmentation, or identity-based access enforcement are required to reduce expo-
sure and block lateral movement.

Figure 4-7 illustrates a business flow mapped to Cisco SAFE, highlighting the security tech-
nologies required to ensure effective protection based on the flow’s origin and destination.

Endpoint (Attack Surface & PIP) Network (PEP)

USER Anti-Virus Anti- DNS Personal Posture 802.1x Posture MACsec Macro/Micro SDR
Malware Security Firewall Assessment Enforcement Segmentation Integration
LAN/WLAN
@ Full Deployed
O Partial Deployed
@ Not Deployed

Figure 4-7 Cisco SAFE Business Flows Mapping
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Ultimately, this step bridges technical controls and business realities, ensuring that
security isn’t built in isolation but supports operational continuity, user productivity, and
resilience against modern threats. Mapping business flows to Cisco SAFE transforms
abstract architectures into practical, threat-informed roadmaps. After completing all
mappings and analyses, the assessment team will have the foundational material needed
to develop a new technical roadmap. While this roadmap falls outside the scope of the
assessment, it represents the logical next phase in the Zero Trust journey.

Step 8: Building the Roadmap

With all technical domains assessed and analyzed, Strategic Zero Trust Readiness
Assessment bridges the gap between assessment and execution, marking the transition
from diagnostic insight to strategic action. Step 8 marks the beginning of transformation,
where insights gained from interviews, maturity evaluations, and risk analyses are syn-
thesized into a clear, outcome-oriented roadmap. It’s important to clarify that the road-
map is not part of the assessment itself. Instead, it represents a subsequent phase in the
journey—one that builds on the findings gathered during the assessment. This roadmap
does more than outline recommended improvements; it establishes a phased strategy that
aligns cybersecurity evolution with the organization’s overarching business objectives.

At this point, each recommendation is prioritized based on its impact on reducing risk,
improving maturity, and closing critical security gaps. Rather than rely on generic guide-
lines, the roadmap integrates context-specific findings drawn directly from the techni-
cal environment. It proposes security enhancements that are feasible, measurable, and
tailored to the existing infrastructure and operational capacity. The roadmap also reflects
a long-term perspective: It separates tactical remediations from strategic investments,
enabling security leaders to differentiate what must be addressed immediately from what
should evolve over time.

The team should prioritize quick wins, such as refining policies or adjusting configura-
tions, early in the implementation timeline. It should reserve more complex initiatives—
such as rearchitecting access control with a NAC solution such as Cisco ISE or deploying
microsegmentation through TrustSec—for later phases, when they can be aligned with
available resources and the organization’s readiness.

By using a technical domain-based structure, the roadmap supports cross-functional

execution. Each technical domain is mapped to clear actions, maturity milestones, and
performance indicators. This structure ensures that each improvement contributes to a
coherent Zero Trust posture across the enterprise, without siloed or redundant efforts.

Ultimately, the roadmap serves as a living artifact. It guides decision making, facilitates
stakeholder alignment, and provides measurable checkpoints for future assessments.

In this way, the assessment evolves into a continuous journey that transforms isolated
security efforts into a resilient, strategic architecture built on maturity, visibility, and risk-
aware governance.
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Figure 4-8 presents a proposed roadmap for the Wired and Wireless LAN technical
domain example we’ve been looking at in this chapter, based on identified gaps and the
risk severity assessment.

Executive Dashboard: 3-Year Zero Trust Roadmap by Control Category

Segmentation - Assess VLAN config Deploy SD-Access/TrustSec
NAC Posture Expand NAC in DC " Implement posture enforcement
Wireless Security [ Review WPA2/PSKuse | Begin WPA3/802.1X rollout
DNS Protection | Evaluate DNS capabiltes | Deploy DNS sinkholing
Traffic Visibility - Define lateral monitoring strategy & Deploy initial NDR

Year 1 Year 2 Year 3
Time line

||:|Year1 [ Year2 mmm Year3 |

Figure 4-8 Roadmap Executive Dashboard for the Wired and Wireless LAN Technical
Domain Example

Within the five phases of the security journey, the roadmap takes shape in Phase 4, and
its effectiveness is evaluated in Phase 5. The next section provides a more detailed view
of each phase.

Zero Trust Network Assessment Blueprint: Details of
the Process

The Zero Trust journey is built to be modular, scalable, and repeatable across diverse
industries and organizational sizes. Whether deployed for a multinational enterprise or a
public-sector agency, the process enables decision makers to transition from uncertainty
to informed action. It provides a snapshot of cybersecurity posture and a compass for
navigating the future, where risk is understood, controls are optimized, and security
becomes an enabler of innovation and trust. A security team should organize the journey
into distinct technical projects, each divided into phases with clearly defined, structured
steps. These steps provide the clarity and precision needed to guide the assessment pro-
cess effectively. Figure 4-9 illustrates the five core phases of an individual Zero Trust
project, each representing a distinct stage in the security journey lifecycle. Together,
these phases form an end-to-end process that guides organizations from initial discovery
through to resilience and continuous improvement.
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Figure 4-9 The Five Lifecycle Phases of Each Project in the Journey

This
into

section provides a detailed explanation of each of the five phases, offering insight
how they collectively support a structured, outcome-driven security assessment and

transformation journey:

1.

Security Baseline: This phase begins with a deep and structured discovery pro-
cess to document the “as-is” scenario. Through structured technical interviews and
domain-specific analysis, the assessment team captures a detailed picture of the
existing architecture, control implementations, and operational practices. The goal
is to remove assumptions and replace them with evidence, capturing how security is
truly operating on the ground.

. Environment Analysis: With the current state documented, the next step is to

uncover security and capability gaps. Through a maturity-based evaluation, the
assessment benchmarks the organization against leading frameworks such as CISA’s
Zero Trust Maturity Model. Also at this stage, risks are identified, quantified, and
prioritized using the NIST 800-30 risk assessment guide. More importantly, these
risks are tied to both adversarial threat behavior, using MITRE ATT&CK, and organi-
zational maturity levels, to help stakeholders understand not just what is missing but
why it matters.

. Recommend: The analysis leads to a defined “to-be” scenario based on the details of

the current gaps: a vision of the future that is more secure, more resilient, and strate-
gically aligned with Zero Trust principles. This future state is not merely aspirational;
it is supported by architectural diagrams, control recommendations, policy updates,
and clear operational guidance. It is a scenario built for implementation, not theory.
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4. Execute: In this phase, the recommendations are transformed into action. Technical
plans, solution designs, testing protocols, and phased implementation strategies
ensure that the journey from vision to execution is well managed. This phase
emphasizes user adoption and operational excellence, recognizing that successful
transformation requires more than deploying new tools; it requires activating them
meaningfully.

5. Measure: Finally, the assessment framework incorporates a feedback loop to mea-
sure progress, track KPIs, and evolve the architecture in response to changing threats
and business priorities. You can find additional details about both business and tech-
nical KPIs in Chapter 3, “The Security Journey: Business Strategy Alignment.”

With routine reassessment and strategic checkpoints, the Zero Trust journey becomes
a continuous evolution, not a one-time initiative. The following sections provide a more
detailed exploration of the core phases, offering greater clarity on their purpose, execu-
tion, and impact within the Zero Trust transformation journey.

Baseline: Mapping the Network to Technical Domains

Establishing a clear and structured foundation is essential for any cybersecurity assess-
ment. To achieve this, the first phase of the assessment involves mapping the customer’s
network infrastructure into distinct technical domains. This segmentation allows for a
more targeted evaluation of each area, enabling the application of relevant security meth-
odologies, risk models, and maturity benchmarks appropriate to the technologies and use
cases involved.

The rationale behind this technical domain—based segmentation lies in the diversity of
controls and implementation patterns required for different network components. For
example, although Zero Trust principles recommend microsegmentation for both wireless
access and data center environments, the technologies, operational practices, and archi-
tectural designs involved in securing these domains are vastly different. Evaluating them
independently ensures a more accurate gap analysis and tailored set of recommendations.

Considering a generic production network topology, as illustrated in Figure 4-10, was dis-
sected and aligned with the following 10 technical domains (which map to the numerals
in the figure):

1. Email Security: This domain focuses on detecting and blocking email-borne threats
such as phishing, malware payloads, and business email compromise (BEC). The
assessment examines the configuration and effectiveness of email gateways, includ-
ing controls like DMARC, DKIM, and SPF and advanced threat protection
technologies.

2. Corporate Endpoints: In this domain, workstations and endpoint devices are evalu-
ated for protection against malware execution, lateral movement, and privilege esca-
lation. This includes reviewing the deployment of endpoint detection and response
(EDR/XDR), Zero Trust policy enforcement, DNS filtering, and least-privilege
configuration.
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Figure 4-10 Technical Domains Mapping

3. Wired and Wireless LAN: In this domain, internal network access is assessed
through the lens of network access control (NAC), segmentation policies, 802.1X
enforcement, and encryption mechanisms like MACsec. The objective is to identify
vulnerabilities that may allow unauthorized access or propagation of threats.

4. VPN Remote Access: This domain covers the secure enablement of inter-site and
remote user connections. The analysis includes encryption strength, access segmen-
tation, posture validation, and protections against command-and-control (C2) threat
vectors.

5. Data Center Firewall: Firewalls play a critical role in isolating workloads and enforc-
ing security policies within the data center. This domain evaluates intrusion preven-
tion systems (IPSs), policy management practices, and microsegmentation readiness.

6. Data Center Network: In this domain, the virtualization layer, including hypervisors
and virtual machines, is reviewed for workload segmentation, hardening standards,
endpoint protection, and administrative access controls. Weaknesses in this domain
can lead to lateral threat movement and containment failure.
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7. Threat Detection and Response: This domain involves the customer’s capabilities for
detecting, correlating, and responding to security events. The review includes SIEM,
SOAR, and XDR integration, as well as the effectiveness of threat hunting and con-
tainment procedures.

8. Observability: In this domain, observability solutions are assessed for their ability
to provide performance visibility and context for threat detection. This domain ana-
lyzes tools like AppDynamics and ThousandEyes and evaluates how telemetry data
is integrated into the broader response architecture.

9. Device Admin Control—AAA: In this domain, privileged access to network infra-
structure is reviewed for centralized policy enforcement, RBAC, audit logging, and
multifactor authentication. The goal is to ensure that administrative actions are both
secure and traceable.

10. Resilience and High Availability: Finally, this domain addresses system redundancy
and failover strategies, evaluating the customer’s ability to maintain security opera-
tions during outages or attacks. This includes high-availability implementations
across firewall, SIEM, VPN, and backup infrastructures.

Each of these domains has been mapped using the high-level topology provided, offering
a clear view of how the assessment framework applies across the organization’s infra-
structure. This visual and contextual mapping establishes the baseline for evaluating secu-
rity controls, maturity levels, and risk exposure in each area.

By mapping the customer’s network to these technical domains, the assessment frame-
work establishes a comprehensive structure for identifying maturity gaps, assessing risk,
and designing targeted improvement roadmaps. This foundational step ensures that all
future evaluations and recommendations remain grounded in the operational reality of
the customer’s infrastructure.

Baseline: Mapping Technical Domains to Zero Trust Frameworks

Establishing a reliable baseline requires more than just listing technologies. It demands
the precise alignment of technical domains with recognized cybersecurity frameworks

to ensure both contextual accuracy and strategic direction. This section defines that
baseline by mapping each technical domain to the most appropriate pillars in two founda-
tional models: the CISA Zero Trust Maturity Model and the NIST SP 800-207 Zero Trust
Architecture.

This structured alignment ensures that each assessment area is evaluated under a consis-
tent lens of best practices and architectural logic.

Mapping Technical Domains to the CISA Zero Trust Framework

The Cybersecurity and Infrastructure Security Agency CISA Zero Trust Maturity Model
provides a clear and pragmatic structure for implementing Zero Trust architectures by
organizing cybersecurity capabilities into five core pillars: Identity, Device, Network,
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Applications and Workloads, and Data. These pillars establish the foundational security
domains required to validate trust continuously, enforce least-privilege access, and reduce
organizational risk exposure.

In addition to the five pillars, the framework also defines three cross-functional capabil-
ity layers: Visibility and Analytics, Automation and Orchestration, and Governance.
Unlike the primary pillars, these capabilities operate across the entire architecture rather
than within a single domain. They provide the operational intelligence, coordination, and
policy consistency necessary to sustain a mature Zero Trust strategy.

Visibility and Analytics plays a particularly important role within the framework because
it acts as the operational “nervous system” of the Zero Trust architecture. This capability
continuously collects telemetry from users, endpoints, applications, workloads, and net-
work infrastructure to provide centralized visibility, behavioral analysis, anomaly detec-
tion, and threat correlation. Technologies such as SIEM, XDR, NDR, telemetry platforms,
NetFlow, and threat intelligence services operate within this layer to help organizations
detect malicious activity, validate policy enforcement, and support incident response
activities across all Zero Trust pillars.

Because Visibility and Analytics spans the entire architecture, technical domains such
as Observability naturally align with this cross-functional capability rather than with a
single isolated pillar. Similarly, Device Administration Control solutions, including AAA
and TACACS+ services, primarily align with the Identity pillar because they focus on
administrator authentication, authorization, role-based access control, and privileged
access enforcement across the infrastructure.

By mapping technical domains to the CISA Zero Trust Framework, organizations gain a
structured methodology for evaluating security maturity, identifying operational gaps,
prioritizing remediation activities, and aligning cybersecurity investments with recog-
nized industry standards and business objectives.

For the customer in our example, each of the 10 technical domains is strategically
mapped to the corresponding CISA Zero Trust pillar or Cross-Cutting Capabilities to
ensure a cohesive evaluation that aligns with federal cybersecurity guidance and best
practices:

® Email Security and Corporate Endpoints: These domains are assigned to the
Device pillar because endpoints are frequently entry points for phishing, malware,
and lateral movement. The Device pillar emphasizes posture validation, secure con-
figuration, and endpoint-centric controls.

m Wired and Wireless LAN, VPN Remote Access, and Data Center Firewall: These
domains fall under the Network pillar. These domains require robust segmentation
policies, access enforcement, and encrypted traffic flows to mitigate internal threats
and lateral traversal.

m Data Center Network and Threat Detection and Response: These domains align
with the Applications and Data pillar. Controls within these domains must be tightly
integrated into runtime environments, enabling security to follow the workload
regardless of location.
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B Observability—AAA: This domain belongs to the Visibility and Analytics cross-
functional capability. This supports visibility, telemetry analysis, centralized logging,
and least-privilege enforcement—critical components for both proactive defense and

incident response.

® Device Admin Control—AAA: This domain maps primarily to the Identity pillar
because it focuses on administrator authentication, authorization, and accountability

across the infrastructure.

B Resilience and High Availability: This domain maps to the Cross-Domain pillar.
This domain supports enterprisewide continuity and disaster recovery strategies that
uphold Zero Trust principles, even during infrastructure failures or large-scale

disruptions.

Table 4-4 provides a visual representation of how the technical domains map to the cor-
responding pillars of the CISA Zero Trust framework.

Table 4-4 Technical Domains Mapped to CISA Zero Trust

Technical Domain

CISA Zero Trust Pillar/Cross-Functional
Capability

Email Security

Devices (Pillar)

Corporate Endpoints

Devices (Pillar)

Wired and Wireless LAN

Network (Pillar)

VPN Remote Access

Network (Pillar)

Data Center Firewall

Network (Pillar)

Data Center Network

Applications & Workloads, Data (Pillar)

Threat Detection and Response

Applications & Workloads, Data (Pillar)

Observability

Visibility and Analytics (Cross-functional)

Device Admin Control—AAA

Identity (Pillar)

Resilience and High Availability

Cross-Domain (None)

This mapping allows the organization to evaluate each domain’s maturity within CISA’s
three-tier model (Traditional, Advanced, and Optimal), highlighting gaps and informing

the roadmap for control evolution.

Mapping Technical Domains to the NIST 1800-35B Zero Trust Architecture

NIST’s 800-207 defines a practical Zero Trust reference model grounded in the concepts
of Policy Decision Points (PDP), Policy Enforcement Points (PEP), and Policy Information
Points (PIP). These core functions interact with control components such as ICAM, end-
point security, analytics, and data protection.
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Each technical domain is then mapped to the appropriate control component in the NIST
1800-35B reference architecture:

Email Security: This domain maps to Email Protection (PEP), focusing on secure
access to communication tools and protecting against phishing, spoofing, and
malware-based attacks.

Corporate Endpoints, Wired/Wireless LAN, and VPN Remote Access: These
domains map to Endpoint Protection (PIP) and Network Segmentation (PEP), reflect-
ing their combined responsibility in enforcing posture checks, segmentation, and
secure remote access.

Data Center Firewall and Data Center Network: These domains map to NG
Firewall Segmentation and Workload Segmentation (PEP), given their critical role in
protecting application workloads and enforcing east—west traffic control within data
center environments.

Threat Detection and Response and Observability: These domains map to both
Behavior Analysis (PIP) and Policy Decision Points (PDP). These domains are essen-
tial for enabling real-time threat visibility, correlation, and dynamic policy enforce-
ment based on observed behavior.

Device Admin Control—AAA: This domain maps primarily to the Identity pillar
because it focuses on administrator authentication, authorization, and account-
ability across the infrastructure. Solutions such as TACACS+, RBAC, and multifac-
tor authentication help enforce least-privilege access and strengthen administrative
security controls. This domain also supports Zero Trust principles by validating
administrator identity before granting privileged access to network devices, reducing
the risk of unauthorized configuration changes, credential abuse, and privilege esca-
lation attacks.

Resilience and High Availability: These domains map to Cross-Layer Components,
which support authentication, identity governance, and operational continuity across
all architecture layers. These components ensure robust policy validation and unin-
terrupted access even during adverse events.

Figure 4-11 illustrates the alignment between the technical domains and the correspond-
ing control components of the NIST SP 800-207 Zero Trust Architecture, offering a
visual reference for how core capabilities map across the framework.

This mapping enhances granularity and enables teams to identify which enforcement

or decision point is most critical for each technical domain. By correlating the domains
with the CISA and NIST Zero Trust models, organizations gain clearer visibility into how
security controls, operational processes, and architectural components contribute to the
overall Zero Trust strategy.
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Figure 4-11 Technical Domains Mapped to NIST SP 800-207 Zero Trust

Once the technical domains in the ACME Bank scenario were successfully mapped to
both the CISA and NIST Zero Trust frameworks, the team could begin evaluating the
organization’s current security posture. The next phase focused on assessing maturity
levels across each domain and then progressing into risk severity analysis to identify the
areas that required the highest remediation priority.

Analyze: The Maturity Level and Risk Severity Evaluation

To support organizations in strengthening their cybersecurity posture, the Cybersecurity
and Infrastructure Security Agency (CISA) released the Zero Trust Maturity Model 2.0,
which is a practical framework designed to guide the progressive adoption of Zero Trust
principles. Rather than expect agencies and enterprises to immediately implement advanced
Zero Trust capabilities, CISA provided this updated model, which introduces clear, struc-
tured benchmarks that accommodate organizations at various stages of maturity.

After the maturity level evaluation, the approach continues with NIST SP 800-30: Guide
for Conducting Risk Assessments, which offers a structured process to identify assets,
threats, and vulnerabilities and estimate the likelihood and potential impact of incidents.
NIST SP 800-30 supports both qualitative and semi-quantitative methods, aligning well
with regulatory requirements such as FISMA and ISO 27005. Its structure also aligns
naturally with CIS Controls and Zero Trust domain assessments.

To enrich this assessment with real-world adversary context, the MITRE ATT&CK frame-
work complements the NIST approach. MITRE provides a detailed mapping of TTPs used
by threat actors. This enables teams to directly associate technical control gaps with com-
mon attack vectors such as credential dumping, phishing, and lateral movement.
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Finally, to prioritize and communicate the results effectively, a risk heat matrix is applied.
This model uses intuitive scoring for likelihood and impact, classifying risks as low,
medium, or high. The matrix visually reinforces key risk areas, helping stakeholders
quickly interpret the risk posture and prioritize mitigation strategies accordingly. The
following sections explain the maturity level and risk severity methodologies in greater
detail, providing the foundation for a structured security assessment.

Maturity Level Evaluation: CISA 2.0

The CISA Zero Trust Maturity Model has emerged as one of the most authoritative
frameworks for evaluating the maturity of an organization’s Zero Trust journey. Designed
to help public- and private-sector entities transition from traditional perimeter-based
security toward a modern, identity-centric approach, the model offers both strategic
guidance and actionable assessment criteria.

CISA’s model is structured around five foundational pillars: Identity, Device, Network,
Applications & Workloads, and Data. These pillars are assessed across four maturity
levels: Traditional, Initial, Advanced and Optimal. Each represents a stage in the evolution
toward a fully integrated Zero Trust architecture. Figure 4-12 illustrates the Zero Trust
maturity levels defined in CISA’s evaluation framework, providing a structured view of
how organizations progress from foundational capabilities to a fully mature Zero Trust
posture.

Zero Trust Maturity Journey

Optimal

Advanced

Initial

.ﬁ Traditional

Level Description

Traditional  Legacy, perimeter-based security; implicit trust; siloed systems; manual processes; little or no

Zero Trust implementation. (Lowest maturity)

Initial Organizations have begun Zero Trust planning and made some early efforts to adopt principles

like segmentation or identity enforcement, but controls are still partial, ad hoc, or isolated.

Advanced Policies and controls are enforced more consistently, with automation and integration across
domains.

Optimal Fully integrated, dynamic Zero Trust across the enterprise; continuous risk-based access; full
automation and telemetry. (Highest maturity)

Figure 4-12 The Zero Trust Maturity Journey
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These are the maturity levels in the CISA Zero Trust Maturity Model:

m Traditional: An organization at this maturity level relies heavily on manual pro-
cesses, with limited visibility and perimeter-based controls. Identity validation often
depends on passwords or static MFA, and network segmentation and data gover-
nance are minimal or ad hoc.

m Initial: An organization at this maturity level has some foundational Zero Trust
practices, such as the use of single sign-on (SSO), basic endpoint health checks,
early microsegmentation efforts, and structured inventory for data and applications.
However, many functions remain siloed and lack orchestration or automation.

® Advanced: An organization at this maturity level is beginning to consolidate iden-
tity across systems, automate enforcement policies, and implement broader analyt-
ics across the environment. Technologies like phishing-resistant MFA, policy-based
microsegmentation, continuous device posture assessment, and automated data
classification are standard.

m Optimal: An organization at this maturity level has a fully integrated Zero Trust
architecture. It achieves continuous validation and real-time risk analysis, dynamic
policy enforcement across all domains, and deep visibility across the entire IT envi-
ronment. Automated access decisions are made based on behavior, risk, and posture,
and data is encrypted both in transit and at rest, with enterprisewide policy
enforcement.

What distinguishes the CISA model is its practical alignment with operational realities.

It avoids an all-or-nothing approach, recognizing that organizations progress incremen-
tally. Each domain within the model is evaluated independently, allowing security leaders
to identify specific gaps and prioritize improvements based on business risk and resource
constraints.

Unlike theoretical frameworks, the CISA model is designed with implementation
feasibility in mind. The model supports layered integration with existing cybersecurity
programs such as NIST SP 800-207, the NIST Cybersecurity Framework (CSF), and

the MITRE ATT&CK knowledge base. It also encourages adoption of automation and
orchestration technologies as indicators of maturity, without prescribing specific vendor
solutions. As a result, the CISA model serves as both a diagnostic tool and a strategic
roadmap. It enables organizations to benchmark their current capabilities, communicate
risk posture to executive leadership, and align technology investments with measurable
security outcomes. Security architects and advisory teams benefit from having a shared
language to structure assessments, define milestones, and guide Zero Trust transforma-
tion in a coherent and repeatable way.

In this chapter, the CISA model plays a central role in the assessment phase of the pro-
posed framework. By measuring each technical domain against the CISA maturity stages,
an organization gains a clear view of its “as-is” posture and the distance to an “Advanced”
Zero Trust maturity level. Such insight is critical for building informed, risk-aligned
roadmaps that convert strategy into security impact.
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Risk Severity Evaluation: NIST SP 800-30, Risk Heat Matrix, and MITRE ATT&CK

Risk severity evaluation involves a hybrid risk evaluation model that integrates NIST SP
800-30, a risk heat matrix scoring system, and the MITRE ATT&CK framework. This
combination offers a balanced approach to cybersecurity risk analysis, bridging struc-
tured governance, threat intelligence, and business-prioritized visualization in a scalable
and practical way.

Together, these models offer a balanced approach that blends structured risk analysis,
real-world threat intelligence, and executive-level prioritization. This combination ensures
that strategic decisions are grounded in security best practices and also in the current
threat landscape and the organization’s operational context.

NIST SP 800-30: Guide for Conducting Risk Assessments provides the structural foun-
dation of this approach. As one of the most recognized frameworks in the industry, it
defines a formal methodology for identifying, evaluating, and prioritizing risk based on
asset value, vulnerabilities, threat likelihood, and potential impact. In this assessment,
NIST SP 800-30 is applied systematically across all technical domains. Analysts begin by
identifying relevant assets, threat actors, and potential vulnerabilities. From there, they
evaluate the likelihood of each threat exploiting a given vulnerability, taking into account
existing security controls and environmental conditions. The resulting risk score is
derived from the estimated likelihood and the projected impact of a successful exploita-
tion. This method ensures that the evaluation remains consistent across technical domains
while also aligning with widely adopted standards such as the NIST Cybersecurity
Framework, FISMA, and ISO 27005. Because it supports both qualitative and semi-
quantitative analysis, it also enables effective integration with broader Zero Trust initia-
tives and frameworks such as the CIS Controls framework.

To enrich the NIST-based structure with threat intelligence, the MITRE ATT&CK frame-
work is used to map real-world adversarial behavior. MITRE ATT&CK catalogs hundreds
of TTPs observed in actual cyberattacks. These TTPs are mapped to each domain based
on relevance and known threat actor behavior. For example, phishing and credential theft
tactics are mapped to email and identity security, while lateral movement techniques

are associated with LAN and virtual machine domains. By mapping known attack tech-
niques to existing control gaps, this model provides context for each technical domain’s
exposure to real-world threats. Furthermore, the integration of MITRE ATT&CK allows
organizations to identify where detection and response capabilities, such as EDR, XDR,
and SIEM telemetry, may be insufficient. In this way, MITRE ATT&CK adds a dynamic
layer to the assessment, enabling security teams to align risk findings with active threat
campaigns, detection engineering strategies, and red/blue team operations.

While the NIST and MITRE models support technical depth and operational relevance,
executive stakeholders require a clear, visual way to understand and prioritize risk. To
address this need, the assessment incorporates a qualitative risk heat matrix. This model
applies a scoring grid that measures both likelihood and impact on a scale from low to
high, typically using values from 1 to 3. Each identified risk is assigned a pair of scores:
one for likelihood and the other for impact. These values are then multiplied to produce a
severity score. For example, a high-likelihood, high-impact risk receives a score of



Zero Trust Network Assessment Blueprint: Details of the Process 181

9 (3 x3 =9) and is categorized as critical. A high-likelihood, medium-impact risk scores
a6 (2 x3 =6)and is categorized as high. This scoring model enables analysts to present
cybersecurity risks in a format that resonates with business leaders. It supports dash-
board visualizations, facilitates prioritization discussions, and provides a shared language
for risk management across security and executive teams.

This hybrid assessment model is applied individually across all technical domains.

For each domain, the assessment begins by identifying relevant threats using MITRE
ATT&CK mappings. It then applies the NIST SP 800-30 framework to evaluate the likeli-
hood and impact of each threat scenario, taking into account the organization’s existing
control maturity. A risk heat map is then generated to visualize the results and highlight
areas of elevated risk. These findings are then cross-referenced with the Zero Trust
Maturity Model, particularly focusing on where the domain’s controls align with “Initial”
or “Traditional” levels. Where risk and low maturity intersect, the report delivers action-
able recommendations to close the gap, referencing the Cisco SAFE architecture, NIST
best practices, and CIS Controls model.

Finally, each domain includes an executive risk summary. This summary identifies the
domain in question, describes the specific risk or vulnerability, and presents the calcu-
lated severity score based on the product of likelihood and impact. These summaries are
crafted to facilitate risk-based decision making at the leadership level, enabling security
teams to communicate technical findings in a format that drives strategic alignment. The
result is a comprehensive, threat-informed, and maturity-aware assessment that not only
identifies weaknesses but provides a clear path to remediation and long-term resilience
within a Zero Trust framework.

Executive Risk Summary: Heat Map Calculation

To evaluate risk in a way that is both structured and actionable, the assessment model
assigns a risk score to each observed threat scenario within a specific technical domain.
This score is not arbitrary. Instead, it results from a logical breakdown that considers five
core elements derived from the National Institute of Standards and Technology NIST SP
800-30 risk assessment methodology: threat, vulnerability, likelihood, impact, and overall
risk. Together, these elements provide a complete picture of how and where risk manifests
within the environment.

The threat represents the potential event or adversarial action capable of causing harm.
The vulnerability identifies the weakness or exposure that could allow the threat to suc-
ceed. Likelihood measures the probability of the event occurring, while impact evaluates
the potential operational, financial, or business consequences if the event takes place.
The resulting risk score combines these elements to help prioritize remediation activities
and strategic decision-making.

To start a risk analysis, the assessment methodology evaluates the environment step by
step, or more specifically, element by element. This structured approach, aligned with
the National Institute of Standards and Technology NIST SP 800-30 methodology, helps
ensure that risks are analyzed consistently, objectively, and within the correct operational
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context. Rather than relying on subjective assumptions, the model breaks risk evaluation
into multiple analytical elements that together provide a complete understanding of the
organization’s exposure.

The first element of the analysis is the technical domain itself, the functional area where
the risk has been identified. This domain represents the environment in which threats, vul-
nerabilities, and operational exposures are evaluated. Examples include the VPN remote
access infrastructure, the email security environment, or the data center firewall layer.
Each domain contains different technologies, user interactions, trust boundaries, and
exposure points. As a result, every domain must be assessed independently to preserve
analytical accuracy and contextual relevance.

The second element is the threat. Within the context of the assessment, the threat repre-
sents the potential adversarial action, attack technique, or operational event capable of
causing harm to the environment. Examples include phishing campaigns, credential theft,
ransomware deployment, unauthorized remote access, or lateral movement activities. The
threat defines what could potentially happen to the environment if adequate protections
are not in place.

The third element is the vulnerability. This represents the specific weakness, exposure,

or missing control that could allow the threat to succeed. For example, within the email
security domain, the vulnerability might involve the absence of DMARC enforcement or
inconsistent SPF alignment. Within the VPN remote access environment, the vulnerability
could involve missing multifactor authentication or inadequate posture validation con-
trols. The objective of this phase is to identify clearly which weakness could be exploited
and how the exposure could enable a successful attack or operational compromise.

The fourth factor is likelihood, which represents the estimated probability that the identi-
fied threat could successfully exploit the observed vulnerability. This estimation does not
rely on assumptions or guesswork. Instead, it results from contextual analysis involving
the organization’s existing controls, detection capabilities, threat intelligence, operational
maturity, and current attack trends. A vulnerability actively targeted in real-world attacks,
combined with weak monitoring or detection mechanisms, would naturally receive a high
likelihood score.

Impact represents the fifth element of the model. This component evaluates the poten-
tial business consequence if the threat successfully exploits the identified vulnerability.
Impact is analyzed using business-oriented criteria, including operational disruption,
financial losses, data exposure, regulatory violations, reputational damage, or service
interruption. For example, a successful credential-dumping attack against an Active
Directory—integrated environment could enable privilege escalation, lateral movement,
and compromise of critical identity infrastructure, resulting in a high-impact
classification.

After evaluating threat, vulnerability, likelihood, and impact, the assessment calculates
the overall risk severity score. Both likelihood and impact are evaluated using a three-
point scale: low (1), medium (2), or high (3). The final severity score results from multiply-
ing the likelihood and impact values. A scenario with high likelihood and high impact
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receives the maximum score of 9, which classifies the risk as critical. A medium likeli-
hood combined with a high impact produces a score of 6, categorized as high severity.
This methodology allows security teams to convert technical findings into a measurable
and business-oriented prioritization model that executives and operational teams can eas-
ily understand (see Figure 4-13).

Risk Heat Map — Email Security Risk Example
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Figure 4-13 Risk Score Heat Map

This structured methodology enables organizations to prioritize risks in a consistent,
data-driven manner, aligned with both operational context and strategic goals. It trans-
forms the abstract idea of risk into a quantifiable, explainable, and actionable insight.

Recommend: Mapping the Business Flows to Cisco SAFE

With the foundational knowledge developed in Chapter 3 (how to engage stakehold-

ers, connect cybersecurity initiatives to business priorities, and construct a roadmap
anchored in risk reduction and operational resilience) and what you have learned so far in
this chapter, you are now prepared to translate strategic intent into practical architectural
blueprints.

This section introduces the next logical step: bringing strategy to life through architec-
ture. While Zero Trust is based on universal principles such as least privilege, identity ver-
ification, segmentation, and telemetry correlation, its implementation must adapt to each
organization’s operational realities. Cisco SAFE provides a practical, technology-neutral
framework to guide this effort. SAFE focuses on protecting business-critical interactions
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between users, applications, and data by defining enforcement points where security con-
trols must operate with precision.

Figure 4-14 illustrates this concept by overlaying business flows onto a real-world tech-
nology stack, categorized into architectural layers such as endpoint, network, data center,
email, and analytics. Each segment is marked with controls—such as antivirus, posture
assessment, SSL decryption, microsegmentation, and behavioral analytics—that are
mapped to their respective ZTNA enforcement points (Policy Enforcement Points [PEPs])
and trust decision engines (Policy Decision Points [PDPs]). This visual map categorizes
deployments into fully implemented, partially implemented, or not yet deployed, allow-
ing teams to quickly identify exposure areas and prioritize remediation.
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Figure 4-14 Core Technologies Map

The strength of this mapping lies in its ability to connect security decisions to business
processes. For example, a retail organization might prioritize endpoint posture and email
threat defense to protect against phishing-led fraud, while a healthcare provider might
emphasize segmentation and data loss prevention (DLP) to guard patient data under
regulatory constraints. This tailored view ensures that security architecture is contextual,
deliberate, and responsive to business risk rather than generic.

Moreover, this model reinforces the idea that Zero Trust is not a product; it’s a journey of
incremental adoption, anchored in visibility and continuous improvement. SAFE acts as the
compass, ensuring that each business-critical flow, from users to cloud applications, from
branch offices to core services, passes through clearly defined security checkpoints.

Organizations should maintain this architectural map as a living artifact. It should evolve
in tandem with digital transformation initiatives, new threat vectors, and shifting business
models. By periodically updating the SAFE-based diagram, security leaders can maintain
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alignment between evolving risks and deployed controls, ensuring long-term security
posture relevance and investment efficiency.

In practice, this approach is the cornerstone of an adaptive security strategy. It empow-
ers architecture teams to communicate clearly with executives and auditors, justifies
investment decisions based on visible control gaps, and ensures that security initiatives
always contribute to business outcomes, not just compliance checklists. Ultimately, map-
ping business flows to Cisco SAFE transforms Zero Trust from theory into day-to-day,
operational security excellence. Ultimately, this will serve as the foundation for the future
roadmap presented to the customer, offering clear visibility of the solutions required
throughout the security journey.

Recommend: Mapping SAFE Capabilities to Zero Trust Core
Components

This section bridges strategy with execution by mapping each Zero Trust domain to
representative control area that enable control, visibility, and resilience. Each domain cor-
responds to a critical security area, ranging from endpoint protection and network access
to data center security and email infrastructure. Within each domain, selected technolo-
gies are listed not just for their technical capabilities but for their strategic role in sup-
porting Zero Trust outcomes.

It is important to emphasize that this mapping serves only as a reference model. The actual
technologies selected will vary based on the organization’s business priorities, security
maturity, regulatory environment, and existing architecture. What works for one enter-
prise may be inappropriate for another. Therefore, each implementation should be guided
by a contextual evaluation of current gaps, future goals, and specific risk exposures.

To build an effective Zero Trust architecture, organizations must implement layered tech-
nologies that secure key control points across the infrastructure. Rather than focus solely
on tools, this section explains why each technology matters within the Zero Trust jour-
ney, bridging technical functionality with strategic security goals. Figure 4-15 presents a
graphical illustration of how Cisco SAFE business flows align with Zero Trust Network
Access (ZTNA) principles.

Here is a detailed explanation of the mapping illustrated in Figure 4-15:

1. Securing the endpoint: The first line of defense (PIP): Zero Trust begins at the
user’s device, which is the most exposed and frequently targeted entry point. To
secure this layer:

B Antivirus and anti-malware solutions identify and neutralize known threats before
they establish persistence on the device.

m DNS security blocks access to malicious domains, disrupting command-and-
control communications.

m Personal firewalls manage inbound and outbound traffic for each device, limiting
exposure and reducing the local attack surface.
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Figure 4-15 Cisco SAFE Versus ZTNA Core Mapping
2. Enforcing the policy across the network layer (PEP): The network acts as a power-

ful policy enforcement point when properly segmented and secured:

m 802.1X authentication ensures that only validated devices and users gain network
access.

m Posture enforcement dynamically grants access based on the endpoint’s
compliance status.

B MAGCsec encrypts Layer 2 traffic to prevent unauthorized monitoring of local
segments.

® Microsegmentation isolates workloads, even within the same VLAN, to block
lateral movement.

m Network detection and response (NDR) systems analyze NetFlow metadata to
uncover hidden behavioral anomalies.

3. Centralizing access decisions with network access control (PDP): Network access
control (NAC) solutions serve as the policy decision point for user and device access.
They apply rules based on identity and posture, making them essential for enforcing
least privilege and dynamic segmentation across enterprise environments.

4. Defending network boundaries with Zero Trust firewalls (PEP): Modern firewalls
play a key role in preventing unauthorized access and threat propagation:

m Network anti-malware engines inspect and block malicious traffic at the
perimeter.

m Geofiltering restricts traffic from untrusted or unnecessary geographic regions.
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Application visibility enforces usage of sanctioned business applications, block-
ing unauthorized software.

Intrusion prevention systems detect and halt adversarial techniques and exploits
in real time.

TLS decryption reveals threats hiding in encrypted traffic, enabling deeper
inspection.

Identity-based access control applies security policies based on user roles, rein-
forcing least privilege.

Threat intelligence feeds add global context to improve detection accuracy and
decision making.

. Enabling continuous monitoring and threat response: Behavioral analytics provide
the visibility and context necessary to detect and respond to threats in real time:

SIEM, SOAR, and XDR platforms collect telemetry, automate responses, and sup-
port proactive threat hunting.

Web security solutions block access to phishing sites and known malicious URLSs
before users are compromised.

Data loss prevention (DLP) tools detect and prevent the unauthorized transfer of
sensitive data.

Flow analytics monitor both internal and external traffic for anomalies that indi-
cate compromise.

DNS security reinforces visibility and blocks outbound attempts to reach attacker
infrastructure.

Artificial intelligence defends against unknown threats by identifying behavioral
deviations and improving detection speed.

. Securing the data center and core workloads (PEP). The data center contains the
organization’s most critical assets. To protect this core:

Al-based defenses identify advanced persistent threats aimed at servers and criti-
cal infrastructure.

Network anti-malware scans data traffic to prevent infection or propagation
within the data center.

Application visibility and control ensure that only approved applications can
operate.

Intrusion prevention mechanisms block exploitation attempts and limit attacker
movement within internal segments.

Microsegmentation restricts access between workloads, reducing the blast radius
in the event of compromise.
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7. Protecting the email channel—A high-risk entry point: Email remains one of the
most targeted vectors in cyberattacks:

B Secure email gateways (SEGs) prevent phishing, business email compromise
(BEC), and malware before messages reach end users.

® Email authentication standards such as DMARC, DKIM, and SPF stop domain
spoofing and impersonation attacks.

B Advanced threat protection (ATP) solutions analyze email content in real time,
detonating suspicious attachments and links in sandboxes before delivery.

With the technology landscape now clearly mapped and aligned to business priorities,
the strategic intent of the Zero Trust journey begins to take tangible shape. Each archi-
tectural layer, whether it protects endpoints, enforces segmentation at the network, or
provides behavior-based detection across the environment, serves a defined purpose in
reducing exposure, detecting threats, and supporting resilient operations.

However, knowing what controls should be in place is only part of the equation. The next
critical step is to assess how well these controls are implemented, identify where mean-
ingful gaps remain, and understand the risks associated with current weaknesses. This is
where analysis becomes essential—not just to verify deployment but to evaluate matu-
rity, measure effectiveness, and prioritize improvements.

Chapter 5, “Field Validation: A Step-by-Step Case Study in Threat and Risk Assessment,”
focuses on evaluating maturity levels and risk severity in a simulated real-world scenario.

Summary

The scent of coffee and the quiet hum of the office had replaced the ocean breeze, but
Andrew carried Henry’s lessons with him. His mindset had changed. He no longer viewed
cybersecurity as a collection of isolated technologies. Now, every tool, every control,
needed to serve a purpose: advancing the business. But before he could build a strategy,
he needed to understand where the business stood. And for that, he needed help.

That’s when Fredy stepped in, not just as a colleague but as a guide through the complex-
ity of assessments. Together, they began shaping the first phase of the journey: planning
the steps to diagnosing the current state. They carefully defined the technical domains,
mapped them to Zero Trust pillars, and developed the questions that would surface hid-
den risks and operational blind spots. It wasn’t just about finding gaps; it was about build-
ing a foundation for transformation.

Andrew hadn’t launched the assessment yet, but he was ready. This phase marks the shift
from strategy to structure, from vision to planning. He and Fredy weren’t chasing check-
lists; they were building the lens through which the business’s real security posture would
be revealed. Now they are finally ready to turn that lens toward reality.



Summary

Lessons Learned

This chapter marks a critical transition in Andrew’s cybersecurity journey, from strat-
egy design to operational execution. Andrew’s collaboration with Fredy involved using
a structured and repeatable framework, the Strategic Zero Trust Readiness Assessment
(SZTRA), to assess cybersecurity maturity and evaluate risk severities across multiple
technical domains. Several important takeaways emerged from their planning phase:

Clarity emerges through mapping. Translating high-level Zero Trust principles
into technical domain assessments requires a deliberate mapping process. By align-
ing each domain with CISA’s Zero Trust pillars, NIST’s core components, and Cisco
SAFE architecture, Andrew and Fredy ensured that their evaluation would reflect
both technical depth and business relevance.

Frameworks guide the process. CISA Zero Trust Maturity Model, NIST ZTA Core,
and MITRE ATT&CK offered more than structure; they provided a common lan-
guage for evaluating current states, identifying risks, and planning remediation.

Interview design is strategic. The value of the technical interviews lies in their inten-
tional design. By planning who to interview, what to evaluate, and how to correlate
controls with maturity, Andrew and Fredy laid the foundation for a highly effective
diagnostic phase.

Visual communication matters. The use of matrixes, heatmaps, and SAFE flow dia-
grams enhanced Andrew and Fredy’s ability to present findings to both technical and
executive audiences. Clear visuals became a bridge between complex technical data
and high-level decision making.

The assessment is not the destination. While this chapter emphasizes planning and
framework alignment, it reinforces a key truth: Assessments are valuable only if they
feed into actionable roadmaps. The real transformation begins when findings are
used to define prioritized actions, risk mitigation, and long-term governance
strategies.

Stakeholder alignment is foundational. Andrew and Fredy’s early efforts to involve
domain experts and align with business goals will be critical to the success of the
next phase. The groundwork they laid here will streamline the execution and adop-
tion of Zero Trust initiatives across the organization.

Andrew and Fredy wrapped up the day with a sense of accomplishment. Through hours
of discussion and analysis, they had built a structured and detailed plan that was solid
enough to serve as the foundation for the upcoming security assessment execution (see
Figure 4-16). The roadmap was clear, the objectives were aligned, and their roles were well
defined.
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Figure 4-16 The Next Step: Execute the Security Assessment Plan

As they gathered their notes and prepared to leave, Fredy offered one final piece of
advice. He reached into his bag, pulled out a small book, and handed it to Andrew.
“Before we dive into execution,” he said, “I want you to read this: The Allegory of the
Cave by Plato. It’s philosophy, not cybersecurity, but trust me, the insights in there will
help you during the final phase of our assessment.”

Andrew looked at the worn cover and then at Fredy. He smiled, intrigued but puzzled.
“Philosophy?” he asked with a raised brow.

“You’ll understand when the time comes,” Fredy replied, already walking toward the door.

Andrew tucked the book under his arm, unsure of its relevance, but something about
Fredy’s confidence made him take it seriously. As the sun dipped behind the skyline, cast-
ing long shadows across the office floor, Andrew felt both ready and curious—for the
work ahead and for the deeper meaning hidden in the pages of that old book.

With strategic planning, mapping, and interview preparation in place, the next chapter
shifts the narrative from theory to real-world application.
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on-path attacks with fraudulent
devices, 61-67

financial theft, 7

financiers, cybercrime group
organizations, 58

firewalls

hybrid mesh firewall architecture,
727-745

insider threats, 353-357
firmware rootkits, 77
fraud detection system bypassing, 7
fraudulent device attacks, 287-295

case studies, 304-306

Chupacabra, 303-304

configuring, 306-307

4G/5G LTE interface, 320-328

L2TP remote access VPNSs,
328-334

MAC address on etherl
customization, 312

management bridges, 316-319

NAT (Network Address
Translation) outbound
traffic, 313-315

objectives, 307-308

governance

physical bairpin creation,
314-316

prerequisites, 307-308
reset, 309-310

RFC 1918 network static route
addition, 312-314

securing device, 310-311

temporary IP address to etherl
assignment, 312-313

topology requirements,
308-309

exposure, 301-302

Fraudulent Devices on the Wire case
study, 64-67

Frost, Robert, 677

G

gaps, MACsec, 275

GDPR (General Data Protection
Regulation), 118

General Data Protection Regulation
(GDPR), 118

Generation 7 on-path attacks,
361-366

generative Al-driven attacks, 48

geopolitical conflicts, cyber
threats, 48

governmental entities
ransomware attacks, 23-27

Argentina National Directorate
of Migration, 25-26

Atlanta ciry government, 23-24
Baltimore ciry government, 25

Washington, D.C. police
department attack, 26-27

governance, 147
cybersecurity strategies, 122-126
executive sponsorship, 132-134

905



906 Grandoreiro banking Trojan
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