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Icons Used in This Book

Router

File Server

Workgroup
Switch

Web 
Server

Web 
Browser

PC

Command Syntax Conventions
The conventions used to present command syntax in this book are the same conventions 
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

■■ Italic indicates arguments for which you supply actual values.

■■ Vertical bars (|) separate alternative, mutually exclusive elements.

■■ Square brackets ([ ]) indicate an optional element.

■■ Braces ({ }) indicate a required choice.

■■ Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Endorsements from Industry Leaders
Learning network automation can feel daunting, especially for engineers coming from a 
CLI-first background. These industry experts explain how this book removes those barri-
ers, turning Python-based automation into something approachable, practical, and imme-
diately useful for real networks.

“A lack of programming skills is a barrier to adopting network automation. Hands-On 
Cisco Automation with Python knocks that barrier down by translating the familiar 
CLI into easy-to-understand Python code. An engineer becoming a network automa-
tion expert can start their journey with this title.”

Ethan Banks, Packet Pushers Founder

“An outstanding introduction to network automation. The authors present network 
programmability in a clear, methodical, and accessible manner, guiding the reader 
step by step from fundamentals to practical application. For those seeking a rigorous 
and reliable starting point, this book sets the standard.”

Giuseppe Cinque, Principal Architect, Cisco Systems

“Network automation used to sound intimidating, but this book refactors that percep-
tion one script at a time. Rick and Adrian’s step-by-step approach is so clear, even 
your smart toaster will want to change careers and start automating networks. With 
these skills, you won’t just keep up, you’ll be the one bringing ideas and innovation to 
your team.”

Hank Preston, Distinguished Architect, CCIE, Cisco Systems

“Network automation is no longer optional—it’s a foundational skill for operating 
modern networks at scale. Hands-On Cisco Automation with Python is a thoughtfully 
written, highly approachable guide that demystifies automation and makes it genu-
inely accessible for learners at every stage. Rick’s learner-first approach, combined 
with Adrian’s deep, real-world automation industry experience, creates a rare balance 
of clarity and credibility, giving readers confidence that what they’re learning is both 
practical and proven.”

Kareem Iskander, Principal Engineer

“As a network engineer, learning and understanding network automation (especially 
Python) has transitioned from a nice-to-have to a requirement. Being able to write, 
test, and debug network automation solutions is key to continued growth and success 
of your professional career. Adrian and Rick have put together a top-notch book, out-
lining various frameworks and tools that will assist you in understanding and creat-
ing your own automations; from concept to idea, and I highly recommend this title to 
anyone looking to get started and grow their career.”

Quinn Snyder, Engineering Technical Leader, Cisco Systems
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“If you’ve ever wondered how to start basic automation for Cisco devices, you have 
the answer now. This book guides you through installing and using three popular 
Python frameworks. It covers how to connect to Cisco devices and extract informa-
tion from them. You’ll also learn essential Python topics, like the various uses of dic-
tionaries. If you’re new to Cisco automation, this book is an excellent starting point.”

Russ White, Ph.D., Nokia Principle Architect, IETF Routing Area Directorate

“The deployment and operation of a complex environment has never been more dif-
ficult than now. Understanding and using valuable tools such as Netmiko, NAPALM, 
and Nornir will accelerate your journey to a fully automated environment.

This book, written by two world-class engineers, Rick Graziani and Adrian Iliesiu, 
will take you from beginner to a Python-driven automation practitioner in no time.  
I learned a lot from this book, and I know you will too.”

Shannon McFarland, Vice President Engineering, Cisco Systems

“As soon as I saw an early draft, I wanted the guys to be done so I could have a  
finished copy!

Comprehensive, organized, and useful for every networker—because every networker  
needs to have network automation skills.

You know, I would probably have bought this book sight unseen just because of how 
much I’ve enjoyed learning from Rick and Adrian over the years. Once I saw the idea, 
then the outline, and then the first pages, I was hooked. I’m looking forward to its 
release—I think it will be a popular book for most every network’s bookcase.”

Wendell Odom, Cisco Press Author, CCIE
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Introduction
Network automation can feel intimidating, especially when it is presented as a sudden 
shift away from the skills network engineers already have. This book was written to 
challenge that perception. The motivation behind this work is simple: Modern networks 
demand automation, but automation does not require abandoning Cisco IOS, opera-
tional experience, or practical intuition. The goal of this book is to help you take confi-
dent, manageable steps into automation by building directly on familiar workflows using 
Python, Netmiko, NAPALM, and Nornir. Through a progressive, hands-on approach—
moving from CLI-based automation to structured data and scalable orchestration—this 
book aims to demystify automation, reduce the barrier to entry, and equip you with 
skills that matter in real networks today and into the future.

Who Should Read This Book?
This book is written for anyone who works with networks and wants a practical, 
approachable path into network automation. It is especially well suited for Cisco 
Networking Academy students and networking students who are just beginning their 
journey and want to understand how Python and automation connect to the Cisco IOS 
skills they are already learning. By starting with familiar CLI-based workflows, the book 
helps new learners build confidence without requiring prior experience with APIs, data 
models, or advanced programming concepts.

The book is equally valuable for working network engineers and administrators who 
manage real production networks and recognize the growing need for automation, consis-
tency, and scale. For experienced professionals who may feel pressed for time or unsure 
where to begin, this book provides a focused, hands-on approach that respects existing 
operational knowledge while introducing modern automation techniques in a clear and 
incremental way.

Whether you are a student preparing for your first networking role or a seasoned engi-
neer adapting to the realities of modern networks, this book is designed to meet you 
where you are and help you move forward with confidence.

How This Book Is Organized
Chapter 1, “Introducing Netmiko, NAPALM, and Nornir,” introduces Netmiko, 
NAPALM, and Nornir and explains how these three Python libraries provide an accessi-
ble entry point into network automation and programmability. It outlines what each tool 
does, how these tools fit together, and the minimal Cisco IOS and Python knowledge 
needed to get started. This chapter sets the stage for the hands-on automation work that 
follows.

Chapter 2, “Getting Started with Netmiko,” introduces Netmiko as a practical first step 
into network automation, showing how familiar Cisco IOS commands can be executed 
programmatically over SSH using Python. The chapter walks through the basic structure 
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of a Netmiko program, demonstrates key methods for sending commands and handling 
output, and introduces essential troubleshooting techniques that build confidence before 
moving on to configuration automation.

Chapter 3, “Configuring Devices with Netmiko,” focuses on using Netmiko to config-
ure network devices, moving beyond information retrieval to making reliable configura-
tion changes. It introduces the preferred Netmiko methods for configuration automation, 
including applying multiple commands as lists and loading configurations from external 
files, while reinforcing best practices for efficient and repeatable device management.

Chapter 4, “Accessing Multiple Devices with Netmiko,” expands Netmiko automation 
from a single device to managing multiple devices using Python for loops. It demon-
strates how to scale command execution and configuration across routers, introduces 
structured ways to store device connection details, and covers best practices for handling 
credentials, errors, and multiple SSH sessions in real-world automation scenarios.

Chapter 5, “Introducing NAPALM and Structured Data,” introduces NAPALM and 
the concept of structured data, explaining how network information can be retrieved in a 
consistent, vendor-agnostic format. The chapter contrasts NAPALM with Netmiko, intro-
duces Python dictionaries as the foundation of structured data, and demonstrates how 
NAPALM methods return information that is easier to analyze, automate, and extend to 
API-driven workflows.

Chapter 6, “Understanding Python Dictionaries with NAPALM,” deepens your under-
standing of structured data by examining the three dictionary formats NAPALM uses: a 
single dictionary, a dictionary of dictionaries, and a list of dictionaries. Through practical 
examples, the chapter shows how different types of network data are organized and how 
recognizing these patterns makes it easier to extract, iterate over, and automate device 
information.

Chapter 7, “Iterating Through NAPALM Dictionaries,” focuses on iterating through the 
structured dictionaries returned by NAPALM, showing how to navigate simple, nested, 
and list-based data structures using Python for loops. The chapter emphasizes practical 
techniques for processing keys and values, handling different data types, and systemati-
cally extracting meaningful information from real-world network data.

Chapter 8, “Configuring Devices with NAPALM,” discusses how to safely configure 
network devices using NAPALM’s staged configuration workflow. It explains how con-
figuration changes can be loaded, previewed, committed, or rolled back using NAPALM’s 
configuration methods, and demonstrates both merging and replacing configurations 
while minimizing operational risk through comparison and backup mechanisms.

Chapter 9, “Introducing NORNIR: A Pythonic Framework for Network 
Orchestration,” introduces Nornir as a Python-based orchestration framework that 
brings together Netmiko and NAPALM to automate tasks across multiple devices at 
scale. It explains the concept of orchestration, shows how Nornir organizes device inven-
tory using YAML files, and demonstrates how configuration and inventory data are com-
bined to prepare for parallel, large-scale automation.
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Chapter 10, “Using NORNIR with Netmiko,” demonstrates how Nornir integrates with 
Netmiko to execute operational and configuration commands across multiple devices 
in parallel. It introduces the nornir_netmiko plugin, explains how tasks are run and how 
results are aggregated, and shows how shared and per-device configurations can be 
applied efficiently using inventory data and custom task functions.

Chapter 11, “Using NORNIR with NAPALM,” introduces how Nornir integrates with 
NAPALM to provide vendor-neutral, structured network automation at scale. It dem-
onstrates using Nornir with NAPALM tasks to run CLI commands, retrieve normalized 
operational data, and safely apply configuration changes, highlighting how inventory, 
parallel execution, and transactional workflows work together in real-world automation 
scenarios.

Chapter 12, “Inventory Management with NORNIR,” explores Nornir’s inventory sys-
tem and explains how structured device data drives scalable automation. It introduces the 
hosts, groups, and defaults model; demonstrates how inheritance and filtering work; and 
surveys multiple inventory sources—including YAML files, Python dictionaries, NetBox, 
Ansible, spreadsheets, and modern sources of truth—to show how inventory remains 
consistent regardless of where the data originates.

Chapter 13, “What’s Next,” looks beyond the tools covered in this book and places 
network automation in a broader operational and architectural context. It explains why 
automation became an operational necessity, clarifies the roles of SDN and intent-based 
networking, and introduces technologies such as Ansible, RESTCONF, NETCONF, APIs, 
YANG models, and AI, showing how the skills you’ve developed form a strong foundation 
for what comes next.

Figure Credits
Epigraph (Chapters 2 & 5) Oswalt, Matt et al, Network programmability and automation: 
Skills for the next-generation network engineer. Sebastopol, CA: O’Reilly Media, Inc, 
2023.

Cover credit: Halim Karya Art/Adobe Stock
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In the previous chapter, we explored how to use the Netmiko send_command() method 
to establish SSH connections and retrieve information from Cisco devices. We focused 
on gathering information, such as interface statuses and routing information, using stan-
dard show commands. While retrieving information is important for monitoring and trou-
bleshooting, real-world network automation often requires making configuration changes 
to devices efficiently and reliably.

This chapter shifts the focus from retrieving information to configuring network devices 
with Netmiko. We will begin by exploring how the send_command() can be used for 
configuration, but as you’ll see, it is not always the most efficient method—especially 
when multiple configuration lines need to be applied. So, we will look at using send_con-
fig_set(), which simplifies the process by allowing us to send a list of configuration com-
mands in a structured and efficient way.

Finally, we will cover send_config_from_file(), which enables us to apply configuration 
commands stored in an external text file. This method is particularly useful when working 
with prewritten configurations or applying standardized settings across multiple devices.

By the end of this chapter, you will understand the different ways you can use Netmiko 
to configure Cisco devices.

The send_command() Method
In Chapter 2, “Getting Started with Netmiko,” you saw how to use the send_command() 
method to retrieve information. This versatile Netmiko method can be used for both 
retrieving information and configuring a device. When used with show commands, it 
captures and returns device output just as if the command had been entered manually at 
the CLI, making it useful for monitoring and troubleshooting.

The send_command() method can also be used to execute configuration commands, 
such as setting an interface description or enabling specific features. However, because it 

Configuring Devices with 
Netmiko

Chapter 3
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is designed primarily for single-line commands, it is not very efficient for making multiple 
configuration changes. For bulk configurations, the send_config_set() method is gener-
ally preferred, as it ensures proper command execution in configuration mode.

Using send_command() for Retrieving Information

Example 3-1 is similar to programs you saw in Chapter 2. It establishes an SSH con-
nection to a Cisco device and retrieves the status of its interfaces. However, here we 
have removed the secret='spot' parameter and the connection.enable() method because 
show ip interface brief only requires user EXEC mode. There is no need to provide 
a privileged EXEC password (secret parameter) when setting up the connection with 
ConnectHandler. The program in Example 3-1 simply connects to the device, sends the 
command, prints the output, and then disconnects.

Example 3-1  ex3-1_send_command_show.py

 

# Import the Netmiko Library

import netmiko

 

# Establish an SSH connection to the device

connection = netmiko.ConnectHandler(ip='192.168.1.1',

                                    device_type='cisco_ios',

                                    username='admin',

                                    password='cisco')

 

# Using the connection to send an IOS command

print(connection.send_command('show ip interface brief'))

 

# Close the SSH connection

connection.disconnect()

Example 3-2 shows that when the program is executed, the output is similar to what you 
would see in the CLI. It displays the status of each interface along with its assigned IP 
address.

Example 3-2  Output from Example 3-1

 

MyPrompt% python3 ex3-1_send_command_show.py

Interface              IP-Address     OK? Method Status                Protocol

GigabitEthernet0/0/0   192.168.1.1    YES NVRAM  up                    up

GigabitEthernet0/0/1   192.168.2.1    YES NVRAM  up                    up

GigabitEthernet0/0/2   unassigned     YES NVRAM  administratively down down

GigabitEthernet0       unassigned     YES NVRAM  administratively down down

MyPrompt%
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Using send_command() for Individual Configuration Commands

You can also use the send_command() method for configuration tasks where you want to 
send individual configuration commands directly to a device. While this is not the most 
efficient way to apply multiple changes, it is useful for making quick modifications, such 
as setting an interface description or enabling an interface.

Example 3-3 demonstrates how to use the send_command() method to configure a  
static default route on a Cisco device. The ip route command is a global configuration 
command, which requires the session to be in privileged EXEC mode before entering 
global configuration mode.

Example 3-3  ex3-3_send_command_configure.py

 

import netmiko

 

connection = netmiko.ConnectHandler(ip='192.168.1.1',

                                    device_type='cisco_ios',

                                    username='admin',

                                    password='cisco',

                                    secret='spot') # Enable password

 

# send_command() for configuration is similar to CLI

# secret password is required

connection.enable()

 

# Global config mode

connection.config_mode()

 

# Global configuration command

connection.send_command('ip route 0.0.0.0 0.0.0.0 192.168.2.2')

 

# Exit global config mode

connection.exit_config_mode()

 

# Verify running-config

print('\nIOS command: show running-config | include ip route')

print(connection.send_command('show running-config | include ip route'))

 

# Verify routing table

print('\nIOS command: show ip route | begin Gateway')

print(connection.send_command('show ip route | begin Gateway'))

 

connection.disconnect()
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The program first enables privileged mode by using the enable() method, which is neces-
sary for making configuration changes. It then enters global configuration mode by using 
the config_mode() method, which allows the program to modify router settings.

The method send_command('ip route 0.0.0.0 0.0.0.0 192.168.2.2') configures a default 
static route and directs all unknown traffic to the next-hop address 192.168.2.2.

Once the route is applied, the exit_config_mode() method returns to privileged EXEC 
mode.

To verify that the configuration was successfully applied, the program prints the output 
of print(connection.send_command('show running-config | include ip route'), which 
filters and displays only the lines containing the ip route command from the running con-
figuration. This helps confirm that the static default route was added correctly.

In addition, print(connection.send_command('show ip route | begin Gateway') examines 
the routing table, starting at the section that shows the gateway of last resort. This veri-
fies that the default static route is not only configured but active in the routing table.

Finally, the script closes the SSH session by using the disconnect() method to cleanly 
terminate the connection.

 

Note  Each method is preceded by the connection variable, or object. The connection 
object represents the active SSH session established with the network device using 
ConnectHandler. This ensures that each method call—such as enable(), config_mode(), 
send_command(), and disconnect()—is executed using the established connection, 
allowing the program to seamlessly interact with the device.

Example 3-4 shows the output from executing the code in Example 3-3.

Example 3-4  Output from Example 3-3

 

MyPrompt% python3 ex3-3_send_command_configure.py

 

IOS command: show running-config | include ip route

ip route 0.0.0.0 0.0.0.0 192.168.2.2

 

IOS command: show ip route | begin Gateway

Gateway of last resort is 192.168.2.2 to network 0.0.0.0

 

S*    0.0.0.0/0 [1/0] via 192.168.2.2

      192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C        192.168.1.0/24 is directly connected, GigabitEthernet0/0/0

L        192.168.1.1/32 is directly connected, GigabitEthernet0/0/0

      192.168.2.0/24 is variably subnetted, 2 subnets, 2 masks

C        192.168.2.0/24 is directly connected, GigabitEthernet0/0/1

L        192.168.2.1/32 is directly connected, GigabitEthernet0/0/1

MyPrompt%
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The output in Example 3-4 confirms that the static default route was successfully  
configured on the device. The first command, show running-config | include ip route, 
displays the running configuration, starting with ip route commands, verifying that the  
ip route 0.0.0.0 0.0.0.0 192.168.2.2 command was applied.

The second command, show ip route | begin Gateway, provides a view of the 
device’s routing table, where the newly configured default route (S* 0.0.0.0/0 [1/0] via 
192.168.2.2) appears, confirming that the router will forward all unknown traffic to 
192.168.2.2.

This output validates that the send_command() method successfully applied the  
configuration changes.

 

Note  You might want to use the find_prompt() and cmd_output() methods discussed in 
Chapter 2 to re-create how a command might appear in the CLI.

Using send_command() for Multiple Configuration Commands

Although multiple send_command() global configuration mode statements can be used 
for configuration, the send_config_set() method is generally preferred for applying  
multiple configuration lines.

The send_command() method can be used to enter sub-modes, such as interface con-
figuration mode (interface GigabitEthernet0/0/0), but using it this way requires the use 
of the expect_string parameter to handle prompt changes. Because this adds complexity 
and is not the typical approach for multiple configuration commands, it is recommended 
to use the send_config_set() method, which automatically enters and exits configuration 
mode as needed. (The send_config_set() method is discussed in the next section.)

To keep things straightforward, this book focuses on the much more common send_ 
config_set() method for making configuration changes. However, for those interested in 
how send_command() can be used with the expect_string parameter, we have included 
an example in Appendix B, “Understanding expect_string with send_command().”

Using send_config_set() for Configuration Commands

Using the send_config_set() method is a useful and easy way to apply multiple configu-
ration commands to a network device. Unlike send_command(), which executes a single 
command at a time, send_config_set() automatically enters configuration mode, applies 
all commands from a Python list, and then exits configuration mode. This makes it the 
preferred method for making multiple changes efficiently, such as configuring interfaces, 
setting descriptions, and adding static routes.

Example 3-5 shows an example of how to streamline the configuration process with 
send_config_set(), which applies interface descriptions to two GigabitEthernet interfaces.
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Example 3-5  ex3-5_send_config_set.py

 

# Import the Netmiko Library

import netmiko

 

# Establish an SSH connection to the device

connection = netmiko.ConnectHandler(ip='192.168.1.1',

                                    device_type='cisco_ios',

                                    username='admin',

                                    password='cisco',

                                    secret='spot') # Enable password)

 

# Define a list of interface configuration commands

interface_description_list = [

    'interface gig 0/0/0',

    'description LAN interface - used Netmiko',

    'exit',

 

    'interface gig 0/0/1',

    'description Connection to R2 - used Netmiko',

    'exit'

]

 

# Enter privileged EXEC mode (required for making configuration changes)

connection.enable()

 

# Apply the list of configuration commands to the device

connection.send_config_set(interface_description_list)

 

# Display the IOS command before executing it for clarity

print('\nIOS command: '

      'show running-config | begin interface GigabitEthernet0/0/0')

 

print(connection.send_command(

      'show running-config | begin interface GigabitEthernet0/0/0'))

 

# Close the SSH connection

connection.disconnect()

A list is a collection of items stored in a specific order and enclosed within square brack-
ets [ ]. Lists are useful when you need to store multiple values and access them easily. 
Example 3-5 uses a list called interface_description_list to store a series of Cisco IOS 
configuration commands. Each item in the list is enclosed in quotes, and the list items 
are separated by commas to ensure that the commands are processed in order. The list 
includes interface selection commands (such as interface gig 0/0/0), interface  
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descriptions, and exit commands to return to global configuration mode. interface_
description_list is then passed to the send_config_set() method, which automatically 
executes all commands in sequence with send_config_set(interface_description_list). 
This simplifies the automated configuration process.

Example 3-6 shows the output from executing the code in Example 3-5. This output  
confirms that the program successfully applied the interface configurations using  
send_config_set().

Example 3-6  Output from Example 3-5

 

MyPrompt% python3 ex3-5_send_config_set.py

 

IOS command: show running-config | begin interface GigabitEthernet0/0/0

interface GigabitEthernet0/0/0

 description LAN interface - used Netmiko

 ip address 192.168.1.1 255.255.255.0

 negotiation auto

!

interface GigabitEthernet0/0/1

 description Connection to R2 - used Netmiko

 ip address 192.168.2.1 255.255.255.0

 negotiation auto

!

<output omitted for brevity>

!

end

MyPrompt%

Configuring and Displaying Commands with send_config_set()

In this section, we will look at storing the output of send_config_set() in a variable in 
order to display all the configuration commands along with their corresponding prompts. 
When executing configuration commands, Netmiko returns the full command output, 
including the device’s responses. By storing the result of send_config_set() in a variable,  
you can capture both the executed commands and their prompts and the system’s 
responses, which allows you to review the entire configuration process. This helps you 
ensure that all commands in the list were executed correctly and provides a clear view of 
the configuration process.

The code in Example 3-7 configures IPv6 on a Cisco device by applying a series of  
commands from a list using Netmiko. It defines a list of IPv6 configuration commands, 
ipv6_configuration_list, enables IPv6 routing, and assigns both global unicast and  
link-local IPv6 addresses to two interfaces.

The send_config_set() method is used to apply these configurations, and its output is 
stored in a variable (cli_output) in order to display the executed commands along with 
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their prompts. Finally, the example verifies the configuration by using the show ipv6 
interface brief command to confirm that the IPv6 addresses have been applied correctly.

Notice that the configuration list (ipv6_configuration_list) includes comments to help 
those who may not be very familiar with configuring IPv6. The comments provide  
context for each command as it is applied to the device.

Example 3-7  ex3-7_send_config_set_variable.py

 

# Import the Netmiko Library

import netmiko

 

# Establish an SSH connection to the device

connection = netmiko.ConnectHandler(ip='192.168.1.1',

                                    device_type='cisco_ios',

                                    username='admin',

                                    password='cisco',

                                    secret='spot') # Enable password)

 

# Define a list of IPv6 configuration commands

ipv6_configuration_list = [

    'ipv6 unicast-routing',   # Enable IPv6 routing

 

    # Configure IPv6 addresses on GigabitEthernet0/0/0

    'interface gig 0/0/0',

    'ipv6 address 2001:db8:cafe:1::1/64', # Assign global IPv6 address

    'ipv6 address fe80::1:1 link-local',  # Assign link-local address

    'exit',

 

    # Configure IPv6 addresses on GigabitEthernet0/0/1

    'interface gig 0/0/1',

    'ipv6 address 2001:db8:cafe:2::1/64', # Assign global IPv6 address

    'ipv6 address fe80::2:1 link-local',  # Assign link-local address

    'exit'

]

 

# Enter privileged EXEC mode (required for making configuration changes)

connection.enable()

 

# Apply the list of configuration commands to the device

# Store the output (including prompts and commands) in cli_output

cli_output = connection.send_config_set(ipv6_configuration_list)

 

# Display the full command execution output, including prompts

print(cli_output)
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# Display the IOS command before executing it for clarity

print('\nIOS command: show ipv6 interface brief')

 

# Verify IPv6 interface configuration commands

print(connection.send_command('show ipv6 interface brief'))

 

# Close the SSH connection

connection.disconnect()

The output in Example 3-8 shows the complete sequence of configuration prompts and 
commands that were executed on the device. Because Example 3-7 stores the result of 
send_config_set() in the variable cli_output, it is possible to print it and see exactly what 
was applied.

The output includes the automatic transition into global configuration mode (configure 
terminal). This is followed by the commands from ipv6_configuration_list that enable 
IPv6 unicast routing and the configuration of IPv6 addresses on GigabitEthernet0/0/0 
and GigabitEthernet0/0/1.

Each interface is assigned both a global IPv6 address (2001:db8:cafe:x::1/64) and a  
link-local address (fe80::x:1 link-local). The exit commands indicate the return to global 
configuration mode, and the final end command goes back to privileged EXEC mode.

To verify that the configuration was successfully applied, you can use the send_
command('show ipv6 interface brief') method, which displays the IPv6 address 
assigned to each interface. The output confirms that GigabitEthernet0/0/0 and 
GigabitEthernet0/0/1 are both up and have the correct IPv6 addresses, while other  
interfaces remain unassigned and administratively down.

Example 3-8  Output from Example 3-7

 

MyPrompt% python3 ex3-7_send_config_set_variable.py

configure terminal

Enter configuration commands, one per line.  End with CNTL/Z.

Router-R1(config)#ipv6 unicast-routing

Router-R1(config)#interface gig 0/0/0

Router-R1(config-if)#ipv6 address 2001:db8:cafe:1::1/64

Router-R1(config-if)#ipv6 address fe80::1:1 link-local

Router-R1(config-if)#exit

Router-R1(config)#interface gig 0/0/1

Router-R1(config-if)#ipv6 address 2001:db8:cafe:2::1/64

Router-R1(config-if)#ipv6 address fe80::2:1 link-local

Router-R1(config-if)#exit

Router-R1(config)#end

Router-R1#
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IOS command: show ipv6 interface brief

GigabitEthernet0/0/0   [up/up]

    FE80::1:1

    2001:DB8:CAFE:1::1

GigabitEthernet0/0/1   [up/up]

    FE80::2:1

    2001:DB8:CAFE:2::1

GigabitEthernet0/0/2   [administratively down/down]

    unassigned

GigabitEthernet0       [administratively down/down]

    unassigned

MyPrompt%

When you use send_config_set(), Netmiko automatically enters configuration mode, 
executes the provided commands, and then exits configuration mode before returning 
control to privileged EXEC mode. As part of this process, Netmiko sends an implicit  
end command after completing all configuration changes. So, even though the program 
does not explicitly include end, Netmiko sends it as part of send_config_set() to ensure 
that the device exits configuration mode properly. This makes automation smoother,  
preventing the program from accidentally leaving the session in configuration mode.

 

Note  Now that IPv6 is enabled on the device, it is operating in a dual-stack environment, 
meaning it supports both IPv4 and IPv6 simultaneously. Since Netmiko relies on SSH for 
connectivity, it can use either IPv4 or IPv6 to establish a connection, as long as the device 
is reachable via the chosen protocol. If an IPv6 address is used instead of an IPv4 address 
in the ip parameter of ConnectHandler, Netmiko will seamlessly connect using IPv6.

 

Note  An alternative to assigning a list of commands to a variable is to include the list 
directly as a parameter (positional argument) in the send_config_set() method:

send_config_set( [

    'interface gig 0/0/0',

    'ipv6 address 2001:db8:cafe:1::1/64',

    'ipv6 address fe80::1:1 link-local',

    'exit'] )

Sending Commands from a File with send_config_from_file()

The send_config_from_file() method functions similarly to send_config_set(), allowing 
you to apply multiple configuration commands to a network device. However, instead of 
using a Python list to store the commands, this method reads the commands from a  
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separate text file. This approach is especially useful when working with prewritten  
configurations, as it makes managing and reusing command sets easier. By storing  
configuration commands in a file, you can keep the program clean and organized and 
apply large or frequently used configurations when required.

Example 3-9 shows the text file r1_ipv6_update.txt, which the program will use  
to update the IPv6 global unicast addresses and interface descriptions on two  
interfaces. The configuration file contains a set of commands that will be applied to 
GigabitEthernet0/0/0 and GigabitEthernet0/0/1, replacing the existing IPv6 addresses and 
updating the descriptions.

Specifically, this file changes the global unicast address prefix from 2001:db8:cafe::/64 
to 2001:db8:c0de::/64, with a zero instead of the letter o in code.

 

Note  Notice that this example uses the no ipv6 address command to remove previously 
configured addresses. With IPv6, an interface can have multiple IPv6 global unicast 
addresses on the same network or on different networks. So, when replacing an IPv6 
address, it is important to remove any previous address that is no longer being used.

Example 3-9  r1_ipv6_update.txt

 

interface gig 0/0/0

description Updated LAN interface using Netmiko

no ipv6 address 2001:db8:cafe:1::1/64

ipv6 address 2001:db8:c0de:1::1/64

exit

 

interface gig 0/0/1

description Updated interface to R2 using Netmiko

no ipv6 address 2001:db8:cafe:2::1/64

ipv6 address 2001:db8:c0de:2::1/64

exit

Example 3-10 uses the send_config_from_file() method to apply configuration changes 
stored in an external text file. This approach is similar to using send_config_set(), but 
instead of defining the commands within the program using a list, it references a separate 
file, r1_ipv6_update.txt, displayed in Example 3-9.

The send_config_from_file(config_file) statement references the variable config_file, 
which contains the filename 'r1_ipv6_update.txt'. This file holds the configuration com-
mands that will be executed on the device. When you specify only the filename and 
not a full path, Python assumes that the file is located in the current working directory 
(CWD)—the same directory from which the script is being executed. If the file is not in 
this directory, the program will return an error because it won’t be able to locate the file. 
This approach keeps things simple, but in cases where the program may run from differ-
ent locations, specifying the full file path would be a more reliable solution.
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Example 3-10  ex3-10_send_config_from_file.py

 

# Import the Netmiko Library

import netmiko

 

# Establish an SSH connection to the device

connection = netmiko.ConnectHandler(ip='192.168.1.1',

                                    device_type='cisco_ios',

                                    username='admin',

                                    password='cisco',

                                    secret='spot') # Enable password)

 

# Specify the configuration file

# (assumed to be in the current working directory)

config_file = ('r1_ipv6_update.txt')

 

# Enter privileged EXEC mode (required for making configuration changes)

connection.enable()

 

# Display the current interface configuration before applying updates

print('\nIOS command: '

      'show running-config | begin interface GigabitEthernet0/0/0')

print(connection.send_command(

      'show running-config | begin interface GigabitEthernet0/0/0'))

 

# Apply the configuration commands from the file to the device

# Store the output (including prompts and commands) in cli_output

cli_output = connection.send_config_from_file(config_file)

 

# Display the full command execution output, including prompts

print(cli_output)

 

# Display the updated interface configuration after applying the file

print('\nIOS command: '

      'show running-config | begin interface GigabitEthernet0/0/0')

print(connection.send_command(

      'show running-config | begin interface GigabitEthernet0/0/0'))

 

# Close the SSH connection

connection.disconnect()

Example 3-11 shows the output from Example 3-10. It confirms that the configuration 
commands from the file r1_ipv6_update.txt were successfully applied to the device. 
Much as with send_config_set(), assigning the result of send_config_from_file() to a 
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variable allows you to capture the executed commands, their prompts, and the system’s 
responses.

The first section of the output shows the initial interface configuration, before any chang-
es are made. The GigabitEthernet0/0/0 and GigabitEthernet0/0/1 interfaces contain the 
existing IPv6 global unicast addresses under the 2001:DB8:CAFE::/64 prefix, along with 
their interface descriptions and other settings.

The second section of the output displays the actual configuration process, using send_
config_from_file(config_file). Netmiko enters global configuration mode, applies the new 
descriptions, removes the old IPv6 addresses (no ipv6 address 2001:db8:cafe:x::1/64), 
and assigns the updated IPv6 addresses with the new 2001:DB8:C0DE::/64 prefix. After 
applying the changes, Netmiko automatically exits configuration mode and returns to 
privileged EXEC mode.

Finally, the program verifies the updates by running show running-config | begin inter-
face GigabitEthernet0/0/0 again. The output confirms that both interfaces have been 
updated, showing the new descriptions and IPv6 addresses reflecting the changes made 
in the configuration file. This demonstrates how send_config_from_file() can efficiently 
apply multiple configuration changes to help ensure both accuracy and consistency.

Example 3-11  Output from Example 3-10

 

MyPrompt% python3 ex3-10_send_config_from_file.py

 

IOS command: show running-config | begin interface GigabitEthernet0/0/0

interface GigabitEthernet0/0/0

 description LAN interface - used Netmiko

 ip address 192.168.1.1 255.255.255.0

 negotiation auto

 ipv6 address FE80::1:1 link-local

 ipv6 address 2001:DB8:CAFE:1::1/64

!

interface GigabitEthernet0/0/1

 description Connection to R2 - used Netmiko

 ip address 192.168.2.1 255.255.255.0

 negotiation auto

 ipv6 address FE80::2:1 link-local

 ipv6 address 2001:DB8:CAFE:2::1/64

!

<output omitted for brevity

!

end
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configure terminal

Enter configuration commands, one per line.  End with CNTL/Z.

Router-R1(config)#interface gig 0/0/0

Router-R1(config-if)#description Updated LAN interface using Netmiko

Router-R1(config-if)#no ipv6 address 2001:db8:cafe:1::1/64

Router-R1(config-if)#ipv6 address 2001:db8:c0de:1::1/64

Router-R1(config-if)#exit

Router-R1(config)#

Router-R1(config)#interface gig 0/0/1

Router-R1(config-if)#description Updated interface to R2 using Netmiko

Router-R1(config-if)#no ipv6 address 2001:db8:cafe:2::1/64

Router-R1(config-if)#ipv6 address 2001:db8:c0de:2::1/64

Router-R1(config-if)#exit

Router-R1(config)#end

Router-R1#

 

IOS command: show running-config | begin interface GigabitEthernet0/0/0

interface GigabitEthernet0/0/0

 description Updated LAN interface using Netmiko

 ip address 192.168.1.1 255.255.255.0

 negotiation auto

 ipv6 address FE80::1:1 link-local

 ipv6 address 2001:DB8:C0DE:1::1/64

!

interface GigabitEthernet0/0/1

 description Updated interface to R2 using Netmiko

 ip address 192.168.2.1 255.255.255.0

 negotiation auto

 ipv6 address FE80::2:1 link-local

 ipv6 address 2001:DB8:C0DE:2::1/64

!

<output omitted for brevity

!

end

 

MyPrompt%

Ensuring That Python Uses the Current Working Directory

When a Python program tries to open a config file using a relative path, it defaults to 
looking in the current working directory, which may not be the same directory where 
the program file is located. You might want to ensure that a program always locates the 
configuration file in the same directory as the program, regardless of how or where the 
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program is run. This is important when the program is executed from a different working  
directory. To ensure that the program always finds the configuration file in the same 
directory as the program itself, you can use os.path.abspath(__file__) along with os.path.
dirname() to build the correct path—regardless of the path used to launch the program.

The code in Example 3-12 ensures that the program looks for and locates the configura-
tion file in the same directory where the program itself is located rather than relying on 
Python to use the CWD.

If you are new to Python, it is not necessary to understand the details of how the  
os.path module works. However, in case you are interested, here are the details: The  
os library helps build the correct path by using os.path.abspath(__file__) to determine 
the program’s full path and os.path.dirname() to extract just the directory portion.  
Then, os.path.join() combines that directory with the filename r1_ipv6_update.txt to 
construct the full path. The full file path, including the filename, is stored in the variable 
config_file.

os.path.dirname(os.path.abspath(__file__)) returns the directory where the script file 
physically resides, which may not be the same as the CWD if the script is imported or 
run from another location.

 

Note  The os.getcwd() function can be used to return the CWD, which is the folder 
from which the Python program was launched or executed—not necessarily the directory 
where the program file is saved. For example, if you run a script from the terminal while 
your working directory is /Users/rick/Documents, that path becomes the CWD, even if 
the script itself is stored in /Users/rick/Projects. This distinction is important when using 
relative file paths in your code.

By using this approach, the script can reliably locate the configuration file as long as  
it is in the same folder as the program, even if the script is executed from a different 
directory. If the file were stored elsewhere, you would need to manually specify its full 
path, such as '/Users/rick/r1_ipv6_update.txt', or modify the script to reference another 
directory.

Example 3-12 demonstrates how to use the os library to reliably locate r1_ipv6_update.txt 
in the same directory as the program.

Example 3-12  ex3-12_send_config_from_file_path.py

 

# Import the Netmiko Library

import netmiko

import os

 

# Get the current directory path to ensure the program

# can locate the configuration file

my_directory = os.path.dirname(os.path.abspath(__file__))
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# Construct the full path to the configuration file

config_file = os.path.join(my_directory, 'r1_ipv6_update.txt')

 

# Establish an SSH connection to the device

connection = netmiko.ConnectHandler(ip='192.168.1.1',

                                    device_type='cisco_ios',

                                    username='admin',

                                    password='cisco',

                                    secret='spot') # Enable password

 

# Enter privileged EXEC mode (required for making configuration changes)

connection.enable()

 

# Display the current interface configuration before applying updates

print('\nIOS command: '

      'show running-config | begin interface GigabitEthernet0/0/0')

print(connection.send_command(

      'show running-config | begin interface GigabitEthernet0/0/0'))

 

# Apply the configuration commands from the file to the device

# Store the output (including prompts and commands) in cli_output

cli_output = connection.send_config_from_file(config_file)

 

# Display the full command execution output, including prompts

print(cli_output)

 

# Display the updated interface configuration after applying the file

print('\nIOS command: '

      'show running-config | begin interface GigabitEthernet0/0/0')

print(connection.send_command(

      'show running-config | begin interface GigabitEthernet0/0/0'))

 

# Close the SSH connection

connection.disconnect()

Once again, understanding the details of how the os.path functions is not necessary.

Summary
In this chapter, we have explored how to use Netmiko to configure network devices 
efficiently. We started by demonstrating how send_command() can be used for con-
figuration, and we quickly saw its limitations—especially when working with multiple 
commands. To address this, we introduced send_config_set(), which makes it possible to 
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send a list of configuration commands in a structured and automated way. This method 
ensures that Netmiko enters and exits configuration mode automatically, making it a 
more practical solution for most automation tasks.

We then covered send_config_from_file(), which makes it possible to apply configura-
tion changes stored in an external text file. This approach is especially useful when work-
ing with predefined configurations or deploying standardized settings across multiple 
devices. In addition, we discussed how to manage file paths by using Python’s os library 
to ensure that configuration files are reliably located.

You should now have a solid foundation for understanding how Netmiko can be used  
for device configuration. In the next chapter, we will take automation a step further by 
looking at how to configure multiple devices efficiently by using a for loop, which makes 
it possible to scale network automation workflows.
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three-level nested dictionaries, 
iterating, 162–166

traceroute(destination) method, 104, 
135

transport input ssh command, 6
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determining the type of, 147–148
dictionary, 99–100, 158–162
effective, 292–294
iterating through, 144
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