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Introduction

Welcome to the CompTIA A+ Core 1 (220-1201) and Core 2 (220-1202) Exam
Cram. This book prepares you for the CompTIA A+ Core 1 (220-1201) and
Core 2 (220-1202) certification exams. Imagine that you are at a testing cen-
ter and have just been handed the passing scores for these exams. The goal

of this book is to make that scenario a reality. Our names are David Bayne,
John Pickard, and Mark Smith, and we are happy to have the opportunity to
serve you in this endeavor. Together, we can accomplish your goal to attain the
CompTIA A+ certification.

Target Audience

The CompTTA A+ exams measure the necessary competencies for an entry-
level I'T professional with the equivalent knowledge of at least 12 months of
hands-on experience in the lab or field.

"This book is for persons who have experience working with desktop computers
and mobile devices and want to cram for CompTTA A+ certification exams—
cram being the key word. This book does not cover everything in the comput-
ing world. How could anyone do so in such a concise package? However, this
guide is fairly thorough and should offer you a lot of insight—and a whole lot
of test preparation.

If you do not feel that you have the required experience, have never attempted
to troubleshoot a computer, or are new to the field, then we recommend the
following:

» Attend a hands-on A+ class with a knowledgeable instructor.

» Consider purchasing the CompTIA A+ Core 1 (220-1201) and Core 2
(220-1202) Video Course, which goes into a bit more depth than this text
and shows technology concepts from a hands-on perspective.

Essentially, we have written this book for three types of people: those who want
a job in the IT field, those who want to keep their job in the IT field, and those
who simply want a basic knowledge of computers and want to validate that
knowledge. For those of you in the first group, the latest version of the Comp-
TIA A+ certification can have a positive career impact, increasing the chances
of securing a position in the I'T world. It also acts as a stepping stone to more
advanced certifications. For those in the second group, preparing for the exams
serves to keep your skills sharp and your knowledge up to date, helping you

to remain a well-sought-after technician. For those of you in the third group,
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the knowledge within this book can be helpful in any career path you decide
to take, and it can be beneficial to just about any organization you might work
for—as long as that organization uses computers!

Regardless of your situation, one thing to keep in mind is that we write our
books to teach you how to be a well-rounded computer technician. While the
main goal for this book is to help you become A+ certified, we also want to
share our experience with you so that you can grow as an individual.

About the CompTIA A+ Certification

This book covers the CompTIA A+ 220-1201 and 220-1202 exams, also
known as Core 1 and Core 2, respectively. To obtain the CompTIA A+ certi-
fication, you must pass both exams. These exams are administered by Pearson
Vue and can be taken at a local test center or online.

Passing the certification exams proves that you are an experienced problem
solver and can support today’s I'T technologies.

Before doing anything else, we recommend that you download the official
CompTTA A+ objectives from CompTIA’s website. The objectives are a com-
prehensive bulleted list of the concepts you should know for the exams. This
book directly aligns with those objectives, and each chapter specifies the objec-
tive covered in the pages that follow.

For more information about how the A+ certification can help your career or to
download the latest objectives, access CompTIAs A+ web page at https://
www.comptia.org/certifications/a.

About This Book

"This book covers what you need to know to pass both CompTTA A+ exams.
It does so in a concise way that allows you to memorize the facts quickly and
efficiently.

We have organized this book into two parts, together comprising 66 chap-

ters, all pertaining to the objectives covered on the exams. The first part of

the book—Chapters 1 through 28—applies to the Core 1 (220-1201) exam.
The second part of the book—Chapters 29 through 65—applies to the Core 2
(220-1202) exam. At the beginning of each of those parts, you will find a handy
checklist you can use as you prepare for the exams. Chapter 66 discusses how to
get ready for the real exams and gives some tips and techniques for passing the
exams.
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For this edition of the book, we decided to organize the content based on the
order of the official CompTTIA objectives. Typically, you will find one objective
per chapter. Less commonly, a chapter will cover two objectives, and in a couple
of instances, an objective will stretch across two chapters. The corresponding
CompTTA objective or objectives are listed verbatim at the beginning of each
chapter. Organizing the book this way enables you to easily locate whatever
objective you want to learn more about. In addition, you can use the index to
quickly find the concepts you are after.

Regardless of your experience level, we don’t recommend skipping content.
"This book is designed to be read completely. The best way to study is to read
the entire book. Then, go back and review the 220-1201 portion and take the
real CompTIA 220-1201 exam. Afterward, review the 220-1202 portion and
take that exam. The two exams are inextricably linked. It’s a good idea to get
the whole picture first and then break it down by the exam. While this might
not be possible based on time constraints, we still strongly recommend it as the
best study method.

We do not recommend taking both exams on the same day. Instead, space them
apart by at least a week to allow yourself time to prepare.

Chapter Format and Conventions

Every Exam Cram chapter follows a standard structure and contains graphical
clues about important information. The structure of each chapter includes the
following:

» Opening topics list: This defines the CompTIA A+ objective(s) to be
covered in the chapter.

» Topical coverage: The heart of the chapter, this text explains the topics
from a hands-on and a theory-based standpoint. The text includes in-
depth descriptions, tables, and figures geared to build your knowledge so
that you can pass the exams.

» Cram Quiz questions: At the end of each chapter is a quiz. The
quizzes, and ensuing explanations, are meant to help you gauge your
knowledge of the subjects you have just studied. If the answers to the
questions don’t come readily to you, consider reviewing individual topics
or the entire chapter. In addition to being in the chapters, you can
find the Cram Quiz questions at the book’s companion web page, at
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www.pearsonitcertification.com. The questions are separated into their
respective 220-1201 and 220-1202 categories for easier studying when
you approach each exam.

» Exam Alerts, Sidebars, and Notes: These are interspersed throughout
the book. Watch out for them!

ExamAlert

This is what an Exam Alert looks like. An alert stresses concepts, terms, hardware,
software, or activities that are likely to relate to one or more questions on the exams.

» Challenges: We’ve also added skill challenges that are designed to build
your hands-on skills for the I'T field. Note that these challenges are
optional, but we strongly suggest that you attempt them if you have the
time.

Additional Elements

Beyond the chapters, there are a few more elements that we’ve thrown in for
you:

» Practice exams: These are located at the end of Part I and Part II. There
is one practice exam for each CompTIA A+ exam. These practice exams
(and additional exams) are available as part of the custom practice test
engine at the companion web page also. They are designed to prepare you
for the multiple-choice questions that you will find on the real CompTIA
A+ exams.

» Real-world scenarios: These are located on the companion web page
as PDFs. They describe actual situations with questions that you must
answer and potential solutions with supporting videos and simulations.
These scenarios are designed to help prepare you for the performance-
based questions within the real CompTIA A+ exams.

» Cram Sheet: The Cram Sheet located near the end of the book is
designed to jam some of the most important facts you need to know for
each exam into one short section, allowing for easy memorization. It is
also available in PDF format on the companion web page. If you have
an e-book version, this might be located elsewhere in the e-book; run a
search for the term “cram sheet,” and you should be able to find it.


http://www.pearsonitcertification.com
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The Hands-On Approach

It is incredibly important that you apply what you learn in this book to real
hardware and software. This is the kinesthetic approach that we have recom-
mended for years. It works! Practice as much as you can on Windows, mobile
devices, computer hardware, network devices...whatever you can get your
hands on.

In this book, we give as many use cases and actual technology examples as
possible, including command usage, operating system navigation, trouble-
shooting techniques, and so on. We also will reference our real systems along
with scenarios we have really experienced throughout the text. By referencing
computer technology in actual scenarios, we hope to infuse some real-world
knowledge and to solidify the concepts you need to learn for the exams. This
hands-on approach can help you to visualize concepts better. We recommend
that every computer technician build their own computer at some point (if you
haven’t already). This can help to reinforce the ideas and concepts expressed in

the book.

You should also work with multiple operating systems while going through this
book: primarily Windows but also Linux, macOS, Android, i0S, and Chrome
OS. Consider dual-boots, virtual machines, and emulators to learn more about
these systems. However, if at all possible, the best way to learn is to run indi-
vidual computers. This will ensure that you discover as much as possible about
the hardware and software of each computer system and how they interact with
each other.

"This book frequently refers to various support websites. Have a browser open
all the time and be ready to perform more research as you read through the

book.

Goals for This Book

We have three main goals in mind while preparing you for the CompTTA A+

€xams.

Our first goal is to help you understand A+ topics and concepts quickly and
efficiently. To do this, we try to get right to the facts necessary for the exam.
"To drive these facts home, the book incorporates figures, tables, real-world
scenarios, and simple, to-the-point explanations. Also, in the introductions for
the Core 1 and Core 2 sections, you will find preparation checklists that give
you an orderly step-by-step approach to taking the exams. Be sure to complete
all items on the checklists! For students of ours who truly complete every item,
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there is an extremely high passing rate. Finally, in Chapter 66, you will find
some important test-taking tips that we’ve developed over the years.

Our second goal for this book is to provide you with an abundance of unigue
questions to prepare you for the exams. Between the Cram Quizzes and the
practice exams, that goal has been met, and we think it will benefit you greatly.
Because CompTTA reserves the right to change test questions at any time, it
is difficult to foresee exactly what you will be asked on the exams. However, to
become a good technician, you must know the concepts; you can’t just memo-
rize questions. Therefore, each question has an explanation and maps back to
the chapter covered in the text. We’ve been using this method for more than a
decade with our students with great results.

Our final goal is to provide support for this and all our titles, completing the
life cycle of learning. We do this through our website (https://greencurtain-
training.com), which provides additional resources for you, including an errata
page (which you should check as soon as possible) and is set up to take ques-
tions from you about this book. We’ll try our best to get to your questions
ASAP. All personal information is kept strictly confidential.

Good luck in your certification endeavors. We hope you benefit from this book.
Enjoy!

Sincerely,
David Bayne
John Pickard
Mark Smith

https://greencurtaintraining.com

Figure Credits

Figures 3-1 through Figure 3-4, Figure 49-1, Figure 49-2, Figure 54-1,
Figure 54-2 © 2025 Google Inc

Figure 11-2 © 2025 Wifi Analyzer

Figure 21-3 © 2005- 2025 Broadcom
Figure 21-4 © 2025 Oracle

Figure 24-1 © Intel Corporation

Figure 39-1, Figure 39-2 © 2025 Apple Inc.
Figure 40-1 © 2025 Canonical Ltd.


https://greencurtaintraining.com
https://greencurtaintraining.com
https://greencurtaintraining.com

XXXViii

CompTIA A+ Core 1 (220-1201) and Core 2 (220-1202) Exam Cram

Figure 57-1 © 2023 Yuba Community College District

Figure 4-2, Figure 9-1, Figure 9-2, Figure 14-4, Figure 16-5, Figure 21-1,
Figure 21-2, Figure 24-2, Figures 28-1 through 28-3, Figure 29-1, Figures 30-1
through 30-3, Figures 31-1 through 31-3, Figures 32-1 through 32-9,

Figures 33-1 through 33-7, Figure 34-2, Figures 36-1 through 36-3,

Figures 37-1 through 37-9, Figures 38-1 through 38-6, Figures 42-1 through
42-3, Figures 45-1 through 45-8, Figure 46-1, Figure 46-2, Figures 48-1
through 48-3, Figures 51-1 through 51-3, Figures 53-1 through 53-4,

Figure 58-1, Figure 58-2, Figure 63-1, Figure 64-1, Figure 64-2 © 2025
Microsoft Corporation



CHAPTER 23

Troubleshooting
Motherboards, CPUs,
RAM, and Power

This chapter covers the following A+ 220-1201
exam objective:

» 5.1 - Given a scenario, troubleshoot motherboards, RAM, CPUs,
and power.

Let’s continue on our troubleshooting quest. This chapter gets into the
guts of the PC. Sometimes it can be a bit difficult to figure out which
component is causing a problem. In this chapter, we’ll give some tips to
help you identify whether a problem comes from the motherboard, the
CPU, the RAM, or whether it is a power issue.

If you are new to computers, we suggest reviewing the corresponding
hardware chapters as well—Chapters 12 through 20.

This chapter refers to only one exam objective, but it is a pretty massive
one. We're basically talking about the entire core of a PC. We could fill a
book on this subject, but alas, our time and space are limited. So, we’ve
condensed as much as possible. Consider acquiring and breaking down
older systems to help develop your troubleshooting skills.

ExamAlert

Objective 5.1 concentrates on troubleshooting common symptoms
related to motherboards, RAM, CPUs, and power, such as lack of power,

proprietary crash screens, power-on self-test (POST) beeps, blank
screen, no power, sluggish performance, overheating, burning smell,
random shutdown, application crashes, unusual noise, capacitor swell-
ing, and inaccurate system date/time.
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Troubleshooting Motherboards

Seeing a motherboard fail is uncommon, but if it does, the problem may be due
to a few different issues. Let’s look at several of them now.

First and probably the most common of these rarities are UEFI/BIOS firm-
ware issues. We'll refer to this as BIOS for simplicity. Remember that you
might need to flash the motherboard’s BIOS to the latest version. For example,
a new CPU or RAM might not be recognized at the correct clock speeds. An
adapter card might not be seen properly. Or perhaps the operating system

isn’t working as it should be with the hardware in the system. Updating the
BIOS can fix many of these issues. On a separate note, you might encounter

a PC that, instead of booting normally, accesses the BIOS. A drained or faulty
CMOS battery could be the culprit. Change out the battery, and the system
should boot normally. Often, this is a CR2032 lithium battery. If you are not
sure whether the battery is discharged, test it with a multimeter. CR2032 bat-
teries normally have an output of 3 volts. Such a battery is only usable down to
2V, so if it measures 2.5 V or less, it should be replaced. Also, if the battery is
discharged, then the time and date of the system will revert to a default (such
as January 1, 2012; note that different systems can have different default dates).
Also, any other settings you configured will be lost. After a new battery is
installed, the time/date and any other required settings will have to be reconfig-
ured or imported from a backup.

ExamAlert

If the time and date on a system have reset, there is a good chance that the rest

of the settings have also reset to defaults. Review the BIOS configuration settings,
compare them with your organization’s documentation, and make any modifications
necessary. Remember to save your work!

A multimeter is a measuring device used to test electrical properties, including resis-
tance (ohms), current (amps), and voltage (volts). You should have a multimeter in
your toolkit!

If the system attempts to boot to an incorrect device, then the reason could be
that the intended boot device is new; again, a BIOS flash could fix the prob-

lem. Of course, it could also be due to a configuration error. You should know
how to change the BIOS boot order and many other settings in the BIOS. You
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should also know where to go in the BIOS to view log entries and error
messages. The BIOS log can help describe various system problems (though it
might require a bit of translation, with the aid of the motherboard manual). We

discuss the BIOS further in Chapter 16, “Motherboards and Add-on Cards.”

Electrostatic discharge (ESD) and other electrical issues might present inter-
mittently. If you find some intermittent issues (for example, the computer
reboots out of nowhere) or you receive random proprietary crash screens, such
as blue screens of death (BSODs) in Windows or the spinning pinwheel in
macOS, ESD could be the culprit. Or a power surge could cause the problem.
A particular wire, circuit, or capacitor on the motherboard could have been
damaged. Document when failures occur. Swap out the motherboard with a
known good one to see if the issue happens again when running through the
same processes. If the issue doesn’t recur, chances are the original motherboard
is headed for the bit bucket (meaning it is to be disposed of). There are lots of
circuits on a motherboard; electrical damage to any one circuit could cause the
system to behave “irrationally” at best and trigger intermittent device failure.
Beyond this, electrical damage can go right through the power supply to the
motherboard, disabling it permanently. Be sure to use a surge suppressor or an
uninterruptible power supply (UPS) to protect your equipment and, of course,
implement antistatic measures whenever you work inside a system.

ExamAlert

A surge suppressor, also known as a surge protector, is an inexpensive and simple
device placed between a power outlet and a network component to protect the
component from spikes and surges. An uninterruptible power supply (UPS), also
called a battery backup, is a system that provides protection against power surges
and power outages. During a total power outage, a UPS gives you limited time to
safely shut down systems or devices on the network before the temporary power
interruption becomes permanent.

Antistatic measures such as using an antistatic wrist strap and mat are crucial when
working on systems. We’ll cover these measures in depth in Chapter 59, “Safety
Procedures.”

Another issue is component failures. It is possible for a single component of
the motherboard (for example, the SATA controller) to fail and for the rest of
the motherboard to work fine. This can be verified by doing a power-on self-
test (POST) analysis. The POST process starts when the computer first boots.
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It can result in visible codes or audible beeps. The visible codes could be on the
screen or could be part of a two-digit digital readout that is incorporated into
the motherboard. Either way, the visible codes or the beep codes can be
deciphered with the help of the motherboard manual or the motherboard
manufacturer’s website.

Keep in mind that different BIOS manufacturers (AMI BIOS, Award BIOS, and Dell)
have different beep codes. For example, two or three beeps sounded by a mother-
board with AMI BIOS means a memory issue.

"To fix a problem such as a SATA controller failure, you can purchase a separate
PCle SATA controller card. Then you can connect the hard drives to the new
controller and disable the original integrated SATA controller in the BIOS. A
good bench or lab will have extra controller cards of all kinds so that you can
test these types of problems. In some cases, a failed controller can be symptom-
atic of a bigger problem; the entire motherboard might need to be replaced.
Some component failures can cause system lockups, where the OS freezes and
the keyboard and mouse become nonfunctional. Such failures could be due to
controller issues, chipset issues, or faulty hard drives. Check all connections and
consider flashing the BIOS. Worst-case scenario: Replace the motherboard.
We'll discuss hard drive troubleshooting in Chapter 24, “Troubleshooting Stor-
age Drives and RAID Arrays.”

Finally, manufacturing defects and failed motherboard components often occur.
Printed circuit boards (PCBs), such as motherboards, are mass-produced at
high speed. Problems might be found immediately when receiving a moth-
erboard. In general, defects are uncommon but can occur due to mechanical
problems in the machinery or due to engineering errors. If you suspect a manu-
facturing defect, you should return the motherboard.

Motherboard component failure can also manifest over time. For example, a
distended capacitor is one that becomes swollen and possibly leaks electrolytic
material; this bulging can cause the system to unexpectedly restart or shut
down, cause BSOD, or cause other errors. If possible, the affected capacitor(s)
should be replaced right away. If that does not work, the motherboard should
be replaced. In the early 2000s, capacitor swelling, or “swollen caps,” was some-
what prevalent due to raw material issues; the problem was even dubbed the
“capacitor plague.” However, the problem is much less common today. In fact,
motherboards that are received in a dead-on-arrival (DOA) state are uncom-
mon with reputable manufacturers.
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ExamAlert

Remember that capacitor swelling is when a motherboard capacitor fails and

expands due to gas generation. This causes the capacitor to rupture and damage
the motherboard.

Troubleshooting CPUs

The most common issue with a CPU is when it isn’t installed properly or
securely. An improperly installed CPU could possibly cause a complete failure
when you try to turn on the system. This failure might be accompanied by a
series of beeps from the POST. If this happens, always check the power first,
just in case. Then check the main power connections and then the 8- or 4-pin
CPU power connection. Another possibility is that the system might turn

on and power might be supplied to the system, but nothing else happens: no
POST, no display (meaning a blank or black screen), and no drive activity. In
any of these situations, after checking power, make sure of the following:

» Ensure that the fan is connected and functional: Some mother-
boards have a safeguard that disables booting if the fan is defective or not
plugged in. Or you might get a message on the screen or another type of
warning, depending on the motherboard. Be sure that the fan is plugged
into the correct power connector on the motherboard (or elsewhere) and
verify whether it turns on when the computer is on. If the fan has failed,
purchase a replacement fan; just make sure that the new fan is compatible
with the heat sink and motherboard.

» Check other major components: Remember that the CPU is a part of
a bigger system—one in which other components are more likely to be
the cause of many problems. These components include the video card,
RAM, and motherboard. Be sure to check these other components for
simple connectivity problems, which could be the actual culprit. Always
check connections first before taking apart the CPU assembly.

» Make sure the heat sink is connected properly: Make sure that the
heat sink is flush with the CPU cap and that it is securely fastened to the
motherboard (or socket housing).

» Ensure that the CPU is installed properly: Make sure it was installed
flush into the socket and that it was oriented correctly. Of course, this
means removing the heat sink. If you do so, you should clean off excess
thermal compound and reapply thermal compound to the CPU cap
before reinstalling the heat sink.
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ExamAlert

When troubleshooting the CPU, be sure to first check all connections and then make
sure the fan, heat sink, and CPU are secure and installed properly.

Following are a few more possible symptoms of a failing CPU:
» Unexplained crashes (shutdowns) occur during bootup or during use.
» The system locks after only a short time of use.

» Voltage is near, at, or above the top end of the allowable range.

Sometimes a CPU is just plain defective. It could have been received this way,
or maybe it overheated. Perhaps there was a surge that damaged it, or maybe
someone overclocked it too far, and it was a victim of overvoltage (and subse-
quent overheating). Regardless of the culprit, the CPU needs to be replaced.
Now, by default, CPUs come with a heat sink and fan, and you can install the
CPU as you normally would. But in some cases, you can save money by pur-
chasing only the CPU and using the existing heat sink. In this case, remember
to clean excess thermal compound and then reapply thermal compound; but
reapply it to the CPU cap and not to the heat sink. If the CPU was installed
properly, users don’t usually have many problems with it (unless they are over-
clockers). Keep this in mind when troubleshooting the CPU or when trouble-
shooting an issue that appears to be a CPU issue but that might actually be
something else altogether.

On a lighter note, sometimes you might get reports from customers about
unusual noises coming from inside a PC—a buzzing of sorts (or perhaps even
a grinding noise). The noise could be caused by a wire or cable that is brush-
ing up against the CPU fan (or other case fan). Be sure to reroute cables inside
the computer so that they are clear of the CPU and any other devices. This
will also aid with airflow in the PC and keep the PC cooler. The CPU fan
might also make noise due to being clogged with dust, especially in dirtier
environmental conditions. If the fan is still functional, you can use compressed
air to clean it out. But be careful because too much air movement could cause
a static discharge. For example, if the CPU fan (or case fan) is moved due to
the air flow of a compressor, it could cause ESD. Use a piece of foam or other
plastic stopper to keep the fan(s) in place while you use compressed air. Keep a
computer vacuum handy to clean up the mess, if necessary; we’ve seen comput-
ers that had so much dust and dirt inside it could fill a garden! But be careful
with computer vacuums and air compressors. Use a plastic nozzle or tip (never
metal) and don’t actually touch any of the components.
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Troubleshooting RAM

It’s not common, but RAM modules can cause intermittent issues, or they can fail
altogether. Always make sure that the RAM is fully seated within the RAM slot
and that the plastic ears are locking the RAM into place. An unstable system can be
caused by several components, including RAM. Remember to check other compo-
nents in the system as well, including the video card, motherboard, and CPU.

A lot of the issues you see occur because a user has purchased and installed a
memory stick that is not compatible, or is semi-compatible, with the mother-
board: wrong speed, incorrect capacity, improper configuration, and so on. Be
ready for this; check the RAM compatibility against the motherboard, even if
the user swears it has been checked already. Remember, a good technician has
documentation available, has access to the Internet, and knows how to use both.

ExamAlert

Verify compatibility of RAM with the motherboard when troubleshooting!

Perhaps there was some kind of surge inside the computer; maybe the com-
puter is not protected by a surge suppressor or UPS. Another possibility is that
the RAM was damaged by ESD, and this damage manifests in intermittent
problems. There are expensive hardware-based RAM testers that can tell you if
the RAM is electrically sound and if it can process data correctly. If your com-
pany owns one, or if you can get your hands on one for a short time, you might
narrow the problem. However, we have rarely needed to use these.

Here are some possible symptoms of a RAM issue and corresponding trouble-
shooting techniques:

» Computer will not boot/or randomly shuts down: If there is no RAM
in the computer, or if the RAM is damaged or is not installed securely, it
can prevent the computer from doing anything at all (aside from drain-
ing electricity from your AC outlet). For example, the power supply fan
turns but nothing else happens—no beeps and no displays. First, if the
RAM was just installed, make sure that the RAM is compatible. Next, and
in general, try reseating the RAM before you attempt to troubleshoot a
CPU or motherboard. Add RAM if none exists. (Sounds silly, but we've
seen this!) If you suspect faulty RAM, corroded contacts, or a faulty RAM
slot, you can try taking the RAM out, cleaning the RAM and RAM slot,
and putting the RAM back in, being sure to seat the memory module
properly. (For cleaning, use contact cleaner on the RAM contacts and use
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compressed air on the slot.) Next, try moving memory modules to differ-
ent slots; check your motherboard documentation for proper orientation.
As mentioned, a POST analysis can be helpful in these situations as well.
If necessary, replace the memory module with an identical one (if you
have an extra one handy) or purchase a new one if you have identified the
memory module as the source of the problem. In some cases, RAM can
overheat and cause random shutdowns. To prevent this, purchase a heat
sink for RAM. These are made of aluminum or copper, just like CPU
heat sinks, and are sometimes referred to as heat spreaders. You can also
purchase RAM with heat sinks preinstalled. This type of RAM might be
necessary for high-end systems.

» BIOS indicates a memory error: The BIOS can indicate a memory
error through a message on the screen and a flashing cursor or by beep-
ing. If it beeps, you need to reference the motherboard documentation for
the specific beep codes. Sometimes a BIOS setting can be incorrect. If the
computer has a saved version of the BIOS settings, you can try reverting
to them, or you can try loading the BIOS defaults; we can’t tell you how
many times this has worked for me! Sometimes the BIOS indicates the
wrong amount of RAM. If this is the case, check the RAM, as explained in
the first bullet. Finally, a BIOS update can be the cure; perhaps the BIOS
just doesn’t have the programming necessary to identify the latest type of
RAM that was installed.

» An application crashes: If an application crashes, it could be due to
faulty RAM (or, uncommonly, a CPU issue). Make sure that the RAM is
compatible with the motherboard and use memory testing programs to
verify if there is any damage to the RAM. (More on memory testing in
just a bit.)

> A stop error, aka BSOD (blue screen of death), occurs: This is a criti-
cal system error that causes the operating system to shut down. Most of
the time, these errors are due to device driver errors (poor code), but they
can be associated with physical faults in memory. One example of this
would be a non-maskable interrupt (NMI). An NMI can interrupt the
processor to gain its attention regarding nonrecoverable hardware errors,
resulting in a BSOD. The BSOD usually dumps the contents of memory
to a file (for later analysis) and restarts the computer. If you don’t encoun-
ter another BSOD, it’s probably not much to worry about. But if the
BSOD happens repeatedly, you should write down the information you
see on the screen and cross-reference it to the Microsoft Support website,
at https://support.microsoft.com. Again, if you suspect faulty RAM, try
the troubleshooting methods in the first bullet.
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We’ll cover BSODs in more depth in Chapter 53, “Troubleshooting Microsoft
Windows.”

Chances are you won’t need them often, but memory testing programs such as
MemTest86 (https://www.memtest86.com) are available online. In fact, a whole
slew of testing and benchmarking software is freely available to you. Search
around! Plus, you can use the Windows Memory Diagnostics tool, which you
can access by typing mdsched.exe in the Run prompt or from the Windows
Recovery Environment (more on that in Chapter 53). These steps can help
diagnose whether a memory module needs to be replaced. But in general, trust
in your senses. Look at and listen to the computer as you try to diagnose any
RAM issues that might occur.

Troubleshooting Power Supply Issues

Many types of power problems can happen. We discuss power in general in
Chapter 18, “Power,” and Chapter 60, “Environmental Controls,” but for now
let’s focus on power issues related to the power supply within a computer.

Many issues that occur with power supplies are intermittent. This makes the
troubleshooting process a little tougher. Your best friends when troubleshoot-
ing power supplies are a power supply tester and your eyes and ears.

Of course, always make sure that the power supply cable connects from the
power supply to a properly wired AC outlet before troubleshooting further.
Next, check all of the internal power connections. Make sure they are con-
nected firmly. To zest these connections, use a power supply tester.

A power supply tester (or PSU tester) is a tool every computer tech should
have in their toolkit. Figure 23.1 shows an example of a PSU tester. These test-
ing devices normally test for 12V, 5V, and 3.3 V for most of the connections
within the computer, including the main 24-pin ATX power connector, 8- and
4-pin CPU connectors, PCI Express 8-pin and 6-pin connectors, SATA power
connector, and Molex power connector. If there are error readings, error lights,
no lights, or missing lights for specific voltages on the tester, you should con-
sider replacing the power supply; or if it is modular, you should replace that
particular power cable. If all the lights and indicators are normal, then the issue
resides somewhere else.
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Dr. Power Il

FIGURE 23.1 PSU Tester Testing a 24-Pin ATX Power Connector

Here are several of the issues you might encounter with power supplies:
» Fan failure
» Fuse failure

» Quick death
» Slow death

Fan failure can be due to the fact that the power supply is old, the fan is
extremely clogged with dirt, or the fan is of a cheaper design (without ball bear-
ings). However, for the A+ exam, the reason doesn’t make a difference. As far as
the A+ exam is concerned, if the fan fails, the power supply needs to be replaced
(and that strategy makes sense). Chances are, if the fan has failed, other compo-
nents of the power supply are on their way out also. It is more cost-effective to
a company to simply replace the power supply than to have a technician spend
time opening it and trying to repair it. More importantly, although it is possible
to remove and replace the fan by opening the power supply, this can be a dan-
gerous venture because the power supply holds an electric charge. So, the A+
rule is to never open the power supply.
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ExamAlert

Do not open a power supply! If it has failed, replace it with a working unit.

Fan failure can sometimes cause a loud noise to emanate from the power sup-
ply; it might even sound as though the noise is coming from inside the com-
puter. Any fan in the computer (power supply fan, case fan, or CPU fan) can
make unusual noises over time. If a customer reports a loud noise coming from
the inside of a PC, consider the power supply fan as a suspect.

On the other hand, sometimes the fans spin but no other devices receive power,
and the computer doesn’t boot. This could be due to improper installation (or
failure) of the motherboard, CPU, or RAM.

Fuse failure can occur due to an overload or due to the power supply malfunc-
tioning. Either way, the proper course of action is to replace the power supply.
Do not attempt to replace the fuse. If the fuse is blown, chances are that the
power supply is faulty.

If the power supply dies a quick death and provides no power, the reason might
be several issues, ranging from an electrical spike to hardware malfunction.
First, make sure that the IEC power cable is connected properly to the power
supply and to the AC outlet. Sometimes it can be difficult to tell whether the
power supply has failed or whether the problem is something else inside or
outside the computer system. You should check the AC outlet with your trusty
receptacle tester, make sure that a circuit hasn’t tripped, and verify that any
surge protectors and/or UPS devices work properly. Depending on what you
sense about the problem, you might decide to just swap out the power supply
with a known good one.

A power supply that is dying a slow death may cause intermittent errors or
frequent failure of hard drives and other devices, and this can be tough to trou-
bleshoot. If you suspect intermittent issues, first make sure the power cord is
connected securely and then try swapping out the power supply with a known
good one. Boot the computer and watch it for a while to see if the same errors
continue to occur.

If a system was recently upgraded, the power supply could cause the system to
reboot intermittently because the new components are causing too much power
drain. When upgrading components, be sure to check whether you need to upgrade
the power supply as well!
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CHAPTER 283: Troubleshooting Motherboards, CPUs, RAM, and Power

Remember that connections sometimes can be jarred loose inside and out-

side a computer. Check the IEC cord on both ends and all power connections
inside the computer, including the main motherboard connector as well as the
CPU, Molex, SATA, and PCle connectors. Any single loose connector can have
“interesting” results on the computer!

Heating and Cooling

Another issue to watch for is the system overheating. This can happen for
several reasons:

» Power supply fan failure
Auxiliary case fan failure

Inadequate number of fans

>

| 4

» Missing or open slot covers

» Case not being tightly closed and screwed in
>

Location of the computer

Air flow is important on today’s personal computers because their processors
can often operate at hundreds of billions of instructions per second or more
(referred to as 100 giga-instructions per second [GIPS]). They typically use

50 to 150 watts of power, and that creates a lot of heat! Add to that the video
card and other cards that have their own on-board processors, and you quickly
realize it can get hor inside the computer case. Plus, environmental factors and
higher-temperature areas (such as warehouses and cafeterias) can cause heat
to be trapped in the case, producing random shutdowns. Circulation is the key
here. Air should flow in the case from the front and should be exhausted out
the back. Any openings in the case or missing slot covers can cause circulation
to diminish. If you have a computer that has a lot of devices, does a lot of pro-
cessing, or runs hot for any other reason, your best bet is to install a case fan in
the front of the case (which pulls air into the case) and a second case fan in the
back of the case (which, with the power supply fan, helps exhaust hot air out
the back). Standard sizes for case fans are 80 and 120 mm. Also, try to keep the
computer in a relatively cool area and leave space for the computer to expel its
hot air! Of course, there are other special considerations and options, such as
liquid cooling and special processor cooling methods, such as oversized tower
heat sinks; however, for typical workstations, these options will most likely not

be feasible.
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You should also train your nose for smells and watch for smoke. If a power
supply starts to emit a burning smell, or if you see any smoke emanating from
it, you should turn off the computer and disconnect the power right away. The
power supply is probably about to fail, and it could short out, trip the circuit,
or, worse yet, start a fire. Be sure to replace it. In some cases, a power supply
has a burn-in period of 24 to 48 hours, during which time you might smell
some oils burning off, but it’s best to be safe and check/test the power supply if
you smell something that seems wrong.

Troubleshooting Questions in the A+ Exams

Hardware and software troubleshooting make up at least a quarter of the A+ exam
objectives. For bench techs, help desk people, and other tech support personnel, it
makes up a much larger percentage of work. When we really get down to it, we techni-
cians are here to solve problems, and troubleshooting is a key component of problem
solving. So, we have included a lot more cram quiz questions for these troubleshooting
chapters than for other chapters. It seemed the proper way.

Cram Quiz

Answer these questions. The answers follow the last question. If you cannot answer
these questions correctly, consider reading this chapter again until you can.

1. What is the best way to tell if a CR2032 lithium battery has been discharged?
A. Use a power supply tester.
. Check within Windows.

O O0O0O0

B
C. Use a multimeter.
D

. Plug it into another motherboard.

2. A PC reboots without any warning. You rule out any chance of viruses. When you
look at the motherboard, you see that some of the capacitors are swelling and
appear distended and out of shape. What should you do?

A. Replace the motherboard.

. Replace the hard drive.

O O0O0O0

B
C. Remove and replace the capacitors.
D. Reconfigure the BIOS.

3. A computer you are troubleshooting won’t boot properly. When you power on the
computer, the video display is blank, and you hear a series of beeps. What should
you do?

O A. Check power supply connections.

O B. Consult the vendor documentation for the motherboard.
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O €. Remove all memory and replace it.

O D. Unplug the speakers because they are causing a conflict.

4. You are troubleshooting a CPU and have already cut power, disconnected the
power cable, opened the case, and put on your antistatic strap. What should you
do next?

A. Check the BIOS.

B. Check connections.
C. Remove the CPU.
D

00O

. Test the motherboard with a multimeter.

5. What is a possible symptom of a failing CPU?
A. CPU is beyond the recommended voltage range.

. Computer won’t boot.

00O

B
C. BIOS reports low temperatures within the case.
D

. Spyware is installed in the browser.

6. You are repairing a computer that has been used in a warehouse for several years.
You suspect a problem with a memory module. What should you do first?

A. Replace the module with a new one.
B. Install more eRAM.

C. Clean the RAM slot.

D. Install RAM heat sinks.

00O

7. You are investigating a computer that is suffering from random shutdowns. You
note that the RAM modules are overheating. What is the best solution?

A. Install a heat sink on the memory controller.

. Install more CPU fans.

0 00O

B
C. Install heat sinks on the RAM modules.
D

. Install a heat sink on the chipset.

8. You just installed new, compatible RAM into a motherboard, but when you boot
the computer, it does not recognize the memory. What should you do?

A. Flash the BIOS.
B. Replace the RAM.
C. Upgrade the CPU.
D. Add more RAM.

0000



9.

10.
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You are troubleshooting a computer that won’t power on. You have already
checked the AC outlet and the power cord, which appear to be functioning
properly. What should you do next?

A. Test the computer with a PSU tester.

B. Plug the computer into a different outlet.
C. Check that the RAM is seated correctly.
D. Install a UPS.

00O

A computer you are troubleshooting shuts down without warning. After a few
minutes, it boots back up, but after running for a short time, it shuts down again.
Which of the following components could be the cause? (Select the two best
answers.)

A. Power supply
SATA hard drive
RAM

. CPU fan

Video card

00000
moow

Cram Quiz Answers

1.

C. Although there might be a Windows application that monitors the battery,

the surefire way is to test the voltage of the lithium battery with a multimeter.

A CR2032 lithium battery is designed to run at 3 volts (and they often ship at
approximately 3.3 volts). Some UEFI/BIOS programs can also monitor the voltage
of the battery.

A. You should replace the motherboard if it is damaged. It would be much too
time-consuming to even attempt replacing the capacitors and probably not
cost-effective.

B. You should check the BIOS version and consult the documentation that
accompanies the motherboard. You might need to go online for this information.
You can also try performing a POST analysis to discern the problem. The issue
could be video based, or RAM based, but the beep code should help identify the
problem.

4. B. Check connections first as they are a common culprit.

5. A. If the CPU is running beyond the recommended voltage range for extended

periods of time, it can be a sign of a failing CPU. If the computer won’t boot at all,
another problem might have occurred, or the CPU might have already failed. Low
case temperatures are a good thing (as long as they aren’t below freezing). Spy-
ware is unrelated in this case.
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6. C. Because the computer is being used in a warehouse (and a warehouse is often
a fairly dirty environment), you should use compressed air on the RAM slot and
clean the memory module with contact cleaner. Clean out all of the dust bunnies
within the entire computer. Using MemTest86 or another memory diagnostic tool
is another good answer.

7. C. The best thing to do in this situation is to install heat sinks on the RAM mod-
ules. On older computers, the memory controller in a northbridge doesn’t usually
overheat because it already has a heat sink; on newer computers, it is within the
CPU. A CPU can have only one fan. You can’t install more (although an additional
case fan might help). The chipset also usually has a heat sink.

8. A. If you are sure that the RAM is compatible and the system doesn’t recognize it
during POST, try flashing the UEFI/BIOS. It could be that the RAM is so new that
the motherboard doesn’t have the required firmware to identify the new RAM.

9. A. You should test the computer with a PSU tester. This can tell you whether the
power supply functions properly. You already know that the AC outlet is func-
tional, so there is no reason to use another outlet. The computer would still turn
on if the RAM wasn’t seated properly. A UPS won’t help the situation because it is
part of the power flow before the power supply.

10. A and D. The two components that could cause the system to shut down are the
power supply and the CPU fan. Check the CPU fan settings and temperature in
the BIOS first before opening the computer. If those are fine, you most likely need
to replace the power supply. The RAM, video card, and hard drive should not
cause the system to suddenly shut down.

Now we are getting deep into troubleshooting. This was a longer chapter (for
this book at least), and we recommend that you review it carefully. Great work
so far!
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Numbers

2FA (two-factor authentication), 704
3-2-1 backup rule, 958-959
3G, 54

3.5 mm audio jack, 39

4G, 54

5G, 54

10-tape rotation, 957-958
12VHPWR, 235, 272
30-second trick, 11

64-bit, 691-192

80 Plus certification, 277
802.1X, 769

802.11 wireless, 83-85

.

AAA (authentication, authorization, and
accounting), servers, 98-100, 769

AC adapter, laptop, 8-10
access control vestibule, 717, 788
accessibility settings, 623-625
accessing

storage drives, 21

Windows Settings, 609-610
accuracy, Al, 1054
acknowledgment, DHCP, 113

ACLs (access control lists), 730-731, 740,
934

AD (Active Directory), 76, 709

domain controller, 754-755

group policy, 757-758

home folder, 756-757

logon script, 756

Microsoft domain, 753-754

security groups, 758-759

user profiles, 755
adapters, connector, 188
administration tools, Windows 11, 536
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administrative shares

administrative shares, 750-751

AES (Advanced Encryption Standard),
766-767

AHCI (Advanced Host Configuration
Interface), 364

Al
accuracy, 1054-1055
application integration, 1051-1052
appropriate use, 1052-1053
bias, 1053-1054
hallucinations, 1054
limitations, 1053
policies, 1052
air treatment, 973-974
airplane mode, 28, 47, 54
alarms
building, 719
RAID controller, 364
algorithms, load balancing, 102
alternative location recovery, 956
AMD
CPUs, 256-257
sockets, 258
Android, 479
Force Stop option, 899-900
rooting, 822, 914-915
sideloading, 822
Wi-Fi settings screen, 46-47
antiglare filter, 375-376
antimalware, 776-777
antiphishing campaigns, 779-780
antivirus software, 776
AP (access point)
evil twin, 792-793
MAC filtering/IP filtering, 849
placement, 847
positioning antennas, 847
reducing transmission power, 846-847

APIPA (Automatic Private IP Addressing),
133, 401

App Store, 661

.app files, 661

Apple. See also i0OS; macOS
Find My services, 819

iCloud, 656-657
Lightning connector, 36, 183
Apple ID, 662-663
apps and applications. See also browser
Al integration, 1051-1052
authenticator, 729
cloud-based, 334-335
distribution methods, 695-696
impact, 697-698
installing, 695-696
ISO image, 695-696
licensing, 710
life cycle, 506
Linux, 668
locator, 819
malicious, 915
messaging, 733
mobile device
installing, 389-390
troubleshooting, 899-901, 903
permissions, 629, 698
pinned, 517
security, 698—-699
settings, 615-617
suspending, 652
system and OS requirements, 693-694
developer program, 695
video editing program, 694
uninstalling on macOS, 662
updating, 902-903

ARM (Advanced Reduced Instruction Set
Computer Machine), 254

asset management, 938
inventory lists, 938-939
procurement life cycle, 939-940
attacks
BEC (business email compromise), 794
brute-force, 791-792
cryptoanalysis, 792

DDoS (distributed denial-of-service),
790-791

dictionary, 791
DoS (denial of service), 790
on-path, 789



spoofing, 789
SQL injection, 795
supply chain/pipeline, 794
USB drop, 245
zero-day, 789-790

attrib command, 749

ATX (Advanced Technology eXtended),
228-229, 272

audio. See also sound
captions, 624
mobile device, troubleshooting, 391
settings, 377-378, 624
AUP (acceptable use policy), 995-996
authentication, 723-724
802.1X, 769
biometric, 718
email, 109

DKIM (DomainKeys Identified Mail),
109-110

DMARC (Domain-based Message
Authentication, Reporting &
Conformance), 110-111

SPF (Sender Policy Framework), 110
Kerberos, 770
multifactor, 27, 704, 718, 724-726
passwordless, 742
passwords, 801-803

RADIUS (Remote Dial-In User Service),
768-769

servers, 99
SSO (single sign-on), 709
TACACS+, 769
troubleshooting, 397-398
two-factor, 704
two-step, 818-819
authenticator applications, 729, 818-819

auto-brightness, mobile device display,
385-386

AutoPlay/AutoRun, disabling, 811

backlight, 165, 167

backup, 217-218, 782. See also DRP
(disaster recovery plan)

1141
BIOS (Basic Input/Output System)

3-2-1 rule, 958-959
battery, 343
full, 952
incremental, 952-954
mobile device, 819-820
onsite vs. offsite, 958
versus RAID, 366
rotation schemes
10-tape, 957-958
GFS (Grandfather-Father-Son), 957
synthetic, 955
testing, 956
bandwidth, 174. See also latency
baseband, 55
Bash script, 1024-1028
basic drive, 502
batch scripts, 1023-1024
battery
backup, 343
CMOS, 241
disposal, 976
laptop, troubleshooting, 10
mobile device
overheating, 387-388
replacing, 39-40
troubleshooting, 389, 904-905
settings, 621-622

BEC (business email compromise) attack,
794

beep codes, BIOS POST, 246, 343-344
Berg connector, 276

bias, Al, 1053-1054

biometrics, 27, 718

BIOS (Basic Input/Output System), 14,
241-242, 348

boot options, 242

fan settings, 243

flashing the, 241

HSM (hardware security module), 244
passwords, 244, 804-805

POST (power-on self-test), 246, 343-344
RAID, enabling, 365

Secure Boot, 244
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BIOS (Basic Input/Output System)

temperature monitoring, 244
TPM (Trusted Platform Module), 244
troubleshooting, 342-343
video settings, 373
virtualization support, 245
bit, 174
BitLocker, 628-629, 752-753
Bluetooth, 22, 38
Low Energy Audio, 624
pairing, 49-50
settings, 614-615

troubleshooting on mobile devices,
896-897

Blu-ray, 222-224
bollards, 719-720
Boot Camp, 655
boot methods
internal drive installation, 495
Internet-based installation, 495
local installation from external drive, 494
network boot (PXE) installation, 494-495
boot process, Linux, 683-684
boot sector virus, 774, 778
brightness, mobile device display, 385-386
browser
-based email, 332
-centric OS, 478
download/installation, 855-857
extensions and plug-ins, 858-859
general security procedures, 865-866
password manager, 860-861
patching, 857-858
privacy, 857
Proxy setting, 645

secure connections, TLS (Transport
Layer Security), 861-863

secure sites and tracking, 863-864
settings, 858, 864-865
signatures, 857

brute-force attack, 791-792

BSD (Berkeley Software Distribution),
650-651

BSOD (blue screen of death), 348, 363,
881-883

burn-in, 372-373
bus speed, 253

BYOD (bring your own device), 42, 62, 796,
826-827. See also MDM (mobile device
management)

byte, 174

C

cable/s, 177-178. See also connectors
coaxial, 178-179
crimper, 155
crossover, 177
cutter, 154
data transfer rate, 174
direct burial, 178

HDMI (High-Definition Multimedia
Interface), 379

Internet, 147
lock, 27

modem, 126
optical, 179-180
patch panel, 123
plenum, 177-178
serial, 184—185
standards, 175
storage drive, 187
straight-through, 177
stripper, 154
tester, 154-155

twisted pair, 173-174. See also STP
(shielded twisted pair); UTP (unshield-
ed twisted pair)

Category 5, 174
patch cable, 177
wire termination, 154
cache memory, 256
calibrating
monitor, 375
touchscreen, 168
camera/webcam
disabling, 23
microphone, 23-24
mobile device, securing, 913

replacing, 23



troubleshooting, 24

USB-based, 24
captive portal, 848
capture cards, 239

car, synchronizing with your mobile device,
60-61

case connectors, 274-275
case fans, 262-263, 274
Category 5, 174
CCFL (cold cathode fluorescent lamp), 165
CCTV (closed-circuit television), 719
CD (compact disc), 222-223
cellular technology
3G, 54
airplane mode, 54
cellular location, 57
eSIM, 55-56
geofence, 56
GPS (Global Positioning System), 56-57
GSM (Global System for Mobile

Communications), 55
IMEI/IMSI, 57-58
Internet connections, 150
laptop, 22
location services, 56
mobile device, 46

Certificate Manager, 539-540
certification
80 Plus, 277
CompTIA A+, 1066-1067
chain of custody, 986-987
change management, 945-946
business process terms, 946
terms, 947-949
channel/s
bonding, 86
selection, 86
width, 85-86
wireless, 85
checksum, 857
chemical storage, 975-976
chipset, 233, 257
chkdsk, 482-483, 572-573
Chrome OS, 477-478

1143
cmdlet

CIA triad, 737
classful IP address, 138

Classic Mac 0S, GUI (graphical user inter-
face), 649. See also macOS

classless IP address, 138
clean install, 497
cleaning, mobile devices, 389
clearing data, 836
clock speed, 251-253
closed source, 649
cloud/cloud computing, 331-332, 489
backup services, 820
-based applications, 334
-based printing, 293
characteristics, 334-336
collaboration tools, 706
instant messaging, 707-708
presentation tools, 708
spreadsheets, 707
videoconferencing, 706-707
word processing tools, 709
file synchronization, 336
hybrid, 334
TaaS (Infrastructure as a Service), 332
iCloud, 656657
measured services, 335
metered services, 335
mobile device synchronization, 58-59
multitenancy, 336

PaaS (Platform as a Service), 312,
332-333

private, 333
productivity tools
email systems, 703705
online storage, 705-706
public, 333
rapid elasticity, 336
resource pooling, 336
SaaS$ (software as a Service), 51, 332, 704

CMDB (configuration management
database), 939

cmdlet
New-LocalUser, 1020
New-PSDrive, 1029
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coaxial cable

coaxial cable, 178-179

code, 667-668. See also script/s; source
code

collaboration tools, 706
instant messaging, 707-708
presentation tools, 708
spreadsheets, 707
videoconferencing, 706-707
word processing tools, 709
collating, 290
color gamut, 170
color scheme, sound card, 237-238
commands/command line, 563-564
Command Prompt, 564-565
help file, 567
Linux, 668
ip, 677
ipa, 26
Isblk, 484485
su, 677-678
sudo, 678, 1043
macOS
diskutil list, 485
ifconfig, 652
mstsc, 1040
navigating, 567-570
PowerShell, 565-566, 835, 1020
$psversiontable command, 1019-1020
running, 1019-1020
test-connection, 1022
Windows
attrib, 749
chkdsk, 572-573
chkdsk /r, 482-483
defrag, 358-360
dir, 570
dxdiag, 374
gpresult, 575
gpupdate, 575-576
hostname, 585-586

ipconfig /all, 26, 396-397, 401,
579-581

net, 587-589
netstat, 77, 586-587

netstat -a, 399

nslookup, 587

ping, 135, 398, 400, 581-583

robocopy, 570-571

Run, 558-559

sfe, 573

systeminfo, 315

Terminal, 566-567

tracert, 583-585

whoami, 589

winver, 573-575

wnic logicaldisk get name, 569
compatibility

CPU (central processing unit), 256-257,
258

between operating systems, 488-490
power supply, 273-275
RAM (random-access memory), 17

compliance, data destruction and disposal,
838. See also regulations/
regulated data

component failures, troubleshooting on
motherboard, 343-344

compromised and damaged devices, 820
CompTIA A+ exam, 1059-1060
Core 1 (220-1201), 1127-1137
cram sheet, 1119-1125
domains, 1
exam preparation checklist, 2-3
registration, 3
Core 2 (220-1202)
cram sheet, 1127-1137
domains, 469
exam preparation checklist, 470471

smart methods for difficult questions,
1065-1066

tips, 1062-1064
types of questions, 1060-1061
Computer Management tool, 543-544

Computer Name/Domain Name Changes
dialog box, 636-637

computers. See PCs
configuration files, Linux, 680-681
configuration profiles, 815-816
configuration window, 518



connectionless session, 70
connection-oriented sessions, 70
connections & connectivity
Internet
cable, 147
cellular, 150
DSL, 147-148
fiber, 148-149
satellite, 149
troubleshooting, 396-398
metered, 644
mobile device, troubleshooting, 894-895
network, 643-645
connectors
12VHPWR, 235
adapters, 188

ATX (Advanced Technology eXtended),
228

Berg, 276

case, 274-275

Lightning, 183

Molex, 276

power, 260

power supply, 272-273, 275-276

RJ-45, 176

SATA (Serial ATA), 240

storage drive, 187

T568A/T568B, 176

USB, 182-183

video card, 185-187
constant, 1006
containers, 323-324
Continuity, 657
continuity tester, 154-155
contrast themes, 624

Control Panel, 519, 593, 631-632. See also
Windows Settings

Device Manager, 632-633
Devices and Printers, 596

Ease of Access Center, 605

File Explorer Options, 600-601
Indexing Options, 599

Internet Options, 594-596
Mail, 597

1145
CPU (central processing unit)

Microsoft Defender Firewall, 597
opening and viewing utilities, 594
Power Management, 602-604
Programs and Features, 596-597
Sound, 597-599

System and Security, 632

User Accounts, 599

cooling, CPU (central processing unit). See
also overheating

fans, 262-263

heat sink, 261

liquid, 263-264

thermal paste/pads, 261-262

COPE (corporate-owned personally
enabled) devices, 827-828

corporate and ISP email configuration,
51-53

counter
laser printer, 301
performance, 541
CPU (central processing unit), 251
32-bit, 692
64-bit, 691-692
AMD, 256-257

ARM (Advanced Reduced Instruction Set
Computer Machine), 254

bus speed, 253

cache memory, 256

clock speed, 251-253
Efficiency/Performance cores, 255
fans, 262-263

GPU (graphics processing unit), 256
heat sink, 261

installing, 264-267

Intel, 256-257

liquid cooling, 263-264

multicore, 255

multithreading, 255

overclocking, 253

replacing, 346

socket, 257-259

thermal paste/pads, 261-262
troubleshooting, 345-346

VM requirements, 318
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CPU (central processing unit)

voltage, 259-260
x64, 692
x86, 253-254, 692
cram sheet
CompTIA A+ Core 1 exam, 1119-1125
CompTIA A+ Core 2 exam, 1127-1137
creating
restore points, 878-879
VM (virtual machine), 315
Credential Manager, 804
crimper, 155
cron jobs, 1027
crossover cable, 177
cross-platform virtualization, 321-322
cryptoanalysis attack, 792
cryptography, 751
cryptominer, 775
cursor drift, 16
custom install, documentation, 931

CVEs (common vulnerabilities and expo-
sures), 935

CYOD (choose your own device), 42, 62,
828

D

DAC (discretionary access control), 748
daisy wheel printer, 304
Dashboard, macOS, 655
database
configuration management, 939
servers, 95-96
SQL injection, 795
data/data security
clearing and purging, 836
controller, 994
custodian/steward, 994
deleting, 834-835
destruction, 837-838
floating-point, 1006
input source, 372
integers, 1006
owners, 994

regulated. See also regulations/regulated

data

PCI-DSS (Payment Card Industry
Data Security Standards), 993-994

PHI (protected health information),
992-993

PII (personally identifiable informa-
tion), 992

-at-rest, 752, 811

strings, 1006

transfer rate, 828-829
PCle (PCI Express), 231-232
slow, troubleshooting, 399
twisted pair cable, 174
USB, 181-182

DDoS (distributed denial-of-service) attack,
790-791

DDRS3, 194-195

DDR4, 16-17, 195-196

DDRS5, 16-17, 196

DDR6, 196-197

default password, changing, 844-845

defense in depth, 779, 825-826

defrag command, 358-359

defragging, 358-359, 551-552

degaussing, 837

deleting data, 834-835

desktop, Windows, 516

desktop distributions, Linux, 668-669

desktop PC. See PCs

destroying storage media, 837-838, 976

development server, 325

Device Manager, 537-539

device/s. See also mobile device/s
bring your own, 42, 62, 796

COPE (corporate-owned personally
enabled), 827

default password, changing, 844-845
EOL (end-of-life), 486-487
network tap, 156-157
power, 977-978

surge suppressor, 978

UPS (uninterruptible power
supply), 978-980

routers, 121

assigning static IP address, 849-850



default password, changing, 844-845
IP address, 844

settings, 614-615, 632-633

switches, 119-121

symbols used in Device Manager, 539

DHCP (Dynamic Host Configuration
Protocol), 75-76, 113-114, 136-137

acknowledgment, 113
discovery, 112
exclusions, 114
request, 113
reservations, 114-115
servers, 96-97

dialog box

Computer Name/Domain Name

Changes, 636-637
Sound, 598
dictionary attack, 791
digital optical port, 238
digitizer, 167-168. See also touchscreen

DIMM (dual-inline memory module),
193-194

dir command, 570
direct burial cable, 178
directories
changing, 568-569
commands for working with, 570-571
DirectX, 374
disabling
AutoPlay/AutoRun, 811
SSID, 845-846
unused services, 810-811
WPS (Wi-Fi Protected Setup), 848-849
disassembling, mobile devices
documentation, 391
manufacturer resources, 392
tools, 392

discovery, DHCP (Dynamic Host
Configuration Protocol), 112

Disk Cleanup, 550-551

Disk Management utility, 548-550
Disk Utility, 660

diskpart utility, 502, 505-506, 835
diskutil list command, 485

1147
DNS (Domain Name System)

DisplayPort, 186, 377, 655
displays. See also projectors
antiglare filter, 375-376
burn-in, 372-373

calibrating, 375

CCFL (cold cathode fluorescent lamp),
165

color gamut, 170

digitizer, 167-168

driver, 374

laptop
backlight, 165
inverter, 165
IPS (in-plane switching), 164
LCD (liquid-crystal display), 163-164
LED (light-emitting diode), 164
mini-LED, 165

OLED (organic light-emitting diode),
164-165

TN (twisted nematic), 164
VA (vertical alignment), 164
mobile devices, troubleshooting, 385-386
native resolution, 170
operator control panel, 410
pixel density, 168-169
refresh rate, 169
resolution, 373, 375
screen magnifier, 623-624
screen resolution, 170
screen sizing, 373
standard dynamic range, 170
troubleshooting, 166-167
disposal
battery, 976
hardware, 976

DKIM (DomainKeys Identified Mail),
109-110

DLP (data loss prevention), 732, 915
DLP (Digital Light Processing), 378

DMARC (Domain-based Message
Authentication, Reporting &
Conformance), 110-111

.dmg files, 661

DNS (Domain Name System), 76,
107-108
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DNS (Domain Name System)

FQDN (fully qualified domain name),
108

records, 108-109
RRs (resource records), 108-109
servers, 97

DNSSEC (Domain Name System Security
Extensions), 111

Dock, macOS, 651

Docker, 323

docking station, 40-41

documentation, 927. See also policy/ies

custom installation procedure for soft-
ware, 931

help desk ticket, 938

incident report, 929

incident response, 985

knowledge base/articles, 933-936
licensing, 990

mobile device disassembly, 391

MSDS (material safety data sheet), 975
physical security, 720-721

printer manual, 410

SLA (service-level agreement), 931-933
software license, 940

SOP (standard operating procedure),
929-931

ticketing systems, 936-937
user checklists, 931
domain/s
CompTTA A+ Core 1 exam, 1
CompTIA A+ Core 2 exam, 469
controller, 637, 754-755, 770
network, 635-637
DoS (denial of service), 790
dot-matrix printer, 304-305
drawing pad, 41
drivers
display, 374
printer, 287-288
updating, 537-538
video card, installing, 235-236
drives. See storage drives

DRM (digital rights management), 988
DRP (disaster recovery plan), 950-951

DSL (digital subscriber line), 147-148
DSL modem, 126

dual-booting, 501, 655, 684
dual-channel architecture, 201
dumpster diving, 788

duplexing, 290

DVD (digital versatile disc), 222-223
DVI (Digital Visual Interface), 185
dxdiag command, 374

dynamic drive, 502

ECC (error correction code), 203

EDR (endpoint detection and response),
776-777

educational campaigns, antiphishing,
779-780

Efficiency cores, 255
egress data, 335
electrical fire safety, 968-969
electrical safety, 966-968
laser printers, 968
LCD monitors, 967
power supplies, 966
email, 72-73

authentication, 109

DKIM (DomainKeys Identified Mail),

109-110

DMARC (Domain-based Message
Authentication, Reporting &
Conformance), 110-111

SPF (Sender Policy Framework), 110
browser-based, 332
cloud-based, 703-705

IMAP (Internet Message Access
Protocol), 73

mail servers, 95
mobile device

corporate and ISP configuration,
51-53

integrated commercial provider con-
figuration, 51

SSL/TLS (Secure Sockets Layer/
Transport Layer Security), 53

synchronizing to the cloud, 58-59



POP3 (Post Office Protocol Version 3),
73

protocols, 73
security, 733-734
security gateway, 777

SMTP (Simple Mail Transfer Protocol),
73

embedded systems, 103-104
EMI (electromagnetic interference), 178
emulation, versus virtualization, 313
encryption, 751-752
BitLocker, 628-629, 752-753
data-at-rest, 811
FileVault, 660
mobile device, 823-825
wireless, 766, 767-768

AES (Advanced Encryption Standard),
766-767

TKIP (Temporal Key Integrity
Protocol), 766

WPA2 (Wi-Fi Protected Access
version 2), 766

WPA2-Enterprise, 768

WPA3 (Wi-Fi Protected Access
version 3), 766

endpoint security software, 821-822
energy efficiency, power supply, 277
entry systems, 716-717
environment variables, 1009

EOL (end-of-life), 486-487

EPPs (endpoint protection platforms),
776-777

equipment grounding, 965-966
eSATA (external SATA) ports, 239
ESD (electrostatic discharge), 15, 346
prevention, 963-965
troubleshooting on motherboard, 343
eSIM, 55-56

Ethernet, Power over, 123-125
EULA (end-user licensing agreement), 988
Event Viewer, 534

events, 535-536

log files, 535

panes, 534-535
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file system

evil twin, 792-793
exFAT, 482
expansion bus

PCI (Peripheral Component
Interconnect), 232

PCle (PCI Express), 231-232
expansion cards, 233, 239-240
ext4, 484, 670
extended partition, 501
extended warranty, 410
extensions, browser, 858-859
external audio interface, 238
external monitor, troubleshooting, 377-378
eye tracker, 625

F

factory reset, mobile device, 387

fan
case, 274
CPU (central processing unit), 262263
power supply, troubleshooting, 350-351
settings, BIOS configuration, 243

Fast Startup, 622

FAT32, 220, 481

fault tolerance, 217-218, 278

fencing, 719-720

fiber optic Internet connections, 148-149.
See also optical cable

file security, 749-750
administrative shares, 750-751
BitLocker, 752-753
encryption, 751-752

file server, 94

file synchronization, 336

file system, 481
exFAT, 482
FAT32,481
formatting a hard drive, 486
full format, 482483
Linux, 483-484

ext4, 484, 670
file path, 484
swap partition, 485
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XFS (High-Performance Scalable File
System), 670

macOS, 485
NTES, 481
quick format, 482-483
ReFS, 481-482
file types
.app, 661
.dmg, 661
.pkg, 662
.iso, 696
fileless malware, 775
fileshare, 94
FileVault, 660, 804
Find My Device, 819
Finder, 654
firewall, 122, 779
Microsoft Defender, 597
network, 100
settings, 850-851
firmware

BIOS (Basic Input/Output System),
241-243

boot options, 242
fan settings, 243
HSM (hardware security module), 244
passwords, 244
Secure Boot, 244
temperature monitoring, 244
TPM (Trusted Platform Module), 244
virtualization support, 245
printer, 288-289
radio, 55
flapping, 400
flash drives, 218-221
flashing the BIOS, 241
floating-point data types, 1006
flow control, 70
Fn (function) key, 12-14
folders
administrative shares, 750-751
home, 756-757
permissions, 748-749
form factor, motherboard, 228

ATX (Advanced Technology eXtended),
228-229

ITX (Information Technology eXtended),
230

microATX, 229-230

NUC (Next Unit of Computing), 230
format command, 835
formatting a hard drive, 834
FPS (frames per second), 169
FQDN (fully qualified domain name), 108
freeware, 774
FRT (facial recognition technology), 718
FTP (File Transfer Protocol), 74
full backup, 952

G

gaming, settings, 630

gateway address, IPv4, 134

GDPR (General Data Protection
Regulation), 994-995

geofence, 56
gestures, 655

GFS (Grandfather-Father-Son) backup rota-
tion scheme, 957

ghost cursor, 16

Gmail, 51, 58-59, 704

GNOME, 668

God Mode, 745

Google, Find My Device, 819

gpresult command, 575

GPS (Global Positioning System), 56-57
GPT (GUID Partition Table), 502-503, 670
GPU (graphics processing unit), 256
gpupdate command, 575-576

group policy, 757-758

Group Policy Editor, 541-542

GSM (Global System for Mobile
Communications), 55

guest networks, 848

GUI (graphical user interface)
Classic Mac OS, 649
Linux, 668
macOS, 651
Windows, 515
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hallucinations, Al, 1054

hard disk drive, 20

hard reset, 11, 901-902

hardware
EOL (end-of-life), 486-487
physical address, 26
procurement life cycle, 939-940
recycling and disposal, 976
tokens, 694, 729-730

hashing, 857

HDD (hard disk drive), 211-213. See also
storage drives

defragging, 358-359, 551-552
formatting, 486, 834

HDMI (High-Definition Multimedia
Interface), 186, 377, 379

headers, motherboard, 240
heat sink, CPU, 261
helloworld.sh, 1024-1028
help desk. See also incident response
employee, 936-937
ticket, 938
ticket escalation, 937
Hertz (Hz), 169
hibernation, 603-604
hidden shares, 639
hives, 557
home folder, 756-757
hostname command, 585-586
hot dock, 40
hotspot, 38, 47-48
HSM (hardware security module), 244
HTTP (Hypertext Transfer Protocol), 71

HTTPS (Hypertext Transfer Protocol -
Secure), 71-72

hybrid cloud, 334
hybrid drive, 20
Hyper-V

enabling in Windows Features,

314-315
Windows support, 318-319
hypervisor, 313-314

laaS (Infrastructure as a Service), 332

IAM (identity and access management),
732

iCloud, 656-657

icons, Windows, 517

IDE (Integrated Drive Electronics), 187
identity synchronization, 709

IDS (intrusion detection system), 101
IEC cable, 280

if statement, 1007

ifconfig command, 652

if-then-fi statement, 1027

image deployment, 498-499

IMAP (Internet Message Access Protocol),
73

IMEI (International Mobile Equipment
Identity), 57-58

impact printers, 304-305
impersonation, 788-789

improper, spontaneous, and frequent shut-
downs, troubleshooting,
879-880

IMSI (International Mobile Subscriber
Identity), 57-58

IMT-Advanced (International Mobile
Telecommunications Advanced) require-
ments, 54

inbound port, 71

incident report, 929

incident response, 984
chain of custody, 986-987
documentation, 985
first response, 984-985
licensing and, 988-990
life cycle, 985-986

incremental backup, 952-954

indexing, 599, 629

ingress data, 335

inkjet printers, 301-303

insider threat, 793-794

installing. See also boot methods
applications, 389-390, 695-696
CPU (central processing unit), 264-267
M.2 or Mini PCle card, 25-26
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operating system, 503-504
clean install, 497
image deployment, 498-499
from a recovery partition or disc, 500
remote network installation, 499
reset/restore, 499
unattended installation, 498
upgrade, 497-498
zero-touch deployment, 499
power/power supply, 278-281
RAM (random-access memory), 197-201

SODIMM (small outline dual inline
memory module), 17-18

video cards, 233-237

web browser, 855-857

Windows updates, 627
Install-Package for PowerShell, 1013
instant messaging, 707-708, 733
integers, 1006

integrated commercial provider email con-
figuration, 51

Intel
ATX 3.0 standard, 272
-based RAID, 364
CPUs, 256-257
Performance/Efficiency cores, 255
internal clock speed, 252
Internet. See also 10T (Internet of Things)
-based resources, 396
connection types
cable, 147
cellular, 150
DSL, 147-148
fiber, 148-149
satellite, 149
options, 610-611
security appliances, 100
load balancers, 102-103
network firewall, 100
spam gateway, 101-102

UTM (unified threat management),
100-101

settings, 611-613
inventory lists, 938-939

inverter, 165, 166

I0PS (input/output operations per
second), 361

iOS, 36, 479-480
jailbreaking, 822, 914-915
malicious apps, 915

lIoT (Internet of Things), 104-105,
825-826

IP (ingress protection), 40
ip command, 677

IP filtering, 849

IP subnetting, 115-116
iPadOS, 480

ipconfig /all command, 26, 396-397, 401,
579-581

IPS (in-plane switching), 164
IPS (intrusion prevention system), 101
IPv4

APIPA (Automatic Private IP Addressing),
133

classful versus classless IP addresses, 138
configuring with PowerShell, 135
conflict messages, troubleshooting, 401
DNS server address, 134
gateway address, 134
IP address
configuring, 131-133
network and host sections, 133
versus [Pv6, 138
private addresses, 135-136
public addresses, 136-137
IPv6, configuring, 138-139
ISO image, 696
ISP (Internet service provider)
email configuration, 51-53
wireless, 149-150
iteration, 1007-1008
ITX (Information Technology eXtended), 230

J

jailbreaking, 822, 914-915
JavaScript, 1032-1033
jitter, 400

just-in-time access, 726-727



K

KDC (key distribution center), 770
Kerberos, 770
kernel, 324, 679
keyboard
laptop, 11-15
onscreen, 625
Keychain Access utility, 655
keylogger, 775
keyring services, 804
kill switch, 279
knowledge base/articles, 933-936

L

LAN (local area network), 115-116, 143-144
language, settings, 625-626
laptops, 8
airplane mode, 28
battery, troubleshooting, 10
Bluetooth, 22
camera/webcam
disabling, 23
microphone, 23-24
replacing, 23
troubleshooting, 24
displays. See also displays
backlight, 165
inverter, 165
IPS (in-plane switching), 164
LCD (liquid-crystal display), 163-164
LED (light-emitting diode), 164
mini-LED, 165

OLED (organic light-emitting diode),
164-165

TN (twisted nematic), 164

troubleshooting, 166-167

VA (vertical alignment), 164
docking station, 40-41

external monitor, troubleshooting,
377-378

hard reset, 11
hot dock, 40

1153
LED (light-emitting diode) display

keyboard/keys, 11-12
special function, 12-14
troubleshooting, 14-15
multiport adapter dongle, 40
NFC (near-field communication), 27-28
physical security, 26-27
power
AC adapter, 8-10
troubleshooting, 8-11

RAM (random-access memory). See also
RAM (random-access memory)

compatibility, 17
installing, 17-18

SODIMM (small outline dual inline
memory module), 16

troubleshooting, 18-19
screen switching, 377
storage drives, 19

accessing, 21

SATA (Serial ATA), 19-21
tethering, 37
touchpad, 15-16
track point, 41
Wi-Fi

adapter, 26

connecting, 21-23

PCI Express Mini card/M.2 card,
24-26

WLAN button, 21-22
laser printers, 297-300

counter, 301

electrical safety, 968

maintenance, 300-301
latency, 400, 581

satellite Internet, 149

troubleshooting, 399
LCD (liquid-crystal display), 163-164

electrical safety, 967

projectors, 378

LDAP (Lightweight Directory Access
Protocol), 76

least connections algorithm, 102
LED (light-emitting diode) display, 164
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legacy systems

legacy systems, 104
Lenovo ThinkPad, track point, 41
LGA (Land Grid Array), 258
LibreOffice, 668
licensing, 987-988
DRM (digital rights management), 988

EULA (end-user licensing agreement),
988

software, 940, 989
life cycle
incident response, 985-986
operating system, 506
lighting, 719
Lightning connector, 36, 183
Linux, 477, 667
applications, 668
boot process, 683-684
commands/command line, 668, 670-676
ip, 677
Isblk, 484485
su, 677-678
sudo, 678, 1043
configuration files, 680-681
cron jobs, 1027
desktop distributions, 668—-669
desktop environments, 668
dual-booting, 684
file system
ext4, 484, 670
file path, 484
swap partition, 485

XFS (High-Performance Scalable File
System), 670

GNOME, 668

GPT (GUID Partition Table), 670
ip a command, 26
kernel, 679

keyring services, 804
permissions, 685-686
recovery mode, 679-680
root account, 685
scripting, 1024-1028
shebang, 1028

Terminal, 670-671

text editors, 676
Ubuntu, 669
updating, 681-683
liquid cooling, PC, 263-264
liquid damage, on mobile devices, 390
load balancers, 102-103
local accounts, 741-742
local printer, 292
local resources, 396
Local Security Policy, 542
location services, 56
locator application, 819
locks, 716
logical security
ACLs (access control lists), 730-731
authentication, 723-726
authenticator applications, 729
DLP (data loss prevention), 732
hardware and software tokens, 729-730

IAM (identity and access management),
732

just-in-time access, 726-727
MDM policies, 728
principle of least privilege, 727-728

SAML (Security Assertion Markup
Language), 731

SMS (Short Message Service), 733
SSO (single sign-on), 731-732

logon script, AD (Active Directory),
756

logs

MDM (mobile device management),
912-913

syslog, 98
long-range fixed wireless, 87-88
for loop, 1007-1008
loopback address, 582
loopback plug, 155-156
Isblk command, 484-485
lumens, 378

M.2 drives, 21, 24-26, 213-214
MAC filtering, 849



MAC ID, 26

Macintosh computers, 476
macOS, 476, 649

Boot Camp, 655

close, minimize, and full screen
buttons, 652

commands

diskutil list, 485

ifconfig, 652
Continuity, 657
Dashboard, 655
Disk Utility, 660
Dock, 651
file system, 485
FileVault, 660, 804
Finder, 654
gestures, 655
GUI (graphical user interface), 651
Keychain Access utility, 655, 804
Mission Control, 654-655
RSR (Rapid Security Response), 660
Screen Sharing, 655
SPOD (spinning pinwheel of death), 660
Spotlight search tool, 654
system folders, 657-659
System Preferences, 651-653
Terminal, 652, 659
Time Machine, 659-660
uninstalling applications, 662
updating, 660
VNC (Virtual Network Computing), 655
magnetic disk, 20
magnetometers, 719-720
mail servers, 95

maintenance. See also preventive
maintenance

impact printer, 305
inkjet printer, 303
laser printer, 300-301
printer, 409-410
thermal printer, 304
malicious apps, 915

malware, 775-776. See also preventing
malware; social engineering

1155
memory

cryptominer, 775
fileless, 775
keylogger, 775

preventing, 776-780, 915
ransomware, 775

removing, 841-843

rootkit, 774

spyware, 774, 780-781, 920-921
Trojan horse, 774, 780

unintentionally introducing in scripts,
1014

virus, 773
boot sector, 774, 778
symptoms, 919-920
worm, 773

MAM (mobile application management),
62, 823

MAN (metropolitan area network), 144-145
managed/unmanaged switch, 120
mantrap, 717

manufacturer resources, mobile device,
392

mapping a drive, 640-641, 1029
MBR (Master Boot Record), 502-503

MDM (mobile device management), 61-62,
728, 796-797, 827. See also mobile
devices

BYOD (bring your own device), 62
configuration profiles, 815-816

log files, 912-913

preventing malware, 915

security profiles, 828-829

servers, 823

“three strikes and you’re out” policy, 912

MDNDA (mutual nondisclosure agreement),

991

MDR (managed detection and response),

776-777

measured services, 335
memory. See also RAM (random-access

memory); storage drives
add-on storage, 39
cache, 256
random-access, 18-19

compatibility, 17
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SODIMM (small outline dual inline
memory module), 16

SODIMM (small outline dual inline
memory module), installing, 17-18

storage drives, 19
accessing, 21
SATA (Serial ATA), 19-21
message server, 95
metered connection, 644
metered VPN, 644

MFA (multifactor authentication), 27, 718,
724-726

microATX, 229-230

microphone, camera/webcam, 23-24
Microsoft accounts, 741

Microsoft Defender Antivirus, 551, 738

Microsoft Defender Firewall, 542-543, 597,
738-740, 779

Microsoft Knowledge Base, 934
Microsoft Outlook, 704
Microsoft Teams, 707-708
MIMO (multiple input, multiple output), 85
mini-ITX, 230
mini-LED, 165
minimum system requirements, 693-694
developer program, 695
video editing program, 694
Windows 10, 496
Windows 11, 496-497
Windows 11 editions, 513-515
Mission Control, 654-655

MMC (Microsoft Management Console),
532

adding snap-ins, 532-533
Certificate Manager, 539-540
Device Manager, 537-539
Group Policy Editor, 541-542
Performance Monitor, 540-541
Services, 542-543

Task Scheduler, 536-537

mobile device/s. See also apps and appli-
cations; MDM (mobile device manage-
ment)

3.5 mm audio jack, 39
add-on storage, 39

airplane mode, 47
Android, 479

Force Stop option, 899-900

rootkit, 822

sideloading, 822

Wi-Fi settings screen, 4647
applications, troubleshooting, 899-901
backup/restore, 819-820
battery

replacing, 39-40

troubleshooting, 904-905
cellular technology, 46

airplane mode, 54

cellular location, 57

eSIM, 55-56

geofence, 56

GPS (Global Positioning System),
56-57

GSM (Global System for Mobile
Communications), 55

IMEI/IMSI, 57-58
location services, 56
cleaning, 389
compromised and damaged, 820
disassembling
documentation, 391
manufacturer resources, 392
tools, 392
drawing pad, 41
email

corporate and ISP configuration,
51-53

integrated commercial provider con-
figuration, 51

SSL/TLS (Secure Sockets Layer/
"Transport Layer Security), 53

encryption, 823-825

endpoint security software, 821-822
factory reset, 387

hard reset, 901-902

i0S, 479-480, 822

IP (ingress protection) compliant, 40
jailbreaking, 822

locator application, 819



NFC (near-field communication), trou-

bleshooting, 898
patch management, 820-821
ports, 36

security

authenticator applications, 818-819

profiles, 828-829
screen locks, 816-818
unauthorized access, 911-914
serial interfaces, 37
soft reset, 901
stylus, 41
synchronization, 58
to the car, 60-61
to the cloud, 58-59
to the desktop, 59-60
tethering, 37
track point, 41
trackpad, 41
troubleshooting
application installation, 389-390
application issues, 903
battery, 389
Bluetooth, 896-897
connectivity, 894-895
display, 385-386
liquid damage, 390
overheating, 386-388
random reboots, 903-904
system freezes, 389
touchscreen, 390-391
updating, 820-821, 902-903
USB debugging, 912
video issues, troubleshooting, 905-907
webcam, securing, 913
wireless connections, 37-38
Bluetooth, 38
hotspot, 38, 47-48
NFC, 38-39
Qi charging, 39-40
mobile digital keys, 717
mobile-ITX, 230
modem, cable/DSL, 126
Molex connector, 276
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motherboard

monitoring, performance, 540-541
monitors, 375-376. See also displays

antiglare filter, 375-376
external, troubleshooting, 377-378
temperature, 244

motherboard, 227. See also power/power

supply
BIOS (Basic Input/Output System),
241-242, 348. See also BIOS (Basic
Input/Output System); UEFI (Unified
Extensible Firmware Interface)

boot options, 242
fan settings, 243
HSM (hardware security module), 244
passwords, 244
Secure Boot, 244
temperature monitoring, 244
TPM (Trusted Platform Module), 244
virtualization support, 245
capture cards, 239
chipset, 233, 257
CPU (central processing unit), 251
AMD, 256-257

ARM (Advanced Reduced Instruction
Set Computer Machine), 254

bus speed, 253

cache memory, 256

clock speed, 251-253
Efficiency/Performance cores, 255
fans, 262-263

GPU (graphics processing unit), 256
heat sink, 261

installing, 264-267

Intel, 256-257

liquid cooling, 263-264

multicore, 255

multithreading, 255

overclocking, 253

power consumption, 259

socket, 257-259

thermal paste/pads, 261-262
troubleshooting, 345-346

voltage, 259-260

x86-64, 253-254

expansion bus
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PCI (Peripheral Component
Interconnect), 232

PClIe (PCI Express), 231-232
expansion cards, 233, 239-240
form factor, 228

ATX (Advanced Technology eXtend-
ed), 228-229

ITX (Information Technology
eXtended), 230

microATX, 229-230
NUC (Next Unit of Computing), 230
headers, 240
multisocket, 258-259
northbridge/southbridge, 233
ports, 239
power connectors, 260
riser card, 241
SATA connectors, 240
sound card, 237
color scheme, 237-238

S/PDIF (Sony/Phillips Digital
Interconnect Format) port, 238

TPM (Trusted Platform Module) chip,
245

troubleshooting
component failures, 343-344
ESD (electrostatic discharge), 343
UEFI/BIOS firmware issues, 342-343
video card
analyzing, 236-237
installing, 233-237
testing, 235, 236
motion sensors, 719
mount points, 548-550
mouse
settings, 623, 625
wheel, scroll rate, 615
mSATA (Mini-SATA), 211
MSConfig, 554-556
MSDS (material safety data sheet), 975
mstsc command, 1040
multibooting, 501
multicore CPU, 255
multifactor authentication, 704

multifunction device, 285-288
multimeter, 342

multimode fiber, 179-180
multipath propagation, 85
multiport adapter dongle, 40
multisocket motherboard, 258-259
multitenancy, 336

multithreading, 255

NAND flash memory, 219-220
nano, 676

nano-ITX, 230

Narrator, 624

NAT (Network Address Translation), 137,
850

native resolution, 170

navigating, command line, 567-570

NDA (nondisclosure agreement), 990

net command, 587-589

netstat command, 77, 399, 586-587

network/ing, 69. See also IPv4
authentication, troubleshooting, 397-398
-based attacks

DDoS (distributed denial-of-
service), 790-791

DoS (denial of service), 790
on-path, 789
spoofing, 789
zero-day, 789-790
zombies, 790
commands
hostname, 585-586
ipconfig, 579-581
net, 587-589
netstat, 586-587
nslookup, 587
tracert, 583-585
whoami, 589

connectivity, troubleshooting, 396-397,
398

DHCP (Dynamic Host Configuration
Protocol), 75-76



acknowledgment, 113
discovery, 112
exclusions, 114
offering, 112

request, 113
reservations, 114-115

DNS (Domain Name System), 76,
107-108

FQDN (fully qualified domain name),
108

RRs (resource records), 108-109
domain, 635-637
establishing connections, 643-645
fileshare, 94
firewall, 100, 122
guest, 848

HTTPS (Hypertext Transfer Protocol -
Secure), 71-72

IoT (Internet of Things), 104-105
jitter, 400
latency, troubleshooting, 399
local area, 143-144
local resources, 396
location, 645
management, 78
mapping a drive, 640641
metropolitan area, 144-145
personal area, 146
printers, 292-293, 641-643
remote resources, 396
routers, 121
servers. See servers
settings, 611-613
sharing data and resources, 637-641
slow transfer speeds, troubleshooting, 399
storage area, 145, 239
switches, 119-121
tap, 156-157
TCP (Transmission Control Protocol), 70
flow control, 70
socket connection, 70
three-way handshake, 70
UDP (User Datagram Protocol), 70

virtual private, 116-117,
644-1047
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onsite backup

VLAN, 115-116
VM requirements, 319-320
VoIP, troubleshooting, 400
wide area, 144
wired, 21-22
wireless. See wireless/Wi-Fi
wireless local area, 145
wireless mesh, 145-146
workgroups, 635-637
New-LocalUser cmdlet, 1020
New-PSDrive cmdlet, 1029
Nexcloud, 58
NeXTSTEP, 650

NFC (near-field communication), 27-28,
38-39

troubleshooting on mobile devices, 898
nibble, 174
NIC (network interface card), 122-123
NID (network interface device), 126
NIST, password guidelines, 802-803
NLQ (near letter quality), 307
NMI (non-maskable interrupt), 348
northbridge/southbridge, 233
Notepad, 571, 1021, 1024
notification area, Windows, 517-518
nslookup command, 587
NTFS, 220, 481, 746-747
NTP (Network Time Protocol), 98
NUC (Next Unit of Computing), 230
Num Lock key, 13-14

NVMe (Non-Volatile Memory Express),
213-214

(o)

offboarding, 931

offering, DHCP (Dynamic Host
Configuration Protocol), 112

offsite backup, 958

OLED (organic light-emitting diode),
164-165

OLT (optical line terminal), 127
onboarding, 931

online storage, 705-706
onsite backup, 958
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ONT (optical network terminal)

ONT (optical network terminal), 126 permissions, 685-686

open source, 478 recovery mode, 679-680

Android, 479
licensing, 989

operating systems. See also Windows

Android, 479

boot methods
internal drive installation, 495
Internet-based installation, 495

local installation from external drive,

494

network boot (PXE) installation,
494-495

Chrome, 477-478
compatibility between, 488-490
dual-booting, 655
installation, 503-504
clean install, 497
image deployment, 498-499
from a recovery partition or disc, 500
remote network installation, 499
reset/restore, 499
unattended, 498
upgrade, 497-498
zero-touch deployment, 499
i0S, 479-480
iPadOS, 480
life cycle, 506
Linux, 477, 667. See also Linux
applications, 668
boot process, 683-684
code, 667-668
configuration files, 680-681
desktop distributions, 668—-669
desktop environments, 668
dual-booting, 684
ext4, 484, 670
file path, 484
GNOME, 668
GPT (GUID Partition Table), 670
ip a command, 26
ip command, 677
Isblk command, 484-485

root account, 685

su command, 677-678
sudo command, 678
swap partition, 485
Terminal, 670-671
Ubuntu, 669
updating, 681-683

XFS (High-Performance Scalable File
System), 670

macOS, 476, 649. See also macOS
Boot Camp, 655

close, minimize, and full screen
buttons, 652

Continuity, 657

Dashboard, 655

Disk Utility, 660

Dock, 651

FileVault, 660

Finder, 654

gestures, 655

Keychain Access utility, 655
Mission Control, 654-655
RSR (Rapid Security Response), 660
Screen Sharing, 655

SPOD (spinning pinwheel of death),
660

Spotlight search tool, 654
system folders, 657-659
System Preferences, 651-653
Terminal, 659

Time Machine, 659-660
uninstalling applications, 662
updating, 660

VNC (Virtual Network Computing),
655

multibooting, 501

NeXTSTEP, 650

vendor life-cycle limitations, 486-488
Windows, 476

workstation, 475

operator control panel, 410



optical cable, 179-180
optical drives, 222-224
Optimize Drives utility, 551-552

OSHA (Occupational Safety and Health
Administration), air treatment recommen-
dations, 973-974

overclocking, 253
overheating
mobile device, 386-388
troubleshooting, 352-353
overwriting drives, 834-836
ownership, 748, 994

P

PaaS (Platform as a Service), 312, 332-333
pairing, Bluetooth, 49-50
PAM (privileged access management), 727
PAN (personal area network), 146
paper tray, printer, 409
partitioning, 501
basic drive, 502
dynamic drive, 502
extended partition, 501
GPT (GUID Partition Table), 502-503
MBR (Master Boot Record), 502-503
primary partition, 501
volumes, 501
passwordless authentication, 742
password/s, 744, 801-802
BIOS (Basic Input/Output System), 244
BIOS/UEFI, 804-805
cracking, 791-792
default, changing, 844-845
length, 802-803
lockout, 809
managers, 803-804, 860-861
NIST guidelines, 802-803
policies, 805-806
strong, 802
patch management, 820-821
patch panel, 123
patch tester, 155
on-path attack, 789
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physical security

PCBs (printed circuit boards), 344

PCI (Peripheral Component Interconnect),
232

PCI-DSS (Payment Card Industry Data
Security Standards), 993-994

PCle (PCI Express), 24-26, 213-214,
231-232

PCs, 516. See also laptops
audio output settings, 377-378
symptoms of security issues, 921-924

synchronizing with your mobile device,
59-60

system overheating, troubleshooting,
352-353

tethering, 37
video issues, troubleshooting, 371-376
virtualization, 312
virus, symptoms, 919-920
performance
counters, 541
storage drive, 361
Performance cores, 255
Performance Monitor, 540-541
permissions, 746
application, 629, 698
DAC (discretionary access control), 748
inheritance, 747-748
Linux, 685-686
moving and copying folders, 748-749
NTES, 746-747
printer, 292
propagation, 748
Search, 629
PGA (Pin Grid Array), 258
PHI (protected health information), 992-993
phishing, 786
physical address, 26
physical safety, 969-970
physical security
alarm systems, 719
bollards, 719-720
for documentation, 720-721
entry systems, 716-717
fencing, 719-720
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physical security

laptop, 26-27 POST (power-on self-test), 235, 246,
lighting, 719 343-344
locks, 716 power/power supply

compatibility, 273-275

connectors, 260, 272-273,275-276
CPU (central processing unit), 259
cycling, 372-373

electrical safety, 966-968

magnetometers, 719-720
pico-ITX, 230
piezoelectric inkjet printers, 302
piggybacking, 788
Pll (personally identifiable information), 992

ping, 135, 398, 400, 581-583 energy efficiency, 277
failure, 977

hibernation, 603-604
IEC cable, 280
installing, 278-281
kill switch, 279

pinned applications, 517

pixel density, 168-169

.pkg files, 662

PKI (public key infrastructure), 861-862
in-place recovery, 956

plenum, 177-178 laptops

plug-in, browser, 858-859 AC adapter, 8-10
PoE (Power over Ethernet), 123-125 troubleshooting, 8-11

pointer drift, 16 management, 602-604

over Ethernet, 123-125
rails, 228, 273
redundant, 278

policy/ies, 542
acceptable use, 995-996
Al-related, 1052

BYOD (bring your own device), 826-827 selecting, 272
group, 757-758 semi-modular, 278

settings, 621-622
standby, 602-603
surge, 977

MDM (mobile device management), 728
password, 805-806

security best practices, 795-797
surge suppressor, 343, 978

testing, 280-281, 349-350
troubleshooting, 349-352
uninterruptible, 343, 968, 978-980
wattage and capacity requirements, 275

PowerShell, 565-566, 1019. See also
script/s

“three strikes and you’re out”, 912
POP3 (Post Office Protocol Version 3), 73
port/s. See also connectors; USB

eSATA (external SATA), 239

flapping, 400

forwarding, 850

inbound, 71

Lightning, 183

mobile device, 36-37

motherboard, 239

replicator, 40

RJ-45, 239

security, 739

S/PDIF (Sony/Phillips Digital
Interconnect Format), 238

Thunderbolt, 183-184

cmdlet
New-PSDrive, 1029
test-connection, 1022
comment syntax, 1009-1010
format command, 835
Install-Package, 1116
IPv4 configuration, 135
mapping a drive, 1029
New-LocalUser cmdlet, 1020
$psversiontable command, 1019-1020



running commands, 1019-1020
variables, 1008
PPI (pixels per inch), 168-169
presentation tools, 708
pretexting, 788-789
preventing malware, 776-780, 915
rootkit, 781-782
spyware, 780-781
Trojan horse, 780
preventive maintenance
extended warranty, 410
storage drives, 358-359
primary partition, 501
principle of least privilege, 727-728
print servers, 95
printer/s
cloud-based, 293
collating, 290
configuration settings, 289-291
dot-matrix, 304-305
driver, 287-288
duplexing, 290
extended warranty, 410
firmware, 288-289
impact, 304-305
inkjet, 301-303
laser, 297-300
counter, 301
maintenance, 300-301
local, 292
maintenance, 409-410
manual, 410
network, 292-293
page orientation, 290
permissions, 292
print quality, 290-291
safety, 286
security, 293-294
setup considerations, 285-288
sharing, 291-292, 641-643
thermal, 303-304
toner, 300
tray settings, 290

1163
proxy servers

troubleshooting
common issues, 405-409
operator control panel, 410
paper tray, 409

Windows environment

frozen print queue, troubleshooting,
411

print jobs, 411
print spooler, 412-414

privacy

browser, 857

BYOD and, 826-827

settings, 628-630
private cloud, 333
private IP addresses, 135-136
probe kit, 155
procurement life cycle, 939-940
production server, 325
productivity tools

email systems, 703-705

online storage, 705-706
projectors

DLP (Digital Light Processing), 378

LCD (liquid-crystal display), 378

lumens, 378

troubleshooting, 378-380
protocols

DHCP (Dynamic Host Configuration
Protocol). See DHCP (Dynamic Host
Configuration Protocol)

DNS (Domain Name System). See DNS
(Domain Name System)

email, 73

IMAP (Internet Message Access
Protocol), 73

POP3 (Post Office Protocol Version
3),73

SMTP (Simple Mail Transfer
Protocol), 73

LDAP (Lightweight Directory Access
Protocol), 76

SMB (Server Message Block), 77

SNMP (Simple Network Management
Protocol), 78

proxy servers, 96, 645-646
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$psversiontable command

$psversiontable command, 1019-1020
public cloud, 333

public IP addresses, 136-137
punchdown tool, 154

PUP (potentially unwanted program), 774
purging data, 836

PuTTY, 1041-1043

Python, scripting, 1031-1032

Q

Qi charging, 39-40

quad shield, 179

quadruple-channel architecture, 201-203
quick format, 482-483

quishing, 786-787

radio firmware, 55

RADIUS (Remote Dial-In User Service),
768-769

RAID (redundant array of inexpensive
disks), 215-218

versus backup, 366
Intel-based, 364
troubleshooting, 363-366
rails, 228, 273
RAM (random-access memory), 18-19, 193
compatibility, 17
DDR3, 194-195
DDR4, 195-196
DDRS, 196
DDR6, 196-197

DIMM (dual-inline memory module),
193-194

dual-channel, 201

dynamic, 193

ECC (error correction code), 203
installing, 197-201
quadruple-channel, 201-203
single-channel, 201

SODIMM (small outline dual inline
memory module), 16-18, 193-194

static, 256

swap partition, 485
troubleshooting, 347-349
virtual, 203-205

VM requirements, 318

random reboots, troubleshooting on mobile
devices, 903-904

ransomware, 775
rapid elasticity, 336
RDP (Remote Desktop Protocol), 77, 1040

recovery, 782. See also backup; DRP
(disaster recovery plan); WinRE (Windows
Recovery Environment)

alternative location, 956
console, 778
mode, Linux, 679-680, 865-866
in-place, 956
Recycle Bin, 358
recycling, 976
redundant power supply, 278
refresh rate, 169
ReFS, 481-482
registration, CompTIA A+exam, 3
Registry, 556-557
hives, 557
rules for making changes, 557
Run commands, 558-559
regulations/regulated data, 995
destruction and disposal, 838

GDPR (General Data Protection
Regulation), 994-995

PCI-DSS (Payment Card Industry Data
Security Standards), 993-994

PHI (protected health information),
992-993

PII (personally identifiable
information), 992

wiring and cable, 154
remapping a drive, 1029-1030
remote access technologies

Remote Desktop, 1037-1041

RMM (remote monitoring and
management solutions), 1041

SPICE (Simple Protocol for Independent
Computing Environments), 1044

SSH (Secure Shell), 1041-1043



third-party, 1045

VPN (virtual private network),
1046-1047

WinRM (Windows Remote
Management), 1044-1045

remote network installation, 499
remote resources, 396
removing malware, 841-843
replacing
camera/webcam, 23
CPU (central processing unit), 346
mobile device battery, 39-40

request, DHCP (Dynamic Host
Configuration Protocol), 113

reservations, DHCP, 114-115
reset/restore, 499
resolution, display, 373, 375
Resource Monitor, 553-554
resource/s

local, 396

pooling, 336

remote, 396

sharing, 638-641

system, mishandling, 1014

restore points, creating, 878-879. See also
backup

revision control, 326

RFID (radio-frequency identification), 56,
88-89

-based entry systems, 716-717
tags, 939

RG-6 cable, 178-179

riser card, 241

RJ-45 connector, 176

RMM (remote monitoring and management
solutions), 1041

roaming profile, 755
robocopy command, 570-571
rollback plan, 946
root account, Linux, 685
rooting, 822, 914-915
rootkit, 774, 781-782
round-robin algorithm, 102
routers, 121
assigning static IP address, 849-850

1165
script/s

changing default password, 844-845

content filtering/parental controls,
851-852

disabling physical ports, 852
firewall settings, 850-851
IP address, 844

RRs (resource records), DNS (Domain
Name System), 108-109

RS-232, 184-185
RSR (Rapid Security Response), 660
Run commands, 558-559

S

SaaS (software as a Service), 51, 332, 704
safety

electrical, 966-968

electrical fire, 968-969

ESD prevention, 15, 963-965

physical, 969-970

printer, 286

SAML (Security Assertion Markup
Language), 731

SAN (storage area network), 145, 239
sandboxes, 324-326, 946
sanitizing a drive, 836

SAS (Serial Attached Small Computer
System Interface), 214

SATA (Serial ATA), 187, 240, 364
satellite-based Internet, 149

SCADA (supervisory control and data
acquisition), 103

screen locks, 816-818
screen magnifier, 623-624
screen resolution, 170
Screen Sharing, 655
screen switching, 377
screened subnet, 850-851
script/s, 1019-1024
batch, 1023-1024
comment syntax, 1009-1010, 1027
constructs
if statement, 1007
for loop, 1007-1008

environment variables, 1009
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script/s

if-then-fi statement, 1027

inadvertently changing system settings,
1014

logon, 756
security, 1030-1031

system crashes due to mishandling of
resources, 1014

tools
Bash, 1024-1028
JavaScript, 1032-1033
PowerShell, 1019-1024
Visual Basic, 1033-1034

unintentionally introducing malware,

1014
when to use, 1010-1064

logical
ACLs (access control lists), 730-731
authentication, 723-726
authenticator applications, 729
DLP (data loss prevention), 732

hardware and software tokens,
729-730

IAM (identity and access manage-
ment), 732

just-in-time access, 726-727
MDM policies, 728
principle of least privilege, 727-728

SAML (Security Assertion Markup
Language), 731

SMS (Short Message Service), 733

scroll rate, 615 SSO (single sign-on), 731-732

SCSI (Small Computer System Interface), mobile device
187

SD cards, 221-222
Search tool, Windows, 517
Secure Boot, 244

security. See also AD (Active Directory);
attacks; authentication; encryption; inci-
dent response; password/s; social engi-

authenticator applications, 818-819
backup/restore, 819

screen locks, 816-818

unauthorized access, 911-914
webcam, 913

PC, symptoms of potential issues,

neering; threats; vulnerabilities
administrative shares, 750-751
administrator access, 745
application, 698-699
browser
extensions and plug-ins, 858-859
general procedures, 865-866
password managers, 860-861
patching, 857-858
secure sites and tracking, 863-864
settings, 864-865
signatures, 857
CIA triad, 737
defense in depth, 779, 825-826
email, 733-734
file, 749-750
administrative shares, 750-751
BitLocker, 752-753
encryption, 751-752
groups, 758-759
ToT, 825-826

921-924
permissions, 746

DAC (discretionary access control),
748

inheritance, 747-748
moving and copying folders, 748-749
NTES, 746-747
propagation, 748

physical
alarm systems, 719
biometrics, 718
bollards, 719-720
for documentation, 720-721
entry systems, 716717
fencing, 719-720
lighting, 719
magnetometers, 719-720
physical locks, 716
video surveillance, 719

port, 739

printer, 293-294



profiles, 828-829

sandboxes, 324-326

script, 1030-1031

settings, 628-630, 632

user account, 806-810

VM requirements, 320-321
selecting, power supply, 272
semi-modular power supply, 278
serial interfaces, mobile device, 37
servers, 93-94

AAA, 98-100, 769

database, 95-96

development, 325

DHCP, 96-97

DNS, 97

domain controller, 637

file, 94

FTP, 74

mail, 95

MDM (mobile device management), 823

NTP, 98

print, 95

production, 325

proxy, 96, 645-646

syslog, 97-98

web, 94
service/s

Apple, user ID, 662-663

Find My, 819

Infrastructure as a, 332

keyring, 804

-level agreement, 931-933

metered, 335

Platform as a, 312, 332-333

Software as a, 332, 704

unused, disabling, 810-811

Windows, 542-543
Settings, Windows. See Windows Settings
SFC (System File Checker), 573
shares. See administrative shares
sharing

data and resources, 637-641

hidden shares, 639
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software

printers, 291-292, 641-643
remote disks on Mac computers, 659
Screen, 655
shebang, 1028
shoulder surfing, 787
sideloading, 822
signatures, 857
SIM (System Image Manager), 498
single-channel architecture, 201
single-mode fiber, 179
SLA (service-level agreement), 931-933

S.M.A.R.T. (Self-Monitoring, Analysis, and
Reporting Technology), 362, 365-366

smart cards, 717

SMB (Server Message Block), 77, 288
smishing, 786

SMS (Short Message Service), 733
SMTP (Simple Mail Transfer Protocol), 73
Snap, 518

SNMP (Simple Network Management
Protocol), 78

social engineering, 787
dumpster diving, 788
impersonation, 788-789
phishing, 786
piggybacking, 788
quishing, 786-787
shoulder surfing, 787
smishing, 786
spear phishing, 786
tailgating, 788
vishing, 786
whaling, 786

socket, 257-259

SODIMM (small outline dual inline
memory module), 16-18, 193-194

soft reset, 901

software
antivirus, 776
closed source, 649
custom installation procedure, 931
endpoint security, 821-822
EOL (end-of-life), 486-487
jailbreakme, 822
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licensing, 940, 989
open source, 478
procurement life cycle, 939-940
revision control, 326
tokens, 730
updating, 777
virtualization
Hyper-V, 314-316
Oracle VirtualBox, 317
VMware Workstation, 316-317
software development
development server, 325
sandboxes, 324-326
SOHO environment. See also routers
removing malware, 841-843
routers, 852
assigning static IP address, 849-850
changing default password, 844-845

content filtering/parental controls,
851-852

disabling physical ports, 852
firewall settings, 850-851
IP address, 844
wireless
AP placement, 846-847
assigning static IP addresses, 849-850

changing and disabling the SSID,
845-846

disabling WPS, 848-849
guest networks, 848
MAC filtering/IP filtering, 849

SOP (standard operating procedure),
929-931

sound
mobile device, troubleshooting, 391
settings, 618—-619
sound card, 237
color scheme, 237-238
external audio interface, 238

S/PDIF (Sony/Phillips Digital
Interconnect Format) port, 238

Sound dialog box, 598
source code

closed source, 649

open source, 650-663
revision control, 326
spam gateway, 101-102

S/PDIF (Sony/Phillips Digital Interconnect
Format), 238

spear phishing, 786

special function keys, laptop keyboard,
12-14

SPF (Sender Policy Framework), 110

SPICE (Simple Protocol for Independent
Computing Environments), 1044

SPOD (spinning pinwheel of death), 660
spoofing attack, 789

Spotlight search tool, 654
spreadsheets, 707

spyware, 780-781, 920-921

SSD (solid-state drive), 213-214

SSH (Secure Shell), 74, 1041-1043

SSID (service set identifier), changing and
disabling, 845-846

SSL/TLS (Secure Sockets Layer/Transport
Layer Security), 53

SSO (single sign-on), 709, 731-732, 742
stalkerware, 774
standard dynamic range, 170
standards

802.11, 83-84

cabling and wiring, 175

media sanitization, 836

payment card industry data security,
993-994

PoE (Power over Ethernet), 125
RS-232,184-185

standby, 602-603

Start menu, Windows, 517

static IP address, assigning to a router,
849-850

stop errors, 348, 881-883
storage
chemical, 975-976
cloud-based, 705-706
external, 334
VM requirements, 320
storage drives, 19, 569-570

accessing, 21



add-on, 39

cables and connectors, 187
defragging, 358-359, 551-552
deleting, 834-835

flash, 218-221

formatting, 834

HDD (hard disk drive), 211-213
high-level formats, 834

IOPS (input/output operations per sec-
ond), 361

M.2,21,213-214
mapping a drive, 640641
mounting, 548-550
mSATA (Mini-SATA), 211
optical, 222-224
overwriting, 834-836
partitioning, 501

basic drive, 502

dynamic drive, 502

extended partition, 501

GPT (GUID Partition Table),
502-503

MBR (Master Boot Record), 502-503
primary partition, 501
volumes, 501
physical destruction, 837
preventive maintenance, 358-359
RAID, 215-218
sanitizing, 836
SATA (Serial ATA), 19-21, 209-211
SD cards, 221-222
SSD (solid-state drive), 213-214
troubleshooting
bootable device not found, 360
missing files at startup, 361-362
missing or corrupted files, 362
noisy drive/lockups, 362-363
slow reaction time, 360-361

Windows not seeing a second drive,

360
volumes, 569-570
zeroing out, 834-836
STP (shielded twisted pair), 178
straight-through cable, 177
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Task Manager

strings, 1006
strong passwords, 802
stylus, 41, 167, 390
su command, 677-678
sudo command, 1043
Super-IPS, 164
supply chain/pipeline attack, 794
surge suppressor, 343, 978
surveillance, video, 719
suspending applications, 652
swap partition, 485
switches, 119-121
symbols, device, 539
symptoms
of PC security issues, 921-924
spyware, 920-921
virus, 919-920
synchronization
identity, 709
mobile device, 58
to the car, 60-61
to the cloud, 58-59
to the desktop, 59-60
synthetic backup, 955
syslog server, 97-98
system folders, macOS, 657-659
system freezes, mobile device, 389
System Information tool, 553-556
System Preferences, 652-653
System Restore, 878-879
systeminfo command, 315

T

T568A/T568B, 176

TACACS+, 769

tailgating, 788

Task Manager, 527-529
App History tab, 530

Processes tab, 529
Services tab, 530

Startup apps tab, 530
Users tab, 530

verifying RAM, 198-199
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Task Scheduler

Task Scheduler, 536-537

taskbar, 517

TCP (Transmission Control Protocol), 70
flow control, 70
socket connection, 70
three-way handshake, 70

TDP (thermal design power), 259

Telnet, 74-75

temperature monitoring, 244, 374. See also
overheating

Terminal, 659
Linux, 670-671
macOS, 652
test-connection cmdlet, 1022
test/ing
backup, 956
power supply, 349-350
power-on self-, 235, 246
power/power supply, 280-281
sandbox, 946
video card, 235-236
tethering, 37
text editors
nano, 676
Notepad, 571, 1021
Vim, 571, 676, 1025-1026
VSC, 1021-1022
themes, contrast, 624
thermal inkjet printers, 302
thermal paste/pads, 261-262
thermal printers, 303-304
third-party remote access tools, 1045
threat/s
insider, 793-794
model, 825
“three strikes and you’re out” policy, 912
three-way handshake, 70
throughput, 174
Thunderbolt, 183-184
ticket, help desk, 938
ticketing systems, 936-937
time, settings, 625-626
Time Machine, 659-660
TKIP (Temporal Key Integrity Protocol), 766

TLS (Transport Layer Security), 861-863

TN (twisted nematic) display, 164
tokens, 730
hardware, 729-730
software, 730
tone generator, 155
toner, 300, 976

tool/s. See also collaboration tools;
productivity tools

DirectX Diagnostic, 374
diskpart, 502, 505-506
mobile device disassembly, 392
multimeter, 342
scripting
Bash, 1024-1028
JavaScript, 1032-1033
PowerShell, 1019-1024
Python, 1031-1032
Visual Basic, 1033-1034
System Restore, 878-879
Wi-Fi analyzer, 87, 157-158
wiring
cable cutter, 154
cable stripper, 154
cable tester, 154-155
crimper, 155
loopback plug, 155-156
patch tester, 155
punchdown tool, 154
tone generator/probe kit, 155
TOSLINK, 238
touchpad, laptop, 15-16
touchscreen
calibrating, 168
troubleshooting, 390-391

TPM (Trusted Platform Module), 244-245,

742

tracert command, 583-585
track point, 41
trackpad, 41
tray settings, printer, 290
Trojan horse, 774, 780, 913
troubleshooting

authentication, 397-398



BSOD (blue screen of death), 881-883
camera/webcam, 24
CPU (central processing unit), 345-346

improper, spontaneous, and frequent
shutdowns, 879-880

laptops
backlight, 166-167
external monitor, 377-378
inverter, 166
keyboard/keys, 14-15
power, 8-11
RAM, 18-19
touchpad, 16
mobile devices
application installation, 389-390
application issues, 903
applications, 899-901
battery, 389, 904-905
Bluetooth, 896-897
connectivity, 894-895
displays, 385-386
liquid damage, 390
NFC (near-field communication), 898
overheating, 386-388
random reboots, 903-904
sound, 391
system freezes, 389
touchscreen, 390-391
video issues, 905-907
motherboard
component failures, 343-344
ESD (electrostatic discharge), 343
UEFI/BIOS firmware issues, 342-343
networks
connectivity, 396-398
IP addressing, 401
jitter, 400
latency, 399
slow transfer speeds, 399
VoIP, 400
power supply, 349-352
printers

common issues, 405-409
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uninstalling applications, on macOS

operator control panel, 410
paper tray, 409

projectors, 378-380

RAID arrays, 363-366

RAM (random-access memory), 347-349

storage drives
bootable device not found, 360
missing files at startup, 361-362
missing or corrupted files, 362
noisy drive/lockups, 362-363
slow reaction time, 360-361

Windows not seeing a second drive,

360
system overheating, 352-353

Windows, common symptoms and solu-
tions, 883-889

wireless, low RF signal, 399
trusted source, 859
twisted pair, 173-174
Category 5, 174
data transfer rate, 174
patch cable, 177
shielded, 178
unshielded, 173-174, 177
two-step authentication, 818-819
type 1 hypervisor, 314
type 2 hypervisor, 314

U

UAC (User Account Control), 728
Ubuntu, 669
UDP (User Datagram Protocol), 70

UEFI (Unified Extensible Firmware
Interface), 14, 241. See also BIOS (Basic
Input/Output System)

passwords, 804-805

Secure Boot, 245

TPM (Trusted Platform Module), 245
troubleshooting, 342-343

unattended installation, operating
system, 498

unauthorized access, on mobile
devices, 911-914

uninstalling applications, on macOS, 662
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UNIX

UNIX, 679
untrusted source, 859
unused services, disabling, 810-811
updating
applications, 902-903
drivers, 537-538
Linux, 681-683
macOS, 660
mobile device/s, 820-821
software, 777
Windows, 626-627
upgrade paths, Windows, 520-521
upgrading
operating system, 497-498
SATA magnetic disk, 21
UPNP (Universal Plug and Play), 851

UPS (uninterruptible power supply), 343,
968, 978-980

uUsB
-based webcam, 24
battery saver, 614-615
biometric reader, 27
connectors, 182-183
data transfer rate, 181-182
drop attacks, 245
flash drives, 218-221
local installation from flash drive, 494
mobile device ports, 36-37
ports, 239
power management, 602
settings, 615
Type-C, 186

user accounts
Apple ID, 662-663
group membership, 744-745
identity synchronization, 709
licensing assignment, 710
local, 741-742
Microsoft, 741
passwords, 744
profiles, 755
securing, 806-810
settings, 630-631
types, 742-744

user checklists, 931

UTM (unified threat management), 100-101

UTP (unshielded twisted pair), 173-174,
177. See also twisted pair

\'J

VA (vertical alignment) display, 164
variables, 1006, 1022
environment, 1009
PowerShell, 1008
VBScript, 1033-1034
VDI (virtual desktop infrastructure), 312
versions, Windows, 487-488
VGA (Video Graphics Array), 186
video card
analyzing, 236-237
connectors, 185-187
installing, 233-237
temperature threshold, 374
testing, 235-236
video issues, troubleshooting
BIOS/UEFI settings, 373
mobile device, 905-907
PC, 371-376
video surveillance, 719
videoconferencing, 706-707
Vim, 571, 676, 1025-1026
virtual RAM, 203-205
virtualization, 311
configuring, 245
containers, 323-324
cross-platform, 321-322
desktop, 312

versus emulation, 313

Hyper-V, enabling in Windows Features,

314-315
hypervisor, 313-314
sandbox, 324-326

VDI (virtual desktop infrastructure), 312

virus, 773
boot sector, 774, 778
symptoms, 919-920
vishing, 786



VLAN (virtual LAN), 115-116
VM (virtual machine), 311
creating, 315
Hyper-V, 314-316
network requirements, 319-320
Oracle VirtualBox, 317
requirements, 318-319
security requirements, 320-321
sprawl, 322
storage requirements, 320
VMware Workstation, 316-317
VMware Workstation, 316-317
VNC (Virtual Network Computing), 655
voice-to-text, 624
VolIP, troubleshooting, 400
voltage
CPU (central processing unit), 259-260
sag, 977
volumes, 501, 569-570

VPN (virtual private network), 116-117,
644-645, 1046-1047

VRT (voice recognition technology), 718
VSC, 1021-1023
vulnerabilities, 795-797. See also threats
SQL injection, 795
XSS (cross-site scripting), 794-795

w

WAN (wide area network), 144
wattage, power supply, 275
web browser. See browser
web servers, 94
webcam, mobile device, securing, 913
Western Digital, 934-935
whaling, 786
whoami command, 589
Windows, 476

32-bit, 692-693

64-bit, 692-693

ADK (Assessment and Deployment Kit),
498

BSOD, troubleshooting, 881-883

commands/command line
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Windows

attrib, 749

chkdsk, 572-573
chkdsk /r, 482-483
Command Prompt, 564-565
defrag, 358-360
dir, 570

dxdiag, 374
gpresult, 575
gpupdate, 575-576
help file, 567
hostname, 585-586

ipconfig /all, 26, 396-397, 401,
579-581

navigating, 567-570
net, 587-589
netstat, 77, 586-587
netstat -a, 399
nslookup, 587
ping, 135, 398, 400, 581-583
PowerShell, 565-566
robocopy, 570-571
sfe, 573
systeminfo, 315
tracert, 583-585
whoami, 589
Windows Terminal, 566-567
winver, 573-575
wnic logicaldisk get name, 569
configuration window, 518
Control Panel, 519, 593, 631-632
Device Manager, 632-633
Devices and Printers, 596
Ease of Access Center, 605
File Explorer Options, 600-601
Indexing Options, 599
Internet Options, 594-596
Mail, 597
Microsoft Defender Firewall, 597
opening and viewing utilities, 594
Power Management, 602-604
Programs and Features, 596-597
Sound, 597-599
System and Security, 632
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Windows

User Accounts, 599
Credential Manager, 804
desktop, 516
Disk Cleanup, 550-551
Disk Management utility, 548-550
Display Settings, 373
Fast Startup, 622
file systems
exFAT, 482
FAT32, 481
NTEFS, 481
quick format, 482-483
ReFS, 481-482
God Mode, 745
GUI (graphical user interface), 515
Hello, 742

icons, 517

Settings, 519, 605
SIM (System Image Manager), 498
Snap, 518
Start menu, 517
System Configuration tool, 554-556
System Information tool, 553
Task Manager

App History tab, 530

Processes tab, 529

Services tab, 530

Startup apps tab, 530

Users tab, 530

verifying RAM, 198-199
taskbar, 517
touchscreen, calibrating, 168

troubleshooting, common symptoms and
solutions, 883-889

improper, spontaneous, and frequent upgrade paths, 520-521
shutdowns, troubleshooting, 879-880 versions, 487-488

MMC (Microsoft Management Console), Windows 10

532

adding snap-ins, 532-533

Certificate Manager, 539-540

Device Manager, 537-539

Event Viewer, 534-536

Group Policy Editor, 541-542

Performance Monitor, 540-541

Services, 542-543

Task Scheduler, 536-537
notification area, 517-518
Optimize Drives utility, 551-552
pinned applications, 517-518
printers

print jobs, 411

print spooler, 412-414
Registry, 556-557

hives, 557

rules for making changes, 557

Run commands, 558-559
Resource Monitor, 553-554
restore points, creating, 878-879
restoring, 883
Search tool, 517

security. See security

comparison with Windows 11, 521-522

editions, comparing, 511-512

end of support, 523

minimum system requirements, 496
Windows 11

administration tools, 536

comparison with Windows 10, 521-522

editions, comparing, 513-514

Home edition, 513

minimum system requirements, 496-497,
513-515

RAM limits, 514
Windows Sandbox, 326

Windows Backup, 951-952. See also
backup

Windows Features, enabling Hyper-V,
314-315

Windows N, 522

Windows Settings, 519
Accessibility, 623-625
accessing, 609-610
Accounts, 630-631
Apps, 615-617
Bluetooth & Devices, 614-615



Gaming, 630
Internet Options, 610-611
Network & Internet, 611-613
Personalization, 630
Privacy & Security, 628-630
Storage Sense, 605
System, 617-618
About screen, 618
For Developers, 619-620
Power & Battery, 621-622
Sound, 618-619
Time & Language, 625-626
Windows Update, 627
Windows Update & Security, 626

Windows Tools. See also MMC (Microsoft
Management Console)

Computer Management, 543-544
Event Viewer, 534

events, 535-536

log files, 535

panes, 534-535
Performance Monitor, 540-541
Task Scheduler, 536-537

WInRE (Windows Recovery Environment),
778-779, 874-875

Advanced Options screen, 875-877
Startup Settings, 877-878

WinRM (Windows Remote Management),
1044-1045

winver command, 573-575
wire termination, 154

wireless/Wi-Fi, 21-22, 37-38. See also
SOHO environment

802.11 standards, 83-85
adapter, 26
advanced settings, 895-896
analyzer, 87, 157-158
AP (access point)
evil twin, 792-793
placement, 847
positioning antennas, 847
reducing transmission power, 846-847
authentication
802.1X, 769

1175
worm

RADIUS (Remote Dial-In User
Service), 768-769

TACACS+, 769
Bluetooth, 38, 49-50
channel/s, 85

bonding, 86

selection, 86

width, 85-86
connecting a laptop, 21-22
encryption protocols, 766-768

AES (Advanced Encryption Standard),
766-767

TKIP (Temporal Key Integrity
Protocol), 766

WPA2 (Wi-Fi Protected Access
version 2), 766

WPA2-Enterprise, 768

WPA3 (Wi-Fi Protected Access
version 3), 766

evil twin, 792-793
hotspot, 38, 47-48
Internet service provider, 149-150
long-range fixed, 87-88
mobile device
airplane mode, 47
Android, 46-47
multipath propagation, 85
NFC (near-field communication), 38-39
Qi charging, 39-40

RFID (radio-frequency identification),
88-89

SSID, changing and disabling, 845-846
troubleshooting

connectivity, 894-895

low RF signal, 399
unlicensed frequencies, 87

WISP (wireless Internet service provider),
87

WLAN (wireless local area network), 145
wmic logicaldisk get name command, 569
WMN (wireless mesh network), 145-146
word processing tools, 709

workgroups, 635-637

workstation operating systems, 475
worm, 773
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WPA2 (Wi-Fi Protected Access version 2)

WPA2 (Wi-Fi Protected Access version 2),
766

WPA2-Enterprise, 768

WPAS (Wi-Fi Protected Access version 3),
766

WPS (Wi-Fi Protected Setup), disabling,
848-849

X

x64, 692-693
x86, 2563-254, 692-693

XDR (extended detection and response),
776-777

XFS (High-Performance Scalable File
System), 670

XSS (cross-site scripting), 794-795

Z

zero trust, 1030

zero-day attack, 789-790

zeroing out a drive, 834-836
zero-touch deployment, 499

ZIF (zero insertion force), 258, 265
zombies, 790
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