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Introduction

In the early days of personal computing, using a computer was simple.

Typically you had only one computer. All you had to do was learn how to
operate that computer and the software you put on it, and you'd be set.

Well, come to think of it, that was often pretty darn complicated. You had
to know which commands to type, which components to install, and more
often than not, have a little programming experience under your belt.

And then things started getting easier, at least from the point of view of
the people buying and using computers. The Macintosh was introduced
as the “computer for the rest of us,” with its graphical user interface that
describes what we still see today (on Windows PCs, too): mouse pointers,
icons, folders and files, clicking-and-dragging.

The Mac made computers friendly without sacrificing processing power,
and then the iPhone and iPad made things easier still: People don't have
to worry about underlying file systems or obscure network protocols.
Children immediately understand how to use the touch interface of iOS.

Today, with an array of devices—computers, phones, tablets, fitness sensors,
and wearables such as the upcoming Apple Watch—"computing” has
merged into our everyday activities. When you look up driving directions

on your iPhone, you're tapping into a powerful computer connected to

a worldwide wireless network. We don't think of it as “working with a
computer,” because it is, from our point of view, a simple task.

And yet, computing is still difficult.

The products are all designed to work together—look at Handoff or
AirDrop for passing documents among devices, or iCloud for syncing
data—but how? Apple introduced Family Sharing in iOS 8 and OS X
Yosemite to finally help families and friends centrally manage apps and
media, but the feature carries a few significant limitations (for example,
a user can join a family group only twice per year).

This book is your guide through the Apple ecosystem (or “geekosystem,”
as one friend described it), revealing the best ways to connect these
devices.
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Notes About This Book

We're making a few assumptions about you, dear reader, to make sure
we're all on the same page:

®  You have more than one Apple device, and probably more than one
person using those devices.

*  You know the basics of using Apple’s products. We don’t expect you
to be an expert, but as long as you can get around easily, you're good.

*  Most likely, you're the one who has volunteered (or has been tasked)
as the go-to person expected to understand all this and set it up
for everyone else. In Apple’s parlance, that makes you the Family
Organizer (we'll go into more detail in Chapter 1). If you're not, this
book is still helpful in making Apple’s ecosystem work—for example, if
you're not using the Family Sharing feature, or you know that one day
you may find yourself the Family Organizer.

*  You and the members of your Apple family—which can be a mix of
blood relatives and friends—are running OS X Yosemite (version 10.10)
on Macs and iOS 8 on any iPhone, iPad, or iPod touch devices.

As you read, you'll run into examples where we've adopted general terms or
phrases to avoid getting distracted by details. For example, we may refer to
the “computer” or the “desktop” as shorthand for any traditional computer

that isn't an iPad or iPhone.

The same general rule applies to iPad and iPhone models. For example, the
iPad mini, despite its size, is still a fully functional iPad, so when we refer to
“iPad” in general it applies to the iPad mini as well as to the larger, flagship

model. Similarly, we don’t always refer to specific models.

We also frequently refer to just the iPhone even though the information
applies equally well to the iPod touch. We're not being lazy, for two reasons:
If we had to always type “iPhone, iPad, and iPod touch,” we’'d go quickly
insane. Also, as we write this, the latest iPod touch Apple sells is the fifth-
generation model, which was originally released in 2012. We suspect that
unless Apple has something up its sleeve, the iPod touch as we know it will
soon disappear.

When directing you to specific areas within iOS and OS X, we use a short-
hand for locating them. For example, to access the preferences for the

xii
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Camera app, we'll point you to Settings > Photos & Camera. That translates

to “open the Settings app and tap the Photos & Camera button” (1).

On the Mac, settings are called preference panes and found in System

Preferences. So when we ask you to open the iCloud preference pane, it

means “open System Preferences and click the iCloud icon” (2).

Settings

22 Videos

() iBooks
n Podcasts
a iTunes U

@ Game Center

g Twitter

Photos & Camera

| @)

Automatically upload and store your entire library in iCloud to
access photos and videos from all your devices.

iCloud Photo Library (Beta)

Uploading 1,155 ltems

Optimize iPad Storage v

Download and Keep Originals

This iPad is storing device-optimized versions. Turn on
Download and Keep Originals to store full resolution photos
and videos on your iPad.

General Deskiop &

Screen Saver

.

Displays Energy Keyboard
Saver
@ u
Internet Extensions
Accounts

®0C > System Preferences [Q|
feEMBERE O
Oon L

Dock

Mission Language Security Spotlight  Notifications

Control & Region & Privacy

Mouse Trackpad Printers & Sound Ink
Scanners

Network Bluetooth Sharing

1 Photos & Camera
settings on the iPad

2 Accessing the
iCloud preference
pane on OS X
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CHAPTER 4

Passwords
and Security

“Security” used to refer solely to one’s physical safety, such as
having good door locks and perhaps a home security system. But
in our modern world of hacks and malware and phishing, security
increasingly focuses on the important information stored on your
computer and devices. You can take concrete steps to keep burglars
out of your house, but if a malicious entity steals your credit card
information—usually from a hacked retailer, not directly from you—
your bank accounts could be drained without you even knowing

about it.

Understand at the outset that we're not going to sugarcoat secu-
rity in this chapter. The days when you could choose a pet name as
a password, or use the same password for more than one Web site

or service, are long over. Security is now a fact of daily digital life.

The good news is, you're not powerless against these threats. In
fact, employing good passcodes, using the security features of iOS
and OS X, and making a few smart decisions ahead of time goes a
long way toward keeping you and your family members safe from

technological threats.
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Passcodes on iOS

Set a passcode on your iOS device.
No ifs, ands, or buts.

Yes, some friends or family members may protest at having to enter a code
every time they want to use their iPhone or iPad, but it's worth pointing
out that they probably wouldn't leave valuables in plain view and the door
unlocked when they leave the house.

By default, iOS prompts you to create a passcode when you first activate
your device, as well prompting you to enable Touch ID if your device sup-
ports it. The latter will certainly be easier for most folks, but remember that
it's no excuse for not creating a secure passcode—in fact, the convenience
of Touch ID gives you a great opportunity to create an even more secure
passcode, since you won't have to enter it as often.

Since iOS requires only a four-digit passcode, entered on a standard
number pad, the ability to create a truly secure code might seem limited.
However, you can increase the security by choosing a passcode that is
much more difficult for someone to crack:

1. Go to Settings > Passcode. (On devices that include a Touch ID sensor,
the setting is called Touch ID & Passcode.)

2. Enter your current passcode (because you have one, right?).
3. Slide the toggle next to Simple Passcode to Off (4.1).

This lets you use passwords composed of numbers and other characters,
and have them be of any length. When iOS prompts you for your passcode,
instead of giving you the number pad you're shown a full keyboard (.2).

> TIP If you prefer the speed of entering numbers, you can deactivate Simple
Passcode, as instructed, and set your passcode to a longer string of just
numbers. When iOS asks you to enter your passcode, you still get the num-
ber pad. On the downside, this could alert a potential hacker to the fact
that your passcode doesn’t contain non-number characters, so you should
make it even harder to guess.

» NOTE A passcode isn't just a door to keep unauthorized people out. When
you set up a passcode, all data on the device is encrypted. If, for example,
someone were to get hold of your iPhone, open it up, and attempt to
access the memory chips directly, the information would be scrambled.

96
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00000 ATET & 5:34 PM 7 61% E) 7 61% )
{ Settings Touch ID & Passcode

Emergency

Turn Passcode Off

Change Passcode

Require Passcode Immediately

Simple Passcode

A simple passcode is a 4 digit number.

Voice Dial {D

X i Touch ID or Enter Passcode
Music Voice Control is always enabled.

ALLOW ACCESS WHEN LOCKED:

Today

Q|W|E||R|[T|Y[U[/I||O]||P

Notifications View

@,

[ @)

Siri O
@)

@

AS||D|F|/|G/H|J|K|L

4 Z X CVBNM @

Passbook

space Cancel

Reply with Message

4.1 Passcode settings 4.2 Unlocking with a passcode

Do You Have Touch ID? Use It

Touch ID is more than just a convenient trick for unlocking your iPhone

or iPad. If you own an iPhone 5s, iPhone 6, iPhone 6 Plus, iPad Air 2, or
iPad mini 3, you were asked during initial setup to scan your fingerprint for
Touch ID. That fingerprint image is stored in a section of the device's pro-
cessor called the Secure Enclave, which, in addition to having a cool name,
is inaccessible by other areas of the system except in very specific circum-
stances. The print is never shared outside the device (such as via iCloud).

With Touch ID, you can verify purchases from the App Store and iTunes Store
without entering a password. App developers can also take advantage of
the feature—for example, 1Password can be opened by pressing the Touch
ID sensor (the Home button). (We cover 1Password later in this chapter.)

CHAPTER 4: PASSWORDS AND SECURITY
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4.3 Setting up
Touch ID

You can configure up to five fingerprints for Touch ID. That's handy for
using, say, your left thumb as well as your right thumb, but you can also set
up a fingerprint for someone you trust, like a spouse or parent.

1. Go to Settings > Touch ID & Passcode.
2. Enter your passcode.

3. Tap Add a Fingerprint.
4

Follow the instructions for placing your finger on the sensor to read it (4.3).

escee T 9:41 AM < @ 3} 100% .

Cancel

Place Your Finger

Lift and rest your finger on the
Home button repeatedly.

@

— -
—

5. When the print is stored, optionally tap it in the Fingerprints list and
give it a name that's more descriptive than “Finger 2.”

» NOTE We've heard of a few occasions where Touch ID becomes less
responsive over time, although recent iOS updates seem to have improved
the situation. If you run into this problem, go to Settings > Touch ID & Pass-
code, delete the existing fingerprints, and set them up again.
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Additional Passcode Options

iOS also allows you to choose how often your passcode is required,
assuming you're not using Touch ID. This dictates how long your iOS
device needs to be locked before once again prompting you for your
passcode. Options range from Immediately to After 4 Hours (4.4).

iPad & 5:39 PM 7 % 88% W)
Settings ( Passcode Lock Require Passcode
|
Lf_:“:j Airplane Mode ‘ Immediately
a Wi-Fi Rowena After 1 minute
Bluetooth on After 5 minutes v
After 15 minutes
Notifications After 1 hour
Control Center After 4 hours
Do Not Disturb Shorter times are more secure
@ General
Display & Brightness
Wallpaper
Sounds
m Privacy
| & iCloud

In general, the smaller the interval, the more secure your device will be.
Granted, it can be annoying to have to enter a lengthy passcode every
time you want to use your iOS device, but that convenience is balanced
against the security of your device should it fall into the wrong hands. For
a device that may not leave your house very often—an iPad used by kids,
perhaps—you may be able to get by with the After 1 Minute or After 5
Minutes options, but again, if you carry your iPhone with you everywhere,
Immediately is the best option. If you've enabled Touch ID, it's also the
only option.

The other setting to consider, which isn't part of the Passcode section
of Settings, is device Auto-Lock, which can be found under Settings >
General. This is where you can set how long it takes your iOS device to

4.4 Choosing when
the passcode goes
into effect

CHAPTER 4: PASSWORDS AND SECURITY

99



automatically lock itself—turn off the screen, and so on 4.5). Again, shorter
times generally help maintain better security.

4.5 Choosing when 00000 AT&T = 5:40 PM 7 61%
the device locks itself
£ General Auto-Lock

1 Minute v
2 Minutes
3 Minutes
4 Minutes
5 Minutes

Never

The Settings > Passcode section also allows you to control whether or
not certain features are active on your iOS device when it's locked. On
the iPad, this includes features like the Today and Notifications views of
Notification Center and Siri; on the iPhone, it also includes the Reply with
Message function when you receive a call, and Passbook.

Finally, if your iOS device contains particularly sensitive data, or you are
very concerned about nobody getting access to your information, you can
enable the Erase Data option, which will delete all content on your device
after 10 incorrect passcodes are entered.

» TIP The Erase Data option is particularly unforgiving. Keep in mind that if
your household contains, say, a young child who might have access to your
iOS device and may try to guess your passcode or even enter random infor-
mation, you could end up with a wiped device pretty quickly.
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The Elements of a Good Passcode

Password hygiene is important, and iOS device passcodes are no exception. In
fact, given that most of us carry our iPhones with us wherever we go, and that
they often contain access to our email, contacts, text messages, and banking and
other accounts, it's even more critical that they be well protected.

A good password is, ideally:

. Easy to remember. Having a password so complicated that it must be writ-
ten down defeats the very point of a password. Using letters, numbers, and
special characters all contribute to making your password harder to guess.

» TIP One way to make an easy to remember password is to take a phrase,
song lyric, or quote, and use the first letter of each word and then add on a
piece of punctuation and a number. For example, “Help me, Obi-wan Kenobi,

i

you're my only hope!” could become “hmokymoh!4”.

. Hard to guess. As tempting as it might be to use your pet's name, your
birthday, or your mother’s maiden name, all of these facts are surprisingly
easy to find with just a modicum of Internet research.

. Not reused. The passcode you use to open your iPhone shouldn’t be the
same as what you use on any other site or service.

But wait, you may be saying, didn't we argue at the beginning of this chapter

to not choose passwords that are easy to remember? You're correct! In this case,
we're talking only about choosing the passcode that unlocks your device. When it
comes to passwords for Web sites and services—especially critical accounts such
as your bank or other financial sites—you want the security that a truly randomly
generated password provides. We go into that later in this chapter.

Mac Security

Passwords are, of course, no less important on OS X. Again, how seriously you
take security may depend on a number of factors, such as whether your Mac

is a desktop or laptop, where it's located, who has access to it, and what infor-
mation is stored on it. A computer left in your living room, to which all of your
family members have access, for example, likely has different expectations of
privacy and security than a personal laptop used for work.

CHAPTER 4: PASSWORDS AND SECURITY
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User security

Mac security is managed in a couple different places in OS X. The Users &
Groups preference pane in System Preferences lets you create users with
different levels of privilege. In general, if your computer is in use by more
than one person, it's a good idea to create multiple accounts, both for the
convenient use of certain features and for security.

>

TIP Even if you're the only person using your computer, it's useful to create
a new user account that remains basic for testing. If something is crashing
under your regular user account, for example, you can restart the computer
using the test account and see if the problem persists. It's a good way to
see if any background processes (applications that run behind the scenes)
are causing the issue.

To create a new account, do the following:

1.
2.

Open System Preferences and click the Users & Groups button.

Click the Add (+) button at the bottom of the user list. You may need
to first click the lock icon below the list and provide your current
administrator password to enable the Add button.

From the New Account pop-up menu, choose one of four types of
user accounts: Administrator, Standard, Managed Account with Paren-
tal Controls, and Sharing Only (4.6). The Standard account suffices for
most common uses, although certain tasks—some software installation,
for example—require that an administrator’s password be provided.

A managed account allows another user, such as a parent, to restrict
exactly which features, functions, and capabilities are available. (You
can also convert a Standard account to an Administrator or Managed
Account after the fact, or vice versa.)

Enter the user’s full name; an account name is provided automatically
based on what you typed, but you can change that if you want.

Under OS X Yosemite, you can choose whether or not an account'’s
password should be the same as the person’s iCloud password. In fact,
if you set up a new user under Yosemite, the default action is to use
your Apple ID. However, we recommend creating a separate password
instead,; if your iCloud account is compromised, your Mac would also
be vulnerable or rendered inaccessible to you. Click the Use Separate
Password button.

102

THE CONNECTED APPLE FAMILY



- E9Ra B Users & Groups

J Administrator
New Account + Standard

Current User

Dan M. o

Managed with Parental Controls

() Use separate password

An Internet connection will be required when
this user logs into the system for the first time.

2 Cancel

iword...
Other Users | Group |_
John St Account Name: ™| »
Standarg This will be used as the name for your hoeme folder.
) Guest L
Sharing { Password: @) Use iCloud password

=

a' Click the lock to prevent further changes.

6. Enter a password in the first field (marked with the gray “Required”
label); OS X's Password Assistant, the key button to the right, will gladly
help you generate one if you need help (4.7). You can change the pass-

word later in the Users & Groups pane or in the Security & Privacy pane.

[_NeXe)] Password Assistant
Type: | Memorable
Suggestion: I Patna9& " park m
Length: - - 12
L T T T T T T T T e T T O Y S SO SO SO S S B
Quality: |
Tips:

7. Click the Create User button.

4.7 Password
Assistant creates
strong passwords.

4.6 Setting up a new
Standard user account
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4.8 Turn off
Automatic Login
on mobile Macs.

Once you've created a user with a password, you can opt to have your
Mac automatically log in to a certain user account when it's booted up,
without requiring a password. In the same Users & Groups pane, select
Login Options, and then pick an account from the Automatic login drop-
down (4.8). This option is useful for a Mac that's primarily used by one
person in one location; it's not a good choice for a MacBook you take out

of the home or office, sin

ce it gives anyone access to your data.

® 0 <

Current User

Dan Moren
Admin

Other Users

John Smith
- Standard

Guest User
Legin, Sharing

m‘ Login Options

+ »*

~

Users & Groups Q

Avtomaticlogin S N

Dan Moren
John Smith
Guest User

Display login wit
i

Show the Sleep, Restart, and Shut Down buttons
| Show Input menu in login window

Show password hints

Show fast user switching menu as _|‘59"

| Use VoiceOQver in the login window

Network Account Server: | Join...

E i Click the lock to prevent further changes.

» NOTE If you've enabled FileVault encryption—more on it later—automatic

login isn't available as

an option for security reasons.

The Login Options section of Users & Groups can additionally be used to
configure what's in the login window: whether a full list of users is dis-
played or simply fields for a username and password. You can also choose
to view or hide the Sleep, Restart, and Shut Down buttons, the Input
menu, and password hints.
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Security & Privacy preferences

Additional options related to passwords and security can be found in the
Security & Privacy preference pane of System Preferences. Since it deals
with security, the pane includes the same ability to change the password

of the currently logged in user as in the Users & Groups pane. You can

also choose—as on iOS—how soon a password is required after your Mac
goes to sleep or the screen saver starts. Options range from Immediately
to 8 hours (4.9). Again, shorter intervals, while sometimes less convenient,
ensure tighter security. (You can control how long your computer is inactive
before triggering the screen saver or display sleep in the Desktop & Screen
Saver or Energy Save preference panes, respectively.)

@ < G Security & Privacy Q

FileVault  Firewall  Privacy

A login password has been set for this user | Change Password...

Require password = immediately B after sleep or screen saver begins

Allow apps downloaded from:

[j Click the lock to make changes. ?

The Security & Privacy preference pane also allows you to display a
message on the login screen, such as contact information in the event
that your computer is misplaced or stolen.

4.9 Choosing how

quickly to engage
password request

the
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One of the most abused attack vectors for malware is convincing people
to launch applications that are actually Trojan horses—normal-looking apps
that harbor a destructive payload to which the unsuspecting user grants
access to the system. Apple’s response to this threat is to restrict what can
be installed by default. If an installer or an application downloaded from
the Internet doesn’t match the criteria you specify, OS X does not allow it
to be run.

The Allow Apps Downloaded From setting offers three options:

* Mac App Store. Apple must approve any software sold through the
Mac App Store, so these applications are safe.

* Mac App Store and Authorized Developers. Not every company
sells its products through the Mac App Store, but Apple maintains a
list (which is automatically kept up to date on your Mac) of developers
that have passed a certification process.

* Anywhere. Choosing Anywhere effectively turns off this line of defense
against potentially dangerous applications. It's up to you to make sure
the software you install is safe. That doesn't mean anything not autho-
rized or sold from the Mac App Store should be disregarded; it just
puts the responsibility in your hands.

Note that this setting applies only to the first time a program is launched or
installed. It won't prevent a bad app from running entirely. OS X assumes
that if you allowed it to run once, the app must be okay. (A more cynical
view is that if you did install malicious software, the damage is already done.)

> TIP We keep this option set to Mac App Store and Authorized Developers
to provide a screen of safety, but there's a workaround for installing unauth-
orized apps you know are safe without making a trip to the Security & Privacy
preference pane: In the Finder, Control-click the app or installer and choose
Open. In the warning dialog that appears, you can choose to go ahead with
the action.

Clicking the Advanced button in Security & Privacy also gives you access to
three other security options (4.10): an auto-log out action, with the ability to
choose how many minutes of inactivity before it triggers; whether or not any
system-wide preferences (those not specifically linked to the current user
account) require an administrator password; and, if the Mac is equipped with
an infrared receiver, the ability to disable commands from IR remotes.
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: . 4.10 Advanced
Security & Privacy security settings

Log out after 60 - minutes of inactivity

Require an administrator password to access system-wide preferences

? Ok |

Show a message when the screen is locked Set Lock Message,..

Disable automatic login

Allow apps downloaded from:
" IMac App Store
© Mac App Store and identified developers
| Anywhere

~
E " Click the lock to prevent further changes. Advanced...

FileVault

Having a strong password on your Mac is a good first step, but what's to
prevent somebody malicious from simply pulling the hard drive out of your
computer and accessing the data on it? In that scenario, there'd be no
need to log in, rendering all your passwords moot.

That's where OS X's FileVault comes in. FileVault encodes your Mac's entire
disk with powerful encryption, making it incredibly difficult—if not outright
impossible—to access without your account credentials or a secret key you
set. While it may not be out-and-out bulletproof, it ought to keep anybody
short of a particularly determined interloper out of your files.

The best thing about FileVault is that it does all its work out of sight. Once
you set it up, you'll never really notice its presence.
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4.11 Choose how to
unlock FileVault if the
password is lost.

4.12 FileVault
recovery key

>

NOTE Not to bore you, but technically the feature we're talking about is
FileVault 2. Apple introduced the original FileVault in an older version of
OS X that encrypted just the user's Home folder, which turned out to be a
cumbersome implementation. Now, FileVault under OS X Yosemite (and as
far back as OS X Lion) performs whole-disk encryption.

Configuring FileVault takes just a few steps.

1.

2.

Go to the Security & Privacy preference pane in System Preferences
and select the FileVault tab.

If FileVault is not yet enabled, you'll see a button prompting you to Turn
On FileVault. (If the option is grayed out, click the padlock icon and
enter an administrator username and password before proceeding.)

NOTE When you enable FileVault, you'll first be presented with two
options: to allow your iCloud account access to unlock your disk and reset
your password, or to create a recovery key (4.11). While the former is cer-
tainly a convenient option, some users may not wish to tie their computer’s
security to their online account. The recovery key is not stored online,
which means you have to find a safe, secure place to keep it, in case you
require it later. Both options have their own advantages and disadvantages:
which you choose depends on your own personal situation.

qﬁ disk and reset your paa{éwui'd lif you f:;rget it.

Your iCloud account * " can be used to unlock your

If you do not want to allow your iGloud account to reset your passwerd, you can
create a recovery key and store it in a safe place to unlock your disk.

) Allow my iCloud account to unlock my disk
" Create a recovery key and do not use my iCloud account

Cancel

3.

If you opt to create a recovery key, the next pane displays it (4.12).
Make a copy of the key, either written down somewhere secure
(a safe or even a safe deposit box), and/or store it in a safe digital
location, such as a password manager.

: you forget your password.
Make a copy of this code and store it in a sate place. If you forget your password and

The recovery key is a code which can be used to unlock the disk if

lose the recovery key, all the data on your disk will be lost.

L8UR-UAME-6A8F-XK4P-28H6-QJNP

Cancel Back
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4. Enter the password for any user accounts on the device beyond the
one that is currently enabled. (That, among other things, prevents
pranksters from, say, encrypting someone’s disk because they left
their account logged in.)

5. Once you've logged in all the current users, click Continue. Your Mac
prompts you to Restart in order to begin the encryption process.

Upon restarting, you're prompted for your account password. Once you
log in, the encryption process begins in the background. Again, it happens
transparently; you don't need to do anything, and your other activities
shouldn’t be affected while the encryption is in process. You can check the
progress of the encryption by going to the FileVault section of the Security
& Privacy preference pane; a progress bar reflects how much of the disk
has been encrypted, and how much is left to go.

Once FileVault is finished with its encryption, the only difference you will
notice is that OS X prompts you to log in as soon as you start your com-
puter, rather than once the OS has loaded. You'll see a slightly different
login screen—all gray, rather than a translucent one that shows your desk-
top image behind it.

> NOTE FileVault explicitly protects your Mac when it's shut down. Once
you've logged in, the disk is decrypted in order for you to actually use the
machine. So if you use FileVault, keep in mind that you'll still want to protect
it with a powerful password and make sure to control physical access to it.

Master Password

People forget their passwords. It happens. OS X provides a variety of ways
to reset passwords: Administrators can reset passwords for other admins,
as well as for standard, managed, and sharing accounts; if you've enabled
it, you can also reset your password using your Apple ID, which is Apple’s
recommended method for recovering a forgotten password.

One additional option is to create a master password for your machine,
which you can use as a sort of override to reset any user account pass-
word—even on an account protected by FileVault.

To set a master password, do the following:

1. Go to the Users & Groups preference pane and click the gear icon at
the bottom of the list.
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4.13 Setting up a
master password

2. Choose Set Master Password, and you'll get a familiar-looking dialog.

3. Enter and verify the master password, along with an optional pass-
word hint (4.13). Click OK.

A master password must be created for this computer to provide a

Curre| O safety net for accounts using encryption.
n An administrator of this computer can use the master password to reset the
password of any user. If you forget your password, you can reset it to gain access —
Other to your home folder ewven if it is protected with encryption. This provides protection
for users who forget their login password.
w
Master password: ?
Verify:
Hint:

Choose a password that is difficult to guess, yet based on something important to
you so that you never forget it. Click the Help button for more information about
choosing a good password.

Cancel OK

E’ Click the lock to prevent further changes. 9

Once a master password is set, if you attempt to log in to an account and
fail several times, you'll be prompted to use the master password and cre-
ate a new password for that account. You can change your master pass-
word by going back to the Users & Groups pane and choosing Change
Master password from the gear icon, but keep in mind that you'll need to
provide the current master password in order to do so.

iCloud Keychain

If you're following good password hygiene—making complex passwords
that you don’t reuse—you’re going to rather quickly run up against the
limitations of human memory. Fortunately, OS X provides a solution for not
only remembering your passwords but for keeping them all in sync across
your various devices: iCloud Keychain.
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The Keychain itself dates back to the classic Mac OS, but it’s a staple of
OS X. It's a secure database for storing all of your passwords for various
accounts, Web sites, and so on, all of which can be accessed by typing a
single master keychain password—usually the same as your OS X account
password.

Starting in iOS 7 and OS X Mavericks, Apple rolled out iCloud Keychain,
which lets you sync those passwords—as well as Wi-Fi networks, some
credit card information, and other information such as mail, contacts, and
calendar accounts—across your Macs and iOS devices, ensuring that the
right data is always there when you need it.

Use a VPN When Mobile

If you or other members of a Family Sharing group are at all mobile, you should
use a VPN (virtual private network) when connecting to public Wi-Fi hotspots.
When you take advantage of a wireless network in a location such as a coffee
shop, hotel, or airport, you often hop onto unprotected networks. It's fairly easy
for a malicious person to scan all of the wireless traffic for personal information
and passwords—that’s true even for Wi-Fi networks that require a password.

Think of a VPN as an encrypted tunnel between your computer or iOS device and
destinations on the Internet. All of your data is encrypted, so even if someone is
snooping the network, they can’t do anything with the data you generate. Many
companies require employees who work remotely to sign in via a VPN to ensure
that potentially valuable work information stays secure.

A VPN used to be a tool that required a computer science degree to set up, but
fortunately the real computer scientists are making the tools easier to use. Jeff,
who works often at coffee shops, swears by a product called Cloak (getcloak.
com), which works on the Mac and on iOS. It's easy to set up, but more impor-
tantly, it automatically detects when you connect to an untrusted network and
temporarily blocks any outbound traffic until a secure connection is established.
The best part: Cloak does that on the iPhone and iPad too.

Cloak is an app on iOS, and a menubar application on OS X, and costs as little as
$2.99 a month for 5 GB of encrypted traffic; the Unlimited plan costs just $9.99 a
month. (A 30-day trial is also available.)

If you already subscribe to another service, or your work uses a different VPN
provider, you can configure the appropriate settings in the Network preference
pane (under OS X) and the General > VPN settings (in iOS).
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First Setup

If you haven't yet set up iCloud Keychain, you can do so on either your
Mac or an iOS device.

1. On OS X, go to System Preferences, select the iCloud pane, and then
scroll down in the list of services until you find Keychain. Click the
checkbox next to it to enable the service (4.14).

4.14 iCloud prefer- g i
ences on OS X @O0 < iCloud Q s
' Contacts
@ Calendars
U Reminders
Dan Moren o Safari
=
Account Details = Notes
| "\
Manage Family m Keychain Options...
@ Back to My Mac
- Q Find My Mac
You have 25 GB of iCloud storage.
Sign Out _ [T Backup ~ | Mal  8.16GB Avallable | | Manage...

2. On your iOS device, go to Settings > iCloud, and tap Keychain. Then
tap the switch to enable iCoud Keychain (4.15).

4.15 Enabling iCloud 00000 AT&T = 6:09 PM 7 58%
Keychain on iOS
< Back Keychain

iCloud Keychain ()

iCloud Keychain keeps the passwords and credit card
information you save up to date on the devices you
approve. Your information is encrypted and cannot be
read by Apple.

Advanced
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3. In both cases, you'll be prompted for your Apple ID password, and
then asked to create an iCloud Security Code.

By default, this code is a four-digit number, much like the passcode
you might use for your iOS device. Using the Advanced options, you
can also choose to get a random passcode or use a complex alphanu-
meric code. You can also opt to not create a security code at all: If you
do so, Apple won't back your iCloud Keychain up to its server, which
also means the company can’t help you recover your keychain if it's
damaged or otherwise becomes inaccessible. (Keep in mind that your
keychain is stored on Apple’s servers in encrypted form—the company
never has access to your passwords, so it cannot retrieve them for you;
the best it can do is help you restore your encrypted data.) However,
iCloud Keychain information will continue to sync between devices that
you've approved.

4. Enter an SMS-capable phone number at which you can receive verifica-
tion codes via text. If you need to change this number later, you can
do so on OS X via the Options button in the iCloud system preference
pane, or on iOS via Settings > iCloud > Keychain > Advanced.

Subsequent Devices

Once you've set up iCloud Keychain on one device, adding other devices

is fairly straightforward. Follow the same steps to get to the iCloud settings
of System Preferences (OS X) or Settings (i0OS) and enable iCloud Keychain.
You're then asked to approve the new device from an existing device that's
already set up on iCloud Keychain (4.16). A dialog appears on other devices
already associated with iCloud Keychain, notifying you that a new device is
seeking approval, along with a prompt to enter your iCloud password (4.17).

866 iCloud

(2> ] [ showai ] .

Allow “A-Wing” to Use iCloud

o "

To set up iCloud Keychain on this Mac, request
approval from one of your other devices using
iCloud Keychain.

If no other devices are available, use your iCloud Security Code.

| Ccancel | [*Requestﬁpprovalﬁ

| Use Code... |

iCloud

Daniel Moren

| Account Details |

T Keyeharn

™ % Photos

™ =7 Documents & Data [ options.

| Options.

4.16 Approving iCloud Keychain setup

Keychain?
Enter the Apple ID password for

” to allow this new
iPad to use your passwords.

Don't Allow

4.17 Approval occurs on a separate device.
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4.18 iCloud security
code

In those cases, you also have the option to approve a new device by enter-
ing the iCloud security code that you created, along with a verification
code sent via SMS (4.18). While this might seem like a lot of steps to jump
through, it's not unwarranted, given the amount of access it provides.

Cancel Security Code

Enter your iCloud Security Code

Forgot Code?

Using iCloud Keychain

The primary place you'll likely encounter iCloud Keychain is Safari, though
third-party apps can also connect with it. On OS X, you can also interact
with it via the Keychain Access utility. Mostly, that interaction involves filling
in usernames and passwords, but your iCloud Keychain can also store and
recall credit card information.

Usernames and passwords in iCloud Keychain

On either platform, when you encounter a username and password field

in Safari and enter your credentials, a dialog asks if you want to save that
password to your keychain (4.19). Doing so makes that information available
on any other device using iCloud Keychain.
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4.19 Saving a site
password to iCloud
Keychain

Would you like to save this password in your
iCloud Keychain for AutoFill on all your devices?

You can view and remove saved passwords in the
Passwords & AutoFill section of Safari settings.

Save Password

To fill in those passwords later, enable AutoFill. On OS X, go to the
Safari menu and choose Preferences. Click AutoFill and click the box
next to “user names and passwords.” (4.20) (You can also go to the Pass-
words section and select the checkbox next to AutoFill User Names and
Passwords.)

@0 AutoFill

s =Bl § Q@0 & B G

General Tabs y Privacy Notificati

AutoFill web forms: [ Using info from my Contacts card [ Edit.. |
@ User names and passwords | Edit.. |
@ Credit cards [ Edit.. |
Other forms [ Edit.. | 2

4.20 Choosing

AutoFill sources from

iCloud Keychain
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4.21 Enabling AutoFill
in Safari for iOS

4.22 Multiple options
for filling in username
and password fields

On iOS, go to Settings > Safari > Passwords & AutoFill and activate the
slider next to Names and Passwords if it isn't already enabled (4.21).

iPad = 6:26 PM 7 % 86% )
Settings £ Safari Passwords & AutoFill
8 Mail, Contacts, Galendars i/:x;(t)c.:malically fill out web forms using your contact info, previous names and passwords, o credit card
Notes
Use Contact Info O
Reminders
My Info Daniel Moren
u Messages
U FaceTime Names and Passwords O
=
| Maps Saved Passwords
Safari
Credit Cards ()
Music Saved Credit Cards
>5 SN
[ Videos
-

& Photos & Camera
@ iBooks
n Podcasts

@ Game Center

You can view or remove existing passwords from these locations, though

it may require your passcode on iOS, and your username and password
on OS X.

When Safari on iOS or OS X detects a site for which you've stored a user-
name and password in your keychain, Safari automatically populates that
information in the fields provided, which are highlighted in yellow. (If your
keychain contains more than one username for that site, it provides a drop-
down letting you pick which is the correct one (4.22).) In most cases, you
can simply log in without any further intervention.

Username

- dmoren
l: Fill password from “danshotfirst.com”

- admin
]:' Fill password from “www.danshotfirst.com”

| Remember Me
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Sometimes, however, you may need to manually trigger AutoFill if Safari
can't detect the field in question. On iOS, select a field and tap the Auto-
Fill button that appears above the keyboard 4.23). On OS X, you may need
to click the field—sometimes Safari will then display an AutoFill dropdown.

ee000 AT&T = 6:31 PM T s56%m| 4.23 AutoFill fields
buda.org in OS X
LOGIN
sssansrinstenas® Holiday Ing¢
Username Categord

As of 10/14, thq

Password
READ MO
Remember me
Youth Clul
Results
> AutoFill Password Done

QWERTYU Il OP

Credit cards in iCloud Keychain

To enable AutoFill for credit cards on OS X, go to the AutoFill section of
Safari’s Preferences and click the box next to credit cards (4.24, on the next
page); on iOS, you'll find the option available in the Passwords & AutoFill
section of Safari’s settings. You can view or remove existing cards as well as
add new cards here; to do any of those things on iOS, you'll have to enter
your passcode—on OS X, you'll need to enter your username and pass-
word only to view an existing card’s details.
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4.24 Adding credit AutoFill

cards to AutofFill ; 5 ~

General Tabs m Passwords Search Security Privacy Motificati Ex ions  Ad d
20000 X000 XXX 2804 01/18
VISA  Test
. Bob Sample

ra |

For security reasons, Safari doesn't automatically populate credit card
payments fields, even if you've stored a credit card in your keychain. You
can tap the AutoFill button on iOS or click the field in OS X to enter that
information, or choose from multiple cards if you have more than one.

» NOTE iCloud Keychain does not store the security code that appears on
the back of your card—that makes it harder for someone to make unau-
thorized purchases if they compromise your keychain.

Removing a Device

Removing one of your devices from iCloud Keychain is as easy as revisiting
System Preferences or Settings and deselecting or disabling iCloud Key-
chain. You're asked whether you'd like to keep the information currently
stored on your device (4.25). If you retain that data, you can still use it, but
it ceases updating between that device and your other devices.

4.25 Choosing what
to do with stored
data after turning off
iCloud Keychain

Turn Off Safari AutoFill?
Would you like to delete the passwords
and credit cards you have previously
saved on your iPhone?

Keep on My iPhone

Delete from My iPhone
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If at any time you want to bring that device back into the iCloud Keychain
fold, simply re-enable it following the steps mentioned earlier. To delete
your iCloud Keychain data from Apple’s servers, delete your iCloud Secu-
rity Code and remove all your devices from iCloud Keychain.

1Password

iCloud Keychain is a great solution for syncing your passwords: it's built into
every Mac and iOS device, it works over iCloud, and it’s free. But although it
takes care of most basic password-storage needs, some folks will want a tool
with more features or which allows use on non-Apple platforms.

Enter password managers. Several excellent third-party apps and ser-
vices let you store passwords and other secure information for all of your
accounts. Among the best is 1Password from Agile Bits, which is available
for OS X from the developers’ site or the Mac App Store, and on iOS
from the App Store as a free download, though certain advanced features
require an in-app purchase. You can use 1Password on just the Mac or just
on iOS, but being able to sync data increases its usefulness exponentially.

We've used 1Password for years, before Apple implemented iCloud Key-
chain, so we have a lot of passwords and other information already stored.
However, we don't ignore iCloud Keychain—it's better to have two secure
options for important data than just one. Also, 1Password includes a few
features iCloud Keychain doesn't.

In the Vault

1Password operates on the conceit of secure vaults (4.26). You create a vault,
secured with a single master password, in which you store all your creden-
tials for Web sites, account logins, credit cards, software licenses, and more.
That way, the only thing you have to remember is the master password.

4.26 1Password on

the Mac
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4.27 Creating a new
1Password vault

When you open the app, you're prompted to create your first secure vault
and specify a master password (4.27). Obviously, you'll want this master pass-
word to be especially memorable and secure, since it's the one password
you'll want to remember. (And remember to make it distinct from your OS X
account password, because reusing the same password is a no-no.)

Create New Vault

W Super Vault

Your information will be encrypted with the Master Password
you enter below. It is the only password you have to remember.

We suggest using an easy to remember sentence as your Master
Password and also keep a written copy of it in a safe place.

Cancel Create New Vault

Once you've created your vault, start adding items. By default, 1Password
offers a handful of common categories, including logins, secure notes,
credit cards, and identities. Each of these comes preset with a number of
fields tuned for that category of item. But if you tap or click the plus but-
ton to add a new item, you'll see a bunch of additional options, everything
from your social security number to your outdoor license (4.28).

All of these items are fully searchable from within 1Password—except for
the password field—just in case you remember, say, a URL, but not the
name of the site. You can also organize your items into folders or tag them
if you prefer, as well as mark the items that you find yourself frequently
referring to as favorites.

On the Mac, 1Password even supports Smart Folders, letting you dynamically
select items based on criteria that you specify—so, for example, if you want
to see all the Web site passwords that haven't been updated in a year.

Though, honestly, you don’t even have to go to that much trouble, because
1Password for OS X also has a Security Audit feature (4.29). This collects a
variety of Smart Folders that not only let you quickly filter for passwords
based on age, but also identify weak and duplicate passwords. And the
Watchtower feature alerts you to sites on which your password may have
been compromised, based on the latest information about security breaches.
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00000 AT&T T

6:39 PM 7 55% )
Select category
Available Categories Cancel

Login

Secure Note

Credit Card

Identity

Password

Driver's License

Social Security Number

Passport

Bank Account

Wireless Router

Server

Outdoor License

ede

® Demo

Categories
[@ Logins
[ Secure

1] Trash

5 Credit Cards
(8 Identities

(=) Driver Licenses
4% Reward Programs
+ Software Licenses

{8 Watchtower
() Weak Passwords
¢? Duplicate Pass...
(%) 3+ years old

() 6-12 months old

Q

12 items, most often used on top v

Not Available

GMail (personal)
(&P wendy.h appleseed
Notes
WebMD
wendya
BrokenArrowWear

wendyappleseed

daringfireball.net
wendy.h.appleseed@gmail.com

o kayak.com
wendy.h.appleseed@gmail.com
R appshopper.com
Socurtty Audit wendyappleseed
Fitbit

wendy.h.appleseed@gmail.com
etsy.com

wendyappleseed

My Apple ID

wendy.y.appleseed@gmail.com

CIBC Visa Gold
4500 **** 5678

m snorgtees.com +

4.28 The types
of data 1Password
already has
templates for

GMail (personal)
w th
wendy h appleseed

accounts.g

show web form details

Nov 7, 2012 at 4:43 PM

27 PM

Edit

4.29 1Password
Security Audit
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Browser Integration

You'll probably spend most of your time using 1Password when you're in
your Web browser of choice. The good news, then, is that it's extremely
easy to use in conjunction with your browser: On OS X, the app includes
extensions for both Chrome and Safari, each of which lets you summon
the app with a user-defined keystroke. Once you've entered your master
password, the 1Password extension automatically fills in the username
and password for the site you're viewing (4.30).

4.30 Accessing

A a8® < >| O (O] & library.minlib.net/patroninfo/ <&
1Password within ——
. asswor =
Safari on OS X New Search () Print
LIBRARY !!'uonk All Mi
spafiol | Fran|
Minuteman Library Network - My Account Login
Please enter the following information:
Library Card # or Username:
H Primary Vault a2 ”
PIN:
ed items
are about to become due and when items are
0 Forget Your PIN? overdue. For more information, please see SMS

Alerts in the Help pages.

To create a PIN if you do not have one:
1) Enter your Library Card Number
2) Leave the PIN field blank
3) Click "Submit"

See the My Account FAQ for more login help

When you create a new account on a Web site, 1Password on the Mac
prompts you to add it to your records so you don't forget. And since
you're entrusting all your passwords to your vault, 1Password includes a
built-in password generator that helps you make complex, secure pass-
words. If you prefer, you can also access many of these features through
1Password mini, which lives in your Mac’s menu bar (4.31).

On the iOS side, you have multiple options. For one, the 1Password app
includes its own secure browser, which provides integration with your
database of passwords. Just tap the globe icon to access the browser
(4.32). When you reach a username and password field, tap the key icon in
the toolbar to bring up your password information for that site, along with
options for filling in credit cards or personal information.
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4.31 Generating a
secure password in
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4.33 1Password
logins in Safari for iOS

In iOS 8, however, the addition of extensions means that you can actu-
ally access 1Password from other apps, including Safari. Just bring up the
Share menu and tap the 1Password option in the Action menu (4.33). If a
password is stored for that particular account, tap it to log yourself in, all
without ever leaving the app.

(@) AirDrop. Tap to turn on Wi-Fi and Bluetooth to
share with AirDrop.

o=y

Message Mail Twitter More

g Add Add to Add to Add to
Bookmark Reading List Home Screen Shared Links|

Cancel ]

Syncing

The real benefit to a password manager, of course, is having all your
passwords available at any time. 1Password allows you to sync information
to all your devices, whether they're running iOS or OS X—or even, gasp,
Windows and Android.

1Password provides four different methods of syncing your vault, depending
on exactly how you use the app. Choose the one you want in 1Password's
in-app Settings > Sync > Sync Service section if on iOS (4.34), or the Sync
section of 1Password’s Preferences if you're on a Mac (4.35).
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©0000 AT&T = 6:49 PM 7 52% WL} [ ] Preferences

<Sync Sync 18 H ﬁf @ @[@ 0

General Security Watchtower Browser Sync Backup Advanced
@EO) g Syncing Primary vault with Dropbox
CURRENT SYNC METHOD SR Y
o - .
v "" Dropbox You will be asked to f=slsvesd. 9 s s
disable syncing to choose -
/1Password/1Password.agilekeychain a different sync option | |_Change Syncing...
| Use Wi-Fi to sync this Mac with iOS devices
CHOOSE A SYNC METHOD...
Unlock 1Passwaord on your iPhone or iPad and select Settings > Sync to begin
syncing. When prompted, enter the secret shown below.
& Sync with iCloud
\C\ou_d depends on CloudKit, which requires 1Password
SERIESECIE B, 4.35 Configuring Dropbox sync in Yosemite
:} Change Dropbox
" Sync using Wi-Fi
Disable Sync
-
W =R - T
Favorites Categories Organize Settings K@
4.34 Configuring Dropbox sync in iOS
If you're using only devices in Apple’s ecosystem, iCloud syncing is easy
to set up: Just select it as the service of choice on all your devices, and
you're all set.
The second, and most broadly supported, option is Dropbox, which works
with not only OS X and iOS, but also Windows, Windows Phone, and
Android devices. You'll need to point the apps toward your vault in Drop-
box, but once you've done that, it should sync just fine.
» NOTE If you don't have a Dropbox account, we highly recommend sign-
ing up for one at www.dropbox.com (you can get 2 GB of storage for free,
or pay for larger capacities). Anything you put into your Dropbox folder is
copied to the company'’s cloud service and to other computers on which
you've set up the Dropbox software.
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If you want to sync 1Password on your Mac with the iOS client, and you
feel a bit wary about letting your information travel through a cloud stor-
age service (even though the data is encrypted), you can opt to sync the
two directly via Wi-Fi. Your devices, of course, have to be on the same
Wi-Fi network, and you need to manually start the sync.

Finally, if you want to sync 1Password only via multiple computers, not via
mobile devices, you can select any folder on your computer in which to
store your vault; that folder can then be synced with any cloud storage
service, not just Dropbox.

Multiple Vaults

One handy feature of 1Password is support for multiple vaults. If you have
more than one person sharing a computer (and they don’t have their own
user accounts), you can give each user their own vault, secured by their
own master password; alternatively, if you want to separate secure informa-
tion from, say, your work and your personal logins and passwords, you can
create separate vaults and toggle between them.

Vaults can be synced independently, so, for example, if you find yourself
doing tech support for certain members of your family—and you can con-
vince them to use 1Password—you could set up a vault that you both have
access to, making it easier to troubleshoot their problems when they arise.
New vaults can be created only on OS X—but they can then be synced to
1Password on iOS. Here's how to set one up:

1. On the Mac, go to the 1Password menu and choose New Vault.

2. Specify a name for the vault, and pick an accent color to make it easy
to distinguish.

3. Enter a master password to open the vault, which will be used by you
and the other person (4.36).

4. Click Create New Vault.
Go to 1Password > Preferences and click the Sync button.

6. Choose a sync method. iCloud can be used only for your Primary vault,
so click Dropbox and choose a Dropbox folder to store the vault file.
(The Dropbox folder needs to be one that you share with the other
person; you can set up sharing after you finish creating the 1Password
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vault.) If the other person’s computer is on your home network and
they don’t need mobile syncing, choose the Folder option.

7. Click the Create New button to finish setting up the vault.

Create New Vault 4.36 Creating a new

shared vault
2l Shared Vault

Your information will be encrypted with the Master Password
you enter below. It is the only password you have to remember.

We suggest using an easy to remember sentence as your Master
Password and also keep a written copy of it in a safe place.

This is our favorite mnvial

Cancel Create New Vault

To add the shared vault to an iOS device (yours and the other person’s),
do this:

1. Go to Settings > Vaults and tap Add Vault.

2. Tap the Sync with Dropbox button. 1Password connects to your
Dropbox account—you may have to grant it access.

3. Tap the name of your Dropbox account. 1Password scans the entire
folder to locate any vaults.

4. In the list of saved vaults, tap the one you created in the previous steps.
5. Enter the vault's master password.

To switch between vaults in the 1Password app, go to Settings > Vaults
and choose the one you want. On the Mac, choose a vault from the drop-
down above the category list.

» TIP Create a new entry in your Primary vault that includes the password to
the vault you created, to make sure you have a record of that password.

> TIP On the Mac, you can copy or move 1Password entries between vaults,
making it easier to share items you have in common (such as online access
to a joint bank account). Select a record and choose Item > Share, then
choose the vault from the submenu that appears, and select Copy or Move.
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Find a Lost Device

Losing a digital device can be a traumatic experience. While the devices
themselves are expensive to replace, the information on them is all too
often irreplaceable. Fortunately, the same technology that makes these
devices so useful can also be turned toward bringing an errant device
home—even if it had only fallen between the couch cushions.

Enabling Find My iPhone/iPad/iPod/Mac

The good news is that most of the devices that you might misplace
come with ways of locating themselves. iPhones contain GPS chips, while
iPads, iPod touches, and Macs can all locate themselves based on nearby
Wi-Fi networks.

To take advantage of this feature, you'll need to activate Find My iPhone
(or iPad, iPod, or Mac, depending on which device you're using), the
service that reports in on the devices' locations (4.37). On iOS, this is in Set-
tings > iCloud; on OS X, the service is called Find My Mac and is located in
the iCloud preference pane of System Preferences (4.38).

When you activate the service, you're asked to allow the device's location
to be reported via the service; tap or click Allow. (If you enabled Find My
[Device] when you set up the device, it's already running.)

p— < B T #0000 AT&T = 9:23 AM 7 % 99% .
B Conac < Back Find My iPhone
ontacts
@ Calendars
U Reminders Find My iPhone D
D Mt o Safari Find My iPhone allows you to locate, lock, or erase your
. iPhone and prevents it from being erased or reactivated
Adtount Details === ey without your password. About Find My iPhone and
- Privacy...
il )
Manage Family m Keychain i
@ Back to My Mac
Send Last Location . D
’ Find My Mac
Automatically send the location of this iPhone to Apple
You hav B of iCloud storage. when the battery is critically low.
Sign Out Backup Mail | 8.16 GB Available | | Manage...
4.37 Activating Find My Mac in Yosemite 4.38 Activating Find My iPhone in iOS
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iOS devices also have one additional option once the service is activated:
Send Last Location. When your device's battery runs low, it'll send its last
known location to Apple’s servers—that way you should be able to locate
your device even if it's out of juice.

Finding a Device

The most important thing to do when you lose a device is stay calm. As soon
as possible, try to access the Find My iPhone service and locate your device.

If you have an iOS device available—either yours or somebody else's—use
Apple’s free Find My iPhone app to locate your errant gadget. (Don't be
fooled by the name: It'll help you locate iPads, iPods, and Macs too, as long
as you've followed the above steps to enable the service on those devices.)

1. Launch the Find My iPhone app, and enter the iCloud account and
password with which the missing device is associated. (On somebody
else’s device, you may need to tap the Sign Out button and sign in
with your iCloud account.) You'll see a map and, if you have more than
one machine registered with the service, a list of all the available Macs
and iOS devices, along with when their location was last reported (4.39).
By default, their locations are shown on the map.
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4.39 It's right there.
I'm pointing right at it.
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4.40 Options for
finding a lost device

2. Select any single device to see just that device's location and status.
Once you select a device, you have a number of options.

e To quickly plot driving directions via the Maps app, tap the car icon at
the bottom left of the map.

e Tap Actions to bring up a toolbar of other options, including Play
Sound (which works even if the device in question is muted), the abil-
ity to erase the device, and either activating Lost Mode (for an iOS
device) or locking the machine (for a Mac) (4.40). Play Sound is usually
sufficient for us to find where the device has run off to.
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Lost Mode

Erase iPad

If you don't have an iOS device handy but do have a computer, you can
perform all of these functions from Apple’s iCloud Web site. Just go to
www.icloud.com, enter your username and password, and select the Find
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My iPhone icon. You'll find the same options as you would have on an iOS
device (4.41).
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Display a menu

Lost Mode

If you've truly misplaced your iOS device or suspect that it may have been
stolen, activating Lost Mode can help you track it, as well as lock it so that
it's inaccessible. Use the Find My iPhone app or iCloud Web site to turn
Lost Mode on.

Once you've activated it, you can optionally enter a phone number, which
is displayed on the iPad. (If it's your iPhone that you've misplaced, remem-
ber that you'll want to use another phone number, such a friend’s or family
member’s.) You'll also be asked to enter a message that's shown along with
the number (4.42, on the next page).

Once you tap Done, your iOS device is placed into Lost Mode: The device
is immediately locked if it's currently active, and the lock screen perma-
nently displays the message you entered, along with the phone number
you provided (4.43, on the next page). If the lost device is an iPhone, a Call
button on the lock screen lets someone quickly contact you at the number
you specified.

4.41 Find My iPhone

at iCloud.com
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4.42 Lost Mode eoe® < i} 0]
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4.43 Not all who
wander are lost—
except this iPad,
which is clearly lost.
Please help it find its
way home.

L ost iPad

This iPad has been misplaced. Please return it! Thanks!

Call
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While in Lost Mode, your device’s movements are also tracked and
reported in the Find My iPhone app and Web site. Whenever its location is
updated, an email is sent to your address with the last known location.

You can update the phone number or message by selecting the device in Find
My iPhone and tapping Lost Mode again—you can also use that screen to turn
off Lost Mode once your device has been located. Unlocking an iOS device
with your passcode or via Touch ID automatically terminates Lost Mode.

Tip If you suspect your device was stolen, and you locate it on the map,
don't attempt to retrieve it yourself. Call the police. Security also applies to
keeping yourself out of harm'’s way.

Lock Your Mac

Much like Lost Mode, locking your Mac provides a way to prevent anybody
from using your computer if it's misplaced. You can activate it once you've
selected a Mac in Find My iPhone on an iOS device or on the Web (4.44).

» NOTE A locked Mac, as Find My iPhone will warn you, cannot be erased.
Therefore, think carefully before locking it if sensitive data is on your disk—
especially if it's not encrypted with FileVault (see earlier).

00000 AT&T & 9:46 AM 1 % 96% 4.44 Locking a Mac

remotely
Cancel Home One

AR
Lock this Mac?

Are you sure you want to lock this Mac? A
locked Mac cannot be erased.
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When you lock your Mac remotely, you're asked to enter and confirm a
four-digit code, as well as provide a message that is shown on the Mac.
Once you've done that and locked the Mac, the lost computer is restarted
and you're sent an email notifying you that the computer has been locked
to a passcode—the passcode itself, however, is not provided, so make sure
it's one you remember or stored in a secure location.

Once the Mac restarts, you have to enter the code you created before you
can log in; entering the pin will unlock the Mac. Keep in mind, however,
that if your disk is not encrypted with FileVault, someone could boot the
machine from an external drive to get access to that information.

Erase Device

If there's really no hope of recovering a lost device, you may want to con-
sider erasing it, which ensures that any information stored is inaccessible.
Be aware that erasing a device is irreversible, and once you do so, you
won't be able to play a sound, lock it, put it in Lost Mode, or locate it via
Find My iPhone (4.45).

4.45 Erasing a
lost iPhone

Cancel Laser Screwdriver

Erase this iPhone?

All content and settings will be erased. An
erased iPhone cannot be located or tracked.

If you recover this iPhone, some services may
be temporarily unavailable after it is restored.
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In theory, erasing your device shouldn’t be too much of a concern, as long
as you have a current backup, either via iCloud Backup or iTunes for iOS
devices, or Time Machine or one of the many other third-party solutions on
the Mac. You do have a backup, don't you? (See Chapter 6.)

Selecting a device and choosing Erase Device prompts you for your Apple
ID password and, as with Lost Mode or locking your Mac, also asks for a
phone number and a message that will be displayed on the device after it's
erased. In the case of your Mac, you'll also be asked to create a passcode
that will be needed to unlock it.

How soon the erase takes effect depends on whether the device is cur-
rently online; if it is, the remote wipe starts working immediately. Other-
wise, erasure begins the next time the device connects to the Internet.
The process of erasing can also take some time: a Mac, for example, can
take up to a day.

If you erase a device with cellular service, keep in mind that you will likely
want to notify your service provider to suspend the device, just in case
someone attempts to use it.

Third-Party Tools

Find My iPhone can only do so much. If you're looking for a tool to help
track down the person who stole your device, you may wish to consider a
third-party option.

Orbicule’s Undercover (www.orbicule.com) not only helps you locate a
stolen Mac, but it can also use your computer’s built-in camera to take and
send pictures, perhaps helping you locate or identify the perpetrator, as
well as logging their keystrokes and taking periodic screenshots.

Hidden (www.hiddenapp.com) is another OS X app that, similar to Under-
cover, can track your stolen Mac, take photos with the camera, snap
screenshots, log keystrokes, and let you remotely wipe your computer. It
also allows you send messages that your computer will speak aloud, create
a reverse secure connection, and more.

Prey Anti Theft (preyproject.com), which runs on both iOS or OS X, is a
free option for up to three of your devices. It helps you locate your missing
device, as well as providing you with information about the device's use.
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Ask to Buy feature, setting up for
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audio messages,
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backing up. See also Mac
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Buy feature, 20-21

child ID, converting
Apple ID to, 12-13

children
creating Apple ID for, 9-12
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conversation history, accessing in
Messages, 69-70
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credit card
requirement of, 9

verifying security number for, 8
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debit card. See credit card
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purchased apps, 25
purchased music, 25
Dropbox
account setup, 125
browsing version history, 185
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folder in Finder, 184
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ebooks. See also books
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erasing devices, 134-135
events
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making, 71-73
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FileVault encryption, continued
recovery key, 108-109

unlocking for lost
passwords, 108

Find My Friends app
adding friends to, 88
location alerts, 87-88
using, 86-88
using geofences, 87-88

Find My iPhone/iPad/Pod/Mac,
enabling, 88-89, 128-129

finding iOS devices, 129-131
Hidden OS X app, 135
Pre Anti Theft tool, 135
Undercover tool, 135
friends. See Find My Friends app
future products
Apple Watch, 188-190
health apps and devices, 191

home apps and devices, 191

G

Game Center, accessing, 51

geofences, using in Find My
Friends, 87-88

Google Hangouts, using, 81-83

GPS (Global Positioning
System), 84

group messages, exchanging,
67-69

H

Handoff feature
alert in OS X Yosemite, 139
icon, 140
opening, 139
requirements, 138

Handoff icons, displaying, 140

health apps and devices, future
of, 191

Hidden OS X app, using to track
down devices, 135

home apps and devices,
future of, 191

Home Sharing. See also iTunes
Match

icon and menu, 28

importing media, 28-29
playing Apple TV media, 34-35
turning on, 26-27

using, 27-28

HomeKit development
framework, 191

hotspot
connecting to, 90-92
shutting down, 92
Wi-Fi option, 90-91

iChat utility, accessing in
OS X, 160

iCloud

backing up iOS devices,
166-169
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disabling backups, 167

managing space, 166-168
iCloud Drive

features of, 158

at iCloud.com, 158

in Mac Finder, 158

using as shared storage, 158
iCloud Keychain

approval process, 113

AutoFill sources, 115-117

credit cards, 117-118

enabling on iOS, 112

features of, 110-111

first setup, 112-113

passwords, 114-117

preferences on OS X, 112

removing devices, 118-120

removing passwords, 116

Safari AutoFill, 116-117

security code, 114

subsequent devices, 113-114

usernames, 114-117

viewing passwords, 116

iCloud Photo Library. See also
photos

activating, 37
beta status, 37
photo storage, 37
iCloud Photo Sharing
adding to Family album, 40
Family Sharing group, 39-41
options, 40
outside Family group, 41

ID. See Apple ID
images, text messaging, 60-63

iMessage service. See also
Messages app

vs. SMS texting, 56-57, 69
and texting, 156-157

importing, media via Home
Sharing, 28-29
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iOS devices. See also passcodes
on iOS

backing up to iCloud, 166-169
backing up to iTunes, 169-171

creating Apple ID for
children, 10-11

erasing when lost, 134-135
FaceTime settings, 77
Family Organizer setup, 5-6
finding, 129-131

Google Hangouts, 82
Handoff icon, 140
iMessage and texting, 157

placing into Lost Mode,
131-133

removing adult family
members, 13-14

restoring from backup, 168-169
setting passcodes on, 4
Stop Family Sharing option, 13

texting images and
video, 60-67

using AirDrop, 153-155

viewing on Macs, 162
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iPad
accessing purchases on, 25
browsing shared library on, 27
phone calls from, 77-79
renting movies on, 31-32

iPhone, connecting Apple Watch
to, 188

iPhoto, retirement of, 38
iTunes
backing up iOS
devices to, 169-171

restoring iOS
devices from, 170-171

transferring movie rentals
from, 31-32

viewing backups on Macs, 170
viewing music lists in, 26

iTunes Match. See also Home
Sharing

cost of, 29

enabling, 29

re-downloading high-quality
versions, 29

K

Keychain

approval process, 113
AutoFill sources, 115-117
credit cards, 117-118
enabling on iOS, 112
features of, 110-111

first setup, 112-113
passwords, 114-117
preferences on OS X, 112

removing devices, 118-120
removing passwords, 116
Safari AutoFill, 116-117
security code, 114
subsequent devices, 113-114
usernames, 114-117
viewing passwords, 116

kids. See children

Kindle app, lending ebooks on, 26

L

library. See app library; shared
library

location-sharing
Family Sharing, 89-90
Find My Friends app, 86-88
Find My iPhone app, 88-89
Messages app, 84-85

locking Macs, 133-134

lost iOS devices, finding, 129-131

Lost Mode, placing iOS devices
into, 131-133

M

Mac backups, making bootable,
176-179. See also backing up

Mac screens, sharing, 159-161

Mac security. See also OS X
Yosemite

administrator password, 106
Advanced settings, 106-107

Allow Apps Downloaded
option, 106
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auto-log out action, 106

Automatic login on mobile
Macs, 104

creating accounts, 102-103

engaging password
request, 105

FileVault encryption, 104
infrared receiver, 106
Login Options section, 104

Security & Privacy preferences,
105-106

systemwide preference, 106
users, 102-104
Macs. See also remote Macs

backing up to Time Machine,
171-176

Google Hangouts, 81
locking, 133-134
phone calls from, 77-79

restoring from Time
Machine, 176

maps
sharing, 150-152
sharing via Messages, 156
Maps app
handing off directions, 150
handing off locations, 150

master password, setting, 109.
See also 1Password security

media. See also Apple TV media

auto-installing on
devices, 18-19

importing via Home
Sharing, 28-29

purchasing, 18-23
sharing, 24-26

sharing via Home
Sharing, 27-28

messages. See audio messages;
text messaging; video
messages

Messages app. See also iMessage
service; OS X Messages app

conversation history, 69-70
for location-sharing, 84-85

Share My Location
feature, 65-66

monthly allowance, setting for
Ask to Buy, 22-23

movie rentals
devices, 30
making, 31
rules, 30

transferring from iTunes,
31-32

watching, 30
movies, restricting, 47
music

Automatic Downloads
feature, 18

downloading after
purchasing, 25

storing in cloud, 29

My Photo Stream, using, 38

N

notes, sharing, 149
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O

offsite backups. See also
backing up
CrashPlan, 180-183
disk swapping, 179-180
Dropbox, 183-185

OS X Messages app. See also
Messages app

availability of iChat in, 160

using to share screens,
160-161

OS X Yosemite. See also Mac
security

backing up using Time
Machine, 171-173

creating Apple ID for
children, 11-12

enabling restrictions, 43
Family Organizer setup, 6-7
Google Hangouts, 83
iMessage and texting, 156
photos for, 38

restrictions to access logs, 53
setting time limits, 51-52
texting images and video, 63
using AirDrop, 153-154

P

parental controls. See also
restrictions

app restrictions, 44-45
charging devices, 53

communicating, 53

enabling, 43-44
limiting screen time, 53
making contracts, 53
modeling behavior, 53
people-related, 50-51
privacy, 49-50

software investment, 53
strategies, 53

Parent/Guardian, setting for
Ask to Buy, 22

passcodes on iOS. See also iOS
devices

best practices, 101
choosing, 96

device Auto-Lock, 99-100
Erase Data option, 100
putting into effect, 99
setting up, 96

Touch ID, 97-98
unlocking with, 97

passwords. See 1Password
security

Payment Method screen,
displaying in iOS 8, 6
Personal Hotspot
connecting to, 90-92
shutting down, 92
Wi-Fi option, 90-91
phone calls
from iPad, 77-79
from Mac, 77-79

photos. See also iCloud Photo
Library

iCloud Photo Library, 37
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iCloud Photo Sharing, 38-41

My Photo Stream, 38

viewing on Apple TV, 42
Photos for OS X, 38

Prey Anti Theft tool, using to
track down devices, 135

privacy, setting for parental
controls, 49-50

purchased apps and media,
sharing, 24-26

purchases, accessing on iPad, 25
purchasing media
adult as Parent/Guardian, 22
Ask to Buy feature, 20-21

auto-installing on devices,
18-20

monthly allowance, 22-23

R

reminders
Family Sharing, 145
sharing, 145-146, 149
using Siri for, 149

remote Macs, connecting to, 161
See also Macs

renting movies, 30-31

restoring files, using Time
Machine, for 174-175

restoring iOS devices
from backups, 168-169
from iTunes, 170-171

restrictions. See also parental
controls

access logs, 53

app installations, 46

app purchases, 46
content, 47-49

enabling, 43-44

movies, 47

time limits in OS X, 51-52
Web sites, 49

Restrictions settings,
for apps, 44-46

S

schedule, reviewing, 149
Screen Sharing app, using, 159
Screens app, using, 161

ScreenSharingMenulet utility,
downloading, 159

security. See Mac security;
passcodes on iOS

Share My Location, using in
Messages app, 65-66

Share Purchases screen,
displaying in iOS 8, 5
Shared Family. See also Family

Sharing

disbanding, 13-14
editing, 13-14

shared library, browsing on
iPad, 27

sharing
calendars, 149
files via AirDrop, 152-157
Mac screens, 159-161
maps, 150-152

maps via Messages, 156
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sharing, continued
notes, 149

purchased apps and media,
24-26

reminders, 145-146, 149
Siri

on Apple Watch, 189

using for events, 149

using for reminders, 149
Skype, using, 81-83

SMS texting vs.
iMessage, 56-57, 69

Stop Family Sharing option,
accessing, 13
storage. See iCloud Drive

SuperDuper backups. See also
backups

creating for Macs, 177-179
verifying, 178

T

text messaging

audio, 63-65

in groups, 67-69

images and video, 60-63

iMessage addresses, 58

iMessage vs. SMS
texting, 56-57

removing conversation
partners, 68

Share My Location, 65-66

texting, and iMessage
service, 156-157

texts
forwarding, 58-60
listening to, 65
sending and receiving, 58-60
using to send data, 157
time limits, setting in OS X, 51-52
Time Machine
backing up Macs to, 171-176
managing backups, 173-174
options, 173
recreating folder structure, 175
restoring files, 174-175
restoring Macs from, 176
using in apps, 175

Touch ID, using with passcodes
on iOS, 97-98

V)

Undercover tool, using to track
down devices, 135

Use Simple Finder, displaying
apps in, 46

\

video chats
Google Hangouts, 81-83
Skype, 80

video messages,
exchanging, 60-63

VPN (virtual private network),
using when mobile, 111
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w

Web sites, restricting, 48-49

Wi-Fi option, using with Personal
Hotspot, 90-91

Y

Yosemite operating system
backing up using Time
Machine, 171-173

creating Apple ID for
children, 11-12

enabling restrictions, 43
Family Organizer setup, 6-7
Google Hangouts, 83
iMessage and texting, 156
photos for, 38

restrictions to access logs, 53
setting time limits, 51-52
texting images and video, 63
using AirDrop, 153-154
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Powerful Ideas. Inspired eBooks.

Need a little boost? Then fill up on Fuel! Packed with practical tools and tips that will help
you quickly advance your creative skills, these short eBooks get right to the heart of what
you need to learn. Every FuelBook comes in three formats—MOBI, ePUB, and an elegantly
laid out PDF—so you can choose the reading experience that works best for you on
whatever device you choose. Written by top authors and trainers, FuelBooks offer friendly,
straightforward instruction and innovative ideas to power your creativity.
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