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About This Guide

This guide serves as a tour of the breadth of functionality of
OS X Server and the best methods for effectively supporting GOALS
users of OS X Server systems. It is for both self-paced learn-

ers working independently and those participating in an » Learn how this guide is
instructor-led course. This guide is the curriculum for the organized to facilitate
Apple official training course Yosemite 201: OS X Server learning

Essentials 10.10, a three-day, hands-on course that provides

an in-depth exploration of how to configure and support OS » Set up an environment
X Server for Yosemite. This course is facilitated by an Apple for self-paced exercises
Certified Trainer and is organized into multiple lessons, each

containing instructor presentations followed by related stu- » Introduce Apple

dent exercises. Authorized Training

The primary goal of this guide is to prepare technical coor- and Certification

dinators and entry-level system administrators for the tasks

demanded of them by OS X Server; you will learn how to

install and configure OS X Server to provide network-based services, such as configuration pro-
file distribution and management, file sharing, authentication, and collaboration services. To
help you become truly proficient, this guide covers the theory behind the tools you will use. For
example, not only will you learn how to use Server app—the tool for managing services and
accounts—but you will also learn about the ideas behind profile management, how to think about
access to and control of resources, and how to set up and distribute profiles to support your envi-
ronment.

You will learn to develop processes to help you understand and work with the complexity of your
system as it grows. Even a single OS X Server computer can grow into a complicated system, and
creating documentation and charts can help you develop processes so that additions and modifica-
tions can integrate harmoniously with your existing system.

This guide assumes you have some knowledge of OS X, because OS X Server is an app that you
install on OS X (Yosemite). Therefore, you should be comfortable with basic navigation, trouble-
shooting, and networking in OS X. When working through this guide, a basic understanding and

Xvii
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About This Guide

knowledge of OS X is preferred, including knowledge of how to troubleshoot the operat-
ing system. Refer to Apple Pro Training Series: OS X Support Essentials 10.10 from Peachpit
Press if you need to develop a solid working knowledge of OS X.

NOTE » Unless otherwise specified, all references to OS X refer to version 10.10 or
later, and references to OS X Server refer to version 4.0, which at the time of this writ-
ing is the most current version available. Some screenshots, features, and procedures
may be slightly different from those presented on these pages because of subsequent
upgrades.

Learning Methodology

Each lesson in this guide is designed to give technical coordinators and entry-level system
administrators the skills, tools, and knowledge to implement and maintain a network that
uses OS X Server by doing the following:

» Providing knowledge of how OS X Server works
» Showing how to use configuration tools

» Explaining troubleshooting and procedures

The exercises contained within this guide are designed to let you explore and learn the
tools necessary to manage OS X Server for Yosemite. They move along in a predictable
fashion, starting with installing and setting up OS X Server and moving to more advanced
topics such as performing multiprotocol file sharing, using access control lists, and per-
mitting OS X Server to manage network accounts. It is required that you start from a Mac
that is not yet running OS X Server and that you do not use this server as a production
server.

This guide serves as an introduction to OS X Server and is not meant to be a definitive
reference. Because OS X and OS X Server contain several open source initiatives and can
be configured at the command line, it is impossible to include all the possibilities and per-
mutations here. First-time users of OS X Server and users of other server operating sys-
tems who are migrating to OS X Server have the most to gain from this guide; still, others
who are upgrading from previous versions of OS X Server will also find this guide a valua-
ble resource.

OS X Server is by no means difficult to set up and configure, but how you use OS X Server
should be planned in advance. Accordingly, this guide is divided into seven parts:
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» Part 1, “Configuring and Monitoring OS X Server,” covers planning, installation, ini-
tial configuration, and monitoring of OS X Server.

» Part 2, “Configuring Accounts,” defines authentication and authorization, access con-
trol, and Open Directory and the vast functionality it can provide.

» Part 3, “Managing Devices with Configuration Profiles,” covers managing devices with
the Profile Manager service.

» DPart 4, “Sharing Files,” introduces the concept of sharing files over multiple protocols
and controlling access to files with access control lists.

» Part 5, “Implementing Deployment Solutions,” teaches you how to effectively use
deployment services, NetInstall, the Caching service, and the Software Update service.

» Part 6, “Providing Network Services,” introduces the network services, including Time
Machine, VPN, DHCP, and Websites.

» Part 7, “Using Collaborative Services,” focuses on setting up collaboration services
together, starting with Mail, moving through Wiki, Calendar, and Contacts, and fin-
ishing with the Messages service.

Lesson Structure

Most lessons in this guide contain a reference section followed by an exercise section (the
lessons on Caching and Software Update services do not contain exercises).

NOTE » “Note” resources, like this one, offer important information to help clarity a
subject. For example, some of the exercises in this guide may be disruptive. Conse-
quently, it's recommended that you perform these exercises on an OS X computer that
is not critical to your daily productivity.

The reference sections contain initial explanatory material that teaches essential concepts.
The exercise sections augment your understanding of concepts and develop your skills
through step-by-step instruction for both self-paced learners and the hands-on portions of
an instructor-led course.

Rl “Tip’ resources, like this one, provide helpful hints, tricks, or shortcuts. For
example, each lesson begins with an opening page that lists the learning goals and nec-
essary resources for the lesson.

XiX
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MORE INFO » The “More Info” resources, like this one, provide ancillary informa-
tion. These resources are merely for your edification and are not considered essential
for the coursework.

Throughout this guide you'll find references to Apple Support articles. You can find these
articles at the Apple Support website (www.apple.com/support), a free online resource
containing the latest technical information for Apple products. We strongly encourage you
to read the suggested articles and search the Apple Support website for answers to any
problems you encounter.

We encourage you to explore two additional resources that Apple provides specifically for
OS X Server: OS X Server Support (https://www.apple.com/support/osxserver/) and OS X
Server: Advanced Administration (https://help.apple.com/advancedserveradmin/mac/
4.0/).

Lesson files and bonus materials are available online when you redeem the access code
supplied with your guide at www.peachpit.com/redeem. Detailed instructions for down-
loading files are provided later in this guide. Appendix A, “Lesson Review Questions &
Answers,” recaps each lesson through a series of questions that reinforce the material you
learned in the guide. Try to answer each question yourself before looking at the answer.
You can refer to various Apple resources, such as the Apple Support website and OS X
Server documentation, as well as the lessons themselves to help you answer these ques-
tions. Appendix B, “Additional Resources,” lists relevant Apple Support articles and recom-
mended documents related to the topic of each lesson. You'll also find supplemental
exercise material for exercises in Lesson 20 and Lesson 23. An “Updates & Errata” docu-
ment will contain updates and corrections to the guide if any are available.

Exercise Setup

This guide is written so that both the self-paced learner and the attendee at an Apple
Authorized Training Center (AATC) or Apple Authorized Training Center for Education
(AATCE) can complete most of the exercises using the same techniques. Those attending
Yosemite 201 at an AATC or AATCE will have the appropriate exercise setup provided as
part of the training experience. Self-paced learners attempting these exercises will have to
set up an appropriate environment using their own equipment.


https://www.apple.com/support/osxserver/
https://help.apple.com/advancedserveradmin/mac/4.0/
http://www.apple.com/support
http://www.peachpit.com/redeem
https://help.apple.com/advancedserveradmin/mac/4.0/
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NOTE » Some of these exercises can be disruptive (for example, turning on the DHCP
service may prevent devices on the local network from being able to browse Internet),
and some exercises, if performed incorrectly, could result in data loss or damage to
files. As such, it's recommended that you perform these exercises on an isolated net-
work, using OS X computers and iOS devices that are not critical to your daily pro-
ductivity. Apple, Inc., and Peachpit Press are not responsible for any data loss or any
damage to any equipment that occurs as a direct or indirect result of following the
procedures described in this guide.

Mandatory Requirements

Here’s what you will need to complete the lessons in the guide:

>

Two Mac computers, each with OS X Yosemite. One Mac is referred to as your
“administrator computer,” and the Mac on which you will install OS X Server is
referred to as your “server computer” or, more simply, your “server.” After you are
done using your server computer with this guide, you should erase and reinstall OS X
on its startup volume before using it again in a production environment.

An Apple ID that is associated with a verified email address so you can obtain Apple
Push Notification service (APNs) certificates for Server app notifications and for the
Profile Manager service. You can create an Apple ID at the appropriate time during an
exercise if you don’t already have an Apple ID.

A valid licensed copy of OS X Server from the Mac App Store.

An Internet connection for obtaining APNs certificates for alerts and for the Profile
Manager service.

An isolated network or subnet with an exercise-specific configuration. This can be
facilitated with something as simple as a small network Wi-Fi router with multiple
Ethernet ports. For example, Apple AirPort Extreme would be a good choice. You can
find instructions for the general setup of an exercise network and specific instructions
for the configuration of AirPort Extreme at www.apple.com/airport-extreme.

A router (such as AirPort Extreme) to connect the small isolated network to the Inter-
net. It will be helpful to be familiar with how to configure it.

Two Ethernet network cables (to complete the NetInstall exercises); each Ethernet
cable will connect a Mac to the Ethernet switch.

Student Materials demonstration files, which you can download after registering your
guide with Peachpit. Instructions for registration and download are included in “Exer-

XXi
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cise 1.1 Configure OS X Before Installing OS X Server on Your Server Computer ” on
page 21.

Optional Add-Ons
If a specific resource is required for an optional exercise, it will be listed as a prerequisite at
the beginning of that exercise. Here are some examples:

» AniOS device to test access to OS X Server services, including the Profile Manager
service

» A Wi-Fi access point (preferably the same AirPort base station) to provide wireless
access for iOS devices to your private network

» For “Exercise 19.1 Configure the DHCP Service (Optional)” on page 544: To provide
DHCP on an extra isolated network: either an additional built-in Ethernet port on
your Mac (for example, if your server computer is a Mac Pro) or a USB to Ethernet
adapter or a Thunderbolt to Gigabit Ethernet Adapter; and an extra Ethernet network
switch

If you lack the equipment necessary to complete a given exercise, you are still encouraged
to read the step-by-step instructions and examine the screenshots to understand the pro-
cedures demonstrated.

Network Infrastructure

As was previously stated, the exercises require an isolated network. You should replicate
the instructor-led classroom environment, which is described in the next sections, as
closely as possible so that you do not need to translate between the exercise instructions
and your situation.

IPv4 Addresses

The instructor-led environment provides an IPv4 network with a gateway of 10.0.0.1 and
subnet mask of 255.255.255.0; if possible, configure your internal network with the same
parameters.

Many consumer-level routers are configured with a gateway of 192.168.1.1 and a subnet
mask of 255.255.255.0. You might not be able to change this on your router; in many cases
you will be able to replace the “10.0.0” portion of an IPv4 address in the exercise with a
value appropriate for your isolated network (for example, 192.168.1.171 instead of
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10.0.0.171 for a server address for student 17). You will need to remember to substitute
your network prefix throughout the exercises.

DHCP

The classroom DHCP service provides IPv4 addresses in the range of 10.0.0.180 to
10.0.0.254; if possible, configure your internal network’s DHCP service with the same
parameters. It will be helpful to know how to define the IP addresses of DNS servers being
provided by DHCP.

If you can configure your isolated network’s DHCP service, configure it to use a similar
range of IPv4 addresses. If you are unable to change the range of IPv4 addresses, there is a
possibility that the DHCP service will assign to a device an IPv4 address already in use by
your server computer or your administrator computer. This is another reason to keep your
network isolated; do not introduce new devices to it.

Domain Names

The exercises and reference material in this guide use the Internet domains
pretendco.com, pretendco.private, and megaglobalcorp.com, which are for learning envi-
ronments only; do not attempt to use these in your production environment.

The exercises are written in such a way that any existing DNS service on your isolated net-
work will be ignored so that you can experience your server setting up the DNS service for
itself.

Advanced Administrators

If you already have advanced server administration skills, you may choose to use different
settings, including your organization’s Internet domain (instead of pretendco.com), your
organization’s DNS service, and a different IPv4 address scheme, but be warned that this
introduces a high level of variability that the exercises cannot address in the given space,
and be prepared to modify the exercises on your own as necessary.

Exercise Order

The exercises in this guide are designed to be relatively independent of each other so that
you can perform them out of order or skip exercises you are not interested in. However,
some exercises you must perform in the correct order, and where appropriate, an exercise
lists these prerequisites. Here are some examples:
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About This Guide

You must perform all the exercises in Lesson 1 “Installing OS X Server” to install OS
X Server and configure your administrator computer before performing any other
exercises.

You must perform “Exercise 4.2 Configure an Open Directory Certificate Authority”
on page 152 and “Exercise 9.1 Create and Import Network Accounts” on page 292 to
create users who you will use in later exercises; otherwise, if the prerequisites for an
exercise include the user account used in the lesson, you can simply create those user
(and possibly) group accounts with the Server app’s Users pane.

Apple Training and Certification
The Apple Training and Certification program is designed to keep you at the forefront of

Apple technology. Certification creates a benchmark to demonstrate your proficiency in

specific Apple technologies and can give you a competitive edge in today’s evolving job
market.

Certification exams are delivered at Apple Authorized Training Centers around the world.

Reading this guide or attending the Yosemite 201 class will help prepare you to pass the OS
X Server Essentials 10.10 exam and become an Apple Certified Technical Coordinator.
Passing both this exam and the OS X Support Essentials 10.10 exam earns Apple Certified
Technical Coordinator (ACTC) 10.10 certification. This is the second level of the Apple
certification program for Mac professionals, which includes the following:

>

Apple Certified Support Professional (ACSP) certification verifies an understanding of
OS X core functionality and an ability to configure key services, perform basic trou-
bleshooting, and support multiple users with essential OS X capabilities. ACSP certifi-
cation is designed for the help desk professional, technical coordinator, or power user
who supports OS X users, manages networks, or provides technical support for the
Mac. Students earn ACSP certification by passing the OS X Support Essentials 10.10
exam. Visit http://training.apple.com/certification/osxyosemite to review the OS X
Support Essentials Exam Prep Guide. To prepare for this exam, attend the Yosemite
101 class or read Apple Pro Training Series: OS X Support Essentials 10.10.

Apple Certified Technical Coordinator (ACTC) certification verifies a foundation in
OS X and OS X Server core functionality and an ability to configure key services and
perform basic troubleshooting. ACTC certification is intended for OS X technical

coordinators and entry-level system administrators who maintain small to medium-


http://training.apple.com/certification/osxyosemite

About This Guide

size networks of computers using OS X Server. Students earn ACTC certification by
passing the OS X Support Essentials 10.10 exam and OS X Server Essentials 10.10
exam. Visit http://training.apple.com/certification/osxyosemite review the OS X
Server Essentials Exam Prep Guide.

MORE INFO » To read OS X technical white papers and learn more about all Apple
certifications, visit http://training.apple.com.

NOTE » Although all the questions in the OS X Server Essentials 10.10 exam are
based on material in this guide, nothing can substitute for time spent learning the
technology. After you read the guide or take the class, spend time increasing your
familiarity with OS X Server on your own to ensure your success on the certification
exam.
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Lesson 4

Configuring SSL Certificates

You can use OS X Server without doing any additional work
to secure its services. However, you can use the Secure Sock-
ets Layer (SSL) technology to prove your server’s identity to
client computers and devices and to encrypt communication
between your server and client computers and devices. This
lesson starts by describing the basics of SSL and then shows
you how to configure SSL certificates for use with OS X
Server.

Reference 4.1
Describe SSL Certificate Basics

You want the users who use your server’s services to trust
your server’s identity and to be able to encrypt network traf-
tic with your server.

The OS X solution is to use SSL, which is a system for trans-
mitting data securely between hosts. You can configure your
server to use an SSL certificate, which provides the ability to
use the SSL system.

An “SSL certificate” (also referred to as simply a “certificate”
is a file that identifies the certificate holder. A certificate
specifies the permitted use of the certificate and has an expi-
ration date. Importantly, a certificate includes a public key
infrastructure (PKI) public key.

GOALS

Describe the basics of
SSL certificates

Create a certificate
signing request

Create a self-signed SSL
certificate

Import a certificate
signed by a certificate
authority

Archive your certificate
Renew your certificate

Configure which
certificate your OS X
Server services use

PKI involves the use of public and private keys. Grossly simplified, a “key” is a cryptographic blob
of data, and within PKI, public and private keys are created in a way that they are mathematically
linked: Data encrypted with one key can be decrypted only by using the other key. If you can
decrypt data with one key, it proves that the data was encrypted with the other key. The public key is

123



124  Configuring SSL Certificates

made publicly available, and the private key should be kept private. Fortunately, all of this
encryption and decryption happens behind the scenes and is the basis for establishing
secure communications.

Here are some definitions:

«

A “digital identity” (or more simply, an “identity”) is an electronic means of identifying an
entity (such as a person or a server). An identity is the combination of a certificate (which
includes the public key) and the corresponding private key. If you don’t have your private
key, you can’t prove your identity. Similarly, if another entity has your private key, that
other entity can claim your identity, so be sure to keep your private key private!

Again simplifying, a “digital signature” is a cryptographic scheme that uses PKI private and
public keys to demonstrate that a given message (a digital file such as an SSL certificate)
has not been changed since the signature was generated. If a message, which has been
signed, changes or is otherwise tampered with, it will be clear that the signature no longer
matches the underlying data. Therefore, you can use a digital signature on a certificate to
prove its integrity.

A certificate must be either self-signed or signed by a “certification authority” (also known
as a “certificate authority” or, more simply, a “CA”). In other words, you can sign your own
certificate using your private key (remember that a certificate is a file that identifies the
holder of the certificate and includes the public key), or you can have someone else,
namely, a CA, use their private key to sign your certificate.

An “intermediate CA" is a CA whose certificate is signed by another CA. So, it’s possible to
have a hierarchical “chain” of certificates, where an intermediate CA, which in turn is
signed by yet another CA, signs a certificate.

In the following figure, the certificate for www.apple.com is signed by an intermediate CA
with the name of Symantec Class 3 EV SSL CA - G3, and that intermediate CA is signed by
a CA with the name of VeriSign Class 3 Public Primary Certification Authority - G5.


http://www.apple.com
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[ ] @ Ap
% ‘Safari is using an encrypted connection to www.apple.com.
™3 Store Support o
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o (] www.apple.com
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© This centificate is valid

- Trust

v Details

Apple Root Certifice
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- B c Private Organization
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rce  California
sty Cuparino
Strast Addrass 1 Infinita Loop
on Apple Inc
it Intarnet Sorvics for Axamal

Certificate Revocati Gommen Hame - wwwapple.com ification

nit Symantec Trust Network
ame  Symantes Class 3 EV SSLCA - G3

Hide Certificate

You can follow a chain of certificates, starting with a signed certificate, up to the inter-
mediate CA and ending at the top of the chain. The certificate chain ends with a CA that
signs its own certificate, which is called a “root CA” It is not required to have an inter-
mediate CA involved—you could simply have a root CA sign your certificate—but in prac-
tice, an intermediate CA is often involved.

How do you know if you can trust a CA? After all, since a root CA has signed its own SSL
certificate, this effectively means that the organization in control of a root CA simply
asserts that you should trust that it is who it claims to be.

The answer is that trust has to start somewhere. In OS X and iOS, Apple includes a collec-
tion of root and intermediate CAs that Apple has determined are worthy of trust (see the
Apple Root Certificate Program page on the Apple site for the acceptance process:
www.apple.com/certificateauthority/ca_program.html). Out of the box, your Mac comput-
ers and iOS devices are configured to trust those CAs. By extension, your Mac computers
and iOS devices also trust any certificate or intermediate CA whose certificate chain ends
with one of these CAs. In OS X, these trusted CAs are stored in the System Roots key-
chain. (See Lesson 8, “Keychain Management,” in Apple Pro Training Series: OS X Support
Essentials 10.10 for more information about the various keychains in OS X.) You can use
Keychain Access to view this collection of trusted root CAs. Open Keychain Access (in the
Utilities folder). In the upper-left Keychains column, click System Roots. Note that in the
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following figure the bottom of the window states that there are more than 200 trusted CAs
or intermediate CAs by default in Yosemite.

eoe Keychain Access
Click to unlock the System Roots keychain. Q
Keychains
& login A-Trust-nQual-03
& Local ltems. Root certificate authority
& system - Expires: Monday, August 17, 2015 at 6:00:00 PM Eastern Daylight Time
St Foon © This certiicate s valid
~ System Roots
Name ~ Kind Date Modified Expires
[ A-Trust-nQual-03 certificate - Aug 17, 2015, 6:00:00 P|
[l AAA Certificate Services certificate - Dec 31, 2028, 6:59:59 P|
[Z] AC Raiz Certicimara S.A. certificate - Apr 2, 2030, 5:42:02 PM
Gategory [5] Actalis Authentication Root CA certificate - Sep 22, 2030, 7:22:02 Al
A Al ltems [ AddTrust Class 1 CA Root certificate - May 30, 2020, 6:38:31 A
3| AddTrust External GA Root certificate - May 30, 2020, 6:48:38 A
/.. Passwords
" s Not [Z] AddTrust Public CA Root certificate - May 30, 2020, 6:41:50 A
ecure Notes [=] AddTrust Qualified CA Root certificate =) May 30, 2020, 6:44:50 A
[ My Certificates [5] Admin-Root-CA certificate - Nov 10, 2021, 2:51:07 Al
i Keys [5] AdminCA-CD-T01 certificate - Jan 25, 2016, 7:36:19 Al
L Certificates [l AffirmTrust Commercial certificate - Dec 31, 2030, 9:06:06 Al
[l AffirmTrust Networking certificate - Dec 31, 2030, 9:08:24 A|
[E] AffirmTrust Premium certificate - Dec 31, 2040, 9:10:36 Al
[ AffirmiTrust Premium ECC certificate - Dec 31, 2040, 9:20:24 Al
[ America Online Root Certification Authority 1 certificate - Nov 19, 2037, 3:43:00 P|
[ America Online Root Certfication Authority 2 certificate - Sep 29, 2037, 10:08:00/
[ Apple Root CA certificate - Feb 9, 2035, 4:40:36 PM
[=] Apple Root CA - G2 certificate = Apr 30, 2038, 2:10:09 P}
Apple Root CA - G3 certificate
\pp!
= i Copy 214 items.

MORE INFO » Some third-party software companies, such as Mozilla, do not use the
System Roots keychain and have their own mechanism to store CAs that their soft-
ware is configured to trust.

In Lesson 8 “Configuring Open Directory Services”, you will learn that when you config-
ure your server as an Open Directory master, the Server app automatically creates a new
CA and a new intermediate CA and uses the intermediate CA to sign a new SSL certificate
with your server’s host name as the common name (the Common Name value is part of
what identifies the certificate holder). It is recommended that if you haven’t engaged a
widely trusted CA to sign an SSL certificate for your server, you should use the SSL certifi-
cate signed by your Open Directory intermediate CA; in Lesson 10 “Configuring OS X
Server to Provide Device Management”, you will learn how to use the Trust Profile to con-
figure your iOS devices and OS X computers to trust your Open Directory CA and, by
extension, the intermediate CA and the new SSL certificate.

But what about computers and devices that are outside your control and that you cannot
configure? When people use computers and devices that are not configured to trust your
server’s self-signed SSL certificate or your server’s Open Directory CA or intermediate CA
and they try to securely access services on your server, they will still see a message that the
identity of your server cannot be verified.

One way to prove your identity is for your server to use an SSL certificate that’s signed by a
CA that most computers and devices are configured to trust or trust inherently.
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Deciding What Kind of Certificate to Use

Before going through the process of getting a widely trusted CA to sign a certificate for
you, consider the services you’ll use with the certificate, as well as the computers and devi-
ces that will access those services.

If you use a self-signed certificate, there is no additional server configuration to install the
certificate on your server, but you do need to configure each client to trust that self-signed
certificate. For a Mac client, this involves not only distributing the certificate to the Mac
and adding it to the System keychain but also configuring how the operating system (OS)
will trust the certificate.

NOTE » If you use a self-signed certificate and are not able to configure all devices to
trust that self-signed certificate, when users encounter a service that uses the self-
signed certificate, they will be presented with a dialog informing them that the certifi-
cate may not be trustworthy and that to access services they must click Continue. This
may undermine your efforts to train users not to automatically trust untrusted,
expired, or otherwise invalid certificates.

If you use a certificate signed by a widely trusted CA, you need to generate a certificate
signing request (CSR), submit the CSR to a CA, and then import the signed certificate.

Of course, it is possible to use a mix of certificates for different services; if your Websites
service responds to multiple host names, youd want a certificate for each host name that
you use for web services secured by SSL.

In all cases, you need to configure your server’s services to use the appropriate certificates.

The next section shows you how to obtain a certificate that’s signed by a widely trusted CA
so that you can use it to prove the identity of your server and to encrypt communications
between your server and the users of your server’s services.

Reference 4.2

Configuring SSL Certificates

Your server has a default SSL certificate that’s self-signed. That’s a good start, but no other
computers or devices will trust services that use that certificate without additional configu-
ration. To get a CA to sign a certificate, start by using the Server app to create a certificate
signing request. Specific steps to accomplish this objective follow in more detail, but gen-
erally they include the following:
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128 Configuring SSL Certificates

» Generating a new CSR
» Submitting your CSR to a CA that is generally trusted
» Importing the signed certificate

» Configuring your server’s services to use your newly signed certificate

The CA’s process of using your CSR and signing your SSL certificate with its own private
key includes verifying your identity (otherwise, why would anyone trust the CA if it signed
certificates from unverified entities?) and optionally charging you money.

To finish the story, computers and devices can now use your server’s services without get-
ting a warning that your SSL certificate is not verified (as long as those computers and
devices trust the CA you've chosen to sign your certificate). Additionally, your server and
the users of its services can use your server’s SSL certificate in the process of encrypting
communications for services that use that SSL certificate.

Before you start creating new certificates, take a moment to inspect what you already have.

Viewing Your Server’s Default Certificate

You can use the Server app to display certificates (if youre logged in at the server, you can
also use the Keychain Access app). By default, the Server app doesn’t display the default
certificate. To display all certificates, select Certificates in the Server app sidebar, and then
from the Action (gear icon) pop-up menu, choose Show All Certificates.
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Certificates

Settings

Secure services using: [ server17.pretendco.com - Self-signed

o

Trusted Certificates

Click (+) to get a trusted certificate

Show All Certificates

Once Show All Certificates is selected, you see your default certificate. In the following fig-
ure, the certificate has the server’s host name and expires in two years.

MORE INFO » When you use the Server app Change Host Name Assistant to change
your server’s host name, it automatically creates a new self-signed certificate for the
new host name.

Coentifearte

| Certificates

Settings

Secure services using: [ server17.pretendco.com - Self-signed B

Certificates

server17.pretendco.com - Self-signed

To get more details, double-click the certificate; alternatively, select it, click the Action
(gear icon) pop-up menu, and choose View Certificate. When you choose View Certificate,
the details of the certificate appear. You'll need to scroll to inspect all of the certificate’s
information.
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Costiffeatte

Not Valid

Algorithm
Parameters
Public Key
Exponent
Key
Key

Signature

Critica

Usag

Critica

Purpose

SHA1
MD5

Renew...

serverl7.pretendco.com

i Expires in 2 years

Tuesday, September 6, 2016 at 5:13:01 PM Eastern Daylight Time

RSA Encryption ( 1.2.840.113549.1.1.1)
nene

256 bytes : DE 12 FB A7 BC 2E 55 A9 ...
85537

2048 bits

Encrypt, Verify, Wrap, Derive

256 bytes : 8D C6 6F B3 56 F5 9E 11 ...

Key Usage (2.5.28.15)
YES
Digital Si Key ip! . Data Encip! , Key Cert Sign

Extended Key Usage ( 2.5.29.37 )
YES
Server Authentication ( 1.3.6.1.5.5.7.3.1)

7E FO 53 CO 37 A4 01 6C EA CF 3C 8E 36 92 07 A4 9E 46 B3 F8
7878 1AAQ BB 51 04 FB 07 08 25 4D B3 1A 58 DB

OK

Click OK to return to the Certificates pane.

The following figure illustrates what youd see after you configure your server as an Open
Directory master or replica. At first glance, it looks like there is just one additional certifi-
cate, the code signing certificate, but the certificate with the server’s host name is no longer
a self-signed certificate but a certificate signed by your Open Directory CA; that certificate
icon is blue, whereas the original self-signed certificate was bronze.

Cortfcate

Settings

Certificates

Secure services using:

Certificates

D server17.pretendco.com - server17.pretendco.com OD Intermediate CA
Expires 2 years

D server17.pretendco.com Code Signing Certificate - server17.pretendco.com OD Intermediate CA

[Z] server17.pretendco.com - server17.pretendco.com OD Intermediate CA
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Explaining Options for Adding New Certificates

In the Server app Certificates pane, if Show All Certificates is not selected in the Action
(gear icon) pop-up menu, then the text in the Trusted Certificates field instructs you to
“Click (+) to get a trusted certificate” This is the path to getting a CA to sign a certificate
for you.

NOTE » To reveal the menu choice to create a new self-signed certificate, you must
first click the Action (gear icon) pop-up menu and choose Show All Certificates.

After Show All Certificates has been selected, click Add (+) to reveal three menu com-
mands:

» Get a Trusted Certificate has the same effect as clicking Add (+) if Show All Certifi-
cates is not selected; it allows you to quickly generate a certificate signing request.

» Create a Certificate Identity is the command to choose to create a new self-signed cer-
tificate.

» Import a Certificate Identity allows you to import a signed certificate or a certificate
and private key that you've archived.

Get a Trusted Certificate...
Create a Certificate Identity. .
Import a Gertificate Identity...

e

Obtaining a Trusted Certificate
You can choose to get a CA to sign a certificate for you so that users around the world can
use your server’s services without being notified that your server’s identity is not verified.

NOTE » In versions of OS X Server previous to 2.2, you need to first create a self-
signed certificate and then create a CSR from that certificate. This process has been
streamlined as of OS X Server version 2.2. However, be aware that when you use the
following procedure to generate a CSR, the Server app generates a public and private
key pair, but it doesn’'t generate a self-signed certificate.

The path to generating a self-signed certificate depends on whether Show All Certificates
is selected in the Action (gear icon) pop-up menu:
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» If Show All Certificates is not selected, simply click Add (+) in the Certificates pane.

» If Show All Certificates is selected, click Add (+), and then choose Get a Trusted Cer-
tificate.

After that, you'll see the Get a Trusted Certificate wizard.

In the next pane you can enter all the information that is necessary to establish an identity.
A CA uses these details to verify your identity.

In the Host Name field, enter the host name you’ll use for the services that will use this
certificate. Use your organization’s full legal name for the Company or Organization field,
or if it’s for personal use, just use your full name. The Department field is flexible; you can
enter information such as your department name, but you should enter some value. To be
fully compliant with standards, do not abbreviate your state or province. The following
figure illustrates all of the fields completed.

Get a Trusted Certificate

Enter your company or personal information. The information is used to generate your CSR and will be
publicly viewable in your trusted certificate.

Host Name: server17.pretendco.com E
Contact Email Address: ladmin@server17.pretendco.com
Company or Organization:  Pretendco Project 17
Department:  Training
Town or City:  Philadelphia

State or Province: | PA

Country: | United States

Cancel Previous | (NESS

The next pane displays the text of your CSR, which you will submit to the CA of your
choice. You can wait and access this text later, or you can select and copy this text, or click
Save, now.
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Get a Trusted Certificate

Your certificate signing request (CSR) has been generated below. Provide it to your certificate vendor
when prompted.

————— BEGIN CERTIFICATE REQUEST-——-

+DCCAeACAQAWgbIxLDAQBkghKiGIWBBCOEWHWXNZG1pbkBZZXI2ZZXI KNy 5w
CmV@ZW5kY2BuY29tMRBWHQYDVQQDDBZzZX ] 2ZX I xNySwemVBZWSkY2BuY29tMR

GwYDVOQKDBROCMVBZWS KY28gUHI vamy j d CAXNZERMABGA1UECuwIVHIhakSpbm
FTATBONVBACMDFBoaWxhZGVscGhpY TELMAKGATUECAWCUEEXCZAIBGNVBAYTAL
MIIBIjANBgkahkiGSwBBAQEFAADCANBAMIIBCOKCAQEAOUSVUBNY fIbx07UGGD
'::Amzovw;a:gwwsczuuaqaMldIFgauTnIpARu(ng/+EENE.J 1gOWADTSK/

yx

Save...

After you click Finish, the Server app displays the pending request.

\' J Certificates

Settings

Secure services using: &l server17.pretendco.com - Self-signed

(]

Certificates
B server17 pretendco.com

server17.pretendco.com - Self-signed

If you didn’t copy the text of your CSR earlier, you can access it again: Select the certificate
that's marked “Pending,” click the Action (gear icon) pop-up menu, and choose View Cer-
tificate Signing Request (or just double-click the pending certificate item).
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server17.pretendco.com

Certificate Files

ved from your certificate vendor here.

Drag files n

Certificate Request

An encrypted message o a cenificate vendor when Edit...  Save...
ordering an SSL certifi
cancel (TN

Your course of action depends on how your CA accepts CSRs. If your CA allows you to
upload a text file, then use the Save dialog to save the CSR as a text file. If your CA requires
you to paste the text of the CA into a web form, click the disclosure triangle, and then copy
the text of the CSR.

Save As:  server17.pretendco.com.csr v
Tags:
Where: Documents a

¥ Certificate Signing Request

-——-BEGIN CERTIFICATE REQUEST-——

MIIC
+DCCARACAQAWGbIXLDAQBOkqghkiGIwdBCIEWHWxhZG1pbkBzZX12ZX I xNy 5w
CcmV@ZWSKY2BuY29tMREWHOYDVOODDBZ 2 ZX I 2ZX I xNy SwemV@ZWI KY2BUY29tMR
o
Gw'YDVOOKDBROCMVOZWSKY2B8gUHI vamy jd CAxNzERMABGATUECww IVHI haWspbm
ex
FTATBoNVBACMDFBoaWxhZGVscGhpYTELMAKGALUECAWCUEEXC2AIBgNVBAYTAL
VT
MIIBIjANBgkahkiGOwABAQEFAADCADBAMIIBCgKCAQEAoUevUBNY fIbxOTUGHD

HA
PwAm20vRSE4gwywSCZUX49a4YidIFgaQTol pAR4zCadg/+6ENE] igOWADTSK,
x

Cancel Save

You need to choose an appropriate CA for your organization’s needs (choosing a CA is
outside the scope of this guide), send the CSR to the CA, and prove your identity to the
CA. After some period of time, you will receive a signed certificate from the CA.
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Importing a Signed Certificate

Once you receive the signed certificate from the CA, it’s time to import it with the Server
app. If you are still at the list of certificates, double-click your pending certificate to reveal
the field into which you can drag your signed certificate.

NOTE » If the CA provides you with the certificate in text form rather than in a sepa-
rate file, you'll need to convert that text into a file. A quick way to do this is to select
and copy the text, open TextEdit, press Command-N to create a new file, and choose
Format > Make Plain Text (if that is an available command). Paste the text into the
text file, and save it with a .cer extension.

Double-click the pending CSR, and drag the file containing a signed certificate, as well as
any ancillary files provided by the CA, into the Certificate Files field (this is also where you
could import a certificate and private key that you've exported with Keychain Access).
Once the certificate is in the Certificate Files field, its color will be blue, as long as the top
of the certificate chain is a root CA that your server trusts.

server17.pretendco.com

Certificate Files

I 3 vendor certificate files will be added:
server17. pretendco.com.cer, Verisign Trial Intermediate Certi...

Certificate Request

An encrypted message sent to a certificate vendor when Edit... | Save..
ordering an SSL certificate

NOTE » If you click Edit next to Certificate Request and then click Edit in the con-
firming dialog, a new public and private key pair and a new CSR will be generated,
and you’ll lose the original CSR.

Click OK to save your changes.

Generating a Self-Signed Certificate

In addition to generating a CSR, you can also use the Server app to generate a new self-
signed certificate. This is useful if your server offers services at an alternative host name
that corresponds to your server’s Internet Protocol version 4 (IPv4) address or another
IPv4 address that your server is configured to use and if you have the ability to configure
computers and iOS devices to trust the self-signed certificate.
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MORE INFO » In versions of the Server app prior to version 2.2, the workflow was to
create a self-signed certificate, then generate a CSR, and finally replace the self-signed
certificate with the signed certificate. In version 2.2 and later, the Server app does not
offer a way to replace a self-signed certificate with a signed certificate.

In the Certificates pane, when you click Add (+) and choose Create a Certificate Identity,
you see a blank Name field.

NOTE » The Show All Certificates option must be selected in the Action (gear icon)
pop-up menu for the Create a Certificate Identity command to be available from the
Add (+) button.

0 Certificate Assistant

Create Your Certificate

Please specify some certificate information below:

Name: ‘:
Identity Type: = Self Signed Root B

Certificate Type: SSL Server B

Let me override defaults
{i.e. extensions, destination keychain, etc.}

Learn More...

Create

Enter the host name for the self-signed certificate, and then click Create.

NOTE » You can select the “Let me override defaults” checkbox if you have more spe-
cific needs, but for most purposes, the defaults will suffice.

At the warning that you are about to create a self-signed certificate, click Continue.

At the Conclusion window, click Done. Finally, click either Always Allow or Allow to
allow the Server app to copy the public and private key pair and the certificate from your
login keychain to the System keychain and to /private/etc/certificates/.

You'll see the certificate in the Certificates field, as long as the Show All Certificates option
is selected in the Action (gear icon) pop-up menu.
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Inspecting a Certificate

You can inspect your certificates with the Server app, as well as with the System keychain
of your server computer (the System keychain contains items that are not user specific and
that are available to all users of a system). The following figure shows a certificate that’s
been signed by a CA for test purposes. Note that the OS has not yet been configured to
trust the CA that signed this certificate.

server17.pretendco.com

Expires in 1 month

serveri7.pretendco.com

Issued by: VeriSign Trial Secure Server CA - G2

Expires: Wednesday, October 8, 2014 at 7:59:53 PM Eastern Daylight Time
© This certificate was signed by an untrusted Issuer

v Details

ry US

Pennsylvania
Philadelphia

" Pretendco Project 17

it Training

Common Name  server17.pretendco.com

/ Us
VeriSign, Inc.

it For Test Purposes Only. No assurances.

Unit  Terms of use at hitps://www.verisign.com/cps/testca ()08
ame  VeriSign Trial Secure Server GA - G2

1IFEF12AC000972B7BBCED7 71 E6CS 21 8B
3

SHA-1 with RSA Faervntion { 1.2 R40.113549.1.1. 51

Renew... | OK ]

You can also use Keychain Access to inspect a certificate and its associated private key.
Because the certificate and private key are stored in the System keychain on the server, you
need to log in directly on your server (or use a screen-sharing method to control your
server) to use Keychain Access to access the private key.

Keychain Access is in the /Applications/Utilities/ folder on your startup volume; you can

use Spotlight or Launchpad to search for it (in Launchpad, it is in the folder named Other).

Select the My Certificates category to filter the items that Keychain Access displays. If nec-
essary, toggle the show/hide button in the lower-left corner of the Keychain Access win-
dow until you can see all keychains. Select the System keychain to show items that are for
the entire system, not just for the user who is currently logged in.

At least three items are listed (if you provided an Apple ID for push notifications, you will
see more items):
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» com.apple.servermgrd, which is used for remote administration with the Server app

» A certificate named Server Fallback SSL Certificate, which the Server app automati-

cally uses if the default SSL certificate is removed

» An SSL certificate with the host name of your server

When you select a certificate that is not signed by a trusted CA, Keychain Access displays a
warning icon, along with the text that explains the issue. In the following figure, the warn-
ing for the self-signed certificate is “This certificate has not been verified by a third party”

[ IOX ] Keychain Access

t_‘] Click 10 unlock the System keychain,

Keychains

o login T | 88TVEr17.pretendco.com

& Local mems Seif-signed root certificate

@ System - Expires: Tuesday, Saptember 6, 2016 at 5:13:01 PM Eastern Daylight Time
&

This comiicate Nas not been varified by & Wi party)
©) system Roots C

Name ~ Kind Expires
» 5] com.apple.server.collabd certificato Sep 6, 2016, 5:10:03 PM
] com.apple.s...rservermgr xcode certificate Sep 6, 2016, 5:10:05 PM
» (8 com.apple.servermprd certificate Sep 7, 2015, 7:50:21 PM
Category b 2] Server Fallback SSL Certificate _ centificate. Sep 6, 2016, 5:08:52 PM
A Alltems » B serveri7 pratendco.com certificate

/ Tipemt : if , 2014, 7:59:59 PM
Pasewords ¥ [5] server!7.protendco.com certificate Oct 8, 2014, 7:59:59

Secure Notes
E] My Certificates
F Keys
4 Centificates

= +1 i Cony 6 items

Keychain
System

System
System
System

System

If you double-click your default self-signed SSL certificate to open it, you'll see a warning
icon and the text “This certificate has not been verified by a third party”




Cortyfocare

» Trust
v Details

Common Name
Country

Common Name

Country

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

server1?.pretendco.com

server17.pretendco.com

Self-signed root certificate

Expires: Tuesday, September 6, 2016 at 5:13:01 PM Eastern Daylight Time
This certificate has not been verified by a third party

serveri7.pretendco.com
us

server17.pretendco.com
us

3854454763
3

SHA-256 with RSA Encryption { 1.2.840.113549.1.1.11)
none

Sunday, September 7, 2014 at 5:13:01 PM Eastern Daylight Time
Tuesday, September &, 2016 at 5:13:01 PM Eastern Daylight Time
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If a service on your server uses this self-signed certificate, when users attempt to use serv-

ices that use that SSL certificate, they may be warned that your SSL certificate is not trus-

ted, as shown in the following figure.

|T

Safari can’t verify the identity of the website
“serveri7.pretendco.com”.

(-

anyway?

Show Certificate Cancel

The certificate for this website is invalid. You might be conneeting to a
website that is pretending ta be “server17.pretendco.com”, which could put
your confidential information at risk. Would you like to connect to the website

Continue

It's recommended to train your users that when they see an SSL warning, they should not

continue using the service that uses the unverified SSL certificate.

Archiving Your Certificate

Whether you have a self-signed certificate or a certificate signed by a CA, you should take

steps to archive your certificate and its private key. You may need to reinstall your server in

the future, or an administrator might accidentally remove your certificate and its private

key; if you have an archive of your certificate and private key, you can easily use the Server

app to re-import your certificate and its private key.

You use the Keychain Access app to export your certificate and private key. Keychain
Access prompts you to specify a password to protect your private key; it is recommended
that you use a strong password.
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You use the Server app to import the certificate and private key. You need to provide the
password that was entered when the certificate was exported in the first place; otherwise,
you will not be able to import.

Renewing Your Certificate

SSL certificates do not last forever. Luckily, it is simple to renew SSL certificates. The
Server app issues an alert when an SSL certificate expiration date approaches. To renew a
self-signed SSL certificate, simply click Renew when viewing the certificate in the Certifi-
cates pane or when viewing the alert.

_ ‘ Certificate "server17.pretendco.com” is expiring soon
L,

W 91446, 7:58 PM

Summary

The certificate "server17.pretendco.com” will expire on Wednesday, September 7, 2016. If this certificate is not replaced before the
expiration date, users will be unable to connect to services that use this certificate.
Actions

Renew the certificate Renew

Renew the certificate for *server17.pretendco.com” by replacing the certificate that is about to expire with a newly
created certificate

Once you click Renew, the Server app takes care of renewing the certificate, and the alert
displays that the issue has been resolved.

p . Certificate "server17.pretendco.com” is expiring soon
9/1/16, 7:58 PM

Summary

The certificate "server17.pretendco.com” will expire on Wednesday, September 7, 2018, If this certificate is not replaced before the
expiration date, users will be unable to connect to services that use this centificate.

Actions

o This issue has successfully been resolved.

NOTE » Do not click Renew for an Open Directory CA because this causes changes to
the CA properties, and your Open Directory intermediate CA will no longer be signed
by a trusted authority.
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If you have a certificate signed by a widely trusted CA, when you click Renew, you will see
the message that you need to generate a new CSR. See the earlier section “Obtaining a
Trusted Certificate” on page 131 for more details.

Renew Certificate

To renew this certificate, you will need to create a
certificate signing request.

U Continue

Configuring OS X Server Services to Use a Certificate
Once you have taken steps to obtain a signed certificate or create a new self-signed certifi-
cate or have configured your server as an Open Directory server, you should use the

Server app to configure services to use that certificate. You start in the Certificates pane of
the Server app.

With the pop-up menu, you can do either of the following:

» Choose one certificate to specify that all services use that certificate.

» Choose Custom to configure each service separately to use or not use a certificate.

Certificates

Settings
EELVMEESUREEERTELY o B server17.pretendco.com - VeriSign Trial Secure Server CA - G2 3

Custom...

[] server17.pretendco.com - Self-signed

Certificates
server17.pretendco.com - Self-signed

server17 pretendco.com - VeriSign Trial Secure Server CA - G2

The following figure shows an example of choosing Custom and then editing the value for
the default secure site of the Websites service. Note that there are some extra certificates in
the figure. This illustrates that you can configure your server to respond to requests at
multiple host names, create a certificate for each host name, and configure each secure site
to use the appropriate certificate.
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Service Certificate
™ Calendar and Contacts 2 server17.pretendco.co...Secure Server CA - G2 &
W Mail (IMAP and POP) 1 server17.pretendco.co...Secure Server CA - G2 &
W Mail (SMTP) d server17.pretendco.co...Secure Server CA - G2 &
& Messages ] server!7.pretendco.com - VeriSign Trial Secure Server CA - G2
% Websites (Server Wabsite - 55 v B server! 7.pretendco.com - Self-signed

cancel_ (D

You can use the Server app to configure the following OS X Server services to use SSL:

» Calendar and Contacts

» Mail IMAP and POP)

» Mail (SMTP)

» Messages

» Open Directory (appears only after starting Open Directory services)

» Websites

You will see in Lesson 20 “Hosting Websites” that you can granularly specify an SSL certifi-
cate for each website you host, and you can use the Profile Manager pane to specify the
SSL certificate to use for the Profile Manager service.

A few other services use SSL but do not appear in the Server app:

» com.apple.servermgrd (for remote administration with the Server app)
» VPN

» Xcode

Following the Certificate Chain

When choosing a CA to use, make sure that it's a root CA that most computers and devi-
ces are configured to trust. It’s not useful for you to have a CA sign your certificate if not
many computers or devices will trust that certificate. As an example, the following figure
shows how an SSL certificate signed by a trial CA appears in Keychain Access.
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[ ] [ ] server17.pretendco.com

serveri?7.pretendco.com
" | (issued by: Verisign Trial Secure Server CA - G2 )

Expires: Wednesday, October 8, 2014 at 7:58:58 PM Eastern Daylight Time
(& This certificate was signed by an untrusted issuar)

» Trust
v Details

Country US
State/Province  Pennsylvania
Locality Philadelphia
Organization  Pretendco Project 17
Organizational Unit Training
Common Name  server!7.pretendco.com

Country US
Organization VeriSign, Inc.
Organizational Unit For Test Purposes Only. No assurances
Organizational Unit  Terms of use at hitps:/www.verisign.com/cps/testca (c}09
Common Name VeriSign Trial Secure Server CA - G2

You can see that the “Issued by” field near the top of the window shows VeriSign Trial
Secure Server CA — G2. Note the red X icon and the text “This certificate was signed by an
untrusted issuer” This is a CA that is by default not trusted by computers and devices, so
even if you used this signed certificate for OS X Server services, the people who access
your services would experience trouble. In some cases, the service might silently fail, or the
user may be alerted that the identity of the service cannot be verified. The following figure
illustrates that on a client Mac Safari notifies the user that Safari can’t verify the identity of
the website.

Safari can’t verify the identity of the website
“server17.pretendco.com”.

ﬁ The certificate for this website is invalid. You might be connecting to a
L website that is pretending to be “server17.pretendco.com”, which could put

|7
L

your cenfidential information at risk. Would you like to connect to the website
anyway?

? Show Certificate Cancel Continue

If you click Show Certificate, Safari displays the certificate chain. The following figure
shows what you see when you select the server’s certificate at the bottom of the certificate
chain: that the certificate was signed by an untrusted issuer.
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= Safari can’t verify the identity of the website
“serveri7.pretendco.com”.

w The certificate for this website is invalid. You might be connecting to a
websita that is pratanding to ba “server17.pratandco.com”, which could put
your confidential information at risk. Would you like to connect to the website
anyway?

| Always trust “server17.pretendco.com” when connecting to “server17.pretendco.com™

& VeriSign Trial Secure Server Root CA - G2
L+ g VeriSign Trial Secure Server CA - G2
L _d servert7.pretendco.com

server1?, dco.com
Cortifiectte
p Issued by: VeriSign Trial Secure Server CA - G2
- Expires: Wednesday, October 8, 2014 at 7:59:58 PM Eastern Daylight

Time
€ This certificate was signed by an untrusted issuer

» Trust

» Details

? Hide Certificate Cancel Continue

The following figure illustrates that if you click the Details disclosure triangle, you’ll see
information about the identity of the certificate holder, as well as information about the
issuer (the entity that signed the certificate). In this case, the issuer’s common name is
VeriSign Trial Secure Server CA - G2.

- Safari can’t verify the identity of the website

“serveri7.pretendco.com”.

w The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “server17.pretendco.com”, which could put
your confidential information at risk. Would you like to connect to the website
anyway?

| Always trust "server17. m" when ing to “server17. .com!

£ VeriSign Trial Securs Server Root CA - G2
(= [ verisian Trial Securs Servar CA - G2 )

+ 3 server17.pretendco.com

Fireglonts serveri7.pretendco.com
+r | (1ssued by: verisign Trial Secure Server GA - G2 )
.| TExpires: Wednesday, October 8, 2014 at 7:58:59 PM Eastern Daylight
Time
@ This certificate was signed by an untrusted issuer
» Trust
¥ Details

Country US
State/Province Pennsylvania
Locality Philadelphia
Organization Pretendco Project 17
Organizational Unit Training
Common Name  serveri7.pretendco.com

Country US
Organization VeriSign, Inc.
Organizational Uit For Test Purposes Only. No assurances.
Organizational Unit_Terms of use at https://wwi.verisign.com/cps/testca (c)09
(Common Name  VeriSign Trial Secure Server GA - G2)

? Hide Certificate Cancel Continue
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When you select the certificate in the middle of the certificate chain, you see that this is an
intermediate CA; the window states “Intermediate certificate authority;” and the Issuer

Name information shows you that the common name of the issuer (or signer) is VeriSign
Trial Secure Server Root CA - G2.

b Trust
¥ Details

-

‘Safari can't verify the identity of the website “server17.pretendco.com”.

The certificate for this website is invalid. You might be connecting to a website that is
pretending to be “server17.pretendce.com”, which could put your confidential

infermation at risk. Would you like to connect to the website anyway?

| Always trust *VeriSign Trial Secure Server Root CA - G2*

+ [ VeriSign Trial Secure Server CA -
t+ @ servert7.pretendeo.com

VeriSign Trial Secure Server Root CA - G2

Root certificate authority

Expires: Saturday, March 31, 2020 at 7:50:59 PM Eastern Daylight Time
3 This root certificate is not trusted

Country
Organization
Organizational Unit
Common Name

us

VeriSign, Inc

For Test Purposes Only. No assurances
VeriSign Trial Secure Server Root CA - G2

Country
Organization
Organizational Unit

us
VeriSign, Inc.
For Test Purposes Only. No

(common Name

VeriSign Trial Secure Server Root GA - sz)

Serlal Number
Version

Signature Algorithm

Parameters

168164 A4 28 CA 12 DF AB 12 F1 8F B1 B8 35 54
3

SHA-1 with RSA Encryption { 1.2.840.113549.1.1.5)
nene

? Hide Certificate Cancel Continue

Finally, when you select the certificate at the top of the certificate chain, you see that this is
aroot CA; the window states “This root certificate is not trusted.” This root CA is not in
this computer’s System Root keychain, so Safari doesn't trust the intermediate CA, and it

doesn’t trust the serverl7.pretendco.com certificate either.

Expires: Saturday, March 31, 2029 at 7:59:59 PM Eastern Daylight Time

Cortglont VeriSign Trial Secure Server Root CA - G2
A Root certificate authority
(% This root certificate is not trusted )
» Trust

Since that example root CA is for trial use only, it is not recommended to configure your

Mac to always trust it outside of a learning or testing environment.
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Configuring Trust

You can configure your Mac to always trust a certificate for the currently logged-in user.
Returning to the previous example of your server using its self-signed SSL certificate for a
website, you can click Show Certificate and then select the “Always trust..” checkbox.

8 — =

Safari can't verify the identity of the website
“server17.pretendco.com”.

ﬁ The certificate for this website is invalid. You might be connecting to a

S website that is pretending to be “server17.pretendco.com”, which could put
your cenfidential infermation at risk. Would you like to connect to the website
anyway?

Always trust “server17.pretendco.com” when connecting to “server17.pretendco.com”

. server17 pretendco.com

B ertilot serveri7.pretendco.com
oot Self-signed root certificate
/| Expires: Saturday, September 1, 2018 at 8:00:50 PM Eastern Daylight

Time
This certificate has not been verified by a third party
» Trust
» Details

? Hide Certificate Cancel Continue

After you select “Always trust...,” OS X asks for your login credentials. After you success-
fully authenticate, OS X adds the certificate to your personal login keychain and configures
your system to always trust the certificate for SSL purposes so that your Mac trusts it when
you are logged in with the account that you were logged in as when you clicked the
“Always trust..” checkbox. This will not affect any other computers or devices or any other
users who log in to that Mac.

In Keychain Access, you can open and inspect the self-signed certificate you just added.
Note the blue plus (+) icon with the text that states the certificate is marked as trusted for
serverl7.pretendco.com.
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eCe server17.pretendco.com
server17.pretendco.com
Cortiote
o Self-signed root certificate
.| Expires: Saturday, September 1, 2018 at 8:00:50 PM Eastern Daylight Time
@ This certificate is marked as trusted for “server17.pretendco.com”
» Trust
v Details

Common Name serveri7.pretendco.com
Country US

Common Name  server!7.pretendce.com
Country US

Serial Number 4131473358
Version 3

Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters none

After you visit the site again in Safari, if you click the encryption icon in the Address and
Search field and then click Show Certificate, you see similar information.

[ ] server17.pretendco.com < 4E

Safari is using an encrypted connection to
serveri7.pretendco.com.

‘ .o Encryption with a digital certificate keeps information private as it's sent to or
. from the https website serveri7.pretendco.com.

ity server17.pretendco.com

serveri7.pretendco.com

Certiffectre N "
ot Self-signed root certificate
...| Expires: Saturday, September 1, 2018 at 8:00:50 PM Eastern Daylight
Time
© This certificate is marked as trusted for “server17.pretendco.com”
» Trust
( » Details

2 Hide Certificate [ ok |

Profile Manager
e e A

s an

A further option for Mac computers is to download and install the certificate in the System
keychain, with the “Always trust..” checkbox selected for SSL. Keep in mind that you
would need to do this for every Mac that uses SSL-enabled services from your server.

For an iOS device, when you open Safari to a page protected by the server’s self-signed
certificate, you can tap Details.
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Cannot Verify Server Identity
The identity of
“serveri?.pretendco.com” cannot be
verified by Safari. Review the certificate
details to continue.

Cancel

Details

Continue

Then tap Trust.
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Cancel Certificate Trust

{% server17.pretendco.com
<) Issued by IntermediateCA_SE...

Not Trusted

Expires 11/1/16, 12:31:56 PM

More Details

Now your iOS device is configured to trust that certificate.

Note that you can use a configuration profile to distribute a certificate to Mac computers
and i0S devices. This automatically configures the device to trust the certificate. See Les-
son 11 “Managing with Profile Manager” for more information about profiles.

See “Exercise 4.3 Configure Your Administrator Computer to Trust an SSL Certificate” on
page 159 for complete instructions.

Reference 4.3
Troubleshooting

Certificate Assistant uses the IPv4 address of the Mac from which you run the Server app,
so if you're using an administrator computer to configure a remote server and generate a
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new self-signed certificate, be sure to use the server’s host name and IP address where
appropriate.

When you configure your server as an Open Directory server, if you have a self-signed
certificate with your server’s host name in the certificate’s Common Name field, the Server
app replaces the original self-signed SSL certificate with a new certificate. This new certifi-
cate will be signed by a newly created intermediate CA associated with your server’s Open
Directory service.

However, if you have a certificate with your server’s host name in the certificate’s Common
Name field and the certificate is signed by a CA or an intermediate CA (that is not associ-
ated with your Open Directory service), then the Server app doesn’t replace it with a new
one signed by the Open Directory intermediate CA (however, the Server app still creates
the Open Directory CA and intermediate CA).

Each certificate has an expiration date; if the current date is later than a certificate’s expira-
tion date, the certificate is not valid.

MORE INFO » Some files associated with certificates are stored in /private/etc/certifi-
cates/, and possibly /private/var/root/Library/ Application Support/Certificate Author-
ity/, on your server.

Exercise 4.1
Examine the Default SSL Certificate

P> Prerequisites

» All exercises in Lesson 1 “Installing OS X Server”

» “Exercise 2.1 Create DNS Zones and Records” on page 71

In this exercise, you will examine the default self-signed certificate.

1 Perform these exercises on your administrator computer. If you do not already have a
connection to your server computer with the Server app on your administrator com-
puter, then connect to it with the following steps: Open the Server app on your
administrator computer, choose Manage > Connect to Server, select your server, click
Continue, provide administrator credentials (Administrator Name: ladmin Adminis-
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trator Password: ladminpw), deselect the “Remember this password” checkbox, and
then click Connect.

In the Server app sidebar, select Certificates.

Note that by default your server’s services use a certificate that is self-signed.

Settings

Secure services using: [l server17.pretendco.com - Self-signed

Click the Action (gear icon) menu, and choose Show All Certificates.

+ o= %

Show All Certificates

Select the self-signed certificate.

View the details of the certificate. Double-click the self-signed certificate, or click the
Action menu and choose View Certificate.
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e | server7 . pretendco.com

‘| Expiresin 2 years

server17.pretendco.com

Self-signed root certificate

Expires: Sunday, September 25, 2016 at 11:27:47 AM Central Daylight Time
This certificate has not been verified by a third party

Crtifioate

v Details

Common server17.pretendco.com
Countr  US

Common server17.pretendco.com
Countr  US

Serial Number 3612366655
Versio 3

Signature SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters none

Not Valid Before Friday, September 26, 2014 at 11:27:47 AM Central Daylight Time
Not Valid After Sunday, September 25, 2016 at 11:27:47 AM Central Daylight Time

Algorithm  RSA Encryption (1.2.840.113549.1.1.1)
Parameters none

Renew...

7 Click OK return to the Certificates pane.

Note that there is little identifying information associated with this certificate. For exam-
ple, there is no email address, organization name, department, or city. By default, no other
computer or device trusts this self-signed certificate. To use this self-signed certificate to
secure your server’s services, you could configure your client computers and devices to
trust this certificate.

Alternatively, you could click the Add (+) button and choose Get a Trusted Certificate,
send the resulting certificate signing request to a widely trusted certificate authority to
sign, and then import the signed certificate. However, this is outside the scope of this
guide, so the next exercise is a compromise between using a self-signed certificate with lit-
tle information and using a certificate signed by a widely trusted CA.

Exercise 4.2
Configure an Open Directory Certificate Authority

When you configure your server as an Open Directory (OD) master, the Server app auto-
matically creates an OD CA, an intermediate CA, a signed certificate, and a code signing
certificate that you can use with the Profile Manager service. When you enroll your Mac
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computer or your iOS device with your server’s Profile Manager service, your computer
automatically trusts your server’s OD CA. Additionally, if you bind your Mac to your OD
server, it automatically trusts your server’s OD CA. This guide has not yet covered binding
or enrolling, so in “Exercise 4.3 Configure Your Administrator Computer to Trust an SSL
Certificate” on page 159 you will use Safari to configure your administrator computer to
trust your server’s OD CA.

In this exercise, you will configure your OD CA. You will examine the new CA, the inter-
mediate CA, and two new certificates and verify that the Server app automatically removes
your server’s old default self-signed certificate, updates services to use the certificate signed
by the intermediate CA, and configures your server to trust the new certificates.

Configure Open Directory
Because the Server app creates keychain entries on your server, perform the following
steps on your server.

Correct DNS records are crucial to the proper functioning of Open Directory services, so
double-check DNS before starting the Open Directory service.

1 On your administrator computer, quit the Server app if it is open.

On your server computer, open Network Utility (use Spotlight if necessary).
Click the Lookup tab.

Enter your server’s host name in the field, and then click Lookup.

Confirm that your server’s IPv4 address is returned.

Enter your server’s primary IPv4 address in the field, and then click Lookup.

N~ o0 a A~ 0O DN

Confirm that your server’s host name is returned.

Once you've confirmed your DNS records, configure your server as an Open Directory
master.

1 On your server, open the Server app, select your server, click Continue, provide
administrator credentials (Administrator Name: ladmin, Administrator Password: lad-
minpw), deselect the “Remember this password” checkbox, and then click Connect.

2 Ifthe Server app does not display the list of advanced services, hover the pointer
above the word “Advanced” in the sidebar, and then click Show.
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10

Select Open Directory.

Click On to turn on the Open Directory service (or in the Server app sidebar, Control-
click Open Directory, and choose Start Open Directory Service).

Select “Create a new Open Directory domain,” and click Next.

In the Directory Administrator pane, deselect the checkbox “Remember this password
in my keychain”

Name: Directory Administrator
Account Name: diradmin
Password:
Verify:

(" Remember this password in my keychain )

Configure a password.

If your server is not accessible from the Internet, in the Directory Administrator pane,
enter diradminpw in the Password and Verify fields.

Of course, in a production environment, you should use a secure password and con-
sider using an account name different from the default “diradmin” so that it is more
difficult for unauthorized people to guess the username and password combination.

Click Next.

In the Organization Information pane, enter the appropriate information.

If the following fields do not already contain the information shown, enter it, and click
Next.

P Organization Name: Pretendco Project n (where n is your student number)

»  Admin Email Address: ladmin@servern.pretendco.com (where n is your student
number)

View the Confirm Settings pane, and click Set Up.

The Server app displays its progress in the lower-left corner of the Confirm Settings
pane.

When it has completed the configuration, the Server app displays the Settings tab of
the Open Directory pane, with your server listed as the master in the Servers list.
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6 Open Directory [ on |
ETE Locales

Access

Status: ® Available at server17.pretendco.com
Learn about configuring this service ©

Servers

ﬂ server17.pretendco.com (master)

Inspect the OD Certificates
Inspect the certificates that the Server app automatically created.

1 In the Server app sidebar, select Certificates.
2  Click the Action (gear icon) pop-up menu, and choose Show All Certificates.

3 Confirm that the “Secure services using” pop-up menu is no longer set to a self-signed
certificate but rather a certificate signed by your server’s OD intermediate CA.

Cortifcette

Certificates

-

Settings

Secure services using: [ server17.pretendco.com - server17.pretendco.com OD Intermediate CA

Certificates

EI server17.pretendco.com - server17.pretendco.com OD Intermediate CA

D server17.pretendco.com Code Signing Certificate - server17.pretendco.com OD Intermediate CA

4 Confirm that the self-signed certificate is no longer listed in the Certificates field.

5 Double-click the certificate with your server’s host name, signed by your OD inter-
mediate CA (the first entry in the Certificates field).
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server17.pretendco.com

Expires in 2 years

server17.pretendce.com
Issued by: IntormediateCA_SERVER17.PRETENDCO.COM_1

Expires: Sunday, September 25, 2016 at 1:06:07 PM Geniral Daylight Time
@ This certificate is valid

Gommon server17. pretendco.com
roUs
55 ladmin@serveri7.pretendco.com

IntermediateCA_SERVER17.PRETENDCO.COM_1
Pretendco Project 17

it MACOSX OpenDirectory Intermediate CA

55 ladmin@servert7.pretendco.com

or 3604109271
o 3

SHA-256 with RSA Encryption (1.2.840.113549.1.1.11)
s none

re Thursday, September 25, 2014 at 1:06:07 PM Central Daylight Time
After  Sunday, September 25, 2016 at 1:06:07 PM Central Daylight Time

Renow. ok ]

6 Confirm that in the Issuer Name section, the first field (which is the common name)
has a value made up of the following strings:

» “IntermediateCA_~

P Your server’s host name in all capital letters

> (‘_17)
7 Click OK to close the certificate information pane.
8 Double-click the code signing certificate (the second entry in the Certificates field).
9 Confirm that this is also issued by your OD intermediate CA.

Use Keychain Access to inspect your OD CA, your OD intermediate CA, and the two
signed certificates.

1 On your server, use a Spotlight search to open Keychain Access.

2 In the Keychains column, select System.

3 In the Category column, select My Certificates.

4 Select your OD CA. Its name is Pretendco Project n Open Directory Certificate

Authority (where # is your student number).
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[ N ) Keychain Access
[ | Glick to unlock the System keychain. Q
Keychains
@ login Pretendco Project 17 Open Directory Certificate Authority
@ Local ltems Root certificate authority
& System Expires: Thursday, September 26, 2019 at 1:06:05 PM Gentral Daylight Time
O This certificate has custom trust settings
=) System Roots
Name A Kind Expires Keychain
» [C] APSP:344dl1439-ebad-4572-b0c6-c0eEidcd405 certificate Sep 23,2015, 3:28:35 PM  System
Catego =] :GeGeB7cT n certificate Sep 23,2015, 3:28:30 PM _ System
4 A aory » [E] APSP:Bfdb9701-1050-44e8-8860-Bf54e3ebeeba certificate Sep 23,2015, 3:28:36 PM  System
! oms & :9catb17e-1 1 certificate Sep 23, 2015,3:28:35 PM  System
4. Passwords » [5] APSP:d7ef1bic-bafb-4b00-b8B0-0587f97532d1 cartificate Sep 23, 2015, 3:26:35 PM_ System
Secure Notes » [] com.apple.server.collabd certificate Sep 22, 2016, 3:35:52 PM_ System
Ll My Certificates. » [Z] com.apple.server.servermgr_xcode certificate Sep 22, 2016, 3:35:53 PM  System
i Keys » (7} com.apple.servermgrd certificate Sep 23,2015, 3:47:45 PM  System
[l Certificates » [5] IntermediateCA_SERVER17.PRETENDCO.COM_1 certificate Sep 26, 2019, 1:06:06 PM__ System
» 2] Server Fallback SSL Certificate certificate Sep 22, 2016, 3:35:21 PM
» [5] server17.pretendco.com cartificate Sep 25,2016, 1:06:07 PM  System
» [5] server17.pretendco.com Code Signing Certificate certificate Sep 24,2016, 1:06:28 PM  System
= + i Copy 13items.

Double-click your OD CA to examine it.

Confirm that the second line of text identifies it as “Root certificate authority” and
that the Subject Name information matches the Issuer Name information.

® ¢ ® Pretendco Project 17 Open Dirsctory Certificate Authority

Pretendco Project 17 Open Directory Certificate Authority

Common Name
Organization
Organizational Unit
Email Address

Common Name
Organization
Organizational Unit
Email Address

Serial Number
Version

Signature Algorithm

Cortifiate L i
Hant Root certificate authority
,_._, Expires: Thursday, September 26, 2019 at 1:06:05 PM Central Daylight
Time
© This certificate has custom trust settings
» Trust
v Details

Pretendco Project 17 Open Directory Certificate Authority
Pretendco Project 17

MACOSX OpenDirectory Root CA
ladmin@server17.pretendco.com

Pretendco Project 17 Open Directory Certificate Authority
Pretendco Project 17

MACOSX OpenDirectory Root CA
ladmin@server17.pretendco.com

1358348141
3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11 )

Note that the certificate’s color is bronze, which signifies that it is a root certificate.
Click the Trust disclosure triangle to display more details.

Confirm that your server is set to always trust this certificate.
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v Trust

©
)

When using this certificate: Always Trust

©

Secure Sockets Layer (SSL) Always Trust

10 Close your OD CA.
11 Double-click your OD intermediate CA.

12 Confirm that its second line of text identifies it as “Intermediate certificate authority”
Because your server trusts your OD CA and your OD CA signed this intermediate
CA, this certificate is marked as valid with a green checkmark.

Note that the color of the certificate is blue, which signifies that it is an intermediate or

leaf certificate.
() e IntermediateCA_SERVER17.PRETENDCO.COM_1
= IntermediateCA_SERVER17.PRETENDCO.COM_1
et Intermediate certificate authority
.| Expires: Thursday, September 26, 2019 at 1:06:06 PM Central Daylight

Time
@ This certificate is valid

b Trust

v Details

Common Name IntermediateCA_SERVER17.PRETENDCO.COM_1
Organization Pretendco Project 17
Organizational Unit  MACOSX OpenDirectory Intermediate CA
Email Address ladmin@server17.pretendco.com

Common Name Pretendco Project 17 Open Directory Certificate Authority
Organization Pretendco Project 17
Organizational Unit  MACOSX OpenDirectory Root CA
Email Address ladmin@server17.pretendco.com

Serial Number 1358348142
Version 3

Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)

13 Close your OD intermediate CA.
14 Double-click the certificate with your server’s host name.

15 Confirm that the second line of text indicates that it is signed by your OD intermedi-
ate CA. Your server is configured to trust your OD CA, which signed your OD inter-
mediate CA, which signed this certificate, so it is marked as valid with a green
checkmark.
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Certifeate

o

server17.pretendco.com

server17.pretendco.com
Issued by: IntermediateCA_SERVER17.PRETENDCO.COM_1
Expires: Sunday, September 25, 2016 at 1:06:07 PM Central Daylight Time

@ This certificate is valid

b Trust
v Details

Common Name
Country
Email Address

Common Name
Organization
Organizational Unit

Email Address

Serial Number
Version

Signature Algorithm

Parameters

server17.pretendco.com
us
ladmin@server17.pretendco.com

IntermediateCA_SERVER17.PRETENDCO.COM_1
Pretendco Project 17

MACOSX OpenDirectory Intermediate CA
ladmin@server17.pretendco.com

3604109271
3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
none

16 Double-click your code signing certificate, inspect it, and close it.
17 Quit Keychain Access.

In this exercise, you configured your server to be an Open Directory master. The Server
app automatically configured a new OD CA, intermediate CA, and two new certificates; it
removed your server’s old default self-signed certificate, and it updated services to use the
certificate signed by the intermediate CA. It automatically configured your server to trust
its own OD CA, which means that your server also trusts the OD intermediate CA and the
two other certificates that are signed by the OD intermediate CA.

Exercise 4.3
Configure Your Administrator Computer to Trust an SSL
Certificate

P> Prerequisite

» “Exercise 4.2 Configure an Open Directory Certificate Authority” on page
152

159
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NOTE » If you obtained a certificate from a widely trusted CA, you do not need to
perform this exercise.

In a production environment, it is best to use a valid SSL certificate that’s been signed by a
trusted CA. If that isn’t possible, you should configure your users’ computers and devices
to trust your server’s certificate so that your users do not get into the habit of configuring
their devices to trust unverified SSL certificates.

This lesson shows you how to configure an individual computer to trust your server’s OD
CA; it is beyond the scope of this exercise to show you how to replicate the end result on
multiple computers and devices.

Turn On the Web Service Temporarily

Turn on your server’s Websites service so you can quickly access the SSL certificate your
server’s services use.

1 In the Server app sidebar, Control-click Websites, and then choose Start Websites Ser-
vice.

& veN

([ &9 Websites A
@; T Start Websites Service

Visit Your Server’s Website Protected by SSL

In this exercise, you will use your administrator computer and confirm that you are using
your server’s DNS service; otherwise, you will not be able to connect to its web service
using its host name. Then you’ll open Safari to your server’s default HTTPS website.
Finally, you'll configure your administrator computer to trust the SSL certificate.

1 On your administrator computer, open System Preferences.
2 Open the Network pane.

3 Select the active network service, and confirm that your server’s IP address is listed for
the DNS Service value.

If you are using Wi-Fi, you need to click Advanced and then click the DNS tab to view
the DNS Service value.

4 Quit System Preferences.
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5 On your administrator computer, open Safari, and in the Address and Search
field, enter https://servern.pretendco.com (where n is your student number).

& https://server17.pretendco.com

6 Press Return to open the page.

Your certificate is not signed by a CA that your administrator computer is configured to
trust, so you’ll see the message that Safari can’t verify the identity of the website.

Safari can’t verify the identity of the website
“server17.pretendco.com”.
6 The certificate for this website is invalid. You might be connecting to a
E—\ > website that is pretending to be “server17.pretendco.com”, which could put
your confidential information at risk. Would you like to connect to the website
anyway?

? Show Certificate Cancel Continue

Configure Your Administrator Computer to Trust This SSL Certificate

Once you see the dialog that Safari can't verify the identity of the website, you can click
Show Certificate and configure the currently logged-in user to trust the SSL certificate
used by the website.

1 Click Show Certificate.

2 Note that the certificate with your server’s host name is marked in red, “This certifi-
cate was signed by an untrusted issuer”
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— Safari can’t verify the identity of the website
“server17.pretendco.com”.

i é The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “server17.pretendco.com”, which could put

your confidential information at risk. Would you like to connect to the website
anyway?

Always trust “server17.pretendco.com” when connecting to “server17.pretendco.com”

& Pretendco Project 17 Open Directory Certificate Authority
5 [@ IntermediateCA_SERVER17.PRETENDCO.COM_1
L E server17.pretendco.com

server17.pretendco.com
Issued by: IntermediateCA_SERVER17.PRETENDCO.COM_1
Expires: Sunday, September 25, 2016 at 1:06:07 PM Central Daylight Time

Certifivate

-

@ This certificate was signed by an untrusted issuer
b Trust
» Details
? Hide Certificate Cancel Continue

3 In the certificate chain, select your OD CA.
4 Click the Details disclosure triangle, and inspect the details.

5 Select the checkbox “Always trust ‘Pretendo Project n Open Directory Certificate
Authority” (where n is your student number).

Always trust “Pretendco Project 17 Open Directory Certificate Authority”

FX Pretendco Project 17 Open Directory Certificate Authority
L iE IntermediateCA_SERVER17.PRETENDCO.COM_1
— IE server17.pretendco.com

6 Click Continue.

7 Provide your login credentials, and click Update Settings.

This updates the settings for the currently logged-in user; this does not affect any
other user on this computer.

8 Confirm the Safari Address and Search field displays a lock icon, which indicates that
the page was opened using SSL.

@serverﬂ.pretendco.com ¢
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9 Keep Safari open for the next section of this exercise.

Confirm That Your Mac Trusts the SSL Certificate
To view the SSL certificate the Websites service is using, perform the following steps.

1 In the Safari Address and Search field, click the lock icon.

2 In the pane that informs you that Safari is using an encrypted connection, click Show
Certificate.

3 Conlfirm that the certificate is listed as valid with a green checkmark.

Safari is using an encrypted connection to
server17.pretendco.com.

E 6 Encryption with a digital certificate keeps information private as it's sent to or
— from the https website server17.pretendco.com.

L&) Pretendco Project 17 Open Directory Certificate Authority
- [E IntermediateCA_SERVER17.PRETENDCO.COM_1
L [E] servert7.pretendco.com

,(:w:////‘r/rlr' serveri7.pretendco.com
Issued by: IntermediateCA_SERVER17.PRETENDCO.COM_1
‘.| Expires: Sunday, September 25, 2016 at 1:06:07 PM Central Daylight Time
(0 This certificate is valld)
p Trust
» Details

? Hide Certificate “

4 Press Command-Q to quit Safari.

You confirmed that the Websites service uses the SSL certificate you configured in the pre-
vious exercise. You confirmed that by trusting a CA, you trust a certificate that was signed
by an intermediate CA that was signed by the CA (at least for the currently logged-in
user).

Exercise 4.4
Clean Up

To ensure that the rest of the exercises are consistent, turn off the Websites service.
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1 Inthe Server app sidebar, select the Websites service, and click Off to turn the service
off.

2 Confirm that no green status indicators appear next to the Websites service.

This indicates that the service is off.

You are ready to complete the tasks of any other lesson’s exercises.
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Connect to Server on a Mac, 109
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creating new record for website,
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restricting, 662
File servers
deploying disk images, 461
monitoring, 377
share points and, 370
File Sharing
ACLs in, 414
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permissions, 441

creating new location for shared
folders, 396-398
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Full file-level copy
backup styles, 183
Full image backup, 183
Full name
user accounts, 205

G

GID (group ID), 425
Gigabit Ethernet, 6
(see also Ethernet)
Globally unique ID (GUID), 425
Graphs
Caching service-related, 488
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troubleshooting, 218, 240
updating passwords for impor-
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Kerberos
basics, 286-288
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