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bandwidth management, 42

benefits of, 41

encryption, 42

subnet roaming, 42

access points, 38

association, wireless LANs, 122

bridges, compared, 139

configuring, 107

rogue access points, 173

SSID (service set identifier), 107

wireless LANs, 106–107

ad hoc wireless LANs, 117

air medium, 37-38

interfacing with, 59–64

signals, 31

AirMagnet, 172

AiroPeek, 172

alerts (SMS), 160

amplification, wireless transceivers, 69

analog signals, 56–57

antennas

directional antennas, wireless MANs, 

140–142

polarization, 142

wireless LANs, 110

wireless transceivers, 69

wireless WANs, 155–156

application connectivity software, 42–45

direct database connectivity, 44

terminal emulation, 43

wireless middleware, 44–45

application integration (SMS), 160

Application layer (Layer 7), OSI Refer-
ence Model, 52

applications, wireless applications, 14–
21

architectures, networks, 52–54

association, wireless LANs, 122

attacks

DoS (denial of service) attacks, 176–178

man-in-the-middle attacks, 174– 176

attenuation, light signals, 79

attributes, RF signals, 70–72

authentication, 171, 185

access controllers, 42

digital certificates, 41

IEEE 802.11 authentication, vunerabili-

ties, 185–186

IEEE 802.1x, 188–190

MAC filters, 187

public key cryptography, 187–188

RADIUS (Remote Authentication Dial-

In User Service), 42

wireless LANs, 121–122
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B
bandwidth, 55

bandwidth management, access control-
lers, 42

base stations, 31, 38–42

access points, 38

configurations, monitoring, 198

gateways, 39

passwords, assigning, 197

physically securing, 196–197

rogue base stations, identifying, 193

routers, 39

wireless WANs, 154–155

Bluetooth

wireless LANs, 97

wireless PANs, 96–98

interference, 98–101

specifications, 7

Bluetooth Special Interest Group (SIG), 
96

bridges

access points, compared, 139

wireless MANs, 138–140

Ethernet-to-wireless bridges, 139

workgroup bridges, 140

C
carrier sense access, DoS (denial of 
service) attacks, 176

carrier signals, 80

CDMA (code division multiple access), 
166

CDPD (Cellular Digital Packet Data)

cellular-based wireless WANs, 157–160

first generation cellular (1G cellular), 

158

second generation cellular (2G cellular), 

158

third generation cellular (3G cellular), 

159–161

CF (Compact Flash) cards, 36

CF (Compact Flash) form factors, wire-
less PANs, 90

client devices, 42

code division multiple access (CDMA), 
166

colleges, wireless LANs, application of, 
18

CF (Compact Flash) cards, 36

Compact Flash (CF) form factors, 
wireless PANs, 90

computer devices, 32

air mediums, 37–38

infrastructures, 38–48

management systems, 48–51

wireless networks, 31, 33–34

NICs (network interface cards), 

34–37

configuration

access points, 107

base stations, monitoring, 198

basic configurations, 14

management, management systems, 49

wireless devices, verifying, 192–193

bandwidth
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connections, 65–66

bridges, wireless MANs, 138–140

content delivery (SMS), 160

cryptography, 179

See also encryption, 179

public key cryptography, 187–188

CSMA/CA (carrier sense multiple ac-
cess with collision avoidance) protocol, 
118

D
data bundling, middleware, 45

data link layer (Layer 2), OSI Reference 
Model, 53

data rates

digital signals, 55

wireless PANs, 5

data signals, transferring, 65

data transmissions, air medium, inter-
facing with, 59–61

DCF (distributed coordination func-
tion), 118

Denial of Service (dos) threats, 171, 176-
178

deployment control, 198

DHCP (Dynamic Host Configuration 
Protocol), 108

digital certificates, 41

digital signals, 54–56

data rates, 55

throughput, 56

direct database connectivity, 44

direct sequence spread spectrum (DSSS) 
physical layers, 124

directional antennas, 140-142

polarization, 142

displaying information, 58

distributed coordination function 
(DCF), 118

distribution systems, 46–48, 106

doctors’ offices, wireless LANs, 113

DoS (denial of service) threats, 171, 176-
178

DSSS (direct sequence spread spectrum) 
physical layers, 124

Dynamic Host Configuration Protocol 
(DHCP), 108

E
educational institutions, wireless LANs, 
application of, 18

encryption, 171, 178–180

access controllers, 42

policies, 195

public key encryption, 

179–180, 187–188

symmetric encryption, 179

VPNs (virtual private networks), 185

WEP (Wired Equivalent Privacy), 178, 

181–183

TKIP (Temporal Key Integrity 

Protocol), 183–184

WPA (Wi-Fi Protected Access), 184

encryption
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end points, information flow, 57–58

end system support, middleware, 45

engineering, management systems, 51

enterprise systems, wireless PANs, 94

enterprise wireless LANs, 112–114

Ethernet, 106

Ethernet LANs, wireless LANs, 
compared, 8

Ethernet-to-wireless bridges, 139

F
FDMA (frequency division multiple 
access), 165

FHSS (frequency hopping spread 
spectrum) physical layers, 124

field services, wireless WANs, 
application of, 20-21

filters, MAC filters, 187

firewalls, 173

personal firewalls, implementing, 198

updating, 196

users, placing outside of, 195

first generation cellular (1G cellular), 
wireless WANs, 158

flow of information, wireless networks, 
57

air medium, 59–64

connections, 65–66

data signal transferrence, 65

end points, 57–58

form factors, NICs (network interface 
cards), 35-37

CF (CompactFlash) cards, 36

ISA (Industry-Standard Architecture), 

35

Mini-PCI cards, 35

PC Card, 35

PCI (Peripheral Component In-

terconnect), 35

fragmentation, wireless LANs, 123

frequencies, RF signals, 72

frequency bands, wireless LANs, 
choosing, 128

frequency division multiple access 
(FDMA), 165

frequency hopping spread spectrum 
(FHSS) physical layers, 124

FSK (frequency shift-keying), 81

full-duplex lines, 64

G-H
gateways, 39

hackers, 171

half-duplex lines, 64

health care industry, wireless LANs, 
application of, 17

help desks, management systems, 49

Hertz, 57

highly directional antennas, wireless 
MANs, 141–142

HiperLAN/2 (High Performance Radio 
LAN), wireless LANs, 131–133

end points, information flow
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home and small office systems

wireless LANs, 111-112

wireless PANs, 92

control, 93

Internet connections, 94

printing, 93–94

streaming multimedia, 92–93

synchronization, 92

hospitals, wireless LANs, 113

hotels, wireless LANs, 116

hotspots, public wireless LANs, 114

I
IEEE 802.11 standard

authentication, 185-186

wireless LANs, 9, 118–120

association, 122

authentication, 121–122

fragmentation, 123

MAC layer, 118–124

physical layers, 124–129

power save mode, 123

RTS/CTS, 122

scanning, 120

WEP, 122

wireless MANs, 145

IEEE 802.15 standard, wireless PANs, 
7, 95

IEEE 802.16, wireless MANs, 146–147

IEEE 802.1x, authentication, 188–190

impairments

light signals, 78

attenuation, 79

interference, 79

RF signals

interference, 73–74

multipath propagation, 74–76

Industry-Standard Architecture (ISA). 
See ISA (Industry-Standard 
Architecture)

information flow, 57

air medium, interfacing with, 59–64

connections, 65–66

data signals, transferring, 65

end points, 57–58

information signals, 54

analog signals, 56–57

digital signals, 54–56

Infrared Data Association (IrDA). See 
IrDA (Infrared Data Association)

infrastructure, wireless networks, 31

infrastructures, 38–48

access controllers, 40–42

application connectivity software, 

42–45

base stations, 38–42

distribution systems, 46–48

inputting information, 58

intelligent restarts, middleware, 45

interactivity (SMS), 160

interfacing with air medium, 59–64

interference

Bluetooth, minimizing, 98–101

light signals, 79

RF signals, 73–74

interference
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Internet connections, wireless PANs, 
home and small office systems, 94

Internet Protocol (IP) packet headers, 
routers, 108

interoperability, radio NICs, wireless 
LANs, 106

interviewing users, 192

inventory control, wireless LANs, 17

IP (Internet Protocol) packet headers, 
108

IPSec, 42

IrDA (Infrared Data Association), 
wireless PANs, 101–102

ISA (Industry-Standard Architecture), 
NICs (network interface cards), 35

L
LDAP (Lightweight Directory Access 
Protocol), 42

light signals, 69, 76

attributes, 76–77

benefits, 78

detriments, 78

impairments, 78

attenuation, 79

interference, 79

modulation, 80–83

FSK (frequency shift-keying), 81

OFDM (Orthogonal Frequency 

Division Multiplexing), 85

PSK (phase shift-keying), 82

QAM (quadrature amplitude 

modulation), 82–83

spread spectrum process, 83–85

UWB (ultrawideband) modulation, 

86

propagation, preparing for, 80–86

Lightweight Directory Access Protocol 
(LDAP), 42

local-area networks (LANs). See 
wireless LANs (local-area networks)

location-based services, wireless WANs, 
applications, 23

M
MAC filters, authentication, 187

MAC Layer (IEEE 802.11), wireless 
LANs, 118–124

maintenance, management systems, 51

management systems, 48–51

configuration management, 49

engineering, 51

help desk, 49

maintenance, 51

network monitoring, 50

reporting, 50

security, 48

man-in-the-middle attacks, 174– 176

medium access, 59

CSMA/CA (carrier sense multiple 

access with collision avoidance) 

protocol, 118

Internet connections, wireless PAN home and small office systems
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DCF (distributed coordination function), 

118

wireless LANs, 118–124

meteor burst communications, wireless 
WANs, 164

metropolitan-area networks (MANs). 
See wireless MANs (metropolitan-area 
networks)

middleware, 44–45

Mini-PCI cards, 35

mobile phones, multiple technology 
support, 167

modulation

signal propagation, preparing for, 80–86

wireless transceiver transmitters, 69

multipath propagation, 65

RF signals, 74–76

multiplexing, OFDM (Orthogonal 
Frequency Division Multiplexing), 146

N
NAT (Network Address Translation) 
protocol, 108

network architectures, 52–54

network interface cards (NICs). See 
NICs (network interface cards)

network layer (Layer 3), OSI Reference 
Model, 53

network monitoring, management 
systems, 50

NICs (network interface cards), 34–37

form factors, 35, 37

CF (Compact Flash) cards, 36

ISA (Industry-Standard Architec-

ture), 35

Mini-PCI cards, 35

PC Card, 35

PCI (Peripheral Component In-

terconnect), 35

radio NICs, wireless LANs, 106

nodes, data transmissions, 60

noise floors, 61

O-P
obstructions, light signals, 79

OFDM (Orthogonal Frequency Division 
Multiplexing), 146

Open System Interconnect (OSI) 
Reference Model, 52

optimization techniques, middleware, 45

OSI (Open System Interconnect) 
Reference Model, 52

packet radio systems, wireless MANs, 
144–145

passive monitoring threats, 171

passwords, base stations, assigning to, 
197

PC Cards, 35

PCI (Peripheral Component 
Interconnect) cards, 35

PCMCIA (Personal Computer Memory 
Card International Association), PC 
Cards, 35

penetration tests, performing, 194

penetration tests, performing
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personal firewalls, implementing, 198

personal-area networks (PANs). See 
wireless PANs (personal-area networks)

physical layer (Layer 1), OSI Reference 
Model, 53

Physical Layers (IEEE 802.11), wireless 
LANs, 124–129

point-to-multipoint systems, wireless 
MANs, 143–144

point-to-point systems, wireless MANs, 
142–143

polarization, antennas, 142

policies (security), 190–191

assessments, 191–194

base stations, 196–197

configuration monitoring, 198

password assignments, 197

deployment control, 198

encryption, 195

firewalls, 195

updating, 196

improvements, recommending, 194

penetration tests, 194

personal firewalls, implementing, 198

radio wave propagation, reducing, 197

reviewing, 191

rogue base stations, identifying, 193

security gaps, analyzing, 194

SSIDs, 197

system reviews, 192

users, interviewing, 192

wireless devices, configuration 

verifications, 192– 193

wireless DMZs (demilitarized zones), 

195

porpagation, multipath propogation, 65

power save mode, wireless LANs, 123

presentation layer (Layer 6), OSI 
Reference Model, 52

printing over wireless PANs, home and 
small office systems, 93–94

propagation, radio waves, reducing, 197

protocols, 41

PSK (phase shift-keying), 82

public key encryption, 179–180, 187-188

public networks, wireless networks, 
application of, 21

public wireless LANs, 114–116

Q-R
QAM (quadrature amplitude 

modulation), 82–83

radio frequency (RF) signals. See RF 
(radio frequency) signals

radio NICs

wireless LANs, 106

wireless PANs, 90

wireless WANs, 153–154

radio waves

propagation, reducing, 197

wireless PANs, 7

RADIUS (Remote Authentication 
Dial-In User Service), 42

real estate offices, wireless networks, 
application of, 19

personal firewalls, implementing
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receivers

transmitters, 69

wireless transceivers, 69

Remote Authentication Dial-In User 
Service (RADIUS), 42

repeaters, wireless LANs, 109–110

reporting, management systems, 50

residential gateways, 39

residential routers, 39

RF (radio frequency) signals, 69-70

attributes, 70–72

benefits, 72

detriments, 72

frequencies, 72

impairments

interference, 73–74

multipath propagation, 74–76

modulation, 80–83

FSK (frequency shift-keying), 81

OFDM (Ortogonal Frequency Divi-

sion Multiplexing), 85

PSK (phase shift-keying), 82

QAM (quadrature amplitude modula-

tion), 82–83

spread spectrum process, 83–85

UWB (ultrawideband), 86

Propagation, preparing for, 80–86

RF site surveys, enterprise wireless 
LANs, 113

rogue access points, 173

rogue base stations, identifying, 193

routers, 39

IP packet headers, 108

routing tables, 108

wireless LANs, 108–109

wireless PANs, 91

routing tables, 108

RTS/CTS, wireless LANs, 122

S
SanDisk Corporation, CF (Compact-
Flash) cards, 36

satellites

base stations, wireless WANs, 154–155

wireless WANs, 161–163

scanning wireless LANs, 120

screen shaping, middleware, 45

SDMA (spatial division multiple access), 
167

second generation cellular (2G cellular), 
wireless WANs, 158

security

authentication, 171, 185

access controllers, 42

digital certificates, 41

IEEE 802.11 authentication 

vunerabilities, 185–186

IEEE 802.1x, 188–190

MAC filters, 187

public key cryptography, 187– 188

encryption, 171, 178–180

access, 42

public key encryption, 179–180

symmetric encryption, 179

VPNs (virtual private networks), 185

security
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WEP, 183–184

WEP (Wired Equivalent Privacy), 

178, 181–183

WPA (Wi-Fi Protected Access), 184

firewalls, 173

management systems, 48

policies, 190–191

assessments, 191–194

base stations, 196–198

deployment control, 198

encryption, 195

firewalls, 195–196

improvement recommendations, 194

penetration tests, 194

personal firewalls, 198

radio wave propagation, 197

reviewing, 191

rogue base station identification, 193

security gap analysis, 194

SSIDs, 197

system reviews, 192

user interviews, 192

wireless device configuration ver-

ification, 192–193

wireless DMZs (demilitarized zones), 

195

subnet roaming, access controllers, 42

threats, 171

DoS (denial of service), 

171, 176–178

hackers, 171

man-in-the-middle attacks, 174– 176

passive monitoring, 171

snoopers, 172

traffic monitoring, 172

unauthorized access, 171–174

semidirectional antennas, wireless 
MANs, 141

service set identifier (SSID), access 
points, 107

session layer (Layer 5), OSI Reference 
Model, 53

short message service (SMS), 160

signals

air medium, 31

air mediums, 37–38

carrier signals, 80

information signals, 54

analog signals, 56–57

digital signals, 54–56

light, 69, 76

attenuation, 79

attributes, 76–77

benefits, 78

detriments, 78

impairments, 78

interference, 79

modulation, 80–83

FSK (frequency shift-keying), 81

OFDM (Orthogonal Frequency 

Division Multiplexing), 85

PSK (phase shift-keying), 82

QAM (quadrature amplitude 

modulation), 82–83

spread spectrum process, 83–85

UWB (ultrawideband), 86

propagation

preparing for, 80–86

security
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RF (radio frequency), 69-70

attributes, 70–72

benefits, 72

detriments, 72

frequencies, 72

interference, 73–74

multipath propagation, 74–76

transferring, 65

simplex links, 64

small office systems

wireless LANs, 111-112

wireless PANs, 92

control, 93

Internet connections, 94

printing, 93–94

streaming multimedia, 92–93

synchronization, 92

SMS (short message service), 160

snoopers, 172

space-based wireless WANs, 161

meteor burst communications, 164

satellites, 161–163

spatial division multiple access (SDMA). 
See SDMA (spatial division multiple 
access)

spread spectrum process, modulation, 
83–85

SSIDs (service set identifiers)

access points, 107

broadcasting, turning off, 197

storing information, 58

streaming multimedia, wireless PANs, 
home and small office systems, 92–93

subnet roaming, access controllers, 42

symmetric encryption, 179

synchronization, wireless PANs, home 
and small office systems, 92

T
TCP (Transmission Control Protocol), 
53

TDMA (time division multiple access), 
147, 166

telephone systems, 16

Temporal Key Integrity Protocol 
(TKIP), 183-184

terminal emulation, 43

third generation cellular (3G cellular), 
wireless WANs, 159–161

threats, 171

DoS (denial of service), 171, 176– 178

hackers, 171

man-in-the-middle attacks, 174– 176

passive monitoring, 171

snoopers, 172

traffic monitoring, 172

unauthorized access, 171–174

throughput, digital signals, 56

time-division multiple access (TDMA), 
147, 166

TKIP (Temporal Key Integrity 
Protocol), 183–184

traffic monitoring threats, 172

transceivers (wireless), 69-70

amplification, 69

transceivers (wireless)
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antennas, 69

transmitters, 69

wireless PANs, 6

transferring signals, 65

Transmission Control Protocol (TCP), 
53

transmissions, air medium, 31

transmitters, wireless transceivers, 69

transport layer (Layer 4), OSI 
Reference Model, 53

U
UMTSs (Universal Mobile Telecommu-
nications Systems), 159

unauthorized access threats, 171– 174

universities, wireless LANs, application 
of, 18

USB adapters, wireless PANs, 90–91

user devices

wireless LANs, 105

wireless PANs, 89–90

wireless WANs, 152

antennas, 155–156

base stations, 154–155

multiple technology support, 167

radio NICs, 153–154

users

interviewing, 192

wireless networks, 32

utility companies, wireless WANs, 
application of, 20

V-Z
vending companies, wireless WANs, 
application of, 21

voice over wireless, 16

VPNs (virtual private networks), 185

WEP (Wired Equivalent Privacy), 178, 
181–183

TKIP (Temporal Key Integrity Pro-

tocol), 183–184

wireless LANs, 122

wide-area networks (WANs). See 
wireless WANs (wide-area networks)

Wi-Fi (Wireless Fidelity)

wireless LANs, 9, 130-131

wireless MANs, 145

Wi-Fi Alliance, 130

Wi-Fi Protected Access (WPA), 130

Wired Equivalent Privacy (WEP). See 
WEP (Wired Equivalent Privacy)

wireless devices, configurations, 
verifying, 192–193

wireless DMZs (demilitarized zones), 
195

Wireless Fidelity (Wi-Fi). See Wi-Fi 
(Wireless Fidelity)

wireless LANs (local-area networks), 5, 
7-8, 105

access points, 106–107

ad hoc wireless LANs, 117

antennas, 110

applications, 14–21

educational institutions, 18

health care industry, 17

inventory control, 17

transceivers (wireless)
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benefits of, 24–27

Bluetooth, 97

enterprise LANs, 112–114

Ethernet LANs, compared, 8

frequency bands, choosing, 128

HiperLAN/2 (High Perfromance Radio 

LAN), 131–133

home and small office LANs, 111– 112

hospitals, 113

hotels, 116

IEEE 802.11 standard, 9, 118–120

association, 122

authentication, 121–122

fragmentation, 123

MAC layer, 118–124

physical layers, 124–129

power save mode, 123

RTS/CTS, 122

scanning, 120

WEP, 122

public wireless LANs, 114–116

radio NICs, 106

repeaters, 109–110

routers, 108–109

user devices, 105

Wi-Fi, 130–131

Wi-Fi (Wireless Fidelity), 9

wireless network types, compared, 

13–14

wireless MANs (metropolitan-area 
networks), 5, 9-11

applications, 14–21

benefits of, 24–27, 137

bridges, 138–140

access points, 139

Ethernet-to-wireless bridges, 139

workgroup bridges, 140

directional antennas, 140–142

IEEE 802.11 standard, 145

IEEE 802.16 standard, 146–147

packet radio systems, 144–145

point-to-multipoint systems, 143– 144

point-to-point systems, 142–143

technologies, 145

Wi-Fi, 145

wireless network types, compared, 

13–14

WISPs (Wireless Internet Service Pro-

viders), 10

wireless middleware, 44–45

wireless networks, 3–10

base stations, 31

benefits of, 24–27

computer devices, 31–34

air mediums, 37–38

infrastructures, 38–48

management systems, 48–51

computer devicesNICs (network 

interface cards), 34–37

information flow, 57

air medium, 59–64

connections, 65–66

data signal transferrence, 65

end points, 57–58

types, compared, 13–14

users, 32

wireless networks
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wireless PANs (personal-area 
networks), 5-7, 89

applications, 14–21

benefits of, 24–27

Bluetooth, 96–98

interference, 98–101

specifications, 7

data rates, 5

Enterprise systems, 94

home and small office systems, 92

control, 93

Internet connections, 94

printing, 93–94

streaming multimedia, 92–93

synchronization, 92

IEEE 802.15 standard, 7, 95

IrDA (infrared Data Association), 

101–102

radio NICs, 90

radio waves, 7

routers, 91

tranceivers, 6

USB adapters, 90–91

user devices, 89–90

wireless network types, compared, 

13–14

wireless transceivers, 69–70

wireless WANs (wide-area networks), 
5, 11-13, 151

applications, 14–21

field services, 20

location-based services, 23

utility companies, 20

vending companies, 21

benefits of, 24–27

CDMA (code division multiple access), 

166

CDPD (Cellular Digital Packet Data), 13

cellular-based wireless WANs, 157–160

first generation cellular

(1G cellular), 158

second generation cellular 

(2G cellular), 158

third generation cellular 

(3G cellular), 159–161

FDMA (frequency division multiple 

access), 165

SDMA (spatial division multiple 

access), 167

space-based wireless WANs, 161

meteor burst communications, 164

satellites, 161–163

TDMA (time division multiple access), 

166

technologies, 165

user devices, 152

antennas, 155–156

base stations, 154–155

multiple technology support, 167

radio NICs, 153–154

wirelss network types, compared, 13–14

WISPs (wireless Internet service 
providers), 10, 39

workgroup bridges, 140

WPA (Wi-Fi Protected Access), 130, 184

wireless PANs (Personal-Area Networks) 
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