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A

 

AAA (authentication, authorization, and 

accounting), 345–347

broadcast accounting, 357, 360

configuring, 348–360

ISDN callback with TACACS+, 366–370

Access Control Server (ACS), 346

access servers, 28

access VPNs, 384

access-list-number arguments, 127
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broadcast, 357, 360

configuring, 356

failed login, 359

full resource, 360

records, 359

resource failure stop, 359

TACACS+, 365–366

accounting, 346. 

 

See also

 

 AAA

ACLs (access control lists), configuring DDR with, 

129–132

ACS (Access Control Server), 346

addresses

helper, 59

IP, 59

NAT, 319–321

applying, 323–324

configuring, 321–329

dynamic, 336–341

order of operation, 322–323

overlapping, 335–336

overloading, 334

static, 333–334

TCP load distribution, 336

topologies, 330–333

PPP, 99

private, 410–417

translating, 326–327

ADSL (Asymmetric DSL), 7, 177

interference, 178–179

modulation, 178

overview of, 177–178

AES (Advanced Encryption Standard), 378

AH (authentication header), 375–377

AHDLC (Asynchronous High-Level Data Link 

Control), 84

algorithms

DES, 376

Diffie-helman, 376

SHA, 376

analog connections, 6

anti-replay, 375

applying NAT, 323–324

ARAP (AppleTalk Remote Access Protocol), 
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architecture
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ESP, 377

IKE, 378–380

transform sets, 381–382

transport mode, 380

tunnel mode, 381

arguments, methods, 349

assignment

custom queues to interfaces, 305

dialer lists, 127

priority lists to interfaces, 302

Asymmetric DSL. 

 

See

 

 ADSL

asynchronous callbacks, configuring, 102

asynchronous calls, configuring, 166–169

asynchronous communications, 16–17

asynchronous group interfaces, configuring, 167

Asynchronous High-Level Data Link Control 

(AHDLC), 84

asynchronous interfaces, 99

asynchronous lines, 37–40

asynchronous links, 98–102

AT command, 30

attribute-value (AV) pairs, 346

authentication. 

 

See also 

 

AAA

ARAP, 351

CHAP, 88

LCP, 86

method lists, 348

NASI, 351

PAP, 87

PPP, 102

configuring, 350

ISDN, 130

unidirectional, 137

RADIUS, 362

TACACS+, 361

authentication header (AH), 375–377

authorization. 

 

See also

 

 AAA

disabling, 355

reverse-Telnet, 355

TACACS+, 363–365

types of, 353

autoconfiguration of modems, 33–37. 

 

See also

 

 

configuration

autosensing, enabling, 98

AUX (auxiliary port), 28

AV (attribute-value) pairs, 346

avoidance, congestion, 389

 

B

 

backup

dial

load sharing, 273–280

primary line failures, 268–273

dialer profiles, 280–286

interfaces, 139–146, 263–267

primary links, 286–291

bandwidth. 

 

See also

 

 connections

ISDN, 116–118

management, 388

WFQ, 294–295

BAP (Bandwidth Allocation Protocol), 93

Basic Rate Interface (BRI), 5, 142–146

binding dialer profiles, 153–154

bit rates, 182

 

architecture
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branch offices, 3

analog connections, 6

cable modems, 8

DSL, 6–8

Frame Relay, 4

ISDN, 4–6

serial links, 4

BRI (Basic Rate Interface), 5, 142–146

Bridge Group Virtual Interface (BVI), 187

bridging, configuring, 64–68

broadcast accounting, configuring, 360

building labs

asynchronous communication, 16–17

LANs, 12

WANs, 13–16

bundling MPPP, 92

BVI (Bridge Group Virtual Interface), 187

 

C

 

CA (certification authority), 376

cables. 

 

See also

 

 connections

modems, 8, 53–54

bridging/routing configuration, 64–68

Cisco CMTS configuration, 57–64

DOCSIS hardware, 55–56

downstream/upstream, 54

modulation, 55

spectrums, 55

troubleshooting, 68–77

RJ-45, 22

call setup, ISDN, 122–123

callback

asynchronous, 102

ISDN/TACACS+, 366–370

PPP, 89

caller identification, 137

CAP (Carrier Amplitude and Phase), 178

CAR (Committed Access Rate), 390

Carrier Detect (CD), 29

Carrierless Amplitude and Phase 

(CAP), 178

carrier-to-noise ratio (CNR), 60

CCM (Cisco CallManager), 329

CCP (Compression Control Protocol), 90

CD (Carrier Detect), 29

CDSL (Consumer DSL), 7

central offices

analog connections, 6

DSL, 6–8

Frame Relay, 4

ISDN, 4–6

serial links, 4

central-site modems, configuring, 40–45

certification authority (CA), 376

channels

bandwidth, 61

ISDN, 116–118

CHAP (Challenge Handshake Authentication 

Protocol), 87

chat scripts, configuring, 32

chat-script command, 32

check bytes, 183

Cisco 6160 DSLAM system, 179–184

Cisco 6400 UAC, 184–186

Cisco CallManager (CCM), 329

Cisco CMTS, configuring, 57–64

 

Cisco CMTS, configuring
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Cisco VPN 3000 client, 434–437. 

 

See also

 

 VPNs

class-based WFQ, 388

classification of packets, 387–388

clearing IKE connections, 386

clients

Cisco VPN 3000, 384, 434–437

NAT/preshared keys, 425–430

VPNs, 425–430

clock rate command, 13

CNR (carrier-to-noise ratio), 60

commands

AT, 30

cable modems, 68–77

chat-script, 32

clock rate, 13

custom queuing, 303

dialer, 104

global configuration, 355

ISDN, 123–129

line, 29

modem autoconfigure, 34

priority queuing, 301

show controller, 13

show line, 29

show modemcap, 35

telnet, 27

transport input, 27

variance, 267

Committed Access Rate (CAR), 390

communication. 

 

See also

 

 connections

between DTE devices, 20

DCE-to-DCE, 20–21

components

Cisco 6160 DSLAM system, 179–184

Cisco 6400 UAC, 184–186

dialer profiles, 152–153

ISDN, 115–116

compression, 24–26, 305

link, 307

PPP, 90

ratios, 25

Compression Control Protocol (CCP), 90

CON (console port), 28

confidentiality, 375

configuration

AAA, 345–360, 366–370

accounting, 356, 365–366

asynchronous groups, 167

asynchronous interfaces, 99

asynchronous lines, 37–40

authentication

ARAP, 351

RADIUS, 362

TACACS+, 361

authorization

TACACS+, 363–365

types of, 353

backup dialer profiles, 280–286

bridging, 64–68

broadcast accounting, 360

central-site modems, 40–45

channels, 61

chat scripts, 32

Cisco 6160 DSLAM system, 179–184

Cisco 6400 UAC, 184–186

clockrates, 13

compression, 305–307

dialers

profiles, 155–162, 169–173

rotary groups, 156, 162–165

dynamic translation, 325

firewalls, 430–433

frequencies, 57
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interfaces

downstream, 63

modems, 29

internal modem lines, 168

IPSec router-to-router, 395–398

IRB over DSL, 194–196

ISDN, 123–129

call setup and teardown, 122–123

DDR, 129–132

identification, 136–137

interfaces, 139

PRI, 132–136

routing, 138–139

LANs, 12

line types, 28

local interface addressing, 99

modemcap database, 35

modems

autoconfiguration, 33–37

DCE, 26–33

NASI, 351

NAT, 319–321

applying, 323–324

dynamic, 336–341

order of operation, 322–323

overlapping, 335–336

overloading, 334

routers, 321–329

static, 333–334

TCP load distribution, 336

topologies, 330–333

PIX firewalls, 430–437

PPP, 94–96

asynchronous links, 98–102

enabling DDR, 104–110

initializing access servers, 97–98

interfaces, 102–104

PPPoA over DSL, 198–201, 204–217

PPPoE over DSL, 201–204

PRI, 166–169

priority queuing, 307–316

QoS for VPN support, 392

queuing

custom, 303–305, 310–313

priority, 300–302

WFQ, 298–300

RBE over DSL, 196–198

reverse-Telnet, 27, 355

RFC 1483 bridging over DSL, 

217–222

routing, 64–68

serial interfaces, 37–40

spectrum management, 62

SPIDs, 130

static routes, 165

static translation, 324

upstream input power level, 59

WANs, 13–16

congestion. 

 

See also

 

 troubleshooting

avoidance, 389

queuing, 294

custom queuing, 297–298

priority queuing, 295–296, 307–316

WFQ, 294–295

connections

ADSL modulation, 178

analog, 6

cables

bridging/routing configuration, 64–68

Cisco CMTS configuration, 57–64
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DOCSIS, 55–56

downstream/upstream, 54

modems, 8, 53–54

modulation, 55

spectrums, 55

troubleshooting, 68–77

DCE

configuring modems, 26–33

modem autoconfiguration, 33–37

DSL, 6–8

ADSL overview, 177–178

interference, 178–179

IRB over, 194–196

PPPoA over, 198–201, 204–217

PPPoE over, 201–204

RBE over, 196–198

RFC 1483 bridging over, 217–222

DTE-to-DCE wiring, 23–24

DTE-to-DTE wiring, 22–23

forward/reverse, 26

Frame Relay, 4, 13–16

IKE, 386

ISDN, 4–6, 115–116

bandwidth/channels, 116–118

BRI, 118–119, 142–146

call setup and teardown, 122–123

configuring, 123–129

DDR, 119–120, 129–132

dialing out with, 140–142

identification, 136–137

interfaces, 139

Layer 1, 121

Layer 2, 121

Layer 3, 122

layers, 120

PRI, 132–136

routing, 138–139

modems, 19–21

point-to-multipoint, 4

PPP, 83

asynchronous links, 98–102

configuring, 94–96

enabling DDR, 104–110

frames, 84, 94

initializing access servers, 97–98

interfaces, 102–104

LCP, 86–94

negotiation phases, 84–86

reverse Telnets, 41

serial links, 4

Telnet, 27. 

 

See also

 

 Telnet

connectors, RJ-45, 22

Consumer DSL (CDSL), 7

control

errors, 24–26

modem functions, 21

corporate users, 3

CPU utilization, IPSec, 385

CQ (custom queuing), 297–298, 303–313, 390–391

customization

AAA, 345–360, 366–370

accounting, 356, 365–366

asynchronous groups, 167

asynchronous interfaces, 99

asynchronous lines, 37–40

authentication

ARAP, 351

RADIUS, 362

TACACS+, 361

authorization

TACACS+, 363–365

types of, 353

 

connections

 

0732xixfinal.fm  Page 470  Monday, November 17, 2003  4:35 PM



 

471

 

backup dialer profiles, 280–286

bridging, 64–68

broadcast accounting, 360

central-site modems, 40–45

channels, 61

chat scripts, 32

Cisco 6160 DSLAM system, 179–184

Cisco 6400 UAC, 184–186

clockrates, 13

compression, 305–307

dialers

profiles, 155–162, 169–173

rotary groups, 156, 162–165

dynamic translation, 325

firewalls, 430–433

frequencies, 57

interfaces

downstream, 63

modems, 29

internal modem lines, 168

IPSec router-to-router, 395–398

IRB over DSL, 194–196

ISDN, 123–129

call setup and teardown, 122–123

DDR, 129–132

identification, 136–137

interfaces, 139

PRI, 132–136

routing, 138–139

LANs, 12

line types, 28

local interface addressing, 99

modemcap database, 35

modems

autoconfiguration, 33–37

DCE, 26–33

NASI, 351

NAT, 319–321

applying, 323–324

dynamic, 336–341

order of operation, 322–323

overlapping, 335–336

overloading, 334

routers, 321–329

static, 333–334

TCP load distribution, 336

topologies, 330–333

PIX firewalls, 430–437

PPP, 94–96

asynchronous links, 98–102

enabling DDR, 104–110

initializing access servers, 97–98

interfaces, 102–104

PPPoA over DSL, 198–201, 204–217

PPPoE over DSL, 201–204

PRI, 166–169

priority queuing, 307–316

QoS for VPN support, 392

queuing

custom, 303–305, 310–313

priority, 300–302

WFQ, 298–300

RBE over DSL, 196–198

reverse-Telnet, 27, 355

RFC 1483 bridging over DSL, 

217–222

routing, 64–68

serial interfaces, 37–40

spectrum management, 62

SPIDs, 130

static routes, 165

static translation, 324

upstream input power level, 59

WANs, 13–16
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data communications equipment, 13. 

 

See 

 

DCE

data compression, 24–26

Data Encryption Standard (DES), 376–378

Data Link Connection Identifier (DLCI), 4

Data Over Cable Service Interface Specifications 

(DOCSIS), 53, 65

data terminal equipment, 13. 

 

See 

 

DTE

databases, configuring, 35

DC (Demand Circuit), 138

DCE (data communications equipment)

DTE-to-DCE wiring, 23–24

modems

autoconfiguration, 33–37

configuring, 26–33

DDR (dial-on-demand routing)

dialer profiles, 151–152

binding, 153–154

components, 152–153

configuring, 155, 157–162, 169–173

limitations, 154–155

dialer rotary groups, 155–156, 162–165

ISDN, 119–120, 129–132

PPP, 104–110

triggering, 169

debugging. 

 

See also

 

 troubleshooting

PPP, 107

dedicated PPP sessions, configuring, 104

defining

custom queue lists, 303

IKE parameters, 393–394

interesting traffic, 163

interesting traffic patterns, 105

IPSec transform sets, 394

method lists for authentication, 348

passive interfaces, 165

priority lists, 301

Demand Circuit (DC), 138

deployment of NAT, 329

DES (Data Encryption Standard), 376–378

devices

AAA, 348–360

DCE, 23–24

DTE, 22–23

modem connections, 19–21

D-H (Diffie-Hellman) algorithm, 376

dial in/dial out, 110

dialed number identification service (DNIS), 360

dialer commands, 104

dialer lists, assigning, 127

dialer maps, configuring, 126

dialer pool interfaces

backup, 263

triggering, 264–267

dialer profiles, 151–152

backup, 280–286

binding, 153–154

components, 152–153

configuring, 155–162, 169–173

limitations, 154–155

dialer rotary groups, 155–156, 162–165

dialer-group-numbers, 127

dialing in, dialer profile sequences, 153

dialing out

dialer profile binding sequences, 153

with ISDN, 140–142

dial-on-demand routing. 

 

See

 

 DDR

differentiating forward/reverse connections, 26

Diffie-Hellman (D-H) algorithm, 376

Diffserv (DS), 390

 

data communications equipment
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digital modulation, 55

Digital Subscriber Line. 

 

See

 

 DSL

disabling

AAA, 348

authorization, 355

distribution, TCP load, 327–328

DLCI (Data Link Connection Identifier), 4

DMT2 (Discreet MultiTone 2 - Issue 2), 178

DNA (DoNotAge) bit, 138

DNIS (dialed number identification service), 360

DOCSIS (Data Over Cable Service Interface 

Specifications), 53, 65

downstream, 54

ADSL, 178

interfaces, 63

DS (DiffServ), 390

DSL (digital subscriber line), 6–8, 177

ADSL

modulation, 178

overview of, 177–178

architectures, 186–194

interference, 178–179

IRB, 194–196

PPPoA, 198–201, 204–217

PPPoE, 201–204

profiles, 181

protocols, 186–194

RBE, 196–198

RFC 1483 bridging, 217–222

DSLAM (DSL Access Multiplexer), 177–184

DTE (data terminal equipment), 13. 

 

See also

 

 

connections

DTE-to-DCE wiring, 23–24

DTE-to-DTE wiring, 22–23

dynamic NAT, 320, 336–341

dynamic translation, 324–325

 

E

 

EIA/TIA-232 serial interface (COM port), 25

EIGRP (Enhanced IGRP), load backup feature, 267

enabling

AAA, 348

autosensing, 98

backup for primary links, 286–291

DDR, 104–110

encapsulation, 99

full resource accounting, 360

password protection, 352

ports, 58

resource failure stop accounting, 359

Encapsulating Security Payload (ESP), 375–377

encapsulation, enabling PPP, 99

encryption

AES, 378

DES, 376

IPSec/GRE with NAT, 417–425

packets, 347

error control, 24–26. 

 

See also

 

 troubleshooting

ESF (Extended Super-Frame), 118

ESP (Encapsulating Security Payload), 375, 377

EXEC-stop records, 359

extranet VPNs, 384

 

F

 

failed login, generating accounting records for, 359

fields, PPP frames, 94

firewalls

Cisco PIX 500 series, 383

configuring, 430–433

flags, PPP, 98

 

flags, PPP
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floating static routes, 138, 266

flow-based WFQ, 388

formatting frames (PPP), 94

forward connections, 26

forward path, 54

Frame Relay, 4, 13–16

Frame Relay Traffic Shaping (FRTS), 392

frames

ESF, 118

PPP, 84, 94

SF, 118

frequencies, configuring, 57

FRTS (Frame Relay Traffic Shaping), 392

full resource accounting, enabling, 360

functional groups

BRI, 118

reference points, 119

functionality, disabling AAA, 348

functions, 21. 

 

See also

 

 commands

 

G

 

generation of interim accounting records, 359

global configuration commands, 355

GRE (Generic Routing Encapsulation), 417–425

groups

BRI functional, 118

dialer rotary, 155–156, 162–165

GTS (Generic Traffic Shaping), 389

 

H

 

hardware

Cisco 6160 DSLAM system, 179

DOCSIS, 55–56

HDC (Hybrid Fiber Coax), 54

HDSL (High Bit rate DSL), 7

helper addresses, Cisco CMTS configuration, 59

hosts, naming, 130

hubs, IPSec router-to-router hub and spoke, 404–410

 

I-K

 

ICMP (Internet Control Message Protocol), 109

IDB (interface description block), 155

identification, configuring, 136–137

idle timers, configuring, 126

IDSL (ISDN DSL), 7

IGRP (Interior gateway Routing Protocol), 267

IKE (Internet Key Exchange), 376–380

parameters, 393–394

troubleshooting, 386

Integrated Services Digital Network DSL (IDSL), 7

initializing cable modems, 73

input

login, 352

power level configuration, 59

inside global addresses, 321, 325

inside local addresses, 321

inside source addresses, 324–325

Integrated Routing and Bridging, 177, 194–196

Integrated Services Digital Network. 

 

See

 

 ISDN

integrity, 375

interactive PPP sessions, configuring, 104

 

floating static routes
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interesting traffic

DDR, 119

defining, 163

ISDN, 127

parameters, 105

interface description block (IDB), 155

interfaces

asynchronous

configuring, 99

groups, 167

backup, 263–267

BVI, 187

Cisco 6160 DSLAM system, 180

clockrates, 13

custom queues, 297–298

assigning to, 305

configuring, 303–313

dialer, 152

configuring, 158

creating, 168

formatting rotary groups, 163

downstream, 63

ISDN, 123–129, 139

method lists, 352

modems, 29

NASI, 351

passive, 165

PPP, 102–104

PRI

calls, 166–169

configuring, 132–136

priority lists, 302

priority queuing, 295–302

serial, 37–40

WFQ, 298–300

interference ADSL, 178–179

interim accounting records, generating, 359

interleaving delay parameter, Cisco 6160 DSLAM 

system, 183

internal modem lines, configuring, 168

Internet Key Exchange (IKE), 376–380

parameters, 393–394

troubleshooting, 386

Internet Protocol Security.

 

 See

 

 IPSec

Internet Security Association and Key Management 

Protocol (ISAKMP), 376

IP (Internet Protocol) addresses, 59

IP PHONE, deploying NAT, 329

IPSec (Internet Protocol Security). 

 

See also

 

 security

3DES, 378

AES, 378

AH, 377

architecture, 375–376

CPU utilization, 385

DES, 378

ESP, 377

GRE with NAT, 417–425

IKE, 378–380

L2TP over, 439–443

maintenance, 385–386

memory, 385

monitoring, 385–386

private addresses, 410–417

router-to-router 

configuration, 395–398

hub and spoke, 404–410

three full-mesh routers, 398–404

transform sets, 381–382, 394

transport mode, 380

tunnel mode, 381VPNs, 384

 

IPSec (Internet Protocol Security)
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IRB (Integrated Routing and Bridging), 177, 194–196

ISAKMP (Internet Security Association and Key 

Management Protocol), 376

ISDN (Integrated Services Digital Network), 4–6, 

115–116

bandwidth/channels, 116–118

BRI, 142–146

functional groups, 118

reference points, 119

call setup and teardown, 122–123

callback, 366–370

configuring, 123–129

DDR, 119–120, 129–132

dialing out with, 140–142

identification, 136–137

interfaces, 139

layers, 120

Layer 1, 121

Layer 2, 121

Layer 3, 122

PRI, 132–136, 166–169

routing, 138–139

 

L

 

L2TP (Layer 2 Tunneling Protocol) over IPSec, 439–

443

labs

asynchronous communication, 16–17

LANs, 12

WANs, 13–16

LANs (local area networks), creating, 12

Layer 1, ISDN, 121

Layer 2, ISDN, 121

Layer 2 Tunneling Protocol (L2TP) over IPSec, 439–

443

Layer 3 ISDN, 122

LCP (Link Control Protocol), 86–94

legacy DDR, advantages of dialer profiles 

over, 151

limitations of dialer profiles, 154–155

lines

applying method lists to, 352

cards, 181

command, 29

types, 29

link compression, 306–307

Link Control Protocol (LCP), 86–94

list-names, 349

lists

custom queues, 303

methods

AAA, 347. 

 

See also

 

 AAA

applying to interfaces/lines, 352

defining, 348

priority, 301

load backup features, routing, 266

load distribution, 327–328, 336

load sharing, configuring dial backup, 273–280

local area networks (LANs), creating, 12

local interface addressing, configuring, 99

login

authentication, 349

accounting records, 359

input, 352

 

IRB (Integrated Routing and Bridging)
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MAC (Media Access Control), 4

maintenance. 

 

See also

 

 troubleshooting

IPSec, 385–386

NAT, 329

QoS for VPNs, 393

management

bandwidth, 388

spectrums, 62

maps

classes, 152, 160

dialer, 126

margins, Cisco 6160 DSLAM system, 182

MD5 (Message Digest 5), 376

Media Access Control (MAC), 4

memory, IPSec, 385

method lists

AAA, 347. 

 

See also

 

 AAA

arguments, 349

defining, 348

interfaces/lines, 352

modem autoconfigure command, 34

modemcap database, configuring, 35

modems. 

 

See also

 

 connections

AT commands, 30

AUX port for EXEC dial-in connectivity, 45

cable, 53–54

bridging/routing configuration, 64–68

Cisco CMTS configuration, 57–64

DOCSIS hardware, 55–56

downstream/upstream, 54

modulation, 55

spectrums, 55

troubleshooting, 68–77

central-site, 40–45

compression, 24–26

connections, 19–21

DCE

autoconfiguration, 33–37

configuring, 26–33

error control, 24–26

internal lines, 168

modulation standards, 24

nonstandard commands, 31

speed, 25

modifying translation timeouts, 328

modulation, 55

ADSL, 178

QAM, 55

standards, 24

modules

AAA, 345–347

configuring, 348–360

monitoring, 385–386

IPSec, 385–386

NAT, 329

QoS VPN, 393

MPPC (Microsoft Point-to-Point Compression), 306

MPPP (Multilink PPP), 91. 

 

See also

 

 PPP

multiple routers, IPSec, 410–417

 

N

 

named method lists

accounting, 357

authorization, 354

naming hosts, 130

 

naming hosts
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NASI (NetWare Asynchronous Services Interface), 

351

NAT (Network Address Translation), 319–321

applying, 323–324

configuring, 321–329

dynamic, 336–341

IPSec with GRE, 417–425

maintenance, 329

monitoring, 329

order of operation, 322–323

overlapping, 335–336

overloading, 334

static, 333–334

TCP load distribution, 336

topologies, 330–333

negotiation phases, PPP, 84–86

NetWare Asynchronous Services Interface (NASI), 

351

Network Address Translation. 

 

See

 

 NAT

NETWORK records, 359

networks

AAA, 348–360

IPSec, 375

3DES, 378

AES, 378

AH, 377

architecture, 375–376

DES, 378

ESP, 377

IKE, 378–380

transform sets, 381–382

transport mode, 380

tunnel mode, 381

LANs, 12

VPNs, 382

WANs, 13–16

nonstandard modem commands, 31

NULL, suppressing, 359

numbering interfaces, 180

 

O

 

O4, 349–350

optimization

AAA, 345–360, 366–370

accounting, 356, 365–366

asynchronous groups, 167

asynchronous interfaces, 99

asynchronous lines, 37–40

authentication

ARAP, 351

RADIUS, 362

TACACS+, 361

authorization

TACACS+, 363–365

types of, 353

backup dialer profiles, 280–286

bridging, 64–68

broadcast accounting, 360

central-site modems, 40–45

channels, 61

chat scripts, 32

Cisco 6160 DSLAM system, 179–184

Cisco 6400 UAC, 184–186

clockrates, 13

compression, 305–307

dialers

profiles, 155–162, 169–173

rotary groups, 156, 162–165

dynamic translation, 325

firewalls, 430–433

 

NASI (NetWare Asynchronous Services Interface)
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frequencies, 57

interfaces

downstream, 63

modems, 29

internal modem lines, 168

IPSec router-to-router, 395–398

IRB over DSL, 194–196

ISDN, 123–129

call setup and teardown, 122–123

DDR, 129–132

identification, 136–137

interfaces, 139

PRI, 132–136

routing, 138–139

LANs, 12

line types, 28

links, 307

local interface addressing, 99

modemcap database, 35

modems

autoconfiguration, 33–37

DCE, 26–33

NASI, 351

NAT, 319–321

applying, 323–324

dynamic, 336–341

order of operation, 322–323

overlapping, 335–336

overloading, 334

routers, 321–329

static, 333–334

TCP load distribution, 336

topologies, 330–333

PIX firewalls, 430–437

PPP, 94–96

asynchronous links, 98–102

enabling DDR, 104–110

initializing access servers, 97–98

interfaces, 102–104

PPPoA over DSL, 198–201, 204–217

PPPoE over DSL, 201–204

PRI, 166–169

priority queuing, 307–316

QoS for VPN support, 392

queuing

custom, 303–305, 310–313

priority, 300–302

WFQ, 298–300

RBE over DSL, 196–198

reverse-Telnet, 27, 355

RFC 1483 bridging over DSL, 

217–222

routing, 64–68

serial interfaces, 37–40

spectrum management, 62

SPIDs, 130

static routes, 165

static translation, 324

traffic, 293–294

upstream input power level, 59

WANs, 13–16

origin authentication, 375

OSPF (Open Shortest Path First)

Demand Circuit, 138

load backup feature, 266

outside global addresses, 321

outside local addresses, 321

outside source lists, dynamic NAT, 336–341

 

outside source lists, dynamic NAT
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overlapping

addresses, 326–327

NAT, 335–336

overloading

inside global addresses, 325

NAT, 334

 

P

 

packets

classification, 387–388

encryption, 347

NAT, 321

PAP (Password Authentication Protocol), 87

parameters

IKE, 393–394

interfaces, 102–104

security protocols, 348

passive interfaces, 165

passwords, enabling protection, 352

payload compression, 306. 

 

See also

 

 compression

physical interfaces

backup, 263–267

dialer profiles, 153, 161

dialer rotary groups, 165

PIX firewalls

Cisco VPN 3000 clients, 434–437

configuring, 430–433

platforms, Cisco VPN 3000 series concentrators, 383–

384

point-to-multipoint connections, 4

Point-to-Point Protocol. 

 

See 

 

PPP

Point-to-Point Protocol over ATM. 

 

See

 

 PPPoA

Point-to-Point Protocol over Ethernet. 

 

See

 

 PPPoE

policers, traffic, 389

pools, dialer, 152

ports, enabling upstream, 58

PPP (Point-to-Point Protocol), 83

AAA, 350

authentication, 102

ISDN, 130

unidirectional, 137

configuring, 94–96

asynchronous links, 98–102

enabling DDR, 104–110

initializing access servers, 97–98

interfaces, 102–104

frames, 84, 94

LCP, 86–94

negotiation phases, 84–86

troubleshooting, 95, 107

verification, 95, 106

PPPoA (Point-to-Point Protocol over ATM), 177

DSL, 190

configuring over, 198–201, 204–217

PPPoE (Point-to-Point Protocol over Ethernet), 177, 

192, 201–204

PQ (priority queuing), 295–302, 391

preshared keys

NAT, 425–430

VPNs, 430–433

preventing routing updates, 169

PRI (Primary Rate Interface), 5

asynchronous calls/ISDN calls, 166–169

ISDN, 132–136

primary line failures, configuring dial backup,

268–273

primary links, enabling, 286–291

prioritizing traffic, 293–294

 

overlapping
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private addresses, IPSec, 410–417

privileged levels, enabling passwords, 352

profiles

dialer

binding, 153–154

components, 152–153

configuring, 155–162, 169–173

DDR, 151–152

limitations, 154–155

DSL, 181

protection, enabling passwords, 352

protocols

AAA, 346

ARAP, 351

BAP, 93

CCP, 90

CHAP, 87–88

DSL, 186–194

IDSN layers, 120

Layer 1, 121

Layer 2, 121

Layer 3, 122

IKE, 376

IPSec, 375

3DES, 378

AES, 378

AH, 377

architecture, 375–376

DES, 378

ESP, 377

IKE, 378–380

transform sets, 381–382

transport mode, 380

tunnel mode, 381

ISAKMP, 376

PAP, 87

PPP, 83

asynchronous links, 98–102

configuring, 94–96

enabling DDR, 104–110

frames, 94

framing, 84

initializing access servers, 97–98

interfaces, 102–104

LCP, 86–94

negotiation phases, 84–86

security parameters, 348

SLIP, 84

WFQ, 294–295

 

Q

 

QAM (Quadrature Amplitude Modulation), 55

QoS (Quality of Service)

VPNs, 387

bandwidth management, 388

CAR, 390

configuring, 392

congestion avoidance, 389

CQ, 390–391

DS, 390

FRTS, 392

monitoring, 393

packet classification, 387–388

PQ, 391

traffic shaping, 388–389

tunnels, 389

QPSK (Quadrature Phase Shift Keying), 55

 

QPSK (Quadrature Phase Shift Keying)
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queuing, 297–298

CQ, 390–391

custom, 303–313

operations, 294

custom queuing, 297–298

priority queuing, 295–296, 307–316

PQ, 391

priority, 300–302

WFQ, 388

configuring, 298–300

operations, 294

 

R

 

RADIUS (Remote Authentication Dial-in User 

Service), 362. 

 

See also

 

 AAA

RADSL (Rate-Adaptive DSL), 7

ratios, compression, 25

RBE (Routed Bridge Encapsulation), 177, 188, 196–

198

records

accounting

generating interim, 359

suppressing, 359

EXEC-stop, 359

NETWORK, 359

start-stop, 360

reference points, ISDN BRI, 119

remote office/branch office (ROBO), 5

reports, accounting, 356. 

 

See also

 

 AAA

resource failure stop accounting, enabling, 359

return paths, 54

reverse connections, 26

reverse paths, 54

reverse Telnet connections, 41

authorization, 355

configuring, 27

RFC 1483 bridging, 186, 217–222

RJ-45 connectors, 22

ROBO (remote office/branch office), 5

Routed Bridge Encapsulation. 

 

See

 

 RBE

routers. 

 

See also

 

 connections

AAA, 345–347

asynchronous interfaces, 99

back-to-back connections through AUX ports, 47

configuring, 348–360

dial in/dial out, 110

interfaces, 37–40

ISDN

configuring, 123–129, 138–139

DDR, 129–132

identification, 136–137

interfaces, 139

PRI, 132–136

NAT

applying, 323–324

configuring, 321–329

dynamic, 336–341

order of operation, 322–323

overlapping, 335–336

overloading, 334

static, 333–334

TCP load distribution, 336

topologies, 330–333

three full-mesh IPSec, 398–404

VPNs, 383, 425–430

WANs, 13–16

 

queuing
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router-to-router configuration

IPSec, 395–398

hub and spoke, 404–410

routes

floating static as backups, 266

static, 165

routing

configuring, 64–68

ISDN, 138–139

load backup, 266

updating, 169

RSA signatures, 376

 

S

 

SAs (Security Associations), IPSec, 385–386

scripts, configuring chat, 32

SDSL (Symmetric DSL), 7, 177

Secure Hash Algorithm (SHA), 376

security

AAA, 345–347

configuring, 348–360

firewalls (Cisco PIX 500 series), 383

IPSec, 375

3DES, 378

AES, 378

AH, 377

architecture, 375–376

DES, 378

ESP, 377

IKE, 378–380

transform sets, 381–382

transport mode, 380

tunnel mode, 381

protocols, 348

sequences, binding dialer profiles, 153–154

serial interfaces, configuring, 37–40

Serial Line Internet Protocol (SLIP), 84

serial links, 4

servers

access, 28

ACS, 346

NAT, 319–321

applying, 323–324

configuring, 321–329

dynamic, 336–341

order of operation, 322–323

overloading, 334–336

static, 333–334

TCP load distribution, 336

topologies, 330–333

RADIUS, 362

TACACS+

accounting, 365–366

authentication, 361

authorization, 363–365

ISDN callback, 366–370

services, configuring AAA, 348–360

sessions

accounting records, 359

PPP, 104

reverse-Telnet, 27, 41, 355

SF (Super-Frame), 118

SHA (Secure Hash Algorithm), 376

shaping traffic, 388–389, 392

sharing spectrums, 55

show controller command, 13

show line command, 29

show modemcap command, 35

signals, CD, 29

 

signals, CD
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site-to-site VPNs, 384

SLIP (Serial Line Internet Protocol), 84

SNR (signal-to-noise) ratio, 182

SOHO (small office/home office), 5

sp autoconfiguration, 36

spectrums

configuring, 62

sharing, 55

speed, modems, 25

SPIDs (Service Profile Identifiers), 130

spokes, 404–410

standards, modem modulation, 24

start-stop records, 360

static NAT, 333–334. 

 

See also

 

 NAT

static routes, configuring, 165

static translation, 324

Super-Frame (SF), 118

suppressing accounting records, 359

switches

AAA, 345–347, 348–360

types, 124

VPNs, 383

Symmetric DSL. 

 

See

 

 SDSL

system components, Cisco 6160 DSLAM system, 179

 

T

 

TACACS+

accounting, 365–366

authentication, 361

authorization, 363–365

ISDN callback, 366–370

TCP (Transmission Control Protocol)

headers, 306

load distribution, 327–328

NAT, 336

TDM (time-division multiplexing), 55

TDMA (time-division multiple access), 55

teardown, ISDN, 122–123

technologies, 3

analog connections, 6

cable modems, 8

DSL, 6–8

Frame Relay, 4

ISDN, 4–6

serial links, 4

telecommuters, 3

Telnet, reverse connections, 41

authorization, 355

configuring, 27

telnet command, 27

testing ICMP, 109

three full-mesh IPSec routers, 398–404

time-division multiple access (TDMA), 55

time-division multiplexing (TDM), 55

timeouts, modifying, 328

timers, configuring idle ISDN, 126

topologies, NAT, 330–333

tracking AAA, 356

traffic

custom queuing, 297–298

DDR, 119

interesting

defining, 163

ISDN, 127

interesting patterns, 105

policers, 389

 

site-to-site VPNs
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prioritizing, 293–294

priority queuing, 295–296

shaping, 388–392

WFQ, 294–295

training modes, Cisco 6160 DSLAM 

system, 184

transform sets, 381–382, 394

translation

addresses, 326–327

NAT. 

 

See

 

 NAT

timeouts, 328

transport input command, 27

transport mode, 380

triggering DDR calls, preventing routing updates 

from, 169

triggering dial backup, 264–267

triple DES (3DES), 378

troubleshooting

autoconfiguration, 36

backup

dialer profiles, 280–286

load sharing, 273–280

primary line failures, 268–273, 286–291

cable modems, 68–77

compression, 305–307

congestion

custom queuing, 297–298

PQ, 295–296

priority, 307–316

queuing, 294

WFQ, 294–295

DSL interference, 178–179

error control, 24–26

IKE, 386

interfaces

backup, 263

triggering backup, 264–267

IPSec, 385–386

NAT, 329

PPP, 95, 107

QoS for VPNs, 393

traffic prioritization, 293–294

TTY (asynchronous port), 28

tunnels

GRE, 417–425

L2TP over IPSec, 439–443

modes, 381

QoS for VPN, 389

types

of authorization, 353

of switches, 124

of users, 3

 

U

 

UAC (Universal Access Concentrator), 177, 184–186

UARTs (Universal Asynchronous Receiver 

Transmitters), 25

unidirectional PPP authentication, 137

uninteresting traffic, DDR, 119

updating routing, preventing, 169

upstream, 54

ADSL, 178

channel bandwidth configuration, 61

frequencies, 57

input power level configuration, 59

ports, 58

users, types of, 3

 

users, types of
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V

 

value flags, PPP, 98

variance command, 267

VDSL (Very High Bit Rate DSL), 7

verification

ISDN configuration, 134

PPP, 95, 106

PPP configuration, 101

VPNs (virtual private networks), 382

Cisco PIX 500 series firewalls, 383

Cisco VPN 3000 client, 384

Cisco VPN 3000 series concentrators, 

383–384PIX firewalls, 430–433

QoS, 387

bandwidth management, 388

CAR, 390

configuring, 392

congestion avoidance, 389

CQ, 390–391

DS, 390

FRTS, 392

monitoring, 393

packet classification, 387–388

PQ, 391

traffic shaping, 388–389

tunnels, 389

routers, 383

switches, 383

vty (virtual terminal), 28

 

W-Z

 

WANs (wide area networks)

compression, 305–307

creating, 13–16

WFQ (Weighted Fair Queuing), 294–300, 388

wireless communications, 3

wiring. 

 

See also

 

 cables

DTE-to-DCE, 23–24

DTE-to-DTE, 22–23

 

value flags, PPP
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