
Symbols

*69, 17
µ-law, 9, 151

converting to a-law, 10

Numerics
3PCCs (third-party call controllers), 283
23B+D, 68
64 kbps PCM, 9
800 call queries, example, 113–114
800 databases, 84
800 number services, 122
802.1x device authentication, 229–230
900 number services, 122

A
AAA, 208–209
access control lists. See ACLs
access protocols, ISDN, 64

access interfaces, 66–68
call disconnect, 73
call setup, 71–72
L2/L3 specifications, 68–69
Q.931 messages, 69–71
services, 65
supplementary services, 65

accessing Centrex services, 121
accounting, 208

RADIUS, Cisco SPS interface, 215–217
accumulated noise, 8
ACD (automatic call distribution), 121
ACK requests, 272
acknowledgments, 199
ACLs (access control lists), 184

ACM (Address Complete Message), 16
adaptive differential pulse code modulation 

(ADPCM), 151
added number (POTS), 118
address signaling

Bell System MF method, 57–58
CCITT No. 5 method, 60
service circuits, 55

address translation, H.323, 248
addressing

data link layer, 134
SIP, 271–272

admission control
H.323, 248
RAS signaling, 253

ADPCM (adaptive differential pulse code 
modulation), 151

advanced call control commands (MGCP), 304
advanced enterprise applications, 365–369
Advanced Intelligent Network (AIN), 324
AH (Authentication Header), 226
AHT (average handle time), erlangs, 337
AIN (Advanced Intelligent Network), 324
a-law, 9, 151
ALG (Application-Layer Gateways), 236
A-links, 87

SS7 signaling traffic termination, 330
Allow header (SIP), 292
AMA (Automatic Messaging Accounting) 

records, 210
analog signaling, 7

accumulated noise, 8
line noise, 7
lost tones, 11
PCM (pulse code modulation), 149
sampling, 149



analog trunks
R2 signaling, 61–62
supervision signaling, 56
TASI, CCITT No. 5 signaling, 58–59

ANFs (additional network features), QSIG, 
74–75

ANM (Answer Message), 16
announcements, service circuits, 55
AORs, 285
APIs (application programming interfaces), 

VSC, 332
application layer (OSI Reference model), 130

networking protocols, 30
applications

enabled on packet voice network 
architecture, 325

IP phones, 354
soft phone, 354
VSC, 332

architecture
OTP, 323

call-control plane, 324
packet voice networks, H.323 clients, 329
QSIG, 74

ARP (Address Resolution Protocol), IP 
network infrastructure, protecting, 
231–232

ARS (Automatic Route Selection), 43
ASEs (Application Service Element), 110
ASR (application-specific routing), 249
associated signaling, 85
asymmetric keys, 222–223
ATIS (Alliance for Telecommunications 

Industry Solutions), 211
attributes of QSIG, 73
AUCX (AuditConnection) command, 309
audio codecs, H.323, 246

audiographics conferencing, 246
AUEP (AuditEndpoint) command, 308
authentication, 208

802.1x, 229–230
certificates, 224
digital signatures, 223
IPsec, 226
public-key cryptography, 222

asymmetric keys, 222–223
certificates, 224
digital signatures, 223
IPsec, 226
SRTP protocol, 227
TLS protocol, 224–225

RADIUS, 209–210
shared-key, 222

authenticity as security requirement, 221
authorization, 123, 208
automatic call distribution (ACD), 
automatic callback, 17

CLASS, 119
automatic recall (CLASS), 119
availability, presence service, 297

related SIP extensions, 298
average rate (CAR), 188

B
B-links, 87
B channel, 12
B2BUA, server mode operation, 283–284
backbone, 197

high-speed transport, 197–198
routing protocols, 139

backbone QoS, 200
backhaul, 343
Backward Indicator Bits (BIBs), 92
backward messages, H.225, 254
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Backward Sequence Number (BSN), 92
backward signaling

Bell System MF, 56
inter-register signals, 64

bandwidth
bursty protocols, 133
wasted, 157

bandwidth consumption, IP Tax, 172
bandwidth control

H.323, 248
RAS, 253

basic call control commands (MGCP), 303
basic MGCP call flow, 311–313
basic services, ISUP, 105
bearer, 324
bearer channel, 11–12
bearer control plane (Cisco Packet Telephony 

architecture), 324
bearer services, ISDN, 65
BECN-based throttling, 193
Bell, Alexander Graham, 5
Bell System MF signaling, 55

address signaling, 57–58
digital trunks, 57
supervision signals, 55–57

Bellcore (Bell Communications Research), 
118

BGP (Border Gateway Protocol), 138
BIBs (Backward Indicator Bits), 92
billing

AMA records, 210
CDRs, 210
Cisco SPS case study, 213–217
long distance services, 123
mediation services, 218–219

bits, robbing, 57
blacklists, 216
blocking, 17, 194
Border Gateway Protocol (BGP), 138
BOWIE.net (case study), 356–357
BPDU Guard, protecting IP network 

infrastructure, 232–233
BRI (Basic Rate Interface), 11–12

reference points, 66–67
bridge links, 87
bridging, 132–134
broadcast packets, 133
BSN (Backward Sequence Number), 92

BT (British Telecom), E&M signaling, 50
Type I, 51
Type II, 52
Type III, 52
Type IV, 53
Type V, 54

burst size, defining, 188
bursty protocols, 133
business lines, 37–38
business services, 119

call centers, 121–122
Centrex, 121
Virtual Private Voice Networks, 120

busy-flash signals, 59
busy signal, automatic callback, 17
BYE requests, 272

C
C-links, 87
C reference point (QSIG), 74
cable headend, packet voice network 

architecture, 328
cabling

local loop, 10
twisted copper pair, 11

calculating
erlangs, 337
packet fragmentation size, 194

call agents, 302
PGW2200, 326

CDRs, 341
check-pointing, 338
connection control, 331
core capabilities, 327
implementing, 337
inter-PGW2200 signaling, 330
NANP support, 334–336
optional elements, 327
required elements, 326
services control, 331
signaling termination, 329–330
supported protocols, 332
third-party application development 

tools, 332
XE, 333–334

call blocking, 17
call centers, 121–122

Backward Sequence Number (BSN)
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call control, 351–353
H.225 signaling, 254, 257
H.323, call-flow, 24–27
MGCP, 27
SGCP, 27
SIP, 29

call control messages
ISUP, 108–109
Q.931, 69–71

call control plane, 31
Cisco Packet Telephony architecture, 324

call flow
H.323, 260–262
PSTN, 15–16

comparing with IP, 164–166
call forwarding, 17

POTS, 118
call handling, Centrex, 121
Call Proceeding messages, 254
call return, 17
call screening (CLASS), 119
call setup

ISUP, 106–107
QSIG, 76

call waiting, 17
POTS, 118

caller/callee preferences (SIP), 293
calling cards, 17, 123

prepaid, BOWIE.net case study, 356–358
calling line ID blocking, 17
calling number blocking (CLASS), 119
calls, 303
CAM table overflow, protecting IP network 

infrastructure, 232
CANCEL requests, 272
Capability Exchange (H.245), 257
CAR (committed access rate), 187–188
CAS (channel-associated signaling), 50, 54

address signaling, service circuits, 55
Bell System MF signaling, 55

address signaling, 57–58
supervision signaling, 55–56

CCITT No. 5 signaling, 58
address signaling, 60
supervision signaling, 59

R1 signaling, 60
R2 signaling, 60–61

inter-register signaling, 63–64
supervision signaling, 61–62

signaling traffic termination, 330
supervisions signals, 55

case studies, 356–357
Cisco SPS and billing, 213–218

CBB (changeback buffer), 102
CBD (changeback declaration), 102
CB-WFQ (Class-Based Weighted Fair 

Queuing), 179
CC (Country Code), 19
CCITT No. 5 signaling, 58

address signaling, 60
supervision signaling, 59

CCS (common channel signaling), 49–50
CDRs (call detail records), 210, 341

creation of
IPDR-based approach, 212
OSP-based approach, 211
RADIUS-based approach, 212
telco approach, 210

CELP (code excited linear prediction 
compression), 152

central office switches, trunks, 10
centralized operator, 6
Centrex, 38–39, 121
certificates, 224
channel-associated signaling. See CAS
channels, ISDN, 11
check-pointing, 337

between PGW2200s, 338
CID (session context identifier), 174
circuit-switched long distance, 17
circuit switching, comparing to packet 

switching, 21
circuits. See also trunks

dedicated, 11
glare, 13

Cisco IP Phones, 365
Cisco MeetingPlace, 366–367
Cisco Packet Telephony architecture, 323–324
Cisco Port Security feature, protecting IP 

network infrastructure, 232
Cisco SPS

billing, case study, 213–218
RADIUS interface, 215–217

CLASS (Custom Local Area Signaling 
Services), 14

custom features, 17
POTS, 118–119

class 4 switches, 11

class 4 switches
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class 5 switches, 10
Class A networks, 135
Class B networks, 135
Class C networks, 135
Class D addresses, 136
Class E addresses, 136
classifying packets, 175, 180–184
clearing IP Precedence bits, 182
CLECs (Competitive LECs)

Centrex lines, 38
simple business lines, 37

click-to-dial applications, 369
COA (changeover acknowledgment), 101
codecs

LBC, 152
MOS testing, 152–153
source codecs, 151
waveform codecs, 151
wideband, 370

collaboration tools, 366–367
combined linksets, 88
commands

fair-queue, 177
H.248-related, 317
ip rsvp bandwidth, 185
random-detect, 200

commands (MGCP)
advanced call control

NTFY (Notification), 308
RQNT (NotificationRequest), 305–307

basic call control
CRCX (CreateConnection), 304
DLCX (DeleteConnection), 305
MDCX (ModifyConnection), 305

management
AUCX (AuditConnection), 309
AUEP (AuditEndpoint), 308
EPCF (EndpointConfiguration), 310
RSIP (RestartIn-Progress), 309

common channel signaling. See CCS
Common Object Request Broker 

Architecture. See CORBA
communication, states of presence, 367
comparing

circuit and packet switching, 21
GTS and FRTS, 190
jitter and total delay, 148
meshed and hierarchical networks, 11
MF and DTMF, 14

PSTN and ET, 36–37
routed and routing protocols, 137
traffic-regulation tools, 187

compression
ADPCM, 151
CELP, 152
CID, 174
cRTP, 173–174

enabling, 174–175
G.723.1, 152
need for, 175
tandem-compression, 159
waveform codecs, 151

concealment strategy, 156
configuring

CAR, 188–189
echo cancellation, 155
serial interfaces, MTU, 196

conform actions, 187–188
congestion, onset of congestion alerts, 101
congestion avoidance

TCP, flow control, 199
WRED, 199–200

congestive-discard-threshold parameter 
(fair-queue command), 177

Connect messages, 255
connection control on PGW2200, 331
connectionless services, SCCP, 102–103
connection-oriented services, 102
connections (MGCP), 303
contact center applications, 369
contexts, 317
controlling

bandwidth, H.323, 254
packet loss, 155–156

convenience features, Centrex, 121
convergence

DUAL (Diffusing Update Algorithm), 139
self-healing networks, 23
voice and data networks, 20–21

Conversion Analyzer, 332
converting 

digital signals to analog, 158
PCM, µ-law to a-law, 10

COO (changeover order), 101
CORBA (Common Object Request Broker 

Architecture), 340
cost-effectiveness of tie-lines, 43
Country Code (CC), 19

class 5 switches
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CPU utilization on routers, 175
CQ (custom queuing), 177–178
CRC-16, 91
CRCs (cyclic redundancy checks), 186
CRCX (CreateConnection) command, 304
creation of CDRs

IPDR-based approach, 212
OSP-based approach, 211
RADIUS-based approach, 212
telco approach, 210

cRTP (RTP Header Compression), 162, 
173–174

CPU utilization, 175
enabling, 174–175

CSS7, 84
CTI (computer telephony integration), 36
CUGs (Closed User Groups), 39
custom calling features 

POTS, 118
PSTN

call forwarding, 17
call waiting, 17
three-way calling, 17

custom dialing plans, Centrex, 121
Custom Local Area Signaling Services. 

See CLASS
custom queuing, 178
customizing CDRs, 341
custom-originated trace, 119

D
D channel, 12
D/A conversion, 158
D-links, 87
D/V/V integration, 21
DAI (Dynamic ARP Inspection), protecting IP 

network infrastructure, 231–232
DALs (Dedicated Access Lines), 120
data channel, 11–12

H.323, 246
Data field (IP packets), 141
data layer, MTP, 91–92, 94–95
data link layer, OSI Reference model, 132–134
data networks, convergence with voice, 20–21
databases

SPs, 122
SS7, 84–85

DC (direct current) signaling, subscriber 
loop, 48

Dedicated Access Lines (DALs), 120
dedicated circuits, 11
dedicated tie-lines, 120
defining burst size (CAR), 188
delay, 146

hangover, 157
“deny” statements, 184
designing dial plans, 162–164
Destination address field (IP packets), 141
Destination Point Code (DPC), 96
developing

operational plans, 235–236
VSC applications, 332

devices
codecs

MOS testing, 152–153
source codecs, 151

echo cancellers, 154
echo suppressors, 154
H.323

gatekeepers, 247–248
gateways, 247
MCs, 248
proxy servers, 249
terminals, 245

LAN switches, 134
Layer 2, protecting IP network 

infrastructure, 230–233
Layer 3, protecting IP network 

infrastructure, 233–234
repeaters, 8
switches, 6

Class 5, 10
dedicated circuits, 11
end office switches, 8
tandem, 11, 158–160

DHCP snooping
database binding, 231
IP infrastructure, protecting, 230

diagonal links, 87
dial plans

designing, 162–164
managing, 160
Virtual Private Voice Networks, 120

dial-around numbers, 18
dialed digits, 82
dialogs (SIP), 278–279

dialogs (SIP)
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DID (Direct-Inward-Dial), 65
digit analysis for NANP call routing, 336
digit maps (MGCP), 316
Digital Private Network Signaling System. 

See DPNSS
digital signal level 0s (DS-0s), 90
digital signaling, 7

ISDN BRI, 12
lost tones, 11
out-of-band, 12
RBS, 13, 48
repeaters, 8

digital signatures, 223
Digital Subscriber Signaling System No. 1 

(DSS1), 68–69
digital trunks

R2 signaling, 62
supervision signaling, 57–58

Direct Endpoint Call Signaling, 255
Direct H.245 Control, 257
directory assistance, 123
disabling ports, 227
discrimination. See message discrimination
display features (CLASS), 119
displaying RSVP reservations, 186
distance vector routing protocols, 137–138

EIGRP, 139
IGRP, 139
RIP, 140

Distributed CAR, configuring, 188–189
DLCX (DeleteConnection) command, 305
DNF (Do Not Fragment) bit, 197
DOCSIS (Data-over-Cable Service Interface 

Specifications), 328
DOD (Dial-Outward-Dial), 65
dotted decimal format, 136
DPC (Destination Point Code), 96
DPNSS (Digital Private Network Signaling 

System), 36, 77
DRR (Deficit Round Robin), 198
DS-0s (digital signal level 0s), 90
DSP (Digital Signal Processor), 146
DSS1 (Digital Subscriber Signaling System 

No. 1), 68–69
DTMF (Dual Tone Multi-Frequency), 11–12, 

49. See also in-band signaling
DUAL (Diffusing Update Algorithm), 139
DUAL Gatekeeper, 249
dynamic access lists, 184

dynamic jitter buffers, 148–149
dynamic queues, 149
dynamic-queues parameter (fair-queue 

command), 177

E
E-ISUP (Enhanced ISUP), 330
E-links, 88
E&M signaling, 48

Type I, 50–51
Type II, 52
Type III, 52
Type IV, 53
Type V, 54

E.164 numbers, 7
E.164 Recommendations (ITU-T), 19
echo, 154

inverse speech, 155
suppressing, 154

echo tail, 155
edge functions, 172

traffic-shaping tools, 187
EGPs (Exterior Gateway Protocols), 138
EIA/TIA-232, 132
EIGRP (Enhanced IGRP), 139
embedded notification requests, 316–317
EMSs (Element Management Systems), 340
enabling

cRTP, 174–175
RSVP, 185
traffic shaping, 191
WFQ, 177
WRED, 200

en-bloc address signals, 72, 108
end-loop signaling, 50
end office switches, 8
endpoints, 258, 302

A-links, 87
glare, 50
load sharing, 88
locating with RAS signaling, 252
MCs, registration, 251
MCU, 249
predefined routes, 88
provisioning, 97

end-to-end delay, 148, 171
end-to-end signaling, ISUP, 106

DID (Direct-Inward-Dial)
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Enhanced ISUP (E-ISUP), 330
enhanced proxy routing, 291
enterprise applications

Click-2-Dial, 353, 365
IP phones, 354–365
soft phones, 354, 365

Enterprise Telephony. See ET
EPCF (EndpointConfiguration) command, 310
erlangs, calculating, 337
ESF (Extended Superframe) framing 

format, 57
ESP (Encapsulation Security Payload), 226
ET (Enterprise Telephony)

advanced features, 37
Centrex lines, 39
comparing to PSTN, 36
dial plan, designing, 162–164
PBX (Private Branch Exchange), 35
private, 41

tie-lines, 43–44
simple business lines, 37–38
VPNs, 39

ETSI (European Telecommunications 
Standards Institute), OSP, 247

European standards, a-law, 9
evaluating, voice quality, 152–153
events (MGCP), 315–316
examples

of B2BUA servers, 283–284
of SCCP connectionless services, 104
of SIP proxy servers, 280–281
of SIP redirect servers, 281
of SS7

800 queries, 113–114
basic call setup and teardown, 

112–113
exceed actions, 187–188
extended ACLs, 184
extended links, 88
extension negotiation mechanisms (SIP), 292
extensions (SIP), presence service-related, 298
external EMSs, 340

F
F-links, 88

SS7 signaling traffic termination, 330
Facility messages, 255

fair-queue command, 177
Fast Connect, 258
faststart, 27, 258
fax messaging (POTS), 119
FCS (frame check sequence) field, FISU, 92
feature lines (Centrex), 121
features

of ANFs, QSIG support, 75
of Centrex, 121
of POTS, 118

CLASS, 118–119
custom calling, 118
voice mail, 119

FEC (forward error correction), 162
FIBs (Forward Indicator Bits), 92
fields

of FISUs, 92
of IP packets, 140
of LSSUs, 93–94
of MSUs, 95
of TCP packets, 142

FIFO queuing, 175–176
filtering packets, route maps, 183
final SIP responses, 273, 275
Financial Enterprise Telephony, 37
FISUs (Fill-In Signal Units), 91–93
Flag field 

FISUs, 93
IP packets, 141

flow control, 199
sliding windows, 141

flows, queuing
CB-WFQ, 179
PQ, 178–179
WFQ, 176

Floyd, Sally, 198
FMC (Consumer Fixed Mobile Convergence), 

359–361
forking, 291
forward error correction (FEC), 162
Forward Indicator Bits (FIBs), 92
forward message, H.225, 254
Forward Sequence Number (FSN), 92
forward signals (inter-register signaling), 64
Forward-transfer signals, 59
four-telephone networks, 6
FR.12, 195
fragmentation, 193–194

fragmentation



380

Frame Relay
FR.12, 195
GTS, configuring, 191

framing formats for T1 lines, 57
FRF.12, 195
front-end speech clipping, 157
FRTS (Frame Relay Traffic Shaping), 

189–193
FSN (Forward Sequence Number), 92
fully associated signaling, 330
fully associated SS7, 84
FX (Foreign Exchange), 65

G
G.723.1 compression, 152
G722.2 wideband codecs, 370
Gatekeeper Routed H.245 Control, 257
gatekeepers, H.323, 247–248
gateway control protocols, MGCP, 301

advanced call control commands, 305–308
basic call control commands, 304–305
basic call flow, 311–313
call agents, 302
calls, 303
command-line format, 303
connections, 303
digit maps, 316
embedded notification requests, 316–317
endpoints, 302
events and signals, 315–316
management commands, 308–310
response messages, 310–311
trunking, 313–315

gateway STPs (signal transfer points), 84
gateways, H.323, 247
Generic Functional Procedures (QSIG GF), 

73–75
GKRCS (Gatekeeper Routed Call Signaling), 

248
call signaling, 256

glare, 13, 50
global synchronization, 198
global title translation, 82
ground-start signaling, 50
G-series recommendations (ITU-T), 152

GTS (Generic Traffic Shaping), 189–191
comparing to FRTS, 190
syntax, 191–192

H
H.225, 254, 257
H.245, 257

call termination, 259
tunneling, 258

H.248 connection model, 317. See also 
MEGACO

H.323, 24–25, 217, 241–245
call flow, 26, 260–262
DUAL Gatekeeper, 249
fast-start, 27
gatekeepers, 247–248
gateways, 247
H.225, 254, 257
H.245, 257
MCU, 248
protocol suite, 249
proxy servers, 249
RAS signaling, 250–251

admissions, 253
bandwidth control, 253
endpoint location, 252
gatekeeper discovery, 250–251
registration, 251
status information, 253

RTP/RTCP, 259
signaling traffic termination, 330
SIP endpoint/client on packet voice network 

architecture, 329
terminals, 245
version 3, 247

half-open connections, 234
handling delay, 146
hangover, 157
Header checksum field (IP packets), 141
headers

compression, 174
IP Tax, 172

headers (SIP), 277–278
hierarchical addressing, 134
hierarchical networks, comparing to 

meshed, 11
high-speed transport, 197–198

Frame Relay
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HIPS (Host-based Intrusion Protection 
Systems), 228

history of PSTN, 5
HLR (Home Location Register), 84
homologation, 36
hoot-n-holler, 37

I
IAM (Initial Address Message), 14
Identification fields (IP packets), 141
IGRP (Interior Gateway Routing Protocol), 

139
IHL (IP header length) field, 140
IKE (Internet Key Exchange), 227
IM (instant messaging), 297

integrated IM clients, 354
implementing PGW2200, 337
implicit “deny” statements, 184
IMT (Inter-Machine Trunk), 28
IN (Intelligent Network), 14
in-band signaling, 11, 49

DTMF tones, 49
lost tones, 13
MF tones, 49
single-frequency tones, 49

inbound call centers, 37
infrastructure model, PSTN, 30, 32
integrated IM clients, 354
integrating disparate networks, 162–163
integrity as security requirement, 221
Interactive Voice Response (IVR), 122
intercept mode (routers), 234
interface configuration commands, 

fair-queue, 177
interfaces

available for MNM, 340–341
high-speed transport, 197–198
packet voice networks, 329

connection control, 331
RSVP, enabling, 185
TCAP, 110
WFQ, enabling, 177

interference
accumulated noise, 8
line noise, 7–8

international STPs, 83
inter-packet arrival time. See jitter

inter-PGW2200 signaling, 330
inter-register signaling (R2 method), 63–64
inverse speech, 155
INVITE requests, 272
IP (Internet Protocol), 133–134
IP addressing

classes, 135–136
dotted decimal notation, 136
subnets, 136

IP call-flow, comparing to PSTN call-flow, 
164–166

IP packets, 143
fields, 140
MTU (maximum transmission unit), 

configuring, 196
IP-PBXs, 354, 365
IP phones, 354, 365
IP Precedence, 181–183
ip rsvp bandwidth command, 185
IP Souce Guard, protecting IP network 

infrastructure, 231
“IP Tax,” 172
IPsec, 226
ISDN (Integrated Services Digital Network), 

11, 64, 72
23B+D, 68
access interfaces, 66
bearer services, 65
BRI, 12

reference points, 66–67
call disconnect, 73
L2/L3 specifications, 68–69
out-of-band signaling, 12
PRI, 68
Q.931 messages, 69–71
supplementary services, 65
teleservice, 65

ISDN User Part. See ISUP
IS-IS (Intermediate System to Intermediate 

System), 138
ISP case studies, BOWIE.net, 356–357
ISUP (ISDN User Part), 64, 89, 105–109

call setup and teardown, 106–107
end-to-end signaling, 106
messages

call control, 108–109
format, 107

services, 105

ISUP (ISDN User Part)
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ITU-T (International Telecommunication 
Union Telecommunication Standardization 
Sector)

E.164 recommendations, 19
G.114 recommendations, 171
G.726 recommendation, 151
G-series recommendations, 152
H.225, 254, 257
H.245, 257
H.323

gatekeepers, 247–248
gateways, 247
MCU, 248
proxy servers, 249
terminals, 245
version 3, 247

international numbering plan, 19
P.861 recommendation, PSQM, 154

IUA (ISDN User Adaptation) specification, 343
IVR (Interactive Voice Response), 122
IWF (interworking functions), 358
IXCs (inter-exchange carriers)

dial-around numbers, 18
services, 17

J-K
Jacobson, Van, 198
jitter, 22–23, 148. See also echo

comparing to total delay, 148
measuring, 149

key-system, 38

L
L2/L3 specifications (ISDN), 68–69
lab testing QoS tools, 201–202
LAN switches, 134
LAPD (Link Access Procedures/D channel), 

68–69
latency, 146
Layer 2 devices, protecting IP network 

infrastructure, 230–233
Layer 3 devices, protecting IP network 

infrastructure, 233–234

layers
of MTP (Message Transfer Part)

data layer, 91–95
network layer, 96–102
physical layer, 90

of OSI Reference model
application layer, 130
comparing to SS7 protocol stack, 89
data link layer, 132
network layer, 131–132
physical layer, 132
presentation layer, 130
session layer, 131
transport layer, 131, 140–143

of packet-switching model, 22
of SS7 protocol stack

ISUP, 105–109
MTP, 90–101
SCCP, 102–104
TCAP, 109–111
TUP, 104

LBC (Internet Low Bitrate Codec), 152
LECs (Local Exchange Carriers)

Centrex lines, 38
simple business lines, 37

LI (Length Indicator) field of FISUs, 92–93
LIDB (Line Information Database), 84
limitations of DC signaling, 48
Line Information Database (LIDB), 84
line noise, 7–8
line signals, 55
link-state routing protocols, 137–138

IS-IS, 138
OSPF, 139

Link Status Signal Unit (LSSU), 91
links

B-links, 87
C-links, 87
combined linksets, 88
D-Links, 87
endpoints, MCU, 249
F-links, 88
integrity of, verifying, 92

signaling links
A-links, 87
SS7, 85

T1, 90
LNP (Local Number Portability), 14

ITU-T (International Telecommunication Union Telecommunication Standardization Sector)
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LNPDB (Local Number Portability 
Database), 84

load sharing, SS7, 88
local loop, 10
logging CDRs, 341
logical addressing, 134
Logical Channel Signaling, 258
long-distance services

billing services, 123
calling card services, 123
circuit-switched, 17
dial-around numbers, 18
PCM, 10

loop-start signaling, 50
lossiness, 155–156
lost tones, 11–13
LSSU (Link Status Signal Unit), 91–94

M
MAC (Media Access Control) addresses, 134
man-in-the-middle attacks, 231
management commands, MGCP, 304
management functions, SCCP, 104
managing

business services, Centrex, 121
dial plans, 160

master-slave termination, 258
match clause feature, policy routing, 184
MCML PPP (Multi-Class Multilink Point-to-

Point Protocol), 195
MCU (multipoint control unit), H.323, 248
MDCX (ModifyConnection) command, 305
MDRR (Modified Deficit Round Robin), 198
measuring jitter, 149
Media Gateways, 25
media transmission, H.323, 246
mediation services, 218–219
MEGACO (Media Gateway Control 

Protocol), 25, 29. See also H.248
meshed networks

comparing to hierarchical, 11
scalability, 10

message discrimination, 97
Message Signal Unit. See MSU
messages

ACM, 16
admissions, 253

ANM, 16
bandwidth control, 254
Capability Exchange (H.245), 257
COO, 101
IAM, 14
ISUP, 107

call control, 108–109
MTP3, format, 96
network-user, 69
Q.931, 69–71
Q.932, call control signaling, 254
RAS status information, 253
registration (H.323), 251
RELEASE, 16
SIP

headers, 277–278
structure, 275–276

TCAP, 110–111
TFA (Transfer Allowed), 101
UDTs, 103
UDTSes, 103
UPU, 98
user network, 69

MF signaling systems, 13, 49, 55
address signaling, 57–58
supervision signaling, 55, 57

MFC (multi-frequency code), 60
MGs (media gateways) on packet voice 

network architecture, 327
MGC (Media Gateway Controller), 25
MGCP (Media Gateway Control Protocol), 

25–27, 301
advanced call control commands

NTFY (Notification), 308
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MOS (mean opinion score) tests, 152–153
MSU (Message Signal Unit), 91, 94–95
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National R2 signaling, 62
NDC (National Destination Code), 19
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onset of congestion alerts, 101
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operator services, SPs, 123
OPT (Open Packet Telephony), 323
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OPTIONS requests (SIP), 272, 292
Originating Point Code (OPC), 96
OSI Reference model
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comparing to SS7 protocol stack, 89
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network layer, 131–132
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TCP, 141
UDP, 142–143
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outbound call centers, 37
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P
P2P (Peer to Peer) networking, 25
packet switching, 21–24

call-control layer, 24
call-control protocols, H.323, 25
standards-based infrastructure, 22–23

packet voice network architecture
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connection control, 331
H.232/SIP endpoint/client, 329
interfaces, 329
MG, 327
PGW2200 call agent, 326

CDRs, 341
check-pointing, 338
connection control, 331
core capabilities, 327

implementing, 337
inter-PGW2200 signaling, 330
NANP support, 334–336
optional elements, 327
required elements, 326
services control, 331
signaling termination, 329–330
supported protocols, 332
third-party application development 

tools, 332
XE, 333–334

residential gateway, 328
SCP, 328
signaling termination, 329
typical applications, 325

packets
bandwidth consumption, IP tax, 172
blocking, 194
broadcast, 133
burst size, defining, 188
classfying, 180, 183–184

IP Precedence, 181–183
congestion avoidance, 198

TCP, 199
WRED, 199

end-to-end delay, 147
filtering with route maps, 183
FISU, 91
fragmentation, 193–194
handling delay, 146
high-speed transport, 197–198
IP, 140–143
jitter, 22, 148
lossiness, 155–156
multicast, 133
queuing, 175

CB-WFQ, 179
CQ, 177–178
delay, 147
PQ, 178–179

rate-limiting, 187–188
repeating, 134
signal units, 91
TCP, fields, 142
timestamping, 22
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unicast, 133

packets
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41–43, 47
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E&M Type IV, 53
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CDRs, 341
check-pointing, 338
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NANP support, 334, 336

phone lines, 10
physical layer

of MTP, 90
of OSI Reference model, 132–134
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point code, 80
policing, 229

CAR, 187–188
policy routing, 182–184
polite blocking, 297
ports, disabling, 227
post-paid calling cards, 17
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voice mail, 119
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precedence, rate-limiting traffic, 187–188
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84–85
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PBXs, 41–43
private leased lines, 18
processing delay, 146
propagation delay, 146
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QSIG, 75
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packet-switching, call control protocols



 387

SCCP, 102–104
TCAP, 109–111
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protocol supervisory messages, 338
protocols

bursty, 133
call-control, H.323, 24–25

call flows, 260–262
H.225, 254, 257
H.245, 257
RAS signaling, 250–253
registration, 251
RTP/RTCP, 259

provisional SIP responses, 273–275
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H.323, 249
SIP, 29
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business services, 119–120
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call flow, 15–16, 164–166
Centrex lines, 39
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custom calling features, 17
dedicated tie-lines, 120
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history, 5
network infrastructure model, 30–32
numbering plans

ITU-T, 19
NANP, 18–19

over IP, 344–346
IUA, 343
SCTP, 342–343
SIGTRAN, 341–342

signaling methods, 11–16
simple business lines, 38

SPs, 122–123
voice and data convergence, 20–21
VPNs, 39–40

public-key cryptography, 222
asymmetric keys, 222–223
certificates, 224
digital signatures, 223
IPsec, 226
SRTP, 227
TLS protocol, 224–225

Public Switched Telephone Network. 
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Pulse Code Modulation. See PCM

Q
Q reference point, 74
Q.931 messages, 69–71
Q.932 messages, 254
QoS (quality of service), 201

backbone, 200
queuing, 175

CB-WFQ, 179
CQ, 177–178
custom queuing, 178
PQ, 178–179
WFQ, 176–177

testing, 201
weighting techniques, 180

IP Precedence, 181–183
policy routing, 183–184
RSVP, 184–186

QSIG, 36, 73
ANFs, 75
architecture, 74
attributes, 73
call setup, 76
Generic Functional Procedures, 73–75
protocol stack, 75
reference points, 74
services, 74

quad-play offerings, 353
quality of service. See QoS
quasi-associated signaling, 86
queuing, 175

CB-WFQ, 179
CQ, 177–178
delay, 147
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PQ, 178–179
tail-drops, 199
traffic shaping, 190–191
weighting techniques, RSVP, 184–186
WFQ, 176–177

R
R reference point, 67
R1 signaling, 60
R2 signaling, 60–61

inter-register signaling, 63–64
supervision signaling

analog trunks, 61
digital trunks, 62

RADIUS (Remote Authentication Dial-In 
User Service), 209–210

server accounting, 215–217
random-detect command, 200
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signaling
admissions, 253
bandwidth control, 253
endpoint location, 252
gatekeeper discovery, 250–251
registration, 251
status information, 253

rate-limiting tools, CAR, 187–188
RBS (Robbed Bit Signaling), 13
recommendations, ITU-T. See ITU-T
RED (Random Early Detection), 198
redirect servers (SIP), example of, 281
REFER requests (SIP), 296
reference points, 67

BRI, 66–67
QSIG, 74

REGISTER requests, 273
registration process

RAS signaling, 251
SIP, 285–286 

state changes during, 295
Release Complete messages, 255
RELEASE message, 16
Release-guard signals, 59
reliability of routing protocols, 137
Reliable User Data Protocol. See RUDP
removing echo, 155
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requests (SIP)
handling preferences, specifying, 293
NOTIFY, Subscription-State header, 295
REFER, 296

Require header (SIP), 292
rerouting calls on PGW2200 for NANP, 336
reservable-queues parameter (fair-queue 

command), 177
reservations (RSVP), displaying, 186
resetting IP Precedence, 182
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architecture, 328
response messages (MGCP), 310–311
responses (SIP), 273, 276
restrictions on DC signaling, 48
retransmission messages, SS7, 91
returning missed calls, *69, 17
RFC 3841, caller/callee preferences, 293
ring-down circuits, 5
RIP (Routing Information Protocol), 140
robbed-bit signaling, 48

digital trunks, 57
root bridge, 232
Root Guard, IP network infrastructure, 

protecting, 232–233
Round-Trip Delay (H.245), 258
route analysis for NANP call routing, 334–335
route maps, 183
routed protocols, comparing to routing 

protocols, 137
routers, CPU utilization, 175
routesets, 88
routing

ASR, 249
MTP3, 98

routing protocols, 137
BGP, 138
distance vector, 138

EIGRP, 139
RIP, 140
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link-state, 138–139

routing tables, 138
RQNT (NotificationRequest) command, 

305–307
RSIP (RestartIn-Progress) command, 309
RSVP (Resource Reservation Protocol), 
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RTCP (RTP Control Protocol), 161
RTCP XR (RTP Control Protocol Extended 

Reports), 162
RTP (Real-time Transport Protocol), 22, 227
RTP (Reliable Transport Protocol), 161–162
RTP Control Protocol (RTCP), 161
RUDP (Reliable User Data Protocol), 162, 330

S
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Nyquist theorem, 9, 149
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Interface), 122
scalability

meshed telephone networks, 10
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SCCP (Signaling Connection Control 
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connection-oriented services, 102
connectionless services, 102–103

example, 104
management functions, 104

SCNs (switched circuit networks), 
gateways, 247

scoring MOS tests, 152–153
SCPs (Service Control Points), 24, 84–85, 324

on packet voice network architecture, 328
SCTP (Stream Control Transmission 

Protocol), 342–343
security

authorization services, 123
Centrex features, 121
H.323 call authorization, 248
layering, 230
operational plans, developing, 235–236

segment sequence number, 199
segmentation, 228
selecting dial-plan design, 163
self-healing networks, 23, 137
sequential forking, 291
serial interfaces, configuring MTU, 196

serialization delay, 146
server-auth mode (TLS), 225
service circuits, 55
Service Control Points. See SCPs
service plane (Cisco Packet Telephony 

architecture), 324
service providers

call control, 351–353
case studies, BOWIE.net, 356–357
Vonage, wide-scale deployment, 354–355

services
business services, 119

call centers, 121–122
Centrex, 121
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CLASS, 17
connection-oriented, 102
connectionless, SCCP, 102–103
controlling on PGW2200, 331
disabling, 227
ISUP, 105
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POTS, 117

CLASS features, 118–119
custom calling features, 118
features, 118
voice mail, 119

PSTNs
Centrex lines, 39
simple business lines, 38
VPNs, 39–40

QSIG, 74
SPs

database services, 122
operator services, 123

session context, 174
Session layer (OSI Reference model), 131
setup messages, 14, 254
SF (Super Frame) framing format, 57
SGCP (Simple Gateway Control Protocol), 27
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FRTS, 192–193
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shaping tools, 187
shared secrets, 209
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SIE (Status Indicator Emergency), 94
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signal units, 91

FISUs, 91–93
LSSUs, 93–94
MSUs, 94–95

signaling
address signals, 55
analog, 7–8
backhaul, 28
CAS, 50, 54

R1, 60
R2, 60–64

CCITT No. 5, 58
address signaling, 60
supervision signaling, 59

CCS, 49–50
CLASS, 14
DC, subscriber loop, 48
digital, 7–8
DPNSS, 77
E&M

Type I, 50
Type II, 52
Type III, 52
Type IV, 53
Type V, 54

en-bloc, 72
end-loop, 50
ET, comparing to PSTN, 36
ground-start, 50
H.225, 254, 257
in-band, 11, 49
ISDN, 64

BRI, 66
call disconnect, 73
call setup, 71
L2/L3 specifications, 68
PRI, 68–70
Q.931 messages, 69–70

line signals, 55
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MF, 55

address signaling, 57–58
supervision signals, 55–57

network-to-network, 13
out-of-band, 12
overlap signaling, 72
peer-to-peer, 73
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call flow, 15–16
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network-to-network, 14

QSIG
architecture, 74
call setup, 76
protocol stack, 75
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admissions, 253
bandwidth control, 253
endpoint location, 252
gatekeeper discovery, 250–251
registration, 251
status information, 253

RBS, 13, 48
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C-links, 87
combined linksets, 88
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databases, 84
E-links, 88
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nonassociated signaling, 86
quasi-associated signaling, 86
specifications, 115

supervision signals, 55
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signal-to-noise threshold, 157
SIGTRAN (Signaling Transport), 28, 341–342
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SIN (Status Indicator Normal), 94
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SIOS (Status Indicator Out-of-Service), 94
SIP (Session Initiation Protocol)

addressing, 271–272
dialog, 278–279
enhanced proxy routing, 291

SIF (Service Information Field), MSUs
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extension negotiation mechanism, 292
forking, 291
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NOTIFY method, 294–295
OPTIONS requests, 292
presence service, 297–298
provisional responses, 273–275
proxy servers, 29

example of, 280–281
redirect servers, example of, 281
registration procedure, 285–286

state changes during, 295
requests

handling preferences, specifying, 293
REFER, 296
structure of, 275–276
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final, 273–275
structure of, 276

RFC 3841, caller/callee preferences, 293
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protocols, 280
transactions, 278–279
user mobility, 285
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sliding windows, 141
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changeover/changeback, 101–102
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message structure, 100
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SS7, 115
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voice mail, 119
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global title translation, 82
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end-to-end signaling, 106
message format, 107
services, 105

message structure, 91
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performance, 88
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TDM (time-division multiplexing), 176
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Type V interfaces (E&M signaling), 54
Type of service fields (IP packets), 140

U
U reference point, 67
UA (user agents)
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web-based collaboration tools, 366–367
web sites, Frame Relay Technical Forum, 195
weighted random early detection (WRED), 

199–200

weighting techniques, 180
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