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broadband access VPN design, 378
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cost
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data-link protocols, 38
data link switching, 41
medium campus networks, 42—43
multilayer switched campus backbone, 44
small campus networks, 42
data rats (WLANSs), 407
DCBWEFQ, 290
dcRTP (Distributed Compressed Real-Time
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DDoS attacks, 242
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requirements for the Internet, 111
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network management
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design example, 302-304
guidelines, 296-300
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remote access protocols, 108
remote access type and termination, 106
remote-access VPNs
advantages, 376
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capacity planning, 378
design considerations, 377
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security, 61
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direct mode content routing, 503-504
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distribution trees (IP multicast), 321-323
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DoS attacks, 217

DRAM (dynamic random-access memory), 236
DSL, 95, 107
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E911 (enhanced 911), 454
EAP, 418
ECNM (Enterprise Composite Network Model), 12,
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analyzing traffic patterns, 31
Campus Infrastructure module,
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medium enterprise design example, 54-56
methodology, 30
requirements, 29
server farms, 58-61
small enterprise design example, 53
Enterprise Campus, 14
Campus Infrastructure module, 15
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Network Management module, 15
Server Farm module, 15
Enterprise Edge, 16
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Internet Connectivity module, 18
Remote Access and VPN module, 18-19
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routers, 23
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EIGRP (Enhanced Interior Gateway Routing
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Encapsulating Security Payload (ESP), 238
encryption (VPNs), 353-355
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Network Management module, 15
Server Farm module, 15
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methodology, 86
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Internet Connectivity module, 18
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NAT, 112-113
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Remote Access and VPN module, 18-19
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E-Commerce module, 260
Internet Connectivity module, 263
Remote Access and VPN module, 264
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medium campus networks, 42—43
multilayer switched campus backbone, 44
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small campus networks, 42
hardware and software selection, 45-47
IP addressing, 47-49
large enterprise design example, 5657
logical campus networks, 33

one-VLAN-per-switch model, 34

unique-VLAN-per-switch model, 34

VLANSs-spanning-multiple-access-

switches model, 35
medium enterprise design example, 54-56
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routing protocols, 50

comparison, 53
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Integrated IS-IS, 52
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RIP/RIPv2, 51

static vs. dynamic routing, 50
small enterprise design example, 53

enterprise networks
case study, 68-77
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high availability, 184
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software features, 186
high-availability, 173-175
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ESP (Encapsulating Security Payload), 238
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Ethernet, 37-38
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fabric topology, 526
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Fibre Channel, 524
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firewalls, 267
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DMZs, 224-225
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10S firewall, 227
PIX firewall, 226
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Frame Relay IP RTP Priority, 290
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full-mesh VPN topologies, 363
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Enterprise Edge, 16-19
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gateways
CallManager servers, 470
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Gigabit Ethernet, 37
GTS (generic traffic shaping), 292
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HP OpenView, 137

HSRP, 180

HTTP protocol (network management), 139
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Common Network Infrastructure, 9
redundancy, 178-179
VolIP, 488
wireless networks, 431
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HIDS (host-based IDS), 228
hierarchical VPN topologies, 363
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Cisco IOS high-availability architecture, 175
Cisco IP Telephony solutions, 481
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operation, 229
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implementing
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WLAN security, 420-421
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dial plans, 479—480
Layer 2 voice transport, 474
traffic engineering, 477
voice bearer traffic, 476
voice over Frame Relay, 475
network management, 151-152
server farms, 60
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Integrated IS-IS (Integrated Intermediate System-to-
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Internet Connectivity module, 18, 111
design example, 115-116
ISP connectivity solutions, 113—-114
NAT, 112-113
requirements for the Internet, 111
Internet Connectivity module (Enterprise Edge), 84
Internet Connectivity module (SAFE)
enterprise edge, 263
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small networks, 246-247
Internet Group Management Protocol
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intrusion detection system. See IDS
IntServ, 282
Inventory Manager, 144
10S firewall, 227
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IP addressing
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WLANS, 412
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overview, 316
servers, 317
WLANSs, 414
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Cisco servers, 340
control mechanisms, 329
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IGMP, 330-331
IGMP snooping, 332
data-delivery principles, 318
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Enterprise Campus, 333-334
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multicast forwarding, 319-321
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IP RTP Priority, 290
IP spoofing, 216, 426
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IPSec (IP security), 236
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attack mitigation, 424426
ESP, 238
IKE, 237
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WLAN security, 419
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unique-VLAN-per-switch model, 34
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model, 35
loop topology, 526
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Malware, 223
management tools
Cisco Cluster Manager, 137
HP OpenView, 137
managing
congestion, 288-290
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Enterprise Edge, 85
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IP multicast, 329
CGMP, 332
IGMP, 330-331
IGMP snooping, 332
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networks. See network management
security risks, 209
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considerations, 359
man-in-the-middle attacks, 219
many-to-one translation, 380
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man-in-the-middle attacks, 219
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multicast forwarding, 319-321
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Internet Connectivity module, 112-113
remote-access VPN design, 379-382
NAT Traversal (NAT-T), 380
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network-attached storage, 526
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network infrastructure, 473-480
single-site solutions, 452456
Enterprise Edge, 83
Internet connectivity, 111
design example, 115-116
ISP connectivity solutions, 113—-114
NAT, 112-113
requirements for the Internet, 111
remote access, 104
access routing solutions, 109
design example, 110
enterprise need for, 105
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remote access protocols, 108
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enterprise needs, 88
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throughput, 4
utilization, 4
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security
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applications, 243
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IDS, 228-230
IPSec, 236-238
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management, 209-211
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trust exploitation, 221
viruses and Trojan horses, 222-223
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wireless. See WLANs
nGenius Real-Time Monitor, 147
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one-to-one translation, 380
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OTP (one-time password), 218

outline, network management strategy process,
136-137

overrun, 281

P

packet sniffers, 214-215
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parallel availability, 185
password attacks, 218, 426
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availability, 6
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Enterprise Edge, 19, 85
IP multicast, 318,414
monitoring, 132
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scalability, 5-6
server farms, 58
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throughput, 4
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perimeter LANs, 224-225
perimeter security, 213
10S firewall, 227
PIX firewall, 226
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defining, 206
maintaining network security, 207-208
risk assessment and management,
209-211
policy domains, 39
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PortFast, 184
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Product Advisor, 46
propagation delay, 281
Protocol Independent Multicast version 1 (PIMv1),
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remote access, 108
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proxy caching, 500
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Cisco IP Telephony solutions, 484—486
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congestion management, 288—-290
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service levels, 284-285
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switches, 307
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VPNs
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testing security, 208
TFTP protocol (network management), 140
throughput, 4
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fabric, 526
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WAN design, 89
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traffic
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congestion avoidance, 287-288
congestion management, 288—-290
Enterprise Edge, 86-87
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QoS, 299
security, 483
servers, 489
voice bearer traffic, 476
voice over ATM, 475
VoIP
Cisco products, 488
QoS, 415
VPN Monitor, 359
VPN (virtual private networks), 11,213, 349
Cisco Systems products, 388
enterprise requirements, 350
managing, 358-359
remote-access
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advantages, 376
broadband access, 378
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design considerations, 377
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384-385
NAT, 379-382
requirements, 374-375
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382-383
security, 269-270
encryption, 353-355
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user authentication, 353
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physical layer, 94-95
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service providers, 92
edge routing solutions, 96-98
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attack mitigation (EAP authentication),
422-423
attack mitigation (IPSec), 424-426
Cisco EAP, 421-422
EAP, 418
implementation comparison, 420-421
IPSec, 419
WLAN static WEP, 419
small office WLAN design model, 426
wireless enterprise needs, 399
workgroup bridges, 406
WRED, 287

X-Z

X.25,94

yagi antenna, 403





