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availability, 6-7

backups, 277-278

drive contention limitations, 80

exported storage, 107-108

file /0, 32

filing, 32

historical file versions, 381-382

LUN masking, 110-111

permissions, 319

SAPs, 18

snapshots, 382

subsystem redundancy, 112
ACLs (access control lists), 32
active/active clusters, 348
active/passive clusters, 347
active/passive multipathing configurations, 241
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adapters

FAs, 97

HBAs, 135

subsystems, 91
adding NAS systems, 342
addresses

block, 28

DAS, 13

LBA, 153

logical block, 76

LUN, 107-108

parallel SCSI buses, 143
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space, 29

allocation, 31
clusters, 353

sizing, 185
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storage virtualization, 249-250
applications, 267
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performance, 255, 266
pooling, 262-266
products, 251-254
reliability, 269-271
scaling, 255-259
technologies, 250

administration

address space, 29, 105
ASM, 366
availability, 6-7
backups, 289-296
centralized storage, 334
containers, 111
DAS costs, 11-12
data
capacity, 385
file replication, 378
government compliance, 383-385
historical file versions, 378-382
1LM, 388
in time, 372
point-in-time snapshots, 372-378
distributed backup systems, 290
HSM, 155,278,386
Information Life Cycle Management, 155
media, 281
NAS, 339
operating systems, 308
power, 92
RAID, 205-206
SCSI, 111, 124,335
SRM, 386
storage
pooling, 262-266
virtualization, 267-269
volumes, 51, 362

Advanced Intelligent Tape (AIT), 85

Advanced Services and Caching Services modules,
224

Advanced Technology Attachment (ATA), 8, 25,91

filing, 31

JBOD, 112

logical directory structures, 313
management, 105
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agents
backup, 279
serverless backups, 295
aggregation
devices, 92
virtualization, 260
AIT (Advanced Intelligent Tape), 85
algorithms
GFS, 281
RAID, 191
routing, 57
alignment of zones, 81
allocation
of address space, 31
of logical directory file system structures, 314
analysis
SMART, 153
three-legged stool, 23
applications (filing), 34-38
connections, 24-27
filing, 31-33
storage processes, 23-30
APIs (application programming interfaces), 326
appliances
NAS, 337-341
SAN, 224
applications. See also files
ATA network storage, 155
backups, 276-277,289-296
clusters, 345-348
implementation, 353
NAS, 355-356
sharing, 349-351
structures, 351-352
data management, 372. See also management
DFS, 358
disk drive specifications, 78—80
Fibre Channel, 160
file systems, 309
filing, 34-38
historical file versions, 378382
hosts
remote copy, 225
systems, 49
hotspots, 195
HSM, 386

I/O paths, 46-54
components, 55-58
operating systems, 60—63
subsystem hardware, 58—60
mirroring, 180, 184
multipathing, 239
networks, 56
NFSs, 334
centralized storage management, 334
data sharing, 334
parallel SCSI buses, 146
RAID 5,203-204
remote copy, 209-215
architecture, 226227
implementation, 223-225
processing, 216-223
SATA, 165
servers, 328
SRM, 266
storing, 33, 267
switch application blades, 224
arbitrated loops, 159. See also Fibre Channel
arbitration
buses, 13
parallel SCSI buses, 143
architecture
DAS, 14-21
data-centric computing, 18-19
disk-based backups, 299
remote copy, 210, 226-227
SCSI, 118
commands, 128-132
SAM, 119-128
subsystems, 89-90
availability, 93-97
capacity, 98
controllers, 90-91
device aggregation, 92
internal connections, 91-92
modular enclosures, 102-105
performance, 99-102
three-legged stool analysis, 23
applications (filing), 34-38
connections, 24-27
filing, 31-33
storage processes, 23-24
storing, 27-30
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archiving. See also backup; historical file versions
ATA, 155
ILM, 388
arms, 72
arrays
RAID, 105, 192
data strips, 202
degraded mode operations, 201
RAID 10, 204-205
reliability of parity, 198
subsystems, 106
ASM (Automated Storage Manager), 366
assignment of addresses (SCSI buses), 143
asymmetrical communications, 122
asynchronous operating modes, remote copy, 220
ATA (Advanced Technology Attachment), 8, 25,91
interconnects, 152157
SATA, 162-167,413
T13 AT Attachments, 413
ATAPI (ATA Packet Interface), 153
atomicity, 213
attributes of file systems, 32, 318
autoloaders, 113
Automated Storage Manager (ASM), 366
automation
backups, 284. See also backup
data migration, 268
EDA, 334
HSM, 386
availability
clusters, 345-348
implementation, 353
NAS, 355-356
sharing, 349-351
structures, 351-352
DAS, 9
NAS, 340
remote copy, 212
requirements, 67
subsystems, 93-97
average seek time, 79

back end functions, 90

back end networks, 16-17
backplanes, parallel SCSI buses, 148
backup, 275-276

agents, 279

applications, 276277, 289-296

ATA, 155

automated, 284

D2D, 300

DAS, 14

databases, 367

decentralized approach to, 14

disk-based, 296-301

engines, 279

file restoration, 382

historical file versions, 380

ILM, 388

legacy networks, 283

location of, 277-278

NAS, 341

operations, 284-289

storage devices, 59

subsystems, 113—-114

systems, 279-283

tape drives, 82-85

windows, 284
bandwidth, 41-42
basic address space manipulations, 29
blocks

addresses, 76

commands, 129. See also SCSI

free block maps, 314

1/0, 28, 326

large size definitions, 335

LBA, 153

logical directory structures, 314

sizing, 266

superblocks, 317
Boolean values, XOR parity, 199
bottlenecks

DAS, 9

many-to-many relationships, 15

one-to-many relationships, 14
breadth in pooled storage, 265
buffers

file systems, 319

hosts, 377

memory, 56, 73,351
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bunker sites, remote copy, 212
bunker storage, remote copy, 227
buses

arbitration, 13

ATA, 25

DAS, 8

dual, 94

1/0, 48,91

memory, 47

parallel, 24-25

parallel SCSI, 141-152

SCSI, 25

business continuity protection, backups, 276

business issues, DAS, 11
bytes
location/range, 32
parallel buses, 24

C

cabinets, modular components, 104
cables
ATA, 154

latency of light propagation, 219

parallel SCSI buses, 143

redundancy, 232

SCSI, 145,219

wiring, 24. See also connections
caches

clusters, 351-353

file systems, 319

I/O performance, 100

memory, 59, 96. See also memory

storage virtualization, 255
calculations, 200. See also parity
calls

file systems, 50

remote procedure, 121
capacity

Block 1/0, 28

costs, 13

DAS, 11

management, 385

NAAS, 338

scalability, 194

scaling, 92

sizing, 185

subsystems, 98

utilization of storage, 266
captive resources, DAS, 12
CAS (content addressable storage), 384
CDB (command descriptor block), 129, 184
central processing units (CPUs), 61
centralized layout reference systems (DFS), 360
centralized management. See also management

DAS, 12

storage management, 334
channels, read/write, 72
checking file systems, 320
choke points, 41-42
CIFS (Common Internet File System), 331-333
CIM (Common Information Model), 112
Cisco MDS9000 products, 224
clients

DEFS, 360

IFSs, 62

NFSs, 327

traditional computing, 7-14
clusters, 345-348. See also redundancy

active/active, 348

active/passive, 347

implementation, 353

n+l1, 347

NAS, 355-356

SAN virtualization, 270

sharing, 349-351

structures, 351-352

systems, 332
cold backups, 286-287. See also backup
command descriptor block (CDB), 129
commands

block 1/0, 28

EXTENDED COPY (SCSI), 131

media changer, 130

NCQ, 164

pending, 121

primary, 129

protocols, 28

SCSI, 128-132,216

SCSI EXTENDED COPY, 123

streaming, 129

TCQ, 127
Common Information Model (CIM), 112
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Common Internet File System (CIFS), 331-333

communication
consolidated, 92
many-to-many relationships (DAS), 15
one-to-many relationships (DAS), 14

compliance (government), data storage, 383-385

components
disk drives, 69-74
data structures, 75-78
performance, 80—81
/O paths, 55-58
modular cabinets, 104
redundancy, 173
metrics, 174-175
mirroring, 178-187
threats to data, 174
types of, 176177
redundant paths, 231-234
specifications, 78—80
subsystems, 89-90
availability, 93-97
capacity, 98
controllers, 90-91
device aggregation, 92
internal connections, 91-92
modular enclosures, 102—-105
performance, 99-102
TCQ, 127
compression, tape drives, 84
concatenation
capacity scalability, 98
virtualization, 260
configuration
ATA, 154-155
Fibre Channel, 160
multipathing, 241
multiple HBAs, 134
parallel SCSI buses, 142, 146
RAID, 205-206
SATA, 162-167
static, 9
subsystems
availability, 93-97
capacity, 98
controllers, 90-91
modular enclosures, 102—-105
performance, 99-102

connections
ATA, 152157
DAS, 8,24-25
dual-controller parallel SCSI, 151
flexibility, 16-17
interconnects, 140—-141
legacy DAS, 141-157
SATA, 162-167
serial, 158—161
internal, 89, 91-92
logical storage, 26
options, 19
parallel SCSI buses, 142, 148
point-to-point, 162
redundancy, 231-234
relationships, 127
SAN, 26, 282
technologies, 8, 24-27
consistency, 45
host buffers, 377
remote copy, 213
consolidated communications, 92
consolidated management, 195. See also
management; RAID
constructs, file systems, 317-322
container management, 111
content addressable storage (CAS), 384
contention, drive limitations, 80
continuity of backups, 276
continuous backups, 289
continuous volume snapshots, 377
control paths, backups, 291
controllers, 135
dual-mode, 123
forwarding, 216
hardware, 89
HBAs, 135
host storage, 181
RAID, 193
redundancy, 95
remote copy, 210
subsystem, 90-91
convergence, multipathing, 244
cooling, redundancy, 97
copying files, 321. See also replication
copy-on-write backups, 288. See also backup
core switching technology, 56
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core system hardware, 47

costs of DAS, 11

CPUs (central processing units), 61
cross-shipping data., 350

customization. See also configuration; design

Fibre Channel, 160
parallel SCSI bus configuration, 146
RAID, 205-206
remote copy, 218, 223-225
SATA, 164
cylinders, 75

D

D2D (disk to disk) backups, 300
D2D2T (disk to disk to tape) backups, 300
daisy chains, 8
DAS (direct attached storage), 106
access control capabilities, 32
architectures, 14-21
client/server computing, 7-14
connections, 24-25
legacy interconnects, 141-157
data consistency, 45,213
Data Core SAN Symphony, 224
data integrity, 213
data management. See management
data movers, 294
data paths, 291
data rebuild, 103
data redundancy, 92, 173
metrics, 174-175
mirroring, 178-187
multi-level, 183
RAID, 193
threats, 174
types of, 176-177
data sharing
backups, 277
NFSs, 334
data snapshots, 365
data striping, 194-197
data structures, 75-78
databases
filing, 365
NFSs, 365-368

data-centric computing architectures, 18—19
decentralized backup approaches, 14
degraded mode operations, 201
delay, 42
delivery
guaranteed in-order, 25
in-order (SCSI), 123
remote copy, 215
Dell Powervault 530F, 224
delta redundancy, 177
delta snapshots, volumes, 375

dense wavelength division multiplexing (DWDM),

92
depth of strips (RAID), 202
design
clusters, 345-348
implementation, 353
NAS, 355-356
sharing, 349-351
structures, 351-352
DFS, 357-365
EDA, 334
NAS, 337-341
remote copy, 226-227
subsystems
availability, 93-97
capacity, 98
controllers, 90-91
device aggregation, 92
internal connections, 91-92
modular enclosures, 102-105
performance, 99-102
desktops, ATA, 152-157
devices, 59
HBAs, 49, 135
hot-spare, 103
interconnects, 140-141
legacy DAS, 141-157
SATA, 162-167
serial, 158-161
overlapped 1/Os, 99
RAID, 193
redundancy, 93, 173
metrics, 174-175
mirroring, 178-187
threats to data, 174
types of, 176-177
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SCSI enclosure services, 130
starving, 13
subsystem aggregation, 92
T11 interfaces, 410
tape backups, 282
DEFS (distributed file system), 356-365
difference redundancy, 177
differential backup operations, 285
differential LVD SCSI buses, 145
direct attached storage (DAS) technology, 106
directories, 311-317
disassembling data, 24
disk controllers, 74
disk drives
clusters, 354
components, 69-74
data structures, 75-78
performance, 80-81
redundancy, 173
metrics, 174-175
mirroring, 178-187
threats to data, 174
types of, 176177
SATA, 165
specifications, 78—80
disk mirroring, 93, 179
disk platters, 70
disk quotas (NFSs), 335
disk subsystems, 114
disk technology selection (NAS), 338
disk to disk (D2D) backups, 300
disk to disk to tape (D2D2T) backups, 300
disk trays, 148
disk-based backups, 296-301
distance
limitations, 10
mirroring, 186
distributed backup systems, 290
distributed database systems, 368
distributed file system. See DFS

Distributed Management Task Force (DMTF), 112

distribution, parity, 203
DMP (dynamic multipathing), 234-244

DMTF (Distributed Management Task Force), 112

domains
NAS, 340
NFSs, 336

downstream, 52
downtime, availability (IEC), 6
drivers
HBA, 53
multipathing, 49, 52
drives
clusters, 354
disk. See disk drives
exported, 30
tape. See tape drives
dual-controller parallel SCSI connections, 151
dual-function storage, 340
dual-mode controllers, 123
dual-ported devices, 94
dual-ported Fibre Channel disk drives, 160
duplication
mirroring, 178-187
redundancy, 176. See also redundancy
requests, 184
DWDM (dense wavelength division multiplexing),
92
dynamic address space expansion (DFS), 364
dynamic file system expansion, 342
dynamic load balancing, 243
dynamic multipathing (DMP), 234-244

E

e-copy, 131
EDA (electronic design automation), 334
electric-connections, DAS, 9
electronic design automation (EDA), 334
elements, redundant I/O paths, 231-234
e-mail, historical storage of, 384-385
EMC SRDF (Symmetrix Remote Data Facility), 223
enclosure services, 130. See also SCSI
engines, backup, 279
enterprise storage, 20
expanded metadata (DFS), 363
expansion

dynamic address spaces, 364

dynamic file systems, 342

file systems, 322
exported drives, 30
exported storage, 107-108
EXTENDED COPY command (SCSI), 131
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extended copy, serverless backups, 294
external storage network ports, 89

F

fail back, 244
failover processing, 243
failure mode links (remote copy), 222
Falconstor IPStor, 224
fan-in ratios, 108—109
fan-out ratios, virtualization lens, 256
farm-style redundancy (FDS), 357
FAs (Fibre adapters), 97
fiber-optic cables, 219. See also cables
Fibre Channel
applications, 160
latency, 43
loop networks, 91
networking technology, 26. See also SAN
serial storage interconnects, 158
subsystems, 161
T11,411
WWPN, 237
file I/Os, 32
NFSs, 326, 329-331
redirection, 327
file systems, 31-33, 49-50
access permissions, 319
buffers, 319
caches, 319
checking, 320
clusters, 345-348
implementation, 353
NAS, 355-356
sharing, 349-351
structures, 351-352
constructs/functions, 317-322
expansions, 322
IFSs, 62
integration, 61
journaling, 320
locking, 319
operating systems, 307-310
scaling, 321
scanning, 317
semantics, 319

snapshots, 376
structures, 310
traversing, 317

files, 311
copying, 321
historical versions, 378-382
HSM, 386
journaling, 339
NFSs, 325. See also NFSs
replication, 378
restoring, 382

file-sharing networks, 7

filing
applications, 34-38
databases, 365
technologies, 31-33

five-nines availability, 6. See also availability

flexibility of connections, 16—17
flow control, 57
flushing data, host buffers, 377
flying height, 72
forwarding controllers
remote copy, 210
SCSI, 216
four-stroke SCSI write process, 219
fragmentation of file systems, 315
free block maps, 314
front end functions, 90
front end networks, 16-17
Fujitsu Softek Replicator, 225
full backup operations, 285
full paths, file systems, 312
functions. See also commands
back end, 90
file systems, 317-322
front end, 90
RAID, 193, 195
redundancy, 235
storage processes, 23-24
subsystems

address space management, 105

arrays, 106

LUN, 107-111
multiplexing, 108-109
redundancy, 112

SMI, 111
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G

gap, head, 72
geometry of disk drives, 77
GFS (grandfather, father, son) algorithm, 281
global name spaces

clusters, 352

DFS, 357
GMR (giant magnetoresistive) technology, 72
government compliance, data storage, 383-385
guaranteed in-order delivery, 25

H

hardware
core system, 47
1/O paths, 46
networks, 55
subsystem I/O paths, 58—60
HBAs (host bus adapters), 18, 48—49
bandwidth measurements, 41
device/subsystem controller/adapters, 135
drivers, 49
Fibre Channel, 160
interfaces, 132-133
as SCSI initiators, 133-134
vendor qualification, 134
mirroring, 181
multipathing, 239
multipathing drivers, 52
multiple, 134
network drivers, 53
parallel SCSI buses, 142
RAID, 193, 206
redundancy, 232
storing drivers, 53
heads
gap, 72
NAS, 342
read/write, 71
tape, 83
helical scan tape technology, 85. See also tape drives
hierarchical storage management (HSM), 155, 278,
386
hierarchies, remote copy, 210

high availability. See also availability
clusters, 345-351
implementation, 353
NAS, 355-356
DAS, 9
structures, 351-352
subsystems, 93-97
high priority applications, file systems as, 309
historical archiving, 276. See also archiving; backup
historical file versions, 378-382

histories
RAID, 191
SCSI, 118

Hitachi Truecopy, 223
hits, caches, 100
host bus adapters. See HBAs
hosts
applications, 49
buffers, 377
controllers, 181
I/O paths, 47
limitations, 289
mirroring, 180, 184
multipathing, 239
RAID, 205
remote copy, 225
hot backups, 287. See also backup
hot sparing, 268
hot swapping, 92
hot-spare devices, 103
hotspots, 195
HP CASA (Continuous Access Storage Appliance),
224
HP Storageworks DRM (Data Replication
Manager), 223
HSM (hierarchical storage management), 155, 278,
386

I/O (input/output)
buses, 48,91
NFSs, 329-331
overlapped, 122
paths
DMP, 234-244
operation, 62
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RAID, 193 interfaces
redundant elements, 231-234 APIs, 326
termination, 183 ATAPI, 153
IBM PPRC (Peer-to-Peer Remote Copy), 223 HBAs, 132-133
IBM SVC (SAN Volume Controller), 224 device/subsystem controller/adapters, 135
IDE (Integrated Device Electronics), 25 multiple, 134
IEC (International Engineering Consortium), 6 as SCSI initiators, 133-134
IFSs (installable file systems), 62 vendor qualification, 134
ILM (information life cycle management), 155, 388 private/public, 310
implementation. See also configuration SCSI, 8, 25
clusters, 353 architecture, 118
RAID, 205-206 commands, 128-132
remote copy, 223-225 SAM, 119-128
in-band virtualization, 254 semantics, 319
INCITS (International Committee for Information T10, 409
Technology), 118, 409—413 T11 device level, 410
incremental backups, 285. See also backup internal connection technology, 89-92
information life cycle management (ILM), 155, 388 internal interconnections, 59
initialization of LIP, 159 internal networks, dual, 94
initiators, 28, 119 internal parallel SCSI interconnects, 151
CDBs, 129 internal SCSI disks, 146
HBAs, 133-134 International Committee for Information
hosts, 239 Technology Standards (INCITS), 118, 409413
SCSI, 216 International Engineering Consortium (IEC), 6
in-order delivery IP (intellectual property), 378
remote copy, 215
SCSI, 123
installable file systems (IFSs), 62 J
integrated controller/adapters (subsystems), 91
Integrated Device Electronics (IDE), 25 JBOD, 112
integration Fibre Channel, 161
DFS, 358 parallel SCSI buses, 148
disk-based backups, 300 journaling
file systems, 61 clusters, 352
packaging, 92 file systems, 320, 339
Volume Manager (DFS), 362 jumps’ file systems, 311
integrity
remote copy, 213
storage 1/0, 44 K
intellectual property (IP), 378
interconnections. See also connections Kashya KBX4000, 224
backups, 282
internal, 59
legacy DAS, 141-157
NAS, 338

redundancy, 233
serial, 158161167
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L

LANS (local area networks)
backups
DAS, 14
LAN-free, 291
front end networks, 1617
limitations, 290
VLANSs. See VLANs
laptops, ATA, 152-157
large block size definitions, 335
large-capacity storage, 193. See also RAID
latency, 42
of light propagation, 219
rotational speed and, 78
storage virtualization, 255
layers, disk platters, 70
layout reference systems
clusters, 351
DFS, 360
systems, 315
LBA (logical block addressing), 76, 153
legacy DAS interconnects, 141-157
legacy networks
backups, 283
troubleshooting, 289
lenses, virtualization, 256
levels
of RAID, 196-197
of RAID 5, 203-204
of RAID 10, 204-205
libraries, subsystem backups, 113
life cycles. See ILM
light propagation, latency of, 219
limitations
DAS
architecture solutions, 14-21
scalability, 13
distance, 10
drive contention, 80
hot backups, 289
LAN, 290
parity, 204-205
linear tape open (LTO), 85

linear tape technology, 84. See also tape drives

links

failure modes (remote copy), 222

networks, 41

oversubscription, 108—109
LIP (loop initialization process), 159
load balancing

dynamic, 243

static, 241
local area networks. See LANs
location

of backups, 277-278

of bytes, 32

of mirroring operators, 179
locking

clusters, 352

DEFS, 363

file systems, 319

strong (UNIX), 333
logic, 89

SAM, 119-132

SCSI, 118
logical block addressing (LBA), 76, 153
logical container partitions, 75
logical directory file system structures, 310-317
logical storage connections, 26
logical unit number. See LUN
logical units

LUs, 214

SCSI, 124
logs, databases, 367
loop initialization process (LIP), 159
loops

FC,91

Fibre Channel, 158

servo-controlled closed, 73
LTO (linear tape open), 85
LUN (logical unit number), 29

addressing, 107-108

masking, 110-111

multipathing, 235

parallel SCSI buses, 149

recursive virtualization, 258
LUs (logical units), 214
LVD (low-voltage differential), 141
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M networks, 56
removable backup, 281
rotational speed, 78

management :
address space, 29, 105 :ape ?rlvei, 8279
ASM, 366 ransfer rates,

WORM, 384
media changer commands, 130. See also SCSI
members (RAID), 192

parity rebuild operations, 201

availability, 6-7
backups, 289-296
centralized storage, 334
containers, 111

DAS costs, 11-12 RAID 5,203
data memory
capacity, 385 buffers, 56, 73
file replication, 378 CTChteS, 53951
government compliance, 383-385 Clusters,
CPUs, 61

historical file versions, 378-382
1LM, 388

in time, 372

point-in-time snapshots, 372-378

1/O paths, 47
redundancy, 96
subsystems, 89

distributed backup systems, 290 meta(ézg(ups %2
HSM, 155,278,386 DFS, 363

Information Life Cycle Management, 155 file systems, 318

media, 281 . ..

virtualization, 261
NAS, 339 tri dund 174-175
NDMP. 341 metries, redundancy. 174~
ogi:;:;mggz systems, 308 backups, 277
power, DFS, 365
RAID, 205-206 . .

storage virtualization, 268
SCSI, 124 .

mirroring, 178-187
SMI, 111 dad ¢ 105
SRM. 266. 335, 386 address space management,
I caches, 354
£ disk, 93

pooling, 262-266
virtualization, 267-269
volumes, 51, 267, 335, 362
many-to-many relationships, DAS, 15
maps, free block, 314
masking (LUN), 110-111
masters, 28, 154
matching rotation speed, 81
mean time between failures (MTBF), 78, 175, 198
mean time to repair (MTTR), 175
measurements, bandwidth, 41
media, 45
components, 55-58
disk platters, 70
1/0O paths, 46-54, 59
management, 281

distance, 186

multipathing, 235

RAID 10, 204-205

RAID level 1, 196

virtualization, 261
misses, caches, 100
models, 326. See also NFSs
modes

link failure (remote copy), 222

operating, 220

standby (clusters), 347
modification of address spaces, 29
modular cabinet components, 104
modular enclosures, 102-105
modular scalability, 363
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monitoring, SMART, 153
motherboards, ROM, 206
mounting NFSs, 327
movers, data, 294
moving files, 321
MTBF (mean time between failure), 78, 175, 198
MTTR (mean time to repair), 175
multi-level data redundancy, 183
multinode active/passive clusters, 347
multipathing
clusters, 353
DMP, 234-244
drivers, 49, 52
SAN virtualization/volume managers, 269
multiple applications, 80. See also applications
multiple controller cards, redundancy, 95
multiple devices, 99
multiple HBAs, 134,239
multiple mirroring functions, 183
multiple partitions, 75
multiple SAN, 134
multiple spindles, spreading hotspot data over, 196
multiplexing
DWDM, 92
subsystems, 108—109
multipliers, ports, 164
multiprocessing, 203-204
multitasking, 203-204

N

n+1 clusters, 347
NAC (network accelerator card), 133
names
SCSI, 123
spaces
clusters, 352
DFS, 357
file systems, 318
virtualization, 335
WWN, 124,237
WWNN, 124,237
WWPN, 237
NAS (network attached storage), 8
ATA, 155
clusters, 355-356

databases, 368
as filing/storing applications, 34-38
heads, 342
IFSs, 62
legacy DAS interconnects, 141-157
NFSs, 325-326, 337
applications, 334
backups, 341
block I/Os, 326
centralized storage management, 334
clients, 327
data sharing, 334
designs, 337-341
disk quotas, 335
domains, 336
file I/Os, 326, 329-331
large block size definitions, 335
name space virtualization, 335
NEFS protocol, 331-333
redirection (file I/Os), 327
remote mounts, 327
SAMBA, 337
scalability, 342-343
servers, 327-329
SRM, 336
volume management, 335
NCQ (Native Command Queuing), 164
NDMP (Network Data Management Protocol), 341
near-line storage, backups, 277-278
network accelerator card (NAC), 133
network attached storage. See NAS
Network Data Management Protocol. See NDMP
Network File Systems. See NFSs
network interface cards (NICs), 18, 49
network operating systems (NOSs), 325
networks
applications, 56
backup systems, 279-283
bandwidth measurements, 41
computer storage, 19
dual internal, 94
equipment, 218
file-sharing, 7
filing services, 328
hardware, 55
HBA drivers, 53
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/O paths, 55-58
operating systems, 60—63
subsystem hardware, 58—60
LAN limitations, 290
legacy backup systems, 283
loop, 91
paths, 53
RAID, 206
SAN, 8
upgrading, 17
virtual technologies, 57
nexus objects, SCSI, 127
NFSs (Network File Systems), 325-326
applications, 334
block 1/0s, 326
clients, 327
clusters, 356. See also clusters
databases, 365-368
design, 357-365
DEFS, 356
disk quotas, 335
domains, 336
file I/Os, 326-331
large block size definitions, 335
name space virtualization, 335
NAS, 337
backups, 341
designs, 337-341
scalability, 342-343
NFS protocol, 331-333
remote mounts, 327
SAMBA, 337
servers, 327-329
SRM, 336
volume management, 335
NFSV4,331
NICs (network interface cards), 18, 49
nodes, WWNN, 124,237
noncompliance, risks of, 383
NOSs (network operating systems), 325
notebook computer storage, 19

o)

objects, 127
offline storage, backups, 277-278

one-to-many relationships, DAS, 14
online storage, backups, 277-278
operating modes, remote copy, 220
operating systems, 31-33

DAS, 12

file systems, 307-310

I/O paths, 60-63

NAS, 338
operations

backups, 284-289

degraded mode, 201

1/0, 62

RAID, 93

rebuild, 201

schedulers (backups), 280

start-stop (tape drives), 84
operators

location of, 179

mirroring, 178
optimization. See also configuration

ATA interconnects, 154

backups, 291

DAS, 9

disk drives, 80-81

read operations, 186

remote copy, 218

SATA, 164

storage virtualization, 255, 266

subsystems, 99-102

tape drives, 83

TCQ, 127
options

connections, 19

Fibre Channel, 160

parallel SCSI bus configuration, 146

RAID, 205-206
remote copy, 218, 223-225
SATA, 164

oracle 10g Automated Storage Manager, 366

ordering, write, 45
out-of-band virtualization, 254
overlapping

1/0s, 99, 122

read operations, 186
oversubscription of links, 108—-109
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P

packets, ATAPI, 153
pairs, mirroring, 178
parallel buses, 24-25
parallel SCSI buses, 141-152
parallelism, 99, 193, 266
parity
distribution, 203
RAID, 196-197
limitations, 204-205
rebuild operations, 201
redundancy, 197-202
redundancy, 177
partitions, 75
address space management, 105
RAID, 192
raw, 365
short-stroking, 81
passive clusters, 347
passive multipathing configurations, 241
paths
backups, 291
clusters, 353
failover processing, 243
file systems, 312
1/0O redundant elements, 231-234
multipathing, 52
networks, 53
redundancy, 234-244
storage 1/0, 46-54
components, 55-58
operating systems, 60-63
subsystem hardware, 58—60
PCI (Peripheral Component Interconnect), 91
PCI Extended (PCI-X), 91
PDUs (protocol data units), 120, 129
pending commands, 121
percentages, availability (IEC), 6
performance. See also specifications
ATA interconnects, 154
backups, 291
DAS costs, 13
DFS, 363
disk drives, 80-81
Fibre Channel, 160
NAS, 339

RAID, 205-206

read operations, 186

remote copy, 218

SATA, 164

storage

1/0,41-43
virtualization, 255, 266

subsystems, 99-102

tape drives, 83

TPC, 348
Peripheral Component Interconnect (PCI), 91
permissions, access to file systems, 319
persistence, SAN, 237
physical components, redundant paths, 231-234
physical dimensions, NAS, 338
ping pong remote copy, 226. See also remote copy
pipelines, latency, 43
platforms, traditional client/server computing, 7
platters, disk, 70
point-in-time snapshots, 372-378
point-to-point connections, SATA, 162
pooling

applications, 267

storage, 262-266
ports

buffer memory, 56

dual-ported devices, 94

Fibre Channel disk drives, 160

HBA redundancy, 232

I/O paths, 56

IDs, 123

multipliers, 164

redundancy, 97, 233

SCSI, 120, 123

selectors, 165

subsystem networks, 59

WWPN, 237
power

management, 92

redundancy, 97
primary commands, 129
primary sites, remote copy, 215
primary storage, remote copy, 210
prioritization, 57

file systems (as applications), 309

parallel SCSI buses, 143
private data areas, virtualization, 261
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private interfaces, 310 parity redundancy, 197-202
processing RAID 5, 203-204
failover, 243 RAID 10, 204-205
four-stroke SCSI write process, 219 stripes, 202, 260
remote copy applications, 216-223 subsystems, 93
processors RAID on motherboard (ROM), 206
I/O paths, 47 ranges, byte, 32
redundancy, 95 raw partitions, 365
products, storage virtualization, 251-254 read operations, overlapping, 186
propagation, latency of light, 219 read/write channels, 72
properties, XOR, 199 read/write heads, 71
proprietary bus implementations, 91 reassembling data, 24
protection, 276. See also backup rebuild operations, RAID parity, 201
protocol data units (PDUs), 120, 129 receiving controller, remote copy, 210,217
protocols recording
command/response, 28 heads, 71
NDMP, 341 read/write channels, 72
NFS, 331-333 zoned-bit, 77
provisioning, 125 recovery, 275-276
public interfaces, 310 DAS, 14

databases, 367
historical file versions, 380

Q NAS, 341

storage devices, 59

QoS (quality of service) tape drives, 82-85
DFS, 364 recursive virtualization, 257
I/O paths, 57 redirection of file I/Os, 327

qualification of vendors, 134 redundancy, 7, 173

queuing cache memory, 96
NCQ, 164 connections, 231-234
TCQ, 127 controllers, 95

quotas, disk (NFSs), 335 data, 92

data-centric architectures, 20
dual-controller parallel SCSI connections, 151

R farm-style (DFS), 357
functions, 235
RAID (redundant array of inexpensive disks) HBAs, 232

arrays, 105, 192 interconnections, 233
backups, 298 metrics, 174-175
controllers, 193 mirroring, 178-187
Fibre Channel, 161 multi-level, 183
functions, 193 paths, 234-244
history of, 191 ports, 97
implementation, 205-206 power, 97
levels, 196197 processors, 95

members, 192 RAID. See RAID

parallel SCSI buses, 148
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remote copy, 209-215
architecture, 226-227
implementation, 223-225
processing, 216-223

servers, 232

storage devices, 93

subsystems, 112,233

switches, 233

threats to data, 174

types of, 176177

regulations, data storage, 383385
relationships

connections (SCSI), 127

initiators/targets, 28

many-to-many, 15

one-to-many, 14

strips/stripes (RAID), 202

reliability

availability, 67

NAS, 340

RAID
arrays, 192
controllers, 193
functions, 193, 195
history of, 191
implementation, 205-206
levels, 196-197
members, 192
parity redundancy, 197-202
RAID 5,203-204
RAID 10, 204-205
stripes, 202

redundancy. See redundancy

storage
1/0, 44
virtualization, 269-271

remote copy, 209-215

architecture, 226-227

implementation, 223-225

processing, 216-223

remote mounts, NFSs, 327

remote procedure calls, 121

remote tertiary storage, remote copy, 227
removable backup media, 281

replicated layout reference systems (DFS), 360
replication of files, 378

reporting, SMART, 153

requests, duplication, 184
requirements. See also configuration
availability, 6-7
storage 1/0, 41
integrity, 44
performance, 41-43
reliability, 44
reservation mechanisms, SCSI, 131
resistance, read/write channels, 72
resources
captive (DAS), 12
SRM, 266, 335, 386
responses
protocols, 28
SCSI, 121
restoring files, historical file versions, 382
results, XOR Boolean, 199
Revivio CPS (Continuous Protection System), 224
risks of storage virtualization, 269-271
ROM (RAID on motherboard), 206
rotation
backups, 281. See also backup
speeds, 78, 81
routers, 124
routes, multipathing, 244
routing
algorithms, 57
multipathing, 235

S

SAM (SCSI Architecture Model), 119-128
SAMBA, 337
SAN (storage area network), 8
ATA, 155
back end networks, 16—17
backups, 282, 289-296
clusters, 353
connections, 26
databases, 368
designs, 357-365
DFS, 356
dual-function storage, 340
as filing/storing applications, 34—-38
latency, 43
legacy DAS interconnects, 141-157
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multiple, 134
persistence, 237
remote copy, 224
SATA, 166
virtualization
clusters, 270
management, 267
reliability, 269
views, 258
VSANSs. See VSANS
SAPs (service access points), 18
Sarbanes-Oxley Act, 379
SAS (Serial Attached SCSI), 91
SATA (Serial ATA), 25,91, 162-167,413
scalability
capacity, 92,98, 194
DAS, 13
designs, 357-365
DFS, 363
file systems, 321
NFSs, 356
pooled storage, 264
storage virtualization, 255-259
scanning
directories, 311
file systems, 317
schedulers, operations (backups), 280
SCSI (Small Computer System Interface), 8, 25,91
architecture, 118
commands, 128-132
SAM, 119-128
clusters, 354
DAS scalability limitations, 13
forwarding controllers, 216
four-stroke write process, 219
initiators, 133-134
LVD, 141
multipathing, 235
parallel buses, 141-152
remote copy application processing, 216-223
T10 interfaces, 409
SCSI Architecture Model (SAM), 119-128
SCSI enclosure services (SES), 103
SCSI EXTENDED COPY command, 123
SCSI-2,118
SCSI-3, 118
SDLT (super digital linear tape), 85

secondary storage, 211,226
sectors, 75
security, 32
seek time, 79
selection of files systems, 338
selectors, port, 165
Self-Monitoring Analysis and Reporting Technology
(SMART), 153
semantics, interfaces, 319
semisynchronous operating modes, 220
separation of DFS, 358
Serial ATA (SATA), 25,91, 162-167,413
Serial Attached SCSI (SAS), 91
serial interconnects, 158-167
server farms, 232. See also redundancy
serverless backups, 294
servers
ATA interconnects, 152—-157
DFS, 357
file server applications, 328
NFSs, 327-329
parallel SCSI buses, 141-152
redundancy, 232
spare, 17
traditional computing, 7-14
service access points (SAPs), 18
service level agreements (SLAs), 44
services
domains
NAS, 340
NFSs, 336
enclosure, 130
network filing, 328
servo control electronics, 73
servo-controlled closed loops, 73
SES (SCSI enclosure services), 103
SFF 8020, 153
shared everything cluster file systems, 349
shared nothing cluster file systems, 350
sharing
caches, 354
clusters, 349-351
DAS storage, 12
data
backups, 277
NFSs, 334
file-sharing networks, 7
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short-stroking disk drives, 81
single points of failure (DAS), 9
many-to-many relationships, 15
one-to-many relationships, 14
single-ended LVD SCSI buses, 145
sites
ping pong remote copy, 226
remote copy, 210
sizing
address spaces, 185
blocks, 266, 314
file system expansions, 322
SLAs (service level agreements), 44
slaves, 28, 154
small computer systems interface. See SCSI
SMART (Self-Monitoring Analysis and Reporting
Technology), 153
SMI (Storage Management Initiative), 111
snapshots. See also backup
accessing, 382
continuous volume, 377
DEFS, 365
file systems, 376
historical file versions, 381
point-in-time, 372-378
volume delta, 375
whole volume, 373
sneaker net, 82
SNIA (Storage Network Industry Association), 174
software. See applications
spaces
addresses, 29
allocation, 31
clusters, 353
DEFS, 364
filing, 31
JBOD, 112
logical directory structures, 313
management, 105
sizing, 185
storage virtualization, 259-261
names
clusters, 352
DFS, 357
file systems, 318
virtualization, 335

spare servers, 17
specialized networking equipment, 218
special-purpose backup operations, 286
specifications of disk drives, 7880
speed
matching, 81
rotational, 78
SCSI, 145
spindles
hotspots, 196
motors, 71-73
SRM (Storage Resource Management), 266, 335,
386-388
stacks
spindle motors, 71-73
storage
applications, 54
processes, 34
standards
ATA, 153
INCITS, 409413
SCSI, 118
SMI, 111
T11,410
standby mode, clusters, 347
start-stop operations (tape drives), 84
states, point-in-time snapshots, 372-378
static configuration, DAS, 9. See also configuration
static load balancing, 241
storage area network. See SAN
storage controllers, 27
bandwidth measurements, 41
subsystem hardware, 59
storage devices, 59
storage flat address spaces, 260
storage 1/0
paths, 46-54
components, 55-58
operating systems, 60—63
subsystem hardware, 58—60
requirements, 41
integrity, 44
performance, 41-43
reliability, 44
Storage Management Initiative (SMI), 111
Storage Network Industry Association (SNIA), 174
storage NICs, 49
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Storage Resource Management. See SRM Fibre Channel, 161
storage virtualization, 249-250 functions
address spaces, 259-261 address space management, 105
applications, 267 arrays, 106
management, 267-269 LUN, 107-111
performance, 255, 266 multiplexing, 108-109
pooling, 262-266 redundancy, 112
products, 251-254 SMI, 111
reliability, 269-271 HBAs, 135
scaling, 255-259 interconnects, 140-141
technologies, 250 legacy DAS, 141-157
StorageTek Mirrorstore Replication Appliance, 224 redundancy, 233
Storageworks Continuous Access EVA products, SATA, 162-167
223 serial, 158-161
StoreAge SAN Volume Manager, 224 1/O paths, 58-60
store-and-forward remote copy applications, 210 JBOD, 112
streaming mirroring, 182
SCSI, 129 multipathing, 235
tape drives, 84 NAS, 340
striping, 192, 202 parallel SCSI buses, 148
capacity scalability, 98 RAID, 193,206
RAID, 194-197 redundancy, 233
RAID 10, 204-205 remote copy, 210,223
virtualization, 260 SAN, 157
strong locking (UNIX), 333 SATA, 165-166
structures virtualization, 258
clusters, 351-352 WORM, 384
data, 75-78 super digital linear tape (SDLT), 85
file systems, 310-317 superblock file systems, 317
remote procedure calls, 121 support, remote copy, 212
subcommittees, T10, 410 sustained transfer rates, 80
subdirectories, 311 switches
subdivisions, address spaces, 261 application blades, 224
substitutions, address spaces, 261 buffer memory, 56
subsystems latency, 43
architecture, 89-90 mirroring, 181
availability, 93-97 redundancy, 233
capacity, 98 switching
controllers, 90-91 bandwidth measurements, 41
device aggregation, 92 core technologies, 56
internal connections, 91-92 switching-based controllers (subsystems), 91
modular enclosures, 102-105 synchronous operating modes, remote copy, 220
performance, 99—-102 system migration backups, 277
backups, 113,282,298 system state point-in-time snapshots, 372-378
autoloaders, 113 system-based controllers (subsystems), 91
disk subsystems, 114 systems

libraries, 113 backups, 279-283
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file. See file systems
operating. See operating systems
subsystems. See subsystems

T10
interfaces, 409
SCSI Standards Committee, 118
subcommittees, 410
working groups, 410
T11
device level interfaces, 410
Fibre Channel, 411
Storage Network Management subcommittee,
412
T13 AT Attachments, 413
tablespace data, 367
tagged command queuing (TCQ), 127
tagged tasks, SCSI, 126
tape devices
backups, 282
DAS backups, 14
troubleshooting, 297
tape drives, 82—85, 382
targets, 28, 119
mirroring, 178
pooled storage, 265
SCSI, 216
task managers, SCSI, 124
task routers, SCSI, 124
task sets, SCSI, 126
TCQ (Tagged command queuing), 127
technologies
connections, 24-27
core switching, 56
DAS, 106
filing, 31-33
GMR, 72
helical scan tape, 85
internal connections, 89
linear tape, 84
storage virtualization, 250
storing, 27-30
virtual networking, 57
termination, I/0, 183
tertiary sites, remote copy, 211

tertiary storage, remote copy, 227
third-party copy, 131
threats to data, 174
three-legged stool analysis, 23
applications (filing), 34-38
connections, 24-27
filing, 31-33
storage processes, 23-24
storing, 27-30
thresholds, SRM, 386
throughput, NAS, 339
time
data management in, 372
point-in-time snapshots, 372-378
TOE adapters, 133
tolerances, head gap, 72
Topio SANSafe, 225
topologies
DAS, 8
Fibre Channel, 158
traditional client/server computing, 7
tow-node active/passive clusters, 347
TPC (Transaction Processing Performance Council),
348
tracks, 75
traditional client/server computing, 7-14
traffic, prioritization, 57
Transaction Processing Performance Council (TPC),
348
transactions, average seek time, 79
transfer rates
media, 79
sustained, 80
transfers, backup, 280
transmissions
latency, 42
parallel buses, 25
traversing file systems, 317
trays, parallel SCSI buses, 148
troubleshooting
backup, 275-276
applications, 276277, 289-296
disk-based, 296-301
legacy networks, 283
location of, 277-278
operations, 284-289
systems, 279-283
DAS,9, 14
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DFS, 363
failover processing, 243
file system fragmentation, 315
recovery, 275-276
remote copy, 215
tape devices, 297
tape drives, 83

types
of backups, 277-278, 284
of database data, 366
of redundancy, 176-177
of SCSI, 145

U

unaltered storage, 384
unique identifier (UUID), 236
unique identifiers (port IDs), 123
UNIX, strong locking, 333
upgrading networks, 17
upper-layer storing device drivers, multi-pathing, 52
upstream addresses, 52, 249-250
address spaces, 259-261
applications, 267
management, 267-269
performance, 255, 266
pooling, 262-266
products, 251-254
reliability, 269-271
scaling, 255-259
technologies, 250
uptime, availability (IEC), 6
utilization of DAS, 12
UUID (unique identifier), 236

\'

virtual LANs (VLANS), 57
virtual networking technologies, 57
virtual SANs (VSANSs), 57, 259
virtual storage, 30
virtualization
in-band, 254
lens, 256
name space, 335
out-of-band, 254
SAN remote copy, 224
serverless backups, 296
storage, 249-250
address spaces, 259-261
applications, 267
management, 267-269
performance, 255, 266
pooling, 262-266
products, 251-254
reliability, 269-271
scaling, 255-259
technologies, 250
VLAN:S (virtual LANSs), 57
volumes, 30, 251-254
continuous snapshots, 377
delta snapshots, 375
host volume management, 205
management, 49, 51,267, 335
DFS, 362
views, 258
whole snapshots, 373
VSANS (virtual SANs), 57

W

values
Boolean (XOR parity), 199
parity calculations, 200
vendors, qualification, 134
VERITAS Storage Foundation for Networks, 224
Veritas Volume Replicator, 225
versions, historical file, 378382
views, virtualization, 258

WAFL (write anywhere file layout), 339
warm swapping, 103

whole volume snapshots, 373

windows, backup, 284

wiring, 24. See also connections

working groups, T10, 410

world wide name (WWN), 124,237

world wide node name (WWNN), 124, 237
world wide port name (WWPN), 237
WORM (write-once, read-many) media, 384
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write

atomicity, 214

ordering, 45,213

penalties, 203-204
write anywhere file layout (WAFL), 339
write-back caches, 101
write-once, read-many (WORM) media, 384
write-through caches, 101
WWN (world wide name), 124,237
WWNN (world wide node name), 124, 237
WWPN (world wide port name), 237

X

x-copy, 131

VA

zones
bit-recording, 77
alignment, 81




