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bridge-to-bridge links, 344-345
brute-force attacks, 23
CAs (certificate authorities), 32
confidentiality, 15-17
configuring, 307
cryptography
asymmetric encryption, 19-20
digital signatures, 2629
hash functions, 24-26
symmetric encryption, 18-19
digital certificates, 31

digital signatures, 13
EAP, 229
embedded security solutions
design fundamentals, 264
threat mitigation, 262
encryption, 14
HTML GUI configuration pages, 311-312
IOS CLI configuration, 313-320
IPSec VPN over VLAN configuration, 329—
331
multiple security profiles configuration,
332-335
WPA-DOT1x configuration, 324
Kerberos protocol, 51
key management, 29,217
key exchange, 222-223
key hierarchy, 218-220
master key establishment, 218
SAs, 224-225
protocols, 38
retail WLAN deployment, 367
rogue APs, 154, 287-291
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deployment, 360
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threat mitigation, 266
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w

university WLAN deployment example, 373-375
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WarLinux, 137, 400
WDS (Wireless Domain Services), 289
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general tools, 399-400
IEEE resources, 401
websites (continued)
IETF resources, 402
WiFi Alliance, 226, 401
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WEP (Wired Equivalent Privacy), 18, 65, 108-109,
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CCM algorithm, 215
decapsulation, 214
encapsulation, 212-213
decapsulation, 202
encapsulation, 200-201
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key management, 122
key recovery attacks, 146
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pre-WEP devices, 275
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seed, 197
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decapsulation, 211
encapsulation, 210
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WEP-only devices, 275
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Wi-Fi Alliance, 65
websites, 226, 401
Wi-Fi Protected Access. See WPA
wireless-aware routers, 6
wireless-aware switches, 6

Wireless Domain Services (WDS), 289
Wireless LAN Association (WLANA), 67
Wireless LAN Services Module (WLSM), 4, 303
Wireless LAN Solution Engine (WLSE), 357
wireless LANs. See WLANSs
wireless networks
security
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authentication attacks, 140
DoS attacks, 138
disassociation and deauthentication, 139
transmit duration, 140
reconnaissance attacks, 130—136
rogue APs, 154
supplicants, 159
vulnerabilities, 125
wireless service provider (WSP), 82
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authentication, 96-97
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components, 6
deauthentication, 99
deploying
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security features, 239
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designing
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admission control, 282-283
AP management, 258
AP recommendations, 259-260
application support, 258
authentication support, 257
client recommendations, 260
combined VPN/embedded security design,
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device support, 256
embedded security solutions, 262—-264
infrastructure recommendations, 260
mobility, 257
multigroup access, 259
network services placement, 257
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security policies, 256
VPN overlays, 265-270
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beacon frames, 94
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management, 90
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probe response frames, 95
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limitations, 4
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public, 85
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security, 8
bridge-to-bridge links, 344-345
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standards, 64
security domain conceptual model, 8
services, 87
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state transitions, 92
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standards, 7, 59, 62-63
state diagram, 91-93
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WLSM (Wireless LAN Services Module), 4, 303
WPA (Wi-Fi Protected Access), 65, 226, 261
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WPA-DOT1x configuration
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WPA-PSK configuration, 315
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X-Z

XOR (exclusive OR), 202
XTACACS protocol, 42



