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CEF (Cisco Express Forwarding), 447-448 traffic behavior
cells per second (CPS), throughput, 39 broadcast frame, 112—-113
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exploratory research, 10—12
identifying applications, 18-21, 24
scope of project, 16—18
typical business goals, 16
technical goals, 27
adaptability, 55-56
affordability, 56-57
availability, 29-35
checklist, 59
design tradeoffs, 58
manageability, 54
performance, 35-49
scalability, 27-29
security, 49-54
usability, 55
CMTS (Cable Modem Termination System), 371
coaxial cables (coax), 323
.com domains, 216
commands
show buffers, 87
show cdp neighbors detail, 91
show environment, 87
show interfaces, 87
show memory, 87
show processes, 88
show running-config, 88
show startup-config, 88
committed access rate (CAR), 454
Committee of European Postal and Telephone
(CEPT), E system, 378
Common Gateway Interface (CGI), 280
Common Open Policy Service protocol (COPS
protocol), 443
component performance management, 301
computer-technology purchasing guidelines,
security, 271
Concurrent Routing and Bridging (CRB), 261
configurations, management, 54, 303-304
congestion, WANSs frame relay, 383-384
Constant Bit Rate (CBR), 120-121
constraints
budgets, 23-24
businesses, timeframes, 24
policies, 21-23
scalability, 29
staffing, 23-24



designs 541

Content Addressable Memory tables (CAM tables),
224
content delivery network (CDN), 100
contention slots, cable modems, 371
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WANS, 381-382
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full-duplex Ethernet, 328-329
full-mesh topologies, 138-140
fur-ball networks, 135

G

G.SHDSL, 373
Garcia-Luna-Aceves, Dr. J. J., diffusing-update
algorithm (DUAL), 246
Gateway Load Balancing (GLBP), IP workstation-
to-router redundancy, 170
gateways of last resort, 173
generic routing encapsulation (GRE), 175, 254
Get Request packets, SNMP, 308
Get-Bulk Request packets, SNMP, 308
Get-Next Request packets, SNMP, 308
GFR (guaranteed frame rate), 122
giaddr field, 164
Gigabit Ethernet, 332-334
GLBP (Gateway Load Balancing), IP workstation-
to-router redundancy, 170
global synchronization, 453
goals
business (clients), 10
enterprise networks, 12—15
exploratory research, 10-12
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identifying applications, 18-21, 24
Klamath Paper Products WAN, 390
LANSs design example, 345-346
scope of project, 16—18
typical business goals, 16
decision making, 222-223
documenting
business goals, 461-462
technical goals, 462
project goal documentation, 460
prototype design scope, 405407
technical, 27
adaptability, 55-56
affordability, 56-57
availability, 29-35
checklist, 59
design tradeoffs, 58
Klamath Paper Products WAN, 390
LANSs design example, 346
manageability, 54
performance, 35-49
scalability, 27-29
security, 49-54
usability, 55
Umgqua Systems, Inc. example, 416417
goodput (application layer throughput), 40
GoS (grade of service), QoS requirements, 126-127
.gov domains, 216
grade of service (GoS), QoS requirements, 126—127
GRE (generic routing encapsulation), 175, 254
growth, scalability, 27
constraints, 29
data access, 28-29
expansion planning, 27-28
guaranteed frame rate (GFR), 122
guaranteed services, 124-127, 437

H

hackers, security risks, 52

half-duplex Ethernet, 328-329

HDSL (High-Bit-Rate DSL), 109, 373
HDSL-2,373

headers, efficiency problems, 43
Heisenberg uncertainty principle, 299

HFC (hybrid fiber/coax), 370
hierarchical addressing, 197
benefits, 198
CIDR (classless interdomain routing), 199
classless versus classful routing, 199-200
discontiguous subnets, 203-204
IPv6, 205-206
aggregatable global, 207-208
IPv4 in IPv6, 208-209
link-local, 207
moving from IPv4, 209
site-local, 207
route summarization, 201
network example, 201-202
requirements, 202-203
routing, 198
VLSM (variable-length subnet masking),
204-205
hierarchical routing, 198, 239
hierarchical topologies, 133134
guidelines, 143-145
mapping, 67
multiple routing protocols, 257
reasons for use, 135-136
flat LAN topologies, 138
flat topologies, 136
flat WAN topologies, 136—137
mesh versus hierarchical-mesh topologies,
138-140
three-layer, 141
access layer, 143
core layer, 142
distribution layer, 142-143
hierarchical-mesh topologies, 138—140
High-Bit-Rate DSL (HDSL), 373
History group, RMON, 309
hold-down timers
distance-vector routing protocols, 236237
IGRP (Interior Gateway Routing Protocol), 246
hops
counts, 235
RIP (Routing Information Protocol), 243
horizontal wiring, 70-72
Host Top N group, RMON, 310
hosts, mobile, 204
Hosts group, RMON, 310
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Hot Standby Router Protocol (HSRP), IP
workstation-to-router redundancy, 168—169

HSRP (Hot Standby Router Protocol), IP
workstation-to-router redundancy, 168—169

HTTP (Hypertext Transfer Protocol), traffic, 100

hub-and-spoke topologies, 140, 382-383

hubs, 332, 341

human errors, availability, 33

hybrid fiber/coax (HFC), 370

Hypertext Transfer Protocol (HTTP), 100

iBGP (Internal BGP), 251

ICANN (Internet Corporation for Assigned Names
and Numbers), 216

ICMP (Internet Control Message Protocol), 192

echo requests, 192
router solicitation packet, 168

ICSA labs, 404

idle time, traffic load, 106

IDS (intrusion detection system), 278

IDSL (ISDN DSL), 373

IEEE 802.1p, classifying LAN traffic, 443-444

IEEE 802.1Q document (VLAN ID frame tagging),
232-233

IEEE 802.1X, wireless network authentication,
291-293

1IEEE 802.3, traffic load, 109

IEEE 802.3 standard (Ethernet LANs technology),
327

IEEE 802.5, traffic load, 109

IGMP (Internet Group Management Protocol),
431-432

IGRP (Interior Gateway Routing Protocol), 111,
200,262

IKE (Internet Key Exchange), 283

implementation plan, documenting designs,
465467

in-band monitoring, 306

in-band signaling, QoS, 441

independent test labs, 404—405

individual network traffic flows, 97

inflexible applications, 127

Inform packets, SNMP, 308

information dissemination, 102

infrastructure, existing networks
addressing, 67, 69
cabling, 70-76
mapping, 64—67
naming, 67-69
initialization, workstations, 109—110
Integrated Routing and Bridging (IRB), 261
Integrated Services Digital Network. See ISDN
Integrated Services Working Group, QoS
requirements, 122—123
controlled-load service, 123-124
guaranteed service, 124-125
Interior Gateway Routing Protocol (IGRP), 200,
244-246
interior routing protocols, 239
Intermediate System-to-Intermediate System
(IS-IS), 200, 237, 250
Internal BGP (iBGP), 251
international network topologies, 145
International Organization for Standardization. See
ISO
Internet
address shortage, 196
modular security design, 279-280
e-commerce servers, 281
public servers, 280-281
multihoming, 171-174
Internet Control Message Protocol. See ICMP
Internet Corporation for Assigned Names and
Numbers (ICANN), 216
Internet Group Management Protocol (IGMP),
431-432
Internet Key Exchange (IKE), 283
Internet Protocol Performance Metrics (IPPM), 92
Internetwork Operating System. See I0S
Internetwork Packet Exchange Routing Information
Protocol (IPX RIP), 254-255, 262
Internetwork Performance Monitor (IPM), 92, 414
internetworks (enterprise networks)
analyzing, 76
accuracy, 81-83
availability, 77-78
devices, 87-88
efficiency, 84-85
performance baseline, 77
response time, 86—87
utilization, 78-81
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characterization tools
Cisco tools, 91-92
monitoring, 89-90
protocol analyzer, 89
remote monitoring, 90
device selection, 341-342
mapping, 64-66
multiple routing protocols, 257
access layer, 258
core layer, 258
distribution layer, 258
hierarchical topology, 257
IRB (Integrated Routing and Bridging),
261
redistribution, 259-261
naming models, 209-210
administration, 210-211
assignment guidelines, 211-212
1P, 215-217
NetBIOS, 212-215
throughput, 39-40
Interoperability Lab (IOL), 404
Inter-Switch Link (ISL), 231
intrusion detection system (IDS), 278
I0S (Internetwork Operating System), 444
network optimization tools
CAR (committed access rate), 454
packet switching, 444448
queuing, 448-453
RED (random early detection), 453454
traffic shaping, 454
IP (Internet Protocol)
addresses
LANSs design example, 355-356
shortage, 196
AppleTalk migration, 254
broadcast traffic, 113
dynamic addresses, 191
DHCP (Dynamic Host Configuration
Protocol), 191-193
IPv6, 193-194
Zeroconf, 194-195
header, 438
migration to NetWare routing, 256-257
multicast optimization, 430431
addressing, 431
IGMP (Internet Group Management
Protocol), 431432

routing protocols, 432435
naming models, 215-217
precedence, 438-439
DS (Differentiated Services) field, 440
field, 439
private addresses, 195-196
disadvantages, 196
NAT (Network Address Translation), 197
routing protocols
BGP (Border Gateway Protocol), 251-252
EIGRP (Enhanced Interior Gateway
Routing Protocol), 246-247
IGRP (Interior Gateway Routing Protocol)
XE, 244-246
IS-IS, 250-251
OSPF (Open Shortest Path First), 247-250
RIP (Routing Information Protocol),
243-244
traffic load, 109
workstation-to-router redundancy, 167-168
GLBP (Gateway Load Balancing
Protocol), 170
HSRP (Hot Standby Router Protocol),
168-169
ip forward-protocol command, 193
ip helper address command, 164
ip helper-address command, 193
IP Security Protocol (IPSec), 283
IP version 6. See IPv6
ip_input queue, process switching, 445
IPM (CiscoWorks Internetwork Performance
Monitor), 92, 414
IPPM (Internet Protocol Performance Metrics), 92
IPSec (IP Security Protocol), 283
IPv4 (IP version 4)
addresses, moving to IPv6, 209
compatible IPv6 addresses, 208
mapped IPv6 addresses, 209
IPv6 (IP version 6), 193
dynamic addressing, 193-194
hierarchical addresses, 205-206
aggregatable global, 207-208
IPv4 in IPv6, 208-209
link-local, 207
moving from IPv4, 209
site-local, 207
name resolution, 217
QoS, 440
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IPX, traffic load, 109 public/private, 275-276
ipx maximum-paths command, load sharing, 147 secret, 275
IPX RIP (Internetwork Packet Exchange Routing symmetric, 275
Information Protocol), 254-255, 262 Kirby, Tess, The Can-Do Manager, 222
ipx type-20 propagation command, 213 Klamath Paper Products WAN
IRB (Integrated Routing and Bridging), 261 business goals, 390
IS departments, network layer addresses, 187 current network, 392-394
ISDN (Integrated Services Digital Network), 363, data stores, 392
369 network applications, 390-391
enterprise network remote access, 367-370 project background information, 389-390
NTI devices, 369 technical goals, 390
ISDN DSL (IDSL), 373 topology, 394-396
IS-IS (Intermediate System-to-Intermediate user communities, 391

System), 237, 250, 262
classless routing, 200

routing protocol, 250-251 L
ISL (Inter-Switch Link), 231
ISO (International Organization for L2TPv3, Layer 2 tunneling, 175
Standardization), management, 300 LANSs (local area networks), 18, 319
accounting, 304 accuracy goals, 42
architecture, 305-307 cabling, 320
configuration, 303-304 topology, 320-323
fault, 302-303 types, 323-325
performance, 301-302 design example
protocol selection, 307-312 background information, 345
security, 304 business goals, 345-346
terminology, 54 current network, 349-355
tools, 312-314 data stores, 349
ISPs, stub networks, 240 network applications, 347
IT Guru (OPNET), 415 redesign, 355-359
technical goals, 346
user communities, 347-348
J = K devices, 341-344
flat topologies, 138
Jain, Raj, The Art of Computer Systems Performance free-trade zones, 181
Analysis, 403 optimum performance, 37
jitter, 45 redundant, 162—-163
technologies, 325-326
KDC (key distribution center), 286 ATM (Asynchronous Transfer Mode),
keepalive frames, convergence, 242 339-340
Kerberos, 286 Ethernet, 326-339
key distribution center (KDC), 286 traffic, IEEE 802.1p, 443-444
KeyLabs, 404 LAT (Local Area Transport), delay sensitivity, 46
keys late collisions, 42
asymmetric, 275 latency (delay), 36. See also delays
encryption, 275 layers, network addresses, 186-196
IPSec, 283 central authority, 187-188

NAT (Network Address Translation), 197
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LEAP (Lightweight EAP), 292
learning, STP state, 152
leased lines, WANSs, 379
LFI (Link-Layer Fragmentation and Interleaving),
435436
LFNs, 116
Lightweight EAP (LEAP), 292
line layers, SONET, 380
line-side interface, 104
Link-Layer Fragmentation and Interleaving (LFI),
435436
link-local addresses, 207
links, redundancy, 30
link-state advertisements (LSAs), 238
link-state
databases, 248
protocol versus distance-vector protocol, 238
routing protocols, 237-238
listening, STP state, 152
Liu, Cricket, DNS and BIND, 216
LLC2 (Logical Link Control protocol), 45
LLQ (Low-Latency Queuing), 452-453
Imbhosts files, NetBT, 214
load, IGRP (Interior Gateway Routing Protocol),
245
load balancing, IGRP (Interior Gateway Routing
Protocol), 147,245
load sharing, redundant topology, 147-148
load-duration curves, 422
Local and Metropolitan Area Networks, 106
local area networks. See LANs
Local Area Transport (LAT), delay sensitivity, 46
LoclfInlgnored variable, 88
LocIfInputQueueDrops variable, 88
LocIfOutputQueueDrops variable, 88
logging, version, 303
Logical Link Control protocol (LLC2), 45
logical topologies
documenting designs, 464
mapping, 6667
Long-Reach Ethernet (LRE), 337-338
long wavelength Ethernet, 334
Loop Guard, 230-231
loops
inconsistent state, 230
Loop Guard, 230-231
topologies, 137

Low-Latency Queuing (LLQ), 452453
LRE (Long-Reach Ethernet), 337-338
LSAs (link-state advertisements), 238

M

MAC addresses
tables, 224
wireless network authentication, 290-291
MAN (metropolitan-area network), 379
manageability
documenting, 462
technical goals, 54
management designs, 299-300
accounting, 304
architecture, 305-306
centralized monitoring, 306
distributed monitoring, 306-307
in-band monitoring, 306
out-of-band monitoring, 306
configuration, 303-304
fault, 302-303
performance, 301-302
proactive, 300
protocols
CDP, 311
SNMP, 307-311
traffic estimations, 312
security, 304
tools, 312-314
Management Information Bases. See MIBs
manual allocation, DHCP IP addressing, 191
mapping existing networks, 64
block diagram, 67
development tools, 64
large internetworks, 64—66
logical topology, 66—67
master browsers, NetBT, 213
Matrix group, RMON, 310
maximum cell delay variation (MCDV), 48
maximum cell transfer delay (MCTD), 48
maximum transmission units (MTUs), 113
McCabe, James D., Network Analysis, Architecture,
and Design, 99
MCDV (maximum cell delay variation), 48
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108
MCR (minimum cell rate), 122
MCTD (maximum cell transfer delay), 48
mDNS (multicast DNS), 194
mean time between failures (MTBF), 34-35, 77
mean time between service outage (MTBSO), 34
mean time to repair (MTTR), 34-35,77
mean time to service repair (MTTSR), 34

mesh topologies, versus hierarchical-mesh topology,

138-140
methods, Umqua Systems, Inc. example, 419
metric weights command, 245
metrics, routing protocol, 239, 260
Metro Ethernet, 336-337
metropolitan-area network (MAN), 379
MIBs (Management Information Bases), 308
RMON (remote monitoring), 90, 309
SNMP, 308-309
Miercom labs, 404
minimum cell rate (MCR), 122
mirrored servers, 165
MLSP (Multilayer Switching Protocol), 226
mobile codes, 280
mobile hosts, 204
Modeler (OPNET), 415
modems, 363
callbacks, 282
enterprise network remote access, 370-372
modular security design, 278-279
Internet connections, 279-281
network services, 284-285
remote access, 282283
server farms, 285-286
user services, 286-287
VPNs, 283-284
wireless networks, 287-288
authentication, 288-293
data privacy, 293-295
modular topologies, 135, 148—-149
monitoring
centralized, 306
distributed, 306-307
existing network, 89-90
in-band, 306

out-of-band, 306

performance, 301-302
MOSPF (Multicast Open Shortest Path First),

432-433

MPLS (Multiprotocol Label Switching), 227
MPPP (Multilink PPP), 147, 365-366, 435
MRTG (Multi Router Traffic Grapher), 89
MSTP (Multiple Spanning Tree Protocol), 162
MTBF (mean time between failures), 34-35, 77
MTBSO (mean time between service outage), 34
MTTR (mean time to repair), 34-35, 77
MTTSR (mean time to service repair), 34
MTUs (maximum transmission units), 113
Multi Router Traffic Grapher (MRTG), 89
multicast addresses, IPv6, 206
multicast DNS (mDNS), 194
multicast frames, traffic behavior, 112-113
multicast IP, bandwidth optimization, 430—431

addressing, 431

IGMP (Internet Group Management Protocol),

431-432

routing protocols, 432435

Multicast Open Shortest Path First (MOSPF),
432433
Multichassis MPPP, 366
multihoming, enterprise edge topology, 171-174
multilayer switching, 226227
Multilayer Switching Protocol (MLSP), 226
Multilink Point-to-Point Protocol (MPPP), 147,
365-366

multimode fiber optic cables, 325
multiple access points, WLANSs, 161
multiple routing protocols, 257

access layer, 258

core layer, 258

distribution layer, 258

hierarchical topologies, 257

IRB (Integrated Routing and Bridging), 261

redistribution, 259-260

administrative distance, 260-261
metrics, 260

Multiple Spanning Tree Protocol (MSTP), 162
multipoint to multipoint EVCs, 337
multiprotocol internetworks, 45
Multiprotocol Label Switching (MPLS), 227
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N

Name servers, 164
naming models, 209-210
administration, 210-211
assignment guidelines, 211-212
existing networks, 67-69
1P, 215-217
NetBIOS, 212
NetBEUI, 212-213
NetBT, 213-215
NWLink, 213
NAT (Network Address Translation), 197, 280
NAT-Protocol Translation (NAT-PT), 209
NAT-PT (NAT-Protocol Translation), 209
natural disasters, network availability, 30-31
NBAR (Network-based application recognition), 91
NCP (NetWare Core Protocol), 100, 256, 368
.net domains, 216
NetBEUI, 212-213,475-476
NetBIOS
booting, 475-476
broadcast traffic, 113
naming models, 211-212
NetBEUI, 212-213
NetBT, 213-215
NWLink, 213
NetBT, 213
broadcasts, 213
DNS, 214-215
Imbhosts files, 214
WINS, 214-215
NetFlow, 313-314
switching, 446447
technology, 91
NetlQ, design test tools, 415
NetPredictor, 415-416
NetWare
booting, 472
broadcast traffic, 113
dynamic addressing, 190
NWLink, 213
routing protocol, 254
EIGRP (Enhanced GRP), 256
IPX RIP (Internetwork Packet Exchange
Routing Information Protocol), 255
migration to IP routing, 256-257

NLSP (NetWare Link Services Protocol),
255
workstation-to-router redundancy, 167
NetWare Core Protocol (NCP), 100, 256, 368
NetWare Link Services Protocol (NLSP), 237, 254
Network Address Translation (NAT), 197, 280
Network Analysis, Architecture, and Design, 99, 102
Network Associates, Sniffer Network Analyzer, 89
Network File System (NFS), 100
Network Health Checklist, 92-93
network interface cards (NICs), 56, 75
Network Layer Host group, RMONZ2, 311
Network Layer Matrix group, RMONZ2, 311
Network-based application recognition (NBAR), 91
Network-Planning and Analysis Tool (NPAT), 414
networks. See also enterprise networks
applications, documenting designs, 463
building, 18
businesses, timeframes, 24
campus, 18
existing, 63
addressing, 67-69
analyzing, 76-88
cabling, 70-76
characterization tools, 89-92
mapping, 64-67
naming, 67-69
traffic flow, 97-98
extranets, 28
LANS, 18, 347-359
layers, addresses, 186
administrator assignment, 188
central authority, 187-188
dynamic, 188-195
private IP, 195-197
structured model, 186-187
organizational model, 28
security, 180-181
services, security, 284-285
VPN, security, 283-284
WANSs. See WANs
wireless security, 287-295
next-hops, RIP (Routing Information Protocol), 244
NFS (Network File System), 100
NICs (network interface cards), 56,75, 112
NLSP (NetWare Link Services Protocol), 237,
254-255,262
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no ip forward-protocol command, 193
no ip route-cache command, 426
nodes
distributed computing, 103
traffic load, 106—-107
nonperiodic updates, 246
non-realtime variable bit rate (nrt-VBR), 121
nonrepudiation, security, 284
not-so stubby areas, 250
Novell NetWare. See NetWare
NPAT (WANDL, Inc. Network-Planning and
Analysis Tool), 414
nrt-VBR (non realtime variable bit rate), 121
NTI1 devices, ISDN, 369
NT2 devices, ISDN, 369
NWLink, 213

o)

.org domains, 216
OSI (Open System Interconnection)
IS-IS routing protocol, 250
reference model, 5
layers, 6
scope network design, 17
transparent switching, 225-226
OSPF (Open Shortest Path First), 237, 262, 280
classless routing, 200
IP routing protocol, 247-250
ospf auto-cost reference-bandwidth command, 248
OTP (one-time passwords), 51
out-of-band monitoring, 306
out-of-band signaling, QoS, 441
overloading addresses, 197

P

objectives, test prototypes, 407-408
ODR (On-Demand Routing), 241
offered load (traffic load), 36, 106
offload servers, 366
omnidirectional antennas, WLANSs, 160
On-Demand Routing (ODR), 241
one-time passwords (OTP), 51,272
open authentication, 289
Open Shortest Path First (OSPF), 237, 280
classless routing, 200
IP routing protocol, 247-250
Open System Interconnection (OSI), IS-IS routing
protocol, 250
Open Systems Interconnection reference model. See
OSI
OPNET, design testing tools, 415
optimization
LANSs devices, 344
network design, 429-430
10S tools, 444-454
IP multicast, 430-435
QoS requirements, 437-444
serialization delay, 435437
optimum switching, 446
optimum utilization, 36
Oracle user data, Umqua Systems, Inc. network test
example, 424-425

P reference point, ISDN, 370
Packet Capture group, RMON, 310
packet classifiers, RSVP, 123
packet filters
ATM (Asynchronous Transfer Mode), 340
security design, 277
packet infrastructure layer, 103
Packet Over SONET (POS), 379
packets
booting
AppleTalk, 473-474
DHCP, 474-475
NetBIOS, 475-476
NetWare, 472
SNA, 477
TCP/IP, 474
schedulers, RSVP, 123
serialization delay optimization, 435
LFI (Link-Layer Fragmentation and
Interleaving), 435436
RTP (Real Time Protocol), 436-437
SNMP, 308
switching, 444445
CEF (Cisco Express Forwarding),
447-448
classic methods, 445-446
NetFlow switching, 446447
packets per second (PPS), throughput, 39-40
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packet-switching delays, 46
PAP (Password Authentication Protocol), 282,
366-367
parameter RAM, 190
partial updates, 246
partial-mesh topologies, 138
Password Authentication Protocol (PAP), 282, 366
passwords, 271-272
paths
attributes, 252
backup, redundant topology, 146—147
layers, SONET, 380
payload, RTP (Real-Time Protocol), 436
PCR (peak cell rate), 122
PDIOO (Plan Design Implement Operate Optimize),
9-10
PDPs (policy-decision points), 443
peak cell rate (PCR), 122
PEAP (Protected EAP), 292
peer relationships, 179
peer-to-peer traffic flow, 101-102
PEPs (policy-enforcement points), 443
Per VLAN Spanning Tree+ (PVST+), 162
performance
documenting, 462
existing networks, 76
accuracy, 81-83
baseline, 77
devices, 87-88
efficiency, 84-85
response time, 86—87
utilization, 78-81
management, 54, 301-302
prototypes tests, 408
technical goals, 35
accuracy, 42-43
definitions, 35-36
delay, 45-48
efficiency, 43-45
optimum utilization, 36-38
response time, 48—49
throughput, 39-41
testing designs, 403-404
goals, 403
independent test labs, 404-405
prototype, 405412
tools, 412-416
Umqua Systems, Inc. example, 416427

Periscope Network Analysis Appliance, 90
permanent virtual circuits (PVCs), 336, 381
personal identification number (PIN), 272
personnel
issues, business constraints (clients), 21
network operation affordability, 57
phantom routers, 168
photonic layers, SONET, 380
physical designs, documenting designs, 464-465
physical security, 180, 272
PIM (Protocol-Independent Multicast), 432-433
dense mode, 433-434
sparse mode, 434-435
PIN (personal identification number), 272
ping packets, 192
ping-pong protocols, 117
pinhole congestion, 148
plain text data, 274
Plan Design Implement Operate Optimize (PDIOO),
9-10
planning
disaster recovery, availability, 30-31
scalability, 27-28
security, 269-270
plesiochronous systems, 380
point-to-point Ethernet, 328
point-to-point EVCs, 337
Point-to-Point Protocol. See PPP
poison-reverse, distance-vector routing protocols, 237
policies
business constraints (clients), 21-23
security, 270-271
policy-decision points (PDPs), 443
policy-enforcement points (PEPs), 443
politics, business constraints (clients), 21-23
port translation, NAT (Network Address
Translation), 197
PortFast, 227-228
POS (Packet Over SONET), 379
PPP (Point-to-Point Protocol), 282, 363
enterprise network remote access, 365
CHAP (Challenge Handshake
Authentication Protocol), 366-367
MPPP (Multilink PPP), 365-366
PAP (Password Authentication Protocol),
366-367
layers, 365
PPP over ATM (PPPoA), 373-374
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PPP over Ethernet (PPPoE), 373-374 multiple protocols, 257-261
PPPoA (PPP over ATM), 373-374 NetWare, 254-257
PPPoE (PPP over Ethernet), 373-374 traffic
PPS (packets per second), throughput, 3940 efficiency, 114-116
PRAM (parameter RAM), 190 load, 109-111
prefix, IPv6 address, 206 translation services, 375
PRI ISDN (Primary Rate Interface ISDN), 368 prototypes, testing designs, 405
Primary Rate Interface ISDN (PRI ISDN), 368 documenting devices, 409—410
principle of least privilege, authorization, 273 implementation, 412
priority queuing, 449 objectives, 407-408
privacy policy, security, 271 project timeline, 411
private IP addresses, 195-196 scope, 405407
disadvantages, 196 test scripts, 410411
NAT (Network Address Translation), 197 topology drawing, 409-410
privileges, security, 271 types, 408-409
proactive management, 300 provider-assigned address space, 188
Probe Configuration group, RMON2, 311 provider-independent address space, 187
procedures, security, 271 provisioning, 377
process switching, 445 proxy ARPs, 167
projects proxy firewalls, 278
goals, documenting designs, 460 PSPF (Publicly Secure Packet Forwarding), 295
scope, documenting designs, 460—461 PSTN (Public Switched Telephone Network), 282
propagation delays, 46 public servers, securing Internet connections,
Protected EAP (PEAP), 292 280-281
Protocol-Independent Multicast (PIM), 432-433 Public Switched Telephone Network (PSTN), 282
dense mode, 433-434 public/private keys, encryption, 275-276
sparse mode, 434-435 Publicly Secure Packet Forwarding (PSPF), 295
protocols PVCs (permanent virtual circuits), 336, 381
analyzers, 81,413 PVST+ (Per VLAN Spanning Tree+), 162

existing network, 89
traffic load, 106

broadcast frame, 113 Q
burst-mode, 117
classful routing, 200 QoS (Quality of Service), 119
classless routing, 200 ATM (Asynchronous Transfer Mode), 340
load sharing, 148 optimizing network design, 437-438
network management COPS protocol, 443
CDP, 311 IEEE 802.1p, 443-444
SNMP, 307-311 IP precedence, 438—440
traffic estimations, 312 IPv6, 440
ping-pong, 117 RSVP, 441-442
routing, 234 type-of-service, 438-440
AppleTalk, 252-254 requirements, 55
characterizing, 234-243 signaling protocols, 441
comparisons, 261-263 traffic requirements, 107, 119

1P, 243-252 ATM, 119-122



Resource Reservation Protocol 557

Differentiated Services Working Group,
125-126
documenting, 127
GoS (grade of service), 126-127
Integrated Services Working Group,
122-125
Quality of Service. See QoS
queuing
delays, 47
10S tools, 448
CBWEFQ (Class-Based Weighted Fair
Queuing), 451452
custom queuing, 450—451
FIFO, 448449
LLQ (Low-Latency Queuing), 452-453
priority queuing, 449
WEFQ (Weighted Fair Queuing), 451

R

R reference point, ISDN, 370
RADIUS (Remote Authentication Dial-In User
Server), 282
random early detection (RED), 453454
ranging slots, cable modems, 371
Rapid Reconfiguration, STP (Spanning Tree
Protocol), 155
RARP (Reverse Address Resolution Protocol), 191
RDP (Router Discovery Protocol), 168
Real Time Protocol (RTP), design optimization,
436-437
realtime bit rate (rt-VBR), 121
receive window, traffic efficiency, 116
reconnaissance attacks, 52-53
record-route, 301
RED (random early detection), 453—454
redistribution, multiple routing protocols, 259-261
redundancy
access points, WLANSs, 161-162
availability, 30
LANSs, 162-163
topologies, 145-146
backup paths, 146—147
load sharing, 147-148
reference points, ISDN, 370
reflection, RF signal problems, 74

refraction, RF signal problem, 75
regression testing, 409
relative usage
bandwidth, 393
utilization, 80
relay agents, routers, 192—-193
reliability
availability, 29
IGRP (Interior Gateway Routing Protocol), 245
remote access, 18
security, 282-283
servers, 375
Remote Authentication Dial-In User Server
(RADIUS), 282
remote monitoring (RMON), 90, 309
remote-access
enterprise networks, 364
cable modem, 370-372
device selection, 374-377
DSL (Digital Subscriber Line), 372-374
ISDN (Integrate Services Digital
Network), 367-370
PPP (Point-to-Point Protocol), 365-367
VPNs, 177
remote-node services, 375
rendezvous points, PIM (Protocol Independent
Multicast), 434
repeaters, 332, 341
repudiation, security, 284
Request For Comments (RFCs), 242
request for proposal (RFPs), 457
requirements
availability, 31-32
downtime costs, 34
five nines, 32-33
MTBF (mean time between failures),
34-35
MTTR (mean time to repair), 34-35
documenting
business goals, 461462
technical goals, 462
research, client business, 10—12
reserved slots, cable modems, 371
resiliency, 30
resolver software, 216
resource management cells, 121
Resource Reservation Protocol. See RSVP
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response packets, SNMP, 308
response times, 36
existing networks, 86—87
performance, 48—49
testing, 408
return-on-investment (ROI), 467-468
Reverse Address Resolution Protocol (RARP), 191
RFCs (Request For Comments), 242
private IP addresses, 195
SNMP (Simple Network Management
Protocol), 308
traffic flow, 97
RFPs (request for proposal), 457-459
rights, security, 271
Rijndael algorithm, 293
RIP (Routing Information Protocol), 243-244,
262,280
classless routing, 200
traffic load, 111
risks
security, 51-52, 268-269
denial-of-service (DoS) attacks, 53
reconnaissance attacks, 52-53
tolerance, 22
RLQ (Root Link Query), 229
RLQ Response, 229
RM cells, 121
RMON (remote monitoring), 309-311
RMON MIB, 90
Roads Home: Seven Pathways to Midlife Wisdom,
300
Robust Security Network (RSN), 293-294
rogue access points, 287
ROI (return-on-investment), 24, 467-468
root bridge, STP (Spanning Tree Protocol), 153—-154
Root Guards, 154
Root Link Query (RLQ), 229
round trip time (RTT), 86, 301
Router Discovery Protocol (RDP), 168
routers, 341
advertisement packets, 168
DHCP relay agent, 192-193
existing network analysis, 87-88
LANSs devices, 343
protocol forwarding, 193
solicitation packets, 168

summarization, 198
WAN:S, 387
RouterTester (Agilent), 415
routes
aggregation, 68
summarization, 68, 201
network example, 201-202
requirements, 202-203
tags, RIP (Routing Information Protocol), 244
routing
CIDR (classless interdomain routing), 199
classful. See classful routing
classless. See classless routing
hierarchical, 198
IP multicast, 432
MOSPF (Multicast Open Shortest Path
First), 432433
PIM (Protocol Independent Multicast),
433-435
LANSs design example, 355-356
protocol selection, 234
AppleTalk, 252-254
characterizing, 234-243
comparisons, 261-263
1P, 243-252
multiple protocols, 257-261
NetWare, 254-257
protocols, traffic load, 111
switches, protocol selection, 223-234
Routing Information Protocol (RIP), 200, 243-244,
280
Routing Table Maintenance Protocol (RTMP),
AppleTalk, See RTMP
RSN (Robust Security Network), 293-294
RSpec (service-request specification), 123
RSVP (Resource Reservation Protocol), 122, 441
optimizing network design, 441-442
QoS implementation, 123
RTMP (Routing Table Maintenance Protocol), 262
AppleTalk, 252-253
traffic load, 111
workstation-to-router redundancy, 166
RTP (Real Time Protocol), design optimization,
436437
RTT (round trip time), 86, 301
rt-VBR (realtime variable bit rate), 121
runt frames, 42, 85
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S

SAA (Service Assurance Agent), 91,314
SACK (Selective ACK), 118
SAFE (Secure Architecture for Enterprises), 67
scalability
10-Mbps Ethernet, 330
documenting, 462
routing protocols, 241-243
STP (Spanning Tree Protocol), 155
technical goals, 27
constraints, 29
data access, 28-29
expansion planning, 27-28
schedules, implementation plan, 466467
scope
network design, 16-18
project scope documentation, 460—461
scripts, prototype testing, 410—411
SDH (Synchronous Digital Hierarchy), 363, 378
SDSL (symmetric DSL), 372
secret keys, 275
section layers, SONET, 380
Secure Architecture for Enterprises (SAFE), 67
Secure Sockets Layer (SSL), 51
security, 267-268
accounting, 274
assessment, 274
authentication, 272-273
authorization, 273
cables, 322
cards, 272
compromising, 269
documenting, 462
encryption, 274-276
firewalls, 277-278
IDS, 278
LANSs design example, 358-359
management, 54, 304
modular
design, 278-281
network services, 284-285
remote access, 282-283
server farms, 285-286
user services, 286-287
VPNs, 283-284
wireless networks, 287-295

network
firewalls, 180181
physical, 180
packet filters, 277
physical, 272
planning, 269-270
policy
development, 270-271
naming recommendations, 212
private IP addresses, 195
procedures, 271
risk assessment, 268—269
technical goals, 49-50
analyzing risks, 51-53
identifying network assets, 50-51
requirements, 53-54
security defense in depth principle, 278
security wheel, 268
segments, 18
Selective ACK (SACK), 118
send window, traffic efficiency, 116
sequence numbers, RTP (Real-Time Protocol), 436
Sequenced Packet Exchange (SPX), 368
serialization delays, 45-46
design optimization, 435
LFI (Link-Layer Fragmentation and
Interleaving), 435436
RTP (Real Time Protocol), 436437
Server Message Block (SMB), 100
server/server traffic flow, 102
server-based computing, 101
servers
DNS, NetBT, 214-215
documenting designs, 463
farms, security design, 285-286
identifier options, 192
Klamath Paper Products WAN, 392
LANS design example, 349
Name, 164
public, securing Internet connections, 280-281
redundancy, 163-165
WAN:S, 375
WINS, NetBT, 214-215
Service Assurance Agent (SAA), 91,314
Service Location Protocol (SLP), 256-257
service provider edge
Enterprise Composite Network Model, 149
topology, 178—180
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service providers, WANs, 387-389
Service Set Identifier (SSID), 290
service-level management tools, 413
service-level-agreements (SLA), 388
service-request specification (Rspec), 123
services

documentation, 465

networks, security, 284-285
Set Request packets, SNMP, 308
set spantree priority command, 153
set spantree root command, 154
set spantree root secondary command, 154
SGBP (Stack Group Bidding Protocol), 366
shared keys, authentication, 289
shielded copper cables, 323
shielded twisted-pair cables (STPs), 323
short-wavelength specification Ethernet, 334
show buffers command, 87, 394
show cdp neighbors detail command, 91,311
show environment command, 87
show interface ethernet command, collision

count, 43

show interface serial command, collision count, 42
show interfaces command, 87, 394
show memory command, 87
show port capabilities command, 233
show processes command, 88, 394
show processes cpu command, 355
show running-config command, 88
show startup-config command, 88
signal strength, wireless utility analysis, 75
signaling protocols, QoS, 441
signatures, digital, 276
Silicon Switch Processor (SSP), 446
silicon switching, 446
Simple Network Management Protocol. See SNMP
simulation tools, network testing, 413
single-mode fiber optic cables, 325
site-local addresses, 207
site-to-site VPNs, 176
sizing

frames, 84

traffic flow, 98

windows, 116-117
SLA (service-level-agreements), 388
SLP (Service Location Protocol), 256257
Smartcards, 272

SMB (Server Message Block), 100
SNA
booting, 477
custom queuing, 451
snapshot routing, 368
Sniffer Network Analyzer, 89
SNMP (Simple Network Management Protocol),
307-308
MIBs, 308-309
RMON, 309-311
securing network services, 285
software, resolver, 216
SONET (Synchronous Optical Network), 363,
379-380
source-route bridging (SRB), 223
source-route switching (SRS), 223
source-route transparent bridging (SRT bridging),
223
source-specific shortest-path trees, PIM (Protocol
Independent Multicast), 435
Spanning Tree Protocol (STP), campus network
topology, 151
convergence, 151-153
root bridge, 153—-154
scaling, 155
topology change process, 154
spantree-template 1 priority command, 153
sparse modes, PIM (Protocol Independent
Multicast), 433435
split horizon
Frame Relay, 383
hub-and-spoke topology, 382
technique, distance-vector routing protocols,
236
Spohn, Darren L., ATM Theory and Applications,
108
spoofing, 368
SPX (Sequenced Packet Exchange), 368
SRB (source-route bridging), 223
SRS (source-route switching), 223
SRT bridging (source-route transparent bridging),
223
SSID (Service Set Identifier), 290
SSL (Secure Sockets Layer), 51
SSP (Silicon Switch Processor), 446
SSRC fields, synchronization source fields), 436
Stack Group Bidding Protocol (SGBP), 366
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stack groups, 366
staffing, business constraints (clients), 23-24
Stallings, William, Local and Metropolitan Area
Networks, 106
standard deviation, 85
standby tracking, 169
star topologies, cabling, 320
startup ranges, 190
stateful autoconfiguration model, 193
stateful firewalls, 278
stateless autoconfiguration, 193
static packet-filter firewalls, 278
static routing protocols, versus dynamic routing
protocols, 240-241
Statistics group, RMON, 309
store-and-forward devices, 225
storms, broadcasts, 112
STP (Spanning Tree Protocol), campus network
topology, 151
convergence, 151-153
root bridge, 153-154
scaling, 155
topology change process, 154
STPs (shielded twisted-pair cables), 323
stress, prototypes tests, 408
structured model for addressing, network layers,
186187
STS-1 (Synchronous Transport Signal level 1), 378
stub networks, 240
subinterfaces, WANSs frame relay, 382-383
submodules, campus network topology, 150
subnets, 200
discontiguous, 69, 203-204
masks, RIP (Routing Information Protocol),
244
route summarization, 201
VLSM (variable-length subnet masking),
204-205
summaries, Executive Summaries, 460, 468
summarization, 198, 201
network example, 201-202
requirements, 202-203
supernetting, 68
SVCs (switched virtual circuits), 381
switched virtual circuits (SVCs), 381
switches, 341
accuracy, 82-83

existing networks, analyzing, 87-88
LANSs devices, 342-343
NetBEUI, 212
packets, 444-445
CEF (Cisco Express Forwarding),
447-448
classic methods, 445-446
NetFlow switching, 446447
protocol selection, 223
spanning-tree algorithm, 227-231
transparent bridging, 224-225
transparent switching, 225-227
VLANSs, 231-234
STP (Spanning Tree Protocol), 151
convergence, 151-153
root bridge, 153-154
scaling, 155
topology change process, 154
switching fabric, 225
switching tables, 224
symmetric DSL (SDSL), 372
symmetric keys, 275
symmetric traffic, peer-to-peer, 101
synchronization source fields (SSRC fields), 436
synchronized porpoise dive, 453
Synchronous Digital Hierarchy (SDH), 363,378
synchronous distance learning, 391
Synchronous Optical Network (SONET), 363,
379-380
Synchronous Transport Signal level 1 (STS-1), 378
system development life cycles, 7-8

T

T reference point, ISDN, 370
TACACS (Terminal Access Controller Access
Control System), 284

Tag Protocol Identifier (TPID), 232

tags
route, RIP (Routing Information Protocol), 244
VLANSs, 159

TAs (terminal adapters), ISDN, 369

TCP (Transmission Control Protocol)
congestion control, 384
flow control, 117
traffic load, 109
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TCP/IP
booting, 474-475
NetBT, 213
broadcasts, 213
DNS, 214-215
Imhosts files, 214
WINS, 214-215
tecpdump utility, 89
TDR (time-domain reflectometer), 71
technical goals, 27
adaptability, 55-56
affordability, 5657
availability, 29-30
disaster recovery, 30-31
requirements, 31-35
checklist, 59
design tradeoffs, 58
documenting designs, 462
LANSs design example, 346
manageability, 54
performance, 35
accuracy, 42-43
definitions, 35-36
delay, 4548
efficiency, 4345
optimum utilization, 36-38
response time, 48—49
throughput, 39-41
scalability, 27
constraints, 29
data access, 28-29
expansion planning, 27-28
security, 49-50
analyzing risks, 51-53
identifying network assets, 50-51
requirements, 53—-54
usability, 55
technologies, management designs, 313
NetFlow, 313-314
SAA (Service Assurance Agent), 314
Telnet protocol, delay sensitivity, 45
Temporal Key Integrity Protocol (TKIP), 293
Terminal Access Controller Access Control System
(TACACS), 284
terminal adapters (TAs), ISDN, 369
terminal services, 375
terminal/host traffic flow, 99

testing
backup paths, 147
designs, 403—404
goals, 403
independent test labs, 404-405
prototype, 405412
tools, 412-416
Umgqua Systems, Inc. example, 416-427
documenting designs, 465
existing networks, 76
TFTP (Trivial File Transfer Protocol), 280
thick Ethernet cables (10BASES), 323
thin client traffic flow, 100—-101
thin Ethernet cables (10Base2), 323
threats, security, 51-52
denial-of-service (DoS) attacks, 53
reconnaissance attacks, 52-53
three-layer hierarchical topologies, 141
access layer, 143
core layer, 142
distribution layer, 142-143
three-part firewall topology, 181
throughput, 36, 39
application layer, 40—41
internetwork devices, 3940
testing, 408
ticks, IPX RIP routing metric, 255
time stamps, RTP (Real-Time Protocol), 436
time-domain reflectometer (TDR), 71
timeframes
business networks, 24
uptime requirements, 32
timelines, documenting prototype tests, 411
time-to-live (TTL) field, 237, 302
TKIP (Temporal Key Integrity Protocol), 293
token buckets, 125
token passing, performance, 37
Token Ring networks, switches, 223
Tolly Group, 404
tools
characterizing existing networks
Cisco tools, 91-92
monitoring, 89-90
protocol analyzer, 89
remote monitoring, 90
mapping, 64
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network design tests
Agilent RouterTester, 415
IPM (CiscoWorks Internetwork
Performance Monitor), 414
NetlQ, 415
NetPredictor, 415416
NPAT, 414
OPNET technologies, 415
types, 412-414
network management, 312-314
top-down network design, methodology, 5-6
PDIOO life cycle, 9-10
structured process, 7
system development life cycle, 7-8
topologies, 133
cabling, 320
buildings, 321
campus, 322-323
campus network, 150
redundant LANs, 162-163
server redundancy, 163—-165
STP (Spanning Tree Protocol), 151-155
VLANS, 156-159
WLANSs, 160-162
workstation-to-router redundancy,
165-170
documenting
designs, 464
prototype testing, 409—410
enterprise edge, 170
multihoming, 171-174
redundant WANs, 170-171
service provider, 178-180

VPN (virtual private networks), 175-177

full-mesh, 138-140
hierarchical, 133134
guidelines, 143—-145
reasons for use, 135-140
three-layer, 141-143
hub-and-spoke, 140, 382-383
Klamath Paper Products WAN, 394-396
loop, 137
mapping, 66-67
modular, 135, 148-149
redundant, 145-146
backup paths, 146-147
load sharing, 147-148

security, 180-181. See also security
tables, EIGRP (Enhanced Interior Gateway
Routing Protocol), 247
three-part firewall, 181
totally stubby areas, 249
TPID (Tag Protocol Identifier), 232
traceroute command, 302
tradeoffs, design, 58
traffic
capacity planning, 28
characterizing, 105
application usage, 107-108
broadcast frame, 112-113
calculating, 106-107
checklist, 128
client/server, 99—100
distributed computing, 102-103
documenting, 104-105
efficiency, 113-118
existing networks, 97-98
multicast frame, 112-113
peer-to-peer, 101-102
QoS requirements, 119-127
refining application usage, 108-110
routing protocols, 111
server/server, 102
terminal/host, 99
thin client, 100-101
VoIP networks, 103—-104
class fields, 440
flow, 95-96
I0S, shaping, 454
Klamath Paper Products WAN, 392-394
LANSs, IEEE 802.1p, 443444
load (offered load), 106
management design, 312
specification (Tspec), 123
Umgqua Systems, Inc. example
DS-1 circuit, 423424
FDDI backbone, 419-423
Wandering Valley Community College campus
LAN, 352-354
WANS frame relay, 384-385
transit networks, 174
translation, IPv4 to IPv6 addresses, 209
translational bridging, 223
Transmission Control Protocol (TCP), congestion
control, 384
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transmission delays, 435
transparent bridges, spanning-tree algorithm, 227
BackboneFast, 228-229
Loop Guard, 230-231
PortFast, 227-228
UDLD (Unidirectional Link Detection), 230
UplinkFast, 228-229
transparent bridging, 223-225
transparent switching, 225
multilayers, 226-227
OSI layers, 225-226
Trap packets, SNMP, 308

triggered updates, IGRP (Interior Gateway Routing

Protocol), 245

Trivial File Transfer Protocol (TFTP), 280
troubleshooting

count-to-infinity problems, 237

fault management, 302-303
Trunk Frame Relay fragmentation, 436
trunk links, 159
trunk networks, Gigabit Ethernet, 333
TSpec (traffic specification), 123
TTL (time-to-live) field, 302
tunneling, IPv4 to IPv6 addresses, 209
twinax cables, 323
twin-axial cables (twinax), 323
type-of-service, QoS, 438-439

DS (Differentiated Services) field, 440

field, 439

U

U reference point, ISDN, 369-370
UBR (unspecified bit rate), 121
UDLD (Unidirectional Link Detection), 230
UDP (User Datagram Protocol), 302
flow control, 117
traceroute packet, 302
umbrella NMSs, 306
Umqua Systems, Inc. design testing example
background information, 416
conclusions, 426427
current network, 418
DS-1 circuit, 423-424
FDDI backbone traffic, 419—423
goals, 416417

methods, 419
network applications, 417
Oracle user data, 424425
unicast addresses, IPv6, 206
aggregatable global, 207-208
IPv4 in IPv6, 208-209
link-local, 207
site-local, 207
Unidirectional Link Detection (UDLD), 230
UNIX, RIP daemon, 167
unshielded copper cables, 323
unshielded twisted-pair cables (UTP cables), 320,
324
unspecified bit rate (UBR), 121
UplinkFast, 228-229
upstream bandwidth, cable modems, 371
uptime
availability, 31
reliability, 30
usability
documenting, 462
technical goals, 55
User Datagram Protocol. See UDP
User History Collection group, RMON2, 311
users
communities, 96
documenting designs, 463
Klamath Paper Products WAN, 391
LANSs design example, 347-348
remote access device, 374-375
securing services, 286287
traffic flow, 95-96
utilization, 36
existing networks, 78-81
performance, 36-38
UTP cables (unshielded twisted-pair cables), 320,
324

\'

variable-length subnet masking (VLSM), 198, 204
variance
IGRP (Interior Gateway Routing Protocol), 245
load sharing, 148
measurements, 86
VDSL (Very-High-Bit-Rate DSL), 373
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version logging, 303
vertical wiring, 70-72
Very-High-Bit-Rate DSL (VDSL), 373
videoconferencing, traffic, 102
virtual private networking. See VPNs
Virtual Router Redundancy Protocol (VRRP), 168
virtual routers, 168
Vivinet Assessor (NetlQ), 415
VLAN Trunking Protocol (VTP), 233-234, 304
VLANSs
campus network topology, 156—159
hierarchical topology distribution layer, 142
limiting broadcast domains, 112
switches, 223
switching protocols, 231
DISL (Dynamic Inter-Switch Link),
231-232
IEEE 802.1Q document, 232-233
ISL (Inter-Switch Link), 231
VTP (VLAN Trunk Protocol), 233-234
VLSM (variable-length subnet masking), 198,
204-205
voice networks, GoS (grade of service)
requirements, 126—127
Voice over IP networks (VoIP networks), 103—-104
voice-grade cabling, 324
VoIP networks (Voice over IP networks), 103—104
VPN (virtual private networks), 14, 175
concentrators, 376377
encryption, 275
enterprise edge topology, 175
remote-access, 177
site-to-site, 176
security, 283-284
software, securing wireless networks, 294-295
VRRP (Virtual Router Redundancy Protocol), 168
VTP (VLAN Trunking Protocol), 233-234, 304

W

WAN Survival Guide, 174
Wandering Valley Community College (WVCC),
LANSs design example
background information, 345
business goals, 345-346
current network, 349-355

data stores, 349
network applications, 347
redesign, 355-359
technical goals, 346
user communities, 347-348
WANDL, Inc. Network-Planning and Analysis Tool
(NPAT), 414
WANSs (wide area networks), 18, 37,363-364, 377
accuracy goals, 42
ATM (Asynchronous Transfer Mode), 385-387
bandwidth, 377-378
cable modem, 370-372
design example
background information, 389-390
business goals, 390
current network, 392-394
data stores, 392
network applications, 390-391
technical goals, 390
topology, 394-396
user communities, 391
device selection
central sites, 375-377
remote users, 374-375
DSL (Digital Subscriber Line), 372
ADSL PPP implementation, 373-374
supported services, 373
flat topologies, 136—137
Frame Relay, 381-382
ATM (Asynchronous Transfer Mode), 385
congestion, 383-384
hub-and-spoke topology, 382-383
split horizon, 383
subinterfaces, 382-383
traffic control, 384—-385
ISDNs (Integrate Services Digital Networks),
367-370
leased lines, 379
operation affordability, 56
optimum utilization, 37
PPP (Point-to-Point Protocol), 365
CHAP (Challenge Handshake
Authentication Protocol), 366-367
MPPP (Multilink PPP), 365-366
PAP (Password Authentication Protocol),
366-367
redundant, 170-171
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routers, 387
servers, 375
service providers, 387-389
SONET (Synchronous Optical Network),
379-380
wave-division multiplexing (WDM), 324, 385
WDM (wave-division multiplexing), 324, 385
websites
Frame Relay Forum, 385
Zeroconf, 194
Weighted Fair Queuing (WFQ), 449-451
Weighted Random Early Detection (WRED),
453-454
Welcherm, Dr. Peter, fur-ball networks, 135
WEP keys (Wired Equivalent Privacy keys), 289
WFQ (Weighted Fair Queuing), 449-451
wide area networks. See WANs
wide wavelength-division multiplexing (WWDM),
335
Wi-Fi Protected Access (WPA), 293-294
WildPackets AiroPeek analyzer, 75
windowing, traffic efficiency, 116-118
windows, sizing, 116-117
WINS
booting, 476
NetBT, 214-215
Wired Equivalent Privacy keys (WEP keys), 289
wireless
access points, LANs devices, 343-344
cells, 160
networks
LANSs design example, 356-358
security, 287-295
site surveys, 74—76
wiring existing networks, 70-76
WLANSs
campus network topology, 160
access points, 160-161
multiple access points, 161
redundant access points, 161-162
LANSs redesign example, 356358
work-area wiring, 70-72
workstations, initialization, 109-110

workstation-to-router redundancy, 165-166
AppleTalk, 166
1P, 167-168
GLBP (Gateway Load Balancing
Protocol), 170
HSRP (Hot Standby Router Protocol),
168-169
Novell NetWare, 167
World Wide Web, public server access, 280
WPA (Wi-Fi Protected Access), 293-294
WRED (Weighted Random Early Detection),
453-454
WWDM (wide wavelength-division multiplexing),
335

X-Y-Z

X Windows, 100

XOR operation, EtherChannel, 338

your address (yiaddr) fields, 192

Zeroconf (Zero Configuration Networking),
194-195

ZIP (Zone Information Protocol), 190, 252-253

Zone Information Protocol (ZIP), 190, 252-253

zone information tables, 253
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if the world’s leading technical
publishers joined forces to deliver
their best tech books in a common
digital reference platform?

®

TECH BOOKS ONLINE’

POWERED BY

They have. Introducing
InformIT Online Books
powered by Safari.

m Specific answers to specific questions.

InformIT Online Books’ powerful search engine gives you relevance-
ranked results in a matter of seconds.

® Immediate results.

With Informlt Online Books, you can select the book you want
and view the chapter or section you need immediately.

m Cut, paste and annotate.

Paste code to save time and eliminate typographical errors.
Make notes on the material you find useful and choose whether
or not to share them with your work group.
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m Customized for your enterprise.

Customize a library for you, your department or your entire
organization. You only pay for what you need.

Online Books

Get your first 14 days FREE!

InformIT Online Books is offering its members a 10 book subscription risk-free for
14 days. Visit http://www.informit.com/onlinebooks/cp for details.

informit.com/onlinebooks/cp
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3 STEPS TO LEARNING
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Routing

first-step

Your first-step into the world
of routing

Internet Routing
Architectures
Second Ediion

IP Routing
Fundamentals

> Step-by-step instruction!

> Easy to understand]

; \ A comprehensive introduction to routing The definitive BGP resource
> No experience required! concepts and protocols in IP networks

First-Step Fundamentals Networking
Technology Guides

STEP 1 First-Step—Benefit from easy-to-grasp explanations.
No experience required!

STEP 2 Fundamentals—Understand the purpose, application,
and management of technology.

STEP 3 Networking Technology Guides—Gain the knowledge
to master the challenge of the network.

NETWORK BUSINESS SERIES

IEQIEFECHONY The Network Business series helps professionals tackle the

UNVEILED

business issues surrounding the network. Whether you are a
seasoned IT professional or a business manager with minimal
technical expertise, this series will help you understand the
business case for technologies.

Justify Your Network Investment.

Look for Cisco Press titles at your favorite bookseller today. @
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Visit www.ciscopress.com/series for details on each of these book series.
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Designing Network Security, Second Edition
Merike Kaeo
1-68705-117-6 » Available Now

Designing Network Security, Second Edition, is a practical guide
designed to help you understand the fundamentals of securing
your corporate network infrastructure. This book takes a
comprehensive look at underlying security technologies, the
process of creating a security policy, and the practical require-
ments necessary to implement a corporate security policy.

You will gain a thorough understanding of basic cryptography,
the most widely deployed security technologies, and key emerging
security technologies. You will be able to guide the architecture
and implementation of a security policy for a corporate envi-
ronment by knowing possible threats and vulnerabilities and
understanding the steps required to perform a risk management
assessment. Through the use of specific configuration examples,
you will learn about the features required in network infra-
structure equipment to implement the given security policy,
including securing the internal corporate infrastructure, Internet
access, and the remote access environment.

Optical Network Design and Implementation
Vivek Alwayn
1-58705-105-2 » Available Now

Multiservice optical networking has multiple applications in
service provider and enterprise environments. To help you
make the most of these applications, Optical Network Design
and Implementation provides a complete reference of technology
solutions for next-generation optical networks. The book
explains the differences among various MAN technologies,
getting you up to speed on the solutions you need to use.

Optical Network Design and Implementation contains a broad
range of technical details on multiservice optical networking and
covers optical networking theory, design, and configuration by
providing informative text, illustrations, and examples. It can
be used as a reference for anyone designing, implementing, or
supporting an optical network. Even if you're not using Cisco
ONS equipment, this book can increase your awareness and
understanding of optical technologies and provide you with
detailed design concepts and rules for building highly scalable
multiservice optical networks.
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CCDA/CCDP Flash Cards and Exam Practice Pack
Anthony Sequeira and Kevin Wallace

1-568720-117-8 * Available Now

CCDA/CCDP Flash Cards and Exam Practice Pack includes the following three
tried-and-true methods of late-stage test preparation:

e More than 350 flash cards. Test your understanding of CCDA and CCDP
concepts with flash cards in print and electronic formats. The electronic
version is PC-, Palm OS-, and Pocket PC-compatible, allowing for supreme
flexibility. Shuffle the electronic cards, work from preset groups of cards, or
create and save your own challenging set for focused review.

® 550 practice exam questions. Verify your knowledge with this robust exam
engine. Test your proficiency in two modes—study mode and practice mode—
and identify areas of weakness so you can concentrate on specific topics for
which you need the most help.

® 55+ quick reference sheets. Review crucial CCDA and CCDP exam objectives
with these comprehensive reference sheets. Succinct text overviews of complex
concepts are supported with detailed diagrams to provide a valuable late-stage
review of all that must be mastered for exam success.

Are you ready to take your CCDA DESGN or CCDP ARCH exam? You’ve learned
the concepts, you have the experience to put them into real-world use, and now
you want to practice, practice, practice until exam time. CCDA/CCDP Flash Cards
and Exam Practice Pack gives you three methods of proven, late-stage CCDA and
CCDP exam preparation in one package.
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BGP Design and Implementation
Randy Zhang and Micah Bartell
1-58705-109-5 » Available Now

BGP Design and Implementation focuses on real-world problems
and provides not only design solutions, but also the background
on why they are appropriate and a practical overview of how
they apply in a top-down design. The BGP protocol is used in
both service provider and enterprise networks. The design goals
of these two groups are different, leading to different archi-
tectures in each environment. BGP Design and Implementation
breaks out the separate goals, and resulting solutions for each
group to assist the reader in further understanding of different
solution strategies.

This book starts by identifying key features and functionality
in BGP. It then delves into the topics of performance tuning,
routing policy development, and architectural scalability. It
progresses by examining the challenges for both the service
provider and enterprise customers, and provides practical
guidelines and a design framework for each. BGP Design and
Implementation finishes up by closely looking at the more
recent extensions to BGP through Multi-Protocol BGP for
MPLS-VPN, IP Multicast, IPv6, and CLNS.



