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Symbols & Numerics

* (asterisk), optional attribute values, 317
= (equal sign), mandatory attribute values, 317

3000 series concentrator VSAs, 389-391

802.1x Switchport Authentication, ACS
configuration, 138

A

AAA (authentication, authorization, and
accounting), configuring method lists, 55-58
accountActions table, 278
accounting, 10
ACS reports, 293
RADIUS+, 294
TACACS+, 293
VoIP+, 294
example of, 12
RADIUS, 49
remote accounting, configuring, 201
TACACS+, 36
AV pairs, 3741
types of, 10-11
acl= attribute, 318
ACLs (access control lists)
creating, 219
downloadable, 165-166, 169
configuring, 218-220
troubleshooting, 237-238
ACS (Access Control Server)
802.1x Switchport Authentication,
configuring, 138
accounting reports, 293
RADIUS+, 294
TACACS+, 293
VoIP+, 294
ActivCard Token Servers, configuring, 267
adding new AAA clients, 121, 208-209
adding users to database, 114-116

address assignment, 163165
administrative policies, switch configuration,
142-143
Admission Control menu, 102
advanced configurations, 138
CRYPTOCard Token Servers, configuring,
268-269
database backups, performing, 275-276
database group mappings, configuring, 271
device synchronization, 277-280
downloadable IP ACLs, 165-166, 169
EAP support, configuring, 138
external databases, configuring, 244-262
External User Database menu, 104
features, 75
for Windows Server Version 2.0, 66
for Windows Server Version 2.1, 67
for Windows Server Version 2.3, 67-68
for Windows Server Version 2.6, 68—69
for Windows Server Version 3.0, 69
for Windows Server Version 3.1, 69-71
for Windows Server Version 3.2, 71
Group Setup menu, 92
interface configuration, 111
TACACS+ settings, 112
Interface Configuration menu, 100-102
local AAA pools, configuring, 134-136
NARs
applying to user gruops, 158—159
configuring, 155-157
matching conditions, 155
shared NARs, 159
Network Configuration menu, 95-97
obtaining, 76
Online Documentation menu, 107
PassGo Defender Token Servers,
configuring, 267-268
positioning on network
dialup access, 82
VPNs, 83-84
wireless deployment, 85
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ACS (Access Control Server)

proxy distribution
configuring, 194-199
creating table entries, 196
RADIUS Token Servers, configuring,
263,265
reinstalling, 81
remote logging
configuring, 308-311
disabling, 312
reports, 283-285
Access Device attributes, logging, 287
Administrative, 298-300
Backup and Restore system reports, 301
Device Command Set attributes,
logging, 289
ExtDB Info attributes, logging, 291
Failed Attempts, 295
Filter Information attributes, logging,
290
Network Device Group attributes,
logging, 288
Passed Authentication, 297
Service Monitoring system reports, 306
System, 300-307
user-defined attributes, logging,
285-288
Reports and Activity menu, 104-106
RSA SecurID Token Servers, configuring,
270
SafeWord Token Servers, configuring,
269-270
server configuration, 108—110
service log options, 313-314
Shared Profile Components menu, 94
shared secret keys, troubleshooting, 214
switches, configuring, 140
System Configuration menu, 97-99
UCP module, 123
enabling SSL on web server, 128
installing, 128132
preparing for installation, 124127

user accounts
adding to database, 119-120
authenticating, 120
user callback, configuring, 133134
user groups
configuring, 147-150
max sessions option, 160
password aging rules, 161-162
time-of-day access settings, 152—-153
usage quotas, 161
VoIP support, 150-151
User Setup menu, 90-91
VASCO Token Servers, configuring,
265-267
version 3.2
installing, 77-78, 80-81
software requirements, 7677
Windows domain authentication
configuring, 132
password options, 132

ActivCard Token Servers, ACS configuration, 267

adding
AAA clients, 121
to ACS database, 208-209
devices to network device groups, 193
users to ACS database, 114-116
adding user accounts to database, 119—-120
addr= attribute, 318
addr-pool= attribute, 318
Administration Audit system reports, 302
administrative policies, ACS configuration,
142-143
Administrative reports (ACS), 298-300
Admission Control menu (ACS), 102
advanced ACS configuration, 138
administrative policies, 142-143
EAP support, 138
switches, 140
advanced group settings, enabling, 149
anacl#n attribute, 320
applying NARs to user groups, 158—159
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AR (Access Registrar), 342343

configuring, 358-359
extension points, 345-347
EPS, 348-350
installing, 354-357
options, 343
Policy Engine, 344-345
Proxy AAA, 351
Solaris 8 installation requirements, 352—-353
subdirectories, 357-358

Ascend RADIUS attributes, 405-416
assigning

AAA clients to NDGs, 194
IP addresses to ACS user groups, 163—-165

attributes

Access Device, ACS report logging, 287

acl=,318

addr=, 318

addr-pool=, 318

anacl#n, 320

autocmd=, 319

callback-dialstring=, 319

callback-line=, 319

callback-rotary=, 319

cmd=, 319

cmd-arg=, 319

Device Command Set, ACS report logging,
289

dns-servers=, 319

ExtDB Info, ACS report logging, 291

Filter Information, ACS report logging, 290

gw-password=, 320

idletime=, 320

inacl=, 320

ip-addresses=, 320

link-compression=, 321

load-threshold=, 321

max-links=, 321

nas-password=, 321

Network Device Group, ACS report
logging, 288

nocallback-verify, 321

noescape=, 321

nohangup=, 322
oldprompts=, 322
outacl#, 322
outacl=, 322
pooldef#n, 322
pool-timeout=, 322
ppp-Vvj-slot-compression=, 322
priv-lvl=, 323
protocol=, 323
route#n, 323
route=, 323
routing=, 323
rte-ftr-in#n, 323
sap#n, 324
sap-fltr-in#n, 324
sap-fltr-out#n, 324
services=, 324
source-ip=, 324
timeout=, 324
tunnel-id=, 325
user-defined, ACS report logging, 285-288
wins-servers=, 325
zonelist=, 325

authentication. See also authentication servers

configuring on Cisco devices, 6
debugging, 59-60
example of, 7-8
LEAP Proxy RADIUS server, 261-262
local authentication, configuring on Cisco
routers, 53-59
of ACS users, 120
RADIUS, 42
basic operation, 43—44
encryption, 44
Token Servers, ACS configuration,
263-265
TACACS+, 15
accounting, 3641
authorization, 20, 22-36
communication between NAS and AAA
client, 16-17
encryption, 18-19
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header fields, 17-18
packet types, 19-20

authentication servers

Cisco Secure ACS for Windows Server
Version 2.0, 66

Cisco Secure ACS for Windows Server
Version 2.1, 67

Cisco Secure ACS for Windows Server
Version 2.3, 67-68

Cisco Secure ACS for Windows Server
Version 2.6, 68-69

Cisco Secure ACS for Windows Server
Version 3.0, 69

Cisco Secure ACS for Windows Server
Version 3.1, 69-71

Cisco Secure ACS for Windows Server
Version 3.2,71

authorization, 8

configuring, 8-9
example of, 9-10
RADIUS, nonproprietary AV pairs, 46—48
TACACS+, 20
AV pairs, 22-36

autocmd= attribute, 319
AV pairs, 10, 317

acl= attribute, 318

addr= attribute, 318

addr-pool= attribute, 318
anacl#n attribute, 320

Ascend RADIUS, 405-416
autocmd= attribute, 319
callback-dialstring= attribute, 319
callback-line= attribute, 319
callback-rotary= attribute, 319
cmd= attribute, 319

cmd-arg= attribute, 319
dns-servers= attribute, 319
examples, 330-335
gw-password= attribute, 320
idletime= attribute, 320

inacl= attribute, 320
ip-addresses= attribute, 320
link-compression= attribute, 321

load-threshold= attribute, 321
mandatory, 317

max-links= attribute, 321
nas-password= attribute, 321
nocallback-verify attribute, 321
noescape= attribute, 321
nohangup= attribute, 322
oldprompts= attribute, 322
optional, 317

outacl# attribute, 322

outacl= attribute, 322
pooldef#n attribute, 322
pool-timeout= attribute, 322
PPP connections, configuring, 325-330
ppp-Vj-slot-compression= attribute, 322
priv-lvl= attribute, 323
protocol= attribute, 323
RADIUS, 46-48

route#n attribute, 323

route= attribute, 323
routing= attribute, 323
rte-ftr-in#n attribute, 323
sap#n attribute, 324
sap-fltr-in#n attribute, 324
sap-fltr-out#n attribute, 324
services= attribute, 324
source-ip= attribute, 324
TACACS+, 2241

timeout= attribute, 324
tunnel-id= attribute, 325
wins-servers= attribute, 325
zonelist= attribute, 325

B-C

backups

performing on ACS database, 275
versus replication, 273

BBSM (Building Broadband Service Manager)
RADIUS VSA, 392
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callback, configuring, 133-134, 154 group profiles, configuring, 234-236
callback-dialstring= attribute, 319 testing, 237
callback-line= attribute, 319 troubleshooting, 239-240
callback-rotary= attribute, 319 user profiles, configuring, 236-237
canceling scheduled ACS database backups, 276 commands, debug, 59-60
challenges of service providers, 341-342 communication of TACACS+ between NAS and
Cisco 3000 VPN Concentrator, CSACS AAA client, 16-17

VSAs, 389-391 configuring

Cisco 5000 VPN Concentrator VSAs, 392
Cisco CNS Access Registrar. See AR
Cisco devices

AAA support, 12-13

authentication, configuring, 6

Cisco I0OS routers, configuring for AAA,

210-211

Cisco I0S switches, configuring for AAA,

212
PIX firewalls, 212
set-based, 212
Wireless APs, 213-214
Cisco Secure ACS for Windows Server
Version 2.0, 66
Cisco Secure ACS for Windows Server
Version 2.1, 67
Cisco Secure ACS for Windows Server
Version 2.3, 67-68
Cisco Secure ACS for Windows Server
Version 2.6, 68—69
Cisco Secure ACS for Windows Server
Version 3.0, 69
Cisco Secure ACS for Windows Server
Version 3.1, 69-71
Cisco Secure ACS for Windows Server
Version 3.2, 71
Cisco Secure Solution Engine, 71-72
clients (AAA), adding to ACS database, 121
cmd= attribute, 319
cmd-arg= attribute, 319
command accounting, 11
command authorization sets
configuring, 229-231
deleting, 232
editing, 233

ACS, 108-110
802.1x Switchport Authentication, 138
ActivCard Token Servers, 267
address assignment, 163—165
administrative policies on switches,
142-143
CRYPTOCard Token Servers, 268-269
database group mappings, 271
EAP support, 138
external databases, 244-261
local AAA pools, 134, 136
PassGo Defender Token Servers,
267-268
RADIUS Token Servers, 263-265
remote logging, 308-311
RSA SecurID Token Servers, 270
SafeWord Token Servers, 269-270
service logs, 313-314
switches, 140
TACACS+ settings, 112
unknown user policy, 272
user callback, 133-134
user groups, 147-153, 160-162
VASCO Token Servers, 265-267
Windows domain authentication, 132
AR, 358-359
authentication
method lists, 55-58
on Cisco devices, 6
authorization, 8-9
Cisco IOS routers, local authentication,
53-59
command authorization sets, 229
group profiles, 234-236
PIX firewall preparation, 230
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router preparation, 229
shared profile components, 230-231
user profiles, 236-237
database replication
primary servers, 274
secondary servers, 275
distributed networks, 205208
distributed systems, remote accounting, 201
downloadable ACLs, 165, 169, 218-220
external RADIUS databases, LEAP,
261-262
NARs, 155-157,221-224
applying to user groups, 158—159
non-IP-based, 225-226
shared NARs, 159
network device groups, 191-194
PPP
callback, 154
with AV pairs, 325-328
proxy distribution tables, 194, 197-199
creating entries, 196
user accounts
adding new clients, 121
adding users to database, 119-120
authentication, 120

user groups (ACS) with TACACS+, 169-183

connection accounting, 11
Continue records, 36
creating
ACLs, 219
entries in Proxy Distribution Table, 196

CRYPTOCard Token Servers, ACS configuration,

268-269
CSDBsync, 278

D

primary servers, configuring, 274
secondary servers, configuring, 275
versus backup, 273
Database Replication system reports, 302
debugging authentication, 59-60
deleting
command authorization sets, 232
NARs, 227
devices
Cisco IOS routers, AAA configuration,
210-211
Cisco IOS switches, AAA configuration,
212-214
network device searches, performing,
202-203
dialup access for ACS, 82
disabling ACS remote logging, 312
distributed networks, configuring, 205-208
distributed systems, 187
enabling, 187-191
remote accounting, configuring, 201
dns-servers= attribute, 319
documentation, importance of, 240
downloadable ACLs
configuring, 218-220
troubleshooting, 237-238
downloadable IP ACLs, 165-169

E

database (ACS)
adding AAA clients, 208-209
adding users, 114, 116
group mappings, configuring, 271
replication, 272-273

EAP (Extensible Authentication Protocol),
ACS configuration, 138
editing
command authorization sets, 233
NARs, 226-227
enabling distributed systems, 187-191
encryption
RADIUS, 44
TACACS+, 18-19
EPS (Extension Point Scripting), 347
examples, 348-350
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examples
of accounting, 12
authentication, 7—8
of authorization, 9-10
of AV pairs, 330, 332, 335
EXEC accounting, 11
extension points (AR), 345-347
EPS, 348-350
external ACS databases
configuring, 244-245
ODBC, configuring, 255-261
unknown user policy, configuring, 272
Windows NT/2000, configuring, 247-255
external RADIUS databases, configuring LEAP,
261-262
External User Database menu (ACS), 104

F-G

IP assignment, 163-165
NARs, applying, 158-159
shared NARs, 159
group profiles, applying to command
authorization sets, 234-236
Group Setup menu (ACS), 92
gw-password= attribute, 320

H-I

Failed Attempts Report (ACS), 295

fault tolerance, database replication, 272
primary servers, configuring, 274
secondary servers, configuring, 275
versus backup, 273

Generic LDAP external databases, ACS
configuration, 252-253, 255
group level ACS configuration
max sessions option, 160
modifying user groups, 147-150
password aging rules, 161-162
time-of-day access settings, configuring,
152-153
usage quotas, 161
VolIP support, 150-151
group level configuration (ACS)
configuring with TACACS+, 169-178
Shell Command Authorization Sets,
178-183
User Level command authorization, 183

hot spots, 341

idletime= attribute, 320
IETF attribute value pairs, 392-403
immediate replication, performing from primary
ACS server, 275
inacl= attribute, 320
installing
ACS version 3.2, 77-81
AR, 354-357
requirements for Solaris 8, 352-353
subdirectories, 357-358
UCP module, 128-132
Interface Configuration menu (ACS), 100-102
IP pools, ACS configuration, 136
ip-addresses= attribute, 320
IP-based NARs, 222

J-K-L

Juniper RADIUS VSAs, 417

LDAP external databases, ACS configuration,
252-255

LEAP (Lightweight Extensible Authentication
Protocol) Proxy RADIUS Server
authentication, 261-262

link-compression= attribute, 321

load-threshold= attribute, 321

local AAA pools, ACS configuration, 134—136

local authentication, 9

configuring on Cisco routers, 53—59
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locating network devices, 202-203

logging attributes in ACS reports
Access Device attributes, 287
Device Command Set attributes, 289
ExtDB Info attributes, 291
Filter Information attributes, 290
Network Device Group attributess, 288
user-defined attributes, 285, 288

M

mandatory attribute values, 317
acl=, 318
addr=, 318
addr-pool=, 318
autocmd=, 319
callback-dialstring=, 319
callback-line=, 319
callback-rotary=, 319
cmd=, 319
cmd-arg=, 319
dns-servers=, 319
gw-password=, 320
idletime=, 320
inacl=, 320
ip-addresses=, 320
link-compression=, 321
load-threshold=, 321
max-links=, 321
nas-password=, 321
nocallback-verify, 321
noescape=, 321
nohangup=, 322
oldprompts=, 322
outacl#, 322
outacl=, 322
pooldef#n, 322
pool-timeout=, 322
ppp-vj-slot-compression=, 322
priv-lvl=, 323
protocol=, 323
route=, 323

routing=, 323
services=, 324
source-ip=, 324
timeout=, 324
tunnel-id=, 325
wins-servers=, 325
zonelist=, 325
manual backups, performing on ACS database,
276
matching conditions (NARs), 155
max sessions option (ACS user groups), 160
max-links= attribute, 321
messages, TACACS+, 20
method lists
configuring, 55-58
TEST1, applying to vty, 57
methods of authentication, 7
Microsoft RADIUS VSAs, 404-405
minimum requirements, installing AR on Solaris 8,
352-353

N

NARs (Network Access Restrictions)
applying to user groups, 158-159
configuring, 155-157,221-224
editing, 226-227
IP-based, configuring, 222
matching conditions, 155
non-IP-based, configuring, 222, 225-226
removing, 227
shared NARs, 159
troubleshooting, 238

nas-password= attribute, 321

NDG, performing network device searches,

202-203

network accounting, 11

Network Configuration menu (ACS), 95-97

network device groups
adding devices, 193
assigning AAA clients, 194
configuring, 191-194
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network device searches, 202-203
nocallback-verify attribute, 321
noescape= attribute, 321
nohangup= attribute, 322
non-IP-based NARs, 222
configuring, 225-226

nonproprietary RADIUS AV pairs, 4648
Nortel RADIUS VSAs, 416
Novell NDS external databases,

ACS configuration, 249-251

0-P

obtaining ACS, 76
ODBC external databases,
ACS configuration, 255-261
oldprompts= attribute, 322
Online Documentation menu (ACS), 107
optional attribute values, 317
outacl#= attribute, 322
outacl= attribute, 322

packets, TACACS+, 19-20
header fields, 17-18
Passed Authentication Report (ACS), 297
PassGo Defender Token Servers,
ACS configuration, 267-268
password aging rules (ACS user groups),
161-162
passwords, 123
UCP module, 123
installing, 128, 132
preparing for installation, 124128
Windows domain options, 132
performing
ACS database backups, 275-276
immediate replication from primary ACS
server, 275
network device searches, 202-203
permit and deny conditions (NARs), 156

PIX firewalls, configuring for AAA, 212
pooldef#n attribute, 322
pool-timeout= attribute, 322
positioning ACS on network
dialup access, 82
VPN, 83-84
wireless deployment, 85
PPP callback, configuring, 154
PPP connections, configuring on ACS with AV
pairs, 325-328
applying ACL to dial interface, 328-330
ppp-Vvj-slot-compression= attribute, 322
prefixes, stripping from Proxy Distribution Table
entries, 195
preparing
for ACS device synchronization, 279
UCP module for installation, 124—127
enabling SSL on web server, 128
priv-lvl= attribute, 323
protocol= attribute, 323
Proxy AAA, 351
proxy distribution
configuring, 197-199
creating entries in Proxy Distribution
Table, 196
Proxy Distribution Table, 188
configuring, 194

R

RADIUS, 12,42

accounting, 49
reports, 294

AR, 342-343
configuring, 358-359
extension points, 345-350
installing, 354-358
options, 343
Policy Engine, 344-345
Proxy AAA, 351
Solaris 8 installation requirements,

352-353
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Ascend RADIUS attributes, 405-416
authorization, nonproprietary AV pairs,
46-48
basic operation, 43—-44
encryption, 44
IETF attribute value pairs, 392-403
LEAP, 261-262
Token Servers, ACS configuration, 263-265
VSAs
Cisco 3000 VPN Concentrator VSAs,
389-391
Cisco 5000 VPN Concentrator VSAs,
392
Juniper RADIUS VSAs, 417
Microsoft RADIUS VSAs, 404405
Nortel RADIUS VSAs, 416
RDBMS synchronization, 280
system reports, 302
recovering ACS database configuration
from backup files, 277
reinstalling ACS, 81
remote accounting, configuring, 201
remote logging, ACS
configuring, 308-311
disabling, 312
removing
command authorization sets, 232
NARs, 227
replication, 272-273
primary servers, configuring, 274
secondary servers, configuring, 275
versus backup, 273
reports (ACS), 283, 285
Access Device attributes, logging, 287
accounting, 293-294
Administrative, 298-300
Device Command Set attributes, logging, 289
ExtDB Info attributes, logging, 291
Failed Attempts, 295
Filter Information attributes, logging, 290
Network Device Group attributes, logging,
288

Passed Authentication, 297
System, 300-307
user-defined attributes, logging, 285, 288
Reports and Activity menu (ACS), 104-106
REQUEST messages, TACACS+, 20
resource accounting, 11
RESPONSE messages (TACACS+), 20
RFCs (Requests For Comments), AAA-related, 5
route#n attribute, 323
route= attribute, 323
routers (Cisco 10S), configuring for AAA,
210-211
routing= attribute, 323
RSA SecurID Token Servers, ACS
configuration, 270
rte-ftr-in#n attribute, 323

S

SafeWord Token Servers, ACS configuration,
269-270
sap#n attribute, 324
sap-fitr-in#n attribute, 324
sap-fitr-out#n attribute, 324
scheduled backups, performing on
ACS database, 276
secret keys, 121
servers, configuring network device groups,
193-194
service logs (ACS), configuring, 313-314
service providers
challenge of, 341-342
value added services, 342
services= attribute, 324
set-based switches, configuring for AAA, 212
shared NARs, 159
Shared Profile components
command authorization sets
configuring, 228-231, 234-237
deleting, 232
editing, 233
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testing, 237
troubleshooting, 239-240
downloadable ACLs
configuring, 218-220
troubleshooting, 237-238
NARs
configuring, 221-226
editing, 226-227
removing, 227
troubleshooting, 238
Shared Profile Components menu (ACS), 94
shared secret keys, troubleshooting, 214
Shell Command Authorization Sets, 178,
181-183
shell command authorization sets, versus PIX
command authorization sets, 229
sniffers, 8
software requirements for ACS version 3.2,
76-77
source-ip= attribute, 324
SP (service provider) business model, 341
SSL (Secure Sockets Layer), enabling on
web server, 128
START packets (TACACS+), 19
Start records, 36
Stop records, 36
stripping entries from Proxy Distribution Table,
195
subdirectories, AR, 357-358
suffixes, stripping from Proxy Distribution Table
entries, 195
support for AAA on Cisco devices, 12-13
switches
AAA configuration, 212
ACS configuration, 140
administrative policies, ACS configuration,
142-143
PIX firewalls, AAA configuration, 212
set-based, 212
Wireless APs, AAA configuration, 213-214
synchronizing ACS devices, 277-280
system accounting, 11
System Configuration menu (ACS), 97-99
System Reports (ACS), 300-307

-

TACACS+, 12-13, 15

accounting, 36
AV pairs, 37-41
reports, 293

ACS user group configuration, 169—178
Shell Command Authorization Sets,

178-183

User Level command authorization, 183

authorization, 20

AV pairs, 317
acl= attribute, 318
addr= attribute, 318
addr-pool= attribute, 318
anacl#n attribute, 320
autocmd= attribute, 319
callback-dialstring= attribute, 319
callback-line= attribute, 319
callback-rotary= attribute, 319
cmd= attribute, 319
cmd-arg= attribute, 319
configuring PPP connections on ACS,

325-330

dns-servers= attribute, 319
examples, 330, 332, 335
gw-password= attribute, 320
idletime= attribute, 320
inacl= attribute, 320
ip-addresses= attribute, 320
link-compression= attribute, 321
load-threshold= attribute, 321
mandatory, 317
max-links= attribute, 321
nas-password= attribute, 321
nocallback-verify attribute, 321
noescape= attribute, 321
nohangup= attribute, 322
oldprompts= attribute, 322
optional, 317
outacl# attribute, 322
outacl= attribute, 322
pooldef#n attribute, 322
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pool-timeout= attribute, 322 U

ppp-Vj-slot-compression= attribute, 322

priv-lvl= attribute, 323 UCP (User Changeable Password) module, 123
protocol= attribute, 323 installing, 128-132

route#n attribute, 323
route= attribute, 323
routing= attribute, 323
rte-ftr-in#n attribute, 323

sap#n attribute, 324 usage quotas (ACS user groups), 161
sap-fitr-in#n attribute, 324 user accounts (ACS)

sap-fltr-outin attribute, 324 adding to database, 119-120
services= attribute, 324

source-ip= attribute, 324

preparing for installation, 124127
enabling SSL on web server, 128
unknown user policy, configuring on ACS
external databases, 272

authenticating, 120
user authorization, 8

timeout= attribute, 324 user callback, ACS configuration, 133—134
tunnel-id= attribute, 325 configuring with TACACS+, 169178
wins-servers= attribute, 325 user groups (ACS), 147-150
zonelist= attribute, 325 advanced group settings, enabling, 149
communication between NAS and AAA applying NARs, 158-159
client, 16-17 configuring with TACACS+

encryption, 18-19 User Level command authorization, 183

packet header fields, 17-18 Shell Command Authorization Sets,
packet types, 19-20 178-183

TEST1 method lists, applying to vty, 57 IP assignment 163—165

tfesting command authqrization, 237 max sessions option, configuring, 160
time-of-day access settings, ACS user group password aging rules, configuring, 161-162
configuration, 152—-153 shared NARs. 159

timeout= attribute, 324 time-of-day access settings, configuring,
troubleshooting 152-153

command authorization sets, 239-240
downloadable ACLs, 237-238
NARs, 238

usage quotas, configuring, 161
VolIP support, configuring, 150-151
User Level command authorization, 183
shared secret keys, 214 User Password Changes system reports, 304
tunnel-id= attribute, 325 user profiles, applying to command
types of AAA accounting, 10-11 authorization sets, 236-237
User Setup menu (ACS), 90-91
users, adding to ACS database, 114, 116
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value added services, 342
VASCO Token Servers, ACS configuration,
265-267

viewing ACS reports, 106

virtual authentication, 6

virtual Telnet, 7

VoIP (voice over IP),
accounting reports, 294
ACS user group configuration, 150-151

VSAs (vendor specific attributes)
3000 series concentrator VSAs, 389-391
BBSM VSA, 392
Cisco VPN 3000 Concentrator, 389-391
Cisco VPN 5000 Concentrator, 392
IETF attribute value pairs, 392—401, 403
Juniper RADIUS VSAs, 417
Microsoft RADIUS VSAs, 404-405
Nortel RADIUS VSAs, 416

W-X-Y-Z

Windows domain authentication,
ACS configuration, 132

Windows NT/2000 external databases, ACS
configuration, 247-248

wins-servers= attribute, 325

wireless APs, AAA configuration, 213-214

wireless deployment of ACS, 85

wireless hot spots, 341

XTACACS, 15

zonelist= attribute, 325



