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I recently read the book titled Designing Network Security, Second Edition by Merike Kaeo.  This book is an excellent source of information regarding network security and security in general.  The book covers a broad scope of technologies and areas relating to security.  Probably the single best source for security topics in one book that I’ve read.  It’s an A-Z book on security.

The fading lines of responsibility in the realm of security is pretty much forcing every Information Technology (IT) professional to play a role in today’s security strategy.  With the boundaries being sketch well with in most every facet of Information Technology, it leave a big gap as to what the everyday IT professional can understand and contribute to a successful security architecture.  This book, in my opinion, does an excellent job of bridging that wide gap for most networking professionals.  I think every networking professional should have a copy of this book on their desk.

This book is best suited for professionals with a beginner to intermediate level of understanding of security principles, concepts and technologies.  This book is essential for professionals looking to keep up with the ever-changing world of IT.  Having this book will allow you to understand some of the more challenging and complex concepts that face each and every IT professional regarding security.  Persons that are interested in achieving the popular Certified Information Systems Security Professional (CISSP) certification would find this title very helpful, not just as a resource to pass the exam, but also as a valuable reference to continue to learn from even after becoming certified.

This book is great for getting an understanding of a security concept or perhaps helps in charting a road map towards achieving goals within an organization to strengthen security.  With such a wide variety of information and coverage, there is sure to be something in this book for everyone.  If your looking for in-depth information about any particular topic relating to network security, then your probably better off reading a title that is more focused on that particular topic of interest.  This title doesn’t get down to the nitty gritty detail, but the author does an excellent job of getting the fundamental concepts and key points across. 

There are great supporting figures and diagrams that assist in grasping some of the complex ideas and technologies.  Most are very basic and stick to the principle concepts, which is great when getting your feet wet with a technology that’s new to you.  It provides a good foundation to build upon.

Compared to the first version of this title, the second version offers information regarding leading edge technologies such as Voice over IP (VoIP) and wireless networks.  Another topic covered in the second version is Virtual Private Networks (VPN).  Making the second version of this title a very well rounded resource.  Another new chapter in the second addition is on Routing Protocol Security.  The Routing Protocol Security chapter has some good information on several of the widely deployed Interior Gateway Protocols such as RIP, EIGRP and OSPF.  The chapter covers information mostly on the authentication pieces and fundamental rules of each routing protocol and not much more.  I found the small section on BGP in the chapter to be a little sparse and expected BGP to be covered in a bit more detail.  Nonetheless, is does mention briefly, some of the challenges with BGP and a few of the proposed successors of the BGP protocol such as S-BGP and SoBGP. 

This is an all-around good reference for network security.   

