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Merike Kaeo's Designing Network Security, Second Edition, is an easy-to-read volume with generous emphasis on the roles of planning and careful design in corporate information security strategy. The book draws its examples from Cisco security platform appliances and software. 

 

Organized into three parts (ignoring the Appendix) of four chapters each, the book progresses from description of various security concepts and technologies to security policy and planning, culminating in basic implementation scenarios. Of important consideration are the many case studies and configuration examples spruced throughout the volume.

 

Part I starts with the first chapter on cryptography, which concentrates on several contemporary cryptographic schemes. This is a good introduction to the topic for newbies and non-cryptographers. It provides clear context for many of the cryptographic schemes in use in many Cisco appliances and used in other parts of the book. Access control, public key and identity management were all given diligent attention and their applicability in real networks explored at the end of Part I. 

 

Part II develops the concepts and issues in corporate information security management from enterprise security threat profiles in chapter 5, through considerations for site security, policy development and implementation and incidence management in chapter 8.   I find this section as perhaps the most useful given the dilemma many organizations face today in developing comprehensive and holistic response to the ever-growing threats to information and consequently, much of their business infrastructure. This section should also provide succor to security professionals grappling with the idea of developing a security policy and incident response procedure for their organizations. The case study on an educational institution is quite simplistic but provides some context for the complex task of policy development. This section, like the other two, is also well commented with advice and useful example scenarios. 

 

The implementation chapter is a bonus for information security professionals working in a predominantly Cisco environment. The section includes many easily adaptable real life configuration examples for many of the current Cisco appliances using IOS version 12.2 and later. Included are example configuration for routers, firewall, access control servers and Cisco IDS modules. Of course, most, if not all Cisco press text have their share of configuration examples using Cisco technologies, but the organization of this material brings much of the critical solutions into clear perspective. 

 

I got the book a few weeks after getting my CISSP certification and will recommend it as a good read for CISSP candidates even though it is a vendor-specific volume. Much of the discussion and theoretical underpinning of the text are relevant for a multi-vendor, homogenous security environment that the CISSP addresses. I have read several CCIE Security texts and reviewed the requirements for the exam. This volume is a sure buy for CCIE Security candidates. 

 

This is a technical book for intermediate- to expert-level security and networking professionals, but more importantly it is an excellent desk reference for any information security consultant. 

