


Numerics

100-Mbps Ethernet 71
10BASE2 72

10-Gigabit Ethernet 71, 74
32-bit numbers 241-244

A

AAA (authentication, authorization, and
accounting) 53
absorption 397
accelerated profits, optical networks 383
acceleration, 99
access
AAA servers 53
cable modem 347-348
adding 350
OSI model 350-351
CSMA/CD
Ethernets 75-77
dialup 323-327
servers 86
VPNs 100
acknowledgments (TCP) 218-219
adaptability, optical networks 384
add/drop multiplexers (ADMs) 410
adding
bridges 155, 156
cable modems 350
DSL 344
addresses
CIDR 251
Class A 242
Class B 242,268-273
Class C 243,264-268
Class D 243
Class E 243-244
directed broadcast 267, 274-275
DMA 10
hosts 257, 265
1/0 10, 333
1P 239, 240
classes 241-244
host ID 240-241

network ID 240
private 247-248
public 248-251
RARP 230-231
reserved 244-246
subnet masks 261
Layer 3
multilayer switches 50
routers 49
MAC 15
ARP 229
bridges, 46. See also bridges
establishing VLAN memberships 194
filtering 47
flooding 47
root bridges 171
networks 262-264
subnetworks 258
fields, 259-261
identifying 274,275
tables 165
administration
networks 262-264
traffic 283-284
VLAN 193
administrative distance routing 287
ADMs (add/drop multiplexers) 410
ADSL (Asymmetric Digital Subscriber Line) 141,
339. See also DSL
advantages
of cable modems 350
of DSL 344
of DWDM 411-412
advertisements 295-296
hold-down timers 294
LSAs 295
algorithms
Dijkstra Shortest Path First 295
routing 285-286
allocating IPv4 addresses 248
American National Standards Institute (ANSI) 341,
405
amplifiers
EDFAs 400-401
OAs 400-401



540 analog modems

analog modems 331-332 back-to-back serial connections 138
external 333 bandwidth 299
internal 332 cable modems 347-348
PC card 334 adding 350
standards 334-336 OSI model 350-351
angular separation 395 congestion 158
ANSI (American National Standards Institute) 341, domains 45
405 DSL 339
AppleTalk Session Protocol (ASP) 31 adding 344
applications encapsulation 343
cable modems 352 protocols 343
Layer 4 212 standards 341-343
Layer 4 segmentation 211 types 340
TCP/IP 36, 205-206 hubs 152-153
application-specific integrated circuits (ASICs) 156, MANSs 95
178 optical networks 383-384
APS (automatic protection switching) 407 light 386
architecture reflection/refraction 388-390
in-building WLANSs 371 transmission systems 384-388
ISA 5,332 routing 286
ARP (Address Resolution Protocol) 229 VLAN 188-192
ASICs (application-specific integrated circuits) 156, WAN 89
178 router serial connections 137-138
ASP (AppleTalk Session Protocol) 31 serial connections 136-137
assignment of TCP/UDP port numbers 216 Basic Rate Interface (BRI) 135, 324
Asymmetric Digital Subscriber Line (ADSL) 141, basic service area (BSA) 373
339. See also DSL bending
ATM (Asynchronous Transfer Mode) 49, 75, 85 macrobending 396-397
attachment unit interface (AUI) connector 125 microbending 397
attenuation of fiber cables 398 benefits of VLAN 191, 192
AUI (attachment unit interface) connectors 125 BGP (Border Gateway Protocol) 302
authentication bidirectional line-switched rings (BLSR) 405-407
HDLC 327,328 binary conversions 13
PPP 326 binary-to-decimal conversions 14
wireless 365 binary-to-hex conversions 14-17
authentication, authorization, and accounting bits 10-13, 264, 269
(AAA) 53 bits per second (bps) 394
automatic protection switching (APS) 407 blocking states 172
autonomous systems 291, 302 BLSR (bidirectional line-switched rings) 405-407
AUX ports 145 BNC (British Naval Connector) 111
availability of SANs 97 BOOTP 231

borrowing bits 264, 269
boundaries, removing 190

B bps (bits per second) 394
branch offices 27
backbones 81 BRI (Basic Rate Interface) 135-140, 324

backplanes 8, 156



Class E addresses 541

bridges 23, 46-47

root 171

shared LAN technologies 155

wireless 369, 370
British Naval Connector (BNC) 111
broad coverage, optical networks 383
broadcasts

addresses 244-245

domains 47

RARP 230-231

subnetworks 256

transmissions 154

wireless RF bands 360-361
BSA (basic service area) 373
buffering 156
building address tables 165
building-to-building WLANs 375-376
bus topologies 5, 59
business applications, optical networks 383
byte-interleaved multiplexing scheme 408-409
bytes 10-13

C

cable modems 347-348
adding 350
connections 142-143
OSI model 350-351
cables 21, 107
campus LANs 122-123, 131
coaxial 110-112
connectivity devices 23
console connections 144-145
Ethernets requirements 123-125
fiber optic 112-114,393
attenuation 398
filters 399-400
geometry 394-398
OAs 400-401
types of 393-394
LANSs 121
rollover 144-145
routers
cable 142-143

DSL 141-142
STP 109-110
UTP 107-108, 127-131
WAN 135
cache tables (ARP) 229
calculations
Class C subnets 266
subnetworks 263,271
call routes 84
call setup services (WAN) 84
campus LANs
cabling 131
Ethernets 122-123
cancellation effects 107
CAP (carrierless amplitude phase) 342
capacity
of DWDM 409-412
of optical networks 383
of WAN 89
carrier sense multiple access collision detect
(CSMA/CD) 75
carrierless amplitude phase (CAP) 342
CD-ROM 5
cells, switching 83
central office (CO) 83, 87,339
central processing unit (CPU) 5
CHAP (Challenge Handshake Authentication
Protocol) 323, 327
Cheapernets 111
chipping sequences 363
CIDR (classless interdomain routing) 248-251
circuit-switched WAN technologies 83
Cisco 827 ADSL Router 340
Cisco AS5400 Series Universal Access Server 50
Cisco AS5400 Series Universal Gateway 50
Cisco Internetworking Operating Software. See 10S
Cisco ONS 15454 Dense Wavelength-Division
Multiplexing (DWDM) Optical Network System
52
Cisco SN 5420 Storage Router 98
cladding, fiber optic cables 113
Class A addresses 242
Class B addresses 242, 268-273
Class B Subnet fields 262
Class C addresses 243, 264-268
Class D addresses 243
Class E addresses 243-244



542 classes, IP addresses

classes, IP addresses 241-246
classful addressing 241

classless interdomain routing (CIDR) 248-251

CLI (command-line interface) 193
clients 22, 96-97

CLNP (Connectionless Network Protocol) 300
CLNS (Connectionless Network Service) 300

clocking 137
CN (content network) 98, 99
CO (central office) 83, 87,339
coaxial cables 21, 110-112, 143
codec 332
collisions 45
congestion 158
hubs 153
microsegmentation 163-164
colors 386
COM (common equipment) 145
command-line interface (CLI) 193
commands, ping 229
common equipment (COM) 145
communication 32, 384-390
encapsulation 32-33
IP addressing 239-240
classes 241-244
host ID 240-241
network ID 240
private 247-248
public 248-251
reserved 244-246
peer-to-peer 34
TCP 203
TCP/IP 36
application layer 36
Internet layer 37
network access layer 37
stacks 204, 205
transport layer 37
VLAN 192, 195-196
wireless 357-360
LANs 369-376
RF bands 360-361
security 364-365
signals 358-360
SS 361-362

comparisons
Ethernet media requirements 124
laptops/PCs 9-10
media 116
OSI/TCP/IP 37-38
routed/routing protocols 281
topologies 57
compatibility of OSI 28-29
application layer 30
data link layer 31
network layer 31
physical layer 31
presentation layer 30
session layer 30
transport layer 31
components
fiber-optic cable 393-394
networks 26
branch offices 27
home offices 27
mobile users 27
PC 5-8
PCI 5
VLAN 192
composite metrics 298
computing subnetworks 263
concentrators, Ethernets 152
configuration, 188-192
console connections 144-145
multicell 373
point-to-multipoint 376
point-to-point 376
router subnetworks 257
single-cell 373
subnetworks 262-264
VLAN 188-192
conflicts, SANs 96-97
congestion 158
Connectionless Network Protocol (CLNP) 300
Connectionless Network Service (CLNS) 300
connections
ADSL 141-142
analog modems 331-332
external 333
internal 332-336
cable modems 347-348
adding 350
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OSI model 350-351
campus LANs 122-123, 131
console 144-145
devices 23
fiber-optic cables 393

attenuation 398

filters 399-400

geometry 394, 398

OAs 400-401

types of 393-394
FICON 412
full/partial-mesh topologies 62-63
jumpers 333
LAN

Ethernets 69

LLC 70-71

MAC 70

switches 164-166
Layer 4 211

flow control 212

functions 211-212

protocols 213-217

TCP 217-221
MANs 95
media 21, 125-126
NICs 10
OSI 28-29

application layer 30

data link layer 31

network layer 31

physical layer 31

presentation layer 30

session layer 30

transport layer 31
PCI 5
requirements 123-125
routers

cable 142-143

DSL 141-142

ISDN BRI 139-140
serial

routers (WAN) 137-138

WAN 136-137
subnetworks 255-261
TCP 217-221
trunking 195-197
VLAN 188-192

VPNs 100-101

WAN 83, 135

WLANSs 369-370
connectivity, VLAN 195-196
connectors

AUI 125

BNC 111

F 143

fiber optic cables 114

losses 395

RJ-45 125
console connections, configuring 144-145
content network (CN) 98-99
convergence 294

EIGRP 299

hold-down timers 294

routing 285
conversions

binary-to-decimal 14

binary-to-hex 14-17

decimal-to-binary 13

E/O/E 410

GBIC 74

hex-to-binary 17

optical networks 385
converters, GBIC 126
cores, fiber optic cables 113
cost

of routing 286

of SANs 97
CPE (customer premises equipment) 87
CPU (central processing unit) 5
crossover cables, UTP implementation 129
crosstalk 107

CSMA/CD (carrier sense multiple access collision

detect) 75-77
customer premises equipment (CPE) 87
customizing
serial connections 136-137
subnet masks
Class B addresses 268-273
Class C addresses 264-268
cut-through switching 168



544 dark currents

D

dark currents 385
data communication equipment (DCE) 86-88, 137
data link layer
cable modems 351
devices 45
bridges 46-47
NICs 45
switches 48
WAN 91
data terminal equipment (DTE) 86-88
data transmission, DWDM 410
database servers 22
data-buffering capabilities 156
datagrams
1P 226-229
Protocol field 227
data-link connection identifiers (DLCIs) 84
DAVIC (Digital Audio Video Control) 341
dB/km (decibels per kilometer) 399
DCE (data communication equipment) 86-88, 137
decibels per kilometer (dB/km) 399
decimal conversions 14
decimal-to-binary conversions 13
dedicated communication
Layer 2 switching devices 177-179
Layer 3 switching devices 179
Layer 4 switching devices 181-183
dedicated connections 83
dedicated networks 96-97
de-encapsulation 33, 280
delay
propagation 156
routing 286
deleting loops 171
delivery, CN 98-99
demarc points 87
dense wavelength-division multiplexing (DWDM)
405
density, ports 156
design of flat networks 179
designation ports 171
Destination Service Access Point (DSAP) 70
detectors 385
determining optimal routing paths 282

devices
connectivity 23
DSL 50, 51
Layer 1 43
hubs 44
repeaters 43
Layer 2 45
bridges 46-47
NICs 45
switches 48
Layer 3 49
multilayer switches 50
routers 49
LEDs 388-390
multilayer switching 177
Layer 2 177-179
Layer 3 179
Layer 4 181-183
NTI1 139
optical 50-51
PC components 5-8
TCP communication 203
trunking 197
voice 50-51
WAN 82, 85
access servers 86
CSUs/DSUs 86
modems 86
routers 85
switches 85
DHCP (Dynamic Host Configuration Protocol) 225,
231,351
dialup access 323
CHAP 327
HDLC 327-328
ISDN 323-324
PAP 326
PPP 324-326
Digital Audio Video Council (DAVIC) 341
digital networks, SDH 95
digital subscriber line access multiplexer (DSLAM)
51
digital subscriber line. See DSL
digits 15. See also symbols
Dijkstra Shortest Path First (SPF) algorithm 295
diodes (LEDs) 387
direct memory address (DMA) 10



Ethernets 545

directed broadcast addresses 245, 267, 274-275
direct-sequence spread spectrum (DSSS) 357
disabled states 172
discrete multitone (DMT) 342
dispersion 394
distance effects on wireless signals 359
distance-vector protocols 293-294
distribution of OSPF 299-300
DLCIs (data-link connection identifiers) 84
DMA (direct memory address) 10
DMT (discrete multitone) 342
domains
bandwidth 45
broadcasts 47
collisions 45
dotted-decimal notations 241
downstream rates 340, 348
drives
CD-ROM 5
floppy disks 6
hard disk 6
DSAP (Destination Service Access Point) 70
DSL (digital subscriber line) 27, 339
adding 344
devices 50-51
encapsulation 343
protocols 343
router connections 141-142
standards 341-343
types 340
DSL access multiplexers (DSLAMs) 339
DSLAM (digital subscriber line access multiplexer)
51,339
DSSS (direct-sequence spread spectrum) 357, 362
DTE (data terminal equipment) 86-88, 137
DWDM (dense wavelength-division multiplexing)
405-412
advantages of 411-412
long-haul 412
metro 412
Dynamic Host Configuration Protocol (DHCP) 225,
231,351
dynamic link-state routing protocols 301
dynamic provisioning 411

E

E/O/E (electrical/optical/electrical) conversion 410
echo requests/replies 229
ECSA (Exchange Carriers Standards Association)
405
EDFAs (erbium-doped fiber amplifiers) 400-401
effects
of distance on wireless signals 359
of noise on wireless signals 360
EGP (exterior gateway protocols) 291-292
EIGRP (Enhanced Interior Gateway Routing
Protocol) 182,299
election, root bridges 171
electrical/optical/electrical (E/O/E) conversion 410
electromagnetic interference (EMI) 108
e-mail
sending 25
TCP/IP stacks 204-205
encapsulation 32, 280
DSL 343
HDLC 327-328
PPP 325
encryption 364-365
end-face separation 395
endpoints, Layer 4 211-212
end-to-end flexibility, optical networks 384
end-to-end transport services 211
engines, ASIC 180
Enhanced Interior Gateway Routing Protocol
(EIGRP) 182
Enterprise System Connection (ESCON) 411
EPROM (erasable programmable read-only
memory) 8
erbium-doped fiber amplifiers (EDFAs) 400-401
ESCON (Enterprise System Connection) 411
establishing VLAN memberships 193-195
Ethernets 71
10-Gigabit Ethernets 74
campus LAN 122-123
concentrators 152
CSMA/CD 75-77
Fast Ethernet 72-73
GBIC 126
Gigabit Ethernets 73-74
IEEE 803.3 72
LAN 69
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ETSI (European Telecommunications Standards Institute)

LLC 70-71
MAC 70
media requirements 123-125
repeaters 152
star topologies 59
transmissions 77
VLAN 197
ETSI (European Telecommunications Standards
Institute) 341
Exchange Carriers Standards Association (ECSA)
405
expansion cards 5
expansion slots 5
extended service areas 373
extended star topologies, 59. See also star topologies
exterior gateway protocols (EGPs) 291-292
external analog modems 333
extranets 99-100

F

F connectors 143
Fast Ethernet 71-73
fastest paths, selecting 298
FCS (frame check sequence) 32
FDDI (Fiber Distributed Data Interface) 49
FHSS (frequency-hopping spread spectrum) 357,
362
fiber connectivity (FICON) 412
Fiber Distributed Data Interface (FDDI) 49
fiber optic cables 21, 112-114, 393
attenuation 398
filters 399-400
geometry 394, 398
OAs 400-401
types of 393-394
FICON (fiber connectivity) 412
fields
IP datagrams 226-227
Protocol 227
TCP 213-214
UDP 214
File Transfer Protocol (FTP) 25, 183, 351
files
servers 22
TCP/1P stacks 204-205
filling routing tables 283-284

filters
fiber cables 399-400
MAC addresses 47
firewalls 52
flat network designs 179
flexibility 285, 411
flooding
LSAs 295
MAC addresses 47
messages 166
ports 165
floppy disk drives 6
flow control
Layer 4 212
TC 220-221
formatting
IP datagrams 226-227
TCP headers 213-214
UDP headers 214
formulas, calculating subnetworks 263
forwarding states 172
fragment-free switching 169
frame check sequence (FCS) 32
Frame Relay 84
frequency-hopping spread spectrum (FHSS) 357
FTP (File Transfer Protocol) 25, 183, 351
full-duplex communication
Layer 2 switching devices 177-179
Layer 3 switching devices 179
Layer 4 switching devices 181-183
full-duplex transmissions 77, 167
full-mesh topologies 62-63
functions
Layer 4 211
routing 279-280

G

gateways 50-51

GBIC (Gigabit Interface Converter) 74, 126
geometry, fiber cables 394, 398

GHz (gigahertz) 12

Gigabit Ethernet 71-74

Gigabit Interface Converter (GBIC) 74, 126
gigahertz (GHz) 12

graphical user interface (GUI) 193

groups, VLAN 188-192

guarantee of loop-free path selection 302
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H

half-duplex transmissions 77
hard disk drives 6
hardware, campus LANs 122-123
HDLC (High-Level Data Link Control) 91, 323-328
headers
de-encapsulation 33
encapsulation 32
TCP 181,213-214
UDP 181,214
hertz (Hz) 12
hexadecimal conversions 14-17
hex-to-binary conversions 17
hierarchies
SDH 95
SONET 406-409
High-Level Data Link Control (HDLC) 91, 323-328
high-level signals 385
high-speed backplanes 156
high-speed cable connections 142-143
hold-down timers 294
home offices 27
hop counts
RIP 297
routing 286
host addresses, subnetworks 257
Host field, computing usable subnetworks 263
host ID 239-241
hosts
addresses 265
classes of IP addresses 246
Layer 4 211
connecting TCP 217-221
flow control 212
functions 211-212
protocols 213-217
ranges 266, 271
TCP/TP 228-229
hot-swappable input/output devices (GBIC) 126
HTML (Hypertext Markup Language) 24
HTTP (Hypertext Transfer Protocol) 24, 352
hubs 23, 44
collisions 153
console connections 144-145
shared LAN technologies 152-153
transmissions 154

hybrid protocols 296, 299

Hypertext Markup Language (HTML) 24
Hypertext Transfer Protocol (HTTP) 24, 352
Hz (hertz) 12

I/O (input/output) 10, 333
ICMP (Internet Control Management Protocol) 228-
229
identification
subnet addresses 274-275
VLAN 197
1IEEE (Institute of Electrical and Electronic
Engineers) 70
802.1Q 197
802.3 72
802.3u 73
IGP (interior gateway protocols) 291-292
IGRP (Interior Gateway Routing Protocol) 287,293,
298
IMAP (Internet Message Access Protocol) 25
implementation
campus LANs 122-123
Ethernet media requirements 123-125
HDLC 327-328
ICMP 228-229
LAN
Ethernet 71
physical layers 121
physical layers 125
serial connections 138
UTP 127-131
VLAN
components 192
establishing memberships 193-195
WAN physical layer 135
WLAN 372
in-building WLANs 370-375
index of refraction (IOR) 390
Industry-Standard Architecture (ISA) 5, 332
infrared (IR) 115
infrastructures
CN 98-99
switches 158
initiation of RARP 230-231



548 input/output (1/0)

input/output (I/0) 10, 333
installation of NICs 10
Institute of Electrical and Electronic Engineers. See
IEEE
integrated IS-IS 301
Integrated Services Digital Network (ISDN) 82, 323
interconnections 96. See also connections
interfaces 8
address tables 165
AUI connectors 125
BRI 135,324
CLI 193
FDDI 49
GBIC 74, 126
GUI 193
ISDN BRI connections 139-140
modular serial port 139
NICs 9-10
PRI 324
routing 279-280
WAN 89
interior gateway protocol (IGP) 291-292
Interior Gateway Routing Protocol (IGRP) 287,293,
298
Intermediate System-to-Intermediate System (IS-IS)
182
internal analog modems 332
International Organization for Standardization (ISO)
323
International Telecommunications Union (ITU-T)
334,341
Internet
layer 37, 225-226
WAN 81
Internet Message Access Protocol (IMAP) 25
Internet Network Information Center (InterNIC) 247
Internet Protocol. See IP
Internet service provider. See ISP
Internetwork Packet Exchange. See IPX
internetworks
OSPF 299-300
transporting packets 282
InterNIC (Internet Network Information Center) 247
interoperability
analog modems 334-336
VLAN 192
interrupt request (IRQ) 10, 333

Inter-Switch Link (ISL) 197
inter-VLAN communication 192
inter-VLAN connectivity 195-196
intranets 99-100
IOR (index of refraction) 390
10S (Cisco Internetworking Operating Software) 22
IP (Internet Protocol) 31, 205
addressing 239-240
classes 241-244
host ID 240-241
multilayer switches 50
network ID 240
private 247-248
public 248-251
RARP 230-231
reserved 244-246
subnet masks 261
datagrams 226-229
IPv4 (Internet Protocol version 4) 248
IPv6 (Internet Protocol version 6) 248
IPX (Internetwork Packet Exchange) 31, 180
IR (infrared) 115
IRQ (interrupt request line) 10, 333
ISA (Industry-Standard Architecture) 332
ISDN (Integrated Services Digital Network) 82,
323-324
BRI 139-140
dialup access 323-324
WAN 135
IS-IS (Intermediate System-to-Intermediate System)
182, 300-301
ISL (Inter-Switch Link) 197
ISO (International Organization for Standardization)
323
ISP (Internet service provider) 81, 248
ITU-T (International Telecommunications Union)
334,341

J

jumpers, modems 333
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K

Kb (kilobit) 12

KB (kilobyte) 10-12

kbps (kilobits per second) 12
kBps (kilobytes per second) 12

L

lambdas, fiber-optic cables 399-400
LAN (local-area network) 23
10-Gigabit Ethernet 75
bridges 46-47
campus, 131
Ethernets 69, 71
LLC 70-71
MAC 70
intranets 99-100
NICs 9-10
physical layer 121
ring topologies 61
shared technologies 151-152, 158
bridges 155
hubs 152-153
switches 156-157
sharing 187-188
star topologies 59
switches 48, 163
full-duplex transmissions 167
microsegmentation 163-164
modes 167-168
operations 164-166
STP 169-172
VLAN 187

LAPB (Link Access Procedure, Balanced) 91
LAPD (Link Access Procedure on the D channel) 91
LAPF (Link Access Procedure to Frame mode

bearer services) 91
laptops 9, 10, 372
last mile loops 87
Layer 1

devices 43
hubs 44
repeaters 43
DSL 343
WAN 89

Layer 2
devices 45
bridges 46-47
NICs 45
switches 48
switching devices 177-179
WAN 91
Layer 3
devices 49
multilayer switches 50
routers 49
switching devices 179
TCP/IP stacks 204-205
VLAN 195
Layer 4 211
flow control 212
functions 211-212
Protocol field 227
protocols 213-217
switching devices 181-183
TCP 217-221
TCP/IP stacks 204-205
layers 29
application 30, 36
cable modems 350-351
data link 31, 91
de-encapsulation 33
encapsulation 32
Internet 225-226
network 31
network access 37
PDUs 34
physical 31
implementations 125
WAN 89, 135
presentation 30
session 30
TCP/IP 37,38
transport 31, 211
connecting TCP 217-221
flow control 212
functions 211-212
Protocol field 227
protocols 213-217
TCP/IP 37
LEAP (lightweight EAP) 365
learning states 172



550 leased lines

leased lines 83
LEDs (light-emitting devices) 388-390
light 386
light-emitting devices (LEDs) 388-390
lightweight EAP (LEAP) 365
limitations
of cable modems 350
of DSL 344
of RIP 297
of shared LANs 188
line overhead (LOH) 406
linear bus topologies 23
Link Access Procedure, Balanced (LAPB) 91
line-terminating equipment (LTE) 406
Link Access Procedure on the D channel (LAPD) 91
Link Access Procedures to Frame mode bearer
services (LAPF) 91
link-state protocols 295
listening states 172
LLC (Logical Link Control) 70-71
load, routing 286
local ARP 229
local loops 87
local-area network. See LAN
Logical Link Control. See LLC
logical ring topologies 61
logical topologies 23, 57
LOH (line overhead) 406
long-haul DWDM 412
loops
BGP 302
deleting 171
local 87
RIP 297
routing 294
split horizons 294
loss factors, fiber-optic cables 395
low overhead, routing 285
lower bandwidth, EIGRP 299
low-level signals 385
LSAs (link-state advertisements) 295
LTE (line-terminating equipment) 406

M

MAC (Media Access Control) 15,70
10-Gigabit Ethernet 75
addresses

ARP 229
bridges 46
building tables 165

establishing VLAN memberships 194

filtering 47
flooding 47
NICs 45
root bridges 171
Macintosh OS 22
macrobending 396-397
maintenance, routing tables 283-284
MAN (metropolitan-area network) 23, 75, 95
management
console connections 144-145
networks 262-264
SANs 97
traffic 283-284
VLAN 193
masks
subnet 258-261
subnetworks 264-273
VLSM 298
Mb (megabit)12
MB (megabyte) 10, 12
Mbps (megabits per second) 12
MBps (megabytes per second) 12
MCNS (Multimedia Cable Network System
Partners) 350
measurements 10-13
media 21, 107
10-Gigabit Ethernets 74
coaxial cables 110-112
comparing 116
connections 125-126
fiber optic cables 112-114
Gigabit Ethernets 73-74
requirements 123-125
STP 109-110
UTP 107-108
wireless 115
Media Access Control. See MAC
megabits (Mb), 12
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megabits per second (Mbps) 12
megabyte (MB) 10, 12
megabytes per second (MBps) 12
megahertz (MHz) 12
memberships, VLAN 193-195
memory 6
buffers 156
DMS 10
mesh topologies 23
messages
flooding 166
ICMP 228-229
routing 284
TCP communication 203
metrics 279-280, 298
metro DWDM 412
metropolitan-area network. See MAN
MHz (megahertz) 12
microbending 397
microprocessors 6
microsegmentation (LAN) 163-164
midspan meet 405
mobile users 27
models
OSI 28-29
application layer 30
data link layer 31
network layer 31
physical layer 31
presentation layer 30
session layer 30
transport layer 31
TCP/IP 36
application layer 36
comparing OSI 37-38
Internet layer 37
network access layer 37
transport layer 37
modems. See also connections
analog 331-332
external 333
internal 332
standard 334-336
cable 27, 347-348
adding 350
OSI model 350-351

DSL 339
adding 344
encapsulation 343
protocols 343
standards 341-343
types 340
PC card 334
WAN 86
modes, LAN switches 167-168
modular serial port interfaces 139
modulation
SS 361, 362
wireless 359
motherboards 6
mouse ports 8
multicast addresses 243
multicast transmissions 154
multicell configurations 373
multilayer switches 50, 177
Layer 2 177-179
Layer 3 179
Layer 4 181-183
Multimedia Cable Network System Partners
(MCNS) 350
multimode fiber optic cable 113, 394
multiple devices, trunking 197
multiple networks
masks 258-261
subnetworks 255-258
multiplexing
ADMs 410
DWDM 405, 409-412
OADM:s 400
SONET 408-409
TDM 84
WDM 387

N

NAY (Network Address Translation) 248
NCPs (network control protocols) 325
network access layer, TCP/IP 37
Network Address Translation (NAT) 248
network control protocols (NCPs) 325
Network File System. See NFS

network ID 239-240



552 network layer

network layer 351
network operating system (NOS) 22
Network Termination 1 (NT1) 139
networks 21, 88
AAA servers 53
addresses 244, 262-264
applications 24-25
building-to-building WLANS 375-376
bus topologies 59
campus LANs 122-123
cards 8
CHAP 327
clients 22
CN 98-99
communication 32
de-encapsulation 33
encapsulation 32
peer-to-peer 34
TCP/IP 36-37
congestion 158
connectivity devices 23
Ethernets 71
LAN 69
LLC 70-71
MAC 70
firewalls 52
flat designs 179
in-building WLANSs 370-375
10S 22
IP addressing 239-240
classes 241-244
host ID 240-241
network ID 240
private 247-248
public 248-251
reserved 244-246
ISDN 82
dialup access 323-324
WAN 135
LAN 23
bridges 155
hubs 152-153
microsegmentation 163-164
shared-technologies 151-152, 158
switches 156-157
wireless communications 369-376
logical topologies 23
MAN 23,95

media 21, 107
coaxial cables 110-112
comparing 116
fiber-optic cables 112-114
STP 109-110
UTP 107-108
wireless 115
NIC 9-10, 21
NOS 22
optical 384
business applications 383
light 386
reflection/refraction 388-390
transmission systems 384-388
OSI 28-29
application layer 30
data link layer 31
network layer 31
physical layer 31
presentation layer 30
session layer 30
transport layer 31
PAP 326
PC 26
branch offices 27
components 5-8
home offices 27
mobile users 27
physical topologies 23
PPP dialup access 324-326
protocols 22
PSTN 86
ring topologies 61
routing 279
SANs 96-97
scaling 155-156
servers 22
shared LAN 187-188
subnetworks 255-258
Class B addresses 268-273
Class C addresses 264-268
masks 258-261
topologies
comparing 57
full-mesh 62-63
partial-mesh 62-63
star 59
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VLAN components 192
VPNs 100-101
WAN 23
connections 83
CSUs/DSUs 86
data link layer 91
devices 85
Internet 81
modems 86
physical layer 89
provider services 83-84
router serial connections 137-138
routers 85
serial connections 136-137
service providers 87-88
signaling 89
switches 85
Technology 82
WAN access servers 86
wireless 358-360
NFS (Network File System) 31
NIC (Network Interface Card) 9, 21, 45
CSMA/CD 76
installing 10
wireless 115
noise
effects on wireless signals 360
optical networks 385
nonroot bridges 171
NOS (Network Operating System) 22
Novell NetWare 22
NT1 (Network Termination) 139
numbering
binary-to-decimal conversions 14
binary-to-hex conversions 14-17
decimal-to-binary conversions 13
hex-to-binary conversions 17
IP addresses 239-244
ports 215-217
TCP acknowledgement/sequence 219

o)

OADMs (optical add/drop multiplexers) 400

OAM&P (operations, administration, maintenance,
and provisioning) 405

OAs (optical amplifiers) 400-401

one-to-two splitters, cable modems 348
Open Shortest Path First (OSPF) 182, 299-300
Open System Interconnection. See OSI
operating software 22
operating systems 22, 230-231
operations, administration, maintenance,
and provisioning (OAM&P) 405
operations, LAN switches 164-166
optical add/drop multiplexers (OADMs) 400
optical amplifiers (OAs) 400-401
optical devices 50-51
optical fibers 393
attenuation 398
filters 399-400
geometry 394, 398
OAs 400-401
types of 393-394
optical networks 384-390
business applications 383
light 386
reflection/refraction 388-390
transmission systems 384-388
optical transports 405
APS 407
multiplexing 408-409
overhead hierarchies 406
rings 407
SDH-based TDM transport 408
optical-to-electrical converters 385
optimization
congestion 158
routing 285
SANs 97
options
serial connections 136-137
VLAN 193-195
Organizationally Unique Identifier (OUI) 70
OSI (Open System Interconnection) 30-31
cable modems 350-351
de-encapsulation 33
encapsulation 32
IS-IS 300-301
LAN 121
Layer 1
devices 43
repeaters 43
hubs 44



554 OSPF

Layer 2
bridges 46-47
devices 45
NICs 45
switches 48
Layer 3
devices 49
multilayer 50
routers 49
network layer 225-226
TCP/1P
comparing 37-38
stacks 204 ,-205
WAN 82
OSPF (Open Shortest Path First) 182, 299-300
OUI (Organizationally Unique Identifier) 70
overhead hierarchies, SONET 406

P

packets 230-231

encapsulation 280

FTP 183

internetworks 282

1P 226-227

routing 279-280

split horizons 294
packet-switched WAN technologies 83
PAP (Password Authentication Protocol) 323-326
parallel ports 8
parameters, wireless 358-359
partial-mesh topologies 62-63
Password Authentication Protocol (PAP) 323
path overhead (POH) 406
paths

autonomous systems 302

BGP 302

routing 282

selecting 298
path-terminating equipment (PTE) 406
PBX (private branch exchange) 139
PC (personal computer) 5-8

binary-to-decimal conversions 14

binary-to-hex conversions 14-17

card analog modems 334

comparing 9-10

decimal-to-binary conversions 13

hex-to-binary conversions 17
laptops 9-10
measurement 10-13
networks 26
branch offices 27
home offices 27
mobile users 27
PCB (printed circuit board) 6
PCI (peripheral component interconnect) 5
PCM (pulse code modulation) 332
PDUs (protocol data units) 34, 351
peer connections 100-101
peer-to-peer communication 34
performance, SANs 97

peripheral component interconnect (PCI) 5, 332

permanent virtual circuits (PVCs) 84
personal computer. See PC
physical boundaries, removing (VLAN) 190
physical layer, 121

cable modems 350-351

devices 43

hubs 44
repeaters 43

implementations 125

LAN 121

WAN 89, 135
physical topologies 23, 57
ping command 229
planning network addressing 262-264
plenum cables 112
POH (path overhead) 406
point of presence (POP) 83
point-to-multipoint configuration 376
point-to-point configuration 376
point-to-point lines 83
Point-to-Point Protocol (PPP) 91, 323
poison reverse updates 295
POP (point of presence) 83
POP3 (Post Office Protocol 3) 25
portable PCs 372
ports 8

AUX 145

density 156

designating 171

flooding 165

root 171

STP states 172

VLAN 193-195



PVCs (permanent virtual circuits)
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Post Office Protocol 3 (POP3) 25
Post, Telephone, and Telegraph (PTT) 89
power cords 8
power supplies 6
PPP (Point-to-Point Protocol) 91, 323-326
dialup access 324-326
WAN 135
PRI (Primary Rate Interface) 324
printed circuit board (PCB) 6
printing servers 22
private branch exchange (PBX) 139
private IP addresses 247-248
programs. See applications
propagation delay 156
properties, hubs 45
protocol data units (PDUs) 34, 351
Protocol field 227
protocols 22
10-Gigabit Ethernets 74
ARP 229
ASP 31
BOOTP 231
cable modems 351
CHAP 323
CLNP 300
data link layer (WAN) 91
de-encapsulation 33
DHCP 225,231
dialup access 324-326
CHAP 327
ISDN 323-324
PAP 326
distance-vector 293-294
DSL 343
EAP 365
EIGRP 182,299
encapsulation 32
Fast Ethernet 72-73
FTP 25,183
Gigabit Ethernets 73-74
HDLC 327-328
HTTP 24
hybrid 296
ICMP 228-229
IGRP 293,298
IMAP 25
IP 31,205 226-227

Layer 4 213-221
link-state 295
LLC 70-71
MAC 70
NCPs 325
PAP 323
physical layer 89
POP3 25
PPP 91, 135,323
RARP 230-231
RIP 182,293-297
routing 279-280, 291-296
administrative distance 287
algorithms 285
BGP 302
comparing routed protocols 281
EGP 291-292
IGP 291-292
IS-IS 300-301
metrics 285-286
SDLC 91
SLIP 91
SNMP 25
STP 163, 169-172
TCP 31, 203-205
TCP/IP
applications 205-206
Internet layer 225-226
stacks 204-205
Telnet 25
UDP 31
VLAN 193
provider services 83-88
PSTN (Public Switched Telephone Network) 86,
331
PTE (path-terminating equipment) 406
PTT (Post, Telephone, and Telegraph) 89
public IP addresses 247-251
Public Switched Telephone Network (PSTN) 86,
331
pulse code modulation (PCM) 332
PVCs (permanent virtual circuits) 84



556 QAM (quadrature amplitude modulation)

Q

QAM (quadrature amplitude modulation) 348
QoS (quality of service) 50, 180
QPSK (quaternary phase-shift keying) 351

R

radio frequencies. See RF
RAM (random-access memory) 6
ranges 351

hosts 266, 271-275

IP addresses 244
rapid convergence, routing 285
RARP (Reverse ARP) 225-231
Rayleigh scattering 398
RBOC:s (regional Bell operating companies) 82, 405
RC4 stream ciphers 364
RD (receive) signals 129
read-only memory (ROM) 8
receive (RD) signals 129
receivers, optical 385
reflection 388-390
refraction 388, 390
regional Bell operating companies (RBOCs) 82, 405
reliability

of optical networks 383

of routing 286
remote operating systems, initiating 230-231
removing physical boundaries (VLAN) 190
repeaters 43, 152
replies, echo 229
requests

echo 229

RARP 230-231

WWW 24
requirements, Ethernets 123-125
reserved IP addresses 244-246
responses, WWW 24
Reverse ARP (RARP) 225-231
RF (radio frequencies) 115, 348

coaxial cable 143

wireless 357-360

bands 360-361
signals 358-360

rings 127
SONET 407
topologies 23, 61
RIP (Routing Information Protocol) 182, 293-297
RJ-45 connector 125
roaming 373
robustness, routing 285
rollover cables 144, 145
ROM (read-only memory) 8
root bridges 171
root ports 171
routed protocols, comparing to routing protocols
281
routers 23, 139-140
cable connections 142-143
Cisco SN 5420 Storage 98
DSL connections 141-142
firewalls 52
ISDN BRI connections 139-140
poison reverse updates 295
subnetworks 257
VLAN 188-192, 197
WAN 85, 86
routes, call 84
routing 279
administrative distance 287
algorithms 285
CIDR 248-251
encapsulation 280
functions 279-280
IS-IS 300-301
loops 294
messages 284
metrics 279-280
OSPF 299-300
paths 282
protocols 291-292
BGP 302
comparing routed protocols 281
distance-vector protocols 293-294
EIGRP 299
hybrid protocols 296
IGP 291-292
IGRP 298
IS-IS 300-301
link-state protocols 295
tables 283-284
Routing Information Protocol (RIP) 182,293-297



Spanning-Tree Protocol (STP) 557

S

SANSs (storage-area network) 96, 97
SC type connectors 114
scalability

of DWDM 411

of networks 155-156

of SANs 97

SDH (Synchronous Digital Hierarchy) 95, 405

SDH-based TDM transport 408

SDLC (Synchronous Data Link Control Protocol)

91

SDSL (symmetric DSL) 339. See also DSL

section overhead (SOH) 406
section-terminating equipment (STE) 406
security
firewalls 52
optical networks 384
routing 279-280
wireless 364-365
segmentation, 34
bridges 155-156
LAN microsegmentation 163-164
Layer 4 211-212
ports 171
TCP headers 213-214
UDP headers 214
VLAN 188-192
selection
of fastest paths (IGRP) 298
of NICs 10
of paths via BGP 302
sending e-mail 25
separation, traffic 195-196
Sequenced Packet Exchange. See SPX
sequences, TCP 219
serial connections 136-138
Serial Line Interface Protocol (SLIP) 91
serial ports 8
servers 22
AAAS3
access (WAN) 86
firewalls 52
SANs 96, 97
services
call setup (WAN) 84
end-to-end transport 211

Frame Relay 84
ISDN 324
providers 83-88
WINS 232
shared LAN technologies 151-152, 158
bridges 155
hubs 152-153
switches 156-157
shared LANs 187-188
Signaling System 7 (SS7) 84
signals 84, 89
Layer 1 devices 43
hubs 44
repeaters 43
media 107
coaxial 110-112
comparing 116
fiber optical 112-114
STP 109-110
UTP 107-108
wireless 115
optical networks 385
wireless 358-360
Simple Network Management Protocol. See SNMP
simplicity of routing 285
single mode fiber optic cable 113
single-cell configuration 373
single-mode fiber 394
SLIP (Serial Line Interface Protocol) 91
small office, home office (SOHO) 143
SNMP (Simple Network Management Protocol) 25,
351
sockets 8
software. See applications
SOH (section overhead) 406
SOHO (small office, home office) 143
SONET (Synchronous Optical Network) 95, 405
APS 407
DWDM 409, 412
multiplexing 408-409
overhead hierarchies 406
rings 407
SDH-based TDM transport 408
sound cards 8
Source Service Access Point (SSAP) 70
space efficiency, optical networks 384
Spanning-Tree Protocol (STP) 163



558 specifications

specifications

Ethernets 72, 123-125

Fast Ethernet 73

Gigabit Ethernets 73
speed, WAN links 89
SPF (Shortest Path First) 295
split horizons 294
splitters

cable modems 348

two-way 143
SPX (Sequenced Packet Exchange) 31
SQL (Structured Query Language) 31
SS (spread spectrum) 361-362
SS7 (Signaling System 7) 84
SSAP (Source Service Access Point) 70
ST fiber-optic connectors 114
stability of routing 285
stacks 204-205
standards

analog modems 334-336

DSL 341-343

interfaces 90

LAN 69

LLC 70-71
MAC 70

WAN signaling 89
star topologies 23, 59
states, STP 172
STE (section-terminating equipment) 406

storage, Cisco SN 5420 Storage Router 98

storage-area networks. See SANs
store-and-forward switching 167-168

STP (Spanning-Tree Protocol) 109-110, 163-172
straight-through UTP implementation 129

Structured Query Language. See SQL
subnets 23
subnetworks 255-258
addresses 274-275
Class B addresses 268-273
Class C addresses 264-268
creating 262-264
masks 258-261
VLSM 298
supernetting 250
switches 23, 48
CO 87
console connections 144-145

cut-through 168
fragment-free 169
infrastructures 158
LAN 163
full-duplex transmissions 167
microsegmentation 163-164
modes 167-168
operations 164-166
STP 169-172
multilayer 50
routing 279-280
shared LAN 156-157
store-and-forward 167-168
VLAN 192
establishing memberships 193-195
trunking 197
WAN 85
switching
APS 407
cells 83
multilayer devices 177
Layer 2 177-179
Layer 3 179
Layer 4 181-183
symmetric DSL (SDSL) 339
synchronization of transmissions 137

Synchronous Data Link Control Protocol (SDLC)

91
Synchronous Digital Hierarchy (SDH) 95, 405
Synchronous Optical Network. See SONET
system units 8

T

T (terminal) 139
tables
addresses 165
ARP cache tables 229
routing 283-284
distance-vector protocols 293-294
functions 279-280
paths 282
TCP (Transmission Control Protocol) 31, 205
acknowledgement/sequence numbers 219
cable modems 351
communication 203



transmissions

559

connecting 217-221
headers 181,213-214
layer 4 213-217
port numbers 215-217
windowing 220-221
TCP/IP (Transmission Control Protocol/Internet
Protocol) 36, 204-205
application layer 36
applications 205-206
ARP cache tables 229
BOOTP 231
DHCP 231
ICMP 228, 229
Internet layer 37,225-226
network access layer 37
OSI 37-38
transport layer 37
TC-PAM (trellis-coded pulse amplitude modulation)
342
TD (transmit) 129
TDM (time-division multiplexing) 84, 408
technology, WAN 8§82
Telnet protocol 25
terahertz (THz) 400
terminal (T) 139
terminal emulation, TCP/IP stacks 204-205
testing ICMP 229
Thicknet 111
thin Ethernet 72
three-way handshakes 217-218
ticks, routing 286
Time To Live (TTL) 181
time-division multiplexing (TDM) 84
timers, hold-down 294
tips 127
toll 88
tool networks 88
topologies
bus 59
comparing 57
full-mesh 62-63
LAN physical layers 121
logical 23
partial-mesh 62-63
physical 23
star 59
total internal reflection 113

tracking routing tables 284
traffic
bridges 46-47
broadcast 256
congestion 158
management 283-284
optical networks 383-384
light 386
reflection/refraction 388-390
transmission systems 384-388
SANs 96-97
switches 48
VLAN 195-196
WAN 82,135
transfers
encapsulation 280
files 204-205
Transmission Control Protocol. See TCP
transmissions
10-Gigabit Ethernets 74
analog modems 331-332
external 333
internal 332
standards 334-336
broadcast 154
DWDM 410
Ethernets 75-77
fiber-optic cables 398
full-duplex LAN switches 167
Gigabit Ethernets 73-74
hubs 154
LAN switches 164-166
Layer 1 devices 43
hubs 44
repeaters 43
multicast 154
optical networks 384-390
PC card modems 334
synchronizing 137
unicast 154
WAN 137-138
serial connections 136-137
signaling standards 89
wireless 357-360
RF bands 360-361
security 364-365
SS 361-362



560 transmit (TD) signals

transmit (TD) signals 129
transparency, DWDM 411
transponders 410
transport layer 211
cable modems 352
flow control 212
functions 211-212
Protocol field 227
protocols 213-217
TCP 217-221
TCP/IP 37
transport protocols, VLAN 193
transporting packets, internetworks 282
trellis-coded pulse amplitude modulation (TC-PAM)
342
troubleshooting
fiber-optic cables 394-398
ICMP 229
networks 158
PC components 5-8
routing tables 282-284
trunking 195-197
TTL (Time To Live) 21, 181
twisted-pair cable 107
STP 109-110
UTP 107-108
two-way splitters 143
types
of DSL 340
of fiber cables 393-394
of modems 332-334
of connection media 125-126
of connections 83
of media 107
coaxial cables 110-112
comparing 116
fiber optic cables 112-114
STP 109-110
UTP 107-108
wireless 115
of physical layers 135
of wireless communication 357-360

U

UDP (User Datagram Protocol) 31
cable modems 351
headers 181,214
Layer 4 213-217
port numbers 215-217
unicast transmissions 154
unidirectional path-switched rings (UPSR) 405-407
Universal Serial Bus (USB) 8, 333
UNIX 22
unshielded twisted-pair (UTP) 123
updates
poison reverse 295
routing messages 284
UPSR (unidirectional path-switched rings) 405-407
upstream rates 340, 348
usable addresses, identifying 274-275
USB (Universal Serial Bus) 8, 333
User Datagram Protocol. See UDP
UTP (unshielded twisted-pair) 107-108, 123-131

\'

vampire taps 111
variable-length subnet mask (VLSM) 298
video cards 8
virtual LAN. See VLAN
virtual private networks. See VPNs
VLAN (virtual LAN) 48, 187-192
components 192
connectivity 195, 196
interpretability 192
management 193
membership 193, 195
physical boundaries 190
routers 192
shared LANs 187, 188
switches 192
transport protocols 193
trunking 197
VLSM (variable-length subnet mask) 298
voice, devices 50, 51
VPN (virtual private networks) 100-101



X-Window System 561

W X-Z

WAN (wide-area network) 23 X-Window System 31
10-Gigabit Ethernet 75
connections 83
data link layer 91
devices 85
access servers 86
CSUs/DSUs 86
modems 86
routers 85
switches 85
Frame Relay 84
Internet 81
physical layer 89
cabling 135
provider services 83-84
serial connections 136-138
service providers 87-88
signaling 89
TDM 84
technology 82
wavelength-division multiplexing (WDM) 387
wavelengths
DWDM 409, 412
fiber-optic cables 399-400
light 386
WDM (wavelength-division multiplexing) 387
wide-area network. See WAN
windowing TCP 220-221
Windows 2000 Server 22
Windows 95 22
Windows Internet Naming Service (WINS) 232
Windows NT 22
WINS (Windows Internet Naming Service) 232
wireless communication 115, 357-360
LANs 369-376
MANS 95
RF bands 360-361
security 364-365
signals 358-360
SS 361-62
WLANS (wireless LANs) 369-370
building-to-building 375, 376
in-building 370,371, 372, 375
WWW (World Wide Web) 24




