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Symbols

 

/16 address block, 36
/24 address block, 36
/8 address block, 35

 

Numerics

 

10 Gigabit Ethernet, 64
10-10 codes, 323–351
23B+D, 83
2B + D, 83
3DES, 236
456-Nxx NPA, 246
500 Nxx, 247
555 numbers, 248
66-blocks, 87. 

 

See also

 

 punchdown blocks
8xxx toll-free numbers, 247–248
900/976 Nxx, 247

 

A

 

ABR, 131, 134, 183
ABRs (area border routers), 401
access layer, 201–203
account scans, 219
acknowledgements (EIGRP), 413
active routes (EIGRP), 413
active splitters, 98
addresses, 11

data link layer, 11
MAC, 11
network addresses versus device name, 14
network layer, 12

assigning to devices, 13–14
TCP/IP, 33

adjacencies (OSPF), 404–405
administrative distance, 165, 384
administrator access, illicit command execution, 212
ADSL (Asymmetric Digital Subscriber Line), 53, 96

architecture, 97–98
data rates, 98–99
standards, 99

agent-based software, 218
aggregates, 186
aggregator attribute (BGP), 379
alternating loopback, 86
American National Standards Institute (ANSI). 

 

See ANSI

 

analog equipment, modems, 53
analyzing traffic patterns, 182
AND operation, 366
ANI (automatic number identification), 243, 246
Annex A LMI type, 151
Annex D LMI type, 151
ANSI (American National Standards Institute), 17
ANSI T1.617 LMI specification, 151
applets, 286
Application layer (OSI), 25
Application layer (TCP/IP model), 30
application servers, 43
area code. 

 

See

 

 NPA
areas (OSPF), 9, 401

inter-area route summarization, 406
routing methods, 402
types of, 402

ARP (Address Resolution Protocol), 203
AS (autonomous system), 9, 158
ASBRs (autonomous system border routers), 402
ASN.1 (Abstract Syntax Notation One), 259
ASNs (Autonomous Systems Numbers), 376
AS-Path attribute (BGP), 377
ASPs (Active Server Pages), 286
assignment of network layer addresses, 13–14
ATM (Asynchronous Transfer Mode), 123–126

CAC, 132
cell transmission, 127
connections, 126
DXI (Data Exchange Interface), 119
interfaces, 125–126
NNIs, 124
QoS parameters, 128, 132
service classes, 128, 182–183

ABR, 131
CBR, 130
UBR, 131
VBRnrt, 131
VBRrt, 130

traffic contracts, 128–129, 133
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UNI, ILMI, 125
UPC, 133
virtual paths, 126

atomic aggregate attribute (BGP), 379
attacks

brute-force, 229
data destruction, 213
dictionary, 229
DoS, 211–212
exploits, 219
replay attacks, 406
signatures, 219–220
unauthorized access, 212
via macros, 214

Attempt state (OSPF), 404
attributes (BGP), 371, 376–377

aggregator, 379
AS-Path, 377
atomic aggregate, 379
local preference, 379
MED, 378–379
next hop, 378
origin, 378
weight, 378

authentication
OSPF, 406
RIPv2, 365
VPNs, 228

CHAP, 229
digital certificates, 230
PAP, 229
RADIUS, 230
smart cards, 230
TACACS+, 231

autonegotiation, 62
autonomous networks, 371
autonomous system (AS), 9
availability

end-to-end diversity, 269
measuring, 265–268

 

B

 

B (bearer channels), 83
back doors, unauthorized access, 213
backbone, 196, 198

hubs, 73
routers, 401

backup power supplies, 272–274
bandwidth

as routing metric, 164
CIR, 146
DWDM implementations, 316
link bandwidth (IGRP), 390
oversubscription, 203–204

BDRs (backup designated routers), 404
Bellman-Ford algorithms, 163
best effort services

CIR, 146
UBR, 131

BGP (Border Gateway Protocol), 372
administrative distance, 384
aggregator attribute, 379
AS-Path attribute, 377
atomic aggregate attribute, 379
attributes, 371, 376–377
communities, 377
confederations, 384
IBGP versus EBGP, 373
local preference attribute, 379
MED, 378–379
multihoming, 373
next hop, 378
origin attribute, 378
peering, 381
route reflectors, 382–384
route selection process, 380–381
timers, 385
weight, 378

BIAs (burned-in addresses), 12
binary representation of IP addresses, 33
bit buckets, 158
black-box-based VPNs, 237
Blocking state (STP), 75
break-ins, 213
bridge clips, 88
bridged taps, 98

 

ATM (Asynchronous Transfer Mode)
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bridges, 52, 73–76, 195
broadcast transmission, 71–72
broadcasting, 34
brute-force attacks, 229
buffering, 15
burned-in addresses (BIAs), 12
bus network termination points, 58
bus topology, 58

 

C

 

cable access architecture, 101–102
cable modems, data rates of, 102
cabling

bridged taps, 98
fiber optic, LTE, 90
landlines, 83
UTP, 100

CAC (Connection Admission Control), 132
calculating IGRP metrics, 391–392
CANs (campus area networks), 193
CAR (committed access rate), traffic policing, 302
CAs (Certificate Authorities), 230
casual dialing, 89
CATV

cable access architecture, 101–102
cable modems, data rates of, 102
DOCSIS, 103
MCNS, 101

CBR (constant bit rate), 130, 133, 182
CDV (Cell Delay Variation), 128, 132
CDVT (Cell Delay Variation Tolerance), 128
CE (customer edge) routing, 301 
cells, 8

discard-eligible, 131
transmission, 127

cell-switched WANs, 113
ATM, 123–124

CAC, 132
cell transmission, 127
connections, 126
interfaces, 125–126
NNIs, 124
QoS parameters, 132
service classes, 128–131
traffic contracts, 128–129

UPC, 133
virtual paths, 126

CGI (Common Gateway Interface), 286
CHAP, 229
characteristics

of cell-switches WANs, 113
of circuit-switched networks, 112
of OSI layers, 21

Application layer, 25
Data-Link layer, 23
Network layer, 23
Physical layer, 23
Presentation layer, 24
Session layer, 24
Transport layer, 24

of OSPF, 399
of packet-switched networks, 112

chat, 284
CIC (Carrier Identification Code), 244
CICR (Classless Interdomain Routing), 33
CIR (committed information rate), 146–147
circuit-switched WANs, 112
Cisco LocalDirector, 44
Cisco optical product suite, EoS notice, 317
clandestine intruders, 217
Class A addresses, 35
Class B addresses, 36
Class C addresses, 36
Class D addresses, 36
Class E addresses, 36
Class of Service. 

 

See

 

 CoS
classful routing, 33
classful routing protocols, IGRP. 

 

See

 

 IGRP
classifying 

routing algorithms, 160
flat versus hierarchical, 161–162
host-intelligent versus router-intelligent, 

162
intradomain versus interdomain, 163
link-state versus distance vector, 163
single-path versus multiple path, 161
static versus dynamic, 161

types of networks, 195
classless routing, 33
client platforms, 46
clipping, 183
clocking, 183

 

clocking
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clouds, 111
CLR (Cell Loss Ratio), 128, 132
CMIP (Common Management Interface 

Protocol), 259
CMTS (cable modem termination system), 102
CO (central office), 248

last mile, 85
LEC CO configuration, 89–91
lines, 249
station subscriber number, 249

commands, show ip eigrp topology all, 413
communication equipment

CSU/DSU, 47, 49
DTE/DCE equipment, 49

HIPPI, 51
HSSI, 51
RS-232C, 50
RS-422/449, 50
V.35, 51
V.90, 51

multiplexers, 47
communities, 377
confederations, 384
confidentiality breaches, 212
congestion, flow control, 14

buffering, 15
source-quench messages, 15
windowing, 15

connection-oriented protocols, 10, 29
ATM, 123–124

CAC, 132
cell transmission, 127
connections, 126
interfaces, 125–126
NNIs, 124
service classes, 128–131
traffic contracts, 128–129
UPC, 133
virtual paths, 126

connectionless protocols, 10, 29
UDP, 37

convergence mechanisms
as routing algorithm design goal, 159
EIGRP, 414
IGRP, 393

flash update, 393
hold-downs, 393

poison reverse, 394
split horizon, 394

OSPF, 404–405
RIP, 357

count-to-infinity, 358, 360
hold-down timers, 361
split horizon, 360
split horizon with poison reverse, 360
triggered updates, 361

 core elements (WANs), 118
core layer, 196, 198
CoS (Class of Service), 181
cost, 212, 353

as routing metric, 165
count-to-infinity, 358–360

RIPv2, 367
CPE (customer premise equipment)

66-block installation, 88
bridges, 52
demarc, 86
extended demarc, 88
hubs, 52
LAN switches, 52
routers, 52
servers, 43–46

CRB (Concurrent Routing and Bridging), 74
CRC (cyclical redundancy check), 16, 149–150
crosstalk, 50
cryptosystems

IPSec, 234
PGP, 233

CSMA/CD, 62
CSU/DSU, 47–49
CTD (Cell Transfer Delay), 128
custom queuing, 197
customer-based NNIs, 116
cut-through switching, 77

 

D

 

D (data) channel, 83
DACS (Digital Access and Cross-Connect 

Systems), 317
DACS (Digital Access Cross-Connect Switch), 119
data destruction, 213
data diddling, 213

clouds
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data encapsulation, 26
data encryption, 233
data link layer

addressing, 11
frames, 6

data rates
of ADSL, 98–99
of cable modems, 102

data transfer mode (PVCs), 145
Data-Link layer (OSI), 23
database description packets (OSPF), 403
datagrams, 6

fragmentation, 8
DE (discard eligibility), 147
dedicated access, 83
dedicated local access

customer premise configuration, 85
IXC dedicated, 84–85
LEC dedicated, 84
punch-down blocks, 87–88

dedicated PSTN access, 243–245
default gateways, 158
default routes, 354
delay, 164 

IGRP metric, 390
demarc, 86
DES (Data Encryption Standard), 236
design goals of routing algorithms, 159–160
detecting unauthorized access, 217
deterministic networks, 65
devices, 195

bridges, 52, 73–74
Spanning Tree, 75–76

cable modems, 102
CSU/DSU, 47, 49
DTE/DCE interfaces, 49

HIPPI, 51
HSSI, 51
RS-232C, 50
RS-422/449, 50
V.35, 51
V.90, 51

Frame Relay, 140
hubs, 52, 72–73
LAN switches, 52

modems, 53
DSL, 53
gradual degradation, 53

multiplexers, 47
network addresses versus name, 14
OSPF routers, 401
repeaters, 119
routers, 52, 78
servers, 43

platform servers, 44–46
smart cards, 230
switches, 76–77
WAN core elements, 118

DHCP (Dynamic Host Configuration Protocol), 202
dictionary attacks, 229
DID (Direct Inward Dialing), 249
DiffServ, 185
diffusing computation, 411
digital certificates

PKI, 234
VPN authentication, 230

Dijkstra Algorithm, 399
Disabled state (STP), 75
discard-eligible cells, 131
discrete math, Graph Theory, 399
distance vector routing protocols, 163

IGRP. 

 

See

 

 IGRP
RIP. 

 

See

 

 RIP
distribution layer, 199–201
DLCIs (data-link connection identifiers), 141–144, 

148–149
local significance, 142
universal significance, 142

DLSw+ (Data Link Switching Plus), 75
DMZ (demilitarized zone), 214
DNS (Domain Name System), 14, 281

lookup database, 32
zones, 14

DOCSIS (Data Over Cable Service Interface 
Specification), 101–103

DOD (Direct Outward Dialing), 249
DOI (Domain of Interpretation), 235
domains, 9
DoS attacks, 211–212
dotted decimal notation, 33
Down state (OSPF), 404
downstream neighbors, 65, 158

 

downstream neighbors
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DRs (designated routers), 404
DSL (Digital Subscriber Line), 95. 

 

See also

 

 xDSL
ADSL standards, 100
modems, 53 

DSLAM (DSL Access Multiplexer), 53
DTE/DCE interfaces, 49

HIPPI, 51
HSSI, 51
RS-232C, 50
RS-422/449, 50
V.35, 51
V.90, 51

DTR (Dedicated Token Ring), 64
DUAL (Diffusing Update Algorithm) finite state 

machine, 410–411
rapid convergence, 414

dual homing, 66
Dual Leaky Bucket, 129
dual rings, 67
duplex modes, 145
DWDM (Dense Wave Division Multiplexing), 

315–316
DXC (digital cross connect system), 90
dynamic addresses, 13–14
dynamic load balancing, 362
dynamic routing algorithms, 161

 

E

 

E.164 addressing, 149
EBGP (exterior BGP) versus IBGP, 373
Edge LSRs (Label Switch Routers), 296
EGPs (Exterior Gateway Protocols), 353

BGP, 372
administrative distance, 384
attributes, 376–377
confederations, 384
multihoming, 373
peering, 381
route reflectors, 382–384
route selection, 380–381
timers, 385

EIA (Electronic Industries Association), 17

EIGRP (Enhanced Interior Gateway Routing 
Protocol), 201

convergence, 414
DUAL, 410–411
neighbor discovery/recovery mechanism, 410
packets, 413–414
protocol-specific modules, 411–412
RTP, 411
tables, 412
versus IGRP, 410

Electronic Industries Association (EIA), 17
e-mail, 214, 282

bombs, 214
spam, 214 

EMI (electromagnetic interference) crosstalk, 50
encapsulation, 26, 31, 199
encryption, 233

DES, 236
PGP, 233

end stations, 257
end system (ES), 8, 158
end-to-end diversity, 269
entries, EIGRP topology table, 413
EoS (end of sales) notice for Cisco optical product 

suite, 317
equal cost load sharing, 198
equal-cost load balancing, 395
error-checking mechanisms

CRC, 16
parity checking, 16

ES (end system), 8, 158
Ethernet, 61

10 Gigabit Ethernet, 64
CSMA/CD, 62
Fast Ethernet, 62
Gigabit Ethernet, 63

exchange code, 248
Exchange state (OSPF), 405
exploits, 219
Exstart state (OSPF), 405
extended demarc, 86–88
external BGP peers, 381
external intruders, 217

 

DRs (designated routers)
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F

 

Fast Ethernet, 62
fast switching, 77
fault management, 256
fault-tolerant media, 274
FCAPS model, 256
FDDI (Fiber Data Distributed Interface), 59, 66

dual homing, 66
primary rings, 69
secondary rings, 69

FDM (Frequency Division Multiplexing), 47
feasible successors 

EIGRP, 411
IGRP, 395

features of OSPF, 400–401
fiber optics, 309

cabling, LTE, 90
DWDM, 315–316
GI fiber, 311
MMF, 311
mode, 310
optical switching, 317
RI, 309
SMF, 311
SONET, 311–313

optical interface layers, 314–315
path elements, 313

STS, 313
transmission windows, 310 

fields of RIP routing table, 354
file servers, 43
firewall-based VPNs, 236
firewalls, 217

DMZ, 214
proxy servers, 214

fixed metrics
RIP, 362
RIPv2, 368

flash updates (IGRP), 393
flat address space, 13
flat routing systems, 162
flavors of DSL

ADSL, 96
architecture, 97–98
data rates, 98–99
standards, 99

flexibility as routing algorithm design goal, 160
flow control, 14

buffering, 15
source-quench messages, 15
windowing, 15

forged packets, 212
format of transmitted data, 6

cells, 8
datagrams, 6
frames, 6
packets, 7
segments, 7

Forwarding state (STP), 76
FRADs (Frame Relay Access Devices), 140
Frame Relay, 140

CIR, 146
DE, 147
error handling, 149–150
FRADs, 140
LMI specifications, 150–151

types of, 151
local access loop, 140
PVCs, 144–145
QoS, 183–184
SVCs, 145

DLCIs, 148–149
E.164 addressing, 149
X.121 addressing, 149

virtual circuits, 141
DLCIs, 142–144
parameters, 146

frames, 6
DE, 147

FTP (file transfer protocol), 283
FTTC (fiber-to-the-curb), 99
FTTH (fiber-to-the-home), 99
Full state (OSPF), 405
full-duplex communication, 61, 145
full-mesh topologies, redundancy, 272

 

G

 

GCRA (Generic Cell Rate Algorithm), 129
GDMO (Guideline for Definition of Managed 

Objects), 259
GI (Graded Index) fiber, 311

 

GI (Graded Index) fiber
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Gigabit Ethernet, 63
global DLCI addresses, 142
gradual degradation, 53
Graph Theory, 399

 

H

 

half-duplex communication, 61, 145
hard loop testing, 86
hardware backup, 274
hardware tokens, 230
HDSL (Hi-Speed Digital Subscriber Line), 100
headers, 26
hello packets

EIGRP, 413
OSPF, 402

helper-addressing, 202
hierarchical address space, 13
hierarchical network model, 196

access layer, 201–203
core layer, 196, 198
distribution layer, 199–201

hierarchical routing systems, 162
high availability, 265–268
hijacked SMTP sessions, 213
HIPPI (High-Performance Parallel Interface), 51
Hold Timer (IGRP), 392
hold-down timers, 361

BGP, 385
IGRP, 393

hop count
IGRP, 390
limitations of RIP, 361–362

host communications, same-layer interaction, 25
host-based IDS, 218
host-intelligent routing algorithms, 162
HSRP (Hot Standby Routing Protocol), 274
HSSI (High-Speed Serial Interface), 51
HTML (HyperText Markup Language), 280
hub-and-spoke topology, 57–58
hubs, 52, 72–73, 195
hyperlinks, 280
hyperspace, 286
hypertext documents, 280

 

I

 

IAB (Internet Architecture Board), 17
IBGP (Interior Border Gateway Protocol) versus 

EBGP, 373
ICMP (Internet Control Message Protocol), 37
idle mode (PVCs), 145
IDSL (Integrated Services Digital Network Digital 

Subscriber Line), 100
IDSs (Intrusion Detection Systems), 217

host-based, 218
network-based, 219
placement

in backbone, 222
in network perimeter, 220–221
in server farm, 222

statistical profiling, 217–220 
IEEE (Institute of Electrical and Electronic 

Engineers), 17
IEEE 802.1d, 75–76
IEEE 802.3, 61

10 Gigabit Ethernet, 64
CSMA/CD, 62
Fast Ethernet, 62
Gigabit Ethernet, 63

IEEE 802.5, 64–65
downstream neighbor, 65
DTR, 64
THT, 65

IGPs (Interior Gateway Protocols), 353
IGRP (Interior Gateway Routing Protocol), 371

convergence mechanisms, 393
flash update, 393
hold-downs, 393
poison reverse, 394
split horizon, 394

load balancing, 394
equal-cost, 395
feasible successors, 395
unequal-cost, 395

metrics, 389
calculating, 391–392
delay, 390
hop count, 390
link bandwidth, 390
load, 391
MTU, 390

 

Gigabit Ethernet
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reliability, 391
timers, 392
versus EIGRP, 410

IKE (Internet Key Exchange), 235
illicit command execution, 212
ILMI (Integrated Local Management Interface), 125
IM (instant messaging), 284
information formats of transmitted data, 6

cells, 8
datagrams, 6
frames, 6
packets, 7
segments, 7

Init state (OSPF), 405
Institute of Electrical and Electronic Engineers 

(IEEE), 17
inter-area route summarization, 406
interdomain algorithms, 163
interfaces

ATM, 125–126
NNIs, 114–116
UNIs, 113

interLATA connections, 84
intermediate system (IS), 8
internal BPG peers, 381
internal intruders, 217
internal routers (OSPF), 401
International Organization for Standardization 

(ISO), 17
Internet

peering, 287–288
programming languages, 286–287
URLs, 284–285

Internet Architecture Board (IAB), 17
Internet layer (TCP/IP model), 31
Internet protocols, 282

chat, 284
e-mail, 282
FTP, 283
Telnet, 282
Usenet news, 283

interworking, 3
information formats, 6

cells, 8
datagrams, 6
frames, 6

packets, 7
segments, 7

ISO Hierarchical model, 8
intradomain algorithms, 163
intraLATA connections, 84
intranet servers, 43
intrusion detection, 217
IP (Internet Protocol), 32. 

 

See also

 

 IP addressing
interaction with TCP, 32
QoS, 184

reliability mechanisms, 184–185
routing, 38

IP addressing
CIDR, 33–34
Class A addresses, 35
Class B addresses, 36
Class C addresses, 36
Class D addresses, 36
Class E addresses, 36
DNS, 281
loopback addresses, 34–35
network addresses, 35
subnet masks, 366
VLSM, 33–34

IP prefix, 33
IPSec, 234

LAN-to-LAN VPNs, 235–236
IRB (Integrated Routing and Bridging), 75
IRC, 284
IS (intermediate system), 8), 158
ISDN (Integrated Services Digital Network), 83
ISO (International Organization for 

Standardization), 17
ISO Hierarchical model, 8

network layer addressing, 12
ISPs (Internet Service Providers), peering, 287

BGP, 381
NAPs, 288

ITU-T (International Telecommunication Union 
Telecommunication Standardization Sector ), 17

M.3000 recommendation, 259
Q.933 LMI specification, 151

IXCs (inter-exchange carriers), 83
dedicated access, 84–85
switched access, 244

 

IXCs (inter-exchange carriers)
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J-K-L

 

Java, 286

keepalive timers, BGP, 385

L2F (Layer 2 Forwarding), 232
L2TP (Layer 2 Tunneling Protocol), 233
labels, 296 
landlines, 83
LAN-to-LAN VPNs, 235–236
LANs, 3, 193. 

 

See also

 

 VLANs
broadcast transmission, 71–72
bus topology, 58
CPE

bridges, 52
hubs, 52
LAN switches, 52
routers, 52

end-to-end diversity, 269
Ethernet, 61

10 Gigabit Ethernet, 64
CSMA/CD, 62
Fast Ethernet, 62
Gigabit Ethernet, 63

FDDI, 66
dual homing, 66
primary rings, 69
secondary rings, 69

hardware
bridges, 73–76
hubs, 72–73
routers, 78
switches, 76–77

hub-and-spoke topology, 57–58
multicast transmission, 70
ring topology, 59
switches, 52
Token Ring, 64–65

downstream neighbor, 65
DTR, 64
THT, 65

tree topology, 60
unicast transmission, 69–70
workstations, 46

last mile, 85

LATA (Local Access and Transport Area), 84
latch loop testing, 86
Layer-3 switching, 77
Layer-3 VLANs, 175
layers

of DOCSIS specification, 103
of OSI Reference Model, 5

Application layer, 25
characteristics, 21
Data-Link layer, 23
encapsulation, 26
Network layer, 23
Physical layer, 23
Presentation layer, 24
same-layer interaction, 25
Session layer, 24
Transport layer, 24

of TCP/IP model
Application layer, 30
Internet layer, 31
Network Access layer, 31
Transport layer, 30

LDP (Label Distribution Protocol), 296
Leaky Bucket, 129
Learning state (STP), 76
LECs (Local Exchange Carriers), 83

CO configuration, 89, 91
dedicated PSTN access, 84, 245
switched PSTN access, 244

LERs (label edge routers), 185
liability, 264
lines, 249
link bandwidth of IGRP, 390
link-state acknowledgement packets (OSPF), 403
link-state algorithms, 163
link-state request packets (OSPF), 403
link-state routing protocols, OSPF. 

 

See

 

 OSPF
link-state update packets (OSPF), 403
Listening state (STP), 76
LMI (Local Management Interface) specifications, 

150–151
load balancing, 197, 373

IGRP, 394
equal-cost, 395
feasible successors, 395
unequal-cost, 395

Java
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load metric, 165
IGRP, 391

load sharing, 198, 373
Loading state (OSPF), 405
local access, 83

dedicated, 84
customer premise configuration, 85–86
punchdown blocks, 87–88

LEC CO configuration, 89–91
switched, 89

local access loop, Frame Relay, 140
local loop, 85
local preference attribute (BGP), 379
local significance, 142
logical addresses, 12–14
long-distance services, 84

PIC, accessing, 89
loopback addresses, 34–35
loopback testing, 86
looped topologies, Spanning Tree, 75–76
lower layers of OSI Reference Model, 22
LSAs (link-state advertisements), 158, 399
LSP (label switched path), 296
LSRs (label switch routers), 185, 296
LTE (light termination equipment), 90, 314

 

M

 

M.3000 series recommendation (ITU-T), 259
M13 (Multiplexer DS1/DS3), 118
MAC addressing, 11

VLANs, 175
macros, 214
MAEs (Metropolitan Area Exchanges), 289
mail servers, 44
management entities, 257
mandatory attributes (BGP), 376
masquerades, 217
Max CTD (Maximum Cell Transfer Delay), 132
MBS (maximum burst size), 128
MCNS (Multimedia Cable Network System 

Partners, Ltd.), 101
MCR (minimum cell rate), 128
MD5 (Message Digest 5), 234
measuring availability, 265–268
MED (mult-exit discriminator) attribute, 378–379

media failure, 274
media translation, 201
membership, VLANs, 175
MEMS (Micro Electrical Mechanical Systems), 317
meshed network topologies, 270, 272
metrics, 157, 164–166

administrative distance, 165, 384
bandwidth, 164
communication cost, 165
delay, 164
IGRP, 389

calculating, 391–392
delay, 390
hop count, 390
link bandwidth, 390
load, 391
MTU, 390
reliability, 391

load, 165
path length, 164
reliability, 164

MIB2, 258
MIBs (Management Information Bases), 258
MIME (Multimedia Internet Mail Extension), 282
misfeasors, 217
mixed-media bridging, 74
MMF (multimode fiber), 310–311
modems, 53

DSL, 53
gradual degradation, 53
V.90, 51

MPLS (Multiprotocol Label Switching), 185
CE routing, 301
operation, 297–298
packet forwarding, 298–299
VPNs, 299

components, 300
tunneling, 300 

MPLS-TE, 185
MSOs (multiple system operators), 101
MTBF (Mean-Time-Between Failure), 265
MTTR (Mean-Time-To-Repair), 265
MTU (Maximum Transmission Unit), 6, 23

IGRP, 390
overloading, 8 

 

MTU (Maximum Transmission Unit)
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multi-port source-route bridges, 75
multi-tiered network design, 73
multicast transmission, 70
multicasting, 34

RIPv2, 367
multihoming, 373
multipath algorithms, 161
multiplexers, 47, 118

 

N

 

NANP (North American Numbering Plan)
ANIs, 246
NPA, 246

456-Nxx, 246
500 Nxx, 247
8xxx toll-free numbers, 247–248
900/976 Nxx, 247
exchange code, 248
station subscriber number, 249

NBAR (Network-Based Application 
Recognition), 182

neighbor discovery/recovery mechanism, 410
neighbor table (EIGRP), 412
NEs (network elements), 259
NetFlow Accounting, analyzing traffic patterns, 182
Network Access layer (TCP/IP model), 31
network access servers, 44
network addresses, 35

assigment of, 13–14
data link layer, 11
MAC, 11
network layer, 12
versus device name, 14

network architecture, hierarchical network 
model, 196

access layer, 201–203
core layer, 196–198
distribution layer, 199–201

network layer (OSI Reference Model), 23
addresses, 12
packets, 7

network local access, 83
customer premise configuration, 85
dedicated

IXC dedicated, 84–85
LEC dedicated, 84

LEC CO configuration, 89, 91
punchdown blocks, 87–88
switched, 89

network management
agents, 257
end stations, 257
FCAPS model, 256
management entities, 257
SNMP, 258
TMN, 259–260

network-based IDS, 219
newsgroups, 284
next hop, 157–158
next hop attribute (BGP), 378
NIUs (network interface units), placement of, 85
NNIs (ntework-to-network interfaces), 114–116, 

124–126
customer-based, 116
NSP-based, 116

NOC (Network Operations Center), 255
non-client peers, 382
nonrepudiation, 234
non-transitive optional attributes, 377
normal user access, illicit command execution, 212
NPA (Numbering Plan Assignment), 246

456-Nxx, 246
500 Nxx, 247
8xxx toll-free numbers, 247–248
900/976 Nxx, 247
exchange code, 248

station subscriber number, 249
NSPs, NNIs, 116
N-squared algorithm, 382
NTUs (network termination units)

placement of, 85
Null authentication (OSPF), 406
null interface, 158
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octets, 32
opening a socket, 37
optical networks

MPLS, 185
SONET, 311–313

optical interface layers, 314–315
path elements, 313

switching, 317
optimality as routing algorithm design goal, 159
optional attributes (BGP), 377
Organizationally Unique Identifier (OUI), 11
origin attribute (BGP), 378
OSI Reference Model, 5

Application layer, 25
Data-Link layer, 23

frames, 6
encapsulation, 26
layer characteristics, 21
Network layer, 23

packets, 7
Physical layer, 23
Presentation layer, 24
same-layer interaction, 25
Session layer, 24
Transport layer, 24

OSPF (Open Shortest Path First) 
areas, 401

types of, 402
authentication, 406
convergence, 404–405
features, 400–401
packet types, 402–403
route selection process, 399–400
route summarization, 405
routing methods, 402

OUI (Organizationally Unique Identifier), 11
oversubscription, 203–204

 

P

 

packet forwarding, MPLS, 298–299
packet switching, 157
packet-switched WANs, 112
packets, 7, 31

EIGRP, 413–414
OSPF, 402–403

authentiction, 406
TCP/IP, size limitations, 31

PAP 9 (Password Authentication Protocol), 229
parity checking mechanisms, 16
partners associated with MCNS, 101
passive routes (EIGRP), 413
passive splitters, 98
passwords, dictionary attacks, 229
path determination, 157

routing update messages, 158
path length, 164
path of last resort, 157
PBX (private branch exchange) lines, 249
PCR (peak cell rate), 128
peering, 287

BGP, 381
NAPs, 288

performance penalties, 390
PET (Path Terminating Equipment), 314
PGP (pretty good privacy), 233
PHB (Per-Hop Behavior), 185
Physical layer (OSI), 23
PIC (Presubscribed Interexchange Carrier) code, 

89, 244, 323–351
PKI (Public Key Infrastructure), 234
placement of IDSs

in backbone, 222
in network perimeter, 220–221
in server farm, 222

Plain Old Telephone Service (POTS), 83
platform servers, 44–46
PNNI (Private Network-to-Network Interface), 125
poison reverse updates, IGRP, 394
policing, 133
policy-based distribution, 200
port-based VLANs, 175
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ports, 30
TCP, 36–37

POTS (plain old telephone service), 83
splitters, 98

power supplies, redundancy, 272–274
PPP (Point-to-Point Protocol), 232
PPTP (Point-to-Point Tunneling Protocol), 232
Presentation layer (OSI), 24
primary rings, 69
print servers, 44
priority queuing, 197
programming languages, 280

web-based, 286–287
proxy servers, 44, 214
PSTN (Public Switched Telephone Network), 83

dedicated access, 243, 245
switched access, 243–244

punch-down blocks, 87–88
PVCs (permanent virtual circuits), 113, 144–145

configurable parameters, 146
DLCIs, 142–144
duplex modes, 145
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QDM (QoS Device Manager), analyzing traffic 
patterns, 182

QoS (quality of service), 181
analyzing traffic patterns, 182
ATM 

service classes, 182–183
traffic parameters, 128, 132

DiffServ, 185
Frame Relay, 183–184
IP reliability mechanisms, 184–185
MPLS, 185

Quality of Service. 

 

See

 

 QoS
Query packets (EIGRP), 413
queues

Leaky Bucket model, 129
policing, 302

 

R

 

RADIUS VPN authentication, 230
rapid convergence, EIGRP, 414
recoloring, 302
redirect bombs, 214
redundant power systems, 272–274
redundant WAN links, 270
refraction, 309
reliability (IGRP metric), 391
reliable network components, 164

fault-tolerant media, 274
hardware backup, 274
IP, 184–185
meshed network topologies, 270–272
redundant power systems, 272–274
redundant WAN links, 270

Remote Access Servers, 44
remote access VPNs, 227–228

authentication, 228–231
black-box-based, 237
firewall-based, 236
L2F, 232
L2TP, 233
LAN-to-LAN, 235–236
PPTP, 232
router-based, 238
tunneling protocols, 231

remote login, unauthorized access, 213
repeaters, 119
replay attack protection, 406
Reply packets (EIGRP), 414
RI (Refractice Index), 309
ring topology, 59
RIP (Routing Information Protocol), 203. 

 

See also

 

 
RIPv2

bandwidth consumpution, 362
convergence, 357

count-to-infinity, 358–360
hold-down timers, 361
split horizon, 360
split horizon with poison reverse, 360
triggered updates, 361

dynamic load balancing, 362
fixed metrics, 362
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hop count limitations, 361–362
routing tables, 353–357

RIPv2
authentication, 365
count-to-infinity, 367
fixed metrics, 368
maximum hop count, 367
multicasting, 367
next hop identification, 367
subnet mask support, 366

RJ-48S jack, 86
RJ-48X jack, 86
RMON (Remote Monitoring), 258
robustness as routing algorithm design goal, 159
Route Invalid Timer (IGRP), 392
route reflectors, 382, 384
route selection process

BGP, 380–381
EIGRP, 410
OSPF, 399–400

route summarization, OSPF, 405
Route-Flush Timer (IGRP), 392
routed protocols, 166
router-based VPNs, 238
router-intelligent routing algorithms, 162
routing, 38, 52, 78, 195

discovery process, 203
LERs, 185
LSRs, 185
metrics, 164–166

bandwidth, 164
communication cost, 165
delay, 164
load, 165
path length, 164
reliability, 164

OSPF, 401
area types, 402
routing methods, 402
states, 404–405

path determination, 157
source routing, 162

routing protocols, 78, 159, 166
classifying, 160

flat versus hierarchical, 161–162
host-intelligent versus 

router-intelligent, 162

intradomain versus interdomain, 163
link-state versus distance vector, 163
single-path versus multiple path, 161
static versus dynamic, 161

design goals, 159–160
routing tables, 78, 158

EIGRP, 412
OSPF, LSAs, 400
RIP, 353–357

routing update messages, 158
RS-232C standard, 50
RS-422/449 standards, 50
RSA Labs, MD5, 234
RSM (route-switching module), 175
RSRB (Remote Source Route Bridging), 75
RTP (reliable transport protocol), 411

 

S

 

SCR (sustainable cell rate), 128
SDH (Synchronous Digital Hierarchy), 311
SDSL (Symmetric Digital Subscriber Line), 100
secondary rings, 69
security, 234

attack methods, 213–214
authentication

RIPv2, 365
VPNs, 228–231

confidentiality breaches, 212
data destruction, 213
data diddling, 213
DMZ, 214
DoS attacks, 211–212
encryption, 233
firewalls, 217
IDSs

host-based, 218
network-based, 219
signature analysis, 218–220
statistical profiling, 217

IKE, 235
illicit command execution, 212
IPSec, 234
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network architectures
backbone, 222
network perimeter, 220–221
server farm, 222

PGP, 233
unauthorized access, 212

segments, 7
self-healing network technologies, SONET, 312
servers, 43

platform servers, 44–46
service classes (ATM), 128, 182–183

ABR, 131
CBR, 130
UBR, 131
VBRnrt, 131
VBRrt, 130

Session layer (OSI), 24
show ip eigrp topology all command, 413
signature analysis, 218–220
simple password authentication, 406
simplex mode, 145
simplicity, 159
single-path algorithms, 161
size limitations of TCP/IP packets, 31
SM (single mode fiber), 310
smart cards, VPN authentication, 230
SMF (single-mode fiber), 311
SMTP (Simple Mail Transfer Protocol), hijacked 

sessions, 213
SNMP (Simple Network Management 

Protocol), 258
sockets, 30, 37
soft loop testing, 86
software tokens, 230
SONET (Synchronous Optical Network), 311

operation, 313
optical interface layers, 314–315
path elements, 313
STS, 313

source routing, 162, 214
source-quench messages, 15
source-route translational bridging, 74
source-route transparent bridging, 74
spamming, 213–214
Spanning Tree Protocol, 75–76
SPF (shortest path first) algorithms, 163, 399

split horizon, 360
IGRP, 394
with poison reverse, 360

stability as routing algorithm design goal, 159
standards, DOCSIS, 103
standards bodies, 17
star topologies, 57–58
static addresses, 13–14
static routing algorithms, 161
station subscriber numbers, 249
statistical profiling, 217
STDM (Statistical Time Division Multiplexing), 47
STE (Section Terminating Equipment), 314
store and forward switching, 77
strategic network management, 255
STS (SONET Transport Signal), 313
stub areas, 402
subnet masks, 366
subnetting, 366
summarization, OSPF, 405
SVCs (Switched Virtual Circuits), 113, 124, 145

configurable parameters, 146
DLCIs, 148–149
E.164 addressing, 149
X.121 addressing, 149

switched access, 83, 89, 198, 243–244
switching, 76–77, 195

VLANs, 173–174
membership, 175
RSM, 175
types of, 175

symmetric key systems, DES, 236

 

T

 

TACACS+ (Terminal Access Controller Access 
Control System), VPN authentication, 231

tactical network management, 255
TCP (Transmission Control Protocol), 32

interaction with IP, 32
port numbers, 37
ports, 36
sockets, 37
versus UDP, 29
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TCP/IP. 

 

See also

 

 TCP/IP model
addressing, 33
Internet address structure, 32
IP addressing

Class A addresses, 35
Class B addresses, 36
Class C addresses, 36
Class D addresses, 36
Class E addresses, 36
loopback addresses, 34–35
network addresses, 35

IP routing, 38
packets, size limitations, 31
TCP

port numbers, 37
ports, 36
sockets, 37
versus UDP, 29

TCP/IP model
Application layer, 30
Internet layer, 31
Network Access layer, 31
Transport layer, 30

TCP/UDP port, 302
TDM (Time Division Multiplexing), 47
TE (Traffic Engineering), 185
Telnet, 282
terminal servers, 44
three-tiered hierarchical network model, 196

access layer, 201–203
core layer, 196–198
distribution layer, 199–201

THT (Token Hold Time), 65
tie lines, 249
timers

BGP, 385
IGRP, 392

TLDs (top-level domains), 285
TMN (Telecommunications Management Network), 

259–260
Token Ring, 64–65

downstream neighbor, 65
DTR, 64
THT, 65

toll-free numbers, 247–248

topologies
bus, 58
convergence

EIGRP, 414
IGRP, 393–394
OSPF, 404–405
RIP, 357–358, 360–361

hub-and-spoke, 57–58
ring, 59
tree, 60

topology table (EIGRP), 412–413
totally stubby areas, 402
traffic

aggregates, 186
flow control, 14

buffering, 15
source-quench messages, 15
windowing, 15

load balancing, 394–395
IGRP, 373

patterns, analyzing, 182
traffic contracts, ATM, 128–129
traffic policing, 133

CAR, 302
trailers, 26
transitive optional attributes, 377
transmission windows, 310
Transport layer (OSI), 24
Transport layer (TCP/IP model), 30
transport protocols, connection-oriented versus 

connectionless services, 10
tree topology, 60
triggered updates, 361
trunks, 249
tunneling, 199

MPLS VPNs, 300
tunneling protocols, 231

L2F, 232
L2TP, 233
PPTP, 232

two-way state (OSPF), 405
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UBR (unspecified bit rate), 131, 134, 183
UDP (User Datagram Protocol), 37

versus TCP, 29
unauthorized access, 212

back doors, 213
intrusion detection, 217

host-based IDS, 218
network-based IDS, 219
signature analysis, 218–220
statistical profiling, 217

remote login, 213
SMTP session hijacking, 213

unequal-cost load balancing, 198, 395
unicast transmission, 34, 69–70
UNIs (user-to-network interfaces), 113
universal significance, 142
UPC (Usage Parameter Control), 133
Update packets (EIGRP), 413
Update Timer (IGRP), 392
upper layers of OSI Reference Model, 22
URLs (Uniform Resource Locators), 284–285
Usenet news, 283
UTP (unshielded twisted pair), 100

 

V

 

V.35 standards, 51
V.90 standards, 51
Variable Length Subnet Masks (VLSM), 33
VBR (Variable Bit Rate), 182

VBRnrt, 131, 134
VBRrt, 130, 133

VCs (virtual circuits), 112
VDSL (Very-High-Data-Rate Digital Subscriber 

Line), 100
virtual addresses, 12–14
virtual circuits, 141

DLCIs, 142–144
parameters, 146
PVCs, 144–145
SVCs, 145

DLCIs, 148–149
E.164 addressing, 149
X.121 addressing, 149

virtual paths, ATM, 126
viruses, 214
VLANs (Virtual LANs), 76, 173–174

membership, 175
types of, 175
WAN integration, 175

VLSM (Variable Length Subnet Masks), 33
VoFr (Voice over Frame Relay), 183
voice clipping, 183
voice networks

lines, 249
PSTN

dedicated access, 245
switched access, 244

VPNs (Virtual Private Networks), 227–228, 299
authentication, 228

CHAP, 229
digital certificates, 230
PAP, 229
RADIUS, 230
smart cards, 230
TACACS+, 231

black-box-based, 237
components, 300
firewall-based, 236
LAN-to-LAN, 235–236
router-based, 238
tunneling protocols, 231

L2F, 232
L2TP, 233
PPTP, 232

VRML (Virtual Reality Modeling Language), 286
vulnerability to WinNuke attack, testing, 220

 

W

 

WANs, 3, 193
architecture, 117
ATM, 123–124

CAC, 132
cell transmission, 127
connections, 126
interfaces, 125–126
NNIs, 124
QoS parameters, 132
service classes, 128–131, 182–183
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traffic contracts, 128–129
UPC, 133
virtual paths, 126

cell-switched, 113
circuit-switched, 112
clouds, 111
Frame Relay, 140

CIR, 146
DE, 147
error handling, 149–150
FRADs, 140
LMI specifications, 150–151
local access loop, 140
PVCs, 144–145
QoS, 183–184
SVCs, 145
virtual circuits, 141–144, 146

interfaces
NNIs, 114, 116
UNIs, 113

network core elements, 118
oversubscription, 203–204
packet-switched, 112
redundant links, 270
switched access, 198
VLAN integration, 175

WDM (Wavelength Division Multiplexing), 47
web programming languages, 286–287
web servers, 44

proxy servers, 214
web-hosting centers, 174
weight attribute (BGP), 378
weighted fair queuing, 197
well-known attributes (BGP), 376
well-known ports, 302
windowing, 15
WinNuke attack, 220
workstations, 46
WWW

DNS, 281
Internet protocols, 282

chat, 284
e-mail, 282
FTP, 283
Telnet, 282
Usenet news, 283

peering, 287
NAPs, 288

URLs, 284–285

 

X-Y-Z

 

X.121 addressing, 149
xDSL, 95

ADSL, 96
architecture, 97–98
data rates, 98–99
standards, 99

XML (eXtensible Markup Language), 287

zones, 14
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