
I N D E X

Symbols
? command, 118

A
AAAA03 field (ISL encapsulation frame), 89
access layers (VLANs), configuring, 193–196
address aliasing, IGMP snooping, 241–242
addressing, logical addressing, Ethernet, 9–10
adjacency states, 163
adresses, MAC (Media Access Control) addresses, 9
advertisement requests, VTP servers, 94
aging, transparent bridging, 24
aging bits (EARL tables), 53
algorithms

backoff algorithm, 11
spanning-tree algorithm, 26

aliasing, address aliasing, IGMP snooping, 241–242
Alignment Errors field (show port command), 328
Aloha Radio System (Ethernet), 5
ANSI (American National Standards Institute), 6
Application layer (OSI), 4
application-specific integrated circuits (ASICs), 

Supervisor module, 50
architectures

Catalyst 3750 switches, 74–77
Catalyst 5000/5500 switches, 56–57
Catalyst 6000/6500 switches, 64–65
Catalyst switches, comparing, 79

ASICs (application-specific integrated circuits), 
Supervisor module, 50

Auto trunking mode, 92
autonegotiation, Ethernet, 14–20

configurations, 18–19
priority levels, 15

autostate, disabling, 179–180
auto-synch command, 313

B
BackboneFast, spanning-tree convergence, 257–258
backoff algorithm, 11

backplane connections, Catalyst 5500 switches, 57
bandwidth, Catalyst 5000/5500 switches, 54
best practices (network design), 287

building blocks, 289–294
campus design, 295–300

single points of failure, 302–303
traffic flows, 300–301

Layer 3 design model, 287–289
management VLAN, 110–111

blocking, spanning tree blocking, 26
boot bootflash command, 327
boundary ports, 268
BPDU field (ISL encapsulation frame), 89
BPDU Filter (portfast), 252
BPDU Guard (portfast), 203, 251
BPDU messages

blocking, 251
filtering, 252

BPDUs, RSTP (Rapid Spanning Tree Protocol), 
262–263

bridging loops, 25
broadcasts, Ethernet, 24
buffering, 41

port-buffered memory, 41–42
shared memory, 42–43

building blocks, network design best practices, 
289–294

burned-in addresses, 9
bus topologies

Ethernet, 9
weaknesses, 9

buses, Catalyst 5000/5500 switches, 56

C
cabling, faults, detecting, 12
calculating MAC addresses for multicast groups, 

228
classic line cards, Catalyst 6000/6500 switches, 62
CAM (Content-Addressable Memory), Supervisor 

module, 50, 53, 226
campus design, best practices, 295–300

single points of failure, 302–303
traffic flows, 300–301
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campus switch design
BPDU guard, 203
configuring, 171-172

channeling, 199–201
dynamic routing, 196–198
initial configuration, 172–183
management interfaces, 167–171
planning, 167
trunking, 199–201

connections, 183–193
portfast, 203

carrier sense multiple access collision detect 
(CSMA/CD) protocol, Ethernet, 5

Catalyst Supervisors, 304–307
Catalyst 6500 High Availability (hybrid), 

304–307
Catalyst 6500 High Availability (native), 

311–312
disappearance of, 324–325
LEDs (light emitting diodes), 324
MFSC high availability, 307–311

Catalyst 3750 switches, 74–75
data flow, 78–79
GBICs (Gigabit Interface Connectors), 75
power and cooling, 75
Small Form Factor Pluggable (SFP) uplink 

ports, 75
software, downloading, 139
stackwise architectures, 76–77
switch fabric redundancy, 313–314

Catalyst 4500 switches, 68
chassis, 68–69
data flow, 73–74
line modules, 71
power and cooling, 71–72
software, downloading, 139
Supervisor modules, 69–71
switch fabric redundancy, 313
switch fabrics, 69–71

Catalyst 5000 EARL switches, Supervisor module, 
52–53

Catalyst 5000 switches, 47
Catalyst 5000/5500 EARL switches, Supervisor 

module, 54
Catalyst 5000/5500 switches, 48

architectures, 56–57
backplane connections, 57

bandwidth, 54
buses, 56
chassis, 48–49
data flow, 57–59
line modules, 55
power and cooling, 49
Supervisor module, 49–52

Catalyst 6000/6500 switches, 59
architectures, 64–65
chassis, 60
data flow, 66–68
line modules, 62–63
power and cooling, 63
shared bus architecture, 64
Supervisor modules, 60–62
software, downloading, 134–139
switch fabrics, 60–62
switching modes, 66

Catalyst 6500 switches
CoS (class of service), 208
MLS (multilayer switching), 157–160
QoS (quality of service), 207

classification, 209–212
DiffServ (Differentiated Services), 

207–208
Etherchannel ports, 222
Flexwan module, 222
IGMP snooping, 222
input scheduling, 212–214
IntServ (Integrated Services), 207–208
marking, 214–219
MSFC, 222
output scheduling, 219–222
policing, 214–218

Supervisors
High Availability (hybrid), 304–307
High Availability (native), 311–312

switch fabric redundancy, 312
ToS (type of service), 208

Catalyst OS (operating system), 117
Cisco IOS command comparisons, 130
configurations, choosing, 132–133
Ethernet connections, 127
hybrid software, 117–126
IOS connections, 127
native software, 126–131
software, dowloading, 134–144

campus switch design
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Catalyst switches, 47
see also specific Catalyst switches
architectures, comparing, 79
hybrids, 117
natives, 117
switching fabric, 37

CEF (Cisco Express Forwarding), 161
MLS (multilayer switching), 161–165

CGMP (Cisco Group Management Protocol), 225, 
243–246

IGMP, compared, 247
IGMP leave process, 246
local leave process, 246–247

channeling switches, 108, 199–201
chassis

Catalyst 4500 switches, 68–69
Catalyst 5000/5500 switches, 48–49
Catalyst 6000/6500 switches, 60

Cisco Express Forwarding (CEF), 161
Cisco Group Management Protocol (CGMP). See 

CGMP (Cisco Group Management Protocol)
Cisco online resources, LAN switching 

configuration, 334
Cisco Product Security Advisories and Notices 

(PSIRT), 334
classification, QoS (quality of service), Catalyst 

6500, 209–212
clear command, 117, 175
clear config all command, 175
clear trunk command, 101
clear vtp pruneeligible command, 99
clusters, 74
collision back-off ranges, 12
collision domains, 10

transparent bridging, 20–22
aging, 24
filtering, 23
flooding, 23
forwarding, 24

combined power mode, Catalyst 4500 switches, 72
commands

? command, 118
auto-synch command, 313
boot bootflash command, 327
clear command, 117, 175
clear config all command, 175
clear trunk command, 101

clear vtp pruneeligible command, 99
copy running-config startup-config command, 

308
dir bootflash command, 324
enable command, 121
enable password command, 121
enable secret command, 121
erase const_nvram command, 175
exit command, 124
help command, 118
interface command, 125
interface range command, 195
interface VLAN 10 command, 125
line con 0 command, 121
maximum-paths command, 300
mls rp ip command, 154
mls rp vtp-domain command, 154
mls-rp management command, 154
no mls ip command, 157
no switchport command, 129, 190
passive-interface command, 296–297
password command, 121
ping command, 185, 190
rlog command, 159
session ? command, 118
session 15 command, 125
session command, 124
set command, 117
set enablepass command, 121
set mls agingtime fast command, 157
set mls enable command, 154
set password command, 121
set qos map command, 220
set spantree portfast command, 260
set system name command, 122
set vlan command, 124
show command, 117
show agport command, 106
show channel hash command, 106
show channel traffic command, 106
show config command, 123
show controller command, 123
show environment all command, 321
show environment command, 123
show IGMP groupinfo command, 231
show interface FastEthernet10/23 command, 

189

commands
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show interface gigabitethernet 1/1 command, 
128

show interface GigabitEthernet1/1 command, 
185

show interface gigabitethernet1/2 command, 
190

show interface loopback0 command, 176
show interface vlan140 command, 196
show interface VLAN901 command, 187
show interfaces trunk command, 200
show ip protocols command, 297
show log command, 181
show mac command, 228
show mls command, 153
show mls cef command, 164
show mls rp command, 159
show mls status command, 159
show module command, 304, 318–319, 327
show mroute command, 225
show multicast statistics command, 237
show port command, 13
show port 1/1 command, 121
show port capabilities command, 16, 103
show port channel, 104
show port command, 119, 127, 328
show process cpu command, 322
show running-config command, 123
show scp command, 322
show snmp command, 205
show system command, 323
show tech-support command, 124
show test command, 325
show top command, 323
show udld command, 202
show version command, 118–119, 318
show vlan command, 195
show vtp statistics command, 100
spantree command, 250, 259
spantree mode command, 266
switch console command, 326
switchport access command, 129
switchport command, 129
switchport mode access command, 129
trace command, 329
write memory command, 308

Common Spanning Tree (CST), 268
configuration

Catalyst OS, choosing, 132–133
EIGRP, 196–198
Ethernet, autonegotiation, 18-19
IOS, choosing, 132–133
LAN switching, troubleshooting, 317–318
LO0 (Loopback 0), 175–178
MLS (multilayer switching), 153–156
RSTP (Rapid Spanning Tree Protocol), 266
sc0 management interface, 175–178
SNMP (Simple Network Management 

Protocol), 204–205
switches, 171–172

connections, 183–193
dynamic routing, 196–198
initial configuration, 172–183
management interfaces, 167–171
planning, 167

UDLD (UniDirectional Link Detection), 
201–202

VLANs, access layers, 193–196
VTP (VLAN Trunking Protocol) servers, 

97–98, 130, 173–175
configuration synchronization, MSFC 

high-availability, 308–309
congestion, head-of-line blocking, 44–45
connections, switches, configuring, 183–193
Constellation, 59
Content-Addressable Memory (CAM), 50, 53, 226
convergence

RSTP (Rapid Spanning Tree Protocol)
direct failures, 265
indirect failures, 266

spanning-tree convergence, 255
BackboneFast, 257–258
timers, 255–257
UplinkFast, 259–260

cooling
Catalyst 3750 switches, 75
Catalyst 4500 switches, 71–72
Catalyst 5000/5500 switches, 49
Catalyst 6000/6500 switches, 63

copy running-config startup-config command, 308
CoS (class of service), Catalyst 6500, 208

commands
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Crescendo Communications, Cisco acquisition of, 
117

crossbar switch fabrics, Catalyst 6000/6500 
switches, 64

crossbar switching, 40–41
cross-over cabling, Ethernet, 8–9
CSMA/CD (carrier sense multiple access collision 

detect) protocol
collision back-off ranges, 12
Ethernet, 5

operations, 10–13
CST (Common Spanning Tree), 268
cut-through switching mode, 35

D
DA field (ISL encapsulation frame), 89
data receiving, switching modes, 35–36
data bus (dBUS)

Catalyst 5000/5500 switches, 56
Catalyst 6000/6500 switches, 64

data circuit equipment (DCE), 8
data flow

Catalyst 3750 switches, 78–79
Catalyst 4500 switches, 73–74
Catalyst 5000/5500 switches, 57–59
Catalyst 6000/6500 switches, 66–68

Data Link layer (OSI), 5
data terminating equipment (DTE), 8
DCE (data circuit equipment), 8
Desirable trunking mode, 91
devices, MAC addresses, learning, 21
DFCs (Distributed Forward Cards), 63
Differentiated Services (DiffServ), QoS (quality of 

service), 207–208
Differentiated Services Code Point (DSCP), 209
dir bootflash command, 324
direct failures, RSTP (Rapid Spanning Tree 

Protocol), 265
disabling autostate, 179–180
Distributed Forward Cards (DFCs), 63
domains, 10

collision domains, 10
VTP domains, 92

downloading Catalyst software, 134–144

DRAM (dynamic random-access memory), 
Supervisor module, 50

DRM (Dual Router Mode), MSFC high-availability, 
307–308

DSCP (Differentiated Services Code Point), 209
DTE (data terminating equipment (DTE), 8
dynamic random-access memory (DRAM), 

Supervisor module, 50
dynamic routing, switches, 196–198

E
EARL (Enhanced Address Recognition Logic), 50

Catalyst 5000 EARL, 52–53
Catalyst 5000/5500 EARL, 54

EIA (Engineering Industry Association), 6
EIGRP, configuring, 196–198
enable command, 121
enable password command, 121
enable secret command, 121
Encap Frame field (ISL encapsulation frame), 89
encapsulation frame, ISL (Inter-Switch Link) 

protocol fields, 89
Engineering Industry Association (EIA), 6
Enhanced Address Recognition Logic (EARL). See 

EARL (Enhanced Address Recognition Logic)
erase const_nvram command, 175
EtherChannel, 102–108

frame distribution, 102
logical ports, 103
management, 103
ports, QoS (quality of service), 222

Ethernet, 5
autonegotiation, 14–20

configurations, 18–19
autonegotiations, priority levels, 15
broadcasts, 24
connections, 127
cross-over cabling, 8–9
CSMA/CD (carrier sense multiple access 

collision detect) protocol, 5
operations, 10–13

full-duplex Ethernet, 13–14
logical addressing, 9–10
multicasts, 24

Ethernet
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shared Ethernet, 11–12
STP (Spanning Tree Protocol), 24–26

blocking, 26
operations, 27–29
timers, 30
topology changes, 30–31
transitions, 30

telephone party lines, compared, 11
topology, 9
transmission media, 6

Ethernet over coax cabling, 8
Ethernet over fiber optics, 7
Ethernet over twisted-pair cabling, 6–7

transparent bridging, 20–22
aging, 24
filtering, 23
flooding, 23
forwarding, 24

types, 5
Ethernet Out of Band Channel (EOBC)

Catalyst 6000/6500 switches, 64
Ethernet over coax cabling, 8
Ethernet over fiber optics, 7
Ethernet over twisted pair cabling, 6–7
Excessive Collisions field (show port command), 

328
exit command, 124
external routers, MLS (multilayer switching), 152

F
fabric-enabled line cards, Catalyst 6000/6500 

switches, 62
fabric-only line cards, Catalyst 6000/6500 switches, 

62
fallback (IGMP), 242–243
fastleave, IGMP snooping, 240
faults, cabling, detecting, 12
FCS Errors field (show port command), 328
fields, ISL encapsulation frame, 89
filtering transparent bridging, 23
flash memory, Supervisor module, 50
flashing orange LED (Supervisor), 325
Flexwan module, QoS (quality of service), Catalyst 

6500, 222

flooding
multicast flooding, 226–228

IGMP snooping, 228–229
transparent bridging, 23

flow through switching mode, Catalyst 6000/6500 
switches, 66

Forward Delay timer (spanning tree), 255
forwarding

data, 45
transparent bridging, 24

fragment-free switching mode, 36
frames

buffering, 41
port-buffered memory, 41–42
shared memory, 42–43

EtherChannel distribution, 102
round-robin servicing, 37–38

full-duplex Ethernet, 13–14
functionally transparent line module, Catalyst 4500 

switches, 71

G-H
GBICs (Gigabit Interface Connectors)

Catalyst 3750 switches, 75
Giants field (show port command), 328
green LED (Supervisor), 324–325
group-specific query messages (IGMP), 226

hardware addresses. See MAC (Media Access 
Control) addresses

hardware version checks, LAN switching 
configuration, 319–327

head-of-line blocking, 44–45
Hello timer (spanning tree), 255
help command, 118
HSA field (ISL encapsulation frame), 89
hybrid configurations

Catalyst OS, choosing, 132–133
IOS, choosing, 132–133

hybrids
Catalyst OS, 117–126
natives, compared, 117

Ethernet
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I
IEEE 802.1Q

Layer 2 networks, 90–91
tag field, 90

IGMP (Internet Group Management Protocol), 225
CGMP (Cisco Group Management Protocol), 

compared, 247
leave process, 246
packets, 226
snooping, 228–229

address aliasing, 241–242
fallback, 242–243
fastleave, 240
leave process, 238–240
membership reports, 229–238
QoS (quality of service), 222

versions, compared, 225-226
Index field (ISL encapsulation frame), 89
indirect failures, RSTP (Rapid Spanning Tree 

Protocol), 266
initial configuration, switches, 172–183
in-line rewrites (Catalyst 5500 switches), 53
input scheduling, QoS (quality of service), Catalyst 

6500, 212–214
Integrated Services (IntServ), QoS (quality of 

services), 207–208
interface command, 125
interface range command, 195
interface VLAN 10 command, 125
interfaces, 127

IOS, 183
management interfaces, campus switching 

designs, 167–171
Internet Group Management Protocol (IGMP). See 

IGMP (Internet Group Management Protocol)
Inter-Switch Link (ISL) protocol, 89
IOS

Catalyst OS command comparisons, 130
configurations, choosing, 132–133
connections, 127
interfaces, 183
new software packaging, 142–144
ports, 183

ISL (Inter-Switch Link) protocol
encapsulation frame, fields, 89
Layer 2 networks, 89–90

ISL CRC field (ISL encapsulation frame), 89
IST (Internal Spanning Tree)

MST (Multiple Spanning Tree), 268–270

J-L
join messages, VTP servers, 95

LANs (local-area networks), switching 
configuration

Cisco online resources, 334
hardware version checks, 319–327
Local SPAN, 330–331
port errors, 327–328
RSPAN, 331–333
software version checks, 318–319
SPAN (Switched Port Analyzer), 330–331
syslog messages, 328–329
trace command, 329
troubleshooting, 317–318

Late Collisions field (show port command), 328
Layer 2 networks, 83

EtherChannel, 102–108
legacy LANs, 83–84
replacing, 83
trunking methods, 87–89

IEEE 802.1Q, 90–91
ISL (Inter-Switch Link) protocol, 89–90
trunking modes, 91–92
VTP (VLAN Trunking Protocol), 92–98

VLANs, 84-87
private VLANs, 111–115
pruning methods, 98–101
valid ranges, 86
VLAN 1, 109–111

Layer 3 networks, design model, 287–289
layers (OSI), 4

lower layers, 4
Data Link layer, 5
Network layer, 4
Physical layer, 5
Transport layer, 4

upper layers, 4
Application layer, 4
Presentation layer, 4
Session layer, 4

layers (OSI)
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learning MAC addresses, 21
leave group messages (IGMP), 226
leave process, IGMP snooping, 238–240
LEDs (light emitting diodes), Supervisors, 324
legacy LANs, Layer 2, 83–84
legacy support, RSTP (Rapid Spanning Tree 

Protocol), 264–265
Len field (ISL encapsulation frame), 89
line con 0 command, 121
line modules

Catalyst 4500 switches, 71
Catalyst 5000/5500 switches, 55
Catalyst 6000/6500 switches, 62–63

LO0 (Loopback 0), configuring, 175–176, 178
local leave process, CGMP (Cisco Group 

Management Protocol), 246–247
local SPAN, 330–331
logical addressing, Ethernet, 9–10
logical ports, EtherChannel, 103
loops

bridging, 25
preventing

Loop Guard, 254–255
portfast, 249–252
Root Guard, 252–253
STP (Spanning Tree Protocol), 249–255

Lord of the Rings project, 74

M
MAC (Media Access Control) addresses, 9

calculating, multicast groups, 228
learning, 21

management bus (mBUS), Catalyst 5000/5500 
switches, 56

management interfaces
campus switching designs, 167–171

scO, 168, 170–171
sc0 management interface, configuring, 

175–176, 178
Management VLAN, 109

best practices, 110–111
marking QoS (quality of service), Catalyst 6500, 

214–219
Master Communications Processor (MCP), 

Supervisor module, 49

Maxage optimizers, BackboneFast, 257–258
Maxage timer (spanning tree), 255–256
Maximum Response Time field (IGMP), 226
maximum-paths command, 300
MCP (Master Communications Processor), 

Supervisor module, 49
membership reports, IGMP snooping, 229–238
memory

port-buffered memory, 41–42
shared memory, 42–43

MFSC (Multilayer Switch Feature Card), 117
MLS (multilayer switching), 147-249

adjacency states, 163
advantages, 147–148
Catalyst 6500, 157–160
CEF (Cisco Express Forwarding), 161–165
configuring, 153–156
external routers, 152
packet flow, 150–153
router access lists, 156
routers, programming on, 149

mls rp ip command, 154
mls rp vtp-domain command, 154
MLSP (Multilayer Switching Protocol), 149
MLS-RP (Multilayer Switching Route Processor), 

149
mls-rp management command, 154
MLS-SE (Multilayer Switching Engine), 149
MMF (multimode fiber) optics, 7
mode best practices, VTP (VLAN Trunking 

Protocol), 96–97
MSFC high availability (Catalyst), 307-311

configuration synchronization, 308–309
disappearance of, troubleshooting, 326–327
DRM (Dual Router Mode), 307–308
QoS (quality of service), Catalyst 6500, 222
SRM (Single Router Mode), 309–311

MST (Multiple Spanning Tree), 249, 267
CST (Common Spanning Tree), compared, 267
IST (Internal Spanning Tree), 268–270
PVST+ (per VLAN spanning tree plus)

compared, 267
connecting to, 279-280

regions, 268, 270–279
multicast flooding, 226–228

preventing, IGMP snooping, 228–229
multicast groups, MAC addresses, calculating, 228

layers (OSI)
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multicast traffic, forwarding, CGMP (Cisco Group 
Management Protocol), 243–247

multicasts, Ethernet, 24
Multilayer Switch Feature Card (MSFC), 117
multilayer switching (MLS). See MLS (multilayer 

switching)
Multilayer Switching Engine (MLS-SE), 149
Multilayer Switching Protocol (MLSP), 149
Multilayer Switching Route Processor (MLS-RP), 

149
Multiple Collisions field (show port command), 328
Multiple Spanning Tree (MST). See MST (Multiple 

Spanning Tree)

N
native configurations

Catalyst OS, choosing, 132–133
IOS, choosing, 132–133

native software, Catalyst OS, 126–131
Negotiate trunking mode, 92
network design, best practices, 287

building blocks, 289–294
campus design, 295–303
Layer 3 design model, 287–289

network devices
DCE (data circuit equipment), 8
domains, 10
DTE (data terminating equipment), 8

Network layer (OSI), 4
NMP (Network Management Processor), 49, 109
no mls ip command, 157
no switchport command, 129, 190
non-blocking switches command, 43
nonvolatile random-access memory (NVRAM), 

Supervisor module, 49
numbering schemes, VLANs, 171, 296
NVRAM (nonvolatile random-access memory), 

Supervisor module, 49

O
Off trunking mode, 91
On trunking mode, 91
orange LED (Supervisor), 324–325

OSI (Open System Interconnection) reference 
model, 3-4

lower layers, 4
Data Link layer, 5
Network layer, 4
Physical layer, 5
Transport layer, 4

upper layers, 4
Application layer, 4
Presentation layer, 4
Session layer, 4

output scheduling, QoS (quality of service). Catalyst 
6500, 219–222

oversubscribing, switching fabric, 43

P
packet flow, MLS (multilayer switching), 150–153
packets, IGMP packets, 226
passive-interface command, 296–297
password command, 121
per VLAN spanning tree plus (PVST+). See PVST+ 

(per VLAN spanning tree plus)
Physical layer (OSI), 5
physical star topologies, 9
ping command, 185, 190
pinouts, crossover pinouts, 8
planning

campus switching designs, configuration, 167
VLAN numbering, 171

Point-to-Point Protocol (PPP), 168
policing QoS (quality of service), Catalyst 6500, 

214–218
port errors, troubleshooting, 327–328
port states, UDLD (Unidirectional Link Detection), 

283
portfast, 203

BPDU Filter, 252
BPDU Guard, 251
loops, preventing, 249–252
Root Guard, 252–253

ports, 127
boundary ports, 268
IOS, 183

power
Catalyst 3750 switches, 75
Catalyst 4500 switches, 71–72

power
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Catalyst 5000/5500 switches, 49
Catalyst 6000/6500 switches, 63

PPP (Point-to-Point Protocol), 168
Presentation layer (OSI), 4
priority levels, autonegotiations, Ethernet, 15
private VLANs, 111–115
Product Security Advisories and Notices (PSIRT), 

334
project Constellation, 59
project Lord of the Rings, 74
project Synergy, 47
proposal/agreement process, RSTP (Rapid Spanning 

Tree Protocol), 263–264
pruning methods, VLANs, 98–101
PSIRT (Product Security Advisories and Notices), 

334
PVST+ (per VLAN spanning tree plus), MST 

(Multiple Spanning Tree)
compared, 267
connecting to, 279-280

Q
QoS (qulaity of service), Catalyst 6500, 207–209

classification, 209–212
DiffServ (Differentiated Services), 207–208
Etherchannel ports, 222
Flexwan module, 222
IGMP snooping, 222
input scheduling, 212–214
IntServ (Integrated Services), 207–208
marking, 214–219
MSFC, 222
output scheduling, 219–222
policing, 214–218

query election process (IGMP), 226

R
Rapid Spanning Tree Protocol (RSTP). See RSTP 

(Rapid Spanning Tree Protocol)
RCV Errors field (show port command), 328
red LED (Supervisor), 324–325

redundant power mode
Catalyst 4500 switches, 72

regions, MST (Multiple Spanning Tree), 268–279
Res field (ISL encapsulation frame), 89
Resource Reservation Protocol (RSVP), 207
Results/Index Bus (rBUS), Catalyst 6000/6500 

switches, 64
results/index bus (rBUS), Catalyst 5000/5500 

switches, 56
rlog command, 159
RLQ (Root Link Query) protocol, 258
Root Link Query (RLQ) protocol, 258
round-robin servicing, 37–38
router access lists, MLS (multilayer switching), 156
Router Switch Module (RSM), 117
routers

MLS (multilayer switching), programming on, 
149

new software packaging, 142
RPR (Route Processor Redundancy), Catalyst 6500 

Supervisor High Availability, 311
RPR+ (Route Processor Redundancy plus), Catalyst 

6500 Supervisor High Availability, 312
RSFC, 124
RSM (Router Switch Module), 117, 124
RSPAN (Remote SPAN), 331–333
RSTP (Rapid Spanning Tree Protocol), 249, 

260-262
BPDUs, 262–263
configuring, 266
direct failures, 265
indirect failures, 266
legacy support, 264–265
proposal/agreement process, 263–264
states, 262
STP, advantages over, 255

RSVP (Resource Reservation Protocol), 207
Runts field (show port command), 328

S
SA field (ISL encapsulation frame), 89
SAINT (Synergy Advanced Interface Network 

Termination), 50
SAMBA (Synergy Advanced Multipurpose Bus 

Arbiter), 50

power
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sc0 management interface
configuring, 175–178
VLAN 1, 168–171

Serial Line Internet Protocol (SLIP), 168
session ? command, 118
session 15 command, 125
session command, 124
Session layer (OSI), 4
set command, 117, 154
set enablepass command, 121
set mls agingtime fast command, 157
set mls enable command, 154
set password command, 121
set qos map command, 220
set spantree portfast command, 260
set system name command, 122
set vlan command, 124
severity levels, syslog, 180
SFM (switch fabric module), Catalyst 6000/6500 

switches, 61
SFM II, Catalyst 6000/6500 switches, 61
shared bus architecture, Catalyst 6000/6500 

switches, 64
shared Ethernet, 11–12

STP (Spanning Tree Protocol), 24–26
blocking, 26
operations, 27, 29
timers, 30
topology changes, 30–31
transitions, 30

shared-bus switching, 37–39
show agport command, 106
show channel hash command, 106
show channel traffic command, 106
show commands, 117
show config command, 123
show controller command, 123
show environment all command, 321
show environment command, 123
show IGMP groupinfo command, 231
show interface FastEthernet10/23 command, 189
show interface gigabitethernet 1/1 command, 128
show interface GigabitEthernet1/1 command, 185
show interface gigabitethernet1/2 command, 190
show interface loopback0 command, 176
show interface vlan140 command, 196
show interface VLAN901 command, 187
show interfaces trunk command, 200

show ip protocols command, 297
show log command, 181
show mac command, 228
show mls cef command, 164
show mls command, 153
show mls rp command, 159
show mls status command, 159
show module command, 304, 318–319, 327
show mroute command, 225
show multicast statistics command, 237
show port 1/1 command, 121
show port capabilities command, 16, 103
show port channel command, 104
show port command, 13, 119, 127, 328
show process cpu command, 322
show running-config command, 123
show scp command, 322
show snmp command, 205
show system command, 323
show tech-support command, 124
show test command, 325
show top command, 323
show udld command, 202
show version command, 118–119, 318
show vlan command, 195
show vtp statistics command, 100
Simple Network Management Protocol (SNMP), 

configuring,  204-205
Single Collisions field (show port command), 328
single points of failure, campus design, best 

practices, 302–303
single router mode, Catalyst 6500 Supervisor High 

Availability, 312
SLIP (Serial Line Internet Protocol), 168
Small Form Factor Pluggable (SFP) uplink ports, 

Catalyst 3750 switches, 75
SMF (single mode fiber) optics, 7
SNMP (Simple Network Management Protocol), 

configuring, 204–205
snooping, IGMP snooping, 228–229

address aliasing, 241–242
fallback, 242–243
fastleave, 240
leave process, 238–240
membership reports, 229–238

software, 132
Catalyst OS, downloading, 134–144
IOS, new packaging, 142–144

software
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Software Release notes, Catalyst software, 
upgrading, 134

software version checks, LAN switching 
configuration, 318–319

SPAN (Switched Port Analyzer), 330–331
Local SPAN, 330–331
RSPAN, 331–333

spanning tree
MST (Multiple Spanning Tree), 249, 267

CST (Common Spanning Tree), 
compared, 267

IST (Internal Spanning Tree), 268–270
PVST+ (per VLAN spanning tree plus), 

267, 279-280
regions, 268–279

RSTP (Rapid Spanning Tree Protocol), 249, 
260-262

BPDUs, 262–263
configuring, 266
direct failures, 265
indirect failures, 266
legacy support, 264–265
proposal/agreement process, 263–264
states, 262
STP, advantages over, 255

STP (Spanning Tree Protocol), 24, 249
BPDU messages, blocking, 251
drawbacks of, 249
Ethernet, 24–26
Loop Guard, 254–255
loop prevention, 249–255
portfast, 249–252
Root Guard, 252–253
RSTP (Rapid Spanning Tree Protocol) 

legacy support, 264–265
UDLD (Unidirectional Link Detection) 

protocol, 281–282
port states, 283

Spanning Tree Protocol (STP). See STP (Spanning 
Tree Protocol), 24, 249

spanning-tree convergence, 255
BackboneFast, 257–258
timers, 255–257
UplinkFast, 259–260

spantree command, 250, 259
spantree mode command, 266

SRM (Single Router Mode)
MSFC high-availability, 309–311

stackwise architectures
3750 switches, 76–77

states
RSTP (Rapid Spanning Tree Protocol), 262

static bits (EARL tables), 53
store-and-forward switching mode, 36
STP (Spanning Tree Protocol), 24, 249

BPDU messages, blocking, 251
drawbacks of, 249
Ethernet, 24–26

blocking, 26
operations, 27–29
timers, 30
topology changes, 30–31
transitions, 30

Loop Guard, 254–255
loops, preventing, 249–255
portfast, 249–252
Root Guard, 252–253
RSTP (Rapid Spanning Tree Protocol), legacy 

support, 264–265
subset advertisements, VTP servers, 94
summary advertisements, VTP servers, 93–94
Supervisor 720 module, Catalyst 6000/6500 

switches, 61
Supervisor I module (Catalyst switches), 50
Supervisor IA module (Catalyst 6000/6500 

switches), 61
Supervisor II module (Catalyst switches), 51, 69
Supervisor II+ module (Catalyst 4500 switches), 70
Supervisor IIG module (Catalyst switches), 51
Supervisor III module (Catalyst switches), 51, 70
Supervisor IIIG module (Catalyst switches), 51
Supervisor IV module (Catalyst 4500 switches), 70
Supervisor modules

Catalyst 4500 switches, 69–71
Catalyst 5000/5500 switches, 49–52
Catalyst 5000 EARL switches, 52–53
Catalyst 5000/5500 EARL switches, 54
Catalyst 6000/6500 switches, 60–62
Catalyst 6500 High Availability (hybrid), 

304-307, 311
RPR, 311
RPR+, 312
single router mode, 312

Software Release notes
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disappearance of, troubleshooting, 324–325
LEDs (light emitting diodes), 324
MSFC high availability, 307–311

configuration synchronization, 308–309
DRM (Dual Router Mode), 307–308
SRM (Single Router Mode), 309–311

Supervisor V module (Catalyst 4500 switches), 70
switch console command, 326
switch fabric redundancy

Catalyst 3750, 313–314
Catalyst 4500, 313
Catalyst 6500, 312

switch fabrics
Catalyst 4500 switches, 69–71
Catalyst 6000/6500 switches, 60–62

switches
autostate, disabling, 179–180
Catalyst switches, 47

architectures, 79
Catalyst 3750 switches, 74–75, 78–79
Catalyst 4500 switches, 68–74
Catalyst 5000 EARL switches, 52–53
Catalyst 5000 switches, 47
Catalyst 5000/5500 EARL switches, 54
Catalyst 5000/5500 switches, 48–52, 

54–59
Catalyst 6000/6500 switches, 59–68

channeling modes, 108
configuring, 171–172

channeling, 199–201
dynamic routing, 196–198
initial configuration, 172–183
management interfaces, 167–171
planning, 167
trunking, 199–201
VLAN access layers, 193–196

connecting, 183–193
connections, configuring, 183–193
new software packaging, 144

switching configuration (LANs)
Cisco online resources, 334
hardware version checks, 319–327
Local SPAN, 330–331
port errors, 327–328
RSPAN, 331–333
software version checks, 318–319
SPAN (Switched Port Analyzer), 330–331

syslog messages, 328–329
trace command, 329
troubleshooting, 317–318

switching fabrics, 37
Catalyst 3750 switches, 76–77
non-blocking, 43
oversubscribing, 43

switching modes, 35
Catalyst 6000/6500 switches, 66
cut-through mode, 35
fragment-free mode, 36
store-and-forward mode, 36

switchport access command, 129
switchport command, 129
switchport mode access command, 129
Synergy, 47
Synergy Advanced Interface Network Termination 

(SAINT), 50
Synergy Advanced Multipurpose Bus Arbiter 

(SAMBA), 50
syslog severity levels, 180
syslog messages, 328–329
system logging, 180–183

T
tag field (IEEE 802.1Q), 90
TCAM (ternary CAM), 53
TDRs (Time Delay Reflectometers), cable faults, 

detecting, 12
Telecommunications Industry Association (TIA), 6
telephone party lines

collision domains, 10
Ethernet, compared, 11

ternary CAM (Content Addressable Memory), 53
TIA (Telecommunications Industry Association), 6
Time Delay Reflectometers (TDRs), 12
timers

spanning-tree timers, 255–257
STP (Spanning Tree Protocol), 30

token buckets, 215–217
topologies

bus topologies, weaknesses, 9
Ethernet, 9
physical star topologies, 9
STP (Spanning Tree Protocol), changes, 30–31

topologies
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ToS (type of service), Catalyst 6500, 208
trace command, 329
traffic

congestion, head-of-line blocking, 44–45
pruning, VLANs, 98–101

traffic flows, campus design, best practices, 300–301
transitions, STP (Spanning Tree Protocol), 30
transmission media, Ethernet, 6

Ethernet over coax cabling, 8
Ethernet over fiber optics, 7
Ethernet over twisted-pair cabling, 6–7

transparent bridging, Ethernet, 20–22
aging, 24
filtering, 23
flooding, 23
forwarding, 24

Transport layer (OSI), 4
trap bits (EARL tables), 53
troubleshooting

LAN switching configuration, 317–318
Cisco online resources, 334
hardware version checks, 319–327
Local SPAN, 330–331
port errors, 327–328
RSPAN, 331–333
software version checks, 318–319
SPAN (Switched Port Analyzer), 330–331
syslog messages, 328–329
trace command, 329

MSFC, disappearance of, 326–327
Supervisors, disappearance of, 324–325

truncated switching mode, Catalyst 6000/6500 
switches, 66

trunking methods, switches, 199-201
Layer 2 networks, 87–89

IEEE 802.1Q, 90–91
ISL (Inter-Switch Link) protocol, 89–90
trunking modes, 91–92
VTP (VLAN Trunking Protocol), 92–98

Type field (ISL encapsulation frame), 89

U
UDLD (Unidirectional Link Detection) protocol, 

281–282
configuring, 201–202
port states, 283

UplinkFast, spanning-tree convergence, 259–260
upper layers (OSI), 4

Application layer, 4
Data Link layer, 5
Network layer, 4
Physical layer, 5
Presentation layer, 4
Session layer, 4
Transport layer, 4

User field (ISL encapsulation frame), 89

V-Z
valid bits (EARL tables), 53
VLAN 1, 109

Management VLAN, 109–111
VLAN field (ISL encapsulation frame), 89
VLAN Trunking Protocol (VTP). See VTP (VLAN 

Trunking Protocol)
VLANs

access layers, configuring, 193–196
Layer 2 networks, 84–87
numbering, planning, 171
numbering schemes, 296
private VLANs, 111–115
pruning methods, 98–101
VLAN 1, 109

Management VLAN, 109–111
sc0 management interface, 168–171

VTP (VLAN Trunking Protocol), 92–95
advertisement requests, 94
configuring, 97–98, 130, 173-175
domains, 92
join messages, 95
mode best practices, 96–97
subset advertisements, 94
summary advertisements, 93–94
VLANs, pruning, 98–101

write memory command, 308
Xmit Errors field (show port command), 328

topologies
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