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Symbols

/16, 38

/24,38

7 (question mark), invoking Cisco IOS help menu,
550

Numerics

2-way communication exchange process
troubleshooting neighbor stuck in 2-way state,
156-157
troubleshooting neighbor stuck in exstart/
exchange state, 151-156
2-way state (neighbors), 119, 134

A

ABRs, 78
configuring, 273-274
inter-area route summarization, 411
inter-area traffic, controlling, 269-270
routing table, displaying, 555-556
access lists
applying to interfaces, 504
configuring, 501-502
creating, 503
SNMP, 462
activating OSPF, 271-272
ABR considerations, 273-274
ASBR considerations, 274-275
backbone router considerations, 275
network command, 272
adaptability as network design goal, 166
adding routers to OSPF networks, 85-88
addressing, 180
bit splitting, 184
discontiguous subnets, 185-186

naming schemes, 186
public versus private, 180-181
summarization, 181-182
VLSM, 185
adjacencies, 82
DRs, 83-84
selection process, 84—85
event logging, 591-593
troubleshooting, 136—-138
versus neighbor relationships, 8§2-83
administrative distances, 341-342
altering, 313-314
agents (SNMP), 452
aggregates, 39
aggregation, 33
algorithms, distance vector, 55
allocating IP addresses, 184
altering
administrative distance, 313-314
LSA default behavior
blocking LSA flooding, 131
group pacing, 128-129
configuring, 130
ignoring MOSPF LSAs, 132
LSA retransmissions, 132
LSA transmission delay, 133
packet pacing, 131
routes to control redistribution, 397
analyzing network design requirements, 168-169
convergence, 170-171
deployment, 169
load balancing, 170
ANSI (American National Standards Institute)
X3S3.3 committee, 54
APNIC (Asia Pacific Network Information
Centre), 21
application layer (OSI), 9



726 applications

applications
Cisco ConfigMaker, 446
CiscoView, 444-445
CiscoWorks, 445
applying
access lists to interfaces, 504
distribute lists, 361-363
architectures
point-to-point, 6-55
selecting, 618, 631- 674, 688—699
area 0, 75
connecting to, 215-217
example configuration, 217-230
area default-cost command, 306-309
Area ID field (Hello packets), 126
area range command, 309-313
configuring area route summarization, 413
area routes, summarizing, 411-413
areas, 74
ABRs, 78
area 0, 75
backbone design, 206-207
characteristics of, 74
configuring, 285-288
design rules, 74
designing, 200
naming conventions, 204
tunable parameters, 202-204
external routing, 73
hierarchical network design, 174-175
inter-area routing, 72—73
intra-area routing, 72
NSSAs, 76
design, 212-214
RFC 1587, 716-717
Type 7 LSAs, 110
standard design, 205
stub area design, 207-211
stub areas, 75
characteristics, 75
restrictions, 75

totally stubby areas, 76
TSA design, 212
ARIN (American Registry for Internet
Numbers), 21, 71
ARPAnet, development of link-state routing
protocols, 64
AS (autonomous system), 71
areas, 74
area 0, 75
characteristics of, 74
design rules, 74
NSSAs, 76
stub areas, 75
numbers, prepending, 664
AS_path attribute (BGP), 663
ASBRs, 78
configuring, 274-275
routing table, displaying, 555-556
summary LSAs, 108
assessing need for security, 467

assigning
metrics to redistributed protocols,
354-358
network addresses, 22
subnet masks, 29
ATM (asynchronous transfer mode), 18
ATM switching versus MPLS, 687
attempt state (neighbors), 118, 133
attributes (BGP), 663
authentication, 479, 504-505
benefits of, 480
deploying, 481
MDS, 483
configuring, 483488
configuring on virtual link, 489-491
null authentication, configuring, 492
on virtual links, troubleshooting, 492
plaintext, 482
auto-cost reference-bandwidth command, 259
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autonomous system external LSAs, 109
autonomous systems, 657
avoiding redistribution loops, 364

backbone area design, 75, 206-207
hierarchical, 173
backbone routers, 79
configuring, 275
backup configuration files, 476
Backup Designated Router field (Hello packets),
126
bandwidth in hierarchical networks, 199
banners, unauthorized use notifications, 477
BDRs, selecting, 84-85
Bellman, R.E., 55
Bellman-Ford protocols. See distance vector routing
protocols
benefits
of MPLS, 686
of summarization, 408
Best Effort routing, 687-688
BGP (Border Gateway Protocol), 660
AS_path attribute, 663
attributes, 663
characteristics, 661
dual-homed networks, 662
dynamic route injection, 665
EBGP, 664
IBGP, 664
interaction with OSPF, 665-667
keepalive messages, 663
messages, 663
path vector, 663
peer routers, 662
recursive routing, 671-673
redistribution, 673-679
routing dependencies, 667
routing loops, preventing, 663

static route injection, 665
synchronization, 668—669
negative impact of, 669-671
troubleshooting case study, 680-683
bidirectional communication, exchange process,
126-127
bit splitting, 184
bit V, 711
broadcast networks, 80
configuring, 277
broadcast storms, 29
broadcast traffic, 28
building shortest-path tree, 93-95

C

cable modems, 18
calculating
cost metric, 257-260
number of required adjacencies, 83—-84
shortest paths, SPF algorithm example, 66
candidate database, 93
case studies
BGP, 680-683
router and firewall deployment, 518-529
Secure IOS template, 506-517
caveats for implementing summarization, 409
effects on routing table, 418-419
with VLSM, 426-428
CEF (Cisco Express Forwarding), verifying
operation, 701-703
characteristics
of areas, 74
of BGP, 661
of link-state database, 115
of OSPF, 53, 69
of RIPv1, 56
of stub areas, 75
Checksum field (Hello packets), 126
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CIDR (classless interdomain routing)
as routing protocol selection criteria, 61
design guidelines, 37
manual IP prefix computation, 40—41
need for, 31-32
network validation, 37-38
translation table, 3940

Cisco ConfigMaker, 446

Cisco IOS Software
features, 188
help menu, invoking, 550
password encryption, 474

Cisco MIBs, 459-461

CiscoView, 444445

CiscoWorks, 445

clarifying PVCs in point-to-multipoint networks,

136-138
Class A addresses, 22
Class B addresses, 22
Class C addresses, 23
Class D addresses, 23
Class E addresses, 23
classful protocols, summarizing, 410
classful routing, 34
classless routing, 34
clear ip ospf command, 585
clear ip ospf counters command, 585-586
clear ip ospf process command, 586
clear ip ospf redistribution command, 587
clearing OSPF processes, 586
commands
area default-cost, 306-309
area range, 309-313
area range summarization, 413
auto-cost reference-bandwidth, 259
clear ip ospf, 585
clear ip ospf counters, 585-586
clear ip ospf process, 586
clear ip ospf redistribution, 587
debug ip opsf events, 136
debug ip ospf adjacency, 591-593

debug ip ospf events, 134, 593-595
debug ip ospf flood, 595-597
debug ip ospf hello, 597
debug ip ospf Isa-generation, 598-599
debug ip ospf monitor, 599-600
debug ip ospf packet, 600-601
debug ip ospf retransmission, 602
debug ip ospf spf, 602

external keyword, 603-604

inter keyword, 604—608

intra keyword, 608614
debug ip routing, 614-615
default-metric, 354
get request (SNMP), 450
how ip ospf database database-summary,

563-564

ip classless, 39
ip ospf cost, 259
ip ospf hello-interval, 124
ip ospf name-lookup, 541
ip ospf priority, 82, 88
ip ospf transmit-delay, 133
log-adjacency-changes, 549
neighor, 230-231
network, 272
next-hop-self, 673
redistribute, 343-344, 354
redistribution, 78, 345-346
reference-bandwidth, 259
SETREQUEST, 451
show frame-relay map, 137
show ip ospf, 97, 550-553
show ip ospf border-routers, 555-556
show ip ospf database, 100, 556-560
show ip ospf database asbr-summary, 560-562
show ip ospf database external, 564-566
show ip ospf database network, 566568
show ip ospf database router, 568—570
show ip ospf database summary, 570-572
show ip ospf delete, 572-575
show ip ospf events, 575-578
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show ip ospf flood-list, 579
show ip ospf interface, 553-555

MDS5 authentication on virtual link, 489-492
MPLS in OSPF networks, 696-697, 700-701

network command, 272
network type, 276-277
nonbroadcast networks, 278

show ip ospf maxage-list, 579

show ip ospf neighbor, 98, 138, 580-581
show ip ospf neighbor detail, 582

show ip ospf stat, 583-584

show ip ospf summary-address, 585 231-232

on-demand circuits, 324-328

point-to-multipoint networks, 279-282

nonbroadcast point-to-multipoint interfaces,

show ip ospf virtual-links, 583
show ip route, 416

show logging, 544-545

show memory, 547

point-to-point networks, 283-284
redistribution, 343-344

between RIP and OSPF, 366-374,
summary-address, configuring external route 390-391
default routes, 348-353
distribute lists, 363, 398-403
troubleshooting neighbor stuck in 2-way state, EIGRP into OSPF, 380-385

156-157 mutual redistribution, 392

troubleshooting neighbor stuck in exstart/

show mpls forwarding-table, 702

summarization, 416-417
communication, exchange process, 126—127

on connected routes, 376-380
route maps, 344, 365
route tagging, 393-395

exchange state, 151-156
community strings

configuring, 477-478 RID, 264
SNMP, 462 SNMP community strings, 477-478
components of SNMP, 447-449 stub area, 208-211

configuring summarization, 411

access lists, 501-502 SYSLOG, 543-546

area 0, example, 217-230 date and time stamping, 546

areas, 285, 287-288
NSSAs, 297-309
route summarization, 412-413
stub, 289-293
summarization, 309-313
TSAs, 294-295

backbone routers, 275

logging neighbor state changes, 548-549
logging to internal buffer, 546-547
logging to SYSLOG server, 547
user authentication, 504-505

connected routes, redistribution, 376-380

connecting to area 0, 216-217

connectivity, troubleshooting, 136—138

broadcast networks, 277

DNS lookups, 541 control information exchange, 13

DRs, 266 controlling

external route summarization, 414-418

neighbor relationships, 149-157

access to network equipment, 493-500
inter-area traffic, 269-270
redistribution, 396-397

with route filtering, 398

group pacing, 130
loopback interfaces, 81, 96, 264-266
MDS5 authentication, 483-488
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conventional Best Effort routing, 687-688
convergence, 51, 67, 261
altering with dead timer, 262
altering with Hello timer, 261
altering with SPF timer, 262-263
as routing protocol selection criteria, 60
requirements, 170-171
cost effectiveness as network design goal, 166
cost metric, 256260
altering to control redistribution, 396
for external routes, 267
creating access lists, 503
criteria for routing protocol selection, 57
business considerations, 62
multivendor environments, 63
proven technologies, 63
standards, 63
operational considerations, 57
IP address management, 59
IP encapsulation support, 59
routing hierarchies, 58
supported protocols, 57
technical considerations, 60
CIDR support, 61
convergence, 60
extensibility, 62
load sharing, 61
metrics, 61-62
physical media support, 62
routing updates, 61
scalability, 62
VLSM support, 61

D

data elements, 453

data encryption, 478479

data link layer, 11

database information, displaying, 560-562

database synchronization (link-state database), 116,
119-120

datagrams, fragmentation, 15
date and time stamping SYSLOG entries, 546
DD (database descriptor) packets, 120-122
dead interval, 124
dead timer, effect on convergence, 262
debug commands
minimizing debug command processing
overload, 588
output, timestamping, 589
when to use, 587
debug ip ospf adjacency command, 591-593
debug ip ospf events command, 134-136, 593-595
debug ip ospf flood command, 595-597
debug ip ospf hello command, 597
debug ip ospf Isa-generation command, 598-599
debug ip ospf monitor command, 599-600
debug ip ospf packet command, 600-601
debug ip ospf retransmission command, 602
debug ip ospf spf command, 602
external keyword, 603-604
inter keyword, 604—-608
intra keyword, 608-614
debug ip routing command, 614-615
default routes, 50, 318-321, 347
configuring, 348-353
default-metric command, 354
demand circuits, RFC 1793, 718-719
deploying
firewalls, case study, 518-529
neighbor router authentication, 481
OSPF, 187-188
Designated Router field (Hello packets), 126
designing OSPF networks, 164
addressing, 180
bit splitting, 184
discontiguous subnets, 185-186
naming schemes, 186
public versus private, 180-181
summarization, 181-182
VLSM, 185
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areas, 74, 200
backbone area design, 206207
configuring, 285-288
naming, 204
NSSAs design, 212-214
route summarization, 411-413
standard area design, 205
stub area design, 207-211
TSA design, 212
tunable parameters, 202-204
broadcast network configuration, 277
goals of
adaptability, 166
cost effectiveness, 166
functionality, 165
manageability, 166
scalability, 165-166
hardware provisioning, 186
hierarchical networks, 71
neighbor command, 230-231
network management, 189
nonbroadcast network configuration, 278
nonbroadcast point-to-multipoint
configuration, 231-232
NSSAs, configuring, 297-309
point-to-multipoint network, 280282
point-to-multipoint network configuration, 279
point-to-point network, 283-284
protocol deployment, 187-188
requirements, analyzing, 168—171
scalability, 189-190
security golden rules, 467
conduct cost-benefit analysis, 469
controlling your secrets, 470
documenting security plan, 468-469
identifying your assumptions, 470
know your enemy, 469
know your weaknesses, 472
limiting scope of access, 472
limiting your trust, 472

physical security, 473
remembering human factors, 471
selecting network type, 276277
stub areas, configuring, 289-293
summarization, private addressing
schemes, 424
topologies
fully meshed, 171
hierarchical, 171-179, 191-199
topoologies, 171
hierarchical, 190
TSAs, configuring, 294-295
virtual links, 215
connecting to area 0, 216-217
example configuration, 217- 230
partitioned area 0, 215
development
of MPLS, 684-686
of SNMP, 447
of TCP/IP protocol suite, 14
devices, 77
ABRs, 78
ASBRs, 78
backbone routers, 79
internal routers, 78
restricting access, 493-500

Dijkstra's SPF algorithm, 255-256. See also SPF

convergence, 261
altering with dead timer, 262
altering with Hello timer, 261
altering with SPF timer, 262-263
cost metric, 256-260
DR, configuring, 266
loopback interfaces, configuring, 264-266
RID, configuring, 264
Dijkstra, Edsger W., 64
discontiguous subnets, 185-186
displaying
buffer-logged messages, 546
detailed packet information, 600-601
external LSA information, 564-566
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flooding protocol-related events, 598-599
free processor memory on router, 547
Hello information, 597

link-state database, 89-93

log events, show logging command, 544-545

LSA summary information, 563-564
neighbor information, 99, 101
on per-interface basis, 580
network LSA information, 566-568
router LSA information, 568-570
routing process information, 550
SPF-related events, 602-614
summary address information, 585
topology database information, 556-560
virtual link parameters, 583
distance vector routing protocols, 55
RIPv1 characteristics, 56
distribute lists, 398-403
applying, 361-363
distributed maps, 52
distributing default routes, 318-321
DLC (data link control) address, 11
DLCIs (data-link connection identifiers), 11
DMZ (demilitarized zone), creating for private
address summarization, 424425
documentation
creating security plan, 468—469
OFPF-related RFCs, 707-722
dotted decimal notation, 21
Down state, 133
down state (neighbors), 118
DRs (designated routers), 83—84
configuring, 266
link-state ID, 106
network LSAs, 105
selection process, 84-85, 195
DSL (digital subscriber line), 18
DSN lookups, performing, 541
dual-homed networks, 662
DWDM (dense wave division multiplexing), 19
dynamic route injection, 665

dynamic routing protocols, 49, 656
IS-IS, 54
routing tables, 51

E

El routes, 73, 267-269
E2 routes, 73, 267-269
EBGP (External Border Gateway Protocol), 664
ECMP (equal cost multiple path), 315-318
EGP (Exterior Gateway Protocol), 656
role in networks, 656-659
versus IGPs, 658
egress LSRs, 697
EIGRP (Enhanced Interior Gateway Protocol),
redistribution into OSPF, 380-385
enable secret passwords, 475
encapsulation, 13
establishing
adjacencies, 82—83
neighbor relationships, 81-82
Ethernet, 16
events, displaying information, 593-595
example LSA operation, 113-116
examples
of area O configuration, 217, 229-230
of hierarchical network design, 177-179
of SPF, 65-66
exchange process, 126-127
exchange state (neighbors), 119, 134
exstart state (neighbors), 119, 134

extensibility as routing protocol selection criteria, 62

external keyword, debug ip ospf spf command,
603-604
external LSAs, displaying information, 564-566
external routes, 71-73, 267, 347
El, 269
E2, 269
redistribution into BGP, 677-679
summarizing, 411, 414418
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F

H

Fast Ethernet, 17
FDDI (Fiber distributed data internetworking), 17
features of Cisco IOS Software, 188
FEC (Forwarding Equivalency Class), 690
fields of Hello packets, 126
filtering
routes to control redistribution, 398
Type 7 LSAs, 306
firewall deployment, case study, 518-529
first octet rule, 24, 27
flooding, 127-128
prevention of, 131
flooding scope, 107
forwarding packets, 49
fragmentation, 15
Frame Relay, 17
PVCs, clarifying in point-to-multipoint
networks, 136138
frames, 15
full SPF algorithm, 70
full state (neighbors), 120, 134
fully meshed topologies, 171
functionality
as network design goal, 165
of SPF, 68
of TCP, 15

G

gateway of last resort, 50
generating default routes, 318-321
get request commands, 450
GETRESPONSE command (SNMP), 452
Gigabit Ethernet, 17
golden rules of redistribution, 342-343
group pacing, 128-129

configuring, 130
group-membership-LSAs, 714

hardware provisioning, 186
Hello interval, manipulating, 124
hello packets, 122
displaying information, 597
Hellolnterval field (Hello packets), 126
Hello protocol, 123124
initialization, 139, 143—148
operational variations, 124
packet format, 125-126
Hello timer, effect on convergence, 261-262
help menu (I0S), invoking, 550
hidden commands
debug ip ospf monitor, 599-600
show ip ospf delete, 572-575
show ip ospf events, 575-578
show ip ospf maxage-list, 579
show ip ospf stat, 583-584
hierarchical IP address structure, 27
classful routing, 34
classless routing, 34
effect on summarization, 420-424
route summarization, 33-34
subnet masks, 29-31
subnetting, 28
CIDR, 32, 37-41
restrictions, 31
VLSM, 31-32, 35-37, 41-42
supporting summarization, 406
hierarchical routing, 58
adjacencies, 82
versus neighbors, 82-83
area design, 174-175
areas per ABR, calculating, 192
sizing, 191-192
backbone design, 173
bandwidth usage, 199
calculating neighbors per router, 194-195
design techniques, 71
example, 177-179
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LSDB, 197-199 rules, 409-410
neighbor relationships, 81-82 with DMZ, 424-425
displaying information, 99-101 VLSM with summarization, 428
network types init state (neighbors), 119, 133
broadcast, 80 initialization, 139, 143-148
NBMA, 80 Integrated IS-IS (Intermediate System-to-
point-to-multipoint, 80 Intermediate System), 54
point-to-point, 80 inter keyword, debug ip ospf spf command, 604-608
router types, 77 interaction of OSPF and BGP, 665-667
ABRs, 78 inter-area routing, 71-73, 105, 411
ASBRs, 78 summarization, 411
backbone routers, 79 traffic, controlling, 269-270
DRs, 83-85 inter-domain routing, BGP, 661
internal routers, 78 interior gateway protocols. See IGPs
RIDs, 80 internal routers, 78
security, 199 internal routes, redistribution into BGP, 676— 679
selecting DR, 195 interoperability of VLSM with routing protocols,
stub areas, 175, 177 429-430
host addresses, 21 intra keyword, debug ip ospf spf command, 608-614

intra-area routing, 71-72, 105, 411

ip access-list command, log keyword, 544
I IP addressing, 21
allocation, 184

IBGP, 664

) oo ) ) ) assignment and redistribution, 406
identifying state of neighbor relationships, 138

Class A addresses, 22
Class B addresses, 22
Class C addresses, 23
Class D addresses, 23
Class E addresses, 23
classful routing, 34

IETF (Internet Engineering Task Force)
development of SNMP, 447
OSPF-related RFCs, 707-722

ignoring MOSPF LSAs, 132

IGPs (interior gateway protocols), 51, 656
IBGP, 664
role in networks, 656-659
synchronization with BGP, 668—669

negative impact of, 669-671
versus EGPs, 658

implementing
MPLS in OSPF networks, 696-697, 700-701
on-demand circuits, 324

classless routing, 34
dotted decimal notation, 21
reserved addresses, 24
role of, 27
route summarization, CIDR, 33-34
subnet masks, 29-31
subnet quantities for classes, 24-26
subnetting, 21, 28

CIDR, 32, 3741

restrictions, 31

VLSM, 31-32, 35-37, 41-42

summarization
caveats, 409
reasons for, 408
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ip classless command, 39 synchronization, 116, 119-120

ip ospf cost command, 259 verifying operation, 570-572

ip ospf hello-interval command, 124 viewing, §9-93

ip ospf name-lookup command, 541 link-state routing protocols, 52

ip ospf priority command, 82, 88 distributed maps, 52

ip ospf transmit-delay command, 133 IS-IS, 54

IP packets, data encryption, 478-479 link-state database, 67

IP prefixes, 38 LSAs, 88,90

IP routing versus MPLS, 686 records, 52

ISDN (Integrated Systems Digital Network), 18 viewing, 89-93

isolating problems with debug commands, 587 SPF, 63

“It Depends Rule,” 54 example, 65-66
full versus partial SPF algorithm, 70
functionality, 68

K- L verifying operation of, 70

link-state updates, flooding, 127-128
keepalive messages (BGP), 663 load balancing, 315

requirements for, 170
labels (MPLS)

) load sharing as routing protocol selection criteria, 61
forwarding, 689

loading state (neighbors), 119, 134

lookup procedure, 695 log keyword (ip access-list command), 544

placement of, 692

structure of MPLS, 691-692
LANs, 16-17
layers of OSI reference model, 7-9

log-adjacency-changes command, 549

logging, SYSLOG, 543-546
neighbor state changes, 548-549

] ; severity levels, 544

control information, 13 imestamping entries, 546

to internal buffer, 546-547

to SYSLOG server, 547

logical hierarchies, 58

lower layers, 10-12

upper layers, 9
LDPs (label distribution protocols), 696
leased lines, 18
LER (Label Edge Router), 690-691
LIB (Label Information Base), 690
link state acknowledgment packets, 122

longest match rule, 27

longest prefix match rule, 407

loopback addresses, 81

loopback interfaces
configuring, 96, 264-266
redistributing, 376, 378-380

lower layers of OSI reference model, 10-12

LSAs, 88-90, 103
ASBR summary LSAs, 108
autonomous system external LSAs, 109

link state request packets, 122
link state update packets, 122
links, 103
link-state database, 52, 67
characteristics, 115
DD packets, 120
flooding, 127-128
initialization, 143—-148
LSAs, 88-90

example, 113-116
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external, displaying information, 564-566
flood prevention, 131
group pacing, 128-129
configuring, 130
group-membership, 714
links, 103
MOSPF, ignoring, 132
network, displaying information, 566—568
network LSAs, 105
NSSA LSAs, 110
Opaque, 721-722
Opaque LSAs, 112
packet pacing, 131
retransmissions, altering, 132
router, displaying information, 568-570
router LSAs, 104-105
summary information, displaying, 563-564
summary LSAs, 107
transmission delay, altering, 133
Type 7, filtering, 306
viewing, 89-93
LSDB
characteristics, 197
router CPU requirements, 199
router memory requirements, 197-198
shortest path algorithm, 255-256
convergence, 261-263
cost metric, 256-260
DR configuration, 266

loopback interface configuration, 264-266

RID configuration, 264
LSInfinity metric, 711
LSPs (label switch paths), 690
LSRs (label switch routers), 689 —690, 696

M

MAC addresses, 11

manageability as network design goal, 166
managed devices (SNMP), 452

managing OSPF networks, 189

manipulating Hello interval, 124
MD5 neighbor router authentication, 483
configuring, 483488
configuring on virtual link, 489-491
messages, BGP, 663
methodology of troubleshooting, 533535
analyzing results, 539
creating an action plan, 539
defining the problem, 537
eliminating possible problems, 538
gathering facts, 537-538
implementing action plan, 539
preparing for network failure, 534-535
reiterate the process, 540
metrics, 49
administrative distance, 341-342
altering, 313-314
as routing protocol selection criteria, 61-62
assigning to redistributed protocols, 354-358
cost, 256-260
altering to control redistribution, 396
for external routes, 267
LSInfinity, 711
MIBs, 453
Cisco MIBs, 459-461
data elements, 453
OIDs, 453
OSPF-related, 462
proprietary, 450
RFC 1252, 711
RFC 1850, 719
monitoring OSPF operation, 541
logging neighbor changes, 548-549
system logging, 543-547
Moore's law, 5
Moore, Gordon, 5
MOSPF
LSAs, ignoring, 132
RFC 1584, 713
RFC 1585, 714
MPLS (MultiProtocol Label Switching)
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benefits of, 686
configuring in OSPF networks, 696-697,
700-701
development of, 684—686
label forwarding, 689
label lookup procedure, 695
label placement, 692
label structure, 691-692
LSRs, 696
overview, 689
router functions, 690
terminology, 690-691
traffic engineering, 693—-694
verifying operation, 701-703
versus ATM switching, 687
versus IP routing, 686
multivendor environments as routing protocol
seletion criteria, 63
mutual redistribution, 360. See also route tagging
between EIGRP and OSPF, 384-385
between RIP and OSPF, 375-376, 392

N

naming areas, 204
naming schemes, 186
NBMA networks, 80
OSPF over Frame Relay, 715
necessity of OSI reference model, 6
Neighbor field (Hello packets), 126
neighbor relationships, 81-82. See also adjacencies
2-way state, 119
troubleshooting, 156—157
attempt state, 118
displaying information, 99-101
down state, 118
exchange state, 119
exstart state, 119
flooding process, 127-128
full state, 120
Hello process, 123-124

Hello protocol
operational variations, 124
packet format, 125-126
init state, 119
troubleshooting, 150-156
loading state, 119
states of, 133—134
identifying, 138
troubleshooting, 149—-150
neighbor router authentication, 480
benefits of, 480
configuring, 483-488
configuring on virtual links, 489—491
deploying, 481
MDs5, 483
plaintext, 482
neighbors
BGP, 662
state changes, logging, 548-549
network addresses, 21
network command, 272
network design, 164
addressing, 180
bit splitting, 184
discontiguous subnets, 185-186
naming schemes, 186
public versus private, 180-181
summarization, 181-182
VLSM, 185
areas, 200
backbone design, 206-207
configuring, 285-288
naming, 204
NSSAs design, 212-214
standard design, 205
stub area design, 207-211
TSA design, 212
tunable parameters, 202-204
broadcast network configuration, 277



network design

goals of
adaptability, 166
cost effectiveness, 166
functionality, 165
manageability, 166
scalability, 165-166
hardware provisioning, 186
neighbor command, 230-231
network management, 189
nonbroadcast network configuration, 278
nonbroadcast point-to-multipoint
configuration, 231-232
NSSAs, configuring, 297-309
point-to-multipoint network configuration,
279-282
point-to-point network configuration, 283-284
protocol deployment, 187-188
requirements, analyzing, 168-171
scalability, 189-190
selecting network type, 276-277
stub areas, configuring, 289-293
topologies
fully meshed, 171
hierarchical, 171-179, 190-199
TSAs, configuring, 294-295
virtual links, 215
connecting to area 0, 216-217
example configuration, 217-222, 229-230
partitioned area 0, 215

network elements, 452
network layer protocols, 11

IP, 16

network LSAs, 105

displaying information, 566-568

network management, 442

SNMP
access lists, 462
agents, 452
Cisco MIBs, 459, 461
community strings, 462, 477-478

components of, 447— 449
development of, 447
get request command, 450
managed devices, 452
MIBs, 453
NMSs, 451
system request events, 456, 459
versions of, 450

tools
Cisco ConfigMaker, 446
CiscoView, 444-445
CiscoWorks, 445

Network Mask field (Hello packets), 126
network security, 466

assessing need for, 467

Cisco IOS password encryption, 474

data encryption, 478-479

golden rules
controlling your secrets, 470
know your weaknesses, 472
limiting scope of access, 472
limiting your trust, 472
physical security, 473
remembering human factors, 471

user passwords, 475
backup configuration files, 476
enable secret passwords, 475

networking

[P addressing, 21
CIDR, 32, 3741
Class A addresses, 22
Class B addresses, 22
Class C addresses, 23
Class D addresses, 23
Class E addresses, 23
classful routing, 34
classless routing, 34
dotted decimal notation, 21
reserved addresses, 24
role of, 27
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route summarization, 33-34
subnet masks, 29-31
subnet quantities for classes, 24-26
subnets, 21
subnetting, 28, 31
VLSM, 31-32, 35-37, 41-42
LANS, 16-17
OSI reference model, 6
control information, 13
layers of, 7-9
lower layers, 10-12
need for, 6
upper layers, 9
WAN:Ss, 17-20
nework security golden rules, 467
conducting cost-benefit analysis, 469
documenting security plan, 468-469
identifying your assumptions, 470
know your enemy, 469
next-hop addresses
longest prefix match rule, 407
reachability, 671-673
next-hop-self command, 673
NMF (Network Management Framework),
SNMP, 447
NMSs (network management systems), 451
nonbroadcast networks, configuring, 278-279
nonbroadcast point-to-multipoint interface
configuration, 231-232
normal OSPF areas
configuring, 285-288
NSSAs, configuring, 297-309
stub areas, configuring, 289-293
summarization, configuring, 309-313
TSAs, configuring, 294-295
NSSA LSAs, 110

NSSA-external routes, redistribution into BGP, 679

NSSAs
configuring, 297-309
designing, 212-214

RFC 1587, 716-717
Type 7 LSA filtering, 306
null authentication on virtual links, 492

O

obtaining external routing information, 73
OIDs (object identifiers), 453
on-demand circuits, 322-324
configuring, 324-328
implementing, 324
Opaque LSAs, 721-722
Opaque LSAs, 112
operation of OSPF
monitoring, 541
system logging, 543-546
logging neighbor changes, 548-549
logging to internal buffer, 546547
logging to SYSLOG server, 547
severity levels, 544
timestamping entries, 546
operational characteristics of OSPF, 69
OSI (open system interconnection) reference
model, 6
layers of, 7-9
control information, 13
lower layers, 10-12
need for, 6
relationship to TCP/IP protocol suite, 14
upper layers, 9

P

Packet length field (Hello packets), 125
packet pacing, 131
displaying queued LSAs, 579
packets, 15
DD, 120, 122
displaying detailed information, 600-601
encapsulation, 13
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forwarding, 49
hello, 122
format, 125-126
initialization process, 139, 143—-148
link state acknowledgment, 122
link-state requests, 122
link-state updates, 122
flooding, 127-128
LSAs, 103
ASBR summary LSAs, 108
autonomous system external LSAs, 109
example, 113-116
group pacing, 128-130
group-membership, 714
network LSAs, 105
NSSA LSAs, 110
Opaque, 721-722
Opaque LSAs, 112
packet pacing, 131
router LSAs, 104-105
summary LSAs, 107
partial SPF algorithm, 70
passive interfaces, 321-322
path vector, 663
payload, 13
peer routers, 662
penultimate hops, 697
physical media support as routing protocol selection
criteria, 62
pinging networks reachable via summary
entries, 418
placement
of static routes, 50
of MPLS labels, 692
plaintext neighbor router authentication, 482
point-to-multipoint networks, 80
clarifying PVCs, 136-138
point-to-point networks, 80
policy-based routing, 663

preparing for network failure, 534-535

prepending, 664

presentation layer, 10

preventing
LSA flooding, 131
routing loops, 364

with route maps, 385-388
with route tagging, 388-390

routing loops with BGP, 663

private addressing, 180-181

private addressing schemes, summarizing, 424
with DMZ, 424-425

proactive network management, 443

problem-solving process
analyzing results, 539
creating an action plan, 539
defining the problem, 537
eliminating possible problems, 538
gathering facts, 537-538
implementing action plan, 539
reiterate the process, 540

processors, Moore’s Law, 5

proprietary MIBs, 450

protocols, 14

proven technologies as routing protocol seletion

criteria, 63

provisioning hardware, 186

proxy agents, 452

Proxy-PAR, RFC 2844, 722

public addressing, 180-181

PVCs (permanent virtual circuits)
clarifying in a point-to-multipoint network,

136-138

R

reachability, BGP recursive lookup, 671-673
reactive network management, 443
reasons for implementing summarization, 408



RIP (Routing Information Protocol) 741

recursive routing, 671-673
redistribute command, 343-344, 354
redistribution, 360, 405
administrative distances, 341-342
between EIGRP and OSPF, 380-383
between RIP and OSPF, 366-374
route tagging, 390-391
configuring, 343-344
on connected routes, 376-380
controlling, 396-397
with route filtering, 398
default routes, 347
configuring, 348-353
distribute lists, 398403
applying, 361-363
external routes, 347
into BGP, 673-676
external routes, 677-679
internal routes, 676-677
NSSA-external routes, 679
loops, avoiding, 364
metrics, assigning, 354-358
mutual redistribution, 360
between EIGRP and OSPF, 384-385
between RIP and OSPF, 392
redistribution between RIP and OSPF,
375-376
reasons for, 340
route maps, 344, 365
preventing routing loops, 385-388
route tagging, 393-395
preventing routing loops, 388-390
rules, 342-343
summary addresses, displaying
information, 585
versus summarization, 339
redistribution command, 78, 345-346
reference-bandwidth command, 259
requirements of network design, defining, 169-171
reserved IP addresses, 24
resetting OSPF processes, 586

restricting access to network equipment, 493-500
restrictions

for subnetting, 31
of stub area use, 75

RFCs

OSPF-related, 707-722
RFC 1131, 709
RFEC 1245, 709
RFC 1246, 710-711
RFC 1247, 711
RFC 1248, 711
RFC 1252, 711
RFC 1253,712
RFC 1364, 712
RFC 1370, 712
RFC 1371, 713
RFC 1403, 713
RFC 1583, 713
RFC 1584, 713
RFC 1585, 714
RFC 1586, 715
RFC 1587, 716-717
RFEC 1745, 718
RFEC 1765, 718
RFC 1793, 718-719
RFC 1850, 719
RFC 2178, 719
RFC 2328, 719-721
RFC 2370, 721-722
RFC 2676, 722
RFC 2740, 722
RFC 2844, 722
website, 48

RIDs (router IDs), 80

configuring, 264
establishing neighbor relationships, 81-82

RIP (Routing Information Protocol)

converting clouds to OSPF areas, 372
redistribution into OSPF, 366-374
mutual redistribution, 392
route tagging, 390-391
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RIPE (Réseaux IP Européens), 21, 71
RIPv1, characteristics, 56
role of IP addresses, 27
route aggregation, 42
route maps, 365
configuring, 344
preventing routing loops, 385-388
route oscillation, 363
route summarization, 33-34
route tagging, 393-395
preventing routing loops, 388-390

redistribution between RIP and OSPF, 390-391

route types, external, 267-269
routed protocols, 49
Router ID field (Hello packets), 126
router LSAs, 104-105
displaying information, 568-570
router priority, 88
RouterDeadlInterval field (Hello packets), 126
routers
adding to networks, 85-88
deploying, case study, 518-529
DRs 83-84
configuring, 266
selection process, 84—85
gateway of last resort, 50
MPLS, 690
neighbor relationships, Hello process, 123—-126
routing loops, preventing, 364
on summarized routes, 419
with BGP, 663
with route maps, 385-388
with route tagging, 388-390
routing protocols, 48
distance vector, 55
RIPv1, 56
dynamic, 49
EGPs, 656
role in networks, 656-659

IGPs, 656
role in networks, 656-659
interoperability with VLSM, 429430
link-state, 52
distributed maps, 52
Integrated IS-IS, 54
link-state database, 67
SPF, 63-70
metrics, 49
selecting, 57
business considerations, 62—63
operational considerations, 57-59
technical considerations, 60-62
routing tables
convergence, 51
recursive lookup, 671-673
summarization, 408
caveats, 409
configurations, 411
rules, 409-410
troubleshooting, 410
routing types
external, 73
inter-area, 72-73
intra-area, 72
routing updates as routing protocol selection
criteria, 61
Rtr Pri field (Hello packets), 126
rules
of redistribution, 342-343
of summarization, 409-410

S

scalability, 189-190

as network design goal, 165-166

as routing protocol selection criteria, 62
Secure IOS template case study, 506-517
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security, 466

access lists
applying to interfaces, 504
configuring, 501-502
creating, 503
assessing need for, 467
authentication, 479
on virtual links, troubleshooting, 492
user authentication, 504-505
Cisco I0S password encryption, 474
data encryption, 478479
golden rules, 467
controlling your secrets, 470
cost-benefit analysis, 469
documenting security plan, 468-469
identifying your assumptions, 470
know your enemy, 469
know your weaknesses, 472
limiting scope of access, 472
limiting your trust, 472
physical security, 473
remembering human factors, 471
neighbor router authentication
benefits of, 480
configuring, 483—-491
deploying, 481
MDs5, 483
plaintext, 482
null authentication, configuring, 492

restricting access to network devices, 493-500

SNMP community strings, configuring,
477478
user passwords, 475
backup configuration files, 476
enable secret passwords, 475

segments, 15
selecting

DRs, 84-85, 195

OSPF network type, 276-277
broadcast, 277
nonbroadcast, 278

point-to-multipoint, 279-282
point-to-point, 283-284
routing protocols, 57
business considerations, 62—63
operational considerations, 57-59
technical considerations, 60-62
session layer, 10
SETREQUEST command, 451
severity levels of logging messages, 544
SGMP (Simple Gateway Monitoring Protocol), 447
shortest-path tree, building, 93-95
show frame-relay map command, 137
show ip ospf border-routers command, 555-556
show ip ospf command, 97, 550-553
show ip ospf database asbr-summary command,
560-562
show ip ospf database command, 100, 556-560
show ip ospf database database-summary command,
563-564
show ip ospf database external command, 564-566
show ip ospf database network command, 566568
show ip ospf database router command, 568-570
show ip ospf database summary command, 570-572
show ip ospf delete command, 572-575
show ip ospf events command, 575-578
show ip ospf flood-list command, 579
show ip ospf interface command, 553-555
show ip ospf maxage-list command, 579
show ip ospf neighbor command, 98, 138, 580-581
show ip ospf neighbor detail, 99
show ip ospf neighbor detail command, 99, 582
show ip ospf stat command, 583-584
show ip ospf summary-address command, 585
show ip ospf virtual-links command, 583
show ip route command, 416
show logging command, 544-545
show memory command, 547
show mpls forwarding-table command, 702
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SNMP (Simple Network Management Protocol)
access lists, 462
agents, 452
community strings, 462
configuring, 477478
components of, 447-449
development of, 447
get request command, 450
managed devices, 452
MIBs, 453
Cisco MIBs, 459, 461
OIDs, 453
OSPF-related, 462
RFC 1252, 711
RFC 1850, 719
NMSs, 451
system request events, 456, 459
versions of, 450
software, NMSs, 451
SONET, 18
SPF (shortest path first) algorithms, 52, 255-256
candidate database, 93
convergence, 261
altering with dead timer, 262
altering with Hello timer, 261
altering with SPF timer, 262-263
cost metric, 256260
Dijkstra, Edsger W., 65
DR, configuring, 266
example, 65-66
full versus partial SPF algorithm, 70
functionality, 68
loopback interfaces, configuring, 264-266
RID, configuring, 264
shortest-path tree, building, 93-95
verifying operation, 70
SPF timer, effect on convergence, 262-263
standard area design, 205
standards as routing protocol seletion criteria, 63
states of link-state database synchronization, 118

states of neighbor relationships, 133—-134
static route injection, 665
static routing, 50, 655
Stevens, Richard, 15
structure of MPLS labels, 691-692
stub area
stub areas, 75
characteristics, 75
configuring, 208-211, 289-293
designing, 207-211
hierarchical network design, 175-177
restrictions, 75
totally stubby areas, 76
stub networks, 50
subnet masks, 29-31
subnetting, 11, 21, 28
CIDR
design guidelines, 37
manual IP prefix computation, 40—41
network validation, 37-38
translation table, 3940
quantities for network classes, 24-26
restrictions, 31
VLSM, 31-32, 35-36, 41-42
design guidelines, 36-37
interoperability with routing protocols,
429-430
summarized routes, 420-424
summarizing routes, 426-428
suboptimal routing and summarization, 409
summarization, 73, 181-182. See also redistribution
and IP address assignment, 406
area configuration, 309-313
route design considerations, 411-413
benefits of, 408
caveats, 409
configuring, 411
effects on routing tables, 418419
external routes, configuring, 414-418
hierarchical addressing schemes, 406
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implementing, rules, 409-410
inter-area routes, 411
longest prefix match rule, 407
routing loops, preventing, 419
subnetting, 420—424
troubleshooting, 410
with private addressing schemes, 424
with VLSM, 426
caveats, 426-428
implementing, 428
summary LSAs, 107

summary-address command, configuring external

route summarization, 416417
supernetting, 33 38

suppressing syslog message transmission, 132

symptoms of internetwork failure, 535
synchronization
BGP, 668-671
flooding process, 127-128
of link-state database, 116, 119-120
syntax
redistribute command, 344
redistribution command, 345-346
system logging
configuring, 543-546
data and time stamping, 546
logging neighbor changes, 548-549
logging to internal buffer, 546-547
logging to SYSLOG server, 547
performing, 543-546
severity levels, 544
timestamping entries, 546
system request events (SNMP), 456, 459

T

tag swapping, verifying operation, 701-703
tagging routes, 393-395

TCP/IP protocol suite, 14
development of, 14
IP, 16
OSI compliance, 14
segments, 15
TCP, 15
upper layers, 15
timers, effect on convergence
dead timer, 262
Hello, 261
SPF timers, 262-263
timestamping
debug command output, 589
SYSLOG entries, 546
Token Ring, 17
topological database, 90
topologies, 171
convergence, 51, 67, 261
altering with dead timer, 262
altering with Hello timer, 261
altering with SPF timer, 262-263

as routing protocol selection criteria, 60

fully meshed, 171

hierarchical, 171-173, 190
area design, 174-175
area sizing, 191-192
backbone design, 173
bandwidth usage, 199
calculating areas per ABR, 192

calculating neighbors per router, 194-195

example, 177-179
LSDB, 197-199
security, 199
selecting DR, 195
stub area design, 175-177
LANSs, 16-17
link-state database, 67
WAN:Ss, 17-20

topology database information, displaying, 556-560

totally stubby areas, 76
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traffic, load balancing, 315
traffic engineering, 684
MPLS, 689, 693-694
label forwarding, 689
label lookup procedure, 695
router funtions, 690
terminology, 690-691
traffic-filtering, 501
transparent network communication, 21
transport layer protocols 10
TCP, 15
TRAP command (SNMP), 452
troubleshooting. See also troubleshooting
commands
adjacencies, 136-138
BGP, case study, 680-683
methodology, 533-535
analyzing results, 539
creating an action plan, 539
defining the problem, 537
eliminating possible problems, 538
gathering facts, 537-538
implementing action plan, 539

preparing for network failure, 534-535

reiterate the process, 540
neighbor relationships, 149-150

neighbor stuck in 2-way state, 156—157
neighbor stuck in exchange state, 151-156
neighbor stuck in exstart state, 151-156
neighbor stuck in init state, 150-151
summarization, 410
virtual links, authentication, 492

troubleshooting commands

clear ip ospf, 585

clear ip ospf counters, 585-586

clear ip ospf process, 586

clear ip ospf redistribution, 587

show ip ospf, 550-553

show ip ospf border-routers, 555-556
show ip ospf database, 556-560

show ip ospf database asbr-summary, 560-562

show ip ospf database external, 564-566
show ip ospf database network, 566568
show ip ospf database router, 568—570
show ip ospf database summary, 570-572
show ip ospf delete, 572-575
show ip ospf events, 575-578
show ip ospf flood-list, 579
show ip ospf interface, 553-555
show ip ospf maxage-list, 579
show ip ospf neighbor, 580-581
show ip ospf neighbor detail, 582
show ip ospf stat, 583-584
show ip ospf summary-address, 585
show ip ospf virtual-links, 583

TSAs
configuring, 294-295
designing, 212

tuning OSPF
administrative distance, 313-314
default routes, 318-321
ECMP, 315-318
load balancing, 315
passive interfaces, 321-322

two-way communication, exchange process,

126-127

Type 1 LSAs, 104

Type 1 routes, 267

Type 2 LSAs, 105

Type 2 routes, 267

Type 3 LSAs, 107

Type 4 LSAs, 108

Type 5 LSAs, 109

Type 6 LSAs, 110

Type 7 LSAs, filtering, 306

Type 9 LSAs, 112

Type 10 LSAs, 113

Type 11 LSAs, 113

Type El1 routes, 347

Type E2 routes, 347

types of LSAs, 103



websites, RFCs 747

ASBR summary LSAs, 108
autonomous system external LSAs, 109
network LSAs, 105
NSSA LSAs, 110
opaque LSAs, 112
router LSAs, 104-105
summary LSAs, 107

types of OSPF routers, 77
ABRs, 78
ASBRs, 78
backbone routers, 79
internal routers, 78

U

unauthorized use notifications, setting up, 477
upper layers
of TCP/IP protocol suite, 15
of OSI reference model, 9
user authentication, 504-505
configuring, 504-505
user passwords
backup configuration files, 476
enable secret passwords, 475
security, 475

V-Z

verifying
link-state database operation, 570-572
MPLS operation, 701-703
OSPF operation, 97-99
summarization, 410
verifying SPF operation, 70
Version # field (Hello packets), 125
versions of SNMP, 450
viewing link-state database, 89-93
virtual links, 215
authentication, troubleshooting, 492
connecting to area 0, 216-217

MDS5 authentication, configuring, 489—491
null authentication, 492
parameters, displaying information, 583
partitioned area 0, 215
VLSM (variable-length subnet masking),
41-42, 185
as routing protocol selection criteria, 61
design guidelines, 36-37
effect on summarization, 420424
interoperability with routing protocols,
429430
need for, 31-36
restrictions, 31
route aggregation, 42
summarizing routes, 426—428

WANS, 17-20
WDM (wave division multiplexing), 19
websites, RFCs, 48



