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sequences, Fibre Channel frames, 40-43 attacks, 87-101

client nodes, 89-90
disabling, 90



storage devices, securing, automated
tools, 463
storage groups, 2
storage management consoles, 71, 101-102
Storage Network Audit Program (SNAP). See SNAP
(Storage Network Audit Program)
storage networks, 1
Storage Scanner, iSNS servers, port scanning, 285
storage security, case studies
Abhay Narayan Medical Center, 504-509
Ace Tomato Company, 510-515
PlayTronics, 496-502-504
storage switches, 71

storage tapes, Fibre Channel SANs, encryption, 365-367

StorScan, 169
iSNS servers
locating, 290
port scanning, 285-286
NAS devices, port scans, 169, 244-246
switch management, Fibre Channel SANs, 362-365
switch-to-switch authentication, Fibre Channel SANSs,
357-358
switched Fibre Channel, 33
switches
Cisco MDS 9000 switches, configuring, 475-494
Fibre Channel switches
cut-through switching, 139
E-port replication, 134-139
management attacks, 140-144
security risks, 105
switch enumeration, 132-134
zone hopping, 108-112
zoning, 106-108, 110-111, 113-115
LUN (Logical Unit Number) masking, 95-96

T

tapes, NAS devices, security, 397-398

Target Attributes tab (Emulex HBA), 74

targets, versions, enumeration, 168

TCP/IP traces, NAS (Network Attached Storage), 157

Telnet, NAS devices, managing, 228-229

TGS (Ticket Granting Server), 211

third-party software, LUN (Logical Unit Number)
masking, 95-96

9
Unix permissions, 257-258
Urgent Action Standard 1200—Cyber Security, 445
usernames
iSCS], capturing, 311-313
NAS devices, enumeration, 171-175

\'

Veritas SANPoint, 71

versions, NAS devices, enumeration, 168
vFilers, NAS devices, segmenting, 396-397
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Vindstrom, Arne, 179, 225
virtual architecture, NAS (Network Attached
Storage), 151
VSANSs (Virtual SANs), 353-355
Cisco MDS 9000 switches, configuration options,
482,484

w

winfo.exe, NAS devices, share enumeration, 179-182
winrelay
hostnames, spoofing, 225-226
IP addresses, spoofing, 225-226
WinTarget, iSCSI, 282-283
Wood, Rose Mary, 431
World Wide Name spoofing, 15
World Wide Names (WWNs). See WWNss (World Wide
Names)
WORM (Write Once Read Many) devices, 432
WWNs (World Wide Names)
authorization, 32
Fibre Channel SANs, 349
identification, 350-351
HBAs (Host Bus Adapters), 72-73
Emulex, 74
LUN masking, 86-88
spoofing, 72-84
WWN-based zoning, 72
node WWNS, 112
port WWNS, 112
membership attacks, 119-120

X-Z
Xircom, MACs (Machine Address Codes), 72
zone hopping, 16, 131
Fibre Channel switches, 108-112
performing, 115-124
zoning
Cisco MDS 9000 switches, configuring for, 485-486
Fibre Channel SANs, 106-108, 351
hard zoning, 110-111, 351-352
memberships, 111
port-based zoning, 352-353
soft zoning, 110-111, 113-115
VSANSs (Virtual SANs), 353-355
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