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Block)
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session hijacking, 15

Fibre Channel SANs, 43-51
ISN (Initial Sequence Number), 41

SHA-1 (Secure Hash Algorithm 1), 11
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shares

CIFS (Common Internet File System), 166
NAS devices, 177-182

Showmount, NAS devices, export enumeration, 247-249
Simple Network Management Protocol (SNMP), NAS

devices, monitoring, 395-396
Small Office/Home Office (SOHO), 4
SMB (Server Message Block), 156, 163

NAS devices
architectures, 164-165
authentication, 165
authorization, 166
communication, 165
encryption, 166
enumeration, 167-182
shares, 166

SMB Brute Forcer, CIFS shares, brute-forcing, 184-187
SMBproxy, 204
SmbShell, NAS devices, LM/NTLM hash 

presentations, 204-207
SNAP (Storage Network Audit Program)

iSCSI SANs, auditing, 461-462
NAS, auditing, 458-461
SANs, auditing, 452-458

Sneakers, 1
sniffing iSCSI, 291-292, 294-300
SNMP (Simple Network Management Protocol), NAS

devices, monitoring, 395-396
soft zone attacks, 124-128
soft zoning, 110-111

WWN-based membership, 113-115
SOHO (Small Office/Home Office), 4
spoofing

hostnames, winrelay, 225-226
IP addresses, winrelay, 225-226
MACs (Machine Address Codes), 79-84
WWNs (World Wide Names), 72-74, 76-84

standards
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NERC Standard 1200/1300, 444
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Networks)
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storage controllers, 71, 84
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Cisco MDS 9000 switches, configuring, 475-494
Fibre Channel switches

cut-through switching, 139
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management attacks, 140-144
security risks, 105
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zoning, 106-108, 110-111, 113-115

LUN (Logical Unit Number) masking, 95-96
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tapes, NAS devices, security, 397-398
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targets, versions, enumeration, 168
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U
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Urgent Action Standard 1200—Cyber Security, 445
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iSCSI, capturing, 311-313
NAS devices, enumeration, 171-175

V
Veritas SANPoint, 71
versions, NAS devices, enumeration, 168
vFilers, NAS devices, segmenting, 396-397
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Storage), 151
VSANs (Virtual SANs), 353-355
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winfo.exe, NAS devices, share enumeration, 179-182
winrelay

hostnames, spoofing, 225-226
IP addresses, spoofing, 225-226

WinTarget, iSCSI, 282-283
Wood, Rose Mary, 431
World Wide Name spoofing, 15
World Wide Names (WWNs). See WWNs (World Wide

Names)
WORM (Write Once Read Many) devices, 432
WWNs (World Wide Names)

authorization, 32
Fibre Channel SANs, 349

identification, 350-351
HBAs (Host Bus Adapters), 72-73

Emulex, 74
LUN masking, 86-88
spoofing, 72-84
WWN-based zoning, 72

node WWNs, 112
port WWNs, 112

membership attacks, 119-120
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Xircom, MACs (Machine Address Codes), 72
zone hopping, 16, 131

Fibre Channel switches, 108-112
performing, 115-124
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Cisco MDS 9000 switches, configuring for, 485-486
Fibre Channel SANs, 106-108, 351

hard zoning, 110-111, 351-352
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soft zoning, 110-111, 113-115
VSANs (Virtual SANs), 353-355
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