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Index

1260 virus, 371, 372. See also malicious 
logic.

4096 virus, 370. See also malicious logic.

A
a posteriori design

goals, 434–435
known violations of policy, 437–438
state-based auditing mechanism, 435–436
state-based logging mechanism, 435–436
transition-based auditing mechanism, 436
transition-based logging mechanism, 436
violations of known policy, 435–436

a posteriori verification, 13–14
A&A (Authorization and Authentication) 

database, 66
AAFID (Autonomous Agents for Intrusion 

Detection), 475–476
Abbreviations, ACLs, 238–240
Academic computers, security policy 

example, 54–58
Access control. See also confinement 

problem.
DAC (discretionary access control)

Bell-LaPadula model, 62
definition, 53–54
ORCON (originator controlled access 

control), 91–92
defense against malicious logic, 378–381
of file permissions, 600–601
IBAC (identity-based access control), 53–54
MAC (mandatory access control)

Bell-LaPadula model, 62
definition, 53–54
ORCON (originator controlled access 

control), 91–92
ORCON (originator controlled access 

control), 54

types of, 53–54
user security

carrier drop, 561
login, 558–560
logoff, 560–562
passwords, 556–559
starting a session, 558–560
stopping a session, 560–562
trusted hosts, 560

Access control data, storing, 587–590
Access control lists (ACLs). See ACLs 

(access control lists).
Access control matrix model

definition, 27–28
objects, 28–29
overview, 28–30
own right, 29
subjects, 28

Access control mechanisms
See also ciphers
See also cryptography
See also encryption
ACLs (access control lists)

abbreviations, 238–240
versus capabilities, 251–252
conflicts, 242–243
creation, 240–243
default permissions, 243
definition, 238
example, Windows NT, 244–245
groups, 242
maintenance, 240–243
modify rights, 241
overview, 237–238
privileged users, 242
revocation of rights, 243–244
user classes, 238–240
wildcards, 242
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Access control mechanisms continued
capabilities

versus ACLs, 251–252
amplifying, 248–249
copy flags, 248
copying, 248–249
global object tables, 250
implementation, 247–248
limits of, 250–252
overview, 246–247
revocation of rights, 249–250
tagged architecture, 247

capability lists, 246
gates, 255–256
keys, 252–254
locks, 252–254
PACLs (Propagated Access Control 

Lists), 257–258
protection rings, 255–256
ring-based access control, 255–256
rings, 255–256
type checking, 253–254

Access control records, program security, 
595–596

Access Principles 1-4, 89
Access rights. See access control matrix 

model.
Access rights validation error class, 417, 419
Access to objects, principles of design, 

203–204
Access to system entities, principles of 

design, 203–204
ACLs (access control lists)

abbreviations, 238–240
versus capabilities, 251–252
conflicts, 242–243
creation, 240–243
default permissions, 243
definition, 238
example, Windows NT, 244–245
groups, 242
maintenance, 240–243
modify rights, 241
overview, 237–238
privileged users, 242

revocation of rights, 243–244
user classes, 238–240
wildcards, 242

Active wiretapping, 5
Adaptive directors, 469
Adaptive model, IDS, 459
Adleman, Len, 366–367
Administrative assurance, 316
Advanced Encryption Standard (AES), 112
AES (Advanced Encryption Standard), 112
Agent, IDS (intrusion detection systems), 

465–468
Aggregation Principle, 90
Aging passwords, 184–186
AH (authentication header) protocol, 165–166
Amplifying capabilities, 248–249
Analyzer, auditing system, 426–427
Analyzing

intrusions. See intrusion detection.
system events. See auditing.
vulnerability. See vulnerability analysis.

Anomaly model, IDS, 459–461
Anonymity on the Web, 226–232
Anonymizers, 226
Anonymizing sanitizers, 431–433
Anonymous certificates, 219
Aslam's model

access rights validation error class, 417, 
419

boundary condition error, 419
environment fault, 419
fingerd buffer overflow flaw, 419
flaw classes, 415
object installed with incorrect 

permissions class, 417
overview, 414
race conditions class, 417
xterm log file flaw, 417–418

Assignment statements, 266
Assumptions, security policies and 

mechanisms, 9–10
Assurance

administrative assurance, 316
built in versus added on, 324–328
definition, 310
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design assurance, 315–316
implementation assurance, 316
mechanisms for policy enforcement, 325
need for, 311–313
networks, 506
operational assurance, 316
policy assurance, 314–315
reference monitor, 325
requirements, definition, 313
requirements, role of, 313–314
RVM (reference validation mechanism), 

325
secure and trusted systems

assembly from reusable components, 
324

conception stage, 317–318
deployment, 319
exploratory programming, 323
extreme programming, 324
fielded product life, 319
fielding the system, 322
formal transformation, 323–324
implementation, 321–322
integration, 322
life cycle, 316–320
maintenance, 322
manufacturing stage, 318–319
operations, 322
program design, 321
proof of concept, 318
prototyping, 323
requirements definition and analysis, 

320–321
requirements specification, 320–321
software design, 321
software development models, 

323–324.  See also life cycle of 
systems; waterfall life cycle model.

system design, 321
system testing, 322
unit testing, 321–322
waterfall life cycle model, 320–323

security kernel, 325
security objectives, 313

security policies, 313–314
security policies and mechanisms

overview, 10–11
a posteriori verification, 13–14
system design, 11–12
system implementation, 12–14
system specification, 11–12
testing, 13–14

security requirements, 313
TCB (trusted computing base), 325
throughout the life cycle, 314–316
and trust, 309–316
trusted systems, 311

Assurance requirements, CC (Common 
Criteria), 351

Asynchronous validation, 417, 418
Attack tools, 456
Attackers, 4–6
Attacks. See also problems; threats.

cryptographic, 98.  See also 
cryptoanalysis; cryptography.

definition, 4
man-in-the-middle, 130
passwords

backoff techniques, 183–184
counter measures, 175–184
dictionary, 174, 182–183, 189–190
disabling techniques, 184
disconnection techniques, 183–184
exponential backoff techniques, 

183–184
guessing, 174–184
honeypots, 184
jailing techniques, 184
salting techniques, 182

Auditing. See also intrusion detection; 
penetration studies.

browsing log files, 448–450
definition, 424
detection

known violations of policy, 
437–438

state-based auditing mechanism, 
435–436
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Auditing continued
state-based logging mechanism, 

435–436
transition-based auditing mechanism, 

436
transition-based logging mechanism, 

436
violations of known policy, 435–436

examples
LAFS (logging and auditing file 

system), 445–447
NFS Version 2 protocol, 441–445, 447

integrity policies, 74
logging, 423

Auditing mechanisms
nonsecure systems, 440–441
secure systems, 438–440

Auditing system
analyzer, 426–427
components of, 424–427
designing

anonymizing sanitizers, 431–433
implementation considerations, 429
log sanitization, 431–433
logging, 433–434
overview, 428
pseudonymizing sanitizers, 431–433
syntactic issues, 429–430

goals, 434–435
logger, 424–426
notifier, 427
a posteriori design

goals, 434–435
known violations of policy, 437–438
state-based auditing mechanism, 

435–436
state-based logging mechanism, 

435–436
transition-based auditing mechanism, 

436
transition-based logging mechanism, 

436
violations of known policy, 435–436

Authentication. See also origin integrity; 
passwords.

biometrics
combining techniques, 192
eyes, 191
faces, 191–192
fingerprints, 190–191
keystrokes, 192
overview, 190
potential problems, 192
retinal images, 191
voices, 191

classical, 125–128
combining techniques, 193–195
definition, 171
GPS (Global Positioning System), 193
by location, 193
overview, 171–172
PAM (pluggable authentication modules), 

194–195
passwords

definition, 172
overview, 172–174

public key, 129–130
system security

development system, 535–537
Web server, DMZ, 535, 537

Authentication header (AH) protocol, 
165–166

Authorization and Authentication (A&A) 
database, 66

Autokey ciphers, 150–151
Autonomous agents, 475–476
Autonomous Agents for Intrusion Detection 

(AAFID), 475–476
Availability

blocking. See denial of service attacks.
description, 4
networks, 492, 507–510

B
B2 UNIX system, example, 66–70
Backoff techniques, 183–184
Bacteria, 374–375. See also malicious logic.
Bandwidth, covert channels, 295
Basic blocks, 269
Bell V22 Osprey crashes, 313
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Bell-LaPadula model
Chinese Wall model, 86–87
clinical information system policies, 

90–91
clinical information systems policies, 

90–91
confidentiality policy, 62–66
DAC (discretionary access control), 62
MAC (mandatory access control), 62

Biba model, integrity policies, 75–76
Binding

identities to cryptographic keys, 130
identities to subjects. See authentication.

Biometrics
combining techniques, 192
eyes, 191
faces, 191–192
fingerprints, 190–191
keystrokes, 192
overview, 190
potential problems, 192
retinal images, 191
voices, 191

Block ciphers, 151–153
Boot sector infectors virus, 367–368. See 

also malicious logic.
Boundary condition error, 419
Boundary controllers, 481
Bounds checking, 612–613
Brain virus, 367, 368. See also malicious 

logic.
Breach of security, 46
Burroughs System penetration study, 

398–399

C
CA (certificate authority), 133
Caesar cipher, 97–98, 99, 100
Capabilities

versus ACLs, 251–252
amplifying, 248–249
copy flags, 248
copying, 248–249
global object tables, 250
implementation, 247–248

limits of, 250–252
overview, 246–247
revocation of rights, 249–250
tagged architecture, 247

Capability lists, 246
Capability Maturity Levels, 358
Carrier drop, 561
Categories, Bell-LaPadula model, 63
CC (Common Criteria)

assurance requirements, 351
CCIMB (Common Criteria Interpretation 

Management Board), 355
CM (Configuration Management) class, 

351
Communication class, 349
Cryptographics Support class, 349
Development class, 351
evaluating products or systems, 346–348
evaluating protection profiles, 344–346
evaluation assurance levels, 351–353
evaluation process, 353–354
Formally Verified Design and Tested 

assurance level, 352
Functionally Tested assurance level, 351
future of, 354–356
Guidance Documentation class, 351
history of, 343–344
Identification and Authentication class, 

350
impacts, 354
Life Cycle class, 351
Maintenance of Assurance class, 351
Methodically Designed, Tested, and 

Reviewed assurance level, 352
Methodically Tested and Checked 

assurance level, 352
methodology, 344–348
PP (CC protection profile), 344
Privacy class, 350
Protection of Security class, 350
Protection Profile Evaluation class, 351
protection profiles, 355–356
requirements, 348
Resource Utilization class, 350
Security Audit class, 349
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CC (Common Criteria) continued
security functional requirements, 

349–350
Security Management class, 350
Security Target Evaluation class, 351
security targets, 355–356
Semiformally Designed and Tested 

assurance level, 352
Semiformally Verified Design and Tested 

assurance level, 352
ST (security target), 346–348
Structurally Tested assurance level, 352
Tests class, 351
TOE Access class, 350
Trusted Path class, 350
TSF (Toe Security Function), 344
TSP (Toe Security Policy), 344
User Data Protection class, 349
Vulnerabilities class, 351

CC protection profile (PP), 344
CCIMB (Common Criteria Interpretation 

Management Board), 355
CD (company dataset), 84
CDIs (constrained data items), 77–79
Certificate authority (CA), 133
Certificate signature chains, 131–135
Certificates

anonymous, 219
checking, 575–576
definition, 131
identity, 215–221
invalid, list of, 137
issuers, 133
persona, 219
revocation list, 137

Certification rules, 77–79
Challenger explosion, 312
Challenge-response passwords, 186–190
Change class, improper, 411, 418
Changes, improper, 604–609
Checksums, 116–119
Chinese Wall model

Bell-LaPadula model, 86–87
CD (company dataset), 84
Clark-Wilson model, 87–88

COI (conflict of interest), 84
objects, 84
overview, 83–86

Chosen plaintext attack, 98
Cipher block chaining, 152
Cipher feedback mode, 151
Ciphers. See also access control; 

cryptography; encryption.
autokey, 150–151
block, 151–153
Caesar, 97–98, 99, 100
cipher block chaining, 152
cipher feedback mode, 151
EDE (Encrypt-Decrypt-Encrypt), 153
exponentiation, 114–116
FEAL, 112
IDEA, 113
initialization vector, 152
LFSR (n-stage linear feedback shift 

register), 148–149
LOKI89, 113
misordered blocks, 146
multiple encryption, 152–153
NewDES, 112
NLFSR (n-stage nonlinear feedback shift 

register), 149–150
output feedback mode, 149–150
period of, 102
polyalphabetic, 102
potential problems, 145–147
precomputing possible messages, 145–146
product, 108
protocol examples

AH (authentication header) protocol, 
165–166

DEK (data encipherment key), 158–159
electronic mail, 156–160
ESP (encapsulating security payload) 

protocol, 166–167
interchange key, 158–159
IPsec, 161–167
MIC (message integrity check), 159
network-level security, 161–167
PEM (Privacy-enhanced Electronic 

Mail) protocol, 156–157
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PEM versus PGP, 160
security gateways, 161
SSA (security association), 162–164
transport adjacency, 164–165
transport mode, 161
tunnel mode, 161

REDOC II, 112
round keys, 108
rounds (iterations), 108
RSA, 114–116
self-healing property, 151
self-synchronous stream, 150–151
statistical regularities, 146–147
stream, 148–151
substitution, 100–107
synchronous stream, 148–150
tableau (table), 102
transposition, 99–100
Vigenère, 101–107

Ciphertext only attack, 98
Clark-Wilson model

Chinese Wall model, 87–88
clinical information systems policies, 

90–91
integrity policies

CDIs (constrained data items), 77–79
certification rules, 77–79
consistent state, 76
constraints, 77–79
enforcement rules, 77–79
IVPs (integrity verification 

procedures), 77–79
versus other models, 80–81
overview, 76–81
requirements, 79–80
TPs (transformation procedures), 

77–79
UDIs (unconstrained data items), 

77–79
valid state, 77–79
well-formed transactions, 76

Classes of flaws. See flaws, classes.
Classical authentication, 125–128
Classical cryptosystems

frequency of letters, 103

index of coincidence, 103–107
key length, 102
one-time pad

definition, 107
simulating, 149

period of the cipher, 102
polyalphabetic ciphers, 102
substitution ciphers, 100–107
tableau (table), 102
transposition ciphers, 99–100
Vigenère cipher, 101–107

Classical key exchange, 125–128
Classical signatures, 138
Clinical information systems policies

Access Principles 1-4, 89
Aggregation Principle, 90
Bell-LaPadula model, 90–91
Clark-Wilson model, 90–91
clinicians, 88
Confinement Principle, 90
Creation Principle, 89
Deletion Principle, 90
Enforcement Principle, 90
overview, 88–90
patients, 88
personal health information, 88
principles, 88–90

Clinicians, clinical information systems 
policies, 88

CM (Configuration Management) class, 351
CMV (Cryptographic Module Validation), 

evaluating cryptographic models, 
341–343

Cohen, Fred, 366–367
COI (conflict of interest), 84
Command access, 585–590
Commercial security policies, 50
Common Criteria (CC). See CC (Common 

Criteria).
Common Criteria Interpretation 

Management Board (CCIMB), 355
Communication class, 349
Company dataset (CD), 84
Compiler-based mechanisms

assignment statements, 266
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Compiler-based mechanisms continued
basic block, 269
compound statements, 267
concurrency, 274–276
conditional statements, 267–268
declarations, 264–266
exceptions, 272–273
GoTo statements, 269–272
immediate forward dominator, 271
infinite loops, 272–273
iterative statements, 268–269
loops, 268–269, 272–273
overview, 263–264
procedure calls, 272
program statements, 266–272
semaphores, 274–276
soundness, 276–277

Complete mediation principle, 203–204
Components of security. See availability; 

confidentiality; integrity.
Compound statements, 267
Computer-generated passwords, 177–178
Concealment. See confidentiality.
Conception stage, 317–318
Concurrency, 274–276
Conditional commands, state transition, 

33–34
Conditional statements, 267–268
Confidentiality, description, 2
Confidentiality policies

See also hybrid policies
See also integrity policies
See also security policies
Bell-LaPadula model, 62–66
categories, 63
current security level, 65
definition, 47, 51
examples

A&A (Authorization and 
Authentication) database, 66

Data General B2 UNIX system, 
66–70

implicit labels, 66–69
MAC labels, assigning, 66–69
MAC labels, using, 69–70

ranges, 69–70
upper/lower bounds, 69–70

goals of, 61
maximum security level, 65
security clearances, 62
trust, 50

Configuration Management (CM) class, 351
Confinement Principle, 90
Confinement problem. See also access 

control.
covert channels

bandwidth, 295
definition, 288–289
detection, 296–303
existence, 295
goals of, 298–299
mitigation, 303–305
noiseless, 295
properties of, 295
pumps, 304–305
storage channels, 294–295
timing channels, 294–295

definition, 288
hardware, simulating, 290–292
isolation, 290–294
overview, 287–290
rule of transitive confinement, 289
safe environments, 292–294
sandboxes, 292–294
software fault isolation, 293
total isolation, 288
virtual machine monitors, 290
virtual machines, 290–292

Conflict of interest (COI), 84
Conflicts, ACLs, 242–243
Connection IDs, network intrusion 

detection, 471–472
Consequences, development system, 

521–522
Consistency, networks, 492–493
Consistent state, 76
Constrained data items (CDIs), 77–79
Containment phase, intrusion detection, 

478–479
Continuously Improving maturity level, 358
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Controlled access protection class, 337
Cookies, identity, 225
Copy flags, 248
Copying, capabilities, 248–249
Copying files, 570–571
Corporate computer system penetration 

study, 399–400
Cost-benefit analysis, 14–15
Counterattacking intruders, 482–484
Covert channels

bandwidth, 295
definition, 288–289
detection, 296–303
existence, 295
goals of, 298–299
mitigation, 303–305
noiseless, 295
properties of, 295
pumps, 304–305
storage channels, 294–295
timing channels, 294–295

Crackers. See malicious logic.
Creation, ACLs, 240–243
Creation Principle, 89
Credibility ratings, 383. See also malicious 

logic.
Cross-certified CAs, 133
Cryptoanalysis

definition, 97
traffic analysis, 155–156

Cryptographic checksums, 116–119
Cryptographic keys. See keys, 

cryptographic.
Cryptographic models, evaluating, 341–343
Cryptographic Module Validation (CMV), 

evaluating cryptographic models, 
341–343

Cryptographics Support class, 349
Cryptography

See also access control
See also ciphers
See also encryption
AES (Advanced Encryption Standard), 

112
checksums, 116–119

chosen plaintext attack, 98
ciphertext only attack, 98
classical cryptosystems

frequency of letters, 103
index of coincidence, 103–107
key length, 102
one-time pad, definition, 107
one-time pad, simulating, 149
period of the cipher, 102
polyalphabetic ciphers, 102
substitution ciphers, 100–107
tableau (table), 102
transposition ciphers, 99–100
Vigenère cipher, 101–107

definition, 97
DES (Data Encryption Standard), 108–112
differential cryptoanalysis, 110
end-to-end encryption, 154–156
end-to-end protocol, 153–156
HMAC algorithm, 118–119
keyed checksums, 118
keyed hash function, 118–119
keyless checksums, 118
keys. See keys, cryptographic.
known plaintext only attack, 98
link encryption, 154–156
link protocol, 153–156
message digest, 116
networks, 153–156, 161–167
pigeonhole principle, 117
product ciphers, 108
public key, 113–116
Rijndael, 112
types of attacks, 98

Cryptosystems. See classical cryptosystems.
Current security level, Bell-LaPadula 

model, 65
Cypherpunk remailers, 227–229

D
DAC (discretionary access control)

Bell-LaPadula model, 62
definition, 53–54
ORCON (originator controlled access 

control), 91–92
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DAC (discretionary access control) continued
TCSEC (Trusted Computer System 

Evaluation Criteria), 335–336
Data classes, networks, 489
Data encipherment key (DEK), 158–159
Data Encryption Standard (DES), 108–112
Data General B2 UNIX system, security 

policy example, 66–70
Data integrity, 3
Data Mark Machine, 278–280
Data virus, 373. See also malicious logic.
Deallocation, improper

description, 411
program security, 611–612
xterm log file flaw, 416

Deception
active wiretapping, 5
definition, 4
delegation, 5
denial of receipt, 6
man-in-the-middle attack, 5
modification of information, 5
repudiation of origin, 6
spoofing, 5

Deception Toolkit, 479
Declarations, 264–266
Decoy servers, 479
DEK (data encipherment key), 158–159
Delay, 6
Delegation, 5
Deleting files, 565–566
Deletion, improper

description, 411
program security, 611–612

Deletion Principle, 90
Denial of receipt, 6
Denial of service attacks, 4, 6, 374–375
Dependence on secrecy, principles of 

design, 204–205
Deployment stage, 319
DES (Data Encryption Standard), 108–112
Design assurance, 315–316
Design principles. See principles of design.
Design process, program security

access control data, storing, 587–590

command access, 585–590
error handling, 596–597
framework, 584–585
functions, 594–597
high-level design, 584–585
interface, 586
internals, 586–587
matching routines, error handling, 596–597
reading routines, error handling, 596–597
refinement, 590–594
role access, 585–590
user interface, 584

Designing
auditing systems. See auditing system, 

designing.
program security. See program security, 

design process.
Detection

See also auditing
See also IDS (intrusion detection systems)
See also intrusion detection
covert channels, 296–303
security goal, 8

Detection mechanisms, 3
Development class, 351
Development system

authentication, 535–537
consequences, 521–522
description, 550
files, 545–548
networks, 526–529
policy, 519–523
processes, 541–543
system security policy, 519–523
users, 531–534

Devices, user security
monitors, 569
smart terminals, 567–568
window systems, 569
writable, 567

Devnet. See development system.
Dictionary attacks, 174, 182–183, 189–190
DIDS (Distributed Intrusion Detection 

System), 472–475
Differential cryptoanalysis, 110
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Digital signatures, 137–140
Director, IDS (intrusion detection systems), 

469
Disabling techniques, 184
Disclosure

definition, 4
passive wiretapping, 5
snooping, 5

Disconnection techniques, 183–184
Discretionary access control (DAC). See 

DAC (discretionary access control).
Discretionary protection class, 337
Disruption, 5
Distributed Intrusion Detection System 

(DIDS), 472–475
Distribution, program security, 627–629
DMZ

definition, 493
DNS server, 503
log server, 503–504
mail server, 500–501
network infrastructure, 496–500
servers, 500–504
Web server. See Web server, DMZ.

DNS (domain name service), 224
DNS server, 503
Domain name service (DNS), 224
Duff, Tom, 367
Dynamic identifiers, 222–224

E
Economy of mechanism principle, 202–203
EDE (Encrypt-Decrypt-Encrypt), 153
Electronic communication, user security

certificate checking, 575–576
electronic mail, 575
unexpected content, 576

Electronic mail
ciphers, 156–160
Cypherpunk remailers, 227–229
Mixmaster remailers, 229–230
privacy, 156–157
pseudo-anonymous remailers, 227–230
pseudonymous remailers, 227–230
security, 575

security policy example, 55–56
type 1 remailers, 227–229
type 2 remailers, 229–230

E-mail. See electronic mail.
Encapsulating security payload (ESP) 

protocol, 166–167
Encrypt-Decrypt-Encrypt (EDE), 153
Encrypted virus, 370–371. See also 

malicious logic.
Encryption. See also access control; ciphers; 

cryptography.
EDE (Encrypt-Decrypt-Encrypt), 153
end-to-end, 154–156
link, 154–156
multiple encryption ciphers, 152–153
user security, 571–572
viruses, 370–371.  See also malicious 

logic.
End-to-end encryption, 154–156
End-to-end protocol, 153–156
Enforcement Principle, 90
Enforcement rules, 77–79
Environment fault, 419
Eradication phase, intrusion detection, 

479–482
Error checking, 614
Error handling, 596–597
ESP (encapsulating security payload) 

protocol, 166–167
Euclidean Algorithm, 637–641
Evaluating systems. See also TCSEC.

assurance levels, 351–353
Capability Maturity Levels, 358
classes, 334, 337–338
commercial computer products. See 

TCSEC.
Continuously Improving maturity level, 

358
cryptographic models, 341–343
the decision to evaluate, 332–333
FIPS 140, 341–343
formal evaluation methodology, 332
goals of, 331–334
history of methodologies, 333–334
Performed Informally maturity level, 358
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Evaluating systems continued
process capability, 357
process maturity, 357
process performance, 357
products or systems, 346–348
protection profiles, 344–346
Quantitatively Controlled maturity level, 

358
SFUG (Security Features User's Guide), 

336
SSE-CMM (System Security 

Engineering Capability Maturity 
Model), 356–359

standards. See CC; ITSEC; TCSEC.
TFM (Trusted Facility Manual), 336
Well-Defined maturity level, 358

Examples
A&A (Authorization and Authentication) 

database, 66
ACLs on Windows NT, 244–245
auditing

LFS (logging and auditing file 
system), 445–447

NFS Version 2 protocol, 441–445, 447
Data General B2 UNIX system, 66–70
implicit labels, 66–69
information flow, 282–283
MAC labels, assigning, 66–69
MAC labels, using, 69–70
penetration studies

Burroughs System, 398–399
corporate computer system, 399–400
Michigan Terminal System, 396–398
UNIX system, 400–402
Windows NT system, 402–403

ranges, 69–70
security policies

academic computers, 54–58
electronic mail, 55–56
UC Davis, 54–58

SNSMG (Secure Network Server Mail 
Guard), 282–283

SPI (security pipeline interface), 282
upper/lower bounds, 69–70

Exceptions, 272–273

Executable infectors virus, 368–369. See 
also malicious logic.

Execution phase, viruses, 366. See also 
malicious logic.

Execution-based mechanisms
Fenton's Data Mark Machine, 278–280
overview, 277
variable classes, 280–281

Existence, covert channels, 295
Exploitable logic error, 409, 417
Exploratory programming, 323
Exponential backoff techniques, 183–184
Exponentiation ciphers, 114–116
Extended Euclidean Algorithm, 637–641
Extreme programming, 324
Eyes, authentication by, 191

F
Faces, authentication by, 191–192
Fail-safe defaults principle, 202
False information for intruders, 479
Father Christmas worm, 374. See also 

malicious logic.
Fault tolerance

defending against malicious logic, 
383–384

and intrusion detection, 475–476
FEAL cipher, 112
Feedback, security policies and 

mechanisms, 20–21
Fenton's Data Mark Machine, 278–280
Fielded product life, 319
Fielding the system, 322
File security

development system, 545–548
Web server, DMZ, 543–545, 547–548

Files
alteration, defending against, 382–383
identity, 212–213
improper content changes, 608
improper deletion, 611–612
targets of viruses, 366
user security

copying, 570–571
deleting, 565–566
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group access, 564–565
moving, 570–571
overview, 562–563
overwriting, 571
permissions on creation, 563–564

Filtering firewalls, 496
fingerd buffer overflow flaw, 418–419
Fingerprints, authentication by, 190–191
FIPS 140, 341–343
Firewalls

configuring, inner, 499–500
configuring, outer, 497–499
definition, 494
filtering, 496
goals, inner, 499–500
goals, outer, 497–499
intrusion detection, 480
overview, 494–496

Flaw Hypothesis Methodology, 393–396
Flaws

classes.  See also specific flaws.
Aslam's model, 415
NRL taxonomy, 412–414
PA (Protection Analysis), 410–412
RISOS (Research Into Secure 

Operating Systems), 408–409
elimination, 396
generalization, 395–396
samples

comparison and analysis, 415–420
description, 405–406
fingerd buffer overflow flaw, 418–419
xterm log file flaw, 416–418

testing, 395
Flooding networks, 507–510
Flow distance metric, 377–378. See also 

malicious logic.
Follow-up phase, intrusion detection, 

482–484
Formal transformation, 323–324
Formally Verified Design and Tested 

assurance level, 352
4096 virus, 370. See also malicious logic.
Framework, program security, 584–585

Frameworks, vulnerability analysis. See 
also vulnerability analysis.

Aslam's model
access rights validation error class, 

417, 419
boundary condition error, 419
environment fault, 419
fingerd buffer overflow flaw, 419
flaw classes, 415
object installed with incorrect 

permissions class, 417
overview, 414
race conditions class, 417
xterm log file flaw, 417–418

NRL taxonomy
fingerd buffer overflow flaw, 419
flaw classes, 412–414
inadvertent flaws, 412, 417
intentional flaw of 

serialization/aliasing, 417
intentional flaws, 412, 417
malicious flaws, 412
nonmalicious flaws, 412, 417
versus other frameworks, 416–420
overview, 412–414
xterm log file flaw, 417

overview, 406
PA (Protection Analysis)

fingerd buffer overflow flaw, 418
flaw classes, 410–412
improper change class, 411, 418
improper choice of initial protection 

domain flaws, 410, 416, 418
improper choice of operand or 

operation, 412, 418
improper deallocation flaws, 411, 416
improper deletion errors, 411
improper indivisibility flaws, 412, 416
improper isolation of implementation 

detail flaws, 410, 418
improper naming flaws, 411
improper protection domain 

initialization and enforcement 
flaws, 410
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Frameworks, vulnerability analysis continued
improper sequencing flaws, 412, 416
improper synchronization flaws, 411
improper validation flaws, 411, 418
versus other frameworks, 416–420
overview, 409–410
pattern-directed protection evaluation, 

409–410
xterm log file flaw, 416–417

RISOS (Research Into Secure Operating 
Systems)

asynchronous validation flaws, 417, 418
exploitable logic error flaws, 409, 417
fingerd buffer overflow flaw, 418–419
flaw classes, 408–409
implicit sharing of 

privileged/confidential data flaws, 
408

inadequate 
identification/authorization/authent
ication flaws, 408, 418–419

inadequate serialization flaws, 417, 418
incomplete parameter validation 

flaws, 408, 417–418
inconsistent parameter validation 

flaws, 408
versus other frameworks, 416–420
overview, 406–407
protection analysis model, 409–410
violable prohibition/limit flaws, 409, 

417, 418
xterm log file flaw, 417–418

Frequency of letters, cryptography, 103
Functionally Tested assurance level, 351
Functions, program security, 594–597

G
Gates, 255–256
Global object tables, 250
Global Positioning System (GPS), 193
Goals of security. See detection; prevention; 

recovery.
GoTo statements, 269–272
Governmental security policies, 49
GPS (Global Positioning System), 193

Graphical Intrusion Detection System 
(GrIDS), 470

GrIDS (Graphical Intrusion Detection 
System), 470

Groups
ACLs (access control lists), 242
identity, 214–215

Guessing passwords, 174–184
Guidance Documentation class, 351

H
Hackers. See malicious logic.
Handling intrusions

boundary controllers, 481
containment phase, 478–479
counterattacking, 482–484
decoy servers, 479
eradication phase, 479–482
firewalls, 480
follow-up phase, 482–484
honeypots, 479
IDIP domains, 481
neighbors, 481
offering false information, 479
phases of, 477–478
targets, 479
wrappers, 480

Hardware, simulating, 290–292
Health information. See clinical information 

systems policies.
Helicopter crashes, 313
Hiding information and resources. See 

confidentiality.
Highland, Harold Joseph, Dr., 367
HMAC algorithm, 118–119
Honeypot Project, 479
Honeypots, 184, 479
Host identity, 221–224
Host-based information gathering, 466–468
Hosts, intrusion detection, 472–475
Human elements, principles of design, 206–207
Human issues, security policies and 

mechanisms. See also user security.
insiders, 19–20
organizational problems, 18–19
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outsiders, 19–20
people problems, 19–20
social engineering attacks, 19–20

Hybrid policies
See also confidentiality policies
See also integrity policies
See also security policies
Chinese Wall model

Bell-LaPadula model, 86–87
CD (company dataset), 84
Clark-Wilson model, 87–88
COI (conflict of interest), 84
objects, 84
overview, 83–86

clinical information systems policies
Access Principles 1-4, 89
Aggregation Principle, 90
Bell-LaPadula model, 90–91
Clark-Wilson model, 90–91
clinicians, 88
Confinement Principle, 90
Creation Principle, 89
Deletion Principle, 90
Enforcement Principle, 90
overview, 88–90
patients, 88
personal health information, 88
principles, 88–90

ORCON (originator controlled access 
control), 91–92

RBAC (role-based access control), 92–94

I
I&A (identification and authentication), 335
IBAC (identity-based access control), 53–54
IBM Christmas card worm, 374. See also 

malicious logic.
IDEA cipher, 113
Identification and authentication (I&A), 335
Identification and Authentication class, 350
Identity

anonymous certificates, 219
binding to

cryptographic keys, 130
subjects. See authentication.

certificates, 215–221
definition, 211
files, 212–213
groups, 214–215
login names, 213–214
naming, 215–221
objects, 212–213
overview, 211–212
persona certificates, 219
principals, 211
roles, 214–215
trust, 220–221
UIDs (user identification numbers), 

213–214
users, 213–214
on the Web

anonymity, 226–232
anonymizers, 226
cookies, 225
Cypherpunk remailers, 227–229
DNS (domain name service), 224
dynamic identifiers, 222–224
host identity, 221–224
Mixmaster remailers, 229–230
proxy servers, 226
pseudo-anonymous remailers, 227–230
pseudonymous remailers, 227–230
state, 225
static identifiers, 222–224
type 1 remailers, 227–229
type 2 remailers, 229–230

Identity-based access control (IBAC), 
53–54

IDF virus, 370. See also malicious logic.
IDIP (Intrusion Detection and Isolation 

Protocol), 470–471
IDIP domains, 481
IDS (intrusion detection systems). See also 

intrusion detection.
architecture

adaptive directors, 469
agent, 465–468
director, 469
host-based information gathering, 

466–468
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IDS continued
network-based information gathering, 

467–468
notifier, 469–471

definition, 457
goals, 457–458
models

adaptive, 459
anomaly detection, 459
anomaly modeling, 459–461
comparison of, 464–465
misuse detection, 461
misuse modeling, 461–463
specification modeling, 463–464
specification-based detection, 463
static, 459
time-based inductive learning, 460

organization of
AAFID (Autonomous Agents for 

Intrusion Detection), 475–476
DIDS (Distributed Intrusion Detection 

System), 472–475
NSM (Network Security Monitor), 

471–472
ifconfig program, 456
Immediate forward dominator, 271
Impersonation. See delegation; spoofing.
Implementation, capabilities, 247–248
Implementation assurance, 316
Implementation rules, program security, 

621–622
Implementation stage, 321–322
Implicit labels, security policy example, 

66–69
Implicit sharing of privileged/confidential 

data, 408
Improper

change, program security, 604–609
choice of initial protection domain

description, 410
fingerd buffer overflow flaw, 418
program security, 598–603
xterm log file flaw, 416

choice of operand or operation
description, 412

fingerd buffer overflow flaw, 418
program security, 619–621

deallocation
description, 411
program security, 611–612
xterm log file flaw, 416

deletion
description, 411
program security, 611–612

indivisibility
description, 412
program security, 617–618
xterm log file flaw, 416

isolation of implementation detail
description, 410
fingerd buffer overflow flaw, 418
program security, 603–605

naming, 411, 609–611
protection domain initialization and 

enforcement, 410
sequencing

description, 412
program security, 618–619
xterm log file flaw, 416

synchronization, 411
validation

description, 411
fingerd buffer overflow flaw, 418
program security, 612–617

Improper change class, 411, 418
Inadequate 

identification/authorization/authentica
tion, 408, 418–419

Inadequate serialization, 417, 418
Inadvertent flaws, 412, 417
Incomplete parameter validation, 408, 

417–418
Inconsistent parameter validation, 408
Index of coincidence, cryptography, 

103–107
Indivisibility, improper

description, 412
program security, 617–618
xterm log file flaw, 416

Infinite loops, 272–273
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Information assurance, 310. See also 
assurance.

Information content, integrity, 3
Information flow

compiler-based mechanisms
assignment statements, 266
basic block, 269
compound statements, 267
concurrency, 274–276
conditional statements, 267–268
declarations, 264–266
exceptions, 272–273
GoTo statements, 269–272
immediate forward dominator, 271
infinite loops, 272–273
iterative statements, 268–269
loops, 268–269, 272–273
overview, 263–264
procedure calls, 272
program statements, 266–272
semaphores, 274–276
soundness, 276–277

examples
SNSMG (Secure Network Server 

Mail Guard), 282–283
SPI (security pipeline interface), 282

execution-based mechanisms
Fenton's Data Mark Machine, 

278–280
overview, 277
variable classes, 280–281

guards, 326
metrics, 377–378.  See also malicious 

logic.
overview, 261–263

Information gathering and flaw hypothesis, 
394–395

Information source, integrity, 3
Information Technology Security 

Evaluation Criteria (ITSEC), 
evaluating cryptographic models, 341

Infrastructure analysis, networks, 496–500
Initial protection domain, improper choice of

description, 410
fingerd buffer overflow flaw, 418

program security, 598–603
xterm log file flaw, 416

Initialization vector, ciphers, 152
Input checking, 615–616
Insertion phase, viruses, 366. See also 

malicious logic.
Insiders, 19–20
Integration, 322
Integrity

authentication, 3
data, 3
description, 3
detection mechanisms, 3
information content, 3
information source, 3
origin, 3
prevention mechanisms, 3

Integrity policies
See also confidentiality policies
See also hybrid policies
See also security policies
auditing, 74
Biba model, 75–76
Clark-Wilson model

CDIs (constrained data items), 77–79
certification rules, 77–79
consistent state, 76
constraints, 77–79
enforcement rules, 77–79
IVPs (integrity verification 

procedures), 77–79
versus other models, 80–81
overview, 76–81
requirements, 79–80
TPs (transformation procedures), 

77–79
UDIs (unconstrained data items), 

77–79
valid state, 77–79
well-formed transactions, 76

definition, 47, 51
goals of, 73–74
principles of operation, 73–74
requirements, 73–74
separation of duty, 74
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Integrity policies continued
separation of function, 74
trust, 50

Integrity verification procedures (IVPs), 
77–79

Intentional flaw of serialization/aliasing, 417
Intentional flaws, 412, 417
Interchange keys, 124, 158–159
Intermediate hosts, 507–508
Internal networks, 504–506
Internet Research Task Force on Privacy, 157
Intrusion detection

See also auditing
See also IDS (intrusion detection 

systems)
See also penetration studies
autonomous agents, 475–476
basic process, 456–458
connection IDs, 471–472
and fault tolerance, 475–476
host monitoring, 472–475
network monitoring, 471–475
NID (network identification number), 

473
principles, 455–456
signatures, 471–472
tools

attack tools, 456
Deception Toolkit, 479
DIDS (Distributed Intrusion Detection 

System), 472–475
GrIDS (Graphical Intrusion Detection 

System), 470
Honeypot Project, 479
IDIP (Intrusion Detection and 

Isolation Protocol), 470–471
ifconfig program, 456
netstat program, 456
NSM (Network Security Monitor), 

471–472
rootkit tool, 456–457
SATAN, 470
zapper program, 457

Intrusion Detection and Isolation Protocol 
(IDIP), 470–471

Intrusion response
handling

boundary controllers, 481
containment phase, 478–479
counterattacking, 482–484
decoy servers, 479
eradication phase, 479–482
firewalls, 480
follow-up phase, 482–484
honeypots, 479
IDIP domains, 481
neighbors, 481
offering false information, 479
phases of, 477–478
targets, 479
wrappers, 480

jailing attackers, 477
prevention, 476–477

IPsec, 161–167
Isolation. See confinement problem.
Isolation of implementation detail, improper

description, 410
fingerd buffer overflow flaw, 418
program security, 603–605

Israeli virus, 369. See also malicious logic.
Iterative statements, 268–269
ITSEC (Information Technology Security 

Evaluation Criteria), evaluating 
cryptographic models, 341

IVPs (integrity verification procedures), 77–79

J
Jailing techniques, 184, 477
Jerusalem virus, 369. See also malicious logic.
Judges, 137

K
Kerberos protocol, 128–129
Keyed checksums, 118
Keyed hash function, 118–119
Keyless checksums, 118
Keys, 252–254
Keys, cryptographic

autokey, 150–151
binding identities to, 130

Bishop.book  Page 730  Tuesday, September 28, 2004  1:46 PM



Index 731

CA (certificate authority), 133
certificate revocation list, 137
certificate signature chains, 131–135
certificates

definition, 131
invalid, list of, 137
issuers, 133

classical authentication, 125–128
classical key exchange, 125–128
classical signatures, 138
cross-certified CAs, 133
digital signatures, 137–140
exchange, 124–130
infrastructures, 130–135
interchange, 124
judges, 137
Kerberos protocol, 128–129
length

classical cryptosystems, 102
DES (Data Encryption Standard), 111
random, infinite, simulating, 148–150

Needham-Schroeder protocol, 125–128
obtaining from messages, 150–151
PGP program, 134–135
public, 113–116
public key authentication, 129–130
public key exchange, 129–130
public key infrastructure, 136
public key signatures, 139–140
revoking, 137
round key ciphers, 108
session, 124
storing, 136–137
user security, 571–572
X.509 Directory Authentication 

Framework protocol, 132–133
Keystrokes, authentication by, 192
Known plaintext only attack, 98
Known violations of policy, 437–438

L
LAFS (logging and auditing file system), 

445–447
Lattices, 633–635
Laws and customs, 16–17

Layer methodology, penetration studies, 393
Layering tests, penetration studies, 392
Least common mechanism principle, 206
Least privilege principle, 201–202
LFSR (n-stage linear feedback shift 

register), 148–149
Life Cycle class, 351
Life cycle of systems, 316–320. See also 

waterfall life cycle model.
Link encryption, 154–156
Link protocol, 153–156
Location, authentication by, 193
LOCK (Logical Coprocessor Kernel), 376. 

See also malicious logic.
Locks, 252–254
Log files

browsing, 448–450
sanitization, 431–433

Log server, 503–504
Logger, 424–426
Logging

definition, 423
designing an auditing system, 433–434

Logging and auditing file system (LAFS), 
445–447

Logic bombs, 375. See also malicious logic.
Logical Coprocessor Kernel (LOCK), 376. 

See also malicious logic.
Login, 558–560
Login names, identity, 213–214
Logoff, 560–562
LOKI89 cipher, 113
Loops, 268–269, 272–273

M
MAC (mandatory access control)

Bell-LaPadula model, 62
definition, 53–54
ORCON (originator controlled access 

control), 91–92
TCSEC (Trusted Computer System 

Evaluation Criteria), 335
MAC labels, security policy example

assigning, 66–69
using, 69–70
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MacMag Peace virus, 367. See also 
malicious logic.

Macro virus, 372–373. See also malicious 
logic.

Mail server, 500–501
Maintenance

ACLs (access control lists), 240–243
life cycle stage, 322
program security, 623–627

Maintenance of Assurance class, 351
Malicious flaws, 412
Malicious logic

bacteria, 374–375
defenses against

acting as both data and instructions, 376
actions outside specification, 383–384
altering files, 382–383
assuming user identity, 377–381
credibility ratings, 383
exposure by sharing, 381–382
fault tolerance, 383–384
flow distance metric, 377–378
information flow metrics, 377–378
limiting user rights, 378–381
LOCK (Logical Coprocessor Kernel), 

376
MDCs (manipulation detection 

codes), 382–383
PCC (proof-carrying code), 384
sandboxes, 381
statistical characteristics, 384–385
trust, 385
virtual machines, 381

definition, 364
denial of service attacks, 374–375
Father Christmas worm, 374
IBM Christmas card worm, 374
logic bombs, 375
propagating Trojan horse, 365
rabbits, 374–375
replicating Trojan horse, 365
Trojan horses, 364–365
user security, 574
viruses

actions, 366

definition, 366
execution phase, 366
insertion phase, 366
origin of, 366–367
overview, 365–367
spread conditions, 366
target files, 366

viruses, types of
1260, 371, 372
4096, 370
boot sector infectors, 367–368
Brain, 367, 368
data, 373
encrypted, 370–371
executable infectors, 368–369
IDF, 370
Israeli, 369
Jerusalem, 369
MacMag Peace, 367
macro, 372–373
Melissa, 373
multipartite, 369
Pakistani, 367
polymorphic, 371–372
Stealth, 370
TSR (terminate and stay resident), 

370
worms, 373–374

Mandatory access control (MAC). See MAC 
(mandatory access control).

Man-in-the-middle attacks, 5, 130
Manipulation detection codes (MDCs), 

382–383. See also malicious logic.
Manufacturing stage, 318–319
Masquerading. See delegation; spoofing.
Matching routines, error handling, 596–597
Maximum security level, Bell-LaPadula 

model, 65
MDCs (manipulation detection codes), 

382–383. See also malicious logic.
Mechanisms

See also access control mechanisms
See also compiler-based mechanisms
See also security mechanisms
detection, 3
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execution-based
Fenton's Data Mark Machine, 278–280
overview, 277
variable classes, 280–281

for policy enforcement, 325
prevention, 3
RVM (reference validation mechanism), 

325
state-based auditing, 435–436
state-based logging, 435–436
transition-based auditing, 436
transition-based logging, 436

Medical policies. See clinical information 
systems policies.

Melissa virus, 373. See also malicious logic.
Memory allocation, networks, 508–510
Memory changes, 605–608
Memory protection, 601–602
Message digest, 116
Message integrity check (MIC), 159
Methodically Designed, Tested, and 

Reviewed assurance level, 352
Methodically Tested and Checked assurance 

level, 352
MIC (message integrity check), 159
Michigan Terminal System penetration 

study, 396–398
Military security policies, 49
Misordered cipher blocks, 146
Misuse model, IDS, 461–463
Mitigation, covert channels, 303–305
Mixmaster remailers, 229–230
Modeling security. See security models.
Modification of information, 5
Monitors, 569
Moving files, 570–571
Multics, security features, 326
Multipartite virus, 369. See also malicious 

logic.
Multiple encryption, ciphers, 152–153

N
Naming

identity, 215–221
improper, 411, 609–611

National Computer Security Center 
(NCSC), 339

NCSC (National Computer Security 
Center), 339

Needham-Schroeder protocol, 125–128
Neighbors, 481
netstat program, 456
Network identification number (NID), 473
Network Security Monitor (NSM), 471–472
Network TCB (NTCB), 339
Network-based information gathering, 

467–468
Network-level security, 161–167
Networks

anticipating attacks, 510–512
assurance, 506
availability, 507–510
development system, 526–529
DMZ

definition, 493
DNS server, 503
log server, 503–504
mail server, 500–501
network infrastructure, 496–500
servers, 500–504
Web server. See Web server, DMZ.

firewalls
configuring, inner, 499–500
configuring, outer, 497–499
definition, 494
filtering, 496
goals, inner, 499–500
goals, outer, 497–499
overview, 494–496

flooding, 507–510
infrastructure analysis, 496–500
intermediate hosts, 507–508
internal, 504–506
intrusion detection, 471–475
memory allocation, 508–510
NTCB (Network TCB), 339
organization, 493–496
policy development

availability, 492
consistency, 492–493
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Networks continued
data classes, 489
overview, 488–489
user classes, 490–491

proxies, 494–496
security, 153–156, 161–167
SYN cookies, 509
SYN flood, 507–508
TCP state, 508–510
TCP wrappers, 527
TNI (Trusted Network Interpretation), 

339
Web server, DMZ, 524–526, 528–529

NewDES cipher, 112
NFS Version 2 protocol, auditing example, 

441–445, 447
NID (network identification number), 473
NIMDA worm, 575
NLFSR (n-stage nonlinear feedback shift 

register), 149–150
Noiseless covert channels, 295
Nonmalicious flaws, 412, 417
Nonsecure systems, auditing mechanisms, 

440–441
Notifier, auditing system, 427
Notifier, IDS (intrusion detection systems), 

469–471
NRL taxonomy

fingerd buffer overflow flaw, 419
flaw classes, 412–414
inadvertent flaws, 412, 417
intentional flaw of serialization/aliasing, 

417
intentional flaws, 412, 417
malicious flaws, 412
nonmalicious flaws, 412, 417
versus other frameworks, 416–420
overview, 412–414
xterm log file flaw, 417

NSM (Network Security Monitor), 471–472
n-stage linear feedback shift register 

(LFSR), 148–149
n-stage nonlinear feedback shift register 

(NLFSR), 149–150
NTCB (Network TCB), 339

O
Object installed with incorrect permissions 

class, 417
Objects

access control matrix model, 28–29
Chinese Wall model, 84
identity, 212–213

1260 virus, 371, 372. See also malicious 
logic.

One-time pad
definition, 107
simulating, 149

One-time passwords, 187–188
Open design principle, 204–205
Operand or operation, improper choice of

description, 412
fingerd buffer overflow flaw, 418
program security, 619–621

Operation, program security, 623–627
Operational assurance, 316
Operational issues, security policies and 

mechanisms
cost-benefit analysis, 14–15
laws and customs, 16–17
risk analysis, 15–16

Orange Book. See TCSEC.
ORCON (originator controlled access 

control), 54, 91–92
Organizational problems, 18–19
ORGCON. See ORCON (originator 

controlled access control).
Origin integrity, 3, 46. See also 

authentication.
Originator controlled access control 

(ORCON), 54, 91–92
Osprey crashes, 313
Output feedback mode, 149–150
Outsiders, 19–20
Own right, access control matrix model, 29

P
PA (Protection Analysis)

fingerd buffer overflow flaw, 418
flaw classes, 410–412
improper change class, 411, 418
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improper choice of initial protection 
domain flaws, 410, 416, 418

improper choice of operand or operation, 
412, 418

improper deallocation flaws, 411, 416
improper deletion errors, 411
improper indivisibility flaws, 412, 416
improper isolation of implementation 

detail flaws, 410, 418
improper naming flaws, 411
improper protection domain initialization 

and enforcement flaws, 410
improper sequencing flaws, 412, 416
improper synchronization flaws, 411
improper validation flaws, 411, 418
versus other frameworks, 416–420
overview, 409–410
pattern-directed protection evaluation, 

409–410
xterm log file flaw, 416–417

PACLs (Propagated Access Control Lists), 
257–258

Paging, virtual machines, 647–648
Pakistani virus, 367. See also malicious logic.
PAM (pluggable authentication modules), 

194–195
Partial ordering, 633–635
Pass algorithms, 186–187
Passive wiretapping, 5
Passwords. See also authentication.

aging, 184–186
attacks

backoff techniques, 183–184
counter measures, 175–184
dictionary, 174, 182–183, 189–190
disabling techniques, 184
disconnection techniques, 183–184
exponential backoff techniques, 

183–184
guessing, 174–184
honeypots, 184
jailing techniques, 184
salting techniques, 182

challenge-response, 186–190
computer generated, 177–178

ease of guessing, 178–182
one-time, 187–188
pass algorithms, 186–187
phonemes, 177
proactive checking, 180–182
proactive selection, 178–182
pronounceable, 177–178
random selection, 176–177
requiring change, 184–186
reusing, 182–183
time limits, 176–177
tokens, 188
user security, 556–559, 571–572
user selected, 178–182

Patients, 88
Pattern-directed protection evaluation, 

409–410
PCC (proof-carrying code), 384. See also 

malicious logic.
PEM (Privacy-enhanced Electronic Mail) 

protocol, 156–157, 160
Penetration studies. See also intrusion 

detection.
examples

Burroughs System, 398–399
corporate computer system, 399–400
Michigan Terminal System, 396–398
UNIX system, 400–402
Windows NT system, 402–403

flaw elimination, 396
flaw generalization, 395–396
Flaw Hypothesis Methodology, 393–396
flaw testing, 395
goals, 391–392
information gathering and flaw 

hypothesis, 394–395
layer methodology, 393
layering tests, 392

People problems, 19–20
Performed Informally maturity level, 358
Period of ciphers, 102
Period of the cipher, 102
Permissions

ACL defaults, 243
assigning on creation, 563–564
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Permissions continued
file access control, 600–601
object installed with incorrect 

permissions class, 417
Persona certificates, 219
Personal health information, 88. See also 

clinical information systems policies.
PGP program, 134–135, 160
Phonemes, passwords, 177
Pigeonhole principle, 117
Pluggable authentication modules (PAM), 

194–195
Policies

See also confidentiality policies
See also hybrid policies
See also integrity policies
See also security policies
program security, 580–583
system security

development system, 519–523
Web server, DMZ, 518–519, 522–523

user security, 555–556
Policy assurance, 314–315
Policy development, networks

availability, 492
consistency, 492–493
data classes, 489
overview, 488–489
user classes, 490–491

Polyalphabetic ciphers, 102
Polymorphic virus, 371–372. See also 

malicious logic.
Potential violations. See threats.
PP (CC protection profile), 344
Prevention, 8
Prevention mechanisms, 3
Prevention phase, intrusion detection, 

476–477
Principals, identity, 211
Principles of design

access to objects, 203–204
access to system entities, 203–204
complete mediation, 203–204
dependence on secrecy, 204–205
economy of mechanism, 202–203

fail-safe defaults, 202
human elements, 206–207
least common mechanism, 206
least privilege, 201–202
open design, 204–205
overview, 199–201
privilege restrictions, 201–202, 205–206
psychological acceptability, 206–207
restriction, 199–200
separation of privilege, 205–206
sharing, 206
simplicity, 199–200

Privacy
electronic mail, 156–157
Internet Research Task Force on Privacy, 

157
PEM (Privacy-enhanced Electronic Mail) 

protocol, 156–157
Privacy Research Group, 157

Privacy class, 350
Privacy Research Group, 157
Privacy-enhanced Electronic Mail (PEM) 

protocol, 156–157
Privilege restrictions, principles of design, 

201–202, 205–206
Privileged users, ACLs, 242
Privileges, virtual machines, 645–646
Proactive checking passwords, 180–182
Proactive selection of passwords, 178–182
Problems, program security. See also 

attacks; threats.
access control of file permissions, 

600–601
bounds checking, 612–613
data validity checking, 614–615
error checking, 614
file content changes, 608
improper change, 604–609
improper choice of initial protection 

domain, 598–603
improper choice of operand or operation, 

619–621
improper deallocation, 611–612
improper deletion, 611–612
improper indivisibility, 617–618
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improper isolation of implementation 
detail, 603–605

improper naming, 609–611
improper sequencing, 618–619
improper validation, 612–617
input checking, 615–616
memory changes, 605–608
memory protection, 601–602
overview, 597–598
process privileges, 598–600
race conditions, file access, 608–609
resource exhaustion, 603–604
restricting role process protection 

domain, 604–605
time-of-check-to-time-of-use problem, 

608–609
trust in the system, 602–603
type checking, 613–614
UIDs (user identifiers), 603–604
validating access control entries, 604
validation design, 617

Procedure calls, 272
Processes

capability, 357
maturity, 357
performance, 357
privileges, 598–600
system security

development system, 541–543
Web server, DMZ, 537–540, 542–543

user security
copying files, 570–571
cryptographic keys, 571–572
encryption, 571–572
limiting privileges, 573
malicious logic, 574
moving files, 570–571
overwriting files, 571
passwords, 571–572
search paths, 574
start-up settings, 573

Product ciphers, 108
Program design, 321
Program security

access control records, 595–596

common problems
access control of file permissions, 

600–601
bounds checking, 612–613
data validity checking, 614–615
error checking, 614
file content changes, 608
improper change, 604–609
improper choice of initial protection 

domain, 598–603
improper choice of operand or 

operation, 619–621
improper deallocation, 611–612
improper deletion, 611–612
improper indivisibility, 617–618
improper isolation of implementation 

detail, 603–605
improper naming, 609–611
improper sequencing, 618–619
improper validation, 612–617
input checking, 615–616
memory changes, 605–608
memory protection, 601–602
overview, 597–598
process privileges, 598–600
race conditions, file access, 608–609
resource exhaustion, 603–604
restricting role process protection 

domain, 604–605
time-of-check-to-time-of-use 

problem, 608–609
trust in the system, 602–603
type checking, 613–614
UIDs (user identifiers), 603–604
validating access control entries, 604
validation design, 617

design process
access control data, storing, 587–590
command access, 585–590
error handling, 596–597
framework, 584–585
functions, 594–597
high-level design, 584–585
interface, 586
internals, 586–587
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Program security continued
matching routines, error handling, 

596–597
reading routines, error handling, 

596–597
refinement, 590–594
role access, 585–590
user interface, 584

distribution, 627–629
implementation rules, 621–622
location, obtaining, 594–595
maintenance, 623–627
operation, 623–627
policy, 580–583
requirements, 580–583
roles

authorized access, 582–583
definition, 579
unauthorized access, 581–582

testing, 623–627
threats, 581–583

authorized role access, 582–583
unauthorized role access, 581–582

Program statements, 266–272
Pronounceable passwords, 177–178
Proof of concept, 318
Proof-carrying code (PCC), 384. See also 

malicious logic.
Propagated Access Control Lists (PACLs), 

257–258
Propagating Trojan horse, 365. See also 

malicious logic.
Properties, of covert channels, 295
Protection Analysis (PA). See PA 

(Protection Analysis).
Protection analysis model, 409–410
Protection domain initialization and 

enforcement, improper, 410
Protection of Security class, 350
Protection Profile Evaluation class, 351
Protection profiles, 355–356
Protection rings, 255–256
Protection state. See also access control 

matrix model.
overview, 27–28

state transition
conditional commands, 33–34
definition, 28
overview, 31–33
transformation procedures, 31

Protection system, 27. See also access 
control matrix model.

Prototyping, 323
Proxies, 494–496
Proxy servers, 226
Pseudo-anonymous remailers, 227–230
Pseudonymizing sanitizers, 431–433
Pseudonymous remailers, 227–230
Psychological acceptability principle, 

206–207
Public key

authentication, 129–130
cryptography, 113–116
exchange, 129–130
infrastructure, 136
signatures, 139–140

Pumps, 304–305

Q
Quantitatively Controlled maturity level, 358

R
Rabbits, 374–375. See also malicious logic.
Race conditions, file access, 608–609
Race conditions class, 417
Radiation overdose, 312
RAMP (Ratings Maintenance Program), 338
Random selection passwords, 176–177
Ranges, security policy example, 69–70
Ratings Maintenance Program (RAMP), 338
RBAC (role-based access control), 92–94
Reading routines, error handling, 596–597
Recording system events. See logging.
Recovery, 8–9
REDOC II cipher, 112
Reference monitor, 325
Reference validation mechanism (RVM), 325
Repairing damage. See recovery.
Replicating Trojan horse, 365. See also 

malicious logic.
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Repudiation of origin, 6
Requirements, Clark-Wilson model, 79–80
Research Into Secure Operating Systems 

(RISOS). See RISOS (Research Into 
Secure Operating Systems).

Resource exhaustion, 603–604
Resource Utilization class, 350
Restricting role process protection domain, 

604–605
Restriction, principles of design, 199–200
Retinal images, authentication by, 191
Reusing passwords, 182–183
Revocation of rights

ACLs (access control lists), 243–244
capabilities, 249–250

Revoking certificates, 137
Rijndael, 112
Ring-based access control, 255–256
Rings, 255–256
Risk analysis, 15–16
RISOS (Research Into Secure Operating 

Systems)
asynchronous validation flaws, 417, 418
exploitable logic error flaws, 409, 417
fingerd buffer overflow flaw, 418–419
flaw classes, 408–409
implicit sharing of privileged/

confidential data flaws, 408
inadequate 

identification/authorization/authent
ication flaws, 408, 418–419

inadequate serialization flaws, 417, 418
incomplete parameter validation flaws, 

408, 417–418
inconsistent parameter validation flaws, 

408
versus other frameworks, 416–420
overview, 406–407
protection analysis model, 409–410
violable prohibition/limit flaws, 409, 

417, 418
xterm log file flaw, 417–418

Role access, 585–590
Role-based access control (RBAC), 92–94

Roles
identity, 214–215
program security

authorized access, 582–583
unauthorized access, 581–582

Rootkit tool, 456–457
Round key ciphers, 108
Rounds (iterations), cipher, 108
RSA cipher, 114–116
Rule of transitive confinement, 289
RVM (reference validation mechanism), 325

S
Safe environments, 292–294
Safety problem, 38–43
Salting techniques, 182
Sandboxes, 292–294, 381
SATAN, 470
Scrambling data. See cryptography.
Search paths, user security, 574
Secure, definition, 37
Secure Network Server Mail Guard 

(SNSMG), 282–283
Secure systems

auditing mechanisms, 438–440
definition, 45

Security association (SSA), 162–164
Security assurance, 310. See also assurance.
Security Audit class, 349
Security clearances, Bell-LaPadula model, 

62
Security domains, 337
Security Features User's Guide (SFUG), 336
Security functional requirements, 349–350
Security gateways, 161
Security kernel, 325
Security Management class, 350
Security mechanisms. See also detection 

mechanisms; prevention mechanisms.
assumptions, 9–10
definition, 7, 48
human issues

insiders, 19–20
organizational problems, 18–19
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Security mechanisms continued
outsiders, 19–20
people problems, 19–20
social engineering attacks, 19–20

importance of feedback, 20–21
operational issues

cost-benefit analysis, 14–15
laws and customs, 16–17
risk analysis, 15–16

overview, 7–8
Security mechanisms, trust

assurance
overview, 10–11
a posteriori verification, 13–14
system design, 11–12
system implementation, 12–14
system specification, 11–12
testing, 13–14

overview, 9–10
Security models

definition, 49
foundational results, 37–43
IDS

adaptive, 459
anomaly detection, 459
anomaly modeling, 459–461
comparison of, 464–465
misuse detection, 461
misuse modeling, 461–463
specification modeling, 463–464
specification-based detection, 463
static, 459
time-based inductive learning, 460

proof of effectiveness, 37–43
safety problem, 38–43

Security pipeline interface (SPI), 282
Security policies

See also confidentiality policies
See also hybrid policies
See also integrity policies
access control, types of, 53–54
assumptions, 9–10
confidentiality.  See also hybrid policies.

Bell-LaPadula model, 62–66
categories, 63

current security level, 65
definition, 47, 51
goals of, 61
maximum security level, 65
security clearances, 62
trust, 50

confidentiality, examples
Data General B2 UNIX system, 66–70
implicit labels, 66–69
MAC labels, assigning, 66–69
MAC labels, using, 69–70
ranges, 69–70
upper/lower bounds, 69–70

DAC (discretionary access control)
Bell-LaPadula model, 62
definition, 53–54
ORCON (originator controlled access 

control), 91–92
definition, 7, 45
examples

academic computers, 54–58
electronic mail, 55–56
UC Davis, 54–58

human issues
insiders, 19–20
organizational problems, 18–19
outsiders, 19–20
people problems, 19–20
social engineering attacks, 19–20

hybrid
ORCON (originator controlled access 

control), 91–92
RBAC (role-based access control), 

92–94
hybrid, Chinese Wall model

Bell-LaPadula model, 86–87
CD (company dataset), 84
Clark-Wilson model, 87–88
COI (conflict of interest), 84
objects, 84
overview, 83–86

hybrid, clinical information systems 
policies

Access Principles 1-4, 89
Aggregation Principle, 90
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Bell-LaPadula model, 90–91
Clark-Wilson model, 90–91
clinicians, 88
Confinement Principle, 90
Creation Principle, 89
Deletion Principle, 90
Enforcement Principle, 90
overview, 88–90
patients, 88
personal health information, 88
principles, 88–90

IBAC (identity-based access control), 
53–54

implicit versus explicit, 48–49
importance of feedback, 20–21
information flow, 47
information flow policy. See 

confidentiality policies.
integrity.  See also hybrid policies.

auditing, 74
Biba model, 75–76
goals of, 73–74
principles of operation, 73–74
requirements, 73–74
separation of duty, 74
separation of function, 74

integrity, Clark-Wilson model
CDIs (constrained data items), 77–79
certification rules, 77–79
consistent state, 76
constraints, 77–79
enforcement rules, 77–79
IVPs (integrity verification 

procedures), 77–79
versus other models, 80–81
overview, 76–81
requirements, 79–80
TPs (transformation procedures), 

77–79
UDIs (unconstrained data items), 

77–79
valid state, 77–79
well-formed transactions, 76

MAC (mandatory access control)
Bell-LaPadula model, 62

definition, 53–54
ORCON (originator controlled access 

control), 91–92
operational issues

cost-benefit analysis, 14–15
laws and customs, 16–17
risk analysis, 15–16

ORCON (originator controlled access 
control), 54

overview, 7–8
separation of duties, 47
statement of, 47–48
types of

See also confidentiality policies
See also hybrid policies
See also integrity policies
commercial, 50
governmental, 49
military, 49
transaction-oriented integrity, 50

Security policies, trust
assurance

overview, 10–11
a posteriori verification, 13–14
system design, 11–12
system implementation, 12–14
system specification, 11–12
testing, 13–14

overview, 9–10
role of, 51–53

Security Target Evaluation class, 351
Security targets, 346–348, 355–356
Self-healing property, 151
Self-synchronous stream, 150–151
Semaphores, 274–276
Semiformally Designed and Tested 

assurance level, 352
Semiformally Verified Design and Tested 

assurance level, 352
Sensitive data structure, 645–646
Sensitive instruction, 645–646
Separation of duties, 47
Separation of duty, integrity policies, 74
Separation of function, integrity policies, 74
Separation of privilege principle, 205–206
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Sequencing, improper
description, 412
program security, 618–619
xterm log file flaw, 416

Servers
decoy, 479
DMZ, 500–504
DNS, 503
DNS server, 503
log, 503–504
log server, 503–504
mail, 500–501
mail server, 500–501
proxy, 226
Web server, DMZ

authentication, 535, 537
description, 501–502, 549
files, 543–545, 547–548
networks, 524–526, 528–529
policy, 518–519, 522–523
processes, 537–540, 542–543
users, 529–531, 534

Session keys, 124
SFUG (Security Features User's Guide), 336
Sharing, principles of design, 206
Shoulder surfing, 559
Signatures, intrusion detection, 471–472
Simplicity, principles of design, 199–200
Single-key cryptosystems. See classical 

cryptosystems.
Smart terminals, 567–568
Snooping, 5
SNSMG (Secure Network Server Mail 

Guard), 282–283
Social engineering attacks, 19–20
Software design, 321. See also auditing 

system, designing; program security, 
design process.

Software development models, 323–324
Software fault isolation, 293
Space shuttle explosion, 312
Specification model, IDS, 463–464
Specification-based detection, IDS, 463
SPI (security pipeline interface), 282

Spoofing, 5
Spread conditions, viruses, 366. See also 

malicious logic.
SSA (security association), 162–164
SSE-CMM (System Security Engineering 

Capability Maturity Model), 356–359
Starting a session, 558–560
Start-up settings, user security, 573
State

consistent, 76
identity, 225
transition

conditional commands, 33–34
definition, 28
overview, 31–33
transformation procedures, 31

validity, 77–79
State-based auditing mechanism, 435–436
State-based logging mechanism, 435–436
Static identifiers, 222–224
Static model, IDS, 459
Statistical characteristics, defense against 

malicious logic, 384–385
Statistical regularities, ciphers, 146–147
Stealth virus, 370. See also malicious logic.
Stopping a session, 560–562
Storage channels, 294–295
Stream ciphers, 148–151
Structurally Tested assurance level, 352
Structured protection class, 337
Subjects, access control matrix model, 28
Substitution ciphers, 100–107
Symmetric cryptosystems. See classical 

cryptosystems.
SYN cookies, networks, 509
SYN flood, networks, 507–508
Synchronization, improper, 411
Synchronous stream ciphers, 148–150
System design, 11–12, 321
System implementation, 12–14
System security

authentication
development system, 535–537
Web server, DMZ, 535, 537
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development system
authentication, 535–537
description, 550
files, 545–548
networks, 526–529
policy, 519–523
processes, 541–543
users, 531–534

files
development system, 545–548
Web server, DMZ, 543–545, 547–548

networks
development system, 526–529
TCP wrappers, 527
Web server, DMZ, 524–526, 528–529

overview, 517
policy

development system, 519–523
Web server, DMZ, 518–519, 522–523

processes
development system, 541–543
Web server, DMZ, 537–540, 542–543

users. See user security.
Web server, DMZ

authentication, 535, 537
description, 549
files, 543–545, 547–548
networks, 524–526, 528–529
policy, 518–519, 522–523
processes, 537–540, 542–543
users, 529–531, 534

System Security Engineering Capability 
Maturity Model (SSE-CMM), 
356–359

System specification, 11–12
System testing, 322

T
Tableau (table), ciphers, 102
Tagged architecture, capabilities, 247
Target files, viruses, 366. See also malicious 

logic.
Targets, 479
TCB (trusted computing base), 325
TCP state, networks, 508–510

TCSEC (Trusted Computer System 
Evaluation Criteria). See also 
evaluating systems.

contributions, 340–341
controlled access protection class, 337
discretionary protection class, 337
evaluation classes, 337–338
evaluation process, 338
impacts of, 338–341
process limitations, 339–340
RAMP (Ratings Maintenance Program), 

338
requirements

assurance, 336–337
audit, 335–336
configuration management, 336
DAC (discretionary access control), 

335–336
design specification and verification, 

336
functional, 335–336
I&A (identification and 

authentication), 335
label, 335
MAC (mandatory access control), 335
object reuse, 335
overview, 334–335
product documentation, 336
system architecture, 336
testing, 336
trusted distribution, 336
trusted path, 335

scope limitations, 339
security domains, 337
structured protection class, 337
verified protection, 337–338

TDI (Trusted Database Management 
System Interpretation), 339

Terminate and stay resident (TSR) virus, 
370. See also malicious logic.

Testing
description, 13–14
program security, 623–627
TCSEC (Trusted Computer System 

Evaluation Criteria), 336
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Tests class, 351
TFM (Trusted Facility Manual), 336
Therac 25 radiation overdose, 312
Threats. See also attacks; problems.

acceptance of false data. See deception.
attackers, 4–6
attacks, 4
classes of, 4–6
deception

active wiretapping, 5
definition, 4
delegation, 5
denial of receipt, 6
man-in-the-middle attack, 5
modification of information, 5
repudiation of origin, 6
spoofing, 5.  See also delegation.

disclosure
definition, 4
passive wiretapping, 5
snooping, 5

disruption, 5
false denials. See denial of receipt; 

repudiation of origin.
interruption of operations. See 

disruption.
program security

authorized role access, 582–583
unauthorized role access, 581–582

unauthorized information access. See 
disclosure.

unauthorized system control. See 
usurpation.

usurpation
active wiretapping, 5
definition, 5
delay, 6
delegation, 5
denial of service, 6
man-in-the-middle attack, 5
modification of information, 5
spoofing, 5.  See also delegation.

Three Mile Island failure, 313
Time limits on issuing passwords, 176–177
Time-based inductive learning, IDS, 460

Time-of-check-to-time-of-use problem, 
608–609

Timing channels, 294–295
TNI (Trusted Network Interpretation), 339
TOE Access class, 350
Toe Security Function (TSF), 344
Toe Security Policy (TSP), 344
Tokens, passwords, 188
Total isolation, 288
Total ordering, 633–635
TPs (transformation procedures), 77–79
Traffic analysis, 155–156
Transaction-oriented integrity security 

policies, 50
Transformation procedures, state transition, 

31
Transformation procedures (TPs), 77–79
Transition-based auditing mechanism, 436
Transition-based logging mechanism, 436
Transport adjacency, 164–165
Transport mode, 161
Transposition ciphers, 99–100
Trojan horses, 364–365. See also malicious 

logic.
Trust

and assurance, 309–316
confidentiality policies, 50
defense against malicious logic, 385
identity, 220–221
integrity policies, 50

Trust, security policies and mechanisms
assurance

overview, 10–11
a posteriori verification, 13–14
system design, 11–12
system implementation, 12–14
system specification, 11–12
testing, 13–14

overview, 9–10
Trust in the system, 602–603
Trusted Computer System Evaluation 

Criteria (TCSEC). See TCSEC 
(Trusted Computer System Evaluation 
Criteria).

Trusted computing base (TCB), 325
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Trusted Database Management System 
Interpretation (TDI), 339

Trusted distribution, 336
Trusted Facility Manual (TFM), 336
Trusted hosts, user security, 560
Trusted Network Interpretation (TNI), 339
Trusted path, 335
Trusted Path class, 350
Trusted systems, 311
Trustworthy, definition, 310. See also integrity.
TSF (Toe Security Function), 344
TSP (Toe Security Policy), 344
TSR (terminate and stay resident) virus, 

370. See also malicious logic.
Tunnel mode, 161
1260 virus, 371, 372. See also malicious 

logic.
Type 1 remailers, 227–229
Type 2 remailers, 229–230
Type checking, 253–254, 613–614

U
UC Davis, security policy example, 54–58
UDIs (unconstrained data items), 77–79
UIDs (user identifiers), 213–214, 603–604
Unconstrained data items (UDIs), 77–79
Unexpected content, 576
Unit testing, 321–322
UNIX system penetration study, 400–402
UNIX System V, security features, 326–328
Upper/lower bounds, security policy 

example, 69–70
User classes

ACLs (access control lists), 238–240
networks, 490–491

User Data Protection class, 349
User identifiers (UIDs), 213–214, 603–604
User interface, program security, 584
User security. See also human issues.

access control
carrier drop, 561
login, 558–560
logoff, 560–562
passwords, 556–559
starting a session, 558–560

stopping a session, 560–562
trusted hosts, 560

copying files, 570–571
development system, 531–534
devices

monitors, 569
smart terminals, 567–568
window systems, 569
writable, 567

electronic communication
certificate checking, 575–576
electronic mail, 575
unexpected content, 576

files
copying, 570–571
deleting, 565–566
group access, 564–565
moving, 570–571
overview, 562–563
overwriting, 571
permissions on creation, 563–564

identity, 213–214
identity theft, defending against, 377–381
limiting privileges, 573
moving files, 570–571
overwriting files, 571
policy, 555–556
processes

copying files, 570–571
cryptographic keys, 571–572
encryption, 571–572
limiting privileges, 573
malicious logic, 574
moving files, 570–571
overwriting files, 571
passwords, 571–572
search paths, 574
start-up settings, 573

shoulder surfing, 559
Web server, DMZ, 529–531, 534

User-selected passwords, 178–182
Usurpation

active wiretapping, 5
definition, 5
delay, 6
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Usurpation continued
delegation, 5
denial of service, 6
man-in-the-middle attack, 5
modification of information, 5
spoofing, 5

V
Valid state, 77–79
Validation

access control entries, 604
data checking, 614–615
designing for, 617
improper

description, 411
fingerd buffer overflow flaw, 418
program security, 612–617

Variable classes, 280–281
Verified protection, 337–338
Vigenère cipher, 101–107
Violable prohibition/limit, 409, 417, 418
Violations of known policy, 435–436
Virtual machine monitors, 290, 644–648
Virtual machines

defense against malicious logic, 381
isolation, 290–292
paging, 647–648
physical resources, 646–647
privilege, 645–646
sensitive data structure, 645–646
sensitive instruction, 645–646
structure, 643–644

Viruses. See also malicious logic.
actions, 366
definition, 366
execution phase, 366
insertion phase, 366
origin of, 366–367
overview, 365–367
spread conditions, 366
target files, 366
types of

1260, 371, 372
4096, 370
boot sector infectors, 367–368

Brain, 367, 368
data, 373
encrypted, 370–371
executable infectors, 368–369
IDF, 370
Israeli, 369
Jerusalem, 369
MacMag Peace, 367
macro, 372–373
Melissa, 373
multipartite, 369
Pakistani, 367
polymorphic, 371–372
Stealth, 370
TSR (terminate and stay resident), 

370
Voices, authentication by, 191
Vulnerabilities class, 351
Vulnerability

classification, 404–406
definition, 389
sample flaws.  See also flaws.

comparison and analysis, 415–420
description, 405–406
fingerd buffer overflow flaw, 418–419
xterm log file flaw, 416–418

Vulnerability analysis. See also frameworks.
overview, 389–390
penetration studies

flaw elimination, 396
flaw generalization, 395–396
Flaw Hypothesis Methodology, 

393–396
flaw testing, 395
goals, 391–392
information gathering and flaw 

hypothesis, 394–395
layer methodology, 393
layering tests, 392

penetration studies, examples
Burroughs System, 398–399
corporate computer system, 399–400
Michigan Terminal System, 396–398
UNIX system, 400–402
Windows NT system, 402–403
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W
Waterfall life cycle model, 320–323. See 

also life cycle of systems.
Web, identity on

anonymity, 226–232
anonymizers, 226
cookies, 225
Cypherpunk remailers, 227–229
DNS (domain name service), 224
dynamic identifiers, 222–224
host identity, 221–224
Mixmaster remailers, 229–230
proxy servers, 226
pseudo-anonymous remailers, 227–230
pseudonymous remailers, 227–230
state, 225
static identifiers, 222–224
type 1 remailers, 227–229
type 2 remailers, 229–230

Web server, DMZ
authentication, 535, 537
description, 501–502, 549
files, 543–545, 547–548
networks, 524–526, 528–529

policy, 518–519, 522–523
processes, 537–540, 542–543
users, 529–531, 534

Well-Defined maturity level, 358
Well-formed transactions, 76
Wildcards, ACLs, 242
Window systems, 569
Windows NT system, penetration study, 

402–403
Wiretapping, 5
Worms, 373–374, 575. See also malicious 

logic.
Wrappers, 480
Writable devices, 567
WWW server. See Web server, DMZ.

X
X.509 Directory Authentication Framework 

protocol, 132–133
xterm log file flaw, 416–418

Z
Zapper program, 457
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