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Index

4.2BSD filesystem, 174 amanda.conf file, 202-203, 203
6bone, 384, 390, 392 amd, starting, 53
an driver, 117
A analog tool, 251
A records, 227, 237 analyze logfiles command, 255
.a suffix, 273 Anchors, 297-298, 310
ACID, 422 ancontrol command, 116-117
ACL, running on /dev and /etc/passwd, 54 Andrew filesystem (AFS), 54
Actions, 55, 281 announce mailing list, 483
activadm command, 345 antispoof action, 292
ActivCard authentication, 345 a.out executables, 432433
add privilege, 333 Apache
Add-on programs, 61 2.0.x, 250
Address spoofing protection, 67 analyzing logs, 251
AddType variable, 244 chroot mode, 245
adduser command, 95-96, 98 configuration, 244
Administrative server, controlling access to, default configuration file, 244
333334 default document root, 244
Administrators’ files, 46 documentation, 244
advocacy mailing list, 483 enhancing security, 243
AES (Advanced Encryption Standard) file icons, 244
algorithms, 11 insecure mode, 247
afs, starting, 54 1Pv6, 400
AFS mirrors, 481 logging IP addresses of clients, 244
afterboot(8) manual page, 76 modules, 244, 249-250
Agents, 258-259 overview, 243-244
AH (Authentication Header), 347, 349 remote client variables, 243
Alias addresses (Sendmail), 119-120 resolving and saving host names, 244
Aliases and /etc/sudoers file, 105-106 servers, 56, 243-250
aliases file (Sendmail), 219-220 server administrator’s address, 244
all privilege, 333 site summaries, 251
allow, 310 SSL, 245-247
Alpha platform, 19 storing files, 243
Alternate authentication methods, 71 user directories, 244
Alternate root device, 20 variables, 243
ALTQ traffic-shaping framework, 285 /var/www hierarchy, 243-244
Amanda (Advanced Maryland Automatic Network ~ APM (Automatic Power Management), 62—63
Disk Archiver), 201-203 apm tool, 62-63
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apmd daemon, 57, 62

APOP, 224

Applications
installing, 13
libpcap-based, 306
OpenBSD-specific patches needed, 161
parameters passed to, 66
process IDs as security markers, 10
secure and insecure, 12
stand-alone environment, 48
support applications, 159
type of socket, 66

arc4random() function, 283

Archives, 195-197, 201

ARP (Address Resolution Protocol), 120-122, 142

ARP addresses, 120
arp command, 120
ARP tables, 120, 122, 127-128
arpwatch tool, 423
ASCII sequence of characters, 139
at command, 212-214
atq command, 214
atrm command, 214
Auditing actions taken on system, 107
auth 4/6 service, 65
auth key word, 343
Authenticated firewall rules, 309-311
Authentication
ActivCard, 345
additional login classes, 343-346
agent, 258
backups, 191-195
changing passwords, 344
CRYPTOCard, 345
Kerberos, 338, 345
keychain management, 258-259
OpenSSH, 262
overview, 339
passwd method, 339
public key pairs, 257-258
radiusd server, 345
rejecting login attempts, 346
remote systems, 256
SecurelD login, 345
SecureNet, 345
sendmail, 220-221
S/Key, 339-343
token-based methods, 344-345
authpf shell, 297, 309-311
authpriv events, logging, 69

autoconf tool, 282

automake, 282

Automated backups, 201-203
Automatic power daemon, 57
Automount daemon, 53

awk, 270

B
Backtrace capture, 476477
Backtrace command, 276
Backup media, 187
Backups, 187
Amanda, 201-203
authentication, 191-195
automated, 201-203
central backup server, 191-195
configuration files, 190
cpio command, 195
within cron job, 191
data-specific options, 190-191
describing methods, 203
differential, 188-189
Father-Son strategy, 189
files, 197-200
full, 188-189
GNU tar, 203
Grandfather-Father-Son strategy, 189
incremental, 188-189
labeling, 188
listing, 208
modified Towers of Hanoi strategy, 190
non-full dump levels, 198
partitions, 197-200
pax command, 195-197
planning, 188
restoring files from, 198-200
root filesystem, 208
rsync utility, 204-206
strategies, 188-195
system software, 190
tar command, 200-201
testing and retesting, 188
tools, 195-206
Towers of Hanoi strategy, 189—-190
verifying, 188
volatile data, 190
Banner message before login, 71
Base language support, 270-273
Base software set installation, 35-39
Base system source code, 46
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base*.tgz installation set, 36
Basic X applications, 90-91
batch facility, 214
Battery, current state, 63
Berkeley Copyright, 12
bge Ethernet device, 43
bgel networking device, 111
Bidirectional mappings, 293
biff, enabling, 137
/bin directory, 13, 45-46
Binary, full path to, 66
Binary boot system, unpacking, 433
Binary format changes, 432434
Binary sets, upgrading from, 427
binat rule, 293
BIND package, 227-228, 396, 399-400
BINDS, 233
BIND?9, 228, 233

BIND9 Administrator’s Reference Manual Web

site, 239
bin_s policy, 408
/bin/sh shell, 211, 407
/bin/sync command, 62
Blackhole router, 291
Block action for packets, 291
Blowfish algorithms, 11-12, 96
boot command, 432
Boot configuration, 20
Boot files, cleaning up, 51
Boot floppies, customized, 4243
boot keyword, 20
Boot media selection, 19-20
Boot process, 48-58
Boot sectors, installing, 180
Booting, 20-25
bootp protocol, 149
bootp servers, 141
bootparamd daemon, 56, 141-142
bootp(8) manual page, 149
Boot-time networking configuration, 115
Bottlenecks and disk access, 178
BPF device, 146
brconfig command, 125, 128
Breakpoints, setting, 477-478
Bridge virtual device, 114
Bridges, 125-128
Broadcast address, 147, 383
BSD Apps Web site, 482
BSD Central Web site, 482
bsd file, 23

Index

bsd installation set, 36

bsd kernel, 20, 35-36, 437
bsd.port.mk(5) manual page, 166
bsd.prog.mk template, 282

bsd.rd kernel, 434

BSD-specific software, 481482
Bug fixes, 11

Bug reports, 443

Bugs, 444-449. See also Debugging
bugs mailing list, 483
bugs@openbsd.org mailing list, 445
build target, 165

C

C directives, 280

C libraries, 283

C program verifier, 280

C programming language, 270, 280-281
C++ programming language, 270, 280-281
calendar facility, 208

cbq (class-based queue), 300

cc command, 272-273, 282, 475

495

CCD (Concatenated Disk Driver), 48-49, 170-171,

173
CDR, 187
Central mail servers, 215
.cf files, 217, 219, 221
CGI files, 243
cgi-bin folder, 243
ChallengeResponseAuthentication parameter,
71-72
change command, 440
change-password privilege, 333
chargen service, 139
chat(8) manual page, 130

CHECKFILESYSTEMS environment variable, 208

chpass, 344

chroot, 12, 243-249

chsh utility, 100, 407

clean target, 165-166

Clients mounting NFS filesystem, 313-314
CNAME records, 227, 237

COM1, 130

Commercial applications, 15
common.m4 file, 360-365, 368-369
Communication prototol, 66

comp set, 428

Compiler package, 35

Compilers, 36, 270-273

Complex projects, managing, 281-282
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comp.protocols.kerberos newsgroup, 338
Compressing archives, 195-197
comp.security.ssh newsgroup, 484
comp*.tgz installation set, 36
comp.unix.bsd.openbsd.announce newsgroup, 484
comp.unix.bsd.openbsd.misc newsgroup, 445, 484
Computers and clear text logins, 69
comsat, 137
Conditionals, 282
conf folder, 244
config tool, 439440
Configuration files
backups, 190
loading by default, 286
specifying, 68
upgrading, 429-432
configure script, 162, 165, 282
Connections, 66—67
Console mode, 144
Consoles, 57, 59, 137
Copying files, 70-71
Core dump, 274-276, 476
courtesan.mc file, 219
cpio command, 195
CPU, information about, 471
Crash dump analysis, 478-480
Crashed applications, 475-478
CRIMELABS.NET realm, 329-330, 333
cron job, 191, 296-297
cron service, 60, 65,210-212
crontab command, 211
crontab file, 211-212
cryptoadm command, 345
CRYPTOCard authentication, 345
Cryptography, 11-12
CS Scripts Web site, 79
Cscope tool, 278
csd backup set, 202
.cshre file, 96, 455
cu command, 22
cua00 device, 22
CUPS printing interface, 146
-current branch, 425
Current routing table, 62
curses interface, 278
Customized installation floppies, 4243
CVS (Concurrent Versions System), 262
CVSROOT environment variable, 249, 437, 454
CVS_RSH environment variable, 263, 454

CVSweb, 247-249
choosing mirror, 458
command, 454, 458
compression, 458
.cvsignore files, 459
environment variables, 454
files in repository, 458
ignoring parts of tree, 458-459
Info page, 78
module check out, 456
OpenBSD tags, 457-458
operations, 453-454
ports tree, 160
pserver, 436437, 455
servers, 425-426, 454
source tree check out, 456
speeding up, 458459
ssh rather than rsh, 263
updating src/sys module, 436
usage, 455457

CWD environment variable, 409

D
Daemons, 56, 59
DAV (distributed authoring and versioning)
standard, 249-250
daytime service, 66, 139-140
.db file, 219
db.cache file, 232
dd command, 42, 182
ddb kernel debugger, 20, 478-479
ddb.console variable, 479
ddb.panic variable, 479
de Raadt, Theo, 1,9
Deadly Web site, 345
Debuggers, 274-280
Debugging
crashed applications, 475-478
DDD interface, 278
NFS, 317
tools from ports, 278
tracing system calls, 278-280
Default hosts settings, 72
Default mail server, 60
Default printers, 145
Default processes, 60
Default services, 68—72
DefaultDepth directive, 87-88
delete privilege, 333
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Denial-of-service attack, 232
Dependencies, 167, 281
/dev databases, 54
/dev folder, 4748
/dev/ccdl CCD filesystem, 170-171
Development environment
additional languages from ports, 274
automake, 282
compilers and languages, 270-274
debuggers, 274-280
documentation, 284
editors, 269-270
Imakefile facility, 282-283
libraries, 283
make system, 281-282

shared library and object tools, 283-284
source code development tools, 280-281

xmkmf command, 282
Device tree, 185-186
Devices

drivers, 18

GENERIC kernel, 436

handling full, 196-197

listing open, 185-186

naming, 47-48

number available, 438

status of, 185

used by process number, 186

viewing which process or user is using, 185-186

where mouse connects, 63-64
/dev/log socket, 52
/dev/null device, 263
/dev/sd*, 169
/dev/wd*, 169
/dev/zero device, 182
df command, 181-182
dgram socket, 66
dhclient program, 119, 146
DHCP, 119, 148-149, 382
DHCP clients, 56
DHCP daemons, 56, 146-149, 400
DHCP servers, 119, 146-150
dhcrelay program, 150
Diagnosing problem, 444
diff command, 432, 461
Differential backups, 188-189
dig command, 234-236, 240
Digital Alpha platform, 18
discard service, 140

Disk access, 177-178
Disk controllers, 18

Disk devices, 18, 169
Disk quotas, 175-177
Disk space usage, 101

Index
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disklabel command, 25, 41, 174, 178-180, 182-183

Disklabels, 178-180
Diskless clients
boot parameters, 56-57
configuring, 149
sending kernel information to, 142
Diskless systems and tftpd servers, 141
disklist file, 202-203
DISPLAY variable, 91-92
distclean target, 165
distfiles directory, 161, 165-166
distinfo file, 161
DISTNAME .suffix file, 161
DJBDNS system, 233234

dmesg command, 52, 114, 169, 445, 449, 466,

469470

DNS
BINDS, 233
BIND9Y, 233
caching-only nameserver, 231-232
CNAME records, 227, 237
client configuration, 119
configuration file, 229-231
configuring resolver, 227-228
dig command, 234-236
DJBDNS system, 233-234
firewall rules, 232-233
host command, 236-237
IPv6, 399-400
MX records, 227
NS records, 227
names, resolving, 260
nslint tool, 239
nslookup command, 237-239
operations for electronic mail, 215
PTR records, 227
queries, 227

reaching hosts with IP addresses, 240

A records, 227, 237

reverse zones, 231

secondary zones, 231

security, 232-233

servers, 15, 119, 228-236, 239-240
service debugging status, 235-236
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DNS (cont.)
tools, 234-239
troubleshooting, 240-241
upgrading from named server, 233-234
zones, 228
DNSSec, 233
Documentation, 81-82, 284
Documents, 262-263
domain keyword, 228
domainname command, 319
dprofpp utility, 270
Drivers, 18, 470
DSA host key, 56
Dual booting, 18
dump command, 188-190, 192-195, 197-200, 479
dup-to action, 291
Dynamic content, 247-249
Dynamic memory allocation analysis, 278
Dynamic multicast routing protocols, 56
Dynamic routing protocols, 56

E
echo service, 139
ecn (Explicit Congestion Notification), 300
Edge servers, 15
EDITOR environment setting, 99, 179, 211
Editors, 269-270
Electric Fence debugging library, 278
Electronic mail, 69, 215-225
delivery, 56
maildirs format, 190
mbox format, 190
popping to remote system, 138
ELF kernel boot program, 432
emacs editor, 269-270
E-mail servers, 15
enc driver, 114
Encrypting paswords, 99
Encryption
electronic mail, 225
FTP, 133
Kerberos, 336-337
sendmail, 220-221
sshd, 339
Enlightenment windows manager, 89
ENV variable, 108
Environment variables
controlling options for package system, 153
CVS (Concurrent Versions System), 454
systrace, 409

err-level events, logging, 69

ESP (Encapsulating Security Payload), 347, 349

/etc directory, 40, 46, 62, 172, 427, 429432

/etc inittab file, 58

/etc/active.db file, 345

/etc/adduser.conf file, 96, 99

/etc/amp/ directory, 62

/etc/authpf/ directory, 310

/etc/boot.conf file, 20-21

/etc/bridgename.bridgeO file, 128, 301

/etc/ced.conf file, 171

/etc/daily script, 207-208

/etc/dailylocal script, 207

/etc/dhclient.conf file, 119, 413

/etc/dhcpd.conf file, 147-148

/etc/disklabel file, 41

/etc/disktabs file, 179

/etc/Distfile file, 208

/etc/domainname file, 50, 320

/etc/dot.profile, 42

/etc/dumpdates file, 198

/etc/ethers file, 142

/etc/exports file, 314-315

/etc/fstab file, 49, 54, 175, 181

/etc/ftpchroot file, 134

/etc/ftpusers file, 134, 208

/etc/group file, 208

/etc/hostname.™ files, 51, 115, 119-120, 301, 385

/etc/hosts file, 142, 228

/etc/hosts.allow file, 67-68

/etc/hosts.deny file, 67-68

/etc/hosts.equiv file, 143

/etc/inetd.conf file, 66-67, 133, 204, 222, 397-398

/etc/init.d, 59

/etc/inittab file, 48

/etc/isakmpd/isakmpd.conf file, 355

/etc/kerberosV directory, 328-329, 331

/etc/localtime file, 39

/etc/login.conf file, 99, 101-102, 343346

/etc/mail directory, 208, 217-218, 219-221,
398-399

/etc/mailer.conf file, 216

/etc/man.conf file, 76

/etc/master.passwd file, 95, 98-100, 208, 320, 322,
339,343,431

/etc/monthly script, 209

/etc/monthly.local script, 209

/etc/motd file, 55

/etc/mygate file, 51, 116, 119, 386

/etc/mygate6 file, 385-386
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/etc/myname file, 50
/etc/named.conf file, 229-231
/etc/netstart script, 50, 61, 114-115, 432
/etc/news.expire script, 207
/etc/newsyslog.conf file, 209
/etc/ntp.conf file, 144
/etc/passwd file, 40, 47, 54, 95, 99-100, 431
/etc/passwd.conf file, 97
/etc/pf.conf file, 51, 286, 298-299, 304
/etc/pf.os file, 304
/etc/ppp/ppp.conf file, 129-130
/etc/printcap file, 145
/etc/re script, 47-48, 57, 59, 61, 284, 314, 334
/etc/re.conf file, 50,51, 57, 63, 144, 217, 247, 286,
314, 334, 386-387, 389, 432
/etc/reJocal file, 57-59, 116, 122, 385-386, 421
/etc/re.Jocal.conf file, 58, 88
/etc/rc.securelevel script, 55
/etc/resolv.conf file, 119, 227, 238, 240, 410
/etc/rpc file, 315
/etc/rsyncd.conf file, 204
/etc/security script, 208
/etc/services file, 66-67, 289
/etc/shells file, 96
/etc/skel directory, 96
/etc/snort/rules directory, 420421
/etc/snort/snort.conf file, 420
/etc/ssh directory, 261
/etc/ssh_config file, 71-72, 335
/etc/sshd_config file, 71, 343,399
/etc/sudoers file, 105-107, 431
/etc/sysctl.conf file, 50, 55, 84, 123, 286, 349-350,
387-388, 431, 467

/etc/syslog.conf file, 60, 68-69
/etc/systrace directory, 407
etc*.tgz installation set, 36
/etc/ttys file, 21-22, 58-60, 479
/etc/weekly script, 209
/etc/weeklylocal script, 209
/etc/X11 hierarchy, 84, 87-88, 90
Ethernet address, 147
Ethernet interfaces, 120-122
Executable

changing name of, 271-272

name of, 66

symbol name list, 284

systrace facility, 406

tracing performance, 270
Exim mail server, 222
exports file, 317
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ext2 filesystem, 174-175
extract command, 199
extract target, 165

F
fastroute action, 291
Father-Son backup strategy, 189
fetch target, 165
FFS (fast filesystem), 174-175
Fiedl, Markus, 354
file command, 476
File creation redirection, 108
File descriptors, 185
Files
backups, 197-200
copying, 70-71
listing open, 185-186
moving between hosts, 253
not part of base installation, 47
with predictable filenames, 47
preserving modification times, access times, and
mode attributes, 256
remote synchronization, 204-206
remotely copying between computers, 255-257
restoring from backup media, 198-200
rolling multiple into archive, 195-197
status of, 185
temporary, 47
used by process number, 186
files directory, 161
Filesets, deleting, 35-36
/filesystem, 27
Filesystem image, 182-184
Filesystem layout, 13, 4548
Filesystems, 169, 173
4.2BSD filesystem, 174
asynchronously mounting, 178
availability, 181-182
backup superblocks, 174
creation of, 174
disk quotas, 175-177
ext? filesystem, 174-175
FFS (fast filesystem), 174
fsck process, 177
improvements, 468
improving disk access performance, 177, 178
1509660 filesystem, 174-175
listing open files and devices, 185-186
manual recovery, 184
memory, 181
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Filesystems, (cont.) ruleset, 311
mounting, 174, 177, 180-182 speed of connections passing through, 300-301
msdos filesystem, 174-175 verbose information, 287
from multiple disks, 170-171 fixed-address directive, 149
options, 438 Fixes, 425-426
partition creation of, 170-171 Flavors, 164-166
partitioning, 25-33 Floppy34.fs installation image, 19
pseudo-disks, 182-184 FloppyB34.fs installation image, 19
read-only, 27, 181, 315 FloppyC34.fs installation image, 19
read-write mode, 181 Fonts, 36, 84, 90
recovering deleted partition table, 184-185 Fortran 77, 270
running quotacheck on, 54 Forwarding servers, 228
sharing, 313, 315 Frantzen, Mike, 6
showing usage, 176177 FreeBSD, 9, 17
sizes, 25 Freenet6 Web site, 390
soft updates, 177-178 Freshmeat Web site, 482
space remaining, 181-182 Friedl, Markus, 350, 351
status of, 185 Fries, Todd, 5, 192, 487
synchronously mounting, 178 FSCK (Filesystem Consistency ChecK), 49
union, 181 fsck command, 174-175, 177, 184, 444
unmounting, 180-181 FSF (Free Software Foundation), 78
virtual disks, 182-184 fstat command, 131, 185-186
Filtering routers, 285 FTP, 60, 133, 396-397
Filters daemon, 208
bridges, 126 installation, 19
printers, 146 installing packages, 153
tcpdump, 305 mirrors, 481
finger tool, 136 obtaining passphrase, 342
fingerd daemon, 136-137 plaintext logins, 339
Fingerprints, 303-304 FTP servers, 14, 27, 61, 133
firewalld variable, 58 ftpd daemon, 56, 67, 133-134
Firewalls, 15 FTP-like channel over SSH-2 channel, 264-265
application-layer devices, 285 Full backups, 188-189
authenticated rules, 309-311 fvwm window manager, 87, 89
default accept, 308 fxp0 interface, 111, 119-120
default deny, 308-309
determining rules, 308-309 G
DNS rules, 232-233 gaim program under systrace, 410411
enabling and disabling, 286 games*.tgz installation set, 36, 76, 427
flushing rules, 287 gated daemon, 56
information about, 287 Gateways, 51
killing state entries for host, 287 gcc compiler, 270-274
opening ports, 308-309 gdb program
packet filters, 285 backtrace capture, 476477
parsing rules, 287 core dump files, 274-276
partitioning example, 28-33 DDD interface, 278
performance tuning, 311 disassembly of executable, examination of
PF, 288-292 registers on stack, 276
properly seeing and recording connections, 306 loading debugging symbols, 276

rules for, 286 loading symbols, 476
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monitoring, 276
Motif-based graphical interface, 278
output, 277
setting breakpoints, 276, 477-478
steps preceding crash, 476477
stepwise tracing through executable, 276
targeting core dump, 476, 479-480
GECOS information, editing, 100
GENERIC kernel, 385
bridging devices, 125-126
CCD support, 170
compiling, 437
configuration file, 146
configuration setup, 169
cryptographic and IPsec frameworks, 349
devices, 436
disk quotas, 175
functionality, 435
GRE device, 113
INET6 option, 385
IPv6 support, 382
kernel option, 478-479
networking device drivers, 111
NEFS servers, 314
options, 438
performance, 435
pfsync0 device, 306
recompiling, 435-437
setting configuration files information, 437439
size of, 435
USER_LDT option, 435
variable settings for options, 436
VLAN devices support, 112
get privilege, 333
getty program, 59
gif devices, 112-113, 126, 385, 390-391, 402
GIF/GRE/bridge interfaces, 51
Global system policies, 407
GNATS bug tracking system, 446-449
Gnome windows manager, 89
GNU
autoconf tool, 282
Info document markup language, 78
Makefiles from templates, 282
tar, 203
Toolchain, 270
GNU Info pages, 78-79
GnuPG, 225
gprof tool, 270
Grandfather-Father-Son backup strategy, 189
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Graphical installation process, 17

Graphical login manager, 58

Graveland, Brent, 433

gre virtual device, 113-114

groff macros, 81

Groups
adding before updates, 426
disk quotas, 175-177
managing, 99-100

gtar command, 203

GUI (graphical user interface), 83

gunzip, 35

gzip program, 40, 458

H
Hard disks, 169
automating partitioning, 41
disklabels, 178-180
geometry, 179
identifying by type, 169
location of, 169
main drive and PCI IDE chain identification, 472
numbering, 169
partitions, 173, 179
preparations for holding filesystem, 173
reporting on space usage, 208
Hardware, 17-18
1386, 22
support for, 14
Heimdal Kerberos V implementation, 336-337
he.net, 384
hier(7) manual page, 159
Home directories, 25-26, 47, 96-98, 97, 175, 208
$HOME environment variable, 409
HOME_NET variable (Snort), 420
$HOME/ .ssh, 261
$HOME/ .ssh/config file, 335
/home/username/ systrace directory, 407—408, 410
Host * file, 72
host command, 236-237
Host server, 70
hostname.if file, 387
Hostnames
converting to IP addresses, 227
host authentication, 135
mapping IP address to, 236-237
verification, 67
Hosts
automatic configuration, 146
automatic IPvs configuration, 387-389
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Hosts (cont.) /etc/inetd.conf configuration file, 66, 138-139,
broadcast address, 147 140
grouping in sudoers file, 106 running popa3d daemon, 222-223
IPv6, 382, 403 running sshd process from, 260
moving files between, 253 servers part of, 138
naming with static configurations, 147 TCP socket listening, 205
providing address or host name to, 147 tepb keyword, 397
requesting mapping for, 120-121 Info pages, 78-79
restriction based on location, 67 info2man script, 79
settings, 72 info2pod script, 79
tying configuration to MAC address, 147 init process, 48, 60-61
zone transfer, 233 In-line bridge with packet filtering, 301-302
hosts.access manual pages, 68 Insecure (“Unsecure”) mode (for httpd), 68
hosts.equiv file, 135 install target, 165
Housekeeping Installation
logfile rotation, 209-210 backing up OS (operating system) before, 18
regular system scripts, 207209 base software set, 35-39
scheduling facilities, 210-214 booting, 20-25
HP300 platform, 20, 84 customizing, 40-43
hs247.com Web site, 402 disk layout, 19
htdocs folder, 244 example, 37-39
HTML, 251 filesystem partitioning, 25-33
HTTP, 153 forcing, 41
HTTP mirrors, 481 FTP installation, 19
httpd daemon, 56, 244 graphical installation process, 17
httpd.conf file, 244 HP300, 20
386 platform, 18
I installation CD, 19-20
386 platform jumpstarting, 41-42
architecture, 1 Mac68K, 20
booting, 22 network configuration, 33-34
configuration setup in GENERIC kernel, 169 obtaining files for, 19
floppy disk choices, 19 script, 42
hardware, 22 selecting boot media, 19-20
ICMP rules, 289 Sparc, 23
icons folder, 244 supported hardware, 17
IDE devices, 20, 169 system preparation, 18-19
ident restrictions, 67 types of, 35-36
identd daemon, 56, 65-66, 137 upgrading, 43
Identity file, 254-255, 263 use of computer, 18
ifconfig command, 51-52, 112-114, 117, 306, 385, Installation CD, 19-20
394,420 Installation sets, 35-36, 40
ifmcstat, 385 installboot program, 433434
IKE (Internet Key Exchange), 348, 353, 355 Installed binaries, 46
Imakefile facility, 282-283 install.sh installation script, 42
IMAP server administration, 223 install.sub installation script, 42
include directives, 161, 282 Interface address, 289
Incremental backups, 188-189 Interfaces

inetd daemon, 56, 60, 65-66, 68—69, 133 assigning IP addresses to, 115
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bridges, 126
configuration, 62
current settings, 117-118
inet address family, 115
inet6 address family, 115
IPv6 addresses support, 385-386
listing supported options, 116-117
mapping link-layer addresses to, 127-128
media options, 116-118
multiple IP addresses for, 119-120
parsing and configuring, 51
passing packets between, 286-288
removing from bridge configuration, 126
reporting on settings, 208

Internal services, 138-140

Internet services, 60

intro manual page, 76

Intrusion detection servers, 15

IP (Internet Protocol), 381

IP addresses, 115
converting hostnames to, 227
1Pv6, 383
mapping MAC addresses to, 120-122
mapping to hostname, 236-237
redirecting, 293
returning to host, 142

IP forwarding, 438

ipconfig tool, 61, 385

IPng (IP Next Generation), 381

IPsec, 76, 118
AH (Authentication Header), 347
allow-all policy file, 351
automatic configuration, 351-352
basics, 347-349
endpoint setup, 350
ESP (Encapsulating Security Payload), 347
example VPN configurations, 354-380
IKE (Internet Key Exchange), 348
IPv4 addresses, 381
IPvé6, 400
ISAKMP (Internet Security Architecture Key

Management Protocol), 348

kernel requirements, 349-350
kernel routing tables, 354
m4 script, 487-491
manual configuration, 350-351
Oakley, 348
observing activity of kernel code, 353
setting up, 349-350
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setting up IP address and policy, 351
starting isakmpd, 52
testing and debugging configuration, 352-354
transport mode, 348
tunnel mode, 348
x509 keys creation, 348-349
IPsec gateway and IP forwarding, 350
ipsecadm command, 350, 353
IPsec-related variables, 350
1Pv4, 65-67
autoconfiguration, 119
DHCP, 382
/etc/mygate file, 386
netmask, 384
PF, 289
proxies, 394-396
security, 347
sizes, 381
tunnelling, 384-385
IPv4 addresses, 381
IPv5, 394
1Pv6
“/64” preflixlen, 384
A6 format, 399
AAAA record, 399-400
addressing, 381-382, 385-386, 403
all address, 384
all nodes addresses, 384
all routers addresses, 384
anycast addresses, 383h-384
Apache, 400
autoconfiguration, 119, 387389
backbone network, 384
bandwidth usage, 382
broadcast address, 383
clients, 390-391
DHCP daemons, 400
DNS, 399400
forwarding, 387
gif tunnel, 391
header size, 383
host configurations, 382, 397, 403
ICMP router solicitation messages, 387
identity server for, 65
internal time servers, 66
IP addresses, 383
IPsec, 400
IPv6-ready applications, 396
ISADMP, 400
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1Pv6 (cont.) K
Kerberos, 400 kadmin command, 331-332
kernel setup, 385 kadmind daemon, 334
link local address, 383 KAME project Web site, 382
local networks, 403—404 kauth command, 329
localhost address, 384 kbd daemon, 57
mailing list, 401 KDC (Kerberos Key Distribution Center), 325-326,
manual configuration, 385-386 331
multicast addresses, 383384 kdc daemon, 334
neighbors table, 389 KDE windows manager, 89
networks, 389-396, 401402 kdestroy command, 330
operation of, 383-385 kdump utility, 278-280
packet types, 383 keep state modifiers, 307
PF, 289, 401 Kerberos, 323, 325
ports, 382 authentication, 338, 345
prefixlen (prefix length), 384 build support for, 328
programming, 401 clock synchronization, 327-328
proxies, 394-396 encryption, 336-337
resources, 401-402 expired tickets, 338
routers, 386388, 402 forgery attacks, 327
routing daemons, 400 instances, 326-327
routing services, 56 passwords, 327
security, 347, 382, 401-402 principal, 326-327
sendmail, 398-399 realms, 326-327
service support, 396400 reasons for using, 325-326
special addresses, 383-384 resources, 337-338
sshd, 399 security, 336-337
subnet identifier, 384 services, 140, 334-336
TCP6 protocol, 67 spoofing, 327
topology, 382 ssh secure shell, 335
troubleshooting, 402-404 sshd daemon, 335
tunnelling, 384-385 terminology, 326
usage, 385-389 ticket theft, 337
IPv6 Essentials (Hagen), 401 tickets, 326
ISA bus identification, 473 troubleshooting, 338
ISAKMP (Internet Security Architecture valid tickets, 338
Key Management Protocol), 348, Kerberos clients, 328-331
400 Kerberos Domain Controller service, 57
isakmpd daemon, 52, 348-349, 351-359, 365-367, Kerberos IV, 325, 337, 400
369-373 kerberos KDC server daemon, 57
isakmpd.m4 file, 359-361, 364, 368 Kerberos servers, 331-334
809660 filesystem, 174-175 kerberos slave server daemon, 57
issetugid() function, 283 Kerberos V, 325
its4, 280 activating services at start-up, 334
as authentication mechanism, 334-336
cryptographically strong MAC algorithms, 337
Java, 15, 274 databases, 331
Jobs, scheduling, 210-214 implementations, 326

Jumpstarting installations, 41-42 IPv6, 400
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master KDC, 334
slave KDC, 334
stronger ciphers, 337
telnet, 335-336
Windows 2000, 336
/kern mount point, 353
Kernel
building, 428
compatibility with older versions, 438
configuration files, 111, 437-439
configuring, 20
crash dump analysis, 478480
driver identification, 472
editing binary, 439441
enabling forwarding, 123
FFS_SOFTUPDATES option, 177
files containing preserved, 480
identification information, 471
identifying device, 114
include files, 436
IP forwarding, 438
messages, 114
method of compiling, 436437
modifying configurations, 43
modifying without recompiling, 439-441
non-kernel executables and files, 441
obtaining source code, 436-437
parallel and serial IP linkages, 438
post-reboot analysis, 479480
ramdisk version, 36
rebuilt with debugger installed, 438
recompiling, 435437
routing packet, 123-125
setting state, 50
source files, 48
System V shared memory structures, 438
testing, 20
tuning with sysctl, 465468
Kernel file, 20
Kernel messages, 469-473
Kernel profiling, 270
Kernel routing table, 124
kernfs filesystem, 353
“kern.securelevel” sysctl variable, 55
Keyboard identification, 473
Keyboard translation, 57
keytab file, 331-332
kgmon, 270
kinit command, 329-330
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klist command, 330
knecht.mc file, 219, 221

Kohl, Florian, 5

Konquerer browser, 394

Korn shell scripting language, 270
kpasswdd daemon, 334
KPOP (Kerberized POP), 224
krb5.conf manual page, 329
ksh, 96, 101, 108, 263

ktrace utility, 278-280

ktutil command, 332

L

Languages support, 270-273
Laptops, 63, 403

lastcomm program, 103
Layer 2 MAC addresses, 120
Ichpass, 344

Iclint tool, 280

ldconfig command, 284

1dd command, 284
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LD_LIBRARY _PATH environment variable, 284

LD_PRELOAD environment variable, 284
Lex, 270
lib.m4 library, 360
libpcap-based applications, 306
Libraries, 273, 283
libwrap, 68
Line printer daemon, 145
lint program, 280
Linux

hardware, 17

naming disks, 169-170
LISP programming languages, 274
list privilege, 333
Listening processes, 130-131
lo (loopback) interface, 50
Load balancing, 302-303
Local caching name server benefit, 412-413
LOCAL keyword, 68
Local machine, 56, 143
Local networks, 313, 403404
Local subnet, 56
locate command, 209
Lock files, 51
Logfiles, 68, 209-210
logger command, 306
Logging, 68-69, 304-306
Login consoles, 60
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login file, 96
login.conf file, 102, 309, 344
Logins, 253
classes, 343-346
scripts, 90
secure, 69
timeout, 71
Logs, storing, 46
logs folder, 244
logserver.example.net host, 69
lookup directive, 228
Ipd daemon, 56, 145-146, 407
lpr command, 145
lprm command, 146
LPRng project, 146
Is command, 75, 409
Luff, Jolan, 6, 247
Lynx, 394

M
m4 macros, 359-360, 364-367
m4 script, 487-491

MAC addresses, 120-122, 126-127, 142

Mac68k machines, 20-21
machdep.allowaperature variable, 84
MacPPC hardware, 21-22
mail command, 216
Mail queue, 208
Mail servers
central, 215
default, 60
mail matching conditions, 217-218
misconfiguration, 224
primary, 215
relaying mail to, 218
/var/spool filesystem, 27
Mail software, 215-216
Mailboxes, verifying security, 208
maildirs format, 190
mailer.conf system, 222
Mailing list server, 223
Mailing lists, 483484
mailman package, 223
mailq command, 216
MAILTO variable, 212
mailwrapper command, 216
majordomo package, 223
make command, 164, 167, 282, 322
make install command, 61, 162, 167

make package command, 164

make script, 61

make system, 281-282

make utility, 165, 456

Makefile, 43, 105, 160-161, 281-282, 283,
395

makeinfo command, 78

makemap dbm /etc/mail/virtusertable “<”
command, 220

Malan, Robert, 298

man command, 73, 75

mandoc, 77

man*.tgz set, 36, 73

Manual pages, 36, 73-79, 284

master/ directory, 231

Master KDC, 334

Master parent process, 60

match library, 273

max directive, 66

Maximum BSD Web site, 482

mbox format, 190

.mc files, 217,219

McKusick, Kirk, 177

MD?5 hashes, 12

MDA (mail delivery agent), 216

mergemaster command, 429-432

Messages and security, 225

mfs (memory filesystem), 181

mg editor, 269

Miller, Todd, 6, 283

minicom, 22

Mirrored pairs, 170

Miscellaneous information, 36

misc mailing list, 445, 483

misc*.tgz installation set, 36

MIT Athena Project, 325

MIT Kerberos V distribution, 337-338

MIT Web site, 338

/mnt filesystem, 42

Modems, 130

Modified Towers of Hanoi backup strategy,
190

modify privilege, 333

modulate state action, 290

Monkey.org Web site, 483-484

mopd daemon, 57

mount command, 174, 180-181

mountd daemon, 314, 317

Mounting filesystems, 180-182

Mouse, 63—64
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console mode, 144
console-only mode, 57
identification, 473
services, 144
Mozilla, 382, 394
mrouted daemon, 56
msdos filesystem, 174-175
MTA (mail transfer agent), 215, 224
MUA (mail user agent), 215-216
Multicast routing and static routes, 51
Multiuser system, 26-27
MZX records, 215, 227

N
NALI version of PGP, 225
Name resolution, 228
Name servers, 227, 236-237,412-413
named chroot environment, 52
named daemon, 52, 227, 232-234, 407
named DNS server, 228-232
named process, 27
named service, 228
named.conf file, 233
Nameserver, 27
nat action, 292
NAT (network address translation) device, 292-293
nat rule, 293
nc (netcat) command, 396
NDP (Neighbor Discovery Protocol), 385, 387
NetBSD, 9, 14
netcat tool, 140
net.inet.ip.forwarding variable, 123
Netscape S/Key, 134
netstart script, 119, 128
netstat command, 62, 130, 205, 354, 385, 466
Network card interface driver, 119
Network daemons, starting, 56-57, 414415
Network devices, 61-62, 114-115
Network servers, 414
Network socket identification program, 56
Networking, 61-62
alias addresses, 119-120
ARP (Address Resolution Protocol), 120-122
basic setup, 114-118
boot-time configuration, 115
controlling devices and setup information, 115
device support, 111-114
DHCP, 119
dial-up, 129
DNS client configuration, 119
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Index

IP addresses, 115
learning names of network devices, 114-115
options, 438
PPP, 129-130
routing, 123-125
starting, 50
troubleshooting, 131
virtual interface drivers, 112-114
Networking devices, 111-114
Networking systems, 61
Networks
802.11B networking standard, 117
automatic configuration of hosts, 146
bridging, 125-129
checking status of configuration, 61-62
configuration for installation, 33-34
default gateways, 116
denying access to, 68
information about, 147
installing packages, 153
interface media options, 116-118
listening ports and processes, 130-131
modifying system start-up scripts, 116
multihomed, 116
NAT (network address translation) device,
292
status, 130
wireless interfaces, 117-118
newfs command, 174, 183
new-identity file, 255
newsaliases command, 219
Newsgroups, 484
newsyslog command, 103, 209-210, 212
NFS (Network File System), 313-317
NES and NIS, 323
clients, 313-314
daemon, 53
exports, 208
partitions, 54
servers, 314-317
nfsd daemon, 314, 316-317
nfs_server variable, 314
nfsstat(1) command, 466
NFSv3 specification, 317
NIDS (network intrusion detection system),
417-423
NIS+, 323
NIS (Network Information Service), 319-322
binding, 52-53
clients, 14, 319-320
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NIS (Network Information Service), (cont.)
database, 321
domain, 319-320
master, 320-322
servers, 14, 319-322
subsystem, 52
nm tool, 284
nmap program, 162—-164
NNTP, 207
Non-full backups, 198
Non-GENERIC kernels, 436
Non-kernel executables and files, 441
nowait directive, 66
no-x11 flavor, 165
Nroff macros, 77
NS records, 227
nslint tool, 239
nslookup command, 237-239
ntalkd daemon, 138

NTP (Network Time Protocol), 14, 143-144, 328

ntpdate, 143

(0)
Oakley, 348
objdump tool, 284
Object file, disassembling, 284
Objective C, 270
Objects, 284
Official mirrors, 481482
Open Source Development with CVS, 459
OpenBSD, 1
export restrictions, 19
filesystem layout, 13, 45-48
fixes, 425-426
free source code, 12-13
full code audit, 11
hardware support, 14
history of, 1, 9
ISO images, 19
Java support, 15
licensing, 12-13
open development model, 10
releases, 19
security, 9-12, 14
sets, 35
stable releases, 425
upgrading, 425
usage, 15
user friendliness, 14

OpenBSD Book Web site, 5

OpenBSD Journal Web site, 481

OpenBSD through OpenBSD PF NAT firewall,

373-380
OpenBSD Web site, 481
3.4 tools directory, 18
anonymous CVS servers, 458
backup media, 187
FAQ, 443, 481
INSTALL Linux directory, 18
installation guide, 17
interface to GNATS tool, 446
official mirrors listing, 459
patches, 464
-stable packages, 157
supported hardware, 17
Upgrade Mini-FAQ), 426
usergroups, 484
openbsd-mobile mailing list, 483-484
OpenFirmware, 21
OpenGL libraries, 283
OpenSSH, 9, 11-12, 69
alternative key, 263
arbitrary port forwarding, 262
authentication, 262
channel compression, 262
client options, 261
command-line switches, 263264
command-line use, 254-260
configuration, 261-262
connecting to remote hosts, 253
encrypted channel, 262
identity file, 263
keys, 40
privilege separation, 264
scp command, 253, 255-257
server configuration options, 261-262
sftp, 264-265
ssh command, 254-255
ssh-add command, 258-259
ssh-agent command, 258-259
sshd process, 259-260
ssh-keygen utility, 257-258
tunnel compression on command line, 263
use in other packages, 262-263
X forwarding disabled, 14
openssl command, 220, 247, 348
OpenSSL libraries, 283
Openwin, 83
options manual page, 438
Orange Book features, 10
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os ruleset factor, 304
OSs (operating systems), 18
packet identifications, 299
selective filtering based on, 303-304
out-of-date tool, 167
Owner sanity checks, 54

P
pOf tool, 423
Package database, 153
package target, 165
Packages, 15, 61
building from ports, 161-166
checking compilation, 164
detailed information about, 156
directory, 161-162
docmentation, 81-82
extracting, 152
files for, 161
finding files in, 156-157
flavors concept, 164165
forced installation or removal, 154-155
generating without installing, 164
information about, 155-157, 160
installation options, 153
installing, 152-154, 162, 165, 167
listing with description, 155-156
location as path, 160
looking for additional, 153
naming, 152
network installation sources, 153
overview, 151-152
platforms, 152
removing working source code directory, 165
requirements, 152
security, 9
uninstalling, 154-155, 165, 167
upgrading, 155
Packet filters, 285
Packet scrubbing, 298-299
Packets, 286-288, 298
Packetstorm Web site, 482
Parallel and serial IP linkages, 438
Partition table, 182-185
Partitioning
automating, 41
example, 28-33
filesystem, 25-33
firewalls, 28
general-purpose server system, 26
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multiuser system with untrusted users, 26-27
personal system, 25-26
servers, 27
swap space allocation, 28
Partitions, 170-173, 179
Passphrases, 341-342
passwd program, 97
Passwords, 95-97
encrypting, 99
Kerberos, 327
POP servers, 138
restrictions, 97
users, 340
patch command, 432, 462—463
patch target, 165
Patches, 461465
patches subdirectory, 161
PATH variable, 108
Paul, Chris, 423
pax command, 195-197
Paxson, Vern, 298
pcap filters, 309
pcap libraries, 283
PCI BIOS identification, 472
pdg_delete command, 154
Performance
GENERIC kernel, 435
tuning firewalls, 311
Web servers, 251
Perl, 79-81, 248-249, 270, 280-281
perldoc system, 80
permanent keyword, 121
permit as statements (Systrace_, 413-414
persist flag, 294
Personal system, partitioning, 25-26
PF (packet filter), 9, 127, 285-286, 401
advanced usage, 294-303
affecting TCP sequence numbers for
hosts, 290
anchors, 297-298
antispoof action, 292
arbitrary directionality for packets, 290
authenticated firewall rules, 309-311
binat rule, 293
block policy, 291
changing ruleset for user during login, 297
cleaning don’t fragment bit from packets, 299
configuration files, 288, 431
congestion problem, 300
determining firewall rules, 308-309
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PF (packet filter), (cont.) streams for monitoring, 291

dropping random packets from
queues, 300

duplicating fragments, 299

dup-to action, 291

effective packet filter, 288

enforcing minimum TTL value, 299

evaluating rules, 288-289

examining NAT statistics, 292

examining state table, 306-308

fastroute action, 291

firewalls, 288-292, 311

fixing overlapping fragments, 299

interface for handling addresses, 289

1Pv4, 289

IPv6, 289

keep state modifiers, 307

load balancing, 302-303

loading ruleset, 51

logging, 304-306

maximum MSS value for TCP traffic, 299

NAT (network address translation) device,
292-293

options applied to packets and connections, 290

order of rules, 298

os ruleset factor, 304

packet analysis, 290

packet decisions on basis of network process
context, 290

packet scrubbing, 298-299

ports specification mechanism, 289

prioritizing queues, 301

priority for each rule, 300

randomly assigning IPID values, 299

rate limiting, 300301

redirection, 293

reply-to action, 291

route-to action, 291

routing decisions on packets, 291

selective filtering based on operating system,
303-304

selectively dropping overlapping
fragments, 299

selectively normalizing TCP connections and
states, 299

setting up queues, 300-301

Snort, 422

specifying bandwidth rates for each rule, 300

stateful analysis of TCP, UDP, and ICMP
packets, 290

tables, 294-297
TCP flags, 290-291
timing settings, 311
transparent filtering, 301-302
user interface changes, 286
pf.conf file, 302,310
pfctl command, 286-287, 292-295, 298, 436
pflog interface, 305, 420
pflogd daemon, 52, 304-306
pfsync, 306-309
PGP, 225
PHP, 249, 274, 280-281
PID values, 61
Pilot/OTP program, 342
ping6 command, 385, 392, 402-403
pkg subdirectory, 161
pkg_add command, 152-154, 162, 167, 418
PKG_DBDIR environment variable, 153
pkg_delete command, 154-155, 165, 167
pkg_info command, 155
PKG_PATH environment variable, 153
PKG_TMPDIR environment variable, 153
Platforms and packages, 152
Platform-specific information, 22-23
Pod format, 79-81
pod2man program, 79
Policies, 409-413
POP (or IMAP) over SSL, 224
POP security, 224
POP servers, 138, 222-223
POP3 protocol, 222
POP3 servers, 224
popa3d daemon, 138, 216, 222-224
Port-level redirection, 293
portmap daemon, 52, 66, 140, 313-315, 317
Ports, 15, 61, 159
building package from, 162-166
building source code, 161-162
category, 160
dependencies, 161, 167
directory name, 160
distribution archives, 161
files needed for distribution, 161
flavors, 152, 166
identification, 167, 473
information needed to build, 161
installing files outside of /ust/local, 13
integration with OpenBSD, 168
1Pvé6, 382
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life cycle of build, 161-166
packages build from ports tree, 161
patches, 161
prebuilt and packaged, 152
preparation of source code, 161
problems with, 168
ranges, 289
removing work files, 165
retrieving distfile, 165
security, 12
simultaneously building multiple, 166
source archive, 161
templates and directions for makefiles, 161
updating specific, 166-168
ports mailing list, 483
Ports specification mechanism, 289
Ports tarball, 46, 156160
Ports tree, 13, 15, 61
changes and, 159
dependency checks, 159
directories without ports, 161
distfiles directory, 161
files directory, 161
grouping applications, 160
include directives, 282
INDEX file, 160
modules, 249-250
obtaining, 156-160
packages directory, 161
ports tarball, 156-160
searching for application, 160
structure of, 160-161
support applications, 159
troubleshooting, 168
version, 168
windows manager, 89
without compiler, 159
Port-scan detection system, 423
ports.tar.gz file, 160
POSIX.1e capabilities, 10
Postfix mail server, 222
Postgres database, 419
Post-installation, 3940
Power, automatic management, 62-63
PPP user dial-up, 129-130

Practice of Programming, The (Kernigahn and Pike),

277
Primary mail server, 215
Primary servers, 144, 228
Principals, 326-327, 333

Index

printcap files, 145
printenv script, 243
Printing, 56, 145-146
Priority Queue, 300
Privilege separation, 12
Privileged users, 104-107, 413414
Proactive security, 12
Process accounting, 55, 102-104, 207
Process IDs, 10
Processes
child shells, 108
default, 60
listening, 130-131
random process numbers, 61
restricting, 109
starting, 59
.profile file, 96, 263, 454455
Profiling tools, 270

511

“Programmers Supplementary Documentation,”

284
Programs
add-on, 61
checking for available space, 152
identifying dependency, 152
protecting, 67
stand-alone environment, 48
user to run, 66
user-added, 57
for users, 46
PROM, 23
ProPolice mechanism, 273-274
Provos, Niels, 6, 99, 416
Proxies for IPv4 and IPv6, 394-396
Proxy servers, 251
proxy-arp, 121
ps command, 480
pserver, 436-437, 455
pseudo-device directive, 112
Pseudo-disks, 182-184
PTR records, 227
pub keyword, 121
pubkeys/ directory, 349
Publicly accessible shell servers, 414
Python, 274, 280-281

Q

Qmail mail system, 222
quick action, 288-289
quota command, 176
Quota files, creation of, 175
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Quota management, 54
quotacheck, 54

R
“r” tools, 135
radiusd server, 345
RAID 5 array, 172
raidctl manual page, 171, 172
RAIDFrame, 48-49, 170-173
Ramdisk kernel configurations, 43
Random number generator, 12
Random PID values, 61
Randomized process IDs, 10
RARP (reverse ARP), 142
rarpd daemon, 56, 141-142
Rate limiting, 300-301
rbootd daemon, 57
RC scripts, 59-60
rc.conf script, 144
rc.Jocal script, 144
rc.securelevel script, 144
rc.vpn script, 351
rdate, 53
rd.conf control file, 62
rdist facility, 208
Reactive rulesets (PF), 296-297
Read-only filesystems, 315
Realms, 326-327, 332-333, 337
Reboot, 40
Recompiling kernel, 435-437
red (Random Early Detection), 300
red flag, 300
Regular system scripts, 207-209
Relocatable objects, 272
Reminders, 208
Remote access, 135
Remote applications, 137
Remote files, 135, 204-206
Remote hosts
connecting to, 253
logging onto, 69
rshd process, 143
spawning shell on, 142-143
usernames, 70
Remote login, 135
Remote printers, 145
Remote servers
connecting users to, 254-255
verifying fingerprint, 263264
viewing logged on users, 136

Remote shell, 142-143
Remote users, 136
Reporting bugs, 447-449
repquota tool, 176-177
resolv.conf file, 412
Resolver, 227-228
Resources, 101-104
restore tool, 197-200

Restoring files from backup media, 198-200

Restricted shells, 108
Restricting processes and users, 109
Resume script, 62
Reverse ARP requests, 56
Reversing text, 90
.rhosts file, 135, 143, 208
rksh command, 108
rlogin program, 135
rmuser: program, 97-98
Roesch, Marty, 417
Rogue, 150
Root
connecting with ssh, 71
electronic mail, 218-219
Root device, 20, 471
Root filesystem, 27, 208
/root/XF86Config.new file, 87
round-robin action, 302-303
route command, 123-124, 385, 394
route6d daemon, 56, 386-387, 400
routed daemon, 56
Router advertisements, 388, 403

Router solicitation messages, 56, 387388

Routing, 123-125, 215
Routing daemons, 400
Routing server, 14
Routing tables, 123-124
RPC, 270
daemons, 52
NFS, 314
program numbers, 315
services, 140
rpcgen tool, 270
rpcinfo command, 315, 317
rpc.lockd daemon, 314
rpc.yppasswdd daemon, 322
RSA host key, 56
rsh utility, 135, 142-143, 204, 454
rshd daemon, 143
rstatd daemon, 66
rsync command, 204-206, 263, 396
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rsync mirrors, 481 full code audit, 11
rsync servers, 205-206 gce compiler, 273-274
rsyncd.conf file, 205 general-purpose server system, 26
RSYNC_RSH environment variable, 263 handling error conditions, 10
rtadvd daemon, 56, 387 1Pv4, 347
rtsol program, 119, 382, 388-389 1Pv6, 347, 382, 401-402
rtsold daemon, 56, 389, 402-403 Kerberos, 336-337
RULE_PATH variable, 420 messages, 225
Runtime link editor directory cache, 55-56 MTA, 224
rusersd service, 66 NFS, 317
rwho tools, 208 NIS, 322-323
rwhod daemon, 56 OpenBSD security model, 10-11
OpenSSH, 11-12
S OS code, 9
-S flag, 63 packages, 9
sa command, 104 POP, 224
savecore command, 479 ports, 12
scan_ffs tool, 184-185 proactive, 12
scanlogd tool, 423 randomized process IDs, 10
Scheduling facilities, 210-214 restricted shells, 108
Scheme, 274 sudo command, 107
Schiedar, Stephan, 422 tftpd servers, 141
scp command, 69-71, 255-257, 403 third-party software, 157
Screen, blanking after period of inactivity, 57 X Window system, 92
Scripts reacting to events in logfiles, 296-297 zone transfers, 232
scrub action, 298-299 security-announce mailing list, 464
SCSI disks, 169-170 Selective filtering, 303-304
sdm program, 58, 88-89 sendbug utility, 447-449
search keyword, 228 sendmail, 56, 60, 65, 69, 216-222, 396, 398-399
Secondary servers, 144, 228 Serial consoles, 20-22
Secure by default, 14 Server program arguments field, 66
Secure file transfer, 69 Server Program field, 66
secure keyword, 22 Servers
Secure logins, 60, 69 nonstandard ports, 254
SecurelD login, 345 part of inetd, 138
SecureNet authentication, 345 partitioning, 27
Security, 9 polling for time, 144
AES (Advanced Encryption Standard) primary (DNS), 144
algorithms, 11 recognizing, 72
Blowfish algorithms, 11 secondary (DNS), 144
bug fixes, 11 sharing filesystems, 313
cryptography, 11-12 Stratum 1 and 2 (NTP), 144
development model, 9-10 Service name field, 66
DHCP, 150 Services
DNS, 232-233 bootparamd, 141-142
electronic mail, 220-221, 223-225 build support for Kerberos, 328
enabling services, 14 chargen service, 139
ensuring code correctness, 10 comsat, 137
firewalls, 15 daytime service, 139-140

FTP server, 133 dhcpd, 146
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Services (cont.)
disabled, 133
discard service, 140
echo service, 139
enabling, 14, 58
fingerd, 136-137
ftpd, 133-134
identd, 137
internal, 138-140
Internet, 60
IPv6, 397-400
Kerberos, 140, 334-336
mouse, 144
ntalkd, 138
popa3d, 138
port redirection, 52
portmap service, 140
printing, 145-146
rarpd, 141-142
remote shell, 142-143
RPC, 140
sfp, 134
shell, 135-136
starting, 133
telnetd, 134-135
tfepd, 141
time, 143-144
time service, 139-140
set device root_device command, 20
setgid file, 208
Sets, adding, 35
setuid file, 208
sftp, 134, 264-265
Shared libraries, 55-56, 273, 283-284
Sharing filesystems, 313, 315
SHELL variable, 108
Shells, 135-136
aware of agent, 258
changing default, 99
default, 96
listing, 96
PATH variable, 85
restricted, 108
spawning on remote host, 142143
.shosts file, 208
showmount tool, 317
Shutdown, 48-58
Simpson, Cameron, 79
Single sign-on technology, 325

Single user mode, 20
Sinkhole router, 291
Site-specific files, 4041
site*.tgz file, 40-41
sk* interfaces, 420
S/Key program
authentication, 339-343
challenge and response, 339-340
ftpd tool, 134
hosts, 72
Netscape, 134
obtaining passphrases, 341-342
passwords, 12, 340
setup, 340
sshd setup and usage, 343
telnetd, 134
skeyinit tool, 340
slave/ directory, 231
Slave KDC, 57, 334
Smalltalk, 274
S/MIME, 225
SMTP forwarding daemon, 56
SMTP servers, 65
SMTP transactions, 221
smtpfwdd daemon, 56
Snapshots, 432
snk command, 345
SNMP queries, 66
SNMP servers, 66
Snort, 417-423
snort2pf tool, 422
Socket type field, 66
Soft updates, 177-178
Software
installed into fake root directory, 162
installing custom manual pages, 76
mirrors, 481
README files, 81
Software RAID filesystems, 170-173
Solaris
/etc/inittab file, 48
naming disks, 170
Openwin, 83
Song, Dug, 6
Sound hardware, 18
Source code
analysis, 280
applying patches, 165
assembling, 271



Palmer’index

March 26, 2004 11:42

base system, 46
build process, 428-429
building with debugging symbols enabled,
475-476
compiling, 165, 271
configuring, 165
development tools, 280-281
kernel, 48, 436437
linking, 271-272
patches, 461-464
upgrading from, 427-429
Source directory, 48
Source port-destination port pair, 65
source-changes mailing list, 483
source-hash keyword, 302
SPARC, 21-23
Spoofing, 317, 327, 381
Squid, 251
src CVS module, 456
srvtab file, 332
ssh (secure shell), 69, 136, 204, 253, 396, 454
combined with key-based authentication, 255
configuring, 71
default escape character, 72
ease of use, 70
forwarding X session information, 91-92
identity file to authenticate to system, 254-255
incoming connections, 57
Kerberos, 335
port option, 254
public key authentication, 191-195
rsync program, 263
versions, 254
SSH, the Secure Shell, the Definitive Guide (Barret
and Silverman), 72
ssh clients, 259-260
SSH host key, 56
ssh servers, 14
ssh-add command, 258-259
ssh-agent program, 186, 254, 258-259
.ssh/config file, 72, 261
sshd daemon, 57, 60, 65, 69-72, 259-261, 335, 339,
343,399
ssh-keygen -c command, 257
ssh-keygen command, 257-258
SSL, 76, 245-247
SSL Library, 76
SSL-enabled Apache Web server, 14
-stable branch, 425-426
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-stable packages, 157
/stand directory, 48
Standby script, 62
STARTTLS facility, 220-221
Start-up, 48-60
State table, 306308
stateless autoconfiguration, 387-389
Static hosts, 149
Static libraries, 273
Static routing tables, 123
Stream socket, 66
stsh shell, 476
stty command, 20
stunnel tool, 224
su command, 100
sudo command, 104-107
sudoers file, 106
Super-server for daemons, 56
Superuser, 100, 176
Support applications, 159
Supported hardware, 17
Suspend script, 62
Swap space allocation, 28
swapctl, 49
/sys symlink, 48
sysctl command, 123, 286, 349-350, 388, 465-467,
478-479
syslog command, 46, 52, 60, 68-69, 107, 133, 306,
409
syslog port, 60
syslog server, 65, 68
syslogd daemon, 68-69, 71
SyslogFacility AUTH and LogLevel INFO
paramter, 71
System
adding users and groups, 426
adjusting time, 144
auditing actions, 107
BIOS identification, 472
changing state, 63
daemons, 46
development, 278
information leaks about, 66
mtree check, 208
preparation for installation, 18-19
preparation for upgrading, 426
serial console, 21-22
setting domain name, 50
setting hostname, 42, 50
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System (cont.) Tcl/Tk, 76, 274
setting IP address, 42 TCP
setting security level, 55 initial sequence numbers, 10-11
stand-by, 63 1Pv4, 67
start-up configuration, 438 SYN operating system, 303-304
suspending, 63 tep keyword, 397
tracking health of, 470 TCP wrappers, 67-68
System binaries, 13, 46 tcpb keyword, 397
System calls, 405, 416 TCP6 protocol, 67
System disks, 49, 208 tepe configuration file, 390
System dumps, 208 tcpd daemon, 67-68
System files, 46, 208 tcpdump command, 304-307, 309, 352-353, 385,
System image, 479 402
System logging service, 60 tepreplay, 304-306
System scripts, 207-209 tech mailing list, 483
System sets, 434 tech@openbsd.org mailing list, 445
System software backups, 190 telnet, 60, 396
System V shared memory structures, 438 daemon, 134-135
systrace, 109, 405, 406, 416 denying all connections to, 68
arbitrary external policies, 405406 Kerberos V, 335-336
device, 405 obtaining passphrase, 341
environment variables, 409 plaintext logins, 339
example usage, 408410 Templates and sendmail, 217
executables, 406 Temporary files, 47
intrusion detection logging system, 415 Terminals, adding and removing, 58-59
limitations, 416 test-cgi script, 243
local caching name server benefit, 412-413 Texinfo, 78
network servers, 414 Text, reversing, 90
permit as action, 413 Text editors, 269-270
policy creation, 410-413 tftpd daemon, 141
privilege elevation, 413414 .tgz extension, 35
protecting users from processes, 407 Third-party software and security, 157
setting user ID, 413-414 thttpd daemon, 250
software testing, 415 tickadj program, 143-144
storing generated policies, 408 ticket forwarding, 326
system calls, 416 ticket-granting tickets, 326, 330
system coverage, 414415 Tickets, 326, 329-331, 337-338
target uses, 407 time 4/6 service, 66
untrusted data paths, 407 Time of day, 139
untrusted users operating shells, 407 time service, 139-140, 143-144
where to use, 414 Time zone information and example, 39
wrapping child processes, 415 tkman tool, 75
TLS library, 76
T /tmp directory, 26, 47, 54, 207, 330
Tables, 294-297 /tmp/comp34.tgz file, 35
talk program, 138 tmpnam() function, 276-277
tar command, 35, 40, 200-201 /tmp/pkg directory, 153
Targets, 281 Token-based authentication methods,

Tasks, 60, 210-212 344-345
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top tool, 436

Towers of Hanoi backup strategy, 189-190
traceroute, 393

traceroute6, 385, 402

Tracing system calls, 278-280
Transparent firewall, 127, 301-302
Trusted third-party SSL, 246-247
tty00 modem port, 21

tty01 printer serial port, 21
TUCOWS Web site, 482

tunnel keyword, 112

Tunnelling, 384-385

twm window manager, 89

U
UDP, 140-141
udp6 keyword, 398
ulimit command, 101
UltraSPARC serial consoles, 21
unconfig command, 182184
uninstall target, 165
Uninstalling packages, 154-155
Union filesystems, 181
UNIX, 9, 45, 76, 83
unmount command, 180-181
Unmounting filesystems, 180-181
Untarring ports tarball, 46
Upgrade Mini-FAQ, 426
Upgrading, 425
binary format changes, 432-434
from binary sets, 427
branches, 425426
configuration files, 429-432
CVS servers, 425-426
fixes, 425-426
installation, 43
installboot program, 433-434
mergemaster command, 429432
packages, 155
snapshots, 432
from source code, 427429
system preparation, 426
USB identification, 472-473
User accounts, self administration, 100
User administration, 95
USER environment variable, 409
useradd command, 98-99
User-created manual pages, 77-78
Usergroups, 484
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user_ip macro, 310
Userland binaries, 13
Usernames, 70, 137
Users
ability to connect without password, 135
adding before updates, 426
altering default options, 99
audit trail, 97
batch mode addition, 98
centralized management, 319

checking status of disk quota consumption,

176
chroot locked into home directory, 134
connecting to remote servers, 254-255
creation and deletion, 95-99
default settings for adding, 96
default shell, 96
disk quotas, 175-177
displaying tasks, 211
home directories, 47, 96-97
information about, 66, 95
informing about net mail, 137
IPv6, 385
limiting access to resources, 101-102
listing, 208
login class, 99
maximum name length, 97
passwords, 96-97, 340
privileged, 104-107
process accounting, 102—-104
restricted shells, 108-109
self account administration, 100
setting default options, 95-96
S/Key password, 340
users folder, 244
users group, 100
User-specific policies, 407
User-supplied binaries, 108
/usr directory, 25-28, 45, 160, 456
/ust/bin directory, 46
/ust/lib directory, 273, 284, 412
/ust/libexec filesystem, 46
/ust/local directory, 5, 25, 47, 159, 314, 316
/ust/local/bin directory, 47, 159
/ust/local/include directory, 47
/ust/local/lib directory, 47, 273, 284
.ust/local/man directory, 76
/ust/local/sbin directory, 47
/ust/local/share/doc directory, 81
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/ust/ports directory, 5, 46
/usr/ports/mypackages file, 166
/usr/ports/x11 subtree, 89

/ust/sbin directory, 46
/usr/share/man directory, 76
/ust/share/mk directory, 282
/usr/share/mk/bsd.own.mk file, 328
/ust/share/sendmail/cf directory, 219
/usr/share/zoneinfo directory, 39
/ust/src directory, 5, 46, 428
/ust/src/distrib, 41-43

/usr/src/sys directory, 48
/ust/src/sys/arch/i386/conf file, 43
/usr/src/sys/conf directory, 438
/usr/X11R6 hierarchy, 76, 84-85, 284
/ust/XF4, 5

utmp, 133

\'%

Valchev, Peter, 6

/var filesystem, 26-28

/var partition, 46

/var/adm directory, 46

/var/amanda/DailySet1 directory, 203
/var/cron directory, 211-214

/var/db directory, 51, 119, 148-149, 153
/var/heimdal directory, 331-333
/var/heimdal.kdc.conf file, 331

Variables, 46, 286, 465—467

/var/log directory, 46, 87, 97, 133, 259-260, 409
/var/msgs file, 207

/var/named directory, 27, 52, 228229
/var/preserve file, 207

/var/run directory, 52, 63, 148, 351, 353-354, 373
/var/rwho file, 207

/var/spool filesystem, 26027

/var/tmp directory, 26, 153, 207, 429-430, 432
/var/www directory, 27, 243-245, 249, 431
/var/yp/DOMAINNAME/ directory, 321-322
Verifying input, 444

Verisign, 246-247

vi editor, 55, 99, 269

Video hardware, 18, 83

vipw tool, 99-100

Virtual devices, 112

Virtual disks, 182—-184

Virtual hosting, 219-220

Virtual interface drivers, 112-114

Virtual memory swap space, 49

Virtual private networking, 76
virtusertable.txt, 220
visitors class, 343-344
VISUAL variable, 211
visudo command, 105
VLAN (Virtual LAN) devices, 112-113
vmstat tool, 466
vmunix file, 23
Volatile data, 190
VPN (virtual private networks), 76, 350
example configuration, 354-380
laptop configuration, 374-377
Non + Tunnel: Net-Net, 360-364
OpenBSD through OpenBSD PF NAT firewall,
373-380
OpenBSD-OPENBSD + Tunnel: Net-Net,
355-360
OpenBSD-OpenBSD + Tunnel: None, 364-367
remote configuration, 377-380
wireless laptop to a secure gateway, 368-373

A\

w3m, 394, 396

wd0a root device, 20

Web servers, 15, 27, 243, 250-251
Web-based filesystem, 250

weblint tool, 251

WEP (Wired Equivalent Privacy), 118
whatis command, 75-76

whatis database, rebuilding, 209
wheel group, 100

whois command, 240-241

wi driver, 111, 117

wicontrol command, 117-118
Window managers, 8890
Windows 2000, 336

Windows managers, 83

winkey.exe program, 342

Wireless devices, 118

Wireless interfaces, 117-118, 131
Wiireless laptop to secure gateway, 368373
wm?2 window manager, 89
Working directory, 108
WRKOBJDIR directory, 165
wsconsctl daemon, 57

wsmouse devices, 144, 473
wsmoused daemon, 57, 63-64, 144
wsmoused(8) manual page, 63
wwwob6to4 tool, 394-396
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X

X Window System, 83
3.3.6 servers, 84
4.x series servers, 84
alternate window managers, 88
applications, 71-72, 83, 90-91
basic X applications, 90-91
components shared across architectures, 84
DefaultDepth directive, 87-88
displaying graphics, 83
distribution, 282-283
editing XF86Config file, 87
environment, 213, 409
forwarding, 262
graphical login, 88-89
installing, 84
processing login scripts, 90
quick setup, 85-88
remote display, 91-92
resizing fonts, 90
reversing text, 90
security, 92
server, 36, 83, 87, 92
source tree, 429
starting -configure flag, 87
switching resolution, 88
system, 36
terminal window, 90
troubleshooting configuration, 87
UNIX sockets creation, 54
video hardware, 83
window managers, 83, 89
wrong color bit depth set, 87-88
wrong resolution, 87-88
xbase33.tgz set, 84
XDM (X Display Manager), 88-89
xinerama, 83
xman, 75

Index

x509 keys creation, 348-349

Xaccess file, 88-89

xbase*.tgz installation set, 36

Xdefaults file, 90

XDM (X Display Manager), 88-89

xemacs editor, 269-270

XF86Config file, 87

xfont*.tgz installation set, 36

XFree86 4.x series userland and libraries,
83-85

XFree86 servers, 85-87

xfs X font server, 92

xhost command, 92

XHP server, 84

.xinitrc file, 89

xman, 75

xmkmf command, 282

Xresources file, 88—-89

xserv*.tgz installation set, 36

Xsession file, 88

.xsession file, 88

xshare33.tgz set, 84

xshare*.tgz installation set, 36

xsystrace application, 409

xterm, 90-91
Y
Yacc, 270

Ylonen, Tatu, 69

yp daemon, 52

yp manual page, 323
ypbind command, 320
ypinit command, 320

Z
Zalewski, Michal, 303
zzz command, 63
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