
Symbols and Numbers
. (period), 65–66
/ (slash), 65
: (colon), 65
[ ] (square brackets), 65
~ (tilde), 82
<> (angle brackets), 65, 82
= (equals sign), 82
0 (success) status class, 234
1 (redirection), status classes, 234
10Gb link support, 215
2 (initiator error), status classes, 234
3 (target error), status classes, 234
3DES, 185
40Gb link support, 215

A
A (acknowledge bit), 269
Abort Task function

error recovery level 0 and, 159
overview of, 154
task management function request

PDU, 281–284
task management function response

PDU, 286–288
Abort Task Set function

execution of, 283–284
overview of, 154
task management function request

PDU, 281
task management function response

PDU, 286–288
ACA (auto contingence allegiance), 151,

154, 282

Access control lists (ACLs)
discovery process and, 174
SLP and, 177

Access controls, 144–146
ACK (acknowledgement), 109
Acknowledge bit (A), 269
Acknowledgement (ACK), 109
ACLs (access control lists)

discovery process and, 174
SLP and, 177

Acronyms, list of, 317–321
Adaptec, 46
Additional header segments (AHS)

AHSLength, 259–261
AHSType, 259–261
overview of, 58–60, 259–261

Addressing, iSCSI, 63–68. see also IP
addresses

Administration, iSCSI networks,
212–213

Administrative approach, to discovery,
172–173

Advanced technology attachment (ATA)
drives

home offices using serial, 17–18
storage with, 1

AES (Advanced Encryption Standard),
186

AES in CBC MAC mode with XCBC
extensions, 186

AHS (additional header segments),
58–60, 259–261

AHSLength, 259–261
AHSType, 259–261
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Alacritech, 47
Algorithms, security, 185
Aliases, 313
angle brackets (<>), 65, 82
Application layer, 53–55
Architecture, iSCSI, 139–150

access controls and, 144–146
initiator nodes, 139
initiator ports, 139–140
naming initiator and target nodes, 141
naming ports, 141–143
naming target ports, 142–144
portals, 141
target nodes, 141, 146–147
wedge drivers and, 144

AsyncEvent, 221
Asynchronous message PDU, 220–223
AsyncVCode, 221
At-distance environments, 31–33, 209
At-distance interconnect, 215
ATA (advanced technology attachment)

drives
home offices using serial, 17–18
storage with, 1

ATTR (task attributes), 258
Authentication

IKE and, 182
IPSec and, 185
peer authentication, 186

Authentication login routines
discovery sessions, 88
introduction, 72–73
iSCSI sessions, 81
keywords and, 83

AuthMethod, 298
Auto contingence allegiance (ACA), 151,

154, 282

B
Backup tape drives

high-end environments and, 27
satellite environment and, 31

Backups, iSCSI networks, 213–214
Base64-constant, 310–311
Basic Input Output Service (BIOS), 172
BegRun, 278
BHS (basic header segment)

markers and, 195
PDU structure and, 58–60

Bidirectional Expected Read-Data Length
AHS, 261

Bidirectional Read Residual Count, 265
Binary-value, 311
BIOS (Basic Input Output Service), 172
BIS (Boot Integrity Services), 172
Bit encodings, 309–311
Boolean negotiations, 98–99
Boolean-value, defined, 310
Boot Integrity Services (BIS), 172
Boot process, 171–172
Bridge boxes, 35
Buffer management

command windowing and, 123–124
eddy buffers, 196

Buffer Offset
R2T PDU, 251–252
SCSI Data-In PDU, 272
SCSI Data-Out PDU, 274–275

Bus, SCSI, 1–4

C
C (continue) bit

login request PDU, 225
login response PDU, 232
text request PDU, 94, 290
text response PDU, 94, 294

Campus, high-end environment, 27–30
Case sensitivity, login keywords, 81
Cat 5 cables, 7–8
CDBs (command description blocks)

defined, 1
Ethernet transport encapsulation and,

51–52
Extended CDB, 260
SCSI Command Request PDU and, 259
SCSI commands carried in, 49–50
tasks and, 151

Central environment, high-end
environments, 33–35, 209

Certification, 182
CHAP (Challenge Handshake

Authentication Protocol), 81, 184,
187

Characters, 309–311
Checksums, CRC Digests, 61–63
CID (connection ID)

defined, 313
login request PDU, 75, 228
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logout request PDU, 238–239
nonleading login process and, 86
session establishment, 107–108
session login process, 103
table of values, 230

CIFS (Common Internet File System), 11
Cisco, 45–46
Clear ACA function, 154, 282
Clear Task Set function, 154–155, 282,

285
CmdSN (command sequence number)

error recovery process and, 163
ExpCmdSN and, 120
list of PDUs containing, 121, 136
login request PDU, 76, 119–120,

228–229
login response PDU, 78
logout request PDU, 238
nonleading login process, 86
NOP-Out PDU and, 248
overview of, 109–111
SCSI Command Request PDU, 259
task management function request

PDU, 282, 283
text request PDU, 291

colon (:), 65
Command data (data segment), 261
Command queue entry (CQE), 125–126
Command sequence number. see CmdSN

(command sequence number)
Command windowing

buffer consumption and, 123
overview of, 136
relationship of MaxCmdSN to

ExpCmdSN, 122–123
TCP/IP connection windowing and,

123
Commands

data and status related to, 132
description blocks. see CDBs

(command description blocks)
immediate vs. nonimmediate, 119–120
iSCSI sessions and, 56–57
linked as single task, 152
order of, 119–122
SCSI, 49–50
SCSI bus, 1
sequence numbers. see CmdSN

(command sequence number)

task management, 156
text. see Text commands

Common Internet File System (CIFS), 11
Companion processes

boot process, 171–172
discovery using administrative

specifications, 172–173
discovery using iSNS, 179–182
discovery using SendTargets, 173–175
discovery using SLP, 176–179
MIB and SNMP, 187–188
overview of, 171
security, 182–187

Company id values, 64
Confidentiality, IPSec, 185
Connection

allegiance, 107
defined, 313
failure recovery, 158
session management, 106–108
windowing, 123

Connection ID. see CID (connection ID)
Connection points, 141
Continue bit. see C (continue) bit
CQE (command queue entry), 125–126
CRC-detected errors

as error class, 157
ErrorRecoverylevel=1, 160–161
recovering from, 158

CRC digests
checksums and, 61–63
PDU structure and, 59–60
resending data or status, 112–117
value of, 196

CSG (current stage) field
login authentication and, 83–85
login request PDU, 77, 225
login response PDU, 232

Cyclic redundancy check. see CRC
digests; CRC-detected errors

D
DA (directory agent), SLP, 176–178
Data

options for unsolicited, 304
related commands and status, 132
resending, 112–117
sequencing, 108–112
travel directions for read or write, 108
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Data digests
errors, 161
login authentication, 84–86
overview of, 299
PDU structure and, 58–60
protecting Data part of PDU headers,

62–63
recovery, 165–166

Data-In PDUs
data placement with, 134–135
read data travel direction, 108
resending data or status, 112–117
sequence numbers for, 109

Data ordering
DataPDUInOrder and

DataSequenceInOrderan, 129–132
FirstBurstLength, MaxBurstLength,

and MaxRecvDataSegmentLength,
127–129

MaxCmdSN (maximum CmdSN), 131
R2T data and, 131
score boarding arrived data, 130

Data-Out PDUs
resending data or status, 113–114
sequence numbers for, 109
write data travel direction, 108

Data segments, 59, 261. see also
DataSegment

Data sequence number. see DataSN (data
sequence number)

Data SNACK
DataACK, 277–280
level 1 errors and, 161
R2T, 276–277

DataACK, 277–280
Databases, 20–21
DataPDUInOrder

data out order, 252, 274–275
negotiated value of, 129–132
overview of, 137, 299

DataSegment
Reject PDU and, 255
SCSI Data-In PDU, 272
SCSI Data-Out PDU, 275
text request PDU, 291
text response PDU, 295

DataSegment (ping data), 249
DataSegment (sense and response data),

266

DataSegment (text-login parameters)
asynchronous message PDU, 224
login request PDU, 229
login response PDU, 236
NOP-In PDU, 246

DataSegmentLength
asynchronous message PDU, 221
login request PDU, 225–226
login response PDU, 233
NOP-In PDU, 245
NOP-Out PDU, 248
Reject PDU, 254
SCSI Command Request PDU, 

258
SCSI Command Response PDUs, 

264
SCSI Data-In PDU, 270
SCSI Data-Out PDU, 273–274
text request PDU, 290
text response PDU, 294

DataSequenceInOrder
consecutive R2Ts and, 252
negotiated value when sending data,

130–132
overview of, 137, 299
SCSI Data-Out PDU, 275

DataSN (data sequence number)
overview of, 111–112
Reject PDU, 255, 256
SCSI Data-In PDU, 271
SCSI Data-Out PDU, 274

Date field, naming formats, 64
DDP (direct data placement)

IETF and, 199
iSCSI performance and, 215
ITT and, 126, 136–137

DDs (discovery domains), 179
Decimal-constant, defined, 310
DefaultTime2Retain, 167, 299
DefaultTime2Wait, 160, 167, 299–300
Definitions, in  glossary, 313–316
Desired data transfer length, R2T PDU,

251
Desktop computers

ATA hard drives and, 1
campus companies, 29–30
iSCSI for, 7–8
midrange companies, 25, 29–30

Development history, iSCSI, 210–211
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DHCP (Dynamic Host Connection
Protocol)

boot process, 171
discovery process, 178

Digests. see also CRC digests; Data
digests; Header digests

defined, 59
support for, 224

Direct data placement. see DDP (direct
data placement)

Direct Memory Accessing (DMAing),
125

Direct memory placement, 194
Directory agent (DA), SLP, 176–178
Disaster preparation, iSCSI networks,

213–214
Discovery domains (DDs), 179
Discovery process

administrative approach, 173
iSNS, 179–182
SendTargets, 173–175
SLP, 176–179

Discovery session
defined, 73
overview of, 88–90

Distance limitations, SCSI bus, 3
DMAing (Direct Memory Accessing),

125
DNS (Domain Name Service), 64–65
Dual dialect storage server systems, 22
Dynamic Host Connection Protocol

(DHCP)
boot process, 171
discovery process, 178

E
Eddy buffers, 196
Edge connect devices, 214
Effective maximum segment size (EMSS),

199–200
EMSS (effective maximum segment size),

199–200
EN (enterprise number), 226–227
Encapsulating Security Payload (ESP),

185
Encryption, 184, 185
Endpoints, 182, 183
Engineering environments, file sharing

in, 21

Enterprise number (EN), 226–227
Enterprise unique identifier (EUI), 63,

64, 67
Environments, iSCSI, 206–210

high-end, 208–209
midrange, 207
SoHo, 206–207

equals sign (=), 81–82
Error handling, 157–169

classes of detected errors, 157
hierarchy of error recovery, 158
recovery level 0, 159–160
recovery level 1, 160–166
recovery level 2, 166–168
recovery level keys and values, 

300
recovery techniques, 158–159,

194–195
ErrorRecoverylevel=0

overview of, 159–160
session restart and, 158
summary of, 168

ErrorRecoverylevel=1, 160–166
CRC failure and, 158
DataDigest recovery, 165–166
HeaderDigest recovery at initiator

side, 161–163
HeaderDigest recovery at target side,

163–165
recovery approaches in, 160–161
summary of, 168–169

ErrorRecoverylevel=2
connection failure recovery, 158
overview of, 166–168
summary of, 169

ESP (Encapsulating Security Payload),
185

Ethernet
10Gb and 40Gb link support, 215
home office systems and, 16
iSCSI desktop and laptop computer

and, 7–8
iSCSI-related protocol layers and,

53–55
protection by CRC-32, 61–63

EUI-64 (extended unique identifier)
format, 64

Eui (enterprise unique identifier), 63,
64, 67

Index 333

29143 06 p329-346 r1ah.ps  10/4/02  11:53 AM  Page 333



ExpCmdSN
asynchronous message PDUs, 221
CmdSN and, 120
error recovery process and, 163
login response PDUs, 77–78, 233–234,

242
MaxCmdSN and, 123
NOP-In PDUs, 246
overview of, 109–111
PDUs returned on, 121–122, 136
R2T PDUs, 251
Reject PDUs, 255
SCSI Command Response PDUs, 265
SCSI Data-In PDUs, 271
task management function response

PDUs, 287
text response PDUs, 295

ExpDataSN
overview of, 112
Reject PDUs, 256
SCSI command response PDUs, 

265
task management function request

PDUs, 283
Expected command sequence number. see

ExpCmdSN
Expected data sequence number. see

ExpDataSN
Expected Data Transfer Length field,

258–259
Expected status sequence number. see

ExpStatSN
ExpStatSN

error recovery process and, 163
login request PDU, 76, 229
logout request PDUs, 238
NOP-Out PDUs, 249
overview of, 110
resending data or status, 113
SCSI Command Request PDUs, 259
SCSI Data-Out PDUs, 274
SNACK request PDUs, 277
task management function request

PDUs, 282
text request PDUs, 291

Extended CDBs, 260. see also CDBs
(command description blocks)

Extended unique identifier (EUI-64)
format, 64

F
F (final) bit

SCSI Command Request PDU, 257
SCSI Data-In PDU, 269
SCSI Data-Out PDU, 273
text request PDU, 94, 99–100, 290
text response PDU, 94, 99–100, 294

FC (Fibre Channel)
central sites including, 34
compared with iSCSI, 8–9, 206, 215
iSCSI development and, 210–211
iSCSI outselling, 36
iSNS and, 181–182
overview of, 5–7
storage controllers, 123–124
TOE chips and, 24–25
wedge drivers, 144, 147–149

FFP (full-feature phase)
CmdSN and, 119
defined, 72
login authentication and, 83–85
negotiation flow rules, 101
sessions and, 106

Fibre Channel. see FC (Fibre Channel)
File servers

NAS and, 11
small offices and, 18

File sharing
home offices, 16–17
SCSI bus and, 3–4
small offices, 21–22

FIM (Fixed Interval Marking)
header digest recovery and, 161
marker implementation, 197
overview, 195–196
overview of, 61
pointers, 196–197
synchronization, 197–198
TUF/FIM combination, 201–202

Final bit. see F (final) bit
FirstBurstLength

limit on session-wide data, 127–129
overview of, 137, 300

Fixed Interval Marking. see FIM (Fixed
Interval Marking)

FQDN (fully qualified domain name)
vs. address resolution, 66–67
defined, 64
reverse name format vs., 65
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Full-feature phase. see FFP (full-feature
phase)

Fully qualified domain names. see FQDN
(fully qualified domain name)

Function. see Task management
Future, of iSCSI, 210–211

H
Hard disk drives. see HDDs (hard disk

drives)
Hashed Message Authentication

(HMAC-SHA-1), 185
HBAs (host bus adapters)

boot process and, 172
buffer control on, 124–126
central sites use of, 33–34
comparing iSCSI with FC, 9
cost of, 26
functioning of iSCSI and, 49–50
ISID and, 105–106
login process and, 87
midrange companies use of, 23–24
session-wide vs. connection-specific

values, 127
TOE integration on, 60–61

HDDs (hard disk drives)
assigning logical or physical, 16
ATA, 1
SCSCI bus and, 1–5

Head of queue, 151
Header digests

errors, 161
login authentication phase, 

84–86
overview of, 300
PDU structure and, 58–60
protecting PDU headers, 62–63
recovery at initiator side, 161–163
recovery at target side, 163–165

Hex-constant, defined, 310
Hexadecimal numbers, 82
High-end environments, 27–35

at-distance locations, 31–33, 209
campus, 27–30, 208
central location, 33–35, 209
cohabitation of FC and iSCSI, 27
latency in, 27
satellite locations, 30–31, 

208–209

History, iSCSI, 41–48, 47–48
chronology of, 47–48
Cisco and IBM’s joint effort, 45
end of story, 46–47
IEFT and, 45–46
measurements, 43–45
SCSI over TCP/IP and, 41–45

History, SCSI. see SCSI (Small
Computer System Interface),
background of

HMAC-SHA-1 (Hashed Message
Authentication), 185

Home office environments
campus similarities to, 29
Ethernet in, 16
file sharing in, 16–17
list of, 206–207
purchasing software for, 16
serial ATA drives in, 17–18

Host bus adapters. see HBAs (host bus
adapters)

Host systems
converting storage connections, 34
home office, 16–17

I
I (immediate bit)

logout request PDU, 237
NOP-Out PDU, 248
text request PDU, 290

I-T nexus state
consequences of, 307
defined, 306
overview of, 307
SCSI nexus and, 147–148

IBM
development of iSCSI, 46–47, 210
file servers, 11
history of iSCSI and, 41–45

IEEE naming, 64
IETF (Internet Engineering Task 

Force)
authentication protocols, 81
DDP and RDMA and, 199
history of iSCSI and, 45–47
iSCSI development and, 7, 210–211
as last word, 219

IFMarker, 300
IFMarkInt, 300–301
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IKE (Internet Key Exchange)
combined with IPSec, 182
iSCSI sessions and, 80
peer authentication with, 186
references, 326–327

Immediate bit. see I (immediate bit)
Immediate commands, 119–120, 153
ImmediateData, 301
InitialR2T, 301
Initiator error status class, 234–235
Initiator nodes, iSCSI, 141
Initiator ports, iSCSI sessions, 103
initiator session ID. see ISID (initiator

session ID)
initiator task tag. see ITT (initiator task

tag)
InitiatorAlias, 301
InitiatorName, 301
Intel, 46
Intellectual property rights (IPRs), 81
Internet Engineering Task Force. see

IETF (Internet Engineering Task
Force)

Internet Key Exchange. see IKE (Internet
Key Exchange)

Internet Protocol. see IP (Internet Protocol)
Internet SCSI. see iSCSI
Internet Storage Name Service. see iSNS

(Internet Storage Name Service)
Intranets. see LANs (local area networks)
IP addresses

addressing conventions, 65–67
boot process and, 172
discovery process and, 173–174

IP (Internet Protocol)
comparing FC with IP networks, 5–7
overview of, 52–53

IP SAN (IP storage area network), 174
IP Security (IPSec)

built into iSCSI, 11
combined with IKE, 182
references, 326–327

IP Storage (ips) workgroup, 46
IPRs (intellectual property rights), 81
ips (IP Storage) workgroup, 46
IPSec (IP Security)

built into iSCSI, 11
combined with IKE, 182
references, 326–327

iqn (iSCSI qualified names), 63, 65, 67
iSANs, 25–26
iSCSI, 49–70

addressing and naming conventions,
63–68

architecture. see architecture, iSCSI
checksums and CRC Digests, 61–63
client network entity, 314
devices, 313
environments, 206–209
future of, 210–211
history of. see History, iSCSI
I-T-L nexus, 147
mappings, 306–307
names, 314
network management. see Network

management, iSCSI
nodes, 314
overview, 68–69, 205–206
PDU structure, 58–60
portals, 141
protocol layers related to, 52–55
RDMA. see RDMA (remote direct

memory access)
references, 323–326
SCSI commands and, 49–50
server network entity, 314
sessions, 56–57
storage controllers, 123–124
summary conclusions, 216–218
tasks, 314
TCP/IP and, 50–52
TOE integration on chip or HBA,

60–61
transfer direction, 108, 314

iSCSI, advantages, 7–11, 15–40
compared with Fibre Channel, 

8–9, 36
cost reduction, 7, 9–10
desktop and laptop deployment, 

7–8
at distance tape backup, 9–10
high end environments, 26–35
home office environments, 15–18
latency, 9
midrange environments, 23–26
security features, 11
small office environments, 18–23
summary of, 36–39
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iSCSI initiator
command sequence, 119–120
names, 313
nodes, 139, 141, 313
ports, 139–143, 313

iSCSI layer, 313
iSCSI-local-name-value, 310
iSCSI-name-value, 310
iSCSI qualified names (iqn), 63, 65, 67
iSCSI target

in-order delivery requirements of, 121
nodes, 139, 141, 146–147, 314
ports, 142–144, 313

iSER, 216
ISID (initiator session ID)

defined, 314
error recovery level 0 and, 160
login request PDU, 76, 226–227
login response PDU, 79, 233
naming initiator nodes and ports,

141–142
nonleading login process, 86
overview of, 103–106
rule, 307
SSID and, 107
table of values, 230

iSNS (Internet Storage Name Service)
boot process and, 171
discovery process and, 179–182
storage management and, 35

ITT (initiator task tag)
data placement with, 136–137
HBA buffer control, 124–126
login request PDU, 75–76, 228
login response PDU, 75–76, 233
logout request PDU, 238
logout response PDU, 242
NOP-In PDU, 245
NOP-Out PDU, 248
R2T PDU, 251
relating data to appropriate

commands, 132–133
SCSI Command Request PDU, 258
SCSI Command Response PDUs, 264
SCSI Data-In PDU, 271
SCSI Data-Out PDU, 274
SNACK request PDU, 277
task management function request

PDU, 282

task management function response
PDU, 287

text request PDU, 94–95, 290
text response PDU, 94–95, 294
untagged tasks and, 152

J
JBODs (just a bunch of disks), 19

K
Kerberos version 5, 81, 184
Key, defined, 309
Key-name, defined, 309
Key pairs, security, 182–183
Key=list, 82
Key=value pairs. see also Text commands

definitions, 309–311
iSCSI keywords, 81
login authentication, 86–87
login keywords, 82
login PDUs and, 83

Keywords. see also Text commands
login keywords, 72, 81–88
session establishment and, 74
values and, 297–304

L
LAN Manager, 11
LAN Server, 11
LANs (local area networks), 7
Laptop computers

ATA hard drives, 1
company environments and, 29–30
iSCSI for, 7–8
iSCSI software device drivers, 25

Large-binary-value, defined, 311
Large numerical-value, defined, 311
Latency

high-end environments and, 26–27
iSCSI partnering with VPN, 31
iSCSI vs. Fibre Channel, 9
midrange environments and, 24

Leading login process, 86
Link failures, 158
Linked commands, 152
List-of-values, 311
Load balancing, 132
Local area networks (LANs), 7, 11
Logical connections, Fibre Channel, 5
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Logical portals, 87
Logical unit number. see LUN (logical

unit number)
Logical Unit Reset function, 155, 282
Logical units. see LUs (logical units)
Login operational negotiation phase

(LONP), 74
Login process, 71–92

introduction to, 71–73
iSCSI sessions and, 103
keywords, 81–88
login request PDU, 75–77, 224–230
login response PDUs, 77–79, 233, 242
session establishment and, 73–74
as single immediate command, 119
summary of, 90–91

Login request PDU
CmdSN and, 119–120
login process and, 75–77
overview of, 224–230
session establishment and, 75–77

Login response PDU
authentication phase and, 83–85
overview of, 231–236
session establishment and, 77–79

Logout request PDU, 237–240
implicit termination of tasks, 240
notes on, 238–239
overview of, 237–238

Logout response PDU, 241–243
LONP (login operational negotiation

phase), 74
LUN (logical unit number)

asynchronous message PDU, 221
boot process and, 172
defined, 2
Ethernet transport encapsulation and,

51–52
in-order delivery and, 121
NOP-In PDU, 245
NOP-Out PDU, 248
SCSI Command Request PDU, 258
SCSI Data-In PDU, 271
SCSI Data-Out PDU, 274
SNACK request PDU, 277
task management function request

PDU, 282
text request PDU, 290
text response PDU, 294

LUs (logical units)
defined, 2
in-order delivery and, 121
iSCSI-related protocol layers and,

53–55
multiple SCSI devices and, 139

M
Main memory placement, 194–195
Man in the middle attacks, 182
MAN (metropolitan area networks), 31
Management

buffer management, 123–124, 196
FC networking vs. IP networking, 5–7
iSCSI networks. see Network

management, iSCSI
resources, 123–124
sessions. see Sessions, managing
software for, 35
tasks. see Task management

Management Information Base (MIB),
187–188

Markers, FIM
implementing, 197–198
missing TCP segments and, 195
pointers, 196–197

Max difference, serial numbers, 219
MaxBurstLength

data payload limits and, 127–128
error recovery and, 164–165
overview of, 137, 301

MaxCmdSN
asynchronous message PDU, 221
command windowing and, 122
ExpCmdSN and, 123
login response PDU, 234
logout response PDU, 242
NOP-In PDU, 246
overview of, 110–111
R2T PDU, 251
Reject PDU, 255
SCSI Command Response PDUs, 265
SCSI Data-In PDU, 271
task management function response

PDU, 287
text response PDU, 295

MaxConnections, 302
Maximum CmdSN. see MaxCmdSN
MaxOutstandingR2T, 131, 302
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MaxRecvDataSegmentLength
data payload limits and, 127–128
missing TCP segments and, 195
overview of, 137, 302

Mb/s (megabit-per-second), 7
MC/S (multiple connections per second)

compared with wedge drivers,
147–149

defined, 34
enabling for iSCSI sessions, 56
iSCSI development and, 210

Measurements, history of iSCSI, 42–45
Megabit-per-second (Mb/s), 7
Memory. see also RDMA (remote direct

memory access)
direct memory placement and, 194
DMAing (Direct Memory Accessing),

125
main memory placement, 194–195
TOE integration on HBAs and, 60–61

Metropolitan area networks (MANs), 31
MIB (Management Information Base),

187–188
Microsoft file servers, 11
Midrange environments, 23–26

campus similarities to, 29
dedicated server systems in, 23
desktops and laptops in, 25
iSANs in, 25–26
iSCI TOE chips in, 24
list of, 207
total cost of ownership, 24–25

Mirroring, 214
mode pages, SCSI, 308
Multiple connections per second. see

MC/S (Multiple Connections per
second)

Multiple SCSI devices, 139

N
Names. see also FQDN (fully qualified

domain name)
DNS (Domain Name Service), 64–65
InitiatorName, 301
iqn (iSCSI qualified names), 63, 65, 67
iSCSI, 63–68, 314
iSCSI initiator, 313
nodes, 63, 67
SCSI port name, 306, 313

target node names, 146
TargetName, 303
WWNs (world wide names), 181–182

Naming authority field, login request
PDU, 226–227

NAS (network attached storage)
iSCSI capabilities with, 11
midrange companies and, 25
small offices and, 18–23

Negotiation, text keywords, 95–102
failure rules, 101–102
flow rules, 99–101
key=value pair rules, 96–97
keyword value rules, 97–99
summary of, 102

Network attached storage. see NAS
(network attached storage)

Network entity, 314
Network File System (NFS), 11, 43–45
Network interface cards. see NICs

(network interface cards)
Network management, iSCSI, 212–216

backup and disaster preparation,
213–214

ease of administration, 212–213
overview of, 212
performance, 215–216

Network portal, 314
Network storage, 205. see also SANs

(storage area networks)
Next stage field. see NSG (next stage)

field
NFS (Network File System), 11, 

43–45
NICs (network interface cards)

boot process and, 172
desktops and laptops and, 7–8
IP addresses and TCP ports and, 

141
Nishan Systems, 46, 182
no-operation PDUs. see NOP

(no-operation) PDU
Nodes

initiator, 139, 141, 313
iSCSI, 314
naming, 63, 67, 146
target, 139, 141, 146–147, 314

Nonimmediate commands, 119–120
Nonleading logins, 86
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NOP (no-operation) PDUs
NOP-In PDU, 110–111, 113–114,

244–246
NOP-Out PDU, 110, 247–249
verifying network clogs, 120

Novell file server, 11
Nozzle, defined, 87
NSG (next stage) field

authentication phase and, 83–85
login request PDU, 77, 225
login response PDU, 232

Null encryption, 185
Numbers, 309–311
Numeric-range, defined, 311
Numerical-value, defined, 311

O
O (residual overflow bit), 270
OFMarker, 302
OFMarkInt, 302–303
Ordered queueing, 151
Originator, 315
OUI, 226

P
Parameter fields, asynchronous message

PDU, 221–223
PDUs (protocol data units), 219–296

asynchronous message PDU, 220–223
CmdSN and, 121
defined, 315
Ethernet transport encapsulation and,

51–52
ExpCmdSN and, 121
iSCSI-related protocol layers and,

54–55
login request, 75–77, 224–230
login response, 77–79, 231–236
logout request, 237–240
logout response, 241–243
NOP-In, 244–246
NOP-Out, 247–249
order processing errors and, 120–121
R2T, 250–252
recovering, 161
Reject, 253–256
SCSI Command Request, 257–261
SCSI Command Response, 262–267

SCSI Data-In, 268–272
SCSI Data-Out, 273–275
serial number arithmetic and, 219–220
SNACK request, 276–280
structure of, 58–60
task management function request,

281–284
task management function response,

285–288
text request, 93–95, 289–292
text response, 93–95, 293–296
wrapped in TCP segments, 205

Peer to peer file sharing, 16–17
Performance, iSCSI networks, 215–216
period (.), 65–66
Personnel training, Fibre Channel, 5–7
Phase collapse, 110
Physical portals, 87
Ping, 120, 249
Pooled storage

advantages of, 206
midrange companies and, 25
small offices and, 18

Portal Group Tag, 315
Portal Groups

defined, 315
login request PDU, 76
nonleading login process, 86
overview of, 87

Portals
iSCSI architecture, 141
logical and physical, 87–88
login request PDU, 76

Ports
initiator, 139–143, 305–306, 313, 316
naming, 141–144
numbers, 65–67
target, 103, 142–144, 306, 313
TCP/IP, 142

Preboot Execution Environment (PXE),
172

Privacy, 183
Protocol data units. see PDUs (protocol

data units)
Protocol errors, 157
Protocol layers, iSCSI, 52–55
PXE (Preboot Execution Environment),

172
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Q
Qualifier field, login request PDU,

226–227
queueing order, task management,

151–152

R
R (read bit), 258
R-Data SNACK, 277–279
R2T (Ready To Transfer) PDU

Data SNACK, 277
InitialR2T, 301
MaxOutstandingR2T, 131, 302
overview of, 250–252
Recovery R2T, 315
resending data or status, 114
sequence number of, 131, 251, 255
TTT field and, 133

R2TSN
ordering R2T data, 131
R2T PDU and, 251
Reject PDU and, 255

RADIUS, 184
RAID (redundant array of independent

disks)
at-distance environments and, 32
pooled storage and, 18–19

RAM
HBA requirements, 126
TOE integration on HBAs and, 

60–61
RAS (remote access storage), 31–33
RDMA (remote direct memory access)

data placement with, 134–137
IETF and, 199
iSCSI RDMA, 134–135
performance and, 215–216

Read operations
data sequencing, 114–115
SCSI Data-In PDU and, 268–272
travel directions, 108

Reason codes
logout request PDU, 237–238
Reject PDU, 254

Reassembly buffers, 196
Recovery. see Error handling
Recovery R2T, 315
Redirection status class, 234–236

Redundant array of independent disks
(RAID)

at-distance environments and, 31
pooled storage and, 18–19

RefCmdSN, 282
Referenced Task Tag, 282, 286
Referenced task tag (RTT), 153
References,323–327

basic iSCSI, 323–324
indirect iSCSI, 326–327
SCSI-related, 325
security, 325–326

Regular-binary-value, defined, 311
Reject PDU, 253–256

DataSegment, 255
DataSegmentLength, 254
DataSN, 255, 226
ExpCmdSN, 255
ExpDataSN, 256
MaxCmdSN, 255
R2TSN, 255
Reason codes, 254
StatSN, 255

Remote access storage (RAS), 31–33
Remote backup, 213
Remote direct memory access. see

RDMA (remote direct memory
access)

Request for Comment (RFC) number
authentication protocols, 81
iSCSI and IETF, 46–47

Request PDUs. see Login request PDU;
SCSI Command Request PDU;
SNACK request PDU; Task
management function request 
PDU

Resegmentation, SNACK request PDU,
278–279

Resending data or status, 112–117
Residual Count

SCSI Command Response PDU, 265
SCSI Data-In PDU, 270, 272

Residual overflow bit (O), 270
Residual underflow bit (U), 270
Resource management, 123–124
Responder, defined, 315
Response codes, SCSI Command

Response PDU, 263
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Response data, SCSI Command Response
PDU, 266

Response PDUs
login. see Login response PDU
logout. see Logout response PDU
SCSI command. see SCSI Command

Response PDU
task management function, Task

management function response PDU
text. see Text response PDU

Return codes, login response, 79
RFC (Request for Comment) number

authentication protocols, 81
iSCSI and IETF, 46–47

RTT (referenced task tag), 153
RunLength, SNACK request PDU, 

278

S
S-ATA (serial ATA), 17–18
S (status) bit, 270
SA (service agent), SLP, 176–178
SANs (storage area networks)

IP SANs, 174
iSANs, 25–26, 212
overview of, 5
satellite locations having own, 31

Satellite locations, 30–31, 208–209
Sawing, 7
SCSI architecture, 305–308

consequences of, 306–307
I-T nexus state, 307
initiator ports, 140
parallel bus, 1
references, 325
SCSI devices, 139
SCSI-iSCSI mappings, 305–306
SCSI mode pages, 308
Service Delivery Subsystem, 140–141
target ports, 140

SCSI Command Request PDU, 257–261
SCSI Command Response PDU, 262–267
SCSI Data-In PDU, 268–272
SCSI Data-Out PDU, 273–275
SCSI device

connection between host and, 139
defined, 315
multiple devices, 139
overview of, 305

SCSI nexus
error recovery level 0 and, 160
I-T nexus state, 147–148, 306–307
iSCSI I-T-L nexus, 147
SCSI I-T nexus, 147–148

SCSI ports
names, 306, 316
overview of, 103, 305–306
target ports, 306, 316

SCSI (Small Computer System Interface),
1–14

background of, 11–13
bus interconnect, 1–4
class drivers, 53–55
Fibre Channel interconnect, 5–7
file servers, 11
initiators, 153
iSCSI interconnect, 7–11, 41–45,

49–50
layer, 315
summary, 11–13

SCTP/IP (stream control transmission
protocol), 215

Secure Remote Password (SRP), 81,
84–85, 184

Security, 182–187
ACLs, 187
authentication routines, 80–81
FC vs. iSCSI, 27–28
IPSec features, 184–186
login authentication phase and, 

83–85
privacy and, 183
protocols for, 182–187
threats and, 182
trustworthiness and, 184

Security negotiation phase (SNP), 
74

Selective negative acknowledgement
request PDU. see SNACK request
PDU

SendTargets
discovery process and, 89–90,

173–175
iSCSI target node names and, 146
overview of, 303
text request/response PDUs, 95

Sense data, 266. see also DataSegment
SenseLength, 266
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Sequence numbers
command. see CmdSN
data. see DataSN
R2T, R2TSN
status, StatSN

Serial number arithmetic, 219–220
Serial sharing, 16
Server-class systems, 8–9
Server Message Block (SMB), 11
Service agent (SA), SLP, 176–178
Service Delivery Subsystem, SCSI,

140–141
Service Location Protocol. see SLP

(Service Location Protocol)
Session identifier (SSID), 107, 316
Sessions

defined, 315–316
FFP (full-feature phase) and, 106
introduction, 72
iSCSI, 56–57, 81
restarting after protocol errors,

157–160
single/multiple connection, 80–81, 120

Sessions, establishing, 71–92
authentication routines and, 80–81
discovery sessions, 88–90
login keywords, 81–88
login process and, 71–74
login request PDUs, 75–77
login response PDUs, 77–79
summary, 90–91

Sessions, managing, 103–118
connection establishment, 106–108
data travel direction, 108
initiator session ID, 103–106
overview of, 103
resending data or status, 112–117
sequencing, 108–112
summary, 117–118

SessionType, 303
Sharing files. see File sharing
Simple Network Management Protocol

(SNMP), 187–188
Simple Public Key Mechanism (SPKM),

81, 184
Simple queueing, 151
Simple-value, defined, 311
Single-connection sessions, 120
slash (/), 65

SLP (Service Location Protocol)
boot process and, 171
discovery process and, 176–179
iSCSI development and, 210–211

Small Computer System Interface. see
SCSI (Small Computer System
Interface)

Small office environments, 18–23
example of, 18
I /O requirements, 26
list of, 206–207
NAS and, 19–20
pooled storage in, 18–19
specialty software for, 20–21

SMB (Server Message Block), 11
SNACK request PDU, 276–280

error recovery level 1 and, 161
notes on, 279–280
overview of, 276–280
resegmentation, 278–279
resending data or status with, 112–117

SNACK Tag
SCSI Command Response PDUs, 264
SCSI Data-In PDU, 269

Snapshots, disaster preparation, 214
SNIA (Storage Networking Industry

Association), 46, 212
SNMP (Simple Network Management

Protocol), 187–188
SNP (security negotiation phase), 74
Socket, TCP/IP, 80
Software

home offices, 16
small offices, 20–21
storage management, 35

SoHo (Small office, Home office). see
Home office environments; Small
office environments

SPKM (Simple Public Key Mechanism),
81, 184

square brackets ([ ]), 65
SRP (Secure Remote Password), 81,

84–85, 184
SSID (session identifier), 107, 316
Standard-label, defined, 309
StatSN

asynchronous message PDU, 221
login response PDU, 77, 233
logout response PDU, 242
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StatSN (cont.)
NOP-In PDU, 245
overview of, 108–110
R2T PDU, 251
Reject PDU, 255
SCSI Command Response PDU, 265
SCSI Data-In PDU, 270
task management function response

PDU, 287
text response PDU, 295

Status
error recovery level 0 and, 159
linked commands and, 152
related commands and data, 132
resending, 112–117
SCSI Command Response PDU, 264
SCSI Data-In PDU, 270

Status classes, login response, 234–236
0 (success), 234
1 (redirection), 234
2 (initiator error), 234
3 (target error), 234

Status-Detail, 234–236
Status (S) bit, 2670
Status sequence number. see StatSN
Status SNACK, 161, 277
Steering. see Synchronization/steering
Storage area networks. see SANs (storage

area networks)
storage controllers, 123–124
Storage limitations, SCSI bus, 2–3
Storage Networking Industry Association

(SNIA), 46, 212
Storage server systems, 22
Stream control transmission protocol

(SCTP/IP), 215
Success status class, 234
SUN file servers, 11
Synchronization/steering

FIM markers, 196–197
FIM overview, 195–196
FIM synchronization, 197–198
main memory placement, 194–195
marker implementation, 197
techniques for, 193–194
TUF/FIM combination, 201–202
TUF header, 200
TUF overview, 199–200
TUF pros and cons, 200–201

T
T (transit) bit, 77, 225, 232
T (type) field, 226–227
Tagged tasks, 151, 152
Tape backup, 9–10
Tape libraries

accessing, 27
at-distance environments and, 32
satellite locations and, 32

Target Cold Reset function, 155, 282, 284
Target error status class, 234–235
Target nodes, 139, 141, 146–147, 314
Target portal group tag. see TPGT (target

portal group tag)
Target ports

iSCSI, 103, 313
naming, 142–144
SCSI, 306, 316

Target session identifying handle. see
TSIH (target session identifying
handle)

Target task tag. see TTT (target task tag)
Target Warm Reset function, 155, 282,

284
TargetAddress, 303
TargetAlias, 303
TargetAuth, 299
TargetName, 303
Targets. see also SendTargets

in-order delivery requirements of, 121
nodes, 139, 141, 146–147, 314
ports, 103, 142–144, 306, 313, 316
TTT (target task tag) and, 133–134

Task attributes (ATTR), 258
Task management, 151–156

Abort Task function, 154
Abort Task Set function, 154
Clear ACA function, 154
Clear Task Set function, 154–155
controlling untagged tasks with ITTs,

152
error recovery process and, 166
immediate commands, 153
invoking management functions, 153
key commands, 156
linked commands, 152
Logical Unit Reset function, 155
queueing order and, 151–152
Target Cold Reset function, 155
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Target Warm Reset function, 155
Task Reassign function, 155–156

Task management function request PDU
error recovery process and, 166–167
overview of, 281–284
RTT (referenced task tag), 153

Task management function response
PDU, 285–288

Task Reassign function, 155–156, 282,
284

Tasks
defined, 151
implicit termination of, 240

TCO (total cost of ownership)
FC networking vs. IP networking, 7
iSCSI vs. Fibre Channel, 24–25
JBODs and RAID controllers and, 19
reducing, 7, 9, 10

TCP/IP offload engines. see TOEs
(TCP/IP offload engines)

TCP/IP (Transmission Control
Protocol/ Internet Protocol)

building iSCSI on, 50–52, 205
checksums, CRC Digests and, 61–63
connection failures, 166
connection windowing, 123
history of iSCSI and, 41–45
iSCSI-related protocol layers, 53–55
link failures, 157
ports, 142
sessions, 56–57, 80

TCP segments, 194–195
TCP upper-level-protocol framing. see

TUF (TCP upper-level-protocol
framing)

Text commands, 93–102
requests and responses, 93–95
rules for key=value pairs, 96–97
rules for keyword value negotiation,

97–99
rules for negotiation failure, 101–102
rules for negotiation flow, 99–101
summary, 102

Text formats, 309–311
Text request format, 72
Text request PDUs

asynchronous message PDU and, 223
negotiation failure rules and, 101–102
overview of, 93–95, 289–292

Text response PDUs
negotiation failure rules and, 

101–102
overview of, 93–95, 293–296

Text-value, defined, 310
tilde (~), 82
Time2Retain, 222–223, 243
Time2Wait, 222–223, 242
TOEs (TCP/IP offload engines)

history of iSCSI and, 42–43
iSCSI development and, 210
iSCSI servers using, 9
midrange companies using, 24
overview of, 60–61

Total cost of ownership. see TCO (total
cost of ownership)

TotalAHSLength, 161, 258
TPGT (target portal group tag)

defined, 316
error recovery level 0 and, 160
iSCSI architecture and, 141
keys and values, 304
login request PDU, 76
login response PDU, 79
SSID composed of, 107

Training, Fibre Channel, 5–7
Transfer direction, iSCSI, 108
Transit (T) bits, 77, 225, 232
Transmission Control Protocol/ Internet

Protocol. see TCP/IP (Transmission
Control Protocol/ Internet Protocol)

Transport mode, support for ESP, 185
TSIH (target session identifying handle)

defined, 316
establishing sessions, 106–107
login request PDU, 76, 227–228
login response PDU, 78–79, 233
nonleading login process, 86
rules for negotiation flow, 307
table of values, 230

TTT (target transfer tag)
negotiation flow rules, 100–101
NOP-In PDU, 245
NOP-Out PDU, 248
R2T PDU, 251
SCSI Data-In PDU, 271
SCSI Data-Out PDU, 274
setting value for, 133–134
SNACK request PDU, 277
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TTT (target transfer tag) (cont.)
task management function request

PDU, 283
text request PDU, 94–95, 290
text response PDU, 94–95, 294

TUF (TCP upper-level-protocol framing)
experimental nature of, 193–194
header, 200
overview, 199–200
pros and cons, 200–201
TUF/FIM combination, 201–202

Tunnel mode, support for ESP, 185
Type, SNACK request PDU, 277

U
U (residual underflow bit), 270
UA (user agent), SLP, 176–178
UDP/IP (User Datagram Protocol over

Internet Protocol), 51
ULPs (upper layer protocols), 152, 193
Uniform resource locators (URLs), 65,

67–68
Untagged tasks, 151, 152
Upgrades

campus, 29–30
small office, 19

Upper layer protocols (ULPs), 152, 193
URLs (uniform resource locators), 65,

67–68
User agent (UA), SLP, 176–178
User Datagram Protocol over Internet

Protocol (UDP/IP), 51

V
value(list) string, login keywords, 82
Values

defined, 309
negotiating keyword, 98–99

Vendor-specific iSCSI event, 223
Vendor type field, ISID, 103–105
Version-Max, 225, 232
Version-Min, 225, 232–233
VPNs (virtual private networks), 

31, 214

W
W (write bit), 258
WANs (wide area networks), 9–10
Web pointers, 323–327
Wedge drivers

iSCSI architecture and, 144
iSCSI development and, 210
iSCSI sessions, 56
SCSI nexus and, 147–149

Wide area networks (WANs), 9–10
World wide names (WWNs), 

181–182
Write operation

data sequencing, 114–117
travel directions for, 108

WWNs (world wide names), 
181–182

X
X-<Vendor-SpecificKey>, 304
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