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~/id_rsa.pub file, 330 AddModule directive, 541, 554
~/ rhosts file, 314 addprinc command, 150, 151, 154
~/.ssh/known_hosts file, 329 Address masquerading
~/.ssh/known_hosts2 file, 329 Exim, 501-502
~/.vne/xstartup script, 367 Postfix, 509-510
2.4.x kernel optional features, 9 sendmail, 494
8.3 filenames, 181, 431-432 Address A record, 469
802.11 standard, 21 Address rewriting, 510
802.11b standard, 21 Address spoofing, 673
Administrative principal, 150-151

A Administrative servers, 409-410
<A HREF> tag, 561 Adobe PostScript drivers, 188
Access file, 296-297 Adobe Web site, 187
access.conf file, 533 ADSL (Asymmetric DSL), 19
AccessConfig directive, 533 adsl-start dialing script, 52
access.db file, 493, 496-497 Advanced router configurations, 642-643
account service, 164 advanced kernel options, 643-647
ACCOUNT variable, 58, 59 afpd program, 70
Accounts afpd.conf file, 70

creation procedures and policies, 607-608 afpfs package, 71

FTP servers, 576 Alcatel Web site, 20

inactive, 608-609 Aliases

monitoring usage, 608-610 e-mail, 494
ACLs (Access Control Lists), 149, 183 ProFTPd, 590
Active file, 292-293 aliases file, 508
add command, 343, 344 aliases.db file, 494
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alien utility, 695
Allow directive, 233
Alternative local network devices, 17-18

AMANDA (Advanced Maryland Automatic
Network Disk Archiver), 415, 416, 436

backup client software, 436-437
backup server, 436437
client-based restore tools, 446
configuring, 439-444
configuring clients for, 437438
defining backup set, 442444
defining dump types, 442443
distributions, 436
dump cycle, 440
e-mailing reports, 440
functions of, 436437
holding area for data, 441-442
index of files in backup set, 442
Kerberos, 442
log file locations, 441
maximum network bandwidth, 441
naming backup tapes, 441
number of tapes in dump cycle, 440
preparing tapes, 441-442
as scheduling tool, 437
type of tape device, 440441
usernames, 440
AMANDA backup servers
configuring, 439
large hard disk, 437
running, 444-445
AMANDA clients, configuring, 437438
amanda.conf file, 439—444
amandad, 437438
.amandabhosts file, 438
amdump program, 444-445
amlabel utility, 441-442
amrecover, 446
analog, 567-570
analog.cfg file, 567-568
<Anonymous dirname> directive, 586
Anonymous FTP servers, 591
anonymous directory tree, 593-594
chroot jails, 631
security, 592-593
special needs, 591-592
Anonymous FTP sites, 586, 591-592
Anti-aliasing, 380
Apache, 527, 530-531
binary files, 539
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binding to ports, 537

CGI scripts, 547-548, 550
configuration files, 532-534
configuration options, 535-538
default number of clients, 536
directory options, 538-540
enabling SSL, 553-555

hostnames, 538

listening port, 537

loading modules, 540-541

log file format, 565-567

logs, 538

MIME type, 537

modules, 532

multiple instances of, 536
network interfaces, 537

platform information, 536

run as user and group, 535
SSL-enabled versions, 554
standalone configuration, 534-535
static Web pages, 12, 532, 539
super server configuration, 534-535
URL ending in directory name, 540
Web browsers supported by, 537
workstation for local use only, 537

Apache Desktop Reference, 527
Apache Web site, 531, 551
Apache-SSL project Web site, 550
Apple LaserWriter drivers, 190
AppleTalk, 13, 17

32-bit machine address, 69

Apple’s file-sharing protocols, 68
features and capabilities, 69-70

file and printer sharing, 69-70

file shares, 71

Linux software, 70-72

MacOS X, 70

names, 69

negotiating AppleTalk addresses, 69
network stack, 64

over Ethernet hardware, 69

print client, 71

print server, 70-71

security, 70

support, 15

two-tiered alphabetic naming system, 69
zones, 69

AppleTalk Devices submenu, 17
AppleTalk file server, 70
AppleVolumes.default file, 70, 71
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AppleVolumes.system file, 70 client-initiated network configuration,
Application layer, 64 421-422
Application server, 139 performing backup, 422423
Applications rshd daemon, 421-422
Kerberized, 138, 141 Backup shares, 432-436
multiple network stacks, 67 Backups, 411
non-Kerberized, 141 client-initiated, 414
Applix Words, 563 full, 418
ApplixWare Office, 389 hardware options, 412
apt-get program, 615 local, 419
ARCnet, 17 partial, 418
ARP (Address Resolution Protocol), 40 policy, 413
arp command, 127 restoring data, 445-447
Articles, 286 scheduling, 437
.asc file extensions, 533-534 server-initiated, 414-415
ASHE, 564 vncserver script, 366
atalkd program, 71 Windows clients from Linux, 426432
atalkd.conf file, 71 Bandwidth and VPNs (Virtual Private
ATM (Adobe Type Manager), 378 Networks), 689-690
ATM (Asynchronous Transfer Mode), 14 Bash shell scripting language, 100-101
August, 564 Batch files, 200
auth service, 164 BDCs (backup domain controllers), 177
AuthClass directive, 233-234 BDF (Bitmap Distribution Format), 376
Authentication bdftopcf, 376
client and server users, 217 BGP (Border Gateway Protocol), 657
FTP servers, 576 /bin directory, 594
Kerberos, 158 Binary newsgroups, 290
localized, 135 BIND (Berkeley Internet Name Domain),
network, 139 458, 459
passwords, 328 caching-only name server, 471-472
POP servers, 269 communicating with DHCP servers,
RSA, 328 473-475
server identity file, 328 configuration files, 459461, 467
SSH, 327-333 configuring, 459465
ssh-agent, 331-333 configuring reverse DNS zone, 470-471
SSL, 551 domain administration options, 465471
transparent system for X connections, forwarding server, 461-462
342-344 locating other name servers, 461
trusted-hosts, 328 looking up addresses recursively, 472
Authorization file, 161 lookups, 461-462
Automatic software update procedures, master zone options, 467468
615-616 running in chroot jail, 635-638
SOA (start of authority) record, 467
backslash (line continuation character), specifying addresses and aliases, 468470
293-294 Web site, 458
Backup clients, 413 zone configuration file, 466467
Backup DHCP servers, 115 zones, 462-464
Backup KDC, 142 Bind Address directive, 537
Backup servers, 413 bind-utils package, 474
client-initiated backups, 414 /bin/login program, 160, 320
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Bit Wizard Web site, 27
Bitmapped font formats, 373-376
Black and white printers, 373-374
Blackhole lists, 489

Exim, 506

Postfix, 514

sendmail, 498-499
Bluefish, 564
Bluetooth, 21
<BODY> tag, 560
/boot directory, 28
Boot loader

handling larger kernels, 26
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preexec script, 197-199

pseudo-printer, 199-200

scripts, 197-200

Windows, 198-199
bzip2, 419

CA (certificate authority), 551
Cable modems, 19-20, 134
Caching-only name server, 471472
Caldera COAS (Caldera Open
Administration System), 50
Caldera OpenLinux Server 3.1, 35
Caldera Systems Web site, 73

modifying, 28-29 Card Services, 22
boot.local script, 101 Case-sensitive filenames, 180
Booting Linux, 29-30 Catalogue keyword, 385
Broadband, 18-20 CBQ (Class-Based-Queueing) method, 650
Broadband Internet Connections: A User’s Guide [cd-create] share, 198

to DSL and Cable, 19 CDDI (Copper Distributed Data Interface), 18
Broadband modems, 19-20 CD-R (CD Recordable) drive, 412
Broadcasts cdrecord command, 198-199

DHCP clients, 646 CD-RW (CD Rewriteable) drives, 412
Directed subnet, 646 Center for Parallel Computers, 143
local subnet, 646 <CENTER> tag, 561

name resolution, 173 Cerberus, 135

NetBIOS computers, 130 CERT/CC mailing list, 625

routing table, 41 CERT/CC (Computer Emergency
unusual addresses, 120 Response Team Coordination
BrowseAddress directive, 234 Center) Web site, 624
BrowseAllow directive, 234 CGI (Common Gateway Interface), 546
BrowseDeny directive, 234 CGI scripts, 546
Browselnterval directive, 234 Apache, 547-548, 550
BrowseOrder directive, 234 MIME type, 548-549
BrowsePoll directive, 234 permissions, 548
BrowsePort directive, 234 security, 549-550
BrowseTimeout directive, 234 setting options, 547-548
Browsing directive, 234 writing, 548-549

BRU, 419 CGl-enabled Web servers, 549-550
BSD FTPD, 578-579 CGI::Lite scripting libraries, 550
BSD LPD, 224, 226 CGILpm scripting libraries, 550

/etc/printcap file, 227-228 chage command, 609
BSD LPD servers, configuring, 226-228 Chains, 661-662, 671
BSD (Berkeley Software Distribution) UNIX, CHAP (Challenge Handshake

206, 221 Authentication Protocol), 55, 59

Bugs, 613 chat utility, 58-59
Bugtraq mailing list, 626 chkconfig command, 84-86, 104
Building Linux OpenBSD Firewalls, 661 chksession, 353
Built-in drivers, 24-25 chroot jails, 592
Burning CDs anonymous FTP servers, 631

postexec script, 197-199 basics, 627-630
716
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configuring servers to operate in, 633-638 fixed IP addresses, 128
controlling local access to environment, locating MAC address from, 124-126
634-635 verifying server identity, 139
copying system files, 631-633 WINS server, 130
environment, 584 Client-side mapping daemon, 219
file availability, 639 Client-specific parameters, customizing,
files required to exist in, 628 128-129
hard links, 631 Clocks, internal, 251
intrusions, 629 CML2,5
log files, 633 CNAME (canonical name) records, 469
log rotation, 639 COAS (Caldera Open Administration
maintaining environment, 638-639 System), 33, 50
necessary environment files, 630-633 Coaxial cabling, 16
new support files, 639 Colocation, 530
ownership, 634-635 Color printers, 374
preparing directory tree, 630 Command not found error, 636
program updates, 639 Compiler errors, 27
programs outside of, 629 Compile-time kernel options, 4-6
root privileges, 629 Compiling kernel, 23-28
running BIND in, 635-638 comp.os.linux.misc newsgroup, 27
separating servers in, 628-629 comp.os.linux.security newsgroup, 626
server problems with, 629 Compression and SSH, 346-347
servers residing in, 628 Compromised passwords, 408
upgrades and, 629 comp.security newsgroups, 626
chroot program, 628, 631 CompuArt Web site, 73
chroot() command, 592, 631 config file, 301-303, 401
CIAC mailing list, 626 Config>Networking>Misc>Linuxconf
CIAC (Computer Incident Advisory Network Access Options
Capability) Web site, 624 command, 395
CIDR (Classless Inter-Domain Routing), 39 Configuration, 5
CIFS (Common Internet Filesystem), 14, 167, Configuration files
425-426 editing, 49-51
Classes environment variables, 51
defining for networks, 651-652 Configuration scripts
IP addresses, 39 adjusting for PPP, 56-60
Cleanfeed, 289 setting PPP authentication options, 56-57
Cleartext, 171, 267 configure script, 144
Client for Microsoft Networks Properties Connection State Match Support, 8-9
dialog box, 178 Connectiva Web site, 615
Client programs and X, 338 Console logins and /etc/issue file, 318
Client-initiated backups, 414 Control » Control Panel » Control Service
tar, 421-423 Activity module, 103
Clients Cookies, 546
ad-hoc method of obtaining hostname, Copper wiring, 18
132-133 Copying
attempting to interpret character or block kernel to /boot, 28
special devices on export, 214 modules to appropriate place, 26
broadcast name resolution, 130 Courier, 268, 480
connected to export, 209 Courier IMAP, 269, 270
dynamic IP addresses, 128 Courier server Web site, 268
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CPAN Web site, 550
Crack, 612
Crackers, 605, 611
create-cd script, 198
Cron jobs, 298
automatically rotating log files, 567
scheduling Fetchmail runs, 273
Crontab files, 298
Cross posting, 286
Cross-distribution configuration tool,
392-393
CSZ (Clark-Shenker-Zhang) algorithm, 647
ctlindd utility, 298
CUPS (Common UNIX Printing System),
186, 225, 232-233
accepting jobs from BSD LPD or LPRng
clients, 236-237
adding printers, 237-238
clients, 237-239
configuring, 232-239
/etc/cups/cupsd.conf file, 233-236
IPP (Internet Printing Protocol), 223
Web site, 233
cupsd.conf file, 233-235
cups-lpd program, 236-237
Customizing client-specific parameters,
128-129
CustomLog directive, 538, 565
Cyrus IMAP, 268, 269, 270
Cyrus IMAP Web site, 268

Daemon mode, 101
Daemons, 80
DAT (Digital Audio Tape), 412
Data, 66-67
DATA command, 483, 484
Data files, packaging in carrier, 196
DAVE, 71
.db filename extensions, 508
db.cache file, 461
Debian GNU/Linux 2.2, 35, 81, 500
Debian Web site, 61
Debugging
PPP (Point-to-Point Protocol), 59-60
Telnet, 317
Decenders, 375
Declarations, 117-118
DECnet support, 15
Dedicated print server, 224

718

—p—

Default
domain, 47
kernel, 29
route, 41-42, 44
$DEFAULT environment variable, 517
$defaultXStartup variable, 365
default keyword, 44
Defaulttype directive, 537
Delivering recipes, 517
Deny directive, 234
$depth variable, 365
/dev export, 208
Development kernels, 4, 27
devfs, 53
Device files, 632
dgram (datagram) socket types, 90
dhclient DHCP client, 33
DHCP (Dynamic Host Configuration
Protocol), 31
dynamic DNS features, 134
incompatible DHCP clients, 33-34
incompatible DHCP options, 34
multi-NIC configurations, 34
socket filtering, 8
DHCP clients, 114, 115
alternative packages, 34-35
broadcasts, 646
customizing client-specific parameters,
128-129
default package, 34-35
Ethernet addresses, 117
fixed IP addresses, 123
global parameters passed to, 120-121
incompatible, 33-34
isolated on separate physical or logical
subnets, 128
leases, 117
locating MAC addresses, 123-127
MAC (media access control) address, 117
responses from DHCP server, 116
as server for other protocols, 114
startup scripts, 35-36
The DHCP Handbook: Understanding,
Deploying, and Managing Automated
Configuration Services, 114
DHCP leases file, 126
DHCP servers, 33, 113
assigning dynamic IP addresses, 118-122
backup, 115
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as boot server, 120 DIALER_SCRIPT variable, 58
communicating with, 473475 Dialing scripts
communicating with DNS server, 131-134 configuring, 57-59
configuration files, 116-118 usage, 59-60
configuring, 115 Dial-on-demand
dhepd.conf file, 117-118 configuring, 60-62
dhcep.leases file, 117 utilities, 23
explicit route to routing table, 116 Dial-up devices, 15-16, 22-23
importance of, 115 Dial-up Linux systems, 271
including NetBIOS information, 129-131 Diamond 1MM DSL modem, 20
integrating with other protocols, 129-134 Differentiated Services, 11
interim update method, 133 Differentiated Services on Linux Web site,
IP addresses, 114 11-12
ISC (Internet Software Consortium), 116117 dig program, 461
kernel and network interface issues, 116 Digital video recorders, 641
length of lease time, 119-120 Direct addressing, 481
locating MAC address from, 126-127 Directed subnet broadcasts, 646
multiple, 121 Directives, 233-235
name of computer which has boot file, 120 <Directory dirname> directive, 586
non-Linux DHCP options, 115-116 DirectoryIndex directive, 540
setting client hostname on client, 121 Disabling servers, 606
static IP address, 33, 115 disklist file, 442444
SysV scripts, 116 DISPLAY environment variable, 345, 346,
when to run, 114-116 347, 349
dhcped client, 33 DISPLAYMANAGER environment
dhcpd variable, 355
ad-hoc update method, 132-133 Displays, 375
interim update method, 132 Distance vector algorithms, 655
issuing IP addresses, 120 Distributions
leases, 117 AMANDA, 436
MAC address to assign specific IP default ntp.conf file, 247
address, 124 default XDMCP server, 354-355
methods of DNS updates, 131-134 DHCP client information, 35
most recent log entry, 126 fetchmailconf file, 273
passing hostname as set in host font servers, 373
declaration, 121 fonts, 381
dhcpd.conf file Kerberos support, 143
assigning dynamic IP addresses, 119-121 Linuxconf, 393
comments, 117 LPRng, 231
declarations, 117-118 names and numbers of startup and
global options, 119-121 shutdown links, 82
NetBIOS parameters, 129-130 package management systems, 600-601
parameters, 117-118 PAM (Pluggable Authentication
statements, 117 Module), 311
subnet declarations, 121-122 printing systems, 225
dhcp.leases file, 117 sendmail, 491-492
dhcpxd DHCP client, 33 SMTP severs, 479
diald program, 60-62 startup scripts, 80-81
diald Web site, 61 super servers, 109
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Distributions (continued)
VNC server and client, 361
Web sites for, 614, 624
Webmin, 393, 399

djbdns, 458-459

djbdns Web page, 458

DLLs (dynamic linked libraries)

and servers, 632

dlocate program, 617

DLT (Digital Linear Tape), 412

DNS (Domain Name System)
configuring, 46-48, 459465
dynamic DNS features, 134
dynamic services, 36, 134
dynamic updates, 132
hostnames, 466

MX (mail exchanger) records, 481-482

unreliability, 94
DNS and BIND, 4th Edition, 452
DNS servers, 47, 451-452
caching lookup results, 454
CNAME entry, 146
communicating with DHCP servers,
131-134, 473-475
externally-accessible, 452-455
KDC hostnames, 146
list of root name servers, 461
local, 455-456
options for Linux, 458-459
starting and testing, 474-475
updating, 473
when to run, 452-456
dnscache, 459
dnsutils package, 636
Document files, 545
DocumentRoot directive, 539
Domain addressing, 481
Domain controllers, 175-178
domain keyword, 47
Domain master browsers, 175-176
Domain name registrar, 454, 457
Domain names, 457-458
Domains, 170
administration options, 465471
default, 47
encrypted passwords, 177
identically named computers, 47
NetBEUI, 75
NetBIOS, 176
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number of DNS servers, 454
searching, 47
DOS
attribute bits, 182-183
case-insensitive filenames, 180
FDISK, 446
filename requirements, 180-181
Samba, 168
DoS (denial-of-service) attacks, 98, 645
Dot files, hidden bit, 183
dpi (dots per inch), 375
dpkg, 206
Drivers, 27
DSL (Digital Subscriber Line), 19, 134
DUL (Dial-Up List) Web site, 490
dump, 442

Dynamic Content with CGI Web page, 548

Dynamic DNS services, 36, 134, 455
Dynamic IP addresses
defining subnet range, 121-122
DHCP servers, 118-122
dhcpd.conf file, 119-121
length of lease time, 119-120
temporary, 124

Dynamic newsgroup configuration, 299-300

Dynamic Web pages, 12

eBay Web site, 20

eBones, 143

eBones Web site, 143

e-commerce sites, 545

Econet, 15

Editing
configuration files, 49-51
/etc/inetd.conf file, 91-92

EHLO command, 483, 507

EISA (Extended ISA) cards, 16

E-mail
aliases, 494
AUP (acceptable use policy), 491
difficulty in determining sender, 264
envelope headers, 482
GUI programs, 258
message headers, 482, 483
multiple recipients, 284
one mailbox, multiple users, 271
pull mail protocols, 251-258
push mail protocols, 251
retrieving, 261
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scheduling mail retrieval, 272
sending, 261
spam, 488491
text of message, 483
E-mail readers, 258-259
E-mail system relay, 259-260
Emergency restore system, 446

Encrypted passwords, 171-172, 177, 610-611

Encryption

FTP servers, 576

Kerberized clients, 159

security, 346

SSH, 346

SSL, 551
Envelope headers, 482
Environment variables, 51, 517
EPS (Encapsulated PostScript) files, 192
ESP Print Pro, 232-233
/etc directory, 143, 594
/etc directory tree, 350
/etc export, 208
/etc/aliases file, 500, 501
/etc/apache file, 554
/etc/apache-ssl file, 554
/etc/cups/classes.conf file, 233
/etc/cups/cupsd.conf file, 233-236
/etc/cups/printers.conf file, 233
/etc/diald.conf file, 61
/etc/email-addresses file, 501, 502
/etc/exports file, 208-210, 212
/etc/fstab file, 213
/etc/ftpaccess file, 594-595
/etc/ gateways file, 656
/etc/group file, 215
/etc/hosts file, 48, 49, 456
/etc/hosts.allow file, 92, 94, 207
/etc/hosts.deny file, 92
/etc/hosts.equiv file, 227, 313, 315
/etc/hosts.Ipd file, 226-227
/etc/inetd.conf file

editing, 91-92

examining for unnecessary servers, 601-602

fields, 90-92

FTP servers, 580

modifying, 152

rlogind, 311
/etc/inittab file, 87-89, 354
/etc/ipsec.conf file, 705-709
/etc/ipsec.secrets file, 704-705

e

/etc/issue file, 318, 319
/etc/issue.net, 318-319
/etc/krb5.conf file, 144-145
/etc/krbb.keytab file, 154
/etc/leafnode/ config file, 306
/etc/leafnode/filters file, 306
/etc/lilo.conf file, 29
/etc/lpd.perms file, 229-232
/etc/mail/local-host names file, 495
/etc/modules.conf file, 32
/etc/named.conf file, 461, 464
/etc/nets/nnrp.access file, 296297

/etc/network/interfaces configuration file,

34-35
/etc/news/expire/ctl file, 297298
/etc/nwserv.conf file, 73
/etc/nwserv /nwserv.conf file, 73
/etc/pan.d configuration files, 163-166
/etc/passwd file, 215-216
/etc/ppp/chap-secrets file, 56, 61
/etc/ppp/diald-dialer file, 61
/etc/ppp/pap-secrets file, 56-57, 61
/etc/printcap file, 190, 227-229, 232
/etc/procmailre file, 517
/etc/rc.config file, 82, 105
/etc/rc.d/boot.Jocal script, 32, 51
/etc/rc.d/rc.4 script, 81, 355
/etc/rc.d/rc.gui script, 355
/etc/rc.d/rclocal script, 32, 51, 319
/etc/resolv.conf file, 47-48, 61
/etc/sendmai.cw file, 495
/etc/services file, 93, 152, 405
/etc/shadow file, 610
/etc/ssh/ssh_config, 346
/etc/ssh/sshd_config file, 324, 331, 346
/etc/sysconfig/desktop file, 355
/etc/tripwire/tw.config file, 618-619
/etc/webmin/start script, 401
/etc/X11 file, 350
/etc/X11/fs/config file, 383
/etc/X11/gdm/Sessions directory, 354
/etc/X11/xdm/Xaccess file, 350-351
/etc/X11/xdm/xdm-config file, 350
/etc/X11/xdm/Xservers file, 351, 357
/etc/X11/Xsession script, 367
/etc/XF86Config file, 383
/etc/xinetd.conf file

examining for unnecessary servers, 601-602

xinetd, 96
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/etc/xinetd.d directory, 96
FTP servers, 580
rlogind, 311
SWAT, 404
Ethernet, 18
cabling, 16
devices, 16-17
MAC addresses, 123
NetBEUI, 75
speeds, 16
Ethernet cards, 16, 23, 123
Ethernet-interfaced modem, 20
EtherTalk, 69
Eudora Web site, 268
Exceed for Windows, 340
EXCEPT operator, 95
Exim, 479-480, 499
address masquerading, 501-502
anti-spam configuration, 504-507
blackhole lists, 506
calling Procmail, 525
configuration files, 500-501
configuring to accept mail, 502-503
configuring to relay mail, 503-504
filter.txt.gz documentation file, 505
filtering options, 504-505
mbox, 267
relay configuration, 503-504
sending through relay, 504
Web sites, 480, 502
exim.conf file, 500-501, 525
eximconfig script, 500, 502-503
Exim:The Mail Transfer Agent, 478
Expanded font servers, 388-390
Exports
IP addresses, 209
lax permissions, 214
no_root_squash option, 424
preventing superuser access, 214
unable to run programs from, 214
External font servers, 384
External scanner programs, 604-605
Externally-accessible DNS servers, 452-455

Fallback, 21

Fast NAT, 644

FAT (File Allocation Table) filesystem, 430
Fax software, 196

FDDI (Fiber Distributed Data Interface), 18
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FDISK, 446

Fenrus Web site, 542

Fetchmail
batch mode, 273
challenge/response password

authentication, 273
as client, 272-273
configuring, 273-278
configuring and running as ordinary
user, 274

daemon mode, 273, 279, 280-281
fetchmailrc file, 278-282
forwarding mail, 270
global options, 279-280
logging activities, 279280
multidrop mode, 282
network interface that must be up, 280
passwords, 281
place in mail delivery systems, 270273
pull mail protocol to be used, 280
retaining messages, 281
retrieving all messages, 281
scheduling e-mail retrieval, 272

sending error messages to mail’s sender, 279

server options, 280-281
storing mail retrieval password in
cleartext, 277
testing setup, 277-278
use of another server, 281
user options, 281
username, 279, 281
Fetchmail Configurator dialog box, 274
Fetchmail Expert Configurator dialog box,
274-275, 277,279
Fetchmail Host Hostname dialog box,
275-276, 279
Fetchmail Launcher window, 273
Fetchmail User Username Querying
Hostname dialog box, 276-277, 279
fetchmailconf file, 270, 273
fetchmailrc file, 277, 278-282
fetchnews, 299
arguments, 304
as Cron job, 305
as part of PPP connect script, 305
time interval, 302
Fiber-optic cabling, 16, 18
Fibre Channel, 18
File » Act/Changes, 103
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File servers, Samba as, 179-184
File shares
accessing, 181-182
creation of, 179-180
limiting access to, 184
NFS server, 222
overriding read-only or read /write
settings, 184
passwords, 182
File sharing, 168
Filenames, 180-181
Files
configuring ownership and permissions,
181-183
group associations, 182
overwriting existing, 588
sharing, 12-13
Filesystems
ACLs (Access Control Lists), 148
backup shares, 434
root directory, 24
Filters, 8
filter.txt.gz documentation file, 505
Firewalls, 8-9, 93, 345-346
ACCEPT policy, 670
blocking NFS servers, 210
between client and server, 339
configuring with iptables, 667-677
default policy, 669-670
defining, 667-669
DROP policy, 670
filtering by interface, 673674
FORWARD chain, 669
INPUT chain, 669
ipfwadm-based script, 9
logging activity, 684
older scripts, 9
opening and closing specific ports, 671-672
OUTPUT chain, 669
Packet filter firewall script, 675-677
packet-filter, 667668
proxy server, 667
QUEUE policy, 670
redirecting connection attempts, 668
RETURN policy, 670
rule creation, 670-677
source and destination IP addresses, 672673
stateful inspection, 674-675
Fixed IP addresses and DHCP clients, 123
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Font directories

adding fonts, 386-388
adding or deleting, 385-386

Font formats

bitmapped, 373-376
outline, 376-379

Font path, 372, 385-388
Font servers, 339, 371-372

adjusting font availability, 385-388
adjusting for LANs, 382-385
changing font path, 385-388
configuration files, 382

default configurations, 381-382
distributions, 373

expanded, 388-390

external, 384

FontTastic, 389-390

local startup files, 382

network, 381-382

options for Linux, 379-381

ports, 382

restricting access to, 383

security, 382, 384-385

systems currently running X, 384
SysV startup scripts, 382
traditional, 379-388
TrueType-only, 380

when to run, 372-373

Font smoothing, 380
Fonts, 371-372, 377

adding to font directory, 386-388
availability, 385-388
copyrighted, 373

descenders, 375

distributions, 381

printers, 375
proportionally-spaced, 374-375
sizes, 375-376

storing on disk, 372

variable grid widths, 375

X, 372

XLFD (X Logical Font Descriptor), 386-387

fonts.dir file, 386-388
FontTastic, 389-390

Footers, 6667

Forms, setting options, 547-548
FORWARD chain, 669
forward files, 505

Forward lookups, 132-133
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Forward zone, 464 GateD, 657
Forwarding, 653 Gateways, 9-10
FQDN (Fully-Qualified Domain Name), multiple with multiple interfaces, 4546
48,132, 515 one with multiple interfaces, 4445
Frames, 66 routing tables, 41, 43
Free SSH Web site, 323 Gateways system, 4041
FreeDOS, 29 GCC (GNU C Compiler), 27
FreeDOS Web site, 29 GDM (GNOME Display Manager), 163, 350,
FreeS/WAN, 691 353-354
configuring, 701-710 gdm program, 163
editing configuration files, 704-709 gdm.conf file, 353
editing IPSec settings, 705-709 General Instruments Surfboard 1000, 20
establishing router links, 709-710 Geo Cities Web site, 134
/etc/ipsec.secrets file, 704-705 $geometry variable, 365
obtaining and installing, 702-704 getty program, 160
RSA authentication, 706 &GetXDisplayDefaults() function, 365
setting default remote options, 706 gFTP, 324
setting up keys, 704-705 Ghostscript, 70, 189, 191-192, 379
system-specific remote options, 706-709 Ghostscript Web site, 189, 221
Web site, 702 GIDs (group IDs)
From: message header, 485 NFS, 212-213
FTP (File Transfer Protocol), 68, 575, 578, 588 synchronization, 216-217
ftp program, 158 GIF (Graphics Interchange Format), 562
FTP servers Gigabit Ethernet, 16, 18
accounts, 576 Giganews, 285
anonymous access for remote users, 578 The GIMP, 335, 563
authenticated logins, 580 <Global> directive, 586
authentication, 576 Global hostname setting, 48
chroot jail, 592 GMP (GNU Multi-Precision) library, 702
configuring, 579-589 GMT (Greenwich Mean Time), 245
connections, 576-577 GNOME (GNU Network Object Model
cross-platform clients, 577 Environment), 52, 102
ease of configuration, 577 GNOME PPP, 52
encryption, 576 GNOME RPM, 601
/etc/inetd.conf file, 580 gnome-linux-conf package, 102
/ete/xinetd.d directory, 580 GNU Zebra, 657-659
local access for local users, 578 Google Web site, 59
no direct file editing, 577 GPS (Global Positioning System) receivers, 243
options for Linux, 578-579 Granite Canyon Web site, 454
running, 580-581 Graphics
two-way transfers, 577 compression levels, 562-563
when to run, 575-578 files, 544-545
FTP sites, anonymous, 586 modifying files, 194
ftpaccess file, 581, 582-585 Web pages, 561, 562-563
ftpconversions file, 581 groupadd command, 178
ftphosts file, 581 groupmod command, 216
ftpservers file, 582 Groups, 295
ftpusers file, 582 GRUB (Grand Unified Boot Loader), 29
Full backups, 418 GTK+ library, 340
Full restores, 445-446 GUI (graphical user interface), 335
794
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GUI access servers, 336-337
comparison, 369-370
VNC servers, 358
X, 337-348
XDMCP servers, 348-357

GUI configuration tools, 50-51

GUI dialers, 52-56, 57, 60

GUI servers, 335

GUI Seyon, 53

GUI tools, 101-102, 335
GNOME (GNU Network Object Model

Environment) desktop, 102

KDE (K Desktop Environment), 102
ksysv, 106-108
launching, 102
Linuxconf, 102-104
tksysv, 106-108
YaST (Yet Another Setup Tool), 104-106
YaST2, 104-106

A Guide to Dynamic TCP/IP Network

Configuration, 114
gzip, 419

%H variable, 196
<H1> tag, 560-561
Hackers, 605
Hacking Exposed, 3rd Edition, 600
Hardware
alternative local network devices, 17-18
associated with PPP connection, 54
backups, 412
Broadband and WAN devices, 18-20
dial-up devices, 15-16, 22-23
Ethernet devices, 16-17
frame type, 72
identifying, 123-127
Interphase 5526 Tachyon, 18
KDC requirements, 142
LocalTalk, 17
MAC addresses, 123-127
options, 15-23
PC Card devices, 15, 17, 21-22
problems and kernel, 27
Token Ring cards, 17
USB devices, 17
wireless devices, 20-21
Hash algorithm, 610
<HEAD> tag, 560
Headers, 66-67
Heimdal, 143

HELO command, 483, 484, 507
Hewlett Packard Web site, 340
High-level protocol support, 12-14
HighSynth Web site, 134
Hint zone, 464
Hints, 377
HIPPI (High-Performance Parallel
Interface), 18
Home directories, 556-557
$HOME environment variable, 517
[homes] share, 179-180, 407
host command, 636
host declaration, 127-129
host keyword, 118, 127
Host utility, 474
hostname command, 48, 49, 51, 485
HostnameLockups directive, 235, 538
Hostnames
Apache, 538
DN, 466
FQDN s (Fully-Qualified Domain Names),
48, 466
global setting, 48
mapping to IP addresses, 36
matching IP addresses, 120-121
nicknames for, 48
setting, 48-49
URLs, 538
without associated domain, 466
hostname-specific home directories,
556-557
Hosts, defining with MAC addresses,
127-128
.htaccess files, 547-548
Jhtm file extension, 544
HTML (Hypertext Markup Language), 544
HTML file, 544
.html file extension, 544
<HTML> tag, 560
HTML text file, 559-561
HTTP (Hypertext Transfer Protocol), 68, 528
acceleration, 12
ports, 89
HTTP clients, 528
HTTP servers, 207, 528
httpd.conf file, 532-533
HTTPS (secure HTTP), 551
Hybrid of trusted-hosts with
Rivext/Shamir/Adleman (RSA)
authentication, 328
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ICANN Web site, 457
icewm, 366
ifconfig utility, 36-38, 40, 44, 51, 124
ifup tool, 34
images, converting into bitmap, 191
IMAP (Internet Message Access Protocol), 259
cleartext, 267
client to submit numbered commands, 266
converting POP to, 271
examining headers before retrieving
messages, 264
message bodies, 262
message headers, 262
versus POP, 266-267
retaining original e-mail, 262
sample session, 264-266
secure variants, 267
security, 267
use of folders, 266
imap package, 269, 270
IMAP servers
configuring, 269270
installing, 270
large hard drives on, 261
Linux, 269-270
requiring more disk space, 267
<IMG> tag, 561
Inactive accounts, 608-609
incoming.conf file, 295-296
inetd server
starting servers, 89-96, 96-100
inetd.conf file, 303
init process, restarting, 89
INN (InterNetNews), 288
active file, 292-293
computer name, 291
configuring, 290298
contact information, 291
as daemon, 298
domain name, 291
/etc/nets/nnrp.access file, 296297
/etc/news/expire/ctl file, 297298
/etc/news/inn.conf file, 290-292
feeding news to other sites, 293-295
From header, 291
incoming.conf file, 295-296
local post number, 292
message expiration options, 297-298
method of contacting other sites, 294-295
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news feeds file, 293-295
news reader access, 296297
newsgroups file, 293
server’s fully-qualified domain name, 291
setting up newsgroups, 292-293
Sys V startup scripts, 298
inn package, 289
innd program, 288, 295
innxmit program, 288
INPUT chain, 661, 669
insmod command, 32
Instance, 139
Interfaces, filtering packets by, 673-674
Internal security tool, 136
Internet
broadcasts, 646
DN servers, 452
IPv4 addresses, 10
multicasts, 646-647
point-to-point traffic, 646
Internet Explorer, 564, 565
Internet Software Consortium Web site, 116
Internetworking IPX/SPX, 72-73
Interphase 5526 Tachyon, 18
Intrusion-detection tools, 616-621
Intrusions
backing up vital data, 623
chroot jails, 629
disconnecting computer from network, 622
general detection procedures, 621-622
modifying files and, 616-617
monitoring for attempts, 616623
monitoring log files, 621
monitoring system health, 621
package databases, 617-618
restoring clean system, 623
restoring data files, 623
strange files and, 621
tracing back to Web site, 623
Tripwire, 617-621
unusual network traffic, 621-622
user complaints, 621
verifying nature of compromise, 622623
IP addresses, 8
assigning to network interfaces, 36
as basis for blocking e-mail, 489
classes, 39
converting alphanumeric names to, 46—48
DHCP servers, 114
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exports, 209 Usenet news servers, 284
hostnames matching, 120-121 username, 57
mapping hostnames to, 36
multicasts, 39 JPEG (Joint Photographic Experts Group)
portmapper, 207 format, 562
private, 39
source and destination, 672-673 K5login file, 160, 161
static, 114 Kkb5users file, 160, 161
TLDs (top-level domains), 452 kadmin man page, 150
ip command, 648-649 kadmin program, 150, 152, 154
IP forwarding, 44 kadmin/admin principal, 151
IP masquerading, 8-9, 679 kadmin/changepw principal, 151
See also Network Address Translation kadmin.local program, 150, 154
ip route command, 649 kdb5_util command, 147, 152
ip utility, 11 KDC, 142, 143
ipchains utility, 9, 664 configuring, 143-144
IPCONFIG program, 124 hardware requirements, 142
ipfwadm utility, 9, 664, 666 kdc.conf configuration file, 145
IPP (Internet Printing Protocol), 223, 232 Kerberos package, 144
iproute2 package, 644 listing, 152
ip utility, 648-649 port number, 145-146
te utility, 649-653 principals, 151
iproute2 utility + tc Notes utility, 11 session key, 141
ip_tables module, 666 starting, 151-152
iptables utility, 8-9, 97 kdc.conf file, 152
checking configuration, 666—667 acl_file entry, 148
configuring firewalls, 667-677 admin_keytab entry, 151
configuring NAT, 677-682 [kdcdefaults] section, 146
description of, 661-662 modifying, 146-147
forwarding ports, 682-684 [realms] section, 146
ip_tables module, 666 realm-specific entries, 145
kernel configuration for, 664-666 KDE (K Desktop Environment), 52, 102
logging activity, 684686 kdestroy program, 156-157
packet filter firewall script, 675-677 KDM, 352-353
rule creation for firewalls, 670-677 kdmrec file, 352
setting firewall default policy, 669670 Kerberized applications, 141
1Pv4, 10 Kerberized clients, 155, 157-159
IPveé, 10 Kerberized networks, 143
IPX (Internetwork Packet Exchange), 14-15, 72 Kerberized servers, 154-155
IPX routers, 72 Kerberos, 135, 136, 217, 337
ipx_configure command, 74 ACLs (Access Control Lists), 148
IPX/SPX, 13-14, 72-74 administering realms, 148-151
IPX/SPX servers, 73 administrating user database, 150
ipxutils package, 74 AMANDA, 442
ISA (Industry Standard Architecture) bus application server, 139
cards, 16 basic principles, 138-141
ISPs (Internet Service Providers), 454 configuring, 153-154
broadband technologies, 19 configuring slave KDCs, 152-153
news feeds, 289 creation of principals, 150-151
797
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Kerberos, (continued) Kernel, 3
cross-platform compatibility, 136-137 advanced router options, 643-647
design goals, 139-141 buggy or incompatible code, 27
domain name associated with building main file, 26
principals, 146 built-in drivers, 24-25
explicit support, 137 common compilation problems, 26-28
instance, 139 compiler errors, 27
license, 142 compile-time options, 4-6
master key, 147-148 compiling, 23-28
network authentication, 139 compiling modules, 26
network utilities, 155-157 compressed, 26
operation, 138-143 configuration for iptables, 664—666
PAM (Pluggable Authentication Module), default, 29
161-166 development, 4
primary, 139 DHCP server issues, 116
principals, 139, 155 differentiating traffic, 652
protecting passwords, 139 features compiled into, 24
realm, 138, 139 hardware problems, 27
setting up realms, 145-147 HTTP server, 12
single-login operation, 139-140 installing, 23-30
starting KDC, 151-152 modules, 24-26
stash file, 147-148 network options, 5
SysV startup scripts, 152 NFS File System Support option, 205
text-mode login authentication, 160 NEFS Server Support option, 205
TGS (ticket-granting service), 140 obtaining patches, 696
TGT (ticket-granting ticket), 140 old object files, 27
tickets, 138, 140-141 options, 5
user logins, 159-166 Packet Socket option, 116
user programs, 159 PC Card devices, 22
versions and variants, 142-143 policy routing, 643-644
Kerberos application servers, 145 prepatched, 694-695
configuring, 143, 153-155 processes, 603
configuring Kerberos, 153-154 reading rules in chains, 671
installing, 144 release, 4
keytab files, 153-154 Socket Filtering option, 116
Kerberos clients, 138-139, 145 stable, 4
configuring, 143, 155-166 symbolic link to, 4-5
installing, 144 too large to boot, 25
Kerberos for Windows, 137 tracking network connections, 8
Kerberos networks, 138-139, 141 typical configuration, 25-26
Kerberos password server, 138 uncompressed, 26
Kerberos servers, 138, 139 unfulfilled dependencies, 27
accessing, 155-159 usage, 28-30
installing, 144 version number, 4
KDC, 142 Web site, 4, 76
modifying configuration files, 144-145 Kernel space processes, 541-541
requirements, 142 Kernel-based Web servers, 531
setting up, 143-144 Kernel-mode NFS servers, 205
when to run, 136-137 Keytab, 150-151
Kerberos Web site, 136 Key/value pair, 295
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KHTTPd, 532, 541-544

kill command, 101, 354

killall command, 101, 354

Killing processes, 88

kinit program, 156-157, 159

KLIPS (Kernel IP Security) kernel features, 705

Klist program, 156-157

klogind server, 152

KMail, 258

knfsd server, 205

kpasswd program, 156-157

KPPP dialer, 52-56
configuration dialog box, 53-55
configuring, 53-55
Show Log Window button, 56
starting, 53

kpropd server, 152

kpropd.acl file, 152

krb5.conf file, 144-145, 152
[domain_realm] section, 145-146, 153
multiple realms, 146
[realms] section, 145-146, 153
realm-specific entries, 145

krb5kdc program, 152

krb5-libs package, 144

krb5-server package, 144

krb5-workstation package, 144

ksu package, 159, 160-161

ksysv, 106-108

ktadd command, 150-152, 154

KUPS, 232

LANA Web site, 457

LANS (local area networks)
adjusting font server for, 382-385
dial-up accounts, 271

last command, 609

Leafnode program, 285-286, 299
access-control features, 304
anti-spam measure, 302
capabilities, 299-301
config file, 301-303
configuring, 301-306
delayed message appearance, 305
dropping messages, 300-301
expiring old news, 305-306
fetching news, 304-305
fetchnews program, 304-305
filtering articles, 306
general configuration settings, 301-303
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ignoring old messages, 302
inetd.conf, 303
leafnode server program, 303-304
limiting number of new articles fetched, 302
message IDs, 303
newsgroup descriptions file, 302
as ordinary news reader, 300
passwords, 301
refreshing list of available newsgroups, 303
rejecting messages, 303
resources, 300
setting up server, 303-304
small sites, 300
texpire program, 305-306
versions, 300
Web site, 299
Leap second, 245
Leased lines, 20
Leases, DHCP, 117, 119-120
/lib directory, 594
/lib/modules directory, 26
LILO (Linux Loader), 28-29, 32
<Limit command-group> directive, 586-587
Limited administrative servers, 410
Link state algorithms, 655-656
Link-local multicasts, 646
Links, 561
Linux Kernel HOWTO, 24
Linux Apache Server Administration, 527
Linux computers as dedicated X terminal, 358
Linux DNS Server Administration, 452
Linux Firewalls, 600
Linux Firewalls, 2nd Edition, 661
Linux IPv6, 10
Linux Kernel HOWTO Web site, 4
Linux Mandrake 8.1, 35
Postfix, 507-508
startup script locations, 81
Linux Printing database and Web site, 189, 237
Linux Routing, 642
Linux Samba Server Administration, 168
Linux Sendmail Administration, 478
Linux System Security: The Administrator’s
Guide to Open Source Security Tools, 600
Linux Tools Web site, 21
Linux Weekly News Security Section Web
site, 624
Linuxconf, 33, 50, 391, 392, 410
configuration areas, 103
configuration modules, 103
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Linuxconf, (continued)
configuring, 394-397
configuring servers, 104
Control » Control Panel » Control Service
Activity module, 103
distributions, 393
GUI mode, 102, 394
hierarchical structure for configuration
modules, 399
Java-based GUI, 394
linuxconf=gui package, 102
port, 394
remotely running, 394-399
servers, 394-397
super server, 394
text mode, 102, 394
unencrypted passwords, 409
Web-based interface, 102, 397-399
Web site, 102
xinetd, 394-395
LinWare, 73
The List Web site, 53
Listen directive, 235
11d, 637
Imhosts file name resolution, 172
Loading network drivers, 31-33
LOADLIN, 25, 29-30
LoadModule directive, 540-541, 554
Local backups, 419
Local DNS servers, 455-456
Local domain, 463
Local mail reader, 258
Local master browsers, 174-175
Local networks
alternative devices, 17-18
routing table, 41
Local printer queue, 186
Local processes, 661
Local startup files and font servers, 832
Local startup scripts, 79, 100-101, 108
examining for unnecessary servers, 602
pros and cons, 109
usage, 109-110
Local subnet broadcasts, 646
Localhost interface, 40-41
LOCAL_IP variable, 58
Localized authentication, 135
LocalTalk, 17
Location directive, 235
Lock file, 518
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Log files, 126

Log files, monitoring, 621

Logging xinetd, 97-98

login command, 193-195

login program, 163

login.krb5 program, 160

Logins
changing account after, 160-161
Kerberos, 159-166
peer-to-peer, 337
shutting down processes related to, 605
smaller-scale, 337

LogLevel directive, 538

logout command, 193

loopback interface, 40

Lossless compression, 562

Lossy compression, 562

LPD (Line Printer Daemon), 221-223

LPD servers
Linux options, 224-226
network printing, 222-224
when to run, 222-224

Ipd.perms file, 230

LPD-style print server, 228

Ipr printing system, 186

LPRng
distributions, 231
/etc/lpd.perms file, 229-232
/etc/printcap file, 228-229, 232
redundant protections, 231
sending job to spooler, 229
system default policy, 229

LPRng printing system, 186, 228-232
clients, 232
package, 224
servers, configuring, 228-232

Lynx, 565

m4 configuration file, 525
m4 macro processing utility, 492
MAC (media access control) addresses, 117
from clients, 124-126
defining hosts, 127-128
Ethernet, 123
locating for DHCP clients, 123-127
Macintoshes, 125
Windows 2000, 124
Windows Me, 124
Macintosh, 17
file and printer sharing, 15
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LocalTalk hardware, 69 make vmlinux command, 26
MAC addresses, 125 make xconfig command, 5
MacOS Makefile and NetBEUI, 76
VNC clients, 364 makemap command, 493, 497
VINC servers, 360-361 Mandrake, 50
X servers, 356 See also Linux Mandrake
MacOS Classic and MAC addresses, 125 mangle, 662
MacOS X Mapping files, 217-219
AppleTalk, 70 MAPS (Mail Abuse Prevention System), 491
LPD (Line Printer Daemon), 223 Mark filtering, 644
MAC addresses, 125 Mars_nwe, 14, 73-74
native NFS server, 71 HOWTO document, 73
NFS, 70 Master browsers, 174-176
UNIX, 204 Master KDC, 142, 145, 153
magic file, 534 Master key, 147-148, 150
Mail aliases, 494 Master name server, 468
mail command, 193 Master server, 463
Mail delivery systems Master zones, 467
Fetchmail’s place in, 270-273 MaxClients directive, 235, 536
pull mail servers, 259-261 MaxSpareServers directive, 536
Mail domain administration, 481-482 mbox, 267
MAIL FROM: command, 483-485 .message file, 584, 589
Mail headers, altering, 486 Message headers, 482
Mail relays, 487 Messages, 286
Mail retrieval, scheduling, 272 cross-posting, 286
Mail servers expiration options, 297-298
blackhole lists, 489 mgetty program, 160
direct addressing, 481 Microlmages Web site, 340
distributed pattern matching, 489 Microsoft Web site, 378
domain addressing, 481 MIME (Multipurpose Internet Mail
mail domain administration, 481-482 Extensions), 533-534
maildir, 267 MIME types, 533-534
mbox, 267 Web pages, 561-562
as open relay, 491 mingetty program, 160
pattern-matching blocks, 489 minicom, 53
relaying mail, 495 miniserv.conf file, 401
maildir, 267 miniserv.users file, 401
$MAILDIR environment variable, 517 MinSpaceServers directive, 536
mailing lists, 284, 625-626 MIT Kerberos Web page, 137, 143
Mail-to-news gateway, 516 MI/X for windows and MacOS Classic, 340
main.cf file, 508-509, 513, 525 mkisofs command, 199
make bzImage command, 26 Modems, 55
make clean command, 27 Moderated newsgroups, 291
make command, 27, 144 Modules, 24-26
make config command, 5 Monitoring for intrusion attempts, 616-623
make dep command, 25-26 mount command, 205-208, 212-214
make install command, 144 Mozilla, 565
make menuconfig command, 5 MPPE (Microsoft Point-to-Point
make modules command, 26 Encryption), 692
make modules_install command, 26, 28 MSS (Maximum Segment Size), 43
731
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mt utility, 420
MTU (Maximum Transfer Unit), 38
MUASs (mail user agents), 258
Multicast Backbone Web site, 646
Multicast routing, 646-647
Multicasts, 39, 646—-647
Multi-NIC configurations, 34
Multipath routing, 644-645
Multiple network interfaces
configuring, 40
with multiple gateways, 4546
with one gateway, 44-45
Multiple pull mail accounts, 271
Multi-threaded servers, 90
mutt mail reader, 258, 478
MX (mail exchanger) records, 469470,
481-482
$mydomain variable, 509-510
$myhostname variable, 508, 509
$mynetworks variable, 511-512
My Network Places, 174

Name resolution, 48, 172-174, 451
Name server, 451
named.ca file, 461
named.conf file, 459461
nameserver keyword, 47
NameVirtualHost directive, 558
NAT (Network Address Translation), 45, 146,
345-346
configuring with iptables, 677-682
firewall-like protection, 679-680
protocols and, 680-681
router redirection, 97
routers, 679
setting iptables options, 681-682
Native drivers, 191-192
nbadmin command, 77
NBDD (NetBIOS Datagram Distribution)
server, 130
NBNS (NetBIOS Name Service) servers,
1130, 173-174
nbstatus command, 77
NBT (NetBIOS over TCP/IP), 75
nbview command, 77
NCP (NetWare Core Protocol), 72
ncpfs package, 73
ncpmount command, 73-74
ncurses library, 702
NEdit editor, 364
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Nessus, 604
Nesting block, 521
Netatalk package, 15, 69-72
netb command, 76-77
NetBEUI (NetBIOS Extended User Interface),
15, 68, 75-78
network stack, 64, 76
SMB/CIFS server, 77
NetBIOS (Network Basic Input/Output
System), 68
computers, 130
domain controller, 176
domain master browsers, 175
domains, 176
including information on DHCP servers,
129-131
local master browser, 174-175
name resolution systems, 129-130
networks, 170-172
scope, 130
workgroups, 176
workgroups and domains, 170
Netcraft Web site, 530
netkit-telnet package, 316
Netmasks, 36, 3940, 43
Netscape Navigator, 335, 564
for Linux, 563
netstat, 603-604
NetWare, 15
NetWare Web site, 15
Network authentication, 139
Network backup servers, 412-413
Network backups, 411
AMANDA, 436445
NFS (Network Filesystem) server, 423
security, 415
SMB/CIFS, 425-436
tar, 415425
types of solutions, 413425
Network cards
controlling hardware address, 38
loading network drivers, 31-33
media connectors, 38
promiscuous mode, 37-38
Network Computing Devices Web site, 340
Network Device Support kernel menu, 15,
17-18, 20, 22-23
Network drivers, 31-33
Network File Systems submenu, 13
Network filter options, 7-9
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Network font servers, 381-382 hardware options, 15-23
Network interfaces managing outgoing bandwidth, 649-653
activating, 37, 3840 PPP links, 51-62
adding and removing IPv6 IP addresses, 38 security flaws, 9
Apache, 537 subnets, 651-652
assigning IP address to, 36 unusual traffic, 621-622
availability, 36 zoneless, 69
closing, 37 zones, 69
configuring, 36—40 Network-wide multicasts, 646
DHCP issues, 116 New Account dialog box, 53, 55, 56
information about, 37 New Registrars Web site, 457
modifying operation, 37 News feeds, 287-290
MTU (Maximum Transfer Unit), 38 News readers, 286, 296-297
multiple with multiple gateways, 4546 News servers, 283
multiple with one gateway, 4445 binary newsgroups, 290
network mask, 36—40 computer name, 291
nonpromiscuous mode, 38 disk space, 285
status of active, 37 feeding news to other sites, 293-295
Network mask, 36—40 INN (InterNetNews), 288-298
Network Neighborhood, 174 internal communications, 284
Network Options kernel menu, 9 Leafnode, 298-306
Network print queue, converting local print message IDs, 286-287
queue to, 228 news feeds, 287288
Network printing, 222-224 NNTP, 286-288, 289
Network protocol stacks, 63 obtaining news feed, 289-290
Network protocols offline news reading, 283, 284, 285-286
support, 6-15 ongoing maintenance, 298
within-computer communication, 7 organization name, 291
X programs, 337-338 purging old messages, 287
Network stacks push and pull protocols, 287
AppleTalk, 68-72 removing spam, 289
footers, 6667 restricting access, 293
headers, 6667 supporting local operations, 292
IPX/SPX, 72-74 temporarily disabling, 298
layers, 64-65 third-party, 285
NetBEUI, 75-78 /var/spool/news directory tree, 285
OSI (Open System Interconnection) when to run, 284-286
model, 64-66 newsfeeds file, 293-295
overview, 63-68 Newsgroups, 284
routable, 67-68 binary, 290
TCP/IP role, 67-68 cross-posted messages, 294
wrapping and unwrapping data, 66-67 cross-posting messages, 286
Networking Options menu, 6-15 deleting, 298
Networks dynamic configuration, 299-300
alternative stack options, 14-15 hierarchy, 286, 293
backup drives, 413 moderated, 291
centralized computing model, 137 passing on news feeds from, 294
configuring, 105 security, 625-626
decentralized computing model, 137 setting up, 292-293
defining classes, 651-652 newsgroups file, 293
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NewsGuy, 285, 289 number of running, 215
newsq command, 299, 304 read-only access, 211
NFS (Network File System), 68, 203 read-write access, 211
client-side mapping daemon, 219 squashing access attempts, 212
defining exports, 208-210 subtree checks, 211
GIDs (group IDs), 213 synchronization of UIDs, 216-217
Linux, 13 synchronous writes, 210
MacOS X, 70 SysV startup script, 208
mount transfer size, 214-215 UID (user ID), 212
non-NFS performance issues, 215 UNIX, 203
number of running NFS servers, 215 user-mode, 205
operations on mounted exports, 213 when to run, 203-204
optimizing performance, 214-215 nfsd server, 205
options, 12-13 nfs-utils, 206
ownership, 213 NFSv4 Web site, 206
permissions, 213 NIC Web site, 457
portmapper, 207-208 nice program, 98
security, 204 NICs (network interface cards), 34
server-side user ID map, 217-219 NIS (Network Information Service)
support utilities, 206 server, 209
time access, 215 nkitserv, 316
trusted hosts security model, 204, 210 NLS (National Language Support) character
UIDs (user IDs), 213 sets, 14
Unix, 13 nmap, 604
username mapping options, 215-219 nmbd program, 77, 108
usernames, 217 nnrpd program, 288
(NFSv3) version 3, 13 NNTP (Network News Transfer Protocol),
versions 2 and 3, 206-207 68, 286289
NFS clients servers, 286
basic support, 13 NNTPCache, 299
synchronization of UIDs, 216-217 nntpsend program, 288
NEFS servers nntpsend.ctl file, 294295
access control mechanisms, 210-212 Noffle, 299
access from secure ports, 211 Non-delivering recipes (Procmail), 517
asynchronous writes, 210 Non-Kerberized applications, 141
as centralized server, 203-204 Non-PostScript data, directly printing, 196
delaying writing to disk, 210 Non-PostScript files, 187
disabling directory access, 211 Non-PostScript printer queues, 190-191
/etc/exports file, 208-210 Non-PostScript printers
exporting directories, 208-215 Ghostscript, 189-190
file sharing, 222 native drivers, 191-192
firewalls blocking, 210 PostScript driver, 191-192
GID (group ID), 212 printer shares, 189-192
hiding or unhiding mounted sharing, 189-192
partition, 211 Non-standard driver, 27
kernel-mode, 205 Non-traditional Web servers, 531
Linux, 203, 204-207 Non-UNIX systems and X servers, 341
Linux functioning as, 13 Notebook computers, 21-22
mounting exports, 212-214 NOQNFS (Not Quite NFS), 206
network backups, 423 nslookup, 475
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NS (name server) records, 469 <P> tag, 561
NT/2000/XP client trust accounts, 177-178 Package databases, 617-618
NTES (New Technology Filesystem), 432 Packages, information about, 600-601
NTP (Network Time Protocol), 242 Packed Font format, 376
ntp.conf file, 246-248 Packet filter firewall rule, 231
UTC (Coordinated Universal Time), 245 Packet filter firewall script, 675-677
NTP client package, 252-254 Packet sniffers, 37-38
NTP servers, 141 Packet-filter firewalls, 667-668
monitoring operation, 248-252 Packets, 66
network delays reaching, 248 adjusting priorities, 11-12
ntpdate program, 244 average size, 651
operation, 243-245 blocking or modifying, 7-9
slewing the clock, 244 chains, 661-662
time server programs, 245-246 filtering by interface, 673674
NTP Web page, 243 (FIFO) First-in/first-out strategy, 11
NTP Web site, 242 forwarding, 653
ntp.conf file, 246-248 INPUT chain, 661
ntpd program, 245-246 internal/external translation, 678
ntpdate program, 244, 246, 252-254 IP address extension, 678
ntpq program, 246, 248-252 load balancing, 678
ntptrace program, 246 manipulating, 661-662
ntsysv program and SysV startup mark values, 644
scripts, 86-87 opening and closing specific ports, 671-672
nupop, 268 OUTPUT chain, 661
nupop Web site, 268 prioritizing, 647
routing, 653
Offline news reading, 283, 284, 285-286 scheduling transmission of outgoing, 11-12
One-way cable modem, 20 source and destination IP addresses,
OpenBSD FIPD, 578 672-673
OpenMail, 480 stateful inspection, 9, 664, 674-675
OpenSSH, 322-323, 550-551 temporary address changes, 678
packages, 323 Type-of-Service values, 644
Web site, 322 Palmtop computers, 641
OpenSSL package, 550-551, 552-553, 695 PAM (Pluggable Authentication Module),
Opera Web browser, 565 311, 633
Operating systems and X servers, 340 configuring, 163-166
Optical media, 412 Curtis King’s module, 162
option keyword, 121 Debian modules, 163
Options directive, 547 Derrik Brashier’s module, 162
ORDB (Open Relay Database) Web site, 490 distributions, 162
Order directive, 235 Frank Cusack’s module, 162
Oscillators, 251 Kerberos, 161-166
OSI (Open System Interconnection) model, Red Hat’s module, 163
64-66 PAP (Password Authentication Protocol), 55,
OSPF (Open Shortest Path First) protocol, 56, 59
656-657 pap program, 71
Outline font formats, 376-379 papd program, 70-71
OUTPUT chain, 661, 669, 681-682 pap-secrets file and security, 57
Outsourcing news feeds, 290 Paragraphs, 561
Ownership, 181-183, 213 Parallel-to-Ethernet adapters, 16
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Partial backups, 418
Partial restores, 445
passwd program, 164
Password cracking programs, 612
password service, 164
Password sniffing, 409
PASSWORD variable, 58, 59
Passwords
accessing remote servers, 140
authentication, 328
building base, 611
cleartext, 171
compromised, 408
digits and punctuation, 611
encrypted, 171-172, 408409, 610-611
Fetchmail, 281
file shares, 182
Kerberos principals, 156
Kerberos tickets, 140
Leafnode, 301
master key, 150
mixing case, 611
protecting, 139
pull mail account, 281
randomized strings, 611
reversing words, 611
saving to disk, 140
server-required, 135
setting, 610-612
shoulder surfing, 612
single-login operation, 139-140
sniffing, 612
SWAT, 405
Telnet, 320
unencrypted, 139, 408—409
PC Card devices, 15, 17, 21-22
PCF (Portable Compiled Font) format, 376
.pcf.gz file extension, 376
PCI (Peripheral Component Interconnect)
cards, 16
PCMCIA (Personal Computer Memory Card
International Association), 22
PCMCIA Network Device Support
submenu, 22
PDCs (primary domain controllers), 177
PDF files and scripts, 200-201
pdnsd, 458-459
Peers, 295
Peer-to-peer logins, 337
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Perl, 400
Permissions, 181-183, 213
Personalized Web sites, 545-546
PFA (Printer Font ASCII) file, 386
PFB (Printer Font Binary) file, 386
physical interface, rules for, 40
Picture element (pixel), 373
PID (process ID), 97
Pine, 258, 478
ping, 248
Pixels, 373
.pk file extension, 376
PLIP (Parallel Line Internet Protocol), 23
PLIP Mini-HOWTO, 23
Pluto daemon, 705-706
PNG (Portable Network Graphics) file
format, 562
PNG Web site, 562
Points, 375
Policy routing, 643-644
POP (Post Office Protocol), 259
cleartext, 267
commands, 262-263
converting to IMAD, 271
headers, 264
versus IMAP, 266267
retaining original e-mail, 262
retrieving and deleting messages, 264
sample session, 262-264
secure variants, 267
security, 267
servers, 267—269
POP-2, 262
POP-3, 262, 263-264
PoPToP
clients, 696-698
enabling encryption features, 694-696
MPPE (Microsoft Point-to-Point
Encryption), 692
obtaining and installing, 692
server configuration, 692-694
Port directive, 235, 537
Port scanners, 604
portmap program, 207
Portmapper, 207-208
Ports, 8
forwarding, 682-684
HTTP (Hypertext Transfer Protocol), 89
servers, 89
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SMTP (Simple Mail Transfer Protocol) mail storing dialup password, 56
servers, 89 terminating session, 58
Post, 286 PPP HOWTO document, 55, 60
postexec command, 193 PPP links
postexec scripts, 193-196, 196 adjusting configuration scripts, 56-60
burning CD-Rs, 197-199 configuring dial-on demand, 60-62
Postfix, 478 GUI dialers, 52-56
Postfix, 480, 507 pppd, 58-59, 695-696
accepting mail, 510-511 PPPoE (Point-to-Point Protocol over
address masquerading, 509-510 Ethernet), 19, 52
address rewriting, 510 ppp-off script, 58
anti-spam configuration, 513-515 ppp-on script, 58
blackhole list, 514 ppp-on-dialer script, 58-59
calling Procmail, 525 PPTP (Point-to-Point Tunneling Protocol),
configuration files, 508-509 691-701
DNS lookups, 513 clients, configuring, 696701
finding all links to, 83 servers, 696-698
intruder changes to, 617 pptp-command startup script, 697
mbox, 267 PPTP-Linux Web site, 695
relay configuration, 511-513 Practical UNIX & Internet Security, 2nd
relaying mail, 511-512 Edition, 600
remaping usernames, 510 preexec scripts, 193-196
sending through relay, 512-513 burning CD-Rs, 197-199
Web site, 480 prefdm script, 355
POSTROUTING chain, 681-682 PREROUTING chain, 681-682
PostScript, 187 Presentation layer, 64
PostScript drivers Primary (Kerberos), 139
Ctrl+D character, 188-189 principal file, 148
faxes, 196 principal.db file, 148
Non-PostScript printers, 191-192 principal. kadmb5 file, 148
Windows, 188 principal. kadmb.lock file, 148
PostScript files, converting to other principal.ok file, 148
formats, 196 Principals (Kerberos), 139, 155
PostScript printers, sharing, 186-189 ACLs granted to, 149
PPD (PostScript Printer Description) (files), adminisrative, 150
232,237-238 changing password, 156
PPP (Point-to-Point Protocol), 22-23, 31 creation of, 150-151
accepting any hostnames, 57 domain name associated with, 146
configuring dialing scripts, 57-59 KDCs, 151
debugging, 59-60 modifying name, 150
dialing script usage, 59-60 name of, 149
dial-up connections, 271 permissions, 149
hardware associated with connection, 54 randomized key, 151
initial communication with ISP, 58 print command, 196
ISP username, 57 Print jobs, 189
passwords, 57 Print queues, modifying, 237
security, 60 Print servers, 185-192
setting authentication options, 56-57 print-cd script, 199-200
setting variables, 58 Printer drivers, 186-187
737
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Printer queues, 187
Ghostscript, 189
non-PostScript, 190-191
Printer shares
creation of, 185-186
definitions, 185-186
local printer queue, 186
non-PostScript files, 187
non-PostScript printers, 189-192
PostScript printers, 186-189
printer drivers, 187
raw queue, 191
temporary spool directory, 185
Printer sharing, 168
LPD (Line Printer Daemon), 222
single printer share, 186
Printers
black and white, 373-374
color, 374
fonts, 375
PostScript clones, 187
PostScript interpreter, 187
PPD files, 237-238
resolutions, 375
[printers] share, 407
Printing, WYSIWYG (what-you-see-is-what-
you-get), 373
Printing systems
controlling access, 229-232
distributions, 225
selecting, 186
standard and alternative, 225
Private IP addresses, 39
Private key, 325, 327-328, 330, 551
Processes
examining running, 602-603
kernel, 603
killing, 88
Procmail, 477
calling, 524-525
designing recipes, 518-513
environment variables, 517
filter for individual accounts, 516
lock file, 518
piping mail through other programs, 516
post-MTA pattern matches, 489
recipes, 517
regular expressions, 516
sorting mail, 516
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spam filters, 516
as system-wide filter, 516
The Procmail Companion, 478
Procmail filters
customization, 524
predesigned, 523-524
role, 515-517
Sample Procmail Recipes with Comments
Web site, 524
security mailing lists, 625
SmartList package, 524
SpamBouncer package, 523
testing, 524
Timo’s Tips and Recipes, 524
Procmail Web site, 524
.procmailrc file, 521
procmailrc man page, 518
Procom Technologies Web site, 75-76
/proc/sys/net/khttpd directory, 12
Profiles, 176-177
ProFTPd, 579, 580
aliases, 590
anonymous options, 595-596
configuring, 585-590
proftpd.conf file, 585-586, 595-596
Programs, 214
Promiscuous mode, 37-38
Proportionally-spaced fonts, 374-375
Protecting passwords, 139
Protocol stacks, 7, 63
Protocols
high-level support, 12-14
integrating with DHCP, 129-134
name of, 90
NAT (Network Address Translation) and,
680-681
network socket type, 90
URLs, 538
Proxy server firewalls, 667
ps command, 602-603
Pseudo printers, 195-196
backup system, 434435
burning CD-Rs, 199-200
PTR (pointer) records, 469
pub directory, 594
Public key, 325, 551
Public key authentication, 330, 331
Public keys, 327-328
Public-key cryptography, 551
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Pull mail accounts, 271-272, 281 examples, 521-523
Pull mail protocols, 251-258 identification line, 518-519
IMAP, 264-266 nested, 521-522
POP, 262-264 non-delivering, 517
POP versus IMAP, 266-267 regular expressions, 519-520
Pull mail servers sorting message, 523
Fetchmail, 270-282 spam conditions, 522-523
large hard drives on, 261 Recordable DVDs, 412
mail delivery system, 259-261 Red Hat Linux 7.2, 35
retaining copy of e-mail, 261-262 GUI configuration tool, 50
retrieving mail, 261 Linuxconf, 50
storing e-mail, 261 startup script locations, 81
when to run, 258-259 Red Hat Web site, 615
pump DHCP client, 33 Redirection, 97
Push mail protocols, 251 Reference time server, 243
SMTP (Simple Mail Transfer Protocol), Regular expressions
260, 477 PCRE-style, 513
Push mail servers, 258 POSIX-style, 513
Procmail, 516
qmail, 267, 281, 480 recipes, 519-520
qmail-pop 3d, 268 ReiserFS, 285
The qmail Handbook, 478 Relay, 259-260
qmail Web site, 268, 480 Relay configurations
QMS magicolor driver, 190 Exim, 503-504
QoS (quality of service), 11-12, 647 sendmail, 495-498
QPopper, 268 $relay_domains variable, 511-512
Qt library, 340 Release kernels, 4
Remote administration and security, 408410
range declaration, 122, 128 Remote login servers, 309
Raw queue, 190-191 rlogind program, 310-316
Razor, 489 security, 310
RBL (Realtime Blackhole List) Web site, 490 SSH (Secure Shell), 321-333
RC-Config Editor tool, 105 Telnet, 316-321
rc.local script, 101 when to run, 310
r-command servers, 314 Remote logins and XDMCP servers, 350
r-commands, 310, 312-313 Remote print queue, 228
rcp program, 158 Remote system maintenance tools, 391-392
RCPT TO: command, 483, 484, 485 REMOTE_IP variable, 58
Read-only shares, 179 Remote-login X access, 347-348
Realms, 138, 139 Removable-media device, 194
administering, 148-151 Report Magic Web site, 570
computer administering, 146 Resolutions, 375
mapping computers into, 146 Resources, access to, 588
setting up, 145-147 Respond (fax software), 196
Recipes (Procmail), 517 restarting init process, 89
actions, 520-521 Restoring
conditions, 519-520 clean system after intrusions, 623
copying message, 523 data, 445-447
delivering, 517 Reverse DNS lookup, 463
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Reverse DNS zones, 463, 470-471
Reverse lookups, 133
REC Ignorant Web site, 490
.rhosts files
rlogind, 311, 313
RIP (Routing Information Protocol), 655,
656—657
RIP: An Intra-Domain Routing Protocol, 642
RIPng, 657
RIPv2 (RIP version 2) protocol, 657
rlogin program, 158, 314-315
rlogind program
configuring, 310-316
controlling access, 313-315
/etc/inetd.conf file, 311
/etc/xinetd.d files, 311
rhosts files, 311, 313
security, 313-313
trusted hosts security model, 312, 313
unencrypted data transfers, 313, 320-321
rlogind server, 311-313, 513
Roaring Penguin PPPoE, 19, 23, 52
Roaring Penguin Web site, 19, 52
rodsBooks Web site, 20
Root (/) directory
filesystem, 24
renaming, 627
Root filesystem, mounting from NFS
export, 13
Root server, 452
Root zone, 463
Routable network stacks, 67-68
route command, 4144, 46, 51, 655
route -n command, 41
routed package, 656
Routers, 9-10, 4041, 641-642
See also advanced router configurations
destination address, 644
DoS (denial-of-service) attacks, 645
fast NAT, 644
iproute2 package, 648—653
large routing tables, 645646
logging options, 654
mark filtering, 644
multipath routing, 644-645
NAT (Network Address Translation), 679
non-routing tasks, 44
QoS (Quality of Service), 647
security, 44
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source address, 644
Type-of-Service values, 644
Routing, 653
multicast, 646-647
Routing protocols, 653-655
BGP (Border Gateway Protocol), 657
costs, 653—655
distance vector algorithms, 655
GateD, 657
GNU Zebra, 657-659
link state algorithms, 655656
OSPF, 657
RIP (Routing Information Protocol), 655,
656—657
RIPng, 657
RIPv2 (RIP version 2) protocol, 657
slow convergence, 657
Zebra, 658
Routing tables, 40-44, 645-646
manipulating, 648-649
multiple, 649
Roxen, 531

Royal Institute of Technology in Sweden Web

site, 143
RPC (Remote Procedure Call) services, 207
rpm, 206, 617
RPM (Red Hat Package Manager), 600
RPM Find Web site, 61
RSA authentication, 328, 706
rsh program, 158
rshd daemon, 421-422
RSS (Relay Spam Stopper) Web site, 490
RSVP (Resource Reservation Protocol), 11
rule command, 648
Runlevels, 80-81
0 or6, 88
killing processes, 88
meanings, 87-88
returning to default, 85-86
setting and changing, 87-89
single-character code or number, 88
special-purpose, 88
temporarily changing, 88
text-mode, 354
X, 354
XDMCP servers, 354

SAINT, 604
Salmi, Timo, 524
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Samba, 14, 167-168, 204 identification, 170-171

ACLs (Access Control Lists), 183

backup shares, 432436

by-share authentication, 184

by-user authentication, 184

case-insensitive files, 168

domain controllers, 176-178

DOS, 168

encrypted passwords, 171-172, 177

as file server, 179-184

file shares, 179-180

filename requirements, 180-181

functioning as WINS (Windows Internet
Name Service) servers, 173-174

general configuration, 169-178

hidden bit on Linux dot files, 183

limiting access to file shares, 184

logging information, 194

mapping DOS and Windows attribute bits,
182-186

master browser, 174-176

NetBIOS name requests, 405

non-PostScript printers, 189-192

NT /2000 domain client support, 177

parameters, 169-170

password database, 171

patches to, 76

as PDC, 177

postexec scripts, 193-195

PostScript printers, 186-189

preexec scripts, 193-195

print servers, 185-192

printer shares, 185-192

processing its own share-access
requests, 177

scripts, 192-201

security options, 171-172

server identification, 170-171

SMB/CIFS, 168-169

smb.conf file, 169-170

smbtar, 428-429

SWAT, 404

time servers, 254-255

user accounts, 181

variables, 193-194

Web site, 76

Windows, 168

Samba servers

file storage space, 179-180

lists of hosts explicitly allowed to
connect, 172
NetBIOS name server, 172-174
setting Windows client time, 255
when to run, 168-169
Sample Procmail Recipes with Comments
Web site, 524
[sample] share, 179
Sample zone configuration file, 466467
SAP (Service Advertisement Protocol), 73
Saving passwords to disk, 140
sawmill, 366
Scientific data acquisition systems, 17
scp program, 204, 323, 330
Script kiddies, 622
ScriptAlias directive, 547
Scripts
burning CD-R, 197-200
PDF files, 200-201
pseudo printers, 195-196
Samba, 192-201
Samba server as CD-R creation
platform, 197
SDSL (Single-Line (or Symmetric) DSL), 19
Search engines, 545
search keyword, 47
Searching domains, 47
secret key, 327-328
Secure Web sites, 550-555
Security, 599-600
accounts, 606610
anonymous FTP servers, 592-593
Apache binaries, 535
AppleTalk, 70
automatic software update procedures,
615-616
CGI scripts, 549-550
chroot jail, 627-639
client-initiated backups, 414
compromised passwords, 408
correcting problem after intrusion, 623
delegating to users, 314
djbdns, 459
DoS (denial-of-service) attacks, 645
encryption, 346
font servers, 382, 384-385
FTP, 578
general procedures, 624-626
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Security, (continued)

IMAP, 267

information sources, 614

internal tool, 136

keeping system up to date, 612-616

mailing lists, 625-626

monitoring for intrusion attempts, 616-623

monitoring for updated software, 614

network backups, 415

newsgroups, 625-626

NFS (Network Filesystem), 204

pap-secrets file, 57

passwords, 610-612

plus sign (+) in .rhosts file, 314

POP, 267

portmapper, 207

PPP (Point-to-Point Protocol), 60

remote administration, 408—410

remote login servers, 310

rlogind, 313-313

routers, 44

Samba options, 171-172

server bugs, 408

server updates, 613

server-initiated backups, 415

shutting down unnecessary servers, 600-606

specific user privileges, 90-91

storing PPP dialup password, 56

TCP Wrappers, 92-95, 421

Telnet, 320-321

time stamps, 141

Tripwire, 617-621

verbose router logging, 654

VNG, 360

VPNs (Virtual Private Networks), 690,
710-712

Web sites, 624-625

xauth program, 344

xinetd, 421

Security cameras, 17

Security Focus Web site, 624-625

sed, 343

sender_canonical file, 510

Sendmail, 478

sendmail, 49, 479, 480
accepting mail, 495496
access database, 496497
address masquerading, 494
allowing access to, 493

another system as mail relay, 498
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anti-spam configuration, 498499
blackhole lists, 498-499
calling Procmail, 525
configuration files, 492494
configuring to relay mail, 495497
distributions, 491-492
as mail exchanger, 496
mail originating from its own domain, 496
mbox format, 480481
message with From: address within local
domain, 496
relay configuration, 495-498
SysV scripts, 493
Web site, 479
sendmail.cf file, 492494
sendmail-cf package, 492
Server protocols, name of, 90
ServerAdmin directive, 537
Server-initiated backups
backup server’s root user, 423424
scheduling issues, 414415
security, 415
tar, 423-425
user control, 415
ServerName directive, 537
ServerRoot directive, 539
Servers, 79
authenticating users, 139
behaving strangely, 621
buggy, 408, 613
changing automatic startup, 107
configuring, 104, 106
configuring to operate in chroot jails,
633-638
connection load limits, 98
controlling startup through xinetd, 103
copying files into chroot jails, 631
current status, 103
daemon mode, 101
disabling, 97, 606
DLLs (dynamic linked libraries), 632
enabling or disabling, 85
enabling or disabling run levels, 103-104
finding all links to, 83
hardware device files, 632
host-based restrictions, 99
identify file authentication, 328
importance of updates, 613
incoming connection, 91
indirectly running, 89
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interface restrictions, 99 pseudo printers, 195-196
locating MAC address from, 126-127 restricted access, 195
manually enabling or disabling, 82-84 Shells and dot files, 183
manually starting, 110 Shoulder surfing, 612
methods of shutting down, 606 Shutting down unnecessary servers, 600-606
multi-threaded, 90 SIGHUP signal, 354
ports, 89 SIGKILL signal, 88
problems with chroot jails, 629 signal 11 errors, 27
program arguments, 91 SIGTERM signal, 88
protecting from unwanted accesses, 92-95 Single-threaded servers, 90
required passwords, 135 single-user mode, 89
residing in chroot jail, 628 Slackware Linux 8.0, 35
returning to default runlevel, 85-86 editing single startup script file, 84
run as root, 613 starting servers, 100
running in background, 101 startup script locations, 81
Samba identification, 170-171 Slashdot Web site, 545, 622
separating in chroot jails, 628-629 Slave KDCs, 142, 145, 152-153
shutting down unnecessary, 600-606 Slave servers, 463
single-threaded, 90 configuring, 464-465
special filesystems, 632 timing information, 468
starting, 80-96, 105 Slave zones, 465
startup methods, 108-110 SLIP (Serial Line Internet Protocol), 23, 61
static IP address assignment, 36 Slow convergence, 657
support programs, 632 Smail, 480
temporal restrictions, 99 Smaller-scale logins, 337
temporarily starting or stopping, 83 SmartList package, 524
unaffected by TCP Wrappers, 93 SMB (Server Message Block) protocol, 14,
unreliability with super servers, 108-109 167, 425
user accounts, 607 SMB/CIFS (Server Message Block/Common
user database files, 632-633 Internet Filesystem) file-sharing
Web sites for, 614 protocols, 68, 167
to which rule applies, 93-94 cleartext passwords, 171
X, 338 file- and printer-sharing protocols, 75, 129
Server-side user ID map, 217-219 network backups, 425-436
Server-specific configuration packages, 393 options, 13-14
ServerTokens directive, 536 ownership, 181-183
ServerType directive, 535 password encryption, 171
Services, 80, 106-107 permissions, 181-183
Session key, 141 protocols, 222
session service, 164 Samba, 168-169
Setting news feed access, 295-297 sharing files to backup, 426-429
SFQ (Stochastic Fairness Queueing) smbmount, 429-430
discipline, 652 usernames, 182
sftp program, 324 Windows, 223
SHA (Secure Hash Algorithm) codes, 489 Windows clients backups from Linux,
Shares 426423
copying files to backup device, 195 SMB/CIFS clients, 434
as if local, 12-13 SMB/CIFS servers
limiting number of users, 195 browsing, 174
logging in or out, 193-195 sharing hard disks, 426428
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smbclient program, 14, 77
smbclient tool, 428
smb.conf file, 169-170, 404
[global] section, 177
[homes] share definition, 180
time server option, 254-255
smbd, 77
smbmount, 429-430
smbpasswd command, 178
smbpasswd database, 171-172
smbpasswd file, 177, 178
smbtar program, 416, 428-429, 431
SM-PIM (Sparse Mode - Protocol
Independent Multicast), 646-647
SMTP (Simple Mail Transfer Protocol), 68,
207, 260, 477
envelope and message headers, 484
envelope headers, 482
mail delivery, 482-485
mail server ports, 89
sender identification, 484
SMTP servers, 477
accepting mail as local, 486
address masquerading, 485-486
anti-spam configuration, 488-491
configuration options, 485491
delivery of e-mail through another SMTP
server, 487-488
distributions, 479
Exim, 479-480, 499-507
information delivery by, 484485
local mail organization, 478
mail relays, 486—488
maildir format, 482
multiple configuration files, 488
network mail recipient, 478
network mail relay, 478
options for aborting messages, 484
options for Linux, 479-481
Postfix, 480, 507-515
Procmail filters, 515-525
qmail, 480
sendmail, 479, 491-499
SMTP transactions, 483-485
SNF (Server Normal Format), 376
Sniffing, 612
SOA (start of authority) record, 467
sockets, 67
Software
Automatic update procedures, 615-616
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bugs, 613
monitoring for updated, 614
Web sites and mailing lists, 614
SoluCorp Web site, 394
Source code dependent files, 25-26
Sourceforge Web site, 15, 22, 268, 269
Spam
blocking incoming, 488491
Exim, 504-507
filters, 516
mail relays, 487
Postfix, 513-515
preventing transmission of, 491
recipes, 521-523
sendmail, 498-499
SHA (Secure Hash Algorithm) codes, 489
SMTP servers, 488-491
SpamBouncer package, 489, 523
Spam-filter recipes, 521-522
Special-purpose runlevels, 88
Speed Touch USB DSL modem, 20
Speedo fonts, 378
Spoofing, 673
SPX (Sequenced Packet Exchange)
protocol, 72
SSH (Secure Shell), 68, 204, 322-323,
345-346, 691
authentication, 327-333
capabilities, 323-324
compression, 346-347
configuring, 321-333
direct implementation of non-login tools,
323-324
DISPLAY environment variable, 346
encryption, 346
encryption key files, 325
file transfers, 323-324
forwarding or tunneling network ports, 323
generating keys to automate logins or
improve security, 329-331
hybrid of trusted-hosts with Rivext/Shamir/
Adleman (RSA) authentication, 328
packages, 322-323
PKI (Public Key Infrastructure) support, 322
private key, 325, 327-328
public key, 325, 327-328
public key authentication, 327, 331
running VNC servers from, 363
scp program, 323
secret key, 327-328
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ssh-agent, 331-333 Standard kernel, 4
ssh config file, 346 StarOffice, 335, 563
sshd_config file, 325-327, 346 startkde, 366
SSL, 550 Startup files
startup options, 324-325 examining for unnecessary servers,
stfp program, 324 601-602
super server, 324 Startup methods, 108-110
SysV startup script, 324 Startup scripts, 51
text mode login client, 324 GUI tools, 84
trademark status, 321 link directories, 82
trusted-hosts authentication, 328 local, 100-101
tunneling X connections, 327, 345-347 manually enabling or disabling, 82-84
xauth program, 343-344 start or stop parameters, 83
Web site, 322 text-based tools, 84
SSH clients utilities, 84-87
DISPLAY environment variable, 346 XDMCP servers, 355
/etc/ssh/ssh_config, 346 Stash file, 147-148
SSH servers, 321 Stateful packet inspection, 9, 664, 674-675
accepting logins from root, 326 Static IP addresses, 114, 122
as daemon, 324 configuring, 36-51
debug mode, 324 DHCP servers, 115
disabling logging, 325 Static Web pages, 12, 539
encryption key, 326 Storm Package Manager, 601
error output to standard error, 324 strace program, 631
/etc/ssh/sshd_config, 346 Strange files and intrusions, 621
host keys, 326 Stratum 0 time servers, 243
IPv4 or IPv6 addresses, 325 Stratum 1 time servers, 243
port, 325 Stratum 2 time servers, 243
as stand-in for local X server, 346 Stub server, 463-464
super server, 325 su program, 164
trusted hosts authentication, 326-327 subnet declaration, 121-122
ssh-agent, 331-333 Subnet mask, 36
ssh config file, 346 Subnets, 121-122, 651-652
sshd program, 324-326 sudo program, 164
sshd_config file, 325-327 SUID (set user ID)
SSIs (Server Side Includes), 546 GUI dialers, 60
SSL (Secure Sockets Layer), 167, 550-555 SUID root program
authentication, 551 ksu binary, 160
configuring, 552-553 preventing creation of, 214
enabling in Apache, 553-554 Sunsite Web site, 4, 73
encryption, 551 Super servers, 79, 89, 96
SSH (Secure Shell), 550 distributions, 109
Webmin, 409 Linuxconf, 394
SSLCACertificatePath directive, 554 pros and cons, 109
SSI CertificateFile directive, 554 server unreliability with, 108-109
SSLeay, 552 SSH (Secure Shell), 324
SSLEnable directive, 554 SSH server, 325
SSLRequireSSL directive, 554 SWAT, 404
Stable kernels, 4 usage, 109
Standalone Web page creation tools, 564 Web servers, 534
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SuSE Linux, 35 listing of, 106
/etc/rc.config file, 82, 105 locations, 80-82
startup script locations, 81 manually enabling or disabling, 82-84
YaST (Yet Another Setup Tool), 50 modifying, 100
YaST2, 50 modifying runlevels, 86
swat program, 405 naming conventions, 80-82
SWAT (Samba Web Administration Tool), NFS server, 208
102, 393, 404, 410 ntsysv program, 86-87
Advanced View, 407-408 obtaining information on current
configuring, 404405 configuration, 84-85
default port, 405 pros and cons, 109
deleting share, 407 removing from script directory, 83
editing existing share, 406 renaming to prevent use, 83
Globals page, 405, 406 sendmail, 493
Home page, 405 setting and changing runlevels, 87-89
Password page, 406 SSH (Secure Shell), 324
passwords, 405 start parameter, 87
Printers page, 405, 406 startup script link directories, 82
share creation, 407 status, 85
Shares page, 405, 406 stop parameter, 87
Status page, 405-406 utilities, 84-87
super server, 404 Webmin, 401
unencrypted passwords, 409 XDMCP servers, 355
usage, 405-408 xinetd, 98
username, 405
View page, 406 Tables and chains, 662
writing out changes to smb.conf, 408 Tape drives, 412, 413
SWATCH, 621 built-in compression, 418-419
Symbolic links, 194 changer model, 441
syslogd, 7 controlling, 420
System nonrewinding devices, 419, 441
keeping up to date, 612-616 rewinding devices, 419
monitoring health of, 621 testing, 419-420
System files Tapetype utility, 440441
checking for account abuse, 610 tar, 415, 428, 442
copying to chroot jails, 632-633 accuracy of backup, 418
System services, starting, 80-89 backing up only specified directories or
SysV printing system, 225 files, 418
SysV (System V) startup scripts, 62, 79, 80, backing up system files, 428
100, 108, 109, 298 basic features, 416419
bash shell scripting language, 100 client-initiated backups, 421423
chkconfig, 84-86 commands, 416-419
controlling, 103 device files, 419
DHCP servers, 116 --one-file-system option, 417418
directories, 81 partial backups, 418
enabling and disabling, 84-86 qualifiers, 416419
examining for unnecessary servers, 602 recording information on backed up
font servers, 382 files, 418
Kerberos, 152 --same-permissions option, 428
link directories, 81 server-initiated backups, 423425
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testing backups, 419-420 telnet-server, 316
—-verify option, 418 Temporary spool directory, 185
tar command, 425 Terminal programs, 53
tc utility, 11, 649-653 TeX, 376, 379, 390
TCP Wrappers, 91 texpire program, 299, 305
comments, 93 Text, converted into bitmap, 191
/etc/hosts.allow file, 92 Text files, 544
/etc/hosts.deny file, 92 Text-mode Kerberos login authentication, 160
exceptions, 95 Text-mode remote-access server, 347
portmapper, 207 Text-mode runlevel, 354
rlogind server, 315 TFTP (Trivial File Transfer Protocol) server, 340
security, 421 TGS (ticket-granting service) (Kerberos), 140
servers to which rule applies, 93-94 TGT (ticket-granting ticket) (Kerberos), 140,
unaffected servers, 93 155-157
tepdump, 7 Third-party mail relays, 487
TCP/IP (Transmission Control Protocol/ Third-party news servers, 285
Internet Protocol), 9-10, 63, 67-68 Threads and texpire, 305
and DHCP (Dynamic Host Configuration thttpd, 531
Protocol) server, 113 Thursby Web site, 71
name resolution, 172 Tickets (Kerberos), 138
network stack, 64 destroying, 156
packets, 677682 encrypted with target server’s
routers, 649—-653 password, 141
servers, 207 listing, 156
stack, role of, 67-68 passwords, 140
TCP/IP Control Panel, 125, 178 TightVNC, 360, 361
TCP/IP Info dialog box, 125 Time servers, 241, 245-246
TCP/IP Properties dialog box, 130-131, 173 NTP servers, 242-254
tepipl, 316 operation of, 243-245
Techno Pagan Web site, 134 Samba, 254-255
TELEPHONE variable, 58 synchronization, 243
telinit command, 354 veridical time source, 243
Telnet, 68 when to run, 242
telnet, 158, 316 Time stamps, 141
adjusting login display, 317-319 Timo’s Tips and Recipes, 524
compromised data, 320 <TITLE> tag, 560
debugging, 317 tksysv, 106-108
passwords, 320 TLDs (top-level domains), 452, 457
security, 320-321 Token Ring, 17
sensitive data, 321 Tools for packet socket connections, 7
startup options, 316-317 Traditional font servers, 379-388
unencrypted nature, 320-321 Transmit queue, 38
usernames, 320 Traveling users’ mail relays, 487
xclock program, 345 TridiaVNC, 360, 361
Telnet servers Tripwire, 617-621
arguments, 316-317 TrueType fonts, 372, 378-379, 387-388
encrypting data transfers, 320 TrueType-only font servers, 380
starting, 101 Trust accounts and NT/2000/XP client,
telnetd, 316-317 177-178

telnetd server and /etc/issue.net file, 317-318 Trusted hosts security model, 204, 312, 313
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Trusted-hosts authentication, 328

TSI (MAPS Transport Security Initiative) Web
page, 491

TTL (time to live), 468

ttmkfdir, 387-388

Tunneling X connections through SSH,
345-347

TurboLinux 7.0, 35, 50, 81

TurboLinux Configuration Center, 50

TUX, 543-544

Tuxedo Web site, 5

Twisted-pair cabling, 16, 18

twm, 366

.txt file extension, 533-534, 544

Type 1 fonts, 378, 386-387

Type 3 fonts, 378

Type 5 fonts, 378

Type 42 fonts, 378

Typefaces, 377

typelinst utility, 387

Type-of-Service values, 644

u32 algorithm, 652
ugidd server, 219
UIDs (user IDs)
NFS, 213
NFS servers, 212
synchronization, 216-217
Uncompressed kernel, 26
Unencrypted data transfers, 313
Unencrypted passwords, 139
University of Washington IMAP Web site,
266, 268
UNIX, 137
MacOS X, 204
NFS (Network File System), 13
NFS servers, 203
Unix Backup & Recovery, 411
Unix Domain Sockets option, 7
Unnecessary servers
decisions on, 605-606
examining running processes, 602-603
examining startup files, 601-602
external scanners, 604—-605
locating, 600-606
netstat, 603-604
package management systems, 600601
shutting down, 600606
Update Agent, 615

748

—p—

Updating DNS server, 473
URLs (Uniform Resource Locators), 538-539
URLSs (uniform resource locators), 528
USB devices, 17
Usenet, 284
Usenet news servers, 284
User accounts, 216
automated processes, 608-609
checking for abuse, 609-610
creation procedures and policies, 607-608
inactive, 608-609
User and Group directive, 535
User logins and Kerberos, 159-166
User principals (Kerberos), 155
User space processes, 541
useradd command, 178
UserDir directive, 539-540
User-level programs, 48
usermod command, 216
User-mode NFS servers, 205
Usernames
AMANDA, 440
Fetchmail, 281
Linux, 182
for mail delivery, 279
NFS (Network Filesystem), 217
NFS mapping options, 215-219
SMB/CIFS, 182
SWAT, 405
Telnet, 320
Users
complaints and instrusions, 621
linking pull mail account to, 281
specific privileges for, 90-91
Using Samba, 168
/usr/lib/diald /standard. filter file, 61
/usr/src directory, 4
/usr/src/linux directory, 4, 5
/usr/src/linux symbolic link, 4
/usr/src/linux/arch/i386/boot directory, 28
UTC (Coordinated Universal Time), 245
Utilities and startup scripts, 84-87
UW IMAP, 268, 269-270

Variables, 193-194, 196

/var /kerberos/krb5kdc directory, 148
/var/lib/dhcp/dhcpd.leases file, 126
/var/spool/news directory tree, 285
Verbose router logging, 654
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vgetty program, 160
Virtual domains, 555

VirtualHost directive, 558-559
configuration options, 556-559
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explicitly defining each virtual host, 558-559
VirtualDocumentRoot directive, 556-557

Virtual IP addresses, 146

<VirtualHost address> directive, 587
VistaSource Web site, 389
VLB (VESA Local Bus) cards, 16

vlock program, 161, 164

VNC (Virtual Network Computing), 335

bitmap-oriented, 360

client/server relationship, 339, 358-361
controlling Windows or MacOS system,

360-361
Java server mode, 362

multiple logins to same port, 368

port numbers, 368
problems with, 364

running XDMCP login server, 367-369

security, 360

single connection between two

computers, 368
speed, 360

VNC clients, 358, 363-365, 368

.vnc directory, 361
VNC protocols, 369
VNC server script, 365
VNC servers, 358

accessing from VNC client, 363-364

adjusting basic features, 364-366
as binary tarball, 361-362
customized startup script, 366
customizing users’ settings, 366

global settings, 366

individualized option files, 367

installing, 361-362

modifying configuration, 364-369
network connection, 359

running, 362-363
VNC Web site, 361
vncconnect file, 361

vncpasswd program, 361-362
vncserver script, 361, 364-366

vneviewer file, 361, 363

VPN HOWTO document, 323

VPN (Virtual Private Networks), 323,

687-688
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bandwidth, 689-690

encrypting nonencrypted protocols, 688

FreeS/WAN, 691, 701-710

granting access to larger networks, 689

illusion of local access, 688

Linux options, 691

PPTP (Point-to-Point Tunneling Protocol),
691-701

routers, 688

security, 690

security risks, 710-712

SSH (Secure Shell), 691

when to use, 688-691

WAN devices, 18-20
WAN Interfaces submenu, 20
WAN routers, 20
WANSs (Wide-Area Networks), 20
Web browsers, 528, 563-565
Web forms, 546
Web hosting, 529
Web log file analyzers
Analog, 567-570
Webalizer, 570-573
Web pages
body, 560
centering text, 561
design tips, 564-565
dynamic, 12
graphics, 561, 562-563
header, 560
headings, 560-561
HTML text file, 559-561
identifying as HTML, 560
links, 561
MIME type, 561-562
paragraphs, 561
static, 12
title, 560
tools for producing, 563-564
Web search engines, 545
Web servers, 528-529
Apache, 530-531, 532-541
CGI-enabled, 549-550
colocation, 530
document types, 561
dynamic content, 545-546
extensible, 540
kernel-based, 531
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Web servers, (continued)
kHTTPd, 541-544
log files, 565-573
non-traditional, 531
options for Linux, 530-532
Roxen, 531
static content, 544-545
super servers, 534
thttpd, 531
virtual domains, 555-559
when to run, 528-530
Zeus, 531
Web sites, 528-529
distributions, 614
secure, 550-555
security, 624-625
SSL (Secure Sockets Layer), 550-555
Webalizer, 570-573
webalizer.conf file, 570-571
Web-based administration tools, 102
Web-based Linuxconf, 397-399
Webmin, 50, 102, 392, 410
configuration modules, 401, 403
configuring, 400401
distributions, 393, 399
non-Linux UNIX-like systems, 399
Perl, 400
SSL (Secure Sockets Layer), 409
SysV scripts, 401
usage, 401-403
Webmin Web site, 50, 399
WebSphere, 564
Wildcards, 209
Windows
8.3 filenames, 430431
attribute bits, 182-183
burning CD-Rs, 198-199
case-retentive filenames, 180
filename considerations, 430—432
generic PostScript driver, 190
long filenames, 430-432
My Network Places, 174
Network Neighborhood, 174
PostScript drivers, 188, 190
printer drivers, 186-187
profiles, 176-177
Samba, 168
short directory names, 432
SMB/CIFS (Server Message Block/
Common Internet Filesystem), 223
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SMB/CIFS server software, 426
VNC clients, 364
VNC servers, 360-361
X servers, 356
Windows 9x/Me
FAT (File Allocation Table) filesystem, 430
internal security model, 183
MAC addresses, 124
TCP/IP Control Panel, 178
Windows 2000
MAC addresses, 124
System Properties dialog box, 178
Windows clients
backups from Linux, 426423
setting time, 255
Windows NT/2000/XP
ACLs (Access Control Lists), 183
FAT (File Allocation Table) filesystem, 430
internal security model, 183
Windows PPTP clients, 699-701
WINIPCFG program, 124
WINS (Windows Internet Name Service)
servers, 130, 173-174
Wireless devices and networks, 20-21
Wireless LAN (Non-Hamradio) submenu,
21,22
Wireless Tools, 21
Word processors, 563
WordPerfect, 563
WordPerfect 8, 390
WordPerfect Office 2000, 389
Workgroups, 170
NetBEUI, 75
NetBIOS, 176
World Wide Web, 12
wrapping and unwrapping data, 66-67
Writing CGI Applications with Perl, 528
WU-FTPD (Washington University FTP
Daemon), 579
anonymous options, 594-595
configuring, 581-585
user class, 582-583
WWW (World Wide Web), 527
WYSIWYG (what-you-see-is-what-you-get)
printing, 373

X (X Window System), 7, 68, 335, 370
bitmapped fonts, 376
client programs, 338
client/server relationship, 338-341

e



27Smithindex.gxd 5/13/02 4:20 PM Page 751

configuring access, 337-348
font path, 372
fonts, 372
network operations, 360
remote-login access, 347-348
runlevel, 354
server programs, 338
tunneling connections through SSH, 345
X clients, 340, 344-345, 347
X Display Manager, 163
X font server, 387
X programs
DISPLAY environment variable, 345
network protocols, 337-338
running, 347
X servers, 340-341
as client, 338-339
configuring, 339-340
configuring to accept X client access,
341-345
GUI display device, 338
input devices, 338
MacOS, 356
non-UNIX systems, 341
operating systems, 340
running on VNC server system, 359-360
setting client options to use, 334-335
starting, 347, 348
starting servers, 100
text-mode remote login client, 345
transferring authorization key to, 342-343
as VNC server, 362
Windows, 356
xauth program, 342-344
xhost program, 341
X terminals, 336, 340
xauth program, 342-344, 349
Xauthority file, 342-343
xclock program, 345
xdm program, 163
adjusting availability, 350-351
configuration, 350-352
displays managed by, 351-352
/etc/X11/xdm/Xaccess file, 350-351
/etc/X11/xdm/xdm-config file, 350
/etc/X11/xdm/Xservers file, 351
.xsession files, 350
XDMCP (X Display Manager Control
Protocol), 348
GDM (GNOME Display Manager), 350
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listing available, 357
remote logins, 350
XDMCP clients
configuring, 355-357
indirect query, 351
initial connection to XDMCP server, 356-357
XDMCP servers, 348-357
default, 354-355
GDM, 353
KDM, 350, 352-353
operation, 349
remote logins, 350
runlevels, 354
running, 354-355
running in VNC, 367-369
session types displayed for users, 352-353
startup scripts, 355
SysV startup scripts, 355
XDM (X Display Manager), 350-352
XF86Conlfig file, 372, 381, 384
xfer-auth file, 343
XFree86, 340, 372
PCF fonts, 376
TrueType fonts, 379
XFree86.xfs package, 379
XFS, 285
xfs package, 379
xfsft font server, 380
xhost program, 341
xinetd, 367-368, 421
access control features, 98-100
chkconfig, 86
connection load limits, 98
cups-lpd program, 236
disabling servers, 97
editing configuration files, 92
/etc/xinetd.conf file, 96
host-based restrictions, 99
Linuxconf, 394-395
logging, 97-98
redirection, 97
rlogind server, 315
security, 421
security features, 97
server control files, 96
server definition, 96-98
servers, 99
startup script status, 85
SysV startup script, 98
temporal restrictions, 99
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X-ISP Web site, 52 YaST (Yet Another Setup Tool), 33, 50,
XLFD (X Logical Font Descriptor), 386-387 104-106, 601

xlock program, 164 YaST?2, 33, 50, 104-106
Xmanager for Windows, 340, 355

xntpd program, 245-246 Zebra, 658

xntpdc program, 246 Zeus, 531

xscreensaver, 161, 164 Zone configuration file, 466-467
.xsession files, 332, 350 Zone files, 468-470

Xsession script, 350, 353 Zones, 462-464, 468

Xsession.d directory, 353

Xtools for MacOS X, 340

Xvng, 361, 364-366

Xvnc-help.txt file, 366
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