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Abrams, Dr. Albert, 127
Abuse of discretion standard, 437-438, 440,
445
Academic credentials, 279
Academy of Experts, 180
Acceptance test. See General acceptance test
ACE-V
method of fingerprint analysis, 136
reliability of, 448-449
ruling on scientific basis of, 459-461
as technical rather than scientific discipline,
462

ACM (Association for Computing Machinery),

177
Acting skills, of expert witnesses, 18, 373-374
Action flow diagram, Mitnick investigation,
77-78
Admissibility of evidence
authentication as precondition of, 492-493
community of interest and, 412
Daubert case. See Daubert v. Merrell Dow
Pharmaceuticals, Inc.
fingerprint analysis, 474-479
general acceptance criteria, 409
Kumho Tire case. See Kumho Tire Co., Ltd.
v. Carmichael et. al.
lie detection tests, 125
peer review and, 411-412
U.S. v. Plaza, Acosta and Rodriquez. See U.S.
v. Plaza, Acosta and Rodriquez
Adversarial ethic, of legal system, 23, 353-354
Advisor expert, 96
Affiliation process
example of falling into trap of, 388-389

4

Spafford on, 396
witness biases and, 8
Aikido, 349-350
Air Force Information Warfare Center, 57
Allison, Donald, 383-391
deciding whether to accept an assignment,
386
expertise and background of, 383-384
investigating and reaching conclusions, 387
post-trial feedback, 390-391
preparation for testimony, 388-389
qualifications, 384-386
testifying, 389-390
American Board of Forensic Entomology, 22
American Society of Appraisers, 15
Analogies, value in technical communication
communicating with juries, 304
narrative of crime and, 82, 83
Anatomy of a Murder, 186-191
Animations, visual aids, 313
Arbitration, 95
Argumentative titles, of visual aids, 323-326
Art pieces, authenticity of, 14
ASFE (Associated Soil and Foundation
Engineers), 181
Ashcraft, Howard, 181
Assignment
checklist for accepting/rejecting, 197-199
deciding whether to accept, 386
Associated Soil and Foundation Engineers
(ASFE), 181
Association for Computing Machinery (ACM),
177
Assumptions of experts, revealing, 182
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Astrologers

compared with economists, 128, 130
predictive techniques of, 128-129

Astronomy, 129

Attorney/client privilege
example in The Verdict, 190
expectations of confidentiality, 179, 185
testifying experts and, 98
when consulting expert becomes testifying

expert, 99-101

Attorney work product doctrine, 99-101

Attorneys. See Lawyers
Auletta, Ken, 50-51
Authentication

as precondition of admissibility, 492—-493
tags on visual aids, 326-328

Bailey, David, 148, 382

Baker v. Indian Prairie Community Unit, School
District No. 204, 213-216

Bank, David, 39, 48-49
Becker, Lewis, 359-360

Benefits to expert witnesses, 15-16

Bennett, Walter, 353

Berger, Margaret A., 234
BIA (Bureau of Indian Affairs), 97

Bias. See Witness bias

Biometric identification techniques, 134
Body, nonverbal communication

orientation, 365-366

positioning and proximity, 366

posture, 362, 363

Boies, David, 35-39, 40, 47-48

Breaking Windows (Bank), 39

Breathing, demeanor control, 348-349
Brodsky, Stanley L., 7, 119, 387-388
Brougham, Henry Peter, 353

Brumley v. Pfizer, Inc., 216-223

Bucklo, Judge Elaine, 156, 163

Budgets, expert witnesses working within,

382-383

Bugs, forensic entomology, 20-21

Burden of proof
Houdini’s use of, 284

importance of, 285-286
as means for undermining shaky evidence,

413
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as rule or presumption of criminal system,
280
in use of graphics, 310-311, 313
Bureau of Indian Affairs (BIA), 97

Cardiac Pacemakers, Inc. et. al. v. St. Jude
Medical, Inc. et. al., 164-173
Caterall, Lee, 15
Cattle guards, 228
Cause and effect, Snow’s theory, 232
Centering techniques, 349-353
Certification
electronic voting and, 380-381
FBI fingerprint experts, 451-455
forensic economists and, 131
Challenge hearing, hypothetical example,
241-257
disputed issues, 246-247
judges options in ruling on, 256-257
making the challenge, 250-256
qualifications of experts, 245-246
Rule 26 reports, 242-245
scenario and case details, 241-242
structure or strategy of challenge, 247-250
Challenge hearings
accepting/rejecting expert testimony, 239
framing the challenge, 277
increased focus on, 230
preparation for, 230-231
preparing for, 239-241
Rule 702 and, 229-230
Character judgments, 345-346. See also
Demeanor
Charts, Mitnick investigation, 73-76
Checklists
accepting/rejecting cases, 197-199
Liddle’s, 203
Cicero, 53
Civil law, 91
Civil trials
responsibility for contacting expert
witnesses, 174-175
Rules of Procedure and, 94-95
Clandestine graves, 16, 24
Clients. See also Attorney/client privilege
guiding role in civil litigation, 174-175
responsibility of lawyers to, 184
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Cloned phones, Mitnick incident, 70-71
CMAD (Computer Misuse and Anomaly
Detection), 57
Coady, Professor C. A.
on disagreement between experts, 273-274
on norm of relying on experts, 278-279
on qualification of experts, 2
Code of Practice for Experts, 180
Codes of ethics. See Ethics
Common law, 91
Communication. See also Narrative of crime;
Nonverbal communication
communicating with juries, 331-332
of expert or technical knowledge, 15
importance in professional endeavors, 19
improving skills, 32
preference for written vs. verbal, 358-359
role in judicial process, 146
using visual aids, 310
Community of interest
admissibility of evidence and, 412
building, 23-24
experts contribution and reliance on, 1
IT experts and, 29-30
professional and ethical principles and, 16,
175-176
scientific expertise and, 2
Compensation. See Fees
Complex material, presenting with visual aids,
306
Computer crime, Mitnick incident, 55
Computer Emergency Response Team, 24
Computer forensics. See also Gates v. Bando;
Ilinois Tool Works v. MetroMark Products
challenging predicability of computer
operation, 146-147
gatekeeper function and, 147
standards, 263
Computer Misuse and Anomaly Detection
(CMAD), 57
Concentration techniques, 349
Conferences, pretrial, 491-492
Confidentiality, 179, 185. See also
Attorney/client privilege
Conflict of interests
avoiding, 198
ethics and, 178
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Constructive cross-examination, 5
Consulting experts, 96, 99-107
Copyrights
ethics and, 179
litigation regarding, 117
Court-appointed experts, 96-97, 491-492
Courtroom
experience, 22
preparing for, 259-261
Courtroom exhibits. See Visual aids
Courts. See also Supreme Court
attacks on admissibility of fingerprint
analysis, 135, 474479
concern regarding computer-generated
evidence, 313
consideration of opposing experts, 292—295
gatekeeping function of, 225-226
guidelines for assessing expertise, 124-125
impact of expert witnesses on decisions of, 276
role in creation of standards, 33
rule regarding court-appointed experts,
491-492
Credentials. See Qualifications
Credibility
based on demeanor, 346
based on voice, 346
credentials and, 279
facial appearance and, 345
leading the witness and, 69
standards and, 1
visual aids and, 81, 304
voice quality and, 361
of witness testimony, 9-11, 338
Criminal trials. See also Trials
responsibility for contacting expert
witnesses, 174
Rules of Procedure, 94-95
Cross-examination
constructive, 5
recognizing potential weaknesses, 69
twisting prosecution narrative, 67
witness biases and, 7
CTS tests, 451-455
Cybercrime, 27, 28

Dactyloscopist, 134-135
Dali, Salvador, 13, 15
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Darrow, Clarence, 347
Daubert challenges. See Challenge hearings
Daubert v. Merrell Dow Pharmaceuticals, Inc.,
403-418
applying to IT and Infosec witnesses,
228-229
challenging admissibility of fingerprint
analysis, 136-139
clarification of rule 702, 403-404, 410-412
community of interest standard, 412
dissenting view, 416-418
error rate standard, 412
expanding application to technical expertise,
420-421, 424-425
gatekeeper function and, 93-94, 225-226
general acceptance standard, 407—-409,
413-414
ruling on reliability of scientific testimony, 403
shifting power from jury to judge, 339
U.S. v. Plaza, Acosta and Rodriquez and,
140-145
Day, Samuel, 131
Death, determining time of, 20
Deception tests. See Lie detection tests
Demeanor
assessing based on observation, 347
breathing and relaxing and, 348-349
disruptive tactics and, 339-340
of expert witnesses, 341-342
experts on, 347-348
as expression of professionalism, 343
grinning grimacing, and gurning, 343-344
impact on credibility, 338—-339
lawyers, 337, 340-342
martial arts as a centering technique,
349-353
techniques for fine-tuning, 348-353
Depositions
Bill Gates example, 35, 39, 41-45, 49
compared with trials, 389
importance of testimony during, 261
preparation for, 388
Design experts, 180-181
Dickens, Charles, 90
Digital forensics
Allison and, 386
collecting evidence, 57-58
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cybercrime and, 28
linking evidence to a specific computer, 387
omnipresence of evidence, 120
Digital Intelligence company, 28
Disclosure
disclosing facts underlying expert opinions,
491
reports of expert opinion, 206—-207
Rules of Procedure and, 199-201, 484-488
timeliness of, 213-216, 222-223
violation example, 209-211
Discovery
electronic, 121, 200
minimizing material available for, 201, 203
responding to requests, 200
Rules of Procedure and, 484-488
Discrimination (racial, age, gender, national
origin)
ethics and, 178-179
Rule 403 and, 489
DNA analysis, 145
Documentation. See also Rule 26 (General
Provisions Governing Discovery; Duty of
Disclosure)
discovery process and, 199-201
preparing effective reports, 223-224
when not to document, 201-203
Drafts of reports, limiting access to, 202
Drills, for expert witnesses, 112

E-mail
as tool in Boies’ questioning of Gates, 40
witness examination process and, 42
Economists
compared with astrologers, 128, 130
forensic economists, 131
ECPA (Electronic Communication Privacy
Act), 56, 63—-65
Education of experts, 247. See also
Qualifications of experts
Effective Expert Testimony (Zwier and Malone),
5, 306
E.l. Du Pont de Nemours and Co., Inc. v.
Robinson, 237-238
Elections, electronic, 378-381
Electronic Communication Privacy Act
(ECPA), 56, 63-65
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Electronic discovery, 121, 200
Electronic elections, 378-381
Electronic evidence. See Digital forensics
Entomological evidence, 20-21
Envisioning Information (Tufte), 231
Error rates
Daubert v. Merrell Dow Pharmaceuticals, Inc.,
412
U.S. v. Plaza, Acosta and Rodriquez, 464—466,
473
Ethics. See also Standards
Cardiac Pacemakers, Inc. et. al. v. St. Jude
Medical, Inc. et. al., 164-173
codes of, 176-177
community of interest and, 175-176
conflict of interests and, 178
copyrights and, 179
Ewell example, 16
failure analysis of, 154—-155
forensic geology and, 17
Hollien on, 3
of lawyers, 184-185
request for Comments (RFCs) and, 179
rules of, 153-154
testifying experts and, 97
Viskase Corporation v. American National
Can Corporation, 156-164
Evidence
admissibility of. See Admissibility of evidence
alternative theories suggested by, 233
authenticity of digital evidence, 121
Berger on scientific evidence, 234-235
entomologic, 21
exceptions to hearsay, 492
gatekeeping function and, 88
omnipresence of digital evidence, 120
relevance. See Relevant evidence
rules. See Federal Rules of Evidence
scientific. See Scientific evidence
Snow’s methods of communicating, 232-233
spoilation of, 104-106, 290
Evidentiary rules. See Federal Rules of
Evidence
Ewell, Bernard, 13-16
benefits of being an expert witness, 15-16
disruptive emotions during testimony of, 340
experience as expert witness, 15
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as forensic art expert, 13-14
professional and ethical responsibilities, 16
teaching function of, 15
Exceptions to hearsay, Federal Rules of
Evidence, 492
Expert-Attorney relationship, 196-199
Expert Testimony (Lubet), 6
Expert Witness Handbook (Poynter), 195
of, 16
Expertise
computers, 147
court guidelines for assessing, 124-125
distinguishing characteristics of, 148
exhibits, 301-302
filtering true experts from pretenders, 124
scientific, 2
storytelling, 150-152
technical, 420-421, 424-425
Extension technique, demeanor control, 352
Eyes
eye contact, 363-364, 383-384
nonverbal communication and, 362

Face
credibility and, 345
expressions, 364
nonverbal communication and, 362
Fact finder, US. v. Microsoft
on Gates’s testimony, 50-51
witness credibility and, 45
Fact finders
acceptance of expert testimony, 262
graphics and, 72-78, 81
Ritter on needs of, 318-319
showing respect for, 308-309
Fact-finding hearings, 95
Fact witness. See Witness to fact
Faigman, David, 132
Failure analysis, 154-155
Fake? The Art of Deception (Jones), 14
FBI
ECPA and, 64
fingerprint analysis and, 140, 447-448
Mitnick investigation and, 60
Federal Rules of Evidence. See also Rule 702.
Testimony by Experts
background of, 92
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Federal Rules of Evidence (continued)
expert witnesses defined by, 92-93
Joiner v. General Electric and, 442
list of rules, 489-493
presumption of privilege and, 97
reliability of fingerprint analysis, 447-449
states adoption of, 237
trial by competitive advocacy, 191-192
The Verdict, 188
Federal Rules of Procedure
background of, 92
civil and criminal trials and, 94-95
disclosure, 199-201
discovery and disclosure and, 290, 484-488
pretrial conferences, 481-484
for revising final judgments, 163
revising final judgments and, 161
trial by competitive advocacy, 191-192
The Verdict, 188
Feedback loops for expert witnesses, 386—391
Fees
biases and, 7
determination of, 174
Fingerprint analysis. See also ACE-V
ACE-V methodology, 136
attacked in state and federal courts, 135
challenges to, 134-135
Galton points, 451-452
impact of rulings on, 139-140
misidentification based on, 457
qualifications of fingerprint experts, 140,
451-455
quality of “field” prints vs. “lab” prints,
455-457
Rule 702 and, 447-449
U.S. v. Plaza, Acosta and Rodriquez and,
136-138, 474-479
FIRST. See Forum for Incident Response and
Security Teams (FIRST)
Flow drawing, Mitnick investigation, 76-78
The Focal Point
litigation exhibit expertise of, 79, 301-302
scoreboard displays, 322-323
The Force of Character and the Lasting Life
(Hillman), 345
Forensics
art experts, 13
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computers, 263
economists, 131
electronic trends, 117
entomologists, 20, 21
geologists, 16-17
questionable claims by, 131-136
training, 26-29
Forum for Incident Response and Security
Teams (FIRST)
mission statement, 25
organization for forensic IT experts, 24-25
strategic goals and plans, 26
Fryev. U.S.
criticism of, 289
general acceptance test, 407-408
judgment regarding lie detection testing, 125,
401-402
Fuhrman, Mark, 336

Galton points, 451-452
Gamble, Brooke, 373
Gatekeeper function
clarifying, 236
computer expertise and, 147
court decisions effecting, 225-226
establishing and extending, 93-94, 425-426
impact of information technology on, 227
of judges, 88, 93-94
legal scholars on, 234-237
Gates, Bill
dual roles as witness of fact and expert,
40-41
improved second testimony of, 52-53
use of prepared testimony by, 381-382
Gates v. Bando, 263-276
attorney and clients held responsible for
expert’s performance, 271
criticism of expert testimony in, 270
disagreement of experts, 272-274
evidentiary issues of, 204
failure of expert to be current with
technology, 249-250
intellectual property rights in, 263-265
qualifications of experts, 265-268
standards for evaluating technical experts, 262
summary of decision, 274-275
technical complexity in, 229
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General acceptance test
admissibility of evidence and, 409
Daubert v. Merrell Dow Pharmaceuticals, Inc.,
413-414
Frye v. U.S., 407-408
U.S. v. Plaza, Acosta and Rodriquez, 463-464
Gestures, 368-372
classifying, 368—369
effective, 371-372
hand gestures, 369-370
inappropriate, 371
overview of impact of, 364-365
smiling, 372-373
Glass, Dr. Lillian, 346
Goff, Madison Lee, 20-23
on adversarial aspect of legal system, 23
on courtroom experience, 22
on dangers of indiscriminative acceptance of
entomological evidence, 21
as forensic entomologist, 20
on importance of policies, practices, and
procedures, 26
role in training, 21-22
role on American Board of Forensic
Entomology, 22
Gore, Vice President, 375
Government forensic training programs,
26-27
Grafton, Anthony, 128, 130
Graphics. See Visual aids
Graves, investigating clandestine, 16, 24
The Great Dali Art Fraud and Other Deceptions
(Caterall), 15
Gresham’s Law, 119
Grimacing, 343-344
Grimes, Jack, 202
Grinning, 343-344
Gross, Andrew, 55-57
Gross, Samuel R., 153-154
Gurning, 343-344

Hamlin, Sonya

on communication with juries, 259

on eye contact, 364

as jury consultant, 110

on nonverbal communication, 358, 361-362
Hands, nonverbal communication, 362-363
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Handwriting experts, 132
Hardware/software compatibility problems,
146-147
Hearsay exceptions, 492
Herrigel, Eugen, 148
Hillman, James, 345, 347
Hodes, W. William, 186, 192
Hogarth, William, 90
Hollien, Harry, 3
Homicides, 17
Honesty. See Truthfulness
Horseshedding witnesses
in Anatomy of a Murder, 188
ethics of, 193
in The Verdict, 186
Houck, Stephen, 50
Houdini, Harry, 281-286
biographies of, 282
as debunker of spiritualism, 282—-283
role as performer and escape artist, 281
skepticism of, 283-287
Houdini (Silverman), 282
Houdini’s Box: The Art of Escape (Philips), 282
Humor, 367-368

Identification. See also fingerprint analysis
biometric identification techniques, 134
as precondition of admissibility, 492493

IEEE (Institute of Electrical and Electronic

Engineers), 177
Ilinois Tool Works v. MetroMark Products,
289-295
defendants’ expert used against defendant,
295-297
obstruction of discovery process, 289-291
opposing experts, 292-295
summary ruling, 297-299
Impartiality, 6. See also Objectivity
Information technology (IT). See IT
(Information technology)

Innocence, presumption of, 280

Insect-related evidence, 20-21

Institute of Electrical and Electronic Engineers

(IEEE), 177

Insurance industry, 116

Intellectual property (IP)
ethics and, 179
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Intellectual property (continued)
litigation regarding, 117
Lotus v. Borland, 196
mediation of disputes, 397
Spafford as expert witness regarding, 392,
394-395
Internet, 80
Intrusion. See Network intrusion
Investigative stage, expert witnesses, 387
IP. See Intellectual property (1P)
IP addresses
mapping ports to, 66
using sniffers to catch logins, 62—63
IP spoofing, 62
IT experts
aversion to testifying, 31-32
challenges to testimony of, 149-150
community of interest for, 2-3, 23-25, 29-30
demand for expert witnesses, 117
ethics, 177-179
expert witness skills, 34
forensic reconstruction of computer and
network data, 14
professional organizations, 176-177
rules pertinent to, 179-180
Spafford recommendations to, 398
storytelling expertise, 150-152
IT (Information technology)
forensics, 272-273
gatekeeper function and, 227
growth of, 115-116

Jackson, Judge Robert Penfield, 50-51
Jackson National Life Insurance case, 207-211
Jay, Ricky, 343
Jay’s Journal of Anomalies (Jay), 343
Joiner v. General Electric, 434-446
excluding expert testimony, 434-435, 437
gatekeeper function and, 93-94
judicial discretion regarding expert
testimony, 236
reliability and relevance rulings, 444-445
Jones, Mark, 14
Journal of Forensic Science, 86
Judges. See also Gatekeeper function
affirmation of gatekeeping function, 432
determining reliability of computer-related
evidence, 299-300
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emphasis on Rule 26 reports, 206-207
gatekeeper function of, 88, 93-94
not expected to be experts, 278
power shift from jury to, 225-226
presenting technical concepts to, 390
role in protecting juries from misleading
tactics, 91-92

rules of conduct, 154
visual aids and, 76-77, 310

Judgments, reversing, 161, 163

Juries
analogies, value of, 304
communicating with, 89, 259, 326-328,

331-332

jurors not expected to be experts, 278
outlines and, 320-322
power shift from jury to judge, 225-226
preparing to testify before, 261
presenting technical concepts to, 278-279, 390
reliance on experts, 280
selection process, 91, 276-277
technical jargon and, 82
visual aids and, 7677, 80-81, 308-310

Kenneally, Erin
collaboration in Mitnick investigation, 56-57
flowchart of, 84
Kressel, Dorit, 260
Kressel, Neil, 260
Kumho Tire Co., Ltd. v. Carmichael et. al.,
419-433
challenging fingerprint analysis, 136,
138-139
Daubert basis of, 419-420
emphasis on recognized standards, 286
expanding Daubert ruling, 420-421
gatekeeper function and, 93-94, 236
U.S. v. Plaza, Acosta and Rodriquez and,
140-145

LAST command, 65

Law enforcement
computer crime and, 56
credibility of forensic investigation, 145
ECPA and, 56, 6365
Mitnick investigation, 60
surveillance techniques and, 63
training officers in cybercrime, 27

o



SB p495>510 9/15/02 3:31 PM Page 503

INDEX

Lawyers. See also Attorney/client privilege
ethics, 184-185
feedback loops with, 390
lampooning, 89-90
objectivity of, 204-206
predictions of, 128-129
relationship with expert witnesses, 107-111,
174, 382
rules of conduct, 154, 175-176
survey on performance of, 340-342
techniques for working with juries, 259-260
what they want in expert witnesses, 195
Lay witnesses, 490
Leading the witness, 69
Legal disputes. See Litigation
Legal scholars
on gatekeeping, 234-237
on preparation for challenge hearings,
240-241
Legal system
adversarial nature of, 23
evolution and history of, 53-54
lampooning lawyers, 89-90
during Middle Ages, 90
role of storytelling in, 150-151
technologists and, 51-52
Lexis/Nexis, 151
Liability
of expert witnesses, 16, 184
grace period in new technologies, 116
product liability, 382
terrorism and, 118
Liddle, David, 196, 203
Lie detection tests
in Fryev. U.S., 401-402
inadmissibility of, 125
polygraph experts and, 287-288
Lindemann, J. W., 16-19
on communication, 19
as forensic geologist, 16-17
professional standards of, 17-18
role in NecroSearch International, 17, 24
Litigation
client role in guiding, 174-175
copyrights and, 117
growth of IT related suits, 116-118
impact of inequitable or erroneous
outcomes, 119
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master-servant relationships in, 173
media and, 335-336
patents, 155-156, 164, 378
support services, 301
visual aids and, 79, 301-302
Local rules, 95
Log tampering, Mitnick incident, 61
Lotus v. Borland, 196
Lubet, Steven, 6, 9
Lustberg, Arch, 348

Magician Among the Spirits (Houdini), 283
Magnetic cards and boards, 332-333
Malone, David M.
on communicating with juries, 331-332
on constructive cross-examination, 5
on criteria for accepting/rejecting expert
testimony, 238-239
on jurors prejudging experts, 306
on magnetic boards, 332-333
Malpractice, 16
Markoff, John, 55
Marquess, Kate, 312
Martial arts, 349-353
Master-servant relationships, 173
Matson, Jack V., 7, 239
Mayfield, Ross, 204-205
McNeil, David, 368
Media, high-profile litigation and, 335-337
Mediation by expert witnesses, 396-397
Mehrabian, Albert, 357
Meier, Paul, 212-213
Mercuri, Dr. Rebecca, 375-383
demanding nature of work as expert witness,
383
election 2000 and, 375-376
experience as expert witness, 377-378
qualifications of, 376-377
on relationship with lawyers, 382-383
testifying in legislative arena, 378-381
Metrics, objectifying testimony with, 395
Microsoft
criticism of legal strategy of, 39, 48
Gates as personification of, 40
poor use of visual aids in case of, 312
Middle Ages, trials during, 90
Mitnick investigation
action flow diagram, 77-78
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Mitnick investigation (continued) body posture, 363
charts, 73-76 compared with verbal communications,
cloned phones, 70-71 357-358, 361
collaborators, 55-57 elements of, 362, 363
difficulty linking digital evidence to a eye contact and, 363-364
computer, 387 facial expressions and, 364
FBI role, 60 gestures and, 364-365, 368—-372
log tampering, 61 humor and, 367-368
Netcom and, 65-66 impact of, 355-357
network intrusion, 57-58 jury consultants on, 29
pattern matching, 70 notetaking and, 359-361
trace-back, 58, 66-68 voice quality and, 361, 367
triangulation, 72 Note taking by jurors, 359-361
Mitnick, Kevin, 55
MPEG standard, 378 Objectivity
My Cousin Vinny, 4-13 of expert witnesses, 204-206, 212, 224
battle of technical experts, 4 of lawyers, 204—-206
constructive cross-examination, 5 Rule 26 reports and, 207
credibility of expert witness, 9-11 Spafford on, 394-395
emphasis on expert community, 1 On the Mode of Communication of Cholera
example of expert testimony, 12 (Snow), 231-234
voir dire examination, 8-9 Opening statement
witness bias, 6-8 preparing jury for expert presentation, 308
showing respect for fact finders, 308-309
Narrative of crime. See also Storytelling visual aids in, 307-308
analogies used in, 83 Opinions
balancing complexity of, 66 disclosing facts underlying expert opinions,
cat and mouse analogy, 82 491
role in judicial process, 146 testimony by witnesses and, 490
showing and telling better than telling, on ultimate issue, 491
84-85 Outlines, 319-322
storytelling expertise and, 150-152 advantages of, 319-320
supplementing with graphics, 72-78 jurors and, 320-322
twisting in cross-examination, 67 types of, 320
National Security Agency, 57
National White Collar Crime Center, 27 Partisanship, 396. See also Affiliation process
Native American trust beneficiaries, 97 Patents
NecroSearch International, 17, 24 infringement litigation, 117, 155-156, 164, 378
Negligence, liability and, 184 Spafford as expert witness regarding, 392
Netcom, 65-66 Patriot Act, 63
Network intrusion Pattern matching, Mitnick incident, 70
expert witnesses, 59 Peer review, 411-412, 463-464
investigation and analysis, 25 Performance skills, of expert witnesses, 18,
Mitnick incident, 57-58 373-374
Nonverbal communication, 355-374 Perjury, expert witnesses and, 185
bias against, 358-359 Persuasion rituals, trials, 305
body orientation, 365-366 Philips, Adam, 282
body positioning and proximity, 366 Phrenology
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critique of, 129-130
Hillman on attempts to quantify demeanor,
347
predictive techniques of, 127-128
Polygraph experts, 287—288. See also Lie
detection tests
Ports, mapping to IP addresses, 66
Positional bias, witnesses, 7
Posture, nonverbal communication and, 362,
363
Poynter, Dan, 195-196, 198-199
Predictions, 97, 123-124, 128-129
Prejudice
ethics and, 178-179
Rule 403 and, 489
Preliminary Questions, Rules of Evidence, 489
Preparation of expert witnesses, 11
Presumed innocence, 280
Pretrial conferences, 481-484
Privacy
respecting, 179
technological change and, 33
Privileged communications. See
Attorney/client privilege
Procedural rules. See Federal Rules of
Procedure
Product liability, 382
Professionalism. See also Community of
interest; Ethics
codes of behavior, 154, 179
demeanor as expression of, 343
Ewell example, 16
Lindemann on, 17-18
organizations for IT experts, 176-177
Projection technique, 352-353
Prosecutors. See Lawyers
Pseudoscience
computer expertise and, 147-148

distinguishing from true science, 125-127, 234

Public welfare, 177

Pull to affiliate, 7-8

Purpose and Construction, Federal Rules of
Evidence, 489

Qualifications of experts
challenging education of, 247
Coady on, 2
credibility and, 279
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fingerprint experts, 140
hurdles to establishing, 10
importance of, 262

issues germane to, 245-246
standards and, 1, 133
structural engineers, 182
voir dire examination and, 9

Radioclast, 127
Radioendocrinator, 126
Reading bias, of lawyers and technical experts,
358-359
Recommended Practices for Design Professionals
Engaged as Experts in the Resolution of
Construction Industry Disputes, 180181
Reference Manual on Scientific Evidence
(Berger), 234, 236-237
Regulation, technological, 33-34
Relationship bias, witnesses, 6
Relaxation, demeanor control, 348-349
Relevant evidence
Joiner v. General Electric, 444-445
rule covering grounds for excluding, 489
rule regarding, 490
standards for, 408
Reliability of experts
Daubert v. Merrell Dow Pharmaceuticals, Inc.,
403
fingerprint analysis and, 140-145
handwriting experts, 132
Joiner v. General Electric, 444-445
Kumho Tire Co., Ltd. v. Carmichael et. al.,
428-429
principals and methodology and, 252-256
responsibility of judges in ensuring, 409-410,
412
technical knowledge, 427
Rembar, Charles, 90
Reports. See also Documentation
experts writing, 199
prepared testimony and, 381-382
Request for Comments (RFCs), 179
Résumés
Allision, 384-386
keeping current, 268
Mercuri, 376-377
Spafford, 392-394
Wedig, 265-268
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RFCs (Request for Comments), 179
Ritter, Christopher, 84
emphasis on message rather than medium,
328
Focal Point case study, 314-318
graphics assistance by, 79
on graphics titles, 326
on needs of fact finders, 318-319
on spontaneously generated graphics,
329-330
on value of graphics, 301-303
Rule 102. Purpose and Construction, 489
Rule 104. Preliminary Questions, 489
Rule 16. Pretrial Conferences; Scheduling;
Management, 481-484
Rule 26. (General Provisions Governing
Discovery; Duty of Disclosure)
disclosure reports and, 199-201
excluding additions to previous report,
216-223
hypothetical reports, 242-244
impact of, 206-207
insufficient report, 207-211
overview of, 484-488
preparing, 223-224
untimely report, 213-216
Rule 37. (on untimely disclosure), 213-216,
290, 299
Rule 401. Definition of “Relevant Evidence,” 489
Rule 402. Relevant Evidence Generally
Admissible; Irrelevant Evidence
Inadmissible, 490
Rule 403. Exclusion of Relevant Evidence on
Grounds of Prejudice, Confusion, or
Waste of Time, 489
Rule 60, relieving improper judgments,
160-163
Rule 701. Opinion Testimony by Lay
Witnesses, 490
Rule 702. Testimony by Experts
challenging expert witnesses, 229
Daubert v. Merrell Dow Pharmaceuticals, Inc.,
403-404, 410-412
fingerprint analysis and, 447-449
Kumho Tire Co., Ltd. v. Carmichael et. al.,
424-425
qualifications of experts, 245-246

4
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stating the rule, 94, 490
Rule 703. Bases of Opinion Testimony by
Experts, 490
Rule 704. Opinion on Ultimate Issue, 491
Rule 705. Disclosure of Facts or Data
Underlying Expert Opinion, 491
Rule 706. Court Appointed Experts, 491-492
Rule 803. Subsection 18: (Exceptions to
Hearsay), 492
Rule 901. Requirement of Authentication or
Identification, 492-493
Rules
of conduct for judges and lawyers, 154
federal, 94-95
state and local, 95
Rules of Evidence. See Federal Rules of
Evidence
Rules of Procedure. See Federal Rules of
Procedure

Saltzburg, Professor Stephen A., 49
San Diego Supercomputer Center, 56
Schlag, Pierre, 127, 129-130
Schmidt, Raemarie, 27
Science
distinguishing from pseudoscience, 125-127
distinguishing scientific arguments from
legal, 53-54
Scientific evidence
abuse of discretion standard, 437-438, 440
Professor Berger on, 234-235
reliability and admissibility of, 403
reluctance to accept novel theories, 287-289
Scientific expertise, 2
Scoreboard displays, 322—-323
Sherwin, Richard K., 336
Shimomura, Tsutomu, 55-56
Silicon Valley Expert Witness Group
(SVEWG), 197-198
Silverman, Kenneth, 282
Simpson, O. J., 145, 335-336
Simulations, 313
Skills
communication, 32
IT experts, 178
performance, 373-374
reasons for acquiring, 34
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Smiling, 372-373
Smith, George, 273-274
Smith, Judge Ortrie D., 340-341
Sniffers, 62—63
Snow, Dr. John, 231-234
Software, compatibility with hardware, 146-147
Sommer, Peter, 58
Spafford, Eugene
background of, 391
initial interview, 391-392
on objectivity and focus, 394-396
qualifications of, 392-394
recommendations for IT experts, 398
on role flexibility, 396-398
Spectro-Chrome, 126
Spingler, Andrew, 328
Spoilation of evidence, 104-106, 290
Spontaneously generated graphics, 328-331
Stack and Sway: The New Science of Jury
Consulting (Kressel and Kressel), 260
Standards
court role in establishing, 33
electronic voting and, 380-381
engineers and, 183
evaluating technical experts, 262—263
forensic entomology, 22
forensic geology, 17-18
generally recognized, 286-287
of practice, 1
technical knowledge, 466467
States
adopting Federal Rules of Evidence, 237
rules, 95
Statistics aggrandizement, 212
Stern, Judge Herbert J., 49
Stippich, Chris, 28-29, 368
Storytelling. See also Narrative of crime
expertise in, 150-152
role in judicial process, 146
trial lawyers and, 336
Structural engineer experts, 181-183
Subpoenas, 35
Summers, Gary, 197
Supreme Court
ban on polygraph experts, 287-288
on gatekeeping function, 225-226, 235
supporting authority of judges to disqualify
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expert witnesses, 230
Surveillance techniques
boredom of, 82-83
law enforcement and,63
SVEWG (Silicon Valley Expert Witness
Group), 197-198

Takedown (Markoff), 55
Teaching role
communication as function of, 15
Ewell, 15
Goff, 21-22
respect for, 279
Technical experience
challenging expert witnesses, 248-249
standards of reliability, 427-428
Technology
legal system and, 51-52
regulation and, 33-34
role in modern society, 177
social change and, 33
technical arguments vs. legal, 53-54
technical jargon, 82
Terrorism, 118
Testifying expert, 97-101
Testifying with Impact (Lustberg), 348
Testimony. See also Expert testimony
effective, 348
by experts. See Rule 702. Testimony by
Experts
false, 156-164, 184
formats of, 261
goal of expert testimony, 82-83
influencing witnesses and, 185-186
learning by example, 262
preparation for, 32, 388
prepared, 381-382
rehearsing, 112
right amount of expert testimony, 108
truthfulness of, 338
Western legal tradition and, 92
Testimony (Coady), 2
Tests
admissibility of evidence and, 411
U.S. v. Plaza, Acosta and Rodriquez, 464, 473
Theatrical performance. See Performance
skills, of expert witnesses
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Thompson, David, 181
Time of death, 20
Timony, Judge James P., 345-346
Titles, of visual aids, 323-326
avoiding argumentative, 325-326
importance of, 323-324
Trace-back, Mitnick incident, 58, 66—68
Trade secrets, 290, 392
Training, 26-29
approaches to, 26
challenging expert’s, 247
emphasis on current, 249
Raemarie Schmidt’s programs, 27
Stippich’s company, 28-29
witnesses, 112
A Trial by Jury (Burnett), 260
Trial lawyers. See also Lawyers
feedback loops with, 390
relationship with experts, 107-111
techniques for working with juries, 259-260
Trial team, 82
Trials
by combat, 90-91
by competitive advocacy, 191-192
by compurgation, 92
depositions, 389
feedback following, 390-391
grounds for ordering new, 161, 163, 164
by ordeal, 92
preparation, 259-261, 388
procedural rules, 94-95
responsibility for contacting expert
witnesses, 174
Triangulation, Mitnick incident, 72
Truthfulness. See also False testimony
distorting by omission, 192-193
ethics and, 155, 178
grounds for retrial and, 164-165
of witness testimony, 338
Trying Cases to Win (Stern and Saltzburg), 49
Tufte, Edward R.
on Snow’s methodology, 231
on visual aids, 306, 333-334
Tutoring role, of expert witnesses, 398
Twelve Angry Men, 305
United States v. Scheffler, 287-288
U.S. Congress, 378-381
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U.S. Supreme Court. See Supreme Court
US. v. Microsoft. See also Gates, Bill
Gates’s first testimony, 35
Gates’s role as witness, 40
Gates’s second testimony, 52-53
Preparation for being a witness, 32
U.S. v. Plaza, Acosta and Rodriquez, 447-479
ACE-V and, 459-462
admissibility of fingerprint analysis,
136-139, 474-479
error rates, 464—466
general acceptance test, 463-464
peer review, 463-464
quality of “field” prints vs. “lab” prints,
455-457
reliability of fingerprint analysis, 140145,
447-449, 451-455
standards of technical knowledge, 466-467
testability of technical knowledge, 464

Verbal communication, compared with
nonverbal, 357, 361
The Verdict, 186-191
Viskase Corporation v. American National Can
Corporation, 156-164

Visual aids
argumentative titles, avoiding, 323-326
authentication tags, 326328
burden in use of, 310-311
communicating with judge and jury, 310
complex material and, 306
defensive exhibits, 310-311
design and development, 301
fact finders and, 308-309
focus of, 79
gatekeeping function and, 231
interconnecting chain of, 333-334
introducing experts, 306—-307
jurors needs and, 318-319
magnetic cards and boards, 332-333
opening statement and, 307-308
organizing value of, 304
outlines, 319-322
radiation case example, 314-318
scoreboard displays, 322-323
simplicity and honesty of, 302-303
simulations and animations, 313
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spontaneous creation of, 328-331
talking to jury not to exhibits, 331-332

as teaching tools, 303-305

tying digital act to individual wrongdoer, 73

weaknesses in, 312-313

The Visual Display of Quantitative Information

(Tufte), 231

Visual Explanations: Images and Quantities,
Evidence and Narrative (Tufte), 231

\Voice
credibility based on, 346

nonverbal communication and, 367

quality of, 361

\oir dire examination, 8-9, 276

Voting technology, 378-381

W. R. Grace & Co. v. Zotos International, Inc.,

96, 99
Warrants, 65

Wedig, Dr. Robert, 262, 265-268
Weisgram v. Marley Company, 230

Westlaw, 151

What Makes Juries Listen Today (Hamlin), 110,

259

When Law Goes Pop (Sherwin), 336

Whitney, Robert, 240

4

Wiretaps, 64

Witness biases, 6-8
cross-examination based on, 7
fees paid to experts and, 7
positional bias, 7
relationship bias, 6

Witness to fact
conflicting roles and, 188-190
Gates’s multiple roles and, 40-41, 98
overview of, 98-99

Witnesses. See also Expert witnesses
e-mail and, 42
influencing testimony of, 185-186
leading, 69
preparation of, 32, 187, 192
subpoenas and, 35
testimony of lay witnesses, 490
treatment of, 153-154
truthfulness of, 338

Wolf, Tony, 109

Writing notes, 360

Y2K, 118-119

Zwier, Paul J., 5
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