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Inadequate serialization error, 676
Inadvertent flaw of serialization/aliasing, 675
Incomplete parameter validation, 664
Inconsistent parameter validation flaw, 664, 675
Index of coincidence, 223
Indivisibility flaw, 674, 907–908
Inductive verification techniques, 547
Inert rights, 66
Infinite loops and exceptions, 424–425
Informal arguments, 526–527
Informal assurance techniques, 478
Informal correspondence, 524–526
Information assurance, 478 

 

See also

 

 Assurance
Information flow, 97

compiler-based mechanisms and, 
415–429

entropy-based analysis, 408–409
execution-based mechanisms and, 

429–433
information flow controls and, 433–436
metrics, 631–632
models and mechanisms, 409–410
nonlattice, 410–415
policies, 407–410

Information Technology Security Evaluation 
Criteria, 581–582

assurance requirements, 582
evaluation levels and process, 583–584
impacts, 585
international efforts and, 581–582

Information transfer path, 153
Infrastructure analysis

network and, 782–783
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Initial protection domain, improper choice of, 
666

access control file permissions and, 890–891
memory protection and, 891–892
process privileges and, 888–890
trust in the system and, 892–893

Initial state operations, 84
Input checking, 905–907
Insiders, 21
Instantiation, 105
Integration, 490
Integrity

Biba model and, 153–155
Clark-Wilson, 160–166
commercial security policy and, 100
computer security and, 5
data and, 96
Lipner’s matrix model and, 156–160
military security policy and, 99
policy, 101

goals of, 151–152
security policy and, 97, 100

Integrity Value Check, 303
Interchange key, 246, 288
Interference, 191
Intermediate hosts, 793–794
Internal design description, 515–520
Internal design specification, 520–521
Internal mail server, 791
Internal network organization, 790–792
Internal Web server, 791
Internet

anonymity on the, 371–377
host identity and, 366–367
security issues with the domain name system 

and, 368–369
state and cookies and, 369–371
static and dynamic identifiers and, 367–368

Internet Policy Registration Authority, 359
Internet Research Task Force on Privacy, 287
Introduction rule, 949
Intrusion Detection and Isolation Protocol, 748
Intrusion Detection Expert System, 728, 730
Intrusion Detection In Our Time, 733–735
Intrusion detection system

architecture of, 742–748
basics of, 724–726
distributed, 750–752
Intrusion response and, 754–764

models of, 727–742
organization of, 748–753
principles of, 723–724

 

See also

 

 Attack(s)
Invocation, 105
IPRA. 

 

See

 

 Internet Policy Registration Authority
IPsec, 298–299

architecture, 299–303
Island, 56
Isolation, system, 442–446
Isolation and implementation detail flaw, 676
Iterated tunneling, 301
Iterative statements, 420–421
ITSEC. 

 

See

 

 Information Technology Security 
Evaluation Criteria

IVC. 

 

See

 

 Integrity Value Check

 

J

 

Jailing technique, 322
Java programs

Pandey and Hashii’s policy constraint lan-
guage and, 105–106

Jerusalem (Israeli) virus, 619
Joint and conditional entropy, 938–940

 

K
Kasiski and Vigenère cipher, 223
KEDP. See Key Escrow Decrypt Processor
Kemmerer methodology, 450–452, 454
Kerberos, 250–251
Key crunching, 315
Key Escrow, 262–263

clipper chip and, 263
component, 263
system, 262

Key Escrow Decrypt Processor, 263
Key exchange, 246–247
Key exchange protocols, 247–250
Key management, defined, 245
Key storage, 261
Keyed cryptographic checksum function, 238
Keyed hash function, 239
Keyless hash function, 239
Keys and locks. See Locks and keys
Keystroke authentication, 330
Klein’s password guessing experiments, 316
Known plaintext attack, 218
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L
Label requirements for TCSEC, 575
Labeled security protection for TCSEC, 577
LAFS. See Logging and auditing file system
Language

domain-set enforcement, 106–109
high-level policy, 104–109
low-level policy, 109–111
Pandey and Hashii’s policy constraint, 105

Lattice(s), 925–927
Law Enforcement Access Field, 263
Laws and customs and technology, 18–19
LEAF. See Law Enforcement Access Field
Leaked right, 48
Least common mechanism principle, 348
Least privilege principle. See Principle of least 

privilege
Legal transition, 72
Legitimate handshake, 793
LFSR. See Linear Feedback Shift Register
Life cycle of system development

assurance throughout the, 482–484
models of software development and, 491–492
stages of, 484–488
Waterfall model and, 488–491

Linear Feedback Shift Register, 278–279
Linear time logic systems, 954
Link encryption, 284–285
Link predicate, 66–67
Link protocol, 283
Linux

obtaining location, 884–885
process privileges and, 889–890

Lipner’s integrity matrix model, 158–160
Bell-LaPadula Model use in, 156–158
Biba’s integrity model and, 160
commercial requirements and, 151–152

Local area network and access control matrix, 34 
(Fig. 2–2)

Local identifier, 367
Location and authentication, 331
Location Signature Sensor, 331
Locks and keys, 396–397

sharing secrets and, 399–400
type checking and, 397–398

Log sanitization and auditing system design, 
698–700

Log server, DMZ, 789–790
Logger, 690–692

Logging, 689
Logging and auditing file system (LAFS), 

685–686, 713–714
Logic, malicious. See Malicious logic
Logic bombs, 625
Login procedure, 848–850

access and, 848–850
leaving the system and, 850–852
trusted hosts and, 850

Lower layer security protocols, 294
Low-level policy languages, 109–111
Low-Water-Mark policy, 154
LSS. See Location Signature Sensor

M
MAC. See Mandatory Access Control
MAC labels

assigning of, 128–131
using, 131–132

Machine catdog, 206–208
MacMag Peace virus, 617
Macro virus, 622–623
Mail proxy, 786–787
Mail server

DMZ, 786–787
internal, 791

Maintenance and operations
assurance during, 541
computer security and, 23

Maintenance of access control lists, 384–385
Malicious flaws. See Flaws, malicious
Malicious logic

acting as both data and instructions, 630–631
altering files, 637–638
altering statistical characteristics, 639
assuming the identity of a user, 631–636
crossing protection domain boundaries by 

sharing, 636
defenses against, 630–635
definition of, 613
other forms of, 624–630
performing actions beyond specification, 638
reducing the rights of, 632–635
sandboxing and, 635–636
theory of, 626–630
Trojan horses as, 614–615
trust notion and, 640
user security and, 864
viruses as, 615–617

index.fm  Page 1074  Thursday, October 31, 2002  11:44 AM



Index 1075

worms as, 623–624
Mandatory Access Control, 7, 61, 103–104

Assurance and, 499, 504, 505, 506, 507, 522
Bell-LaPadula security model and, 124
Data General 132 UNIX system and, 

128–132
Malicious logic and, 617, 636
Originator-Controlled Access Control and, 

181
Role-Based Access Control and, 183
TCSEC requirements, 575, 577, 579

Man-in-the-middle attack, 252
Manipulation Detection Codes, 637–638
Manufacturing secure and trusted systems, 

486–487
Mapping specifications, 552
Masquerading, 7–8
Mathematical induction, 951–952
Maximal state notion, 72, 73–74
Maximally precise mechanism, 118
Maximum security level, 127
McLean’s †-Property and the Basic Security 

Theorem, 143–146
McLean’s System Z, 146–148
MDCs. See Manipulation Detection Codes
Memory

allocations and TCP server, 794–796
data and instruction change and, 895–898
programming problems and change of, 895–898
protection, 391, 891–892

Merkle’s tree authentication scheme, 255–256
Message digest. See Checksum
Message Integrity Check, 289

See also Integrity Value Check
Message Transport (Transfer) Agent, 286–287
Method, 105
MIC. See Message Integrity Check
Military system

commercial systems vs., 152
security policy, 99

Miller and Baldwin model, 35–37
Misordered blocks, 276
Misuse detection, 733
Misuse modeling, 733–738

See also Attack(s)
Mixmaster (or type 2) remailer, 374–375
MLS. See Multilevel Security tool
Model checker, 528, 547
Model-based techniques

proof-based techniques vs., 546
Modification of information threat, 7
Module, 511
Monoconditional commands, 40
Mono-operational commands, 48–53
Monotonic models

multiparent, 87–88
single-parent, 87–88

Monotonic systems, defined, 52
Moving and copying files processes, 860–861
MTA. See Message Transport (Transfer) Agent
Multics system, 139
Multilevel directory, 129
Multilevel Security tool, 553–555
Multipartite viruses, 619
Multiple encryption, 282–283
Mutually exclusive authorization, 183

N
Naming objects, 899–901
National Computer Security Center, 579
National Institute of Standards and Technology, 

232
Natural deduction, 948

rules of, 949
Naval Protocol Analyzer (NPA)

experience, 567
languages, 566

Naval Protocol Analyzer Temporal Requirements 
Language (NPATRL), 566

Naval Research Laboratory (NRL) Protocol Ana-
lyzer, 566

NCSC. See National Computer Security Center
Needham-Schroeder protocol, 247–250
Netscape Corporation, Secure Socket Layer 

(SSL) and, 291
Network and host monitoring, 750–752
Network File System protocol, 785
Network Flight Recorder, 737–738
Network flooding, availability and, 793
Network Identification Number (NID), 750
Network layer and security, 298–305
Network(s)

cryptography and, 283–286
host identity and, 366–367
infrastructure analysis and, 782–783
organization, 779–780
policy development and, 774–775
system security and, 811–817
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Network Security Monitor, 749–750
Network-based agents, 744
New DES algorithm, 232
NFR. See Network Flight Recorder
NFS protocol. See Network File System protocol
NFS v.2 protocol auditing analysis, 709–713
NID. See Network Identification Number
NLFSR. See Nonlinear Feedback Shift Register
Node creation operations, 84
Noiseless covert channel, 447
Noisy covert channel, 447

capacity analysis of, 465–467
Nonces, 248
Noninterference model, 448–450
Nonlattice information flow policies, 410–411

confinement flow model, 411–412
nontransitive, 413–415
transitive nonlattice, 412–413

Nonlinear Feedback Shift Register, 279–280
Nonmalicious flaws. See Flaws, malicious and 

nonmalicious
Nonsecure systems, auditing mechanisms and, 

707–708
Nontransitive information flow policies, 413–415
Normal data tests, 915
Notifier, 693, 747–748
NRL taxonomy

flaw classes
malicious, 671–672
nonmalicious, 671–672

flaws by location, 672–673
flaws by time of introduction, 671–672
legacy and, 672–673

NSM. See Network Security Monitor

O
Object reuse requirements for TCSEC, 575
Object set, 66
Objects, 170, 354–355
Oblivious transfer, 265
Observability postulate, 114, 117
One-time pad, 227
One-time passwords, 325–326
Open access, 35
Open design principle. See Principle of open 

design
OpenPGP public key packet, 259
Operational and administrative assurance, 484
Operational assurance, 452, 456

Operational issues and computer security, 16–19
Operations and maintenance

assurance during, 541
computer security, 22–23

Orange Book. See Trusted Computer System 
Evaluation Criteria

ORCON. See Originator Controlled Access Control
Organizational certificate, 360
Organizations and computer security, 20–21
ORGCON. See Originator Controlled Access 

Control
Origin integrity, 5, 96
Originator Controlled Access Control, 104, 

180–181
Otway-Rees protocol, 249
Outer firewall configuration, 783–785
Output feedback (OFB) mode, 279–280
Outsiders, 21
Overwriting files, 861
Own right, 33, 42–43
Owner-based policy, 68–69

P
PA model. See Protection Analysis model
Packet, 259
PACL. See Propagated Access Control List 

mechanism
Paging and virtual machines, 945–946
Pandey and Hashii’s policy constraint language

Java programming language and, 105–106
Parameter validation flaw, 677
Pascal programming language, 557
Pass algorithms, 324–325
Passive attack, 7
Passive wiretapping. See Wiretapping
Password(s), 310, 846–848

access and, 846–848
aging, 322–324
attacking, 312
authentication of, 310–312
guessing, 313, 321–322
one-time, 325–326
process, 861–862
pronounceable and computer-generated, 315
random selection of, 314–315
reusable, 320–321
selection of, 316–320

PAT. See Process Action Team Guidance Work-
ing Group
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Pattern-directed protection evaluation, 665–666
PCC. See Proof-Carrying Code
PD. See Public Data
PEM. See Privacy-Enhanced Electronic Mail
Penetration analysis, 646

automated tool, 682
flow-based model of, 679–682
Gupta and Gligor’s theory of, 678–679

Penetration studies
Burroughs B6700 system and, 654–655
corporate computer study and, 655–656
flaw hypothesis methodology and, 649–652
goals of, 647–648
layering of tests and, 648–649
methodology at each layer and, 649
University of Michigan terminal system and, 

652–654
UNIX system and, 656–658
validity of, 659
Windows NT system and, 658–659
See also Penetration testing

Penetration testing, 646
People and computer security, 21–22
Period of the cipher, 222
PGP Certificate signature chains, 258–260

privacy-enhanced electronic mail (PEM) vs., 
290

X.509: Certification signature chains vs., 260
PGWG methodology, 536
Physical characteristics and authentication, 

328–330
Pigeonhole principle, 238
Policy

assurance, 482
definition and requirements specification, 

505–508
development, 774–775

availability and, 778
consistency check and, 778–779
data classes and, 775
user classes and, 776–777

language(s)
definition of, 104
high-level, 104–109
low-level, 109–111

mechanism and, 9–10
security, 95–122
system security, 808–811

University of California Davis e-mail, 113, 
959–998

user security, 845––846
Polyalphabetic cipher, 222
Polymorphic viruses, 621–622
PP. See Protection Profile
Precision and security, 114–119
Predevelopment vs. postdevelopment technique, 

546
Predicate calculus. See Predicate logic
Predicate logic, 952–953

natural deduction in, 953–954
Prevention mechanism, 10

data integrity and, 5
Prime number, 147
Primitive commands, 38–40
Principal, 353
Principle of

attenuation of privilege, 43
autonomy, 189
complete mediation, 345–346
economy of mechanism, 344–345
fail-safe defaults, 344
least common mechanism, 348
least privilege, 343–344
open design, 346–347
psychological acceptability, 348–349
security, 189
separation of privilege, 347–348, 777

Privacy Act of the United States, 99, 123
Privacy research group. See Internet Research 

Task Force on Privacy 
Privacy-Enhanced Electronic Mail, 286–289

PGP Certificate signature chains vs., 290–291
Privilege(s)

attenuation, 43
limiting, 863
process, 888–890
virtual machines and, 943–944

Proactive password checker, 318–320
Proactive password selection, 316
Procedure calls, 424
Process Action Team Guidance Working Group, 

536
Process of performance, 605
Process(s)

capability, 605
copying and moving files, 860–861
development system, 829–830
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Process(s) (continued)
encryption, cryptographic keys and 

passwords, 861–862
limiting privileges, 863
malicious logic, 864
maturity, 605
overwriting files, 861
start-up settings, 863
Web server system in the DMZ, 825–828

Product cipher, 228
Product retirement, 460
Program

design, 461
distribution, 917–918
implementation, 14–16
statements, 418

Program security
design and, 873–880
programming problems and, 887–913
refinement and implementation of, 880–887
requirements and policy of, 870–873

Programming problems
choice of operand and operation and, 909–911
data and instruction change and, 895–899
deallocation and deletion and, 901–902
indivisibility and, 907–908
isolation of implementation detail and, 893–895
naming objects and, 899–901
sequencing and, 908–909
validation and, 902–911

Proof checkers. See Formal proof mechanisms
Proof of concept, 486
Proof rules, 948
Proof-based techniques, 527–529

model-based techniques vs., 546
Proof-Carrying Code, 638–639
Propagated Access Control List mechanism, 

402–404
Propagating Trojan horse, 615
Property verification vs. full verification, 518
Propositional calculus. See Propositional logic
Propositional logic, 947–948

mathematical induction and, 951–952
natural deduction in, 948

rules of, 949
truth tables and, 950–951
well-formed formulas and, 90

Protection Analysis model, 665–666
analysis procedure and, 668–670
flaw classes and, 666–668

legacy and, 670
Protection mechanism, 115, 116
Protection Profile, 588
Protection state

system interpretation of, 31–32, 58
transitions, 37–41

Protection system, 31
Protection type. See Schematic Protection model
Protocol Analyzer (NPA) and languages, 538
Prototype Verification System, 559

experience with, 562
proof checker, 561–562
specification language, 559–561

Prototyping, 491
Proxies, 780–782, 791
Pseudo-anonymous remailer, 372–373
Pseudonymizing sanitizer, 698
Psychological acceptability principle, 348–349
Public Data, 775
Public key cryptographic key exchange, 251–252
Public key cryptography

Diffie-Hellman scheme and, 233–234
RSA cipher and, 234–237

Public key revocation, 265–266
Public key signatures, 267
PVS. See Prototype Verification System
PVS proof checker, 561–562
PVS specification language, 531–533

Q
Query-set-overlap control, 36–37

R
Rabbits and bacteria, 624–625
Rail fence cipher, 219
RAMP. See Ratings Maintenance Program
Random data tests, 916
Random variable, 935
Range, 131
Ratings Maintenance Program, 578
RC. See Control rights
Receipt denial. See Denial of receipt
Record, 885–886
Recovery mechanism, 10–11
Red team attack. See Penetration studies
Reference monitor, 502
Reference Validation Mechanism, 502
Refinement, program security and, 880–887
Remove rule, 54
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Replicating Trojan horse. See Propagating Trojan 
horse

Representation correspondence. See Informal 
correspondence

Repudiation of origin, 8
Requirement(s)

definition of, 481
justifying, 508–509
program security, 870–873
role in assurance, 453–454
specification, 488

policy definition and, 477–480
tracing, 523–526
Trusted Computer System Evaluation 

Criteria, 554–555
Research Into Secure Operating Systems, 

662–663, 677–678
Residential certificate, 360
Resources

hiding and confidentiality, 4
system security and, 20–21

Restrictive systems
composition of, 209–210
definition of, 209

Review mechanism, assurance and, 528–531
Revocation of rights and access control lists, 

387–389
RI. See Inert rights
RIACS file system checker, 110
Rights

in a program, 34 (Fig. 2–3)
sharing, 55–58

Ring Policy, 155
Ring-based access control, 400–402
Risk analysis, 17–18
RISOS. See Research Into Secure Operating 

Systems
Role, 357
Role account(s), 869

access to, 870
authorized users and, 872–873
design access to, 875–877
settings of, 870
unauthorized users and, 871–872

Role-based Access Control. See Access con-
trolled, role-based

Root, 871
Root account, 882
Rootkit attack tool, 724–725

Round keys, 228
RSA

cipher, 234–237
digital signatures, 267–269, 293

Rule of acyclic creates, 70–71
Rule of transitive confinement, 441
Rule-based Access Control. See Mandatory 

Access Control
Rules of natural induction, 949
Rules of transformation, 136–139
RVM. See Reference Validation Mechanism

S
SA. See Security Association
SA bundle. See Security Association, bundle
SAD. See Security Association, Database
Safe system, 48
Safety analysis model, 72–77
Salting technique, 320–321
Saltzer and Schroeder’s principles, xxxiv
Sandboxes, 444–446, 635–636
Schematic Protection model, 66

demand and create operations and, 69–71
extending the, 79–83
filter function and, 68
Harrison-Ruzzo-Ullman model vs., 78–79
link predicate and, 66–67
owner-based policy and, 68–69
safety analysis and, 72–77
Take-Grant Protection model and, 68–69

Scheme, 85
Search path, 864
Secret security level, 124
Secure Network Server Mail Guard, 434–436
Secure Shell protocol, 785, 788

login procedure and, 849
Secure Socket Layer, 291

alert protocol, 297–298
application data protocol, 298
change cipher spec protocol, 297
handshake protocol, 295–297
login procedure and, 849
record protocol, 294
session, 291
supporting cryptographic mechanisms and, 

292–294
Secure systems

auditing mechanisms and, 706–707
definition of, 95, 125, 127
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Secured and trusted systems building, 456–464
Security

clearances, 124
levels, 124–125

audit manager, 156
maximum and current, 127
system low, 156
unclassified, 124

policy, 194. See also Computer security
academic computer and, 111–114
access control types and, 103–104
breach of, 96
Chinese Wall model and, 169–177
clinical information systems, 177–179
definition of, 9, 95–99
dynamic, 200–201
mechanism, 9, 11–12, 98, 116, 117
model, 99
precision and, 114–119
trust and, 103
types of, 99–101
violation, 585

testing, 533–536
test assertions and, 538–539
test matrices and, 536–538
test specifications and, 539–540
using PGWG, 536

Security Association, 300
bundle, 301
Database, 300

Security assurance. See Assurance
Security at the network layer: IPsec, 298–305
Security building or adding, 501–505
Security domains for TCSEC, 577–578
Security Features User’s Guide, 577
Security flaws, 661–662

See also Aslam’s model; Vulnerability
Security functional requirements, common crite-

ria, 597–598
Security functional testing, 534
Security functions summary specification, 513
Security kernel, 502
Security mechanisms, layered architecture and, 

500–501
Security Parameter Index, 300
Security Pipeline Interface, 433
Security Policy Database, 299–300
Security requirements testing, 534
Security specification(s), 494–495, 520

Security target, 594
Self-healing property, 231
Self-synchronous stream ciphers, 280–281
Semi-informal assurance techniques, 478
Sensitive data structure, 943
Sensitive instruction, 943
Separation of duties, 97, 152
Separation of function, 152
Separation of privilege principle. See Principle 

of, separation of privilege
Sequencing flaw, 675, 908–909
Service denial. See Denial of service
Session key, 246
Settings, start-up, 863
SFUG. See Security Features User’s Guide
Shared Resource Matrix (SRM) methodology, 

450–452
Sharing of rights, 55–58
Shoulder surfing technique, 849
Signature packet, OpenPGP, 259–260
Signatures, digital. See Digital signatures
Simple security property, 127
Simplicity and design, 341–343
Simulation and expressiveness, 83–88
Single-key. See Classical cryptosystems
SMV. See Symbolic Model Verifier
Sniffers program, xxxi
Snooping, 7
SNSMG. See Secure Network Server Mail Guard
Social engineering, 21
Software development models

assembly of, 492
exploratory programming, 491
extreme programming, 492
formal transformation, 491–492
prototyping, 491
system assembly from reusable components, 

492
SPD. See Security Policy Database
Speaker recognition (verification), 329
SPECIAL language, 548, 549, 550
Specification(s), 13–14, 505, 520

external functional, 513–514
formal, 523
languages, 549
modeling, 738–740
modification, 521–522
security, 522–523

Specification-based detection, 738
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SPI. See Security Parameter Index; Security 
Pipeline Interface

SPM. See Schematic Protection model
Spoofing. See Masquerading
SQL. See Structured Query Language
SRI model, 553–555
SRM methodology. See Shared Resource Matrix 

(SRM) methodology
SSE-CMM. See System Security Engineering 

Capability Maturity Model
SSH protocol. See Secure Shell protocol
SSL. See Secure Socket Layer
ST. See Security Target
Standards, Data Encryption, 282–32
State Machine model, 208–209
State of a system, defined, 31
State transition, 32

function, 191
protection, 37–41

State-based logging mechanism, 702
Static identifiers, 367–368
Stealing notion, 60
Stealth virus, 620
Storage of data, 877–880
Stream ciphers, 277–281
Strong hash function. See Cryptographic check-

sum function
Strong mixing function, 253
Strong noninterference, 204
Strong one-way function. See Cryptographic 

checksum function
Strong tranquility, 143
Structural testing, 534
Structured protection for TCSEC, 577
Structured Query Language, 35
Subcomponent, 511
Subject set, 66
Subject telegraph, 34
Substitution ciphers, 220–221
Subsystem, 510–511
Suitability of requirements, 582
Symbolic Model Verifier, 562

experience, 566
language, 562–564
proof theory, 564–565

Symmetric cryptosystems. See Classical crypto-
systems

SYN flood attack, 762, 793–796
Synchronous stream ciphers, 278–280

Syntactic issues of auditing system design, 
696–697

System administrators and computer security, 21
System logging, auditing system design, 672–673
System program

design of, 873–880
requirements and, 870–871
threats against, 871–873

System Security Engineering Capability Maturity 
Model, 604–606

using the, 606–607

T
Tagged architecture, 393
Take right, 66
Take rule, 53, 56
Take-Grant Protection model, 53–54, 69

conspiracy and, 63–65
graph of, 64 (Fig. 3–4)
interpretation of, 58–60
sharing of rights and, 55–58
theft in, 60–63

TAM model. See Typed Access Matrix model
Target of Evaluation, 581
TCB. See Trusted Computing Base
TCP server and memory allocations, 794–796
TCSEC. See Trusted Computer System 

Evaluation Criteria
Technical review mechanism, 528–531
Technology, laws and customs and, 18–19
Telnet protocol, 284
Temporal logic systems, 954–956
Termite and stay resident virus, 620
Testing, 15–16

flaw, 651
formal verification and property-based, 618
functional, 533
program security and, 913–917
requirements for TCSEC, 576
structural, 534
system, 534
third party, 534
unit, 534

TFM. See Trusted Facility Manual
Tg-path, 55
Theft in Take-Grant Protection model, 60–63
Theory of computer viruses, 626–630
Theory of malicious logic, 626–630
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Theory of penetration analysis. See Gupta and 
Gilgor’s theory of penetration analysis

Third-party testing, 534
Threat(s)

computer security and, 6–9
security objectives and, 498–499
system program and, 871–873
See also Attack(s)

Threshold scheme, 399
Thumbprinting, 760–761
Ticket, 66, 250
Tiger team attack. See Penetration studies
Time

Escrowed Encryption Standard (EES) and, 265
Yaksha security system and, 265

Time-based inductive learning, 729
Timestamps, 249–250
TLS. See Transport Layer Security protocol
TO. See Object set
TOE. See Target of Evaluation
TOE Security Functions, 592
TOE Security Policy, 592
Token, 326
Top secret security level, 124
Total isolation, 440
Training and computer security, 21
Tranquility principle, 142–143
Transaction authorization rule, 183
Transaction-oriented integrity security policies, 100
Transformation procedures, 38
Transition-based auditing, 703–704
Transition-based logging mechanism, 703
Transitions, 37–41
Transitive confinement, rule of, 441
Transitive nonlattice information flow policies, 

412–413
Translucent cryptography, 265
Transport adjacency, 302
Transport Layer Security Protocol, 291
Transport mode, 298–299
Transposition ciphers, 219–220
Triple DES mode, 231–232
Triple encryption mode, 283
Tripwire program, 110
Trojan horse(s), 614–615, 848
Trust

assurance and, 477–479
computer security and, 101–103, 892–893
definition of, 477
notion of, 640

Trusted Computer System Evaluation Criteria, 
571

assurance requirements, 576–577
evaluation classes, 577–578
evaluation process, 578
functional requirements of, 575–576
impacts, 578–581
requirements in ITSEC not found in, 583

Trusted Computing Base, 129n, 502
Trusted distribution requirement for TCSEC, 576
Trusted entities, 142–143
Trusted Facility Manual, 577
Trusted host mechanism, 850
Trusted path requirements for TCSEC, 576
Trusted system, 572
Truth tables, 950–951
TS. See Subject Set
TSF. See TOE Security Functions
TSP. See TOE Security Policy
TSR. See Termite and Stay Resident virus
TSR viruses, 620
Tunnel mode, 298–299
Turing machine, 49–53
Type checking, 397–398, 903–904
Typed Access Matrix model, 88–90

authorization scheme, 89
monotonic, 89

U
UID. See Unique Identifier for Device; User(s), 

Identification Number
Unauthorized access to information. See Disclo-

sure threat
Unclassified security level, 124
Uniform Resource Locator, 355
Union notion, 117–118
Unique Identifier for Device, 263
Unit testing, 534

implementation and, 489–490
University of California Davis

acceptable use policy of, 111–112, 989–992
electronic mail policy and, 112–113, 959–988
implementation of the policy at, 114, 977–988
policy of, 113–114

University of Michigan terminal system, penetra-
tion study of, 652–654

UNIX
abbreviations of access control lists and, 

383–384
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absolute path names, 354
obtaining location in, 884–885
password, 311
penetration study and, 656–658
process privileges and, 889–890
rdist (remote distribution), 740
relative path names, 354
salts and, 321
users and, 818–819

Unsafe system, 48
Unused mechanism, 19
Unwinding theorem, 195–197
Upper layer security protocols, 295–298
URL. See Uniform Resource Locator
User identifiers and resource exhaustion, 893–894
User interface and design, 874
User(s), 355–356

access and, 846–852
access control lists and, 385
accessing role accounts, 871–873
classes, 776–777
development system and, 817–819
devices and, 857–859
DMZ Web server system vs. development 

system and, 822
group access and, 854–855
identification number, 355–356, 818–819
login procedure and, 848–850
security

processes and, 860–866
security policy, 845–846
Web server system in the DMZ and, 817–819

Usurpation threat, 7

V
Validation

bounds checking and, 902–903
checking for valid, not invalid, data, 904–905
checking input, 905–906
designing for, 907
error checking and, 904
fingerd buffer overflow flaw and, 676
flaw, 676
type checking and, 903–904

VAX/VMS system
virtual machine monitor and, 945

VCs. See Verification Conditions
Verbs, 35
Verification Conditions, 554–555
Verification systems, 559–567

Verification techniques
early formal, 551–559
formal, 545–548
full vs. property, 546

Verified protection for TCSEC, 578
Vertices, 55
Vigenère cipher, 221–227
Violable prohibition/limit flaw, 675, 677
Virtual machine(s), 442–444

monitor, 942–943
paging and, 945–946
physical resources and, 944–945
privilege and, 943–944
structure, 941

Virtual Private Networks, 799
Virus(es). See Computer virus(es)
Voice authentication, 329
VPNs. See Virtual Private Networks
Vulnerability, 498, 645

classification, 660
exploiting the, 645
See also Threat(s)

W
Waterfall life cycle model, 488–491
WCs. See Web Server Consequences
Weak tranquility, 143
Web

anonymity on the, 371–375
identity on the, 366–377
See also Internet

Web server. See WWW server
Web Server Consequences, 806–807
Web server system in the DMZ. See DMZ, Web 

server system
Well-formed formulas, 950
WFFs. See Well-formed formulas
While loop, 75
Wildcards, groups and, 386
Window manager process, 859
Windows NT

access control lists and, 388–389
copy flag and, 42
logs of, 691–692
penetration study of, 658–659

Wiretapping, 7
Witness, 54
Worms. See Computer worms
Wrappers, 756–757
WWW server
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DMZ, 787–788, 812–814
DMZ Web server system and, 837
internal, 791
policy, 806–807

WWW-clone, 788

X
Xterm log file flaw, 674–676
xterm program, 661–662
X.509: Certification signature chains, 256–258

Y
Yaksha security system, 264–265
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