
*-property (star property), 255–256
1 x 1 GIF. See Web bugs.
12-step password attacks, 226
802.11 (wireless) standards, 383, 467

A1, TCSEC class, 297–298, 299–300
Acceptance testing, 170–171
Access acceptability, databases,

337–338
Access control

databases, 325, 327–328
e-mail, 636
file protection

all-none, 215–216
group, 216–217
individual permissions, 217
per-object, 219
persistent permissions, 218
per-user, 219
SUID (set userid), 218–219
temporary acquired permissions,

218–219
memory and address protection

base/bounds registers, 195–196
context switch, 195–196
fences, 193–194
page frames, 202
paging, 202–203, 203–204
relocation, 194–195
relocation factor, 195
segment address table, 199
segmentation, 199–202, 203–204
selective protection. See Tagged

architecture.
tagged architecture, 196–199

principles of trusted systems, 266
privacy in computing, 606
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Action phrases, 301
Active code, network threat, 433,

435–437
Active fault detection, 172–173
Active server pages (ASP), 435
Active wiretapping, 409
ActiveX controls, 435–437
Add subkey, 753
Addresses (IP). See IP addresses.
Addresses (memory). See Memory

and address protection.
Adequate protection principle, 17
Adjusting future earnings, 575–576
Administering security. See Physical

security; Risk analysis; Secu-
rity plan; Security policies.

Advertising, web privacy, 628–629
Adware, 633–634
AES (Advanced Encryption System).

See also DES.
add subkey, 753
byte substitution, 750–751
cryptanalysis of, 753–754
definition, 72
versus DES, 73–75
design contest, 72
MARS algorithm, 748
mix column, 752–753
RC6 algorithm, 749
Rijndael algorithm, 73, 749
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618

protected objects
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213–214
access control matrix, 210–211
ACLs (access control lists),

208–210
capability, 210–213
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KDC (key distribution center),

213–214
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local name space, 211
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pseudonyms, 207–208
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213–214
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wild cards, 208–210

Access control matrix, 210–211
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cost of security, 581
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AES (Advanced Encryption System).
(continued)

Serpent algorithm, 749
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structure of, 749–753
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Twofish algorithm, 749

Affected subject, 605–606
Agents, malicious, 114
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625–626
AH (authentication header), 455
Airport security, case study, 370
Al Qaeda computer case study, 24
Alarms, 468, 489. See also Alerts.
ALE (annualized loss expectation),

544
Alerts, 468. See also Alarms.
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544
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485
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Antipiracy feature, 653–654
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Appended viruses, 118
Applets, hostile, 436, 499
Application layer, 386, 391
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code errors, 426
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Arithmetic properties of cryptography,
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Attacks, methods
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brute force password, 223
chosen plaintext, 66
ciphertext only, 65
cryptanalytic. See Cryptanalysis.
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combined results control, 348
concealing control, 347
controls for, 347–349
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direct attack, 342–343
indirect attack, 343–350
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linear system vulnerability,

346–347
mean attacks, 344
median attacks, 344–345
problem summary, 349–350
query analysis, 349
random data perturbation, 349
random sample control, 348–349
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sum attacks, 343
suppression control, 347
tracker attacks, 345–346

denial of service. See DDoS; DoS.
encrypted password file, 227–228
exhaustive password, 223
full plaintext, 65–66
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man-in-the-middle, 149
partial plaintext, 65–66
password

12-step process, 226
brute force, 223
encrypted password file,

227–228
exhaustive, 223
indiscreet users, 228–229
plaintext password list, 226

ARPANET, 112, 325
AS (authentication server), 213–214
ASINTOER code, 59
ASP (active server pages), 435
Asperger syndrome, 401
Assertions, 293
Assessment

quality. See Evaluation.
risk. See Risk analysis.

Asset identification, 526–527
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(ACM), code of ethics, 710,
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Associativity, 727
Assurance. See Trusted systems, as-

surance.
Assurance arguments, 184
Asymmetric encryption. See also Pub-

lic key encryption; RSA.
authentication, 62
characteristics of, 757–758
cryptanalysis of knapsack algo-

rithm, 764–765
definition, 39
flow diagram, 40
general knapsacks, 759–760
hard knapsacks, 763–764
key distribution, 62
key management, 62
knapsack decryption algorithm,

764–765
knapsacks, and modular arithmetic,

761–763
knapsacks, as cryptographic algo-

rithms, 761–763
Merkle–Hellman knapsacks,

758–761, 766–767
overview, 62
relatively prime values, 762
RSA (Rivest-Shamir-Adelman),

767–772
simple knapsacks, 760–761, 763
superincreasing knapsacks,

760–761, 763–764
AT&T, 677
Attachment viruses, 117–119
Attackers. See also Crackers; Hackers.

amateurs, 21–22
career criminals, 22–23
motives, 399–404
network threat, 399–404
psychological profile, 401
terrorists, 23–24

Attacks. See also Threats;
Vulnerabilities.
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salt extension, 228
trial and error, 222
weak passwords, 224–227

probable plaintext, 66
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definition, 19, 144
examples, 144–145
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timing, 150
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Trojan horses, 16
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Attributes, 321, 620
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547–548
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data overload, case study, 273
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principles of trusted systems, 272
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62
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Digital distributed, 460–461
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flaws, 103
mutual, 463
network vulnerabilities

avoidance, 416–417
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guessing passwords, 415–416
man-in-the-middle attack, 420
masquerade, 418–419
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session hijacking, 419–420
spoofing, 418
trusted authentication, 418
well-known authentication,

417–418
wiretapping, 416

nonexistent, 417
privacy in computing
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identity, 619, 621–622
individual, 619, 620
meaning of, 619–620
overview, 619
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symmetric encryption algorithms,
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trusted, network vulnerability, 418
users. See User authentication.

Authentication header (AH), 455
Authentication server (AS), 213–214
Authenticity, databases, 338
Automatic exec by file type, 437
Availability of data

data and services, 12
data mining, 370
databases, 328–329
definition, 10
denial of service. See DDoS; DoS.

Avoidance, 416–417

B1, TCSEC class, 297–298, 299
B2, TCSEC class, 297–298, 299
B3, TCSEC class, 297–298, 299
Backdoors. See Trapdoors.
Backing up data, 563–566
Balanced scorecard, 573–574
Base registers, 195–196
Baseline, 244
Bastion host, 478–480
Beacon gif. See Web bugs.
Beizer. Boris, 678
Bell–La Padula security model,

254–256
Beneficiaries of security policies, 

548
Benign viruses, 132–133
Best practices, 34, 568
BestBuy, 413
Biba integrity security model, 256
BIND (Berkeley Internet Name Do-

main), 431
Binding of functionality, 304
Biometrics, 219–220, 234–236. See

also Face recognition authenti-
cation.

“Black hole” failure, 325
Black-box testing, 170
Blaze, Matt, 677
Block ciphers, 62–63. See also AES;

DES.
Bombs, software. See Logic bombs;

Time bombs.
Book ciphers, 52–54
Boot sector viruses, 122
Bootstrapping, 122
Botnets, 437–438
Bots, 437–438

Boundaries, network, 381–382
Boundary condition errors, 103
Bounds disclosure, 338
Bounds registers, 195–196
Brain virus, 133–134
Breakable encryption, 42–43
Breaking encryption. See also Crypt-

analysis.
chosen plaintext attacks, 66
ciphertext only attacks, 65
full plaintext attacks, 65–66
partial plaintext attacks, 65–66
probable plaintext attacks, 66
weaknesses, 66–67

Britain. See United Kingdom.
British evaluation criteria, 301–302
Broadcast mode, 428–429
Brute force attack, 223, 744–745
Buffer overflow, 178, 425
Bugs

software, 100
web, 10$631, 139–141
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Business case

adjusting future earnings, 575–576
balanced scorecard, 573–574
cost estimates, 578
definition, 573
determining economic value,

574–578
discount rate, 576
false positives, 578
influences on investment strategy,

572
IRR (internal rate of return), 577
net present value, 574–577
opportunity cost, 576
overview, 572–574
ROI (return on investment),

577–578
web application, case study, 579

Business continuity plan, 518–521
Byte substitution, 750–751

C1, TCSEC class, 297–298
C2, TCSEC class, 297–298, 299
Cables, network

coaxial, 382
eavesdropping, 409–410
Ethernet, 383
impedance, 410
inductance, 409
networking, 382–383
UTP (unshielded twisted pair), 382
wiretapping, 409–410
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Caesar cipher, 44–46
California Breach Act, 686
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CAN SPAM Act, 685–686
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Capability Maturity Model (CMM),

181
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Career computer criminals, 22–23
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method, 530

Case studies
airport security, 370
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business case, 579
CartManager International, 612
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698–699
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Change management. See Configura-
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Channels, covert. See Covert chan-

nels.
Chats, 407
Checksums, cryptographic

definition, 79–80
multilevel databases, 358–359
networks, 458–459

Children’s Online Privacy Protection
Act (COPPA), 610

Chinese Wall security policy, 251–252
Chosen ciphertext attack, 66
Chosen plaintext attacks, 66
Ciphers

block, 62–63.  See also AES; DES.
book, 52–54
Caesar, 44–46
complexity, 47–48
cryptanalysis, 48–49
cryptographer’s dilemma, 49
keyless, 40
keys, 47
one-time pads, 50–54
permutations, 46–47
product, 58, 733
random number sequences, 50
RC2, 754–755
RC4, 755–756
RC5, 756
stream, 62–63
substitution
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Caesar cipher, 44–46
complexity, 47–48
cryptanalysis, 48–49
cryptographer’s dilemma, 49
keys, 47
one-time pads, 50–54
permutations, 46–47
random number sequences, 50
Vernam cipher, 50–52

Key Online Banking, 452
Lewis, John, 370
Lloyd’s Bank, 452
mafia boss, 45
microcontrollers in automobiles, 3
MP3.com, 655
Napster, 655
online banking, 452
PKI (public key infrastructure), 452
privacy, 615
privacy, government intrusion

Icelandic DNA database, 351
U.K. RIPA (Regulation of Inves-

tigatory Powers Act), 287
screening for terrorists, 615
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silken codes, 41
Stopford, Charlie, 621
Torch Concepts, 612–613
tracking Russian nuclear weapons,

140
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audit data overload, 273
security report card, 29
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V.A. (Veterans Administration), 14
Wilshire Associates, e-mail theft,

28
wireless vulnerabilities, 413
WW II

ASINTOER code, 59
Enigma code machine, 67
Japanese codes, 42
poem codes, 48
silken codes, 41
Soviet Union codes, 59

Catastrophe, recovering from. See
Backing up data; Physical se-
curity; Recovery from backup.

CCB (configuration and change con-
trol board), 176

CDs (compact disks)
copy protection, 145–147, 654–655
fair use, 654–655
XCP (extended copy protection)
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Centralization, 326–327
CERT (Computer Emergency Re-
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authentication, 87–89
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Vignère tableau, 50, 53
Vernam, 50–52
Vernam cipher, 50–52
Vignère tableau, 50, 53

Ciphertext, 26, 39
Ciphertext only attacks, 65
Civil law, 667
Claims language, 301
Clark-Wilson commercial security

policy, 250
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Clear-box testing, 170–171
Cleartext, 26. See also Plaintext.
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error correcting, 458
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of best practice. See Best practices.
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Community string, 418
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legal issues
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cryptography, 688, 688–692
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Computer terminology and the law,
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definition, 4
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Conditional compilation, 175
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Confidentiality. See also Privacy.

data, 17, 19
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definition, 10
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threats, 680
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management, 174–176

Configuration and change control
board (CCB), 176
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Connection flooding, 427–428
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Consumer products, privacy, 639–640
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effectiveness, 28–30
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hardware, 27
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tion testing.
unit testing, 170

usage of cryptography, 688–690
Convention 108, 613
Cookies

network threat, 434
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ownership, 671
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definition, 150
file lock channel, 152
identifying, 156–158
information flow analysis, 158
overview, 151–152
shared resource matrix, 157–158
signaling through images, 159–160
steganography, 159–160
storage channels, 152–155
threat presented by, 158–160
timing channels, 155–156
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Cryptographic checksum

definition, 79–80
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Capstone, 691
character representation, 43–44
ciphertext, 39
Clipper, 691
computer crime, 688, 688–692
current policy, 691–692
decryption, 38
definition, 40
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773–774
El Gamal algorithm, 773
encrypted text, 39
encryption, 38
export controls, 690
Fortezza, 691
and free speech, 690–691
interceptors, 38
intruders, 38
key escrow, 691
legal issues, 688–692
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commutative ring, 727–728
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computational complexity, 718
division, 725
Euclidean algebra, 726
Fermat’s theorem, 729–730
Galois fields, 727–728
greatest common divisor, 726
hierarchies of complexity, 723
identity (mathematical), 725

inherently hard problems,
724–725

instances, 722
inverses, computing, 728–730
inverses, definition, 725
knapsack problem, 719–720
modular arithmetic, 726–728
nondeterminism, 721
nondeterministic Turing ma-
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NP class, 721
NP-complete problems, 719–724
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overview, 718
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digrams, 56–57
encipherment/decipherment com-

plexity, 56
patterns, 56–57
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overview, 774
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polarizing filters, 774–775
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recipients, 38
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book ciphers, 52–54
Caesar cipher, 44–46
complexity, 47–48
cryptanalysis, 48–49
cryptographer’s dilemma, 49
keys, 47
one-time pads, 50–54
permutations, 46–47
random number sequences, 50
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substitution ciphers (continued)

Vernam cipher, 50–52
Vignère tableau, 50, 53

substitutions, 43
symmetric encryption.  See also

DES.
AES (Advanced Encryption Sys-

tem), 748–754
confusion, 730
cryptographic challenges,

756–757
diffusion, 730
permutation, 730
problems with, 730–732
RC2 cipher, 754–755
RC4 cipher, 755–756
RC5 cipher, 756
substitution, 730

transmission medium, 38
transpositions. See Permutations.
usage controls, 688–690

Cryptology, 40
Cryptosystems, 38
CSI/FBI Computer Crime and Secu-

rity Survey, 582
Culp, Scott, 675–676
Culture of organizations. See Organi-

zational culture.
Cyber attacks, 101–102
CyberCop Scanner, 405
Cyberterrorism, 403
Cycle, DES

details, 736
example, 735
permutation, 734
substitution, 734

D, TCSEC class, 297–298
DAC (discretionary access control),

269–270
Daemen, John, 72
Danseglio. Mike, 22
Data. See also Information.

access risks, 617
anonymization, 618
availability, databases, 337
form checks, database, 334
justifying cost of security

accuracy, 581
consistency, 581
reliability, 581
representative, 586

left in place, 618
minimization, 617–618
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controls for, 347–349
count attacks, 343–344
definition, 341
direct attack, 342–343
indirect attack, 343–350
limited response suppression,

347–348
linear system vulnerability,

346–347
mean attacks, 344
median attacks, 344–345
problem summary, 349–350
query analysis, 349
random data perturbation, 349
random sample control, 348–349
statistical inference attacks, 347
sum attacks, 343
suppression control, 347
tracker attacks, 345–346

logical structure, 320
manipulating. See Queries.
protection laws, 666
queries, 321–323
records

definition, 319
manipulating. See Queries.
projecting, 321–323
selecting, 321–323

relations, 321
reliability

commit flag, 330
committing updates, 330
concurrency, 333
consistency, 332, 333
correction codes, 332
data form checks, 334
definition, 329
error detection, 332
filters, 334
intent phase, 330
monitors, 334–335
operating system protection fea-

tures, 329–330
patterns, 334
recovery from backup, 332
redundancy, 332
shadow fields, 332
shadow values, 331–332
state constraints, 334–335
transition constraints, 335
two-phase update, 330–332

retrieving fields and records. See
Queries.

schema, 320
security requirements

perturbation
data mining, 624–626
database attacks, 349
database inference, 349
privacy, 624–626
random, 349

secrecy. See Confidentiality; Pri-
vacy.

semantics, data mining, 369
sensitivity, 551
stored, protecting, 609–610

Data Encryption Algorithm (DEA),
69. See also DES.

Data Encryption Algorithm-1 (DEA-
1), 69. See also DES.

Data mining. See also Databases.
case study, 370
comparable data, 369
correcting mistakes, 369
data availability, 370
data correctness, 368–369
data semantics, 369
definition, 367
eliminating false matches, 370
integrity, 368–369
overview, 367
privacy

aggregation of data, 625–626
correlation of data, 624–625
data perturbation, 624–626
government, 624
preserving privacy, 624–626
sensitivity, 368

Data Protection Act, 687
Database administrators, 319, 515
Database management system

(DBMS), 319
Databases. See also Data mining.

advantages of, 323
aggregation, 350–351.  See also In-

ference.
attributes, 321
components of, 319–323
decentralization, 373
definition, 319
deleting fields and records. See

Queries.
editing fields and records. See

Queries.
elements, 319
fields, 319
front end. See DBMS.
inference.  See also Aggregation.

combined results control, 348
concealing control, 347
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access control, 325, 327–328
auditability, 326
availability, 328–329
change logs, 326
confidentiality, 329
configuration management, 327
field checks, 325
inference, 328
integrity, 324–326, 329
pass-through problem, 326
release proliferation, 327
user authentication, 328
version proliferation, 327

sensitive data
access acceptability, 337–338
access decisions, 337–338
authenticity, 338
bounds disclosure, 338
characteristics of, 336–337
data availability, 337
definition, 335
disclosures, types of, 338–339
exact data disclosure, 338
existence disclosure, 339
negative result disclosure, 339
overview, 335–337
probable value disclosure, 339
security versus precision,

339–341
subschema, 320

Databases, multilevel
confidentiality, 355
differentiated security, 352–353
duplicate records, 355
granularity, 353
integrity, 354
polyinstantiation, 355
redundancy, 355
security designs

commutative filters, 361–363
distributed databases, 363
federated databases, 363
filtering, 365
guards, 360–361
integrity locks, 359–360
practical issues, 366
trusted front-end, 360–361
views, 363–366
windows, 363–366

security issues, 354–355
security proposals

cryptographic checksum,
358–359

encryption, 356–357
integrity lock, 357–359
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partitioning, 356
sensitivity lock, 359
separation, 356–359
“spray paint” lock, 357–359
Summer Study on Database Se-
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Datagrams, 391
DBMS (database management sys-

tem), 319
DDoS (distributed denial of service).

See also Availability; DoS.
diagram of, 433
network threat, 431–433
TFN (Tribal Flood Network), 401,

432
TFN2K, 401, 432

de Vere, Edward, 353
DEA (Data Encryption Algorithm),

69. See also DES.
DEA-1 (Data Encryption Algorithm-

1), 69. See also DES.
Debugging code, 142. See also Test-

ing code.
Decentralization, databases, 373
Deceptive practices, 612–613
Deciphering data. See Decryption.
Decision making, 590–592
Decoding data. See Decryption.
Decryption

algorithm, 764–765
definition, 38
DES (Data Encryption Standard),

742
knapsacks, 764–765

Defacing web sites, 424–425
Defense methods. See also Controls.

privacy principles and policies,
617–618

viruses, 129–131
Defining computer crime, 681–682
Degaussing magnetic data, 562. See

also Magnetic remanence.
Deleting

database fields and records. See
Queries.

PDF text, 271
Word text, 271

Deloitte and Touche Tohmatsu Global
Security Survey, 582–583

Delphi approach, 533–534
Delta (configuration control method),

175
Denial of service (DoS). See DoS (de-

nial of service).
Deontology, 697

Department of Energy (DOE) policy,
551–552

Department of Trade and Industry
(DTI), 18

Depletion of information, 663
DES (Data Encryption Standard). See

also AES.
versus AES, 73–75
algorithm design, 742–743
background, 68–69
brute force attack, 744–745
complements, 745
cycle, example, 735
cycle details, 736
decryption, 742
design weaknesses, 746
differential cryptanalysis, 71–72,

747–748
double DES, 70–71
encryption algorithm, 733–736
expansion permutations, 733,

736–741
final permutation, 739, 741
history, 68–69
initial permutation, 739, 741
inverse initial permutation, 739, 741
key clustering, 746
key length, 743–745
key transformation, 736
Lucifer algorithm, 68–69
number of iterations, 743
overview, 69–70, 732–733
parallel attack, 744–745
P-boxes, 739, 741
permutation cycle, 734
permutation types, 736
permuted choices, 733
product cipher, 733
S-boxes, 739, 740
security of, 71–72, 742–745, 748
semiweak keys, 745–746
substitution cycle, 734
triple DES, 71
weak keys, 745
weaknesses, 745–748

Destination unreachable protocol, 438
Determining economic value. See

Economics of cybersecurity.
DHCP (Dynamic Host Configuration

Protocol), 412
Diamond v. Bradley, 658
Diamond v. Diehr, 658
Difference files, 175
Differential cryptanalysis, 71–72,

747–748
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Differentiated security, multilevel
databases, 352–353

Diffie-Hellman key exchange, 81–82
Diffusion, 63–64, 730
Digital distributed authentication,

460–461
Digital Equipment Corporation,

460–461
Digital Millennium Copyright Act

(DMCA), 649–650, 653
Digital network communication, 382
Digital objects. See Objects, digital.
Digital Signature Algorithm (DSA),

773–774
Digital Signature Standard (DSS), 773
Digital signatures, 82–84
Digram analysis, 57–58
Digrams, 56–57
Direct attack, 342–343
Directive 95/46/EC, 613
Directories, 205–208
“Dirty” power, 558
Disaster, natural. See Natural disasters.
Disaster recovery. See Backing up

data; Physical security; Recov-
ery from backup.

Disclosure
bounds, 338
controlled, 604
exact data, 338
existence, 339
negative result, 339
privacy issues, 606
probable value, 339
of software problems, 675–676
types of, 338–339

Discount rate, 576
Discretionary access control (DAC),

269–270
Distributed authentication, 398
Distributed databases, 363
Distributed denial of service (DDoS).

See DDoS.
Division, cryptography, 725
DMCA (Digital Millennium Copy-

right Act), 649–650, 653
DNS attacks, 431
DNS cache poisoning, 431
Document viruses, 119–120
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availability, network threat, 407
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Domain errors, 103
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overview, 572–574
ROI (return on investment),
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current and future
externalities, 599
free rides, 598
integrity, 598
policies, 597
regulation, 598–599
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decision making, 590–592
framing the issue, 590–591
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592–597
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organizational culture
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595
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592–597
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symbols, 592
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attack sources, 588
attack types, 587
comparability of categories, 587
consistent data, 581
cost of U.K. security incidents,

586
economic impact, 580, 586, 588
ISBS (Information Security
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585–586

Domain names, 393, 662
Domain switching, 276
Domains, 211
Dominance, 248
DoS (denial of service). See also

Availability; DDoS.
broadcast mode, 428–429
connection flooding, 427–428
DNS attacks, 431
DNS cache poisoning, 431
echo chargen, 428
estimated activity, 432
ethical issues, 701–702
network threat, 427–431
ping of death, 428
smurf attack, 428–429
SYN flood, 429
teardrop attacks, 430
traffic redirection, 430
transmission failure, 427

Dot-dot-slash directory travel,
425–426

Double DES, 70–71
DoubleClick, 630–631
Drive-by installation, 634
Drops, electrical, 558
DSA (Digital Signature Algorithm),

773–774
DSS (Digital Signature Standard), 773
DTI (Department of Trade and Indus-
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Dumpster diving, 406–407
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Duplicate database records, 355
Durability, 550
Dynamic Host Configuration Protocol

(DHCP), 412
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Ease of use, 266
Easiest penetration principle, 5
Eavesdropping, 408–414, 416
Echo chargen attack, 428
Echo protocol, 438
Economic Espionage Act, 683
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adjusting future earnings,
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cost estimates, 578
definition, 573
determining economic value,

574–578
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justification data, 580–581
overview, 578–580
reliable data, 581
representative data, 586
respondent types, 587
security practices, 581, 585–586
timelines, 581

security surveys
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Security, 582
CSI/FBI Computer Crime and

Security, 582
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Ernst and Young Global Informa-

tion Security, 583–584
IC3 (Internet Crime Complaint

Center), 584
Imation Data Protection,

584–585
sources for, 585

trust, as economic issue, 593
Economics of security policies, 551
Economy of mechanism, 265
EEye Digital Security, 675–676
Effectiveness

of controls, 28–30
evaluating, 303

Effectiveness principle, 28
Egoism, 696–697
e-Government Act of 2000, 611
802.11 (wireless) standards, 383, 467
El Gamal algorithm, 773
Electrical power, 558–559
Electronic commerce, laws, 666–667
Electronic Communications Privacy

Act, 684
Electronic Funds Transfer Act, 683
Electronic publishing, laws, 666
Electronic voting, 641–642
Elements, databases, 319
E-mail

attachment viruses, 117–118
government security policy exam-

ple, 553
network encryption, 457
over networks. See Networks,

secure e-mail.
privacy

access control, 636
anonymous, 637–638
interception, 636
mixmaster remailers, 637–638
monitoring, 637
overview, 635
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remailers, 637–638
simple remailers, 637
spamming, 638
spoofing, 638
transmitting, 636

theft case studies
Hollywood, 20
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Wilshire Associates, Inc., 28

Emanations from computer screens,
562–563

Emerging technologies
consumer products, 639–640
electronic voting, 641–642
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privacy issues, 640–641
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tion), 640
security issues, 640–641
Skype, 642
VoIP (Voice over IP), 642
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Employee contracts, 672
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ployees and employers.
Employee versus job, 594
Employer rights. See Rights of em-
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Encapsulated security payload (ESP),

455
Encapsulation, 161–164
Enciphered text, 26
Enciphering data. See Cryptography;

Encryption.
Encipherment/decipherment complex-

ity, 56
Encoding data. See Cryptography; En-

cryption.
Encrypted password file attacks,

227–228
Encrypted tunnels, 449–450
Encryption. See also Asymmetric en-

cryption; Cryptography; Sym-
metric encryption.

algorithms.  See also AES; DES;
RSA.

block ciphers, 62–63
confusion, 63–64
definition, 39
diffusion, 63–64
secure, characteristics of, 60–62
stream ciphers, 62–63
trustworthy, properties of, 61–62

breakable, 42–43
breaking. See Cryptanalysis.

ciphertext, 26
cleartext, 26
cryptosystems, 38
definition, 26, 38
e-mail, 493–494
enciphered text, 26
factoring large numbers, 78,

325–330
key management, 62
keyless ciphers, 40
keys, 39
link, 445–446
multilevel databases, 356–357
networks

AH (authentication header), 455
certificate authorities, 451
comparison of methods, 447–449
e-mail, 457
encrypted tunnels, 449–450
end-to-end, 446–447
ESP (encapsulated security pay-

load), 455
firewalls, 449–450
IKE (ISAKMP key exchange),

455–456
ISAKMP (Internet Security As-

sociation Key Management
Protocol), 455

issues, 453
link, 445–446
overview, 444–445
PKI (public key infrastructure),

450–453
security associations, 454–455
signed code, 456–457
SPI (security parameter index),

455
SSH (secure shell), 453
SSL (Secure Sockets Layer),

453–454
TLS (transport layer security),

453–454
tunnels, 449–450
VPNs (virtual private networks),

449–450
private key, 39–40.  See also AES;

DES; Symmetric encryption.
protocols, 26
public key.  See also Asymmetric

encryption; RSA.
characteristics, 77
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flow diagram, 40
key proliferation, 77
purpose of, 76
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text, 39
uses for

certificates, 84–91
chaining, 80
checksums, 79–80
cryptographic checksum, 79–80
cryptographic hash functions,

79–80
Diffie-Hellman key exchange

protocol, 81–82
digital signatures, 82–84
key exchange, 80–82

End-to-end encryption, 446–447
Enforced sharing, 267
England. See United Kingdom.
Enigma code machine, 67
Equivalent programs, 128
Erasing deleted files, 207
Ernst and Young Global Information

Security Survey, 583–584
Error checking, trapdoors, 142–143
Error correcting codes, 458
Error detection, 332, 458
Errors. See also Faults; Flaws.

buffer overflow, 178, 425
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incomplete mediation. See Incom-

plete mediation.
privilege escalation, 147–148
time-of-check to time-of-use flaws,

288
Escape-character attack, 434–435
ESP (encapsulated security payload),

455
Espionage, 402, 683
Estimating security value. See
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Ethernet cable, 383
Ethical codes, 710–713
Ethical hacking. See Penetration test-

ing.
Ethical issues. See also Legal issues.

a case for, 696
case studies

accuracy of information,
706–707

cracking, 707–710
DoS (denial of service), 701–702
fraud, 705–706
hacking, 707–710
ownership of programs, 702–704
privacy rights, 700–701
proprietary resources, 704
use of computer services,

698–699
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transferability, 303
United States, 297–300, 304–307

Even parity, 458
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destroying, 523
gathering, 523
physical, 682
preserving, 523
rules of, 680

Exact data disclosure, 338
Examples of problems. See Case stud-

ies.
Execution domain switching, 276
Executives, 189–190
Exhaustive password attacks, 223
Existence disclosure, 339
Expansion permutations, 733,

736–741
Exploitation examples, 289–290
Export controls in cryptography, 

690
Exposing messages, 421–422
Extended copy protection (XCP)

rootkit, 145–147
Externalities, 599

F1-F10 functionality classes, 301–303
Fabrications, 7–8
Face recognition authentication, 619.

See also Biometrics.
Factoring large numbers, 78, 725–730
Failover mode, 443
Failure, 100, 443–444
Failure modes and effects analysis

(FMEA), 168–169, 528
Fair Credit Reporting Act, 610
Fair information policies, 609–610,

613–614
Fair service guarantee, 267
Fair use, 651
Fairbrother, Peter, 287
FAIS (Foreign Affairs Information

System), 312
False intrusion detection, 489–490
False positives, 578
Falsifying messages, 422–423
Fame, attack motive, 402
Fault tolerance, networks, 377
Fault tree analysis (FTA), 168–169,

528
Faults

active detection, 172–173
definition, 100
fixing, 99–101
passive detection, 172–173

Faux environment, 468–469

overview, 647–649
Ethical pluralism, 695
Ethical principles

consequence-based, 696–697
deontology, 697
duties of people, 697–698
egoism, 696–697
examples of, 696–698
intrinsic good, 697–698
rule-based, 697–698
rule-deontology, 697–698
teleological theory, 696–697
utilitarianism, 697

Ethical reasoning, 695–698
Ethical systems, 693
Ethics

versus law, 692–694
and religion, 694
studying, 693–695
universality, 694–695

E.U. Data Protection Act, 687
Euclidean algebra, 726
Euler totient function, 769–771
European Privacy Directive, 613
Evaluating security value. See Eco-

nomics of cybersecurity.
Evaluation

action phrases, 301
British criteria, 301–302
claims language, 301
CLEFs (Commercial Licensed

Evaluation Facilities), 302
Combined Federal Criteria,

304–307
Common Criteria, 307–308
comparability, 303
criteria development, 309–311
effectiveness, 303
emphatic assertion, 311
Europe, 300–303
German Green Book, 300–301
ITSEC (Information Technology

Security Evaluation Criteria),
300–303, 303–304

marketability, 303
overview, 296–297
process description, 309
protection profiles, 305
security, as add-on, 312
security targets, 306
summary of criteria, 308–311
target phrases, 301
TCSEC (Trusted Computer System

Evaluation Criteria), 297–300,
304

TOE (target of evaluation), 303
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FBI
al Qaeda computer, 24
breaking WEP, 467
Computer Crime and Security Sur-

vey, 582, 585
loss from attacks, 588
organized crime, 403–404
stolen laptops, 15
survey of cyberattacks, 102
value of cybersecurity, 578

Federal Educational Rights and Pri-
vacy Act, 610

Federal Trade Commission (FTC),
610

Federated databases, 363
Felten, Edward, 654
Fence register, 194–195
Fences, 193–194
Fermat’s theorem, 729–730
Field checks, databases, 325
Fields, databases, 319
File lock channel, 152
File names, iishack problem, 425
File protection

all-none, 215–216
group, 216–217
individual permissions, 217
per-object, 219
persistent permissions, 218
per-user, 219
SUID (set userid), 218–219
temporary acquired permissions,

218–219
Files

access control. See Access control.
directory access, 425–426
erasing deleted, 207, 271

Filters
database reliability, 334
multilevel databases, 365
polarizing, 774–775

Final permutation, 739, 741
fingerd flaw, 136, 148
Fingerprint, operating system or appli-

cations, 406–407
Fingerprint authentication, 620–621.

See also Biometrics.
Fires, 557
Firewalls

network encryption, 449–450
networks

application proxy gateway,
478–480

authentication, 466
comparison of, 481–482
definition, 474
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design, 474–475
guards, 480
limitations, 483–484
overview, 474
packet filtering gateway,

475–477
personal, 481
sample configuration, 482–484
stateful inspection, 477–478
types of, 475–480

rules set, 477
Firmware, legal issues, 660–661
First sale, 651
Flaws

aliasing, 103
ambiguous access policies, 288
authentication, 103
boundary conditions, 103
definition, 101
domain errors, 103
exploitation examples, 289–290
identification, 103
incomplete mediation, 288–289
known vulnerabilities, 288–289
logic errors, 103
overview, 101–103
serialization, 103
time-of-check to time-of-use flaws,

288
types of, 103
typical flaws, 288–290
user interface vulnerability, 288
validation errors, 103

Floods, 556–557
Flow analysis, 158
FMEA (failure modes and effects

analysis), 168–169, 528
Follett, Ken, 52
Footprints, satellite broadcast,

384–385
Foreign Affairs Information System

(FAIS), 312
Forgery, 491, 640
Formal methods, 179
Formal verification, 292–294
Format failures, 423–424
Fortezza, 691. See also Keys (encryp-

tion), escrow.
Frames, network, 388
Framing the issue, 590–591
Fraud

Computer Fraud and Abuse Act,
683

ethical issues, 705–706
laws, 667

Free rides, 598

Free speech, and cryptography,
690–691

Freedom of Information Act, 684
Frequency probability, 534
Front end

databases, 319
trusted, 360–361

FTA (fault tree analysis), 168–169,
528

FTC (Federal Trade Commission),
610

Full disclosure, 675–676
Full plaintext attacks, 65–66
Functional correctness, 244
Future earnings, adjusting, 575–576

Galois fields, 727–728
Gates, Bill

on passwords, 229
on product quality, 678

Gateways
application proxy, 478–480
packet filtering, 475–477

General knapsacks, 759–760
Genetic diversity, 165
Geosynchronous orbit, 384
German Green Book, 300–301
Gibson, Steve, 432
GISA (German Information Security

Agency), 300–301
GLBA (Graham-Leach-Bliley Act),

610, 684
Goals of security, 10–12
Gottschalk v. Benson, 657–658
Government. See also specific govern-

ments.
data mining, 624
e-mail, security policy example, 553
and privacy

Council of Europe, 613
European Privacy Directive, 613
Icelandic DNA database, 351
principles and policies, 616–618
U.K. RIPA (Regulation of Inves-

tigatory Powers Act), 287
Graham–Denning security model,

257–259
Grandin, Temple, 401
Granularity, 193, 353
Greatest common divisor, 726
Group behavior, 591–592
Group file protection, 216–217
Guaranteed fair service, 267
Guards, 360–361, 480, 560
Guess function, 721
Guessing passwords, 415–416
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Hackers. See also Attackers; Crackers.
versus crackers, 22
overview, 22
sting operation, 403

Hacking
ethical. See Penetration testing.
ethical issues, 707–710

Hactivism, attack motive, 403
Halting problem, 177, 261
Hard knapsacks, 763–764
Hardware. See also Cables; Networks.

controls, 27
legal issues, 660
viruses, 132

Hardware-enforced protection, 191
Hash codes, 458. See also Hash func-

tion.
Hash function, 493
Hazard analysis, 168–169, 528. See

also Physical security.
HAZOP (hazard and operability stud-

ies), 168–169, 528
Herald, New Zealand, 413
Heroes, organizational, 593
Heuristic intrusion detection, 485,

486–487
Hierarchical security policies, 248
Hierarchical structuring, 285–287
Hierarchies of complexity, 723
High-confidence software, 183
Highjackers, 632–633
HIPAA (Health Insurance Portability

and Accountability Act), 610,
684–685

Hollywood e-mail theft, 20
Honeypots, 468–469
Hoo, Soo, 551
Host-based intrusion detection, 485
Hostile applets, 436, 499
Hosts, 379
Hot site backups, 565–566
HRU (Harrison–Ruzzo–Ullman) secu-

rity model, 259–261
Huffman codes, 458
Human fallibility case study, 67
Hyppönen, Mikko, 22
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history of DES, 69
Lucifer algorithm, 68–69
MVS/ESA operating system, 281
Processor Resources/System Man-

ager (PR/SM), 282
U.S. government suit, 191
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network threat, 415–420
phishing, 236, 419
session hijacking, 419–420
spoofing

cryptographic protection,
462–463

interface illusions, 148–149
network vulnerability, 418
trusted path, 270–271

steganography, 159–160
trusted systems, 236
web bugs, 139–141, 631

Implementation flaws, 424
Incident response plans, 521–524
Incident response teams, 522–523
Incomplete mediation, 107–109,

288–289. See also Complete
mediation.

Independent testing, 172
Indirect attack, 343–350
Individual authentication, 619, 620
Inductance, 409
Industrial espionage, 402
Inference, database attacks

combined results control, 348
concealing control, 347
controls for, 347–349
count attacks, 343–344
direct attack, 342–343
indirect attack, 343–350
limited response suppression,

347–348
linear system vulnerability,

346–347
mean attacks, 344
median attacks, 344–345
problem summary, 349–350
query analysis, 349
random data perturbation, 349
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