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A
Access control
authentication, 127-128
defined, 237
in ILM automation, 205
in SANs, 151-153
Access control lists (ACLs), 151
Access time
controller, 23
defined, 237
Accidental data loss, 11
ACLSs (access control lists), 151
Acronyms, 231-232
Actuator assemblies, 22
Addressing
in FC, 46—47
in SCSI, 31
Age in information lifecycle, 188, 194
American National Standards Institute
(ANSI) standard, 35
Analyzers, FC, 143
Angle brackets (<>) in XML, 211
Appliances
in remote copy, 105-106
SAN, 148
Application independence in information,
185
Application-level backup and recovery,
89-94
Application security, 127, 160
Arbitrated loops
defined, 237
FC, 46, 140
Archives
vs. backups, 93-94
defined, 237

Arrays
backing up, 71
benefits of, 20-21
defined, 237
RAID. See RAID (Redundant Array of
Independent Disks)
Association of Storage Networking
Professionals (ASNP), 226
Asymmetrical encryption, 129-130
Asynchronous processes, 237
Asynchronous remote copy, 111-113
ATA (AT Attachment) specification, 35-37
Attacks
denial of service, 130
man-in-the-middle, 131
programmer error exploits, 130-131
viruses and Trojan horses, 131-132
Auditing in ILM automation, 205, 207
Authentication, 127-128
defined, 237
in iSCSI, 144
in NFS, 151
in SANs, 137-138
two-factor and multifactor, 128
user vs. host, 128
Autoloaders, 76, 81
Automation
DLM, 175-176
ILM, 205-206
auditing and tracking, 207
CAS, 207-208
information movers, 208
policy engines for, 206
search and classification engines for,
207
SAN encryption, 153
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Availability, 2
for business continuity, 13
defined, 237
in DLM, 173
in protection costs, 204

B
Backup sets, 88
Backup windows
defined, 237
purpose of, 57
Backups, 2, 56-57. See also Restoration
and recovery
application-level, 89-94
vs. archives, 93-94
case study, 94-95
DAS
external, 61-62
internal, 60
defined, 237
disk-based, 14
disk-to-disk, 81-84
disk-to-disk-to-tape, 84-85
full and incremental, 87-88
home systems, 92
integrity of, 12
interrupted, 65
key points, 95-96
LAN-based, 62—-65
LAN-free, 66—69
methods comparison, 72—73
NAS, 70-72
off-site, 91-92
performance of, 59
problems with, 57-59
vs. remote copy and replication, 97-99
remote copy with, 116
rotating, 86-87
RTO and RPO in, 59-60
SAN, 6567, 92-94
selective, 88-89
server-less, 69—-70
single-tape, 86
software for, 73-75

storage systems for, 57-59
structured object constraints, 90-91
tape, 80-81, 83-84
Bad media in restore operations, 77-78
Bandwidth
in network restore operations, 79
in remote copy, 107-109
Basel Accords and Basel Accords II, 203,
228

Basics ¢of SCSI, 226

Behaviors and policies, 172
Bibliography, 249
Bingham McCucthen case study, 94-95
Biodiversity, 128-129
Biometrics, 128
Bits, 24
Blocks and block 1/0, 24, 26
defined, 238
deterministic behavior for, 50
in remote copy, 107
Book resources, 225-226
Bottom-up policy approach, 167
Breaches
data loss from, 10-11
DoS attacks from, 156
unintentional, 155
Buffer overruns, 130
Buffers in disk to disk to tape backups, 85

Building Storage Networks, 225

Bunkering, 113-115
Business continuity
availability for, 13
defined, 238
Business risk, 5-6
Bytes, 24

C
Cabling
in FC, 44
in parallel SCSI, 32-33
for SAN, 41
Capacity levels in HSM, 177-178
CAS (Content Addressed Storage)
defined, 238
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vs. ILM, 181

in ILM automation, 207-208
Cascade failures, 238
Case studies

backups, 94-95

ILM, 208-209

replication, 120

storage systems, 164
Catalogs for backups, 73-74
CD-ROM/RW storage, 238
CDBs (Command Descriptor Blocks), 34
Changing values in ILM, 199-201
Characteristics of information, 185
CIFS (Common Internet File System), 39

defined, 238

in file replication, 119

security, 151
Cipher text, 129
Classes, 186-187
Classification

in context, 186-188

in ILM automation, 205, 207
Client/server architecture in SCSI, 34
Clients, 238
Command Descriptor Blocks (CDBs), 34
<command> tags, 171
Common Internet File System (CIFS), 39

defined, 238

in file replication, 119

security, 151
Compatibility of FC, 49
Complete backup sets, 88
Complexity of data protection, 166
Compliance for policies, 172
Compression

for backups, 74, 82

defined, 238
Comptroller of the Currency, 203, 227
Conferences, 226-227
Configuration holes in IP-based SANSs,

147-148

Connections in IP-based SANs, 147
Connectivity, risk from, 12-13, 156-157
Content Addressed Storage (CAS)

INDEX 243

defined, 238
vs. ILM, 181
in ILM automation, 207-208
Content of information
in context, 189-190
in information lifecycle, 195
Context, 183
classification for, 186188
content in, 189-190
defined, 238
e-mail anatomy, 186-187
state in, 188
tracking state and history in, 188-189
types of, 184-185
Continuity, business, 13
Controllers
for arrays, 20-21
defined, 238
RAID, 28-29
SCSI, 149-150
Copied data in information lifecycle, 194
Copper FC cable, 44
Copying
in ILM automation, 205
remote. See Remote copy
Corruption, data, 78-79
Costs
information creation, 199
protection, 166, 204-205
in remote copy, 116
restoration, 6
CRM (customer relationship management)
systems, 7
Current state in information, 188

D
DAS (Direct Attach Storage), 18, 29
ATA, 35-37
backups
external, 61-62
internal, 60
defined, 239
SCSI, 29-35
security for, 135-136
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DASD (Direct Access Storage Devices), 18,
239
Data
defined, 238
models for, 3—4
Data at rest, 152
Data corruption
defined, 238
in restore operations, 78-79
Data in motion, 152
Data Lifecycle Management (DLM), 2-3,
172-173
automation, 175-176
defined, 238
multi-tier storage architectures in,
176-178
policies in, 174-175
Data loss, 5-6
accidental, 11
from disasters, 9-10
effect of, 6-9
from security breaches, 10-11
from system failure, 11-12
Data management layer, 4
Data migration
defined, 239
DLM, 176
Data movers
defined, 239
in server-less backup, 70
Data path width in parallel SCSI, 32
Data protection, 1-2
changes in, 14-15
defined, 239
importance of, 4-5
key points, 15-16
practices and techniques, 2-3
Data Protection Act of 1998, 203, 227
Data retention
defined, 239
requirements, 8
Databases
context of, 184
replicating, 118-119

Death of information in ILM, 195-196
Decision making in ILM automation, 205
Default ALLOW posture, 124-125
Default DENY posture, 124-125
Defense in depth, 125
authentication and access control,
127-128
defined, 239
host and application defense, 127
perimeter defense, 125-126
Delays in remote copy, 107, 109-111
Denial of service (DoS) attacks, 130
defined, 239
in IP-based SANs, 145-146
from security breaches, 156
Dense Wave Division Multiplexing
(DWDM), 115
Designing Storage Networks, 226
Destruction policies in DLM, 174
Detail in policies, 170
Detecting intruders, 147
Determinable values, 185
Deterministic fabrics, 50
Device layer in storage model, 3—4
Device names in policies, 171
Devices in SCSI, 31, 148-149
Differential SCSI, 33
Direct Access Storage Devices (DASD), 18,
239
Direct Attach Storage (DAS), 18, 29
ATA, 35-37
backups
external, 61-62
internal, 60
defined, 239
SCSI, 29-35
security for, 135-136
Directive 2002/58/EC, 203
Directors
defined, 239
in FC topology, 46
Disasters
data loss from, 9-10
restoring data in, 76-77
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Discovery services in IP-based SANSs,
145-146
Disk-based backups, 14
Disk drives, 20
arrays, 20-21
crashes, 11
defined, 241
in RAID, 26-29
Disk system remote copy, 102-104
Disk-to-disk backups
defined, 239
process, 81-84
Disk-to-disk-to-tape backups
defined, 239
process, 84-85
Distances in remote copy latency, 110-111
Diversity of defense
characteristics, 128-129
defined, 239
DLM (Data Lifecycle Management), 2—3,
172-173
automation, 175-176
defined, 238
multi-tier storage architectures in,
176-178
policies in, 174-175
DNS (Domain Naming Service), 239
Document management vs. ILM, 181-182
Document type definitions (DTDs),
211-219, 239
Dongles, 128
DoS (denial of service) attacks, 130
defined, 239
in IP-based SANs, 145-146
from security breaches, 156
Double homed hosts, 159
Drive controllers for arrays, 20-21
DTDs (document type definitions),
211-219, 239
Duplication in information protection costs,
204
DVD-ROM/RW storage, 239
DWDM (Dense Wave Division
Multiplexing), 115

INDEX 245

E
E-mail
anatomy of, 186-187
replication of, 118-119
E-Privacy Directive, 203
Electromagnetic interference (EMI), 115
Enclosure services, 148-149
Encryption, 129-130
defined, 240
effectiveness of, 156, 162
in FC, 139
in SANs, 151-153
End-user practices and policies, 172
Enterprises, 240
Error correction methods in parallel SCSI,
32
Error reporting for backups, 75
Errors in programming
exploiting, 130-131
SCSI, 149-150
Essential Guide to Telecommunications,
225
European Union laws, 227
Event-driven replication, 118
Exception handling, 131
Expected state in information, 188
Explicit context, 184
Extended copies, 240
Extended Copy protocol, 70
Extending SANs, 51-52
Extensible Markup Language (XML)
defined, 247
for policies, 168, 170-171
schema, 183, 211-219
External DAS backups, 61-62
External vectors in storage system security,
153-155
Externally readable structures, 184

F

Fabrics
deterministic, 50
switched, 45-46
virtual, 159-161
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Failover in NAS, 38-39
defined, 240 File I/O, 26, 240
in remote copy, 100-101 File replication, 119
False positive events, 126 File systems, 25-26
FC. See Fibre Channel (FC) bypassing in FC, 142-143

FC Ping, 142 defined, 240

FC-SP (Fibre Channel Security Protocol), in location paths, 191
163 Filers, 240

FCAP (Fibre Channel Authentication Financial losses, 4
Protocol), 163 Fines, 8

FCIP (Fibre Channel over IP), 141 Firewalls

FCP (Fibre Channel SCSI), 29, 32 defined, 240
Federal Emergency Management Agency, diversity of, 129
227 with iSCSI, 146-147
Fibre Channel (FC), 44 operation of, 125-126
addressing in, 46—47 Flexibility, ILM for, 182
arbitrated loops, 46, 140 Full backups, 87-88, 240
defined, 240 Full-bandwidth connections, 45
FC-SP and FCAP protocols, 163
hard zoning in, 159-160 G
network stack, 44-45 Gateway devices, 140-141
SAN components in, 47-48 Gigabit Ethernets, 240
vs. SAN, 41 Gigabits, 240
topology, 45-46 Gigabytes, 241
vulnerabilities, 136 Glossary, 237-248
authentication, 137-138 GnuPG program, 190

encryption, 139

FC analyzers, 143

FC arbitrated loop and LIPs, 140
file system bypassing, 142-143
gateway devices, 140-141
isolation, 139-140

management interfaces in, 141-142

Government Accountability Office, 227
Government documents and resources,
227-228

H
HA (high availability), 241
Hard disk drives, 20

trust issues, 143-144
Fibre Channel Arbitrated Loop, 46, 140
Fibre Channel Authentication Protocol
(FCAP), 163
Fibre Channel Industry Association, 226
Fibre Channel over IP (FCIP), 141
Fibre Channel SCSI (FCP), 29, 32

arrays, 20-21

crashes, 11

defined, 241

in RAID, 26-29
Hard zoning in FC, 48, 138, 159-160
Hardware-assisted RAID, 28-29
Hardware layer in storage model, 3—4

Fibre Channel Security Protocol (FC-SP), Hashes
163 defined, 241
File heads purpose of, 190

defined, 240 HBAs (host bus adapters)
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defined, 241
in FC, 47
in SCSI, 30
Head assemblies, 22
Heads, 22, 78-79
Health Insurance Portability and
Accountability Act (HIPAA), 202
Heat, data corruption from, 79
Hierarchical addressing in SCSI, 31
Hierarchical policies, 167-168
Hierarchical Storage Management (HSM),
177-178
Hierarchical structures in XML, 211
High availability (HA), 241
High Voltage Differential (HVD) SCSI, 33
HIPAA (Health Insurance Portability and
Accountability Act), 202
History in context, 188-189
Home systems, backing up, 92
Host-based authentication, 128, 151
Host bus adapters (HBAs), 30
defined, 241
in FC, 47
in SCSI, 30
Hostnames in location paths, 191
Hosts
defined, 241
double homed, 159
in FC, 137-138
for remote copy, 101-102, 116
in SAN, 43
security for, 127, 160
spoofed, 145
HSM (Hierarchical Storage Management),
177-178
HTML files, web server farms for, 40
Human compliance for policies, 172
HVD (High Voltage Differential) SCSI, 33
Hybrid NAS-SAN devices, 40—-41

I

I/O (Input/Output)
access time, 23
basics, 21-22
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data access, 22
defined, 241
1/0 stack, 24-26
block 1/O, 26
file I/0, 26
raid, 26-29
IDE/ATA storage protocols, 18, 241
IDSs (Intrusion Detection Systems), 126,
242
iFCP (Internet Fibre Channel Protocol), 141
ILM. See Information life cycle
management (ILM)
ILM Summit, 226
Image copies, 89, 241
Images, ILM for, 183
Implicit context, 184
INCITS (International Committee on
Information Technology Standards),
35
Incremental backups, 87-88, 241
Inference engines, 189-190
Information
defined, 241
location paths of, 190-192
models, 3-4
transformations, 189
Information assurance, 180, 182, 241
Information life cycle management (ILM),
3, 179-180
automating, 205-206
auditing and tracking in, 207
content addressed storage in, 207-208
information movers in, 208
policy engines for, 206
search and classification engines for,
207
benefits of, 182
case study, 208-209
context in. See Context
defined, 241
general model for, 193-195
information perimeter, 192-193, 242
information protection costs, 204-205
information value in, 181-182
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information value in continued
changes, 199-201
matching, 198-199
key points, 209-210
life and death of information in,
195-196
misconceptions, 181-182
paths in, 190-192, 242
policies in, 203-204
purpose of, 180-181
regulatory concerns, 201-203
schema, 196-198
unstructured and structured information
in, 182-183
Information Lifecycle Management
Initiative, 195
Information management layer, 4
Information movers, 208, 242
Information value in ILM, 181-182
Initiators in SCSI, 30-31
Inside intruders, 10
Integrity
of backups, 12
of data, 2
Intelligent storage switches, 104
Internal DAS backups, 60
Internal vectors in storage system security,
153-155
International Committee on Information
Technology Standards (INCITS), 35
Internet Fibre Channel Protocol (iFCP),
141
Interrupted backups, 65
Intruders, 10
Intrusion Detection Systems (IDSs), 126,
242
Intrusion Response Systems (IRSs), 126
1P
connection management in, 161-162
FC over, 140-141
IP-based SANS
extending, 52
vulnerabilities, 144-148
working with, 49-50

IP SANSs: An Introduction to iSCSI, iFCP,
and FCIP Protocols for Storage Area
Networks, 226

IPSEC, 242

IRSs (Intrusion Response Systems), 126

iSCSI, 50

authentication in, 144
defined, 242
firewalls with, 146-147
Isolation in FC, 139-140
IT (information technology), 242

]
Jukeboxes, 21, 242

K
Keys, encryption, 129-130, 152-153

L
LAN-based backups, 62—-65
LAN-free backups, 66—-69
Lasers, 22
Latency
in access time, 23
defined, 242
in remote copy, 107, 109-111
Laws. See Regulatory concerns
Lawsuits, 8-9
LDAP (Lightweight Directory Access
Protocol), 242
Least privilege concept, 124-125,
242
LEDs (light-emitting diodes), 115
Levels of protection in DLM, 174
Libraries, 21, 81
Library of Congress, 227
Life of information in ILM, 195-196
Light-emitting diodes (LEDs), 115
LIPs (Loop Initialization Primitives)
defined, 242
problems from, 140
Load balancing
defined, 243
in failover, 100-101
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Local network connections for remote copy,
116
Location paths of information, 190-192
Locking in SCSI, 149, 162
Logical device names in policies, 171
Logical Unit Numbers (LUNs), 31
defined, 243
locking, 162, 243
masking, 34-35, 162, 243
Loop Initialization Primitives (LIPs)
defined, 242
problems from, 140
Loops, FC arbitrated, 46, 140
Loss of data, 5-6
accidental, 11
from disasters, 9-10
effect of, 6-9
from security breaches, 10-11
from system failure, 11-12
Low Voltage Differential (LVD) SCSI, 33
LUNs (Logical Unit Numbers), 31
defined, 243
locking, 162, 243
masking, 34-35, 162, 243
LVD (Low Voltage Differential) SCSI, 33

M
Magneto-optical disks, 20, 243
Malformed SCSI commands, 145
Man-in-the-middle attacks, 131
Management
in FC vulnerabilities, 141-142
networks for, 158-159
Management Information Systems (MIS),
243
Management layer in storage model, 4
Management software for SANs, 160-161
Manmade disasters, 10
MANSs (Metropolitan Area Networks)
defined, 243
remote copy in, 110
SANSs over, 51-52
Manual encryption in SAN, 152-153
Master devices in parallel ATA, 35

INDEX 249

Matching values in ILM, 198-199
MD-5 hashes, 190
Media, 22
access time, 23
for backups, 60-61
defined, 243
in restore operations, 77-78
streaming, 23-24
Megabits, 243
Megabytes, 243
Metadata
defined, 243
in ILM, 15
purpose of, 185
Metropolitan Area Networks (MANSs)
defined, 243
remote copy in, 110
SANSs over, 51-52
MidAmerica Bank case study, 208-209
MIME type, 243
Mirroring
defined, 243
in RAID, 27
remote, 100
MIS (Management Information Systems),
243
Monoculture with vendor lock-in, 157
Monthly backup sets, 88
Moved data in information lifecycle,
194
Moving in ILM automation, 205
MP3 (Moving Pictures Experts Group
Layer-3) standard, 244
Multifactor authentication, 128
Multimode fiber optic cable, 44
Multiple TCP/IP connections, 147
multi-tier storage architectures, 176-178

N

Naming services in IP-based SANs,
145-146

NAS. See Network Attached Storage (NAS)

NAS-enabled backups, 62-65

NAT (network address translation), 126
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Natural disasters o
data loss from, 10 Object-oriented file systems (OOFD), 26
remote copy for, 99 Obscurity, security through, 154
NDMP (Network Data Management Off-site backups, 81, 91-92
Protocol) Office of Public Sector Information, 227
defined, 244 On-disruptive failover, 244
for NAS backups, 71-72 One-way database replication, 119
support for, 75 OOFD (object-oriented file systems), 26
Nested tags, 211 Operations, risk to, 7-8
Network address translation (NAT), 126 Opportunity costs, 199
Network Attached Storage (NAS) Optical media, 20, 22
backing up devices, 70-72 Optical networking, 115
defined, 244 Organizations, 226-227
file heads in, 38-39 Outside intruders, 10
hybrid NAS-SAN devices, 40-41 Overall delay in remote copy, 110
replication in, 119
security for, 151 P
storage architectures using, 39-40 Packet filtering, 125
Network Data Management Protocol Parallel ATA, 35-36
(NDMP) Parallel SCSI, 29, 31-33
defined, 244 Passwords
for NAS backups, 71-72 in authentication, 127-128
support for, 75 in encryption, 152
Network File System (NFS), 39 Path width in parallel SCSI, 32
Network latency, 109 Paths of information, 190-192
Network Security: A Beginner's Guide, 225 PdMain case study, 120
Networks Peer to Peer Remote Copy (PPRC), 103—-104
in location paths, 191 Performance
for management, 158-159 of backups, 59
optical, 115 cost of, 204
remote copy on, 104-106, 109 of restoring data, 76
in restore operations, 79 Perimeter defense, 125-126
risk from, 12-13 Persistent storage, 19
storage on, 14-15 PGP (Pretty Good Privacy), 152, 190
NFS (Network File System), 39 Photographs, ILM for, 183
defined, 244 Point-in-time backups, 82-83
in file replication, 119 Point-to-point FC topology, 4546
security, 151 Policies
Noise in parallel SCSI, 32 defined, 244
Nondisruptive failover, 100 in ILM, 203-204
Nonvolatile storage, 19 Policy-based data protection, 165-166
NRAID level, 244 characteristics of, 167-168

DLM, 172-178
failures in, 171-172
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guidelines for, 166-168

key points, 178

languages for, 168

sample policy, 168-171
Policy-driven management, 161
Policy engines

defined, 244

in DLM, 176

in ILM, 206
Port blocking

in FC, 48

in packet filtering, 125
Port-level access control, 161
Port zoning in FC, 138, 159
Postures

access control, 151

security, 124-125
PPRC (Peer to Peer Remote Copy), 103—-104
Pretty Good Privacy (PGP), 152, 190
Privacy, ILM for, 182
Private keys, 129
Processes, policies for, 167, 172
Productivity, data protection for, 5
Programming errors

exploited, 130-131

in SCSI, 149-150
Propagation delay, 109
Provisioning in SANs, 43
Proxies, 126
Public Company Accounting Board, 201
Public keys, 130

0 10

oS (Quality of Service)
defined, 244
in remote copy, 104

R
Radio frequency interference (RFI), 115
RAID (Redundant Array of Independent
Disks), 26-28
controllers in, 28-29
defined, 244
vs. remote copy, 99—100

INDEX 251

remote copy with, 116
Random errors in restore operations, 78
RDBMs (Relational Database Management
Systems), 119
Read heads, 244
Records management vs. ILM, 181-182
Recovery, 245. See also Restoration and
recovery
Recovery Point Objective (RPO)
in backups, 59-60
defined, 245
Recovery Time Objective (RTO)
in backups, 59-60
defined, 245
Redundant Array of Independent Disks
(RAID), 26-28
controllers in, 28-29
defined, 244
VvS. remote copy, 99—-100
remote copy with, 116
Regulatory concerns, 201
costs, 199
data protection for, 5
e-Privacy Directive, 203
Health Insurance Portability and
Accountability Act, 202
and laws, 203
Sarbanes-Oxley Act, 201-202
Relational Database Management Systems
(RDBMs), 119
Relationships, 136, 185, 194
Remote copy, 2, 14, 99-100
vs. backups, 97-99
case study, 120
defined, 245
design considerations for, 106-107
bandwidth, 107-109
bunkering, 113-115
costs, 116
latency, 107, 109-111
SANs, 107
synchronous and asynchronous,
111-113
failover in, 100-101
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Remote copy continued RTO (Recovery Time Objective)
key points, 121 in backups, 59-60
vs. replication, 117 defined, 245
topologies in, 101 Rules, policies for, 167
disk system, 102—-104 Rules-based context, 184-185
host-based, 101-102
network-based, 104-106 S
Remote network connections, 116 Sales, risk to, 6-7
Replacement value of information, 199 SANSs. See Storage Area Networks (SANSs)
Replication, 117-118 Sarbanes-Oxley (SOX) Act, 201-202
vs. backups, 97-99 SAS (Serial Attached SCSI)
case study, 120 benefits of, 30
database and e-mail, 118-119 defined, 245
defined, 245 working with, 33-34
event-driven vs. timed, 118 SATA (Serial ATA), 30
file, 119 characteristics, 36-37
key points, 121 defined, 245
Resource efficiency, ILM for, 182 in DLM, 176
Resource material, 225-226 SAS support for, 33-34
Restoration and recovery, 2, 56, 245. See Scaling in san, 43
also Backups Scanned documents, ILM for, 183
application-level, 89-94 Schema
costs of, 6 defined, 245
defined, 245 ILM, 196-198
in disaster recovery, 76-77 XML, 183, 211-219
issues Scope in information protection costs, 204
bad backups, 79-80 SCSI (Small Computer Systems Interface),
bad media, 77-78 18, 29-30
data corruption, 78-79 addressing in, 31
network congestion, 79 controllers in, 149-150
selective, 88-89 defined, 245
software for, 73-75 in file system bypassing, 142-143
storage systems for, 57-59 inline management of, 148-149
Retention policies, 174 in IP-based SAN attacks, 145
RFI (radio frequency interference), 115 iSCsI, 50
Risk, 5-6 LUNSs in, 31
from connectivity, 12-13, 156-157 locking, 162, 243
storage security breach outcomes, masking, 34-35, 162, 243
155-156 parallel, 29, 31-33
vendor lock-in, 157-158 protocols, 34
Rotating backups, 86-87 SAS, 33-34
RPO (Recovery Point Objective) standards, 35
in backups, 59-60 targets and initiators in, 30-31, 245
defined, 245 SCSI Enclosure Services (SES), 148—-149
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SCSI Trade Association, 226
Search engines

for ILM automation, 207

vs. inference engines, 189-190
SearchStorage.Com site, 227
Secrets, theft of, 8-9

Securities and Exchange Commission, 203,

227
Security concepts, 124
defense in depth, 125-128
diversity of defense, 128-129
encryption, 129-130
key points, 132
least privilege, 124-125
typical attacks, 130-132
Security postures, 124-125, 245
Security through obscurity, 154
Selective backup and restore, 88—89
Serial ATA (SATA), 30
characteristics, 36-37
defined, 245
in DLM, 176
SAS support for, 33-34
Serial Attached SCSI (SAS)
benefits of, 30
defined, 245
working with, 33-34
Server-less backups, 69-70
Server Message Block (SMB) protocol, 39
Server type programming errors, 149-150
Servers in LAN-based backups, 62-63
SES (SCSI Enclosure Services), 148—-149
SHA-1 hashes, 190
Shadow copies, 74
Shadowing in RAID, 27
Shareholder lawsuits, 8
Simple Name Server (SNS), 146
Single-mode fiber optic cable, 44
Single-tape backups, 86
Slashes (/) in XML, 211
Slave devices in parallel ATA, 35
Small Computer Systems Interface. See
SCSI (Small Computer Systems
Interface)

Smart cards, 128
SMB (Server Message Block) protocol, 39
Snapshots
vs. backups, 89
defined, 245
replication, 119
SNIA (Storage Networking Industry
Association), 226
SNS (Simple Name Server), 146
SNUG (Storage Networking User Groups),
226
Soft zoning in FC, 48, 138
Software
for backups and restore, 73-75
failures in, 11, 147-148
with vendor lock-in, 157-158
Solid-state storage
defined, 246
uses, 20
SOX (Sarbanes-Oxley) Act, 201-202
Specificity in policies, 168
Speed
of backups, 59
of restoring data, 76
Spoofing
defined, 246
IP-based SAN hosts, 145
WWN, 138-139
SOL replication commands, 119
SRDF (Symmetrix Remote Data Facility),
103
Standard lifecycles, 195
State
in context, 188
defined, 246
Stateful failover, 100, 246
Storage and storage technology, 17-18
access time, 23
arrays, libraries, and jukeboxes, 20-21
for backup and recovery, 57-59
DAS. See Direct Attach Storage (DAS)
data access in, 22
history of, 18-21
1/0, 21-22
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Storage and storage technology continued
1/0 stack, 24-29
vs. ILM, 181
key points, 52-53
model for, 3—4
NAS, 37-41
roles of, 19-20
SAN. See Storage Area Networks (SANSs)

security for. See Storage system security

streaming tape, 23-24

Storage Area Networks (SANSs), 19, 41-43
backups, 65-67, 92-94
components of, 43—-44
defined, 246
FC, 44-49
hybrid NAS-SAN devices, 40-41
IP-based, 49-50, 52
iSCSI, 50
over MANs and WANSs, 51-52
remote copy for, 107
risk multiplier of, 157
security in, 136

access control and encryption, 151-153

authentication, 137-138
FC vulnerabilities, 136—144
IP-based vulnerabilities, 144-148
NAS security, 151
SCSI vulnerabilities, 148—-150
switch operating systems, 161
system management software for,
160-161
Storage Networking Industry Association
(SNIA), 226
Storage Networking User Groups (SNUG),
226
Storage Networking World, 226
Storage switches
defined, 246
intelligent, 104
Storage system security, 2, 134
case study, 164
checklist for, 162—-163
DAS, 135-136

key points, 164-165
practices for, 158-163
risk in, 155-158

role of, 134-135

SAN security. See Storage Area Networks

(SANS)

secure FC channel protocols, 163
Streaming transfer

defined, 246

tape, 2324
Striping in RAID, 27
Structured data

backup constraints, 90-91

classifying, 186

in ILM, 182-183
Sufficient action for data protection, 8
Switched fabric, 45-46, 246
Switches

FC, 45—-46, 138-139

intelligent, 104

SANs, 161
Symmetrical encryption, 129
Symmetrix Remote Data Facility (SRDF),

103
Synchronous processes, 246
Synchronous remote copy, 111-113
System failure, data loss from, 11-12
System management software for SANs,
160-161

T
T10 and T11 committees, 227
Tags in XML, 211
Tape drives
for backups, 80-81, 83-84
defined, 246
in restoring data, 77
streaming, 23-24
Tape heads in restore operations, 78-79
Tape libraries, 21
Targets in SCSI, 30-31
TCP/IP
defined, 246

internal and external vectors in, 153-155 in IP-based SANSs, 147
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Technology in policies, 167, 172
Theft of information, 8-9
Third Party Copy, 70
Throughput in data restoration, 77
Timed replication, 118
Top-down policy approach, 167
Topologies
FC, 45-46
in remote copy, 101
disk system, 102—-104
host-based, 101-102
network-based, 104-106
Totally trusting relationships, 136
Tracking
context state, 188-189
in ILM automation, 205, 207
Transend Services case study, 164
Transfer time, 23
defined, 246
in parallel SCSI, 32
Transformations, information, 189
Transformed data in information lifecycle,
194
Transmission delay, 109
Triggers
in information lifecycle, 194
information value as, 199
Trojan horses, 131-132
TrueCopy system, 103
Trunking
defined, 246
for remote copy, 101
Two-factor authentication, 128
Two-way database replication, 119

U
Ultra SCSI types, 30
UML (unified markup language)
defined, 247
for policies, 168
Unattended backups, 61, 74
Understandability of policies, 168
Uniform Resource Locators (URLs), 192
Unintentional security breaches, 155

INDEX 255

Universal Resource Identifiers (URIs), 192
Unstructured information

backing up, 91

classifying, 187

in ILM, 182-183
URIs (Universal Resource Identifiers), 192
URLs (Uniform Resource Locators), 192
User-level authentication

vs. host authentication, 128

in NFS, 151

in SAN security, 137-138
Usernames in authentication, 127-128
Using SANs and NAS, 225
Utilities as security threats, 135-136

A%
Value managers, 24-25
Value matching in ILM, 198-199
Value-oriented resource assignment,
203-204
Vendor lock-in, 157-158
Vendor-specific policies, 167
Verifying backup integrity, 12
Versions in location paths, 191
Virtual fabrics, 159-161
Virtual Private Networks (VPNs)
defined, 247
for off-site backups, 91
Virtual tape method
benefits, 82
defined, 247
Viruses, 131-132
Volume managers, 24-25, 247
Volumes, 24-25, 247
VPNs (Virtual Private Networks)
defined, 247
for off-site backups, 91

w

WANSs (Wide Area Networks)
defined, 247
for off-site backups, 91
SANSs over, 51-52

Web server farms, 40
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Web sites, 226

Weekly backup sets, 88

What is Fibre Channel?, 226

Wide SCSI types, 30

Wire speed in data restoration, 77

World Wide Names (WWNSs)
defined, 247
in FC, 46-47, 138-139

Write heads, 22, 247

Written policies, 167

X

X-Copy, 70

XML (Extensible Markup Language)
defined, 247
for policies, 168, 170-171
schema, 183, 211-219

XML in a Nutshell, 225

Z
Zoning
defined, 247
in FC, 48, 137-140, 159-160
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