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access control
instruction, 159
lists, 105
additional attributes, 16
administration ports, 70
administration web interface, 54
alias, 16
aliases file, 171
alternate address, 16
annual checks, 214
antispam, 91, 163, 199
applications programming interfaces, 189
applications service provider, xviii
architecting, high availability differences, 201
architecture
categories, 15
high availability, 27, 203
messaging, 15
secure, 25
secure with failover, 28
single layer, 18
typical, 23
authentication cache size
DOS, 183
tuning, 183
authentication cache TTL, tuning, 183

B
Big Brother, 218
BMC Patrol, 219

Cc

calendar, web-based, 10
checklists, periodic maintenance, 209
checks

annual, 214

daily, 210

monthly, 212

quarterly, 213

weekly, 212
clients, popular, 8
comma separated variable-length file, 173
command-line interface

provisioning, 55
common name, 172
configuration

current settings, 45

Message Transfer Agent, 91

MTA directory, 96

MTA files, 96

shared folders, 103
connectivity, network, 37
console, administration, 53
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conversion channel

append disclaimer, 192

message processing, 189
conversion utility, PS to Acrobat, 197
CONVERSIONS file, 192
CSV file, 62
customizing, messenger express, 123

D
daemons, multiple, 45
daily checks, 210
data feeds, 62
database temporary directory, tuning, 183
delegated administrator
creating and administrating aliases, 171
GUI installation, 84
server installing, 82
delivery status notifications, tuning, 188
demilitarized zone, 15, 155
denial of service, 183
denial of service, prevention tuning, 181
dequeue message, 185
DHCP, 39

direct deliver
shared folders, 103
user folder, 103

direct LDAP
lookups, tuning, 187
manipulation, 171
direct lookup, LDAP, 94
directory, high availability, 204
dirsync, 94
disclaimer, adding a, 191
disk layout, 32
dispatcher, tuning, 185
domain name, 39
Domain Name Service, xviii
Dynamic Host Configuration Protocol, 39
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E

electronic messaging, 1

elm, 4,175

email, 1

email system, overall design, 65

enterprise web server, installing, 82
etc/system, tuning, 181

Extended Simple Mail Transfer Protocol, 17

F

failover software, 202
fully qualified host name, 37

H
high availability
architectures, 203
best practices and caveats, 207
conclusions, 207
configuration, 27
directory, 204
installation procedure and notes, 207
mailstore, 204
messaging deployment, 201
other architectures, 204
host name, fully qualified, 37
hosts, critical, 37

|
identifier and rights pairs, shared folders, 105
IMAP, xx,17

client, shared folders, 111
ims_master processes, tuning, 185
ims-ms channel, tuning, 186
IMTA, 187
imta_tailor file, tuning, 187



installation
script, 89
simple, 71
software, 69
values, 72

instant messaging, 3,7

Internet data center, 13

Internet Engineering Task Force, 16
Internet Service Provider, xviii, 18

J
Java, 11,53
JavaScript, 133
job controller, tuning, 185
job_limit

tuning, 186
JumpStart, 35

JumpStart Architecture and Security Scripts, 157

L
layers, security, 153
LDAP
hosts, tuning, 183
timeout, tuning, 184
Lightweight Data Interchange Format, 173
Lightweight Directory Access Protocol, xviii, 57
load balancing, network, 38
Local Mail Transfer Protocol, 17
log file location, 45
login screen, customizing, 126
logos, changing and adding, 124

M

mail eXchanger record, 24

mail gateway, 17

mailstore, 17

mailstore, high availability, 204
management information bases, 215
MAPPINGS file, 191

mappings, changing, 93

master directory server
installing, 75
preparing for messaging, 77
MAX_CLIENT_THREADS, tuning, 186
MAX_INTERNAL_BLOCKS, tuning, 187
message dequeue, 185
message processing, conversion channel, 189
message transfer agent, 17
Message Transfer Agent, configuration, 91
messages, number of, 3
messaging
devices, 2
electronic, 1
high availability deployment, 201
high availability, differences in planning, 206
implementations, 1
in a box, 18,70
managing and preventive maintenance, 209
strategy, 7
system testing, 85
system verification, 87
unified, 3
messaging multiplexer proxy, 18
messaging server
current configuration, 45
installing, 81
messaging services
beyond the basics, 8
messaging system
basic parts, 16
messaging, web, 9
messenger express, customizing, 123
migration
aliases and system-wide mailing lists, 170
basic steps, 167
export and import, 173
messages and folders, 169
password importance, 168
personal address books, lists, and
bookmarks, 172
sendmail, 174
sendmail mailbox content, 175
sendmail mailing lists, 175
sendmail personal address books, 175
sendmail user information, 174
specialized software, 175
user information, 168
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utilities, other, 173
utility, 173
MIME messages, parts, 189
MMP, tuning, 184
monitoring
SNMP, 215
monthly checks, 212
MTA, 17,215
basics, 92
history, 91
possibilities, 199
tuning, 185
Mulberry, shared folders, 111

N

naming services, 38

ncsize, tuning, 182

Netscape Messaging Server, 91, 247

Netscape Messenger, shared folders, 114
network connectivity, issues, 37

Network Information Service, 39

notices, tuning, 187

number of processes, tuning and limitation, 182

(o)

option.dat, tuning, 186
options tab
adding options, 133
removing options, 130
Orca, 218
outlook express, shared folders, 119
over-quota limits, configuring, 147

P
partitioning, 32

passwords, options for handling, 168
personal address book, 10

personal digital assistants, 2
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Pine, 4,175
port numbers, 45
portal, 10
Post Office Protocol, 4
postmaster
mail, tuning, 188
user account, creating, 85
practices, good computing, 31
pretty good protection (encryption), 163
process settings, 45
production and a non-production environment,
differences, 32
production environment, 32
production versus non-production, 32
project Orion, 11
protocol status, 45
provisioning
administration console, 53
authoritative sources, 61
command-line interface, 55
data feeds, 62
delegated administrator for messaging, 54
issues, 60
Lightweight Directory Access Protocol, 57
methods, 53
sample script, 66
script, 66
user ID, 64
web, 54
proxy servers
benefits, 26
drawbacks, 25

Q

Quality of Service, 13
quarterly checks, 213

R

return errors, customizing, 151
reverse database, tuning, 187
reverse DNS, 162



S
sample provisioning script, 66
Secure Multipurpose Internet Mail Extensions, 26
Secure Socket Layer, 5
security
antivirus and antispam, 163
digital signing, 163
directory, 159
enabling SSL, 161
layers, 153
message contents, 163
message store, 162
messaging server software points, 165
messaging software protocols, 159
MTA, 162
network layer, 154
non-standard ports, 161
PGP signing, 163
reverse DNS lookup, 162
search limits, 160
SMTP, 162
Solaris OE, 157
system, 157
sendmail, disabling, 74
servers, proxy, 18
service provider networks, 13
services, directory, 9
shared folders
configuration, 103
description, 104
direct deliver, 103
identifier and rights pairs, 105
IMAP client, 111
limitations, 106
Mulberry, 111
Netscape Messenger, 114
outlook express, 119
permission, 107
Short Messaging Service, 4
Simple Authentication and Security Layer, 100
Simple Internet Protocol, 3
Simple Mail Transfer Protocol, 4
simple messaging installation with MTA
benefits, 24
drawbacks, 24
SIMS, 91, 94

single layer architecture
benefits, 19
drawbacks, 19
single sign on, 65,138
enabling, 138
SMTP
relays, 23
security, 162
software
download location, 70
installation and configuration, 69
software delivery network, 7
concept, 12
Solaris OE
basic installation, 33
tuning, 180
spam, 5
standards
open, 7
supported for shared folders, 105
stateful packet inspection, 155
store database cache size, tuning, 183
Sun Internet Mail Server, 91
Sun Management Center, 216, 217
system
startup, 41
status, 41

system security points, 158
systems development life cycle, xix

T
TCP/IP, tuning, 179, 180
tcp_local_*_option files, tuning, 181
test accounts, creating, 86
threaddepth, tuning, 186
tools, alternative, 216
total cost of ownership, 19
Transmission Control Protocol/Internet
Protocol, 100
tuning
authentication cache TTL, 183
delivery status notification, 188
direct LDAP lookups, 187
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dispatcher, 185

etc/system, 181

ims_master processes, 185

ims-ms channel, 186

imta_tailor file, 187

job controller, 185

job_limit, 186

LDAP hosts, 183

LDAP timeout, 184

MAX_CLIENT_THREADS, 186

MAX_INTERNAL_BLOCKS, 187

MMP, 184

MTA, 185

ncsize, 182

notices, 187

option.dat, 186

postmaster mail, 188

reverse database, 187

Solaris OE, 180

store database cache size, 183

TCP/IP, 179, 180

tep_local_*_option files, 181

threaddepth, 186

user and group bind, 183

web mail spool directory, 184
typical architecture, benefits, 23

U

unified messaging, 3
unique user ID, 64
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UNIX user account and group, creating, 73

unsolicited bulk email, 5
user and group bind, tuning, 183
user folder, direct deliver, 103
user ID

data file sample, 65

email address, 64
user population turnover, 65
user store, 16

\')

virtual private network, 24, 154
virus scanning, 198

w

warning Email, configuring, 147
web mail permissions, 106

web mail spool directory, tuning, 184
web service, 11

web-based calendar, 10

weekly checks, 212

welcome email, setting initial, 146
What’s Up Gold, 216



