
FileVault 2 
Decoded



Similar Names, 
Different Beasts

• Apple completely revamped FileVault in 
Lion	



• Grown from a encryption solution that 
protected only home folders to one that 
can protect entire drives	



• For simplicity, the older FileVault 
encryption will be referred to as “FileVault 
1”



FileVault 1 Upsides

• Strong encryption	



• Came with the OS, no 
extra charge to use it	



• Designed to work like an 
decrypted account 
wherever possible



FileVault 1 Downsides

• Backups	



• Network accounts	



• Whole disk encryption 
not available



Back to the drawing 
board

• Complete rebuild of FileVault for Lion	



• Uses new virtual volume storage (Core 
Storage)	



• Core Storage encrypted volumes are built 
on a per-partition basis	



• Allows both encrypted and decrypted 
partitions on the same physical hard drive



How FileVault 2 works

• On startup, the Mac initially boots to a 
small decrypted partition that only provides 
access to the tools to unlock the larger 
encrypted storage.	



• When the right authentication is provided, 
the encryption unlocks and the Mac boots 
from the Mac’s regular OS.	



• By unlocking the encryption before the OS 
boots, the issues with network accounts 
and backups are solved.



FileVault 2 and 
Recovery HD

• One of the other new features in Lion was 
the Recovery HD partition.	



• Small hidden partition that provides tools 
to fix or reinstall the OS.	



• To use FileVault 2, you need to have the 
Recovery HD partition present.	



• Why? Because Recovery HD provides 
the unencrypted space needed to unlock 
and boot your encrypted Mac.





Using the Personal Recovery 
Key To Reset Passwords



Institutional Deployment

• With the exception of how the recovery 
key is generated and handled, setting up 
FileVault for personal use and setting it up 
for an institutional deployment can be 
exactly the same.	



• To avoid the administrative headache of 
tracking multiple individual recovery keys, 
Apple brought one part of FileVault 1 into 
FileVault 2.



Sole Survivor - 
FileVaultMaster.keychain

• What does FileVaultMaster.keychain do?	



• It sets a backdoor to encrypted Macs 
and is an alternate way to unlock the 
encryption when the account 
passwords don’t work.	



• Apple calls this the Master Password.	



• What role does the password you set as the 
Master Password actually play?	



• It’s the password used to unlock the 
FileVaultMaster.keychain.



Sole Survivor - 
FileVaultMaster.keychain

• Wait, what? If all the Master Password does is 
unlock a keychain, how does it do recovery?	



• FileVaultMaster.keychain’s contents are 
what actually do the recovery.	



• Inside the keychain is a public key (shows 
up as a SSL certificate) and an 
accompanying private key.	



• When you have both keys available in the 
FileVaultMaster keychain, you can use them 
to unlock or decrypt FileVault 2's 
encryption.



Sole Survivor - 
FileVaultMaster.keychain
• You can set a institutional recovery key for a 

FileVault 2 managed deployment in exactly the same 
way that you set the recovery key in FileVault 1.	



• Crucial difference	



• In FileVault 1, you could have both the private 
and public key stored in the 
FileVaultMaster.keychain when you encrypted.	



• In FileVault 2, only the public key can be stored 
in FileVaultMaster.keychain when you encrypt 
your Mac.



Creating an Institutional 
Recovery Key

• Make your FileVaultMaster.keychain by setting the 
Master Password on a specific machine. (You can 
skip this step if you’ve already got a set 
FileVaultMaster.keychain)	



• This FileVaultMaster.keychain will contain both 
private and public keys.	



• Next, make several copies of the 
FileVaultMaster.keychain file and store the copies in 
a secure place.	



• A locked safe would be a good place, or in an 
encrypted disk image on a secured file share.



Creating an Institutional 
Recovery Key

In 10.7.2 and higher, you can create 
FileVaultMaster.keychain from the command line.

To create a FileVaultMaster.keychain: 	


security create-filevaultmaster-keychain /path/to/FileVaultMaster.keychain

You’ll be prompted to set a password. Please enter	


the Master Password you want to use at this point.



Creating an Institutional 
Recovery Key

• Once you've got copies, unlock your 
FileVaultMaster.keychain by running the command 
below and entering the Master Password when 
prompted for the password: 	



security unlock-keychain /path/to/FileVaultMaster.keychain	



• After FileVaultMaster.keychain unlocks, go into 
Keychain Access and access FileVaultMaster.keychain	



• Remove the private key. It will be called FileVault 
Master Password Key and its kind is listed as 
private key.





Deploying an Institutional 
Recovery Key

• You can deploy the prepared 
FileVaultMaster.keychain using a 
variety of methods.	



• Install it via an installer package	



• Include it with your image	



• Copy it to your Macs using your 
system management tool(s).	



• A FileVaultMaster.keychain can be built 
once and then deployed to as many 
Macs as needed.



Disaster Recovery

• If you have the password to an authorized account 
available, you can unlock and/or decrypt from Disk 
Utility or the command line.	



• You can also use your recovery key to unlock and/
or decrypt from the command line.	



• You must unlock the drive before you will be able 
to decrypt it.

Sometimes bad things happen 
to good Macs



Recovering using your 
password

• Boot your Mac and hold 
down ⌘-R (Command –
R) to boot from the 
Mac’s Recovery HD 
partition.	



• Use Disk Utility and the 
password of an 
authorized user to either 
unlock or turn off the 
encryption.



Boot your Mac and hold down ⌘-R (Command –R) to 
boot from the Mac’s Recovery HD partition.

Open Terminal and use the following to identify the Logical 
Volume UUID of the encrypted drive.

diskutil corestorage list

Recovering from Terminal



Once you have the UUID, you’ll use it to identify the disk 
to be unlocked or decrypted.

Recovering from Terminal



Unlocking or decrypting using your password

Recovering from Terminal

To unlock: diskutil corestorage unlockVolume UUID -stdinpassphrase

To decrypt: diskutil corestorage revert UUID -stdinpassphrase

The -stdinpassphrase flag will cause the command to prompt you for 
the password/passphrase of an account that’s authorized to unlock 

the encryption.



Unlocking or decrypting with an personal recovery key

Recovering from Terminal

To unlock: diskutil corestorage unlockVolume UUID -passphrase recoverykey

To decrypt: diskutil corestorage revert UUID -passphrase recoverykey

This command would used only if FileVault 2 generated a personal  
recovery key. This would not apply if you’re using 

FileVaultMaster.keychain as an institutional recovery key.



Unlocking or decrypting with a institutional recovery key

Recovering from Terminal

To unlock FileVaultMaster.keychain: 	


security unlock-keychain /path/to/FileVaultMaster.keychain

You’ll be prompted a password. Please enter	


the Master Password at this point.

• Boot to Recovery HD or Apple’s Internet Recovery	



• Copy the FileVaultMaster.keychain with the private key in the keychain from its secured place 
to a convenient place accessible from Recovery HD.	



• To allow the Mac to get access to both the keys inside, unlock the FileVaultMaster.keychain.



Recovering from Terminal

To unlock: 

Unlocking or decrypting with an institutional recovery key

Once you’ve unlocked FileVaultMaster.keychain,  you can unlock or 
decrypt the disk.

diskutil corestorage unlockVolume UUID -recoveryKeychain /path/to/FileVaultMaster.keychain

To decrypt: 

diskutil corestorage revert UUID -recoveryKeychain /path/to/FileVaultMaster.keychain

As long as FileVaultMaster.keychain is unlocked,	


you should not be prompted for a password.





FileVault 2 

Under The Hood



Keys Used By FileVault 2
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Key- 
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Key
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Key-Driven Unlock Process
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Key 
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Encryption 
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Encryption 
Unlocks; 
OS boots

Derived 
Encryption 

Key



Generating derived key from the user’s password



Key validation and volume unlock



Pre-encryption access



Post-encryption access



Post-encryption access



No key? No access.



Mavericks’ fdesetup



fdesetup overview

Password
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Key- 

encrypting 
Key
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Decryption 

Key

Encryption 
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OS boots
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Key



fdesetup commands

fdesetup enable
fdesetup disable
fdesetup add

fdesetup remove
fdesetup changerecovery

fdesetup list

fdesetup removerecovery
fdesetup sync
fdesetup authrestart



fdesetup enable

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key !
Activates FileVault 2 Encryption	



Can set FileVault 2 encryption to use: 	



Individual alphanumeric recovery key	



Institutional recovery key using FileVaultMaster.keychain	



Both kinds of recovery key simultaneously	



Can enable multiple user accounts at time of 
encryption activation	



Can import user and certificate information



fdesetup enable

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
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OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable



fdesetup enable -user

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable -user username -usertoadd username



fdesetup enable -inputplist

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key

Note: All account passwords need to be supplied in cleartext.



fdesetup enable -inputplist

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable -inputplist < plistfile.plist



fdesetup enable -defer

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key



fdesetup enable -defer

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable -user username -defer plistfile.plist



fdesetup enable -defer

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable -defer plistfile.plist



fdesetup enable -defer

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key





fdesetup enable -keychain

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable -keychain



fdesetup enable -keychain

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable -keychain -norecoverykey



fdesetup enable -certificate

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable -certificate cert.cer



fdesetup enable -certificate

Password

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable -certificate cert.cer -norecoverykey



Password
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fdesetup enable -inputplist with public key data

Note: All account passwords need to be supplied in cleartext.



fdesetup enable -inputplist with public key data

base64 /path/to/filename.cer > /path/to/filename.txt



fdesetup enable -inputplist with public key data

Note: All account passwords need to be supplied in cleartext.



fdesetup enable -forcerestart

Password

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable -inputplist < /path/to/filename.plist -norecoverykey -
forcerestart



fdesetup enable -forcerestart

Password

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup enable -inputplist < /path/to/filename.plist -outputplist > /
path/to/recoverykeyinfo.plist –forcerestart





fdesetup disable

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key

Disables FileVault 2 encryption



fdesetup add

Password

Wrapped 
Key- 

encrypting 
Key
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Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key

!

Enables additional accounts 
after FileVault 2 encryption is 
complete


Can enable multiple user accounts

Can import user information



fdesetup add -usertoadd

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup add -usertoadd username



fdesetup add -inputplist

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key

Note: All account passwords need to be supplied in cleartext.



fdesetup add -inputplist

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup add -inputplist /path/to/plistname.plist



fdesetup list

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key

!
Displays enabled accounts	



List includes the accounts’ usernames and UUIDs



fdesetup list

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup list



fdesetup remove

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key

!

Removes accounts from the 
list of FileVault 2 enabled 
accounts


Can disable using account username

Can disable using account UUID



fdesetup remove -user

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup remove -user username



fdesetup remove -uuid

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup remove -uuid uuid_here



fdesetup changerecovery

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key

!

Manage personal and 
institutional recovery keys


Rotate existing recovery keys

Add new personal or institutional 
recovery keys



fdesetup changerecovery -personal

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup changerecovery -personal



fdesetup changerecovery -personal -inputplist

Password

Note: All account passwords need to be supplied in cleartext.



fdesetup changerecovery -personal -inputplist

Password

Note: All keychain passwords need to be supplied in cleartext.



fdesetup changerecovery -personal -inputplist

Password



fdesetup changerecovery -personal -inputplist

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key
sudo fdesetup changerecovery -personal  

-inputplist < /path/to/filename.plist



fdesetup changerecovery -personal -key

Password

Wrapped 
Key- 

encrypting 
Key
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Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup changerecovery -personal -key /path/to/recovery.keychain



fdesetup changerecovery -personal -key -outputplist

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key
sudo fdesetup changerecovery -personal -key /path/to/recovery.keychain -

outputplist > /path/to/new_recovery_key.plist 



fdesetup changerecovery -personal -key -outputplist

Password

Wrapped 
Key- 
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Key
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Key

Encryption 
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OS boots
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fdesetup changerecovery -institutional

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key
sudo fdesetup changerecovery -institutional  

-certificate /path/to/filename.cer



fdesetup changerecovery -institutional -keychain

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key

sudo fdesetup changerecovery -institutional -keychain	


-certificate /path/to/filename.cer 	


-key /path/to/filename.keychain



fdesetup changerecovery -institutional -inputplist

Note: All account passwords need to be supplied in cleartext.



fdesetup changerecovery -institutional -inputplist

Note: All keychain passwords need to be supplied in cleartext.



fdesetup changerecovery -institutional -inputplist

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key
sudo fdesetup changerecovery -institutional  

-inputplist < /path/to/filename.plist



fdesetup removerecovery

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key

!

Removes the current 
institutional or personal 
recovery key



fdesetup removerecovery -personal

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup removerecovery -personal



fdesetup removerecovery -personal -inputplist

Password

Note: All account passwords need to be supplied in cleartext.



fdesetup removerecovery -personal -inputplist

Password

Note: All keychain passwords need to be supplied in cleartext.



fdesetup removerecovery -personal -inputplist

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key
sudo fdesetup removerecovery -personal  

-inputplist < /path/to/filename.plist



fdesetup removerecovery -institutional

Password

Wrapped 
Key- 

encrypting 
Key
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Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Keysudo fdesetup removerecovery -institutional



fdesetup removerecovery -institutional -keychain

Password

Wrapped 
Key- 

encrypting 
Key

Bulk 
Decryption 

Key

Encryption 
Unlocks; 
OS boots

PBKDF2 
Derived 

Key
sudo fdesetup removerecovery -institutional -keychain 

-key /path/to/filename.keychain



fdesetup removerecovery -institutional -inputplist

Password

Note: All account passwords need to be supplied in cleartext.



fdesetup removerecovery -institutional -inputplist

Password

Note: All keychain passwords need to be supplied in cleartext.



fdesetup sync
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!

Compares directory service 
account information with 
Mac’s list of FileVault 2 
enabled accounts


Removes users that have been removed 
from the directory service.

Does not add directory service accounts 
to list of FileVault 2 enabled accounts.



fdesetup authrestart

Password
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fdesetup authrestart -inputplist

Password

Note: All account passwords need to be supplied in cleartext.



fdesetup authrestart -inputplist

sudo fdesetup authrestart -inputplist < /path/to/filename.plist



Limitations of FileVault 2
• FileVault 2 is an overall better solution than 

FileVault 1 is, but it does not necessarily 
cover all workplaces’ requirements for full 
disk encryption.	



• Can’t use remote management tools at 
the pre-boot login screen	



• Can’t use authentication methods 
other than password/passphrases	



• Pre-boot login screen can’t display 
username / password blanks



FileVault 2 and the Law
• For folks who need to satisfy regulatory 

requirements for encryption:	



• FileVault 2 is FIPS 140-2 Compliant for 
Mavericks.	



• FileVault 2’s underlying low level 
encryption uses Apple’s Common 
Crypto implementation	



• It is Apple's stated intention to 
continue its FIPS validation for shipping 
products.



FileVault 2’s Guest User





FileVault 2’s Guest User



Remote Locking and Wiping











Disabling FileVault 2’s 
Automatic User Login







Tips for Improving 
FileVault 2 Performance

• FileVault 2 is able to encrypt and decrypt 
SSDs much faster than conventional 
spinning disk hard drives.	



•  Processors that have built-in AES-NI 
support provide additional performance 
improvements for FileVault 2-encrypted 
Macs.



FileVault 2 
Decoded


