FileVault 2
Decoded



Similar Names,
Different Beasts

® Apple completely revamped FileVault in
Lion

® Grown from a encryption solution that
protected only home folders to one that
can protect entire drives

® For simplicity, the older FileVault
encryption will be referred to as “FileVault

I”



FileVault |

® Strong encryption

® Came with the OS, no
extra charge to use it

® Designed to work like an
decrypted account
wherever possible

Upsides

® O Security

| <[ » || ShowaAll Q

General | FileVault ' Firewall

FileVault secures your home folder by encrypting its contents. It automatically
encrypts and decrypts your files while you're using them.

WARNING: Your files will be encrypted using your login password. If you forget your login
password and you don't know the master password, your data will be lost.

A master password is set for this computer. ( Change...

This is a “safety net” password. It lets you unlock any
account on this computer.

FileVault protection is off for this account. C Turn On FileVault...

Turning on FileVault may take a while.

)}
| | Click the lock to make changes.



FileVault | Downsides

® Backups
® Network accounts

® Whole disk encryption
not available




Back to the drawing
board

® Complete rebuild of FileVault for Lion

® Uses new virtual volume storage (Core
Storage)

® Core Storage encrypted volumes are built
on a per-partition basis

® Allows both encrypted and decrypted
partitions on the same physical hard drive



How FileVault 2 works

® On startup, the Mac initially boots to a
small decrypted partition that only provides
access to the tools to unlock the larger
encrypted storage.

® When the right authentication is provided,
the encryption unlocks and the Mac boots
from the Mac’s regular OS.

® By unlocking the encryption before the OS
boots, the issues with network accounts
and backups are solved.



FileVault 2 and
Recovery HD

® One of the other new features in Lion was
the Recovery HD partition.

® Small hidden partition that provides tools
to fix or reinstall the OS.

® TJo use FileVault 2, you need to have the
Recovery HD partition present.

® Why! Because Recovery HD provides
the unencrypted space needed to unlock
and boot your encrypted Mac.
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Using the Personal Recovery
Key lo Reset Passwords




Institutional Deployment

® With the exception of how the recovery
key is generated and handled, setting up
FileVault for personal use and setting it up
for an institutional deployment can be
exactly the same.

® TJo avoid the administrative headache of
tracking multiple individual recovery keys,
Apple brought one part of FileVault | into
FileVault 2.



Sole Survivor -
FileVaultMaster.keychain

® What does FileVaultMaster.keychain do?

® |t sets a backdoor to encrypted Macs
and is an alternate way to unlock the
encryption when the account
passwords don’t work.

® Apple calls this the Master Password.

® What role does the password you set as the
Master Password actually play?

® |t's the password used to unlock the
FileVaultMaster.keychain.



Sole Survivor -
FileVaultMaster.keychain

® Wait, what! If all the Master Password does is
unlock a keychain, how does it do recovery?

® FileVaultMaster.keychain’s contents are
what actually do the recovery.

® |nside the keychain is a public key (shows
up as a SSL certificate) and an
accompanying private key.

® When you have both keys available in the & (
FileVaultMaster keychain, you can use them l
to unlock or decrypt FileVault 2's
encryption.




Sole Survivor -
FileVaultMaster.keychain

® You can set a institutional recovery key for a
FileVault 2 managed deployment in exactly the same
way that you set the recovery key in FileVault |.

® Crucial difference

® In FileVault |, you could have both the private
and public key stored in the
FileVaultMaster.keychain when you encrypted.

® In FileVault 2, only the public key can be stored
in FileVaultMaster.keychain when you encrypt
your Mac.



Creating an Institutional
Recovery Key

® Make your FileVaultMaster.keychain by setting the
Master Password on a specific machine. (You can
skip this step if you've already got a set
FileVaultMaster.keychain)

® This FileVaultMaster.keychain will contain both
private and public keys.

® Next, make several copies of the
FileVaultMaster.keychain file and store the copies in
a secure place.

® A locked safe would be a good place, or in an
encrypted disk image on a secured file share.



Creating an Institutional
Recovery Key

In 10.7.2 and higher; you can create
FileVaultMaster.keychain from the command line.

To create a FileVaultMaster.keychain:
security create-filevaultmaster-keychain /path/to/FileVaultMaster.keychain

® OO0 /N username — bash — 115x6
computername:~ username$ sudo security create-filevaultmaster—-keychain /Library/Keychains/FileVaultMaster.keychain &

Password:

password for new keychain:

retype password for new keychain:

Generating a 2048 bit key pair; this may take several minutes

computername:~ username$ ||

You'll be prompted to set a password. Please enter
the Master Password you want to use at this point.



Creating an Institutional
Recovery Key

® Once you've got copies, unlock your
FileVaultMaster.keychain by running the command
below and entering the Master Password when
prompted for the password:

security unlock-keychain /path/to/FileVaultMaster.keychain

® After FileVaultMaster.keychain unlocks, go into
Keychain Access and access FileVaultMaster.keychain

® Remove the private key. It will be called FileVault
Master Password Key and its kind is listed as
private key.
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Deploying an Institutional
Recovery Key

® You can deploy the prepared
FileVaultMaster.keychain using a
variety of methods.

® |nstall it via an installer package
® |[nclude it with your image

® Copy it to your Macs using your ‘
system management tool(s). e |

® A FileVaultMaster.keychain can be built
once and then deployed to as many
Macs as needed.



Disaster Recovery

Sometimes bad things happen
to good Macs

® |f you have the password to an authorized account
available, you can unlock and/or decrypt from Disk
Utility or the command line.

® You can also use your recovery key to unlock and/
or decrypt from the command line.

® You must unlock the drive before you will be able
to decrypt it.



Recovering using your
password

® Boot your Mac and hold

down d6-R (Command —
R) to boot from the
Mac’s Recovery HD
partition.

® Use Disk Utility and the
password of an
authorized user to either
unlock or turn off the
encryption.

New Window 3EN New Window &N
New 3 New 3
Open Disk Image... 30 Open Disk Image... 30
Close #EW Close #EW
Get Info 88| Get Info 8l
Unlock “Macintosh HD” Unlock “Macintosh HD”
Change Password... Change Password...

Turn Off Encryption... Turn Off Encryption...

Enter a password to unlock the disk "Macintosh
HD".

Password:
Remember this password in my keychain

Cancel Unlock




Recovering from Terminal

Boot your Mac and hold down 46-R (Command —R) to
boot from the Mac’s Recovery HD partition.

Open Terminal and use the following to identify the Logical
Volume UUID of the encrypted drive.

diskutil corestorage list

® OO0 /N username — bash — 51x5

computername:~ username$ diskutil corestorage list| ®




Recovering from Terminal

Once you have the UUID, you'll use it to identify the disk
to be unlocked or decrypted.

® 00 {8 username — bash — 71x38 e

computername:~ username$ diskutil corestorage list B
CoreStorage logical volume groups (1 found)

|
+-— Logical Volume Group ABBB1731-262E-4276-B478-90D305A3221F

Name: Macintosh HD
Status: Online
Size: 42089914368 B (42.1 GB)

Free Space: 16777216 B (16.8 MB)

|
+-< Physical Volume 794AF504-8DCD-49F9-91A1-0241ABC332C3

| Index: (%

| Disk: diskls2

| Status: Online

| Size: 42089914368 B (42.1 GB)

|

+-> Logical Volume Family A58B7(C38-B778-47D5-9AD8-B08C09094296
Encryption Status: Unlocked
Encryption Type: AES-XTS
Conversion Status: Complete
Conversion Direction: -none-
Has Encrypted Extents: Yes
Fully Secure: Yes
Passphrase Required: Yes

|
+-> Logical Volume 3443BADF-1ECD-460B-9810-8BB22998CAC7

Disk: disk2

Status: Online

Size (Total): 41754365952 B (41.8 GB)

Conversion Progress: -none-

Revertible: Yes (unlock and decryption required)
LV Name: Macintosh HD

Volume Name: Macintosh HD

Content Hint: Apple_HFS

computername:~ username$ [




Recovering from Terminal

Unlocking or decrypting using your password

To unlock: diskutil corestorage unlockVolume UUID -stdinpassphrase

To decrypt: diskutil corestorage revert UUID -stdinpassphrase

® 00 (Y username — bash — 113x9 e

computername:~ username$ diskutil corestorage unlockVolume 3443BADF-1ECD-460B-9810-8BB22998CAC7 -stdinpassphrase ®
Passphrase:

Started CoreStorage operation

Logical Volume successfully unlocked

Logical Volume successfully attached as disk2

Logical Volume successfully mounted as /Volumes/Macintosh HD

Core Storage disk: disk2

Finished CoreStorage operation

computername:~ username$ |

The -stdinpassphrase flag will cause the command to prompt you for
the password/passphrase of an account that’s authorized to unlock
the encryption.




Recovering from Terminal

Unlocking or decrypting with an personal recovery key

To unlock: diskutil corestorage unlockVolume UUID -passphrase recoverykey

To decrypt: diskutil corestorage revert UUID -passphrase recoverykey

e OO0 £ username — bash — 132x7

4
computername:~ username$ diskutil corestorage revert 3443BADF-1ECD-460B-9810-8BB22998CAC7 -passphrase 9RB7-DM29-V32V-UXRT-OXFM-V8LH &
Started CoreStorage operation on disk2 Macintosh HD
Core Storage LV UUID: 3443BADF-1ECD-460B-9810-8BB22998CAC7
Core Storage disk: diskls2
Finished CoreStorage operation on disk2 Macintosh HD
Decryption in progress; use “diskutil coreStorage list® for status
computername:~ username$ |

This command would used only if FileVault 2 generated a personal
recovery key. This would not apply if you're using
FileVaultMaster.keychain as an institutional recovery key.




Recovering from Terminal

Unlocking or decrypting with a institutional recovery key

Boot to Recovery HD or Apple’s Internet Recovery

Copy the FileVaultMaster.keychain with the private key in the keychain from its secured place
to a convenient place accessible from Recovery HD.

To allow the Mac to get access to both the keys inside, unlock the FileVaultMaster.keychain.

To unlock FileVaultMaster.keychain:
security unlock-keychain /path/to/FileVaultMaster.keychain

® OO £ username — bash — 84x5
computername:~ username$ security unlock-keychain /path/to/FileVaultMaster.keychain

You'll be prompted a password. Please enter
the Master Password at this point.



Recovering from Terminal

Unlocking or decrypting with an institutional recovery key

Once you've unlocked FileVaultMaster.keychain, you can unlock or
decrypt the disk.

To unlock:

diskutil corestorage unlockVolume UUID -recoveryKeychain /path/to/FileVaultMaster.keychain
To decrypt:

diskutil corestorage revert UUID -recoveryKeychain /path/to/FileVaultMaster.keychain

As long as FileVaultMaster.keychain is unlocked,
you should not be prompted for a password.



® OS X Utilities File Edit Utilities Window

OS X Utilities

Restore From Time Machine Backup

You have a backup of your system that you want to restore.
Reinstall OS X

Reinstall a new copy of OS5 X.

Get Help Online

Browse the Apple Support website to find help fo
Disk Utility
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FileVault 2
Under The Hood




Keys Used By FileVault 2

) Derived Encryption Key
) Key Encryption Key

» Volume Encryption Key




Key-Driven Unlock Process

Password

Derived
Encryption
Key

Key
Encryption
Key

Volume
Encryption

Encryption
Unlocks;
OS boots




Generating derived key from the user’s password



Key validation and volume uniock




Pre-encryption access



Post-encryption access



Post-encryption access




No key? No access.




Mavericks’ fdesetup




fdesetup overview




fdesetup commands

>

fdesetup enable
fdesetup disable
fdesetup add

fdesetup list

fdesetup remove
fdesetup changerecovery

fdesetup removerecovery
fdesetup sync
fdesetup authrestart

BN B N N N N N N NI



fdesetup enable

) Activates FileVault 2 Encryption

©® Can set FileVault 2 encryption to use:
@ Individual alphanumeric recovery key
@ Institutional recovery key using FileVaultMaster.keychain

© Both kinds of recovery key simultaneously

© Can enable multiple user accounts at time of
encryption activation

©® Can import user and certificate information




fdesetup enable

sudo fdesetup enable

e OO £ username — bash — 47x7

Last login: Sun Aug 25 17:27:45 on ttys@00
computername:~ username$ sudo fdesetup enable
Enter the user name:username

Enter the password for user 'username':
Recovery key = '8XV9-8C8X-RT77-Y7VK-4B(CN-XJE2'
Please reboot to complete the process.
computername:~ username$ I




fdesetup enable -user

sudo fdesetup enable -user username -usertoadd username

e OO £ username — bash — 81x7 "

Last login: Mon Aug 26 16:20:09 on ttys@@0

computername:~ username$ sudo fdesetup enable -user username -usertoadd rtrouton
Enter the password for user 'username':

Enter the password for the added user 'rtrouton’:

Recovery key = 'PVLC-QF76-84]8-CG7T-7FYM-9GL4'

Please reboot to complete the process.

computername:~ username$ l




fdesetup enable -inputplist

<7?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Username</key>
<string>localadmin</string>
<key>Password</key>
<string>password</string>
<key>AdditionalUsers</key>
<array>
<dict>
<key>Username</key>
<string>tom</string>
<key>Password</key>
<string>password</string>
</dict>
<dict>
<key>Username</key>
<string>harry</string>
<key>Password</key>
<string>password</string>
</dict>
</array>
</dict>
</plist>

Note: All account passwords need to be supplied in cleartext.



fdesetup enable -inputplist

sudo fdesetup enable -inputplist < plistfile.plist

® OO £ username — bash — 84x5

Last login: Mon Aug 26 18:04:40 on ttys@00
computername:~ username$ sudo fdesetup enable -inputplist < /path/to/fdesetup.plist
Recovery key = "HES54-(C76F-2F69-YROJ-XPNO-CMOL'

Please reboot to complete the process.

computername:~ username$ l




fdesetup enable -defer

<7xml version="1.0" encoding="UTF-8"7>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">

<plist version="1.0">

<dict>
<key>EnabledDate</key>
<string>2012-07-08 08:05:54 -0400</string>
<key>HardwareUUID</key>
<5tring>00000000-0000-1000-8000-000C293DEFEC</string>
<key>LVGUUID</key>
<string>B7990442-91D1-4F5E-8F04-DDAC7B3610F2</string>
<key>LVUUID</key>
<string>FF837400-B781-496E-8992-D5A11B5A1139</string>
<key>PVUUID</key>
<string>E@FDO9FB@-5D41-4597-A10B-73F0A463CC65</string>
<key>RecoveryKey</key>
<string>8MGZ-C7BL-ML2ZM-J6B4-HN35-ZD0A</string>
<key>SerialNumber</key>
<string>VMWVk2fm2om@q@/em3zWsLr2g</string>

</dict>

</plist>



fdesetup enable -defer

sudo fdesetup enable -user username -defer plistfile.plist

£ username — bash — 92x5
=

8 OO0

Last login: Sun Aug 25 21:04:24 on ttys@00
computername:~ username$ sudo fdesetup enable -user username -defer /path/to/recovery.plist

computername:~ username$ ||




fdesetup enable -defer

sudo fdesetup enable -defer plistfile.plist

e OO0 ¢ username — bash — 77x5

Last login: Sun Aug 25 21:13:53 on ttys@0l
computername:~ username$ sudo fdesetup enable -defer /path/to/recovery.plist

computername:~ username$ ||




fdesetup enable -defer

To add this user to FileVault, enter the Enabling FileVault on your volume.
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fdesetup enable -keychain

sudo fdesetup enable -keychain

e OO0 ¢ username — bash — 56x7

Last login: Sun Aug 25 21:23:59 on ttys@00
computername:~ username$ sudo fdesetup enable -keychain
Enter the user name:username

Enter the password for user 'username':

Recovery key = 'FS5BN-CWTQ-K9VA-NFPF-KPOB-KQTP'

Please reboot to complete the process.

computername:~ username$ I




fdesetup enable -keychain

sudo fdesetup enable -keychain -norecoverykey

® OO0 £ username — bash — 71x6 "
Last login: Sun Aug 25 21:28:02 on ttys@00 _
computername:~ username$ sudo fdesetup enable -keychain -norecoverykey
Enter the user name:username

Enter the password for user 'username':

Please reboot to complete the process.

computername:~ username$ l




fdesetup enable -certificate

sudo fdesetup enable -certificate cert.cer




fdesetup enable -certificate

sudo fdesetup enable -certificate cert.cer -norecoverykey

e OO £ username — bash — 101x6

Last login: Sun Aug 25 21:42:03 on ttys@00

computername:~ username$ sudo fdesetup enable -certificate /path/to/filevault_key.cer -norecoverykey
Enter the user name:username

Enter the password for user 'username':

Please reboot to complete the process.

computername:~ username$ l
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fdesetup enable -inputplist with public key data

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-~//Apple//DTD PLIST 1.@0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key=>Username</key>
<string>username</string>
<key>Password</key>
<string>passl23</string>
<key>AdditionalUsers</key>
<array>
<dict>
<key>Username</key>
<string>tom</string>
<key>Password</key>
<string=>password</string>
</dict>
<dict>
<key>Username</key>
<string>harry</string>
<key>Password</key>
<string=>password</string>
</dict>
</array>
<key>Certificate</key>
<data>
MIIDLjCCAhagAwIBAQIENSqyWTALBgkqhkiGO9w@BAQUWSTE fMBOGALUEAWWWRMLSZVZhdWx@IFJI1Y292ZXI5IEt 1eTEmMCQGALUE
DQwddHIvdXRvbnQtdm@zLnRhb211Y2h3b3J rcy5uZXQwHhcNMTMwODIOM] EZNTI1WhcNMTQwODIOM) EZNTI1W)BIMR8WHQYDVQQD
DBZGawWx1VmF1bHQ@UmVjb3Z1cnkgS2V5MSYwJAYDVQQNDB1Ocm91dG9udC12bTMudGFvbWVjaHdvemtzLm5 LdDCCASIWDQYIKoZI
hvcNAQEBBQADggEPADCCAQoCggEBAMIpO4TYYH8HC3H4AWWVOFPV48I1cdRIhBG1i90YIX8cQrgwWb72FTDCNDU+fD1cel++
KALheMNCmhOIwPshQtbUuUSngpfRYI/L6KIgIaUW4bpUksHXZOCIwSvTaD6+
np@6wniS48KNPmnyHqxNeYy fU2OwWAITPznP7w@VjU7pMbvv] ra@3gNDxxLc44Rj5YdHxn7U7gIUNCO8RxntNgC6hPSMuZVIgz8AU
FcOYuBYMLOTXrHytNoaZ@JXS2dj GRAwWRT@V30tK2qDFh8+vVrovTBt3xmk6hPREXTBO0dRDH6ZPOmN6R2vLLzZF4ANwk Lha@L4+
mwbPtd fV0Ss3wdkoUFF8CAWEAAaMgMB4wCwYDVROPBAQDAgKOMABGALUJEWEB /wQFMAMBAQAWDQYJKoZIhvcNAQEFBQADQQEBA+
5ZaqzQmnVDrIQBkxiBXql/
aRbQpetu5jLsItHDXRA1d2YiEFJHwy4jnUefrvTUTf76480CQ5Ft0jYL51YNn7QQ3MjvsFKzBh2wV1qJJAh] j jwbzMoVdRxFY8ATtC
ler9Tw/WvxiECvdgxBA37 iA+EGVTrRUGUCYtY+GhawIKQMR5Ac2XBpTgPatbVOxAtCo4+M9I4jghSxOGMwL jRHS4yELYH7 1w/
Au3V1TYezf+dqoT0aZ8c4wBOK3T4VeowMljjwDe9Q3/j3sT/CixvNhmlyYRUqUieZx7Vdf2+
oKKgMczyAVz@YBUX26 IMnpMQn4FvI9b5mOvo5U2/ZgpiQ8cHxM=
</data>
</dict>
</plist>

Note: All account passwords need to be supplied in cleartext.



fdesetup enable -inputplist with public key data

base64 /path/to/filename.cer > [path/to/filename.txt

® OO ¢ username — bash — 78x5 e

computername:~ username$ base64 /path/to/filename.cer > /path/to/filename.txt =
computername:~ username$ I




fdesetup enable -inputplist with public key data

<?xXml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-~//Apple//DTD PLIST 1.@0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Username</key>
<string>username</string>
<key>Password</key>
<string>passl23</string>
<key>AdditionalUsers</key>
<array>
<dict>
<key>Username</key>
<string>tom</string>
<key>Password</key>
<string=>password</string>
</dict>
<dict>
<key>Username</key>
<string=harry</string>
<key>Password</key>
<string=>password</string>
</dict>
</array>
<key>Certificate</key>
<data>
MIIDL)CCAhagAwWIBAQIENsqyWTALBgkghkiGOw@BAQUWSTE fMBOGAIUEAWWWRMLSZVZhdWx@IFI1Y292ZXI5IEt leTEmMCQGALUE
DQwddHIvdXRvbnQtdm@zLnRhb211Y2h3b3J rcy5uZXQwHhcNMTMwODIOM] EZNTI1WhcNMTQwODIOM]) EZNTI1W)BIMR8wWHQYDVQQD
DBZGawx 1VmF1bHQ@UmVjb3Z1lcnkgS2V5MSYwJAYDVQQNDB1Ocm91dG9udC12bTMudGFvbWVjaHdvemtzLm5 LdDCCASIwWDQYIKoZI
hvcNAQEBBQADQQEPADCCAQoCggEBAMIp04TYyH8HC3HAWWVOFPV48I1cdRjhBG1i90YIX8cQrgwWwb72FTDCNDU+TD1cel++
KALheMNCmhOIwPshQtbUuUSngpfRYI/L6KIgIaUWdbpUksHXZOCIwSvTqD6+
np@6wn iS48KNPmnyHqxNeYyfU2OwAITPznP7w@VjU7pMbvvI ra@3gNDxxLc44R]j5YdHxn7U7gIUNC@8RxntNgC6hPSMuZVIgz8AU
FcOYuBYMLOTXrHytNoaZ@JXS2d j GRAWRTOV30tK2qDFh8+vVr9vTBt3xmk6hPREXTB90odRDH6ZPOmn6R2vLLzF4ANwk Lha@L4+
mwbPtd fV0Ss3wdkoUFF8CAwWEAAaMgMBAwCwYDVROPBAQDAgKOMABGA1UJEWEB /wQFMAMBAQAWDQYJKoZIhvcNAQEFBQADgQEBAD +
5ZaqzQmnVDrIQBkxiBXql/
aRbQpetu5jLsItHDXRA1d2YiEFJHwy4jnUefrvTUTf76480CQ5Ft0jYL51Yn7QQ3MjvsFKzBh2wV1qJJAh] j jwbzMoVdRxfY8ATtC
ler9Tw/WvxiECvdgxBA37iA+EGVTrRUGUCY tY+GhawIKQMR5Ac2XBpfgPatbVOxAtCo4+M9I4jqhSxOGMwL jRHS4yELYH7 1w/
Au3V1TYezf+dqoT0aZ8c4wBOK3T4VeoWM]j jwDe9Q3/j3sf/CixvNhmlyYRUqUieZx7Vdf2+
0KKgMczyAVz@YBUX26 IMnpMQn4FvIb5mOvo5U2/ZgpiQ8cHxM=
</data>
</dict>
</plist>

Note: All account passwords need to be supplied in cleartext.



fdesetup enable -forcerestart

sudo fdesetup enable -inputplist < /path/to/filename.plist -norecoverykey -
forcerestart

e OO £ username — bash — 113x5 -
computername:~ username$ sudo fdesetup enable -inputplist < /path/to/filename.plist -norecoverykey -for'cer'estartl s




fdesetup enable -forcerestart

sudo fdesetup enable -inputplist < /path/tol/filename.plist -outputplist > /
path/to/recoverykeyinfo.plist —forcerestart

e OO ¢ username — bash — 84x5 "o

computername:~ username$ sudo fdesetup enable -inputplist < /path/to/filename.plist =
-outputplist > /path/to/recoverykeyinfo.plist —forcerestartl







fdesetup disable

) Disables FileVault 2 encryption



fdesetup add

) Enables additional accounts
after FileVault 2 encryption is
complete

© Can enable multiple user accounts

© Can import user information



fdesetup add -usertoadd

sudo fdesetup add -usertoadd username

21

e OO /N username — bash — 68x5

Last login: Sun Aug 25 21:46:41 on console
computername:~ username$ sudo fdesetup add -usertoadd administrator

Enter a password for '/':
Enter the password for the added user 'administrator':

computername:~ username$ |




fdesetup add -inputplist

<7?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Username</key>
<string>rtrouton</string>
<key>Password</key>
<string>password</string>
<key>AdditionalUsers</key>
<array>
<dict>
<key>Username</key>
<string>fcheeryble</string>
<key>Password</key>
<string>password</string>
</dict>
<dict>
<key>Username</key>
<string>nnickleby</string>
<key>Password</key>
<string>password</string>
</dict>
</array>
</dict>
</plist>

Note: All account passwords need to be supplied in cleartext.



fdesetup add -inputplist

sudo fdesetup add -inputplist /path/to/plistname.plist

#} username — bash — 83x5
=

8 OO0

Last login: Sun Aug 25 22:09:00 on ttys@0l
computername:~ username$ sudo fdesetup add -inputplist < /path/to/userstoadd.plist

computername:~ username$ ||



fdesetup list

) Displays enabled accounts

@ List includes the accounts’ usernames and UUIDs



fdesetup list

sudo fdesetup list

e OO0 £ username — bash — 50x6

Last login: Sun Aug 25 22:09:04 on ttys@0l
computername:~ username$ sudo fdesetup list
username ,485A09CF-B@OD5-469A-8224-2DD1877E7808B
administrator,DDB87E8D-B150-4D@6-A59D-774AD28D119C
rtrouton, 8AE6C365-E38F-49E2-998(C-F4742CC9980C

computername:~ username$ ||




fdesetup remove

b Removes accounts from the
list of FileVault 2 enabled
accounts

©® Can disable using account username

©® Can disable using account UUID



fdesetup remove -user

sudo fdesetup remove -user username

<=Z7xml wversion="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC " /sApple s DTD PLIST 1.©0--7EN" "http:/ s www.apple.com/ DTIDs/Propertylist-1.0.dtd">
<plist version="1.0">

<dict>
<key>EnabledDate< /key>
=sString>2012-07-08 ©38:905:54 -0400< string>
<key>=HardwareUUID< /key>
<=string — —1000-8000-P0OC2Z223DEFEC<string=
<=key>LVGUUID< - key>
<=sString>=B7929044Z2-21D1-4FS5SE-8F0O@4-DDAC7B361O0FZ2</string=>
<key=>=LVUUID< /key=>
<sString>=FF837400-B781-426E-82922-DSA11BSA11392< s string=
<=key>PVUUID< - "key>
<=sString>=E@FD2FOO-5D41-4597 -A10B-73FO0A463CC65S</string=>
<key>RecoveryKey</key>
<=string=38MGZ-C7BL-MLZM-IJ6B4-HN35-ZDOA< /string>
<key>SerialNumber< - /key>
=string>VMWVkZfmZom@q@ - em3zWsLr2g<-s/string>

<=/dict>

=/plist>




fdesetup remove -uuid

sudo fdesetup remove -uuid uuid_here

#} username — bash — 89x5
=

8 OO0

Last login: Sun Aug 25 22:14:00 on ttys@@5
computername:~ username$ sudo fdesetup remove -uuid 8AE6(C365-E38F-49E2-998C-F4742C(C9980C

computername:~ username$ ||




fdesetup changerecovery

) Manage personal and
institutional recovery keys
©® Rotate existing recovery keys

® Add new personal or institutional
recovery keys



fdesetup changerecovery -personal

sudo fdesetup changerecovery -personal

® OO0 £ username — bash — 64x5 "
Last login: Mon Aug 26 11:29:06 on ttys@00

computername:~ username$ sudo fdesetup changerecovery -personal
Enter a password for '/', or the recovery key:

New recovery key = 'YNXY-AHZ7-VRFD-Z75Y-RCEV-D46L'

computername:~ username$ ||




fdesetup changerecovery -personal -inputplist

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">

<dict>

<key>Password</key>

<string>password</string>

</dict>

</plist>

Note: All account passwords need to be supplied in cleartext.



fdesetup changerecovery -personal -inputplist

Note: All keychain passwords need to be supplied in cleartext.



fdesetup changerecovery -personal -inputplist

fdesetup(8) Mac OS X Manual Page "
@ Apple Inc. & developer.apple.com locumentation ¢ |°|

& Developer Q

OS X Man Pages

KeychainPath
The path to the private key keychain file if you are authenticating to certain comamnds.

KeychainPassword
The password to the private key keychain.

EXAMPI ES




fdesetup changerecovery -personal -inputplist

sudo fdesetup changerecovery -personal
-inputplist < /path/to/filename.plist

e OO0 £ username — bash — 64x5 "
Last login: Mon Aug 26 14:14:14 on ttys@03
computername:~ username$ sudo fdesetup changerecovery -personal

-inputplist < /path/to/fdesetup.plist
New recovery key = 'K9BV-PQH9-4LRV-PJ]3Y-X47Z-FFUG'

computername:~ username$ ||




fdesetup changerecovery -personal -key

sudo fdesetup changerecovery -personal -key /path/to/recovery.keychain

zl
4

{} username — bash — 96x5
=]

8 OO0
computername:~ username$ sudo fdesetup changerecovery -personal -key /path/to/recovery.keychain

Enter the password for the recovery keychain:
New recovery key = 'XZ9U-R4P3-XKQF-VO6A-Z6RG-KGXL'

computername:~ use rname$




fdesetup changerecovery -personal -key -outputplist

sudo fdesetup changerecovery -personal -key /path/to/recovery.keychain -
outputplist > /path/to/new_recovery_key.plist

zl
4

® OO £ username — bash — 96x5
=]

computername:~ username$ sudo fdesetup changerecovery -personal -key /path/to/recovery.keychain
-outputplist > /path/to/new_recovery_key.plist

Enter the password for the recovery keychain:

computername:~ username$ |




fdesetup changerecovery -personal -key -outputplist

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Change</key>
<true/>
<key>EnabledDate</key>
<string>2013-12-20 13:51:58 -0500</string>
<key>HardwareUUID</key>
<string>00000000-0000-1000-8000-000C2991B2(C4</string>
<key>HasMasterKeychain</key>
<true/>
<key>RecoveryKey</key>
<string>MLZA-NZTC-MVLM-082Q-Y8TW-F8FX</string>
<key>SerialNumber</key>
<string>VM401B1pPKGn</string>
</dict>
</plist>



fdesetup changerecovery -institutional

sudo fdesetup changerecovery -institutional
-certificate /path/to/filename.cer

e OO £ username — bash — 69x10 2

Last login: Tue Aug 27 15:23:15 on ttys@00

computername:~ username$ sudo fdesetup changerecovery -institutional
-certificate /path/to/new_recovery_key/new_public_key.cer

Unexpected FileVaultMaster keychain was found. Attempting to move exi
sting keychain to /Library/Application Support/fdesetup/.

2013-08-27 15:33:49.628 fdesetup[1941:507] fdesetup: Warning: Using c
ertificate option with existing FileVault master keychain. Moved key
chain to /Library/Application Support/fdesetup/.

Enter a password for '/':

computername:~ username$ ||




fdesetup changerecovery -institutional -keychain

sudo fdesetup changerecovery -institutional -keychain
-certificate /path/to/filename.cer
-key /path/to/filename.keychain

e OO £ username — bash — 79x11 "

Last login: Mon Aug 26 12:52:54 on ttys@@l

computername:~ username$ sudo fdesetup changerecovery -institutional -keychain
-certificate /path/to/new_recovery_key/public_key.cer -key /path/to/old_recover
y_key/FileVaultMaster.keychain

Unexpected FileVaultMaster keychain was found. Attempting to move existing keyc
hain to /Library/Application Support/fdesetup/.

2013-08-26 12:54:53.920 fdesetup[348:507] fdesetup: Warning: Using certificate
option with existing FileVault master keychain. Moved keychain to /Library/App
lication Support/fdesetup/.

Enter the password for the recovery keychain:

computername:~ username$ [




fdesetup changerecovery -institutional -inputplist

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">

<dict>

<key>Password</key>

<string>password</string>

<key>Certificate</key>

<data>

MIIDL jCCAhagAwIBAgIENsqyWTALBgkghkiGOw@BAQUWSTEfMBAGALUEAWWWRMLSZVZhdWx@
IFJ1Y292ZXJ)51Et1eTEMMCQGAIUEDQwddHIvdXRvbnQtdm@zLnRhb211Y2h3b3Jrcy5uZXQw
HhcNMTMWODIOMFEZNTI1IWhcNMTQWODIOMFEZNTI1W]BIMREWHQYDVQQDDBZGaWx1VmF1bHQg
UmV3jb3Z1cnkgS2VSMSYwJAYDVQQNDB1@cm91dGOudC12bTMudGFvbWV jaHdvemtzLm51dDCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMIp04TYyH8HC3H4WWVAFPV48I1cdRjh
BG190YJIX8cQrgWb72FTDCNbU+fD1cel++KALheMNCmhOIwPshQtbUuU9ngpfRY1/
L6KIgIaUW4bpUksHXZOCIwSvfqD6+
np@6wniS48KNPmnyHgxNeYyfUZ2OwWAITPznP7w@VjU7pMbvv]ra@3gNDxxLc44Rj5YdHxn7U7
gIUNCc@8RxntNgCehPSMuzZVIgz8AUFcOYuBYMLOfXrHytNoaZ@JXS2djGRAWRTAV30tK2qDFh
8+vVrovTBt3xmk6hPREXfB9odRDH6ZPOmn6R2vLLZF4ANWk1ha@L4+
mwbPtdfVOSs3wdkoUFF8CAWEAAaMgMB4wCwYDVROPBAQDAgK@OMABGALUMEWEB/
wQFMAMBAQAWDQYJKoZIhvcNAQEFBQADggEBAJ+5ZaqzQmnVDrIQBkxiBXql/
aRbQpetu5jLsJtHDxRd1d2YiEFJHwy4jnUefrvTUf76480CQ5Ft0jYL51Yn7QQ3MjvsFKzBh
2wV1gJJAh7jjjwbzMoVdRxfY8Aftcler9Tw/WvxiECvdgxBA371A+EGVTrRUGUCYtY+
GhawIKQMR5Ac2XBpfgPatbVIxAtCo4+M914jghSxOGMwL jRHS4YELYH71w/Au3V1iTYezf+
dqof0aZ8c4wBOK3T4VeoWM] jjwDe9Q3/j3sf/CjxvNhmlyYRUqUieZx7Vdf2+
oKKgMczyAVz@Y8UX26 1MnpMQn4Fv9b5mOvo5U2/Zgp1iQ8cHxM=

</data>

</dict>

</plist>

Note: All account passwords need to be supplied in cleartext.



fdesetup changerecovery -institutional -inputplist

<?xml version="1.0" encoding="UTF-8"7>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">

<dict>

<key>KeychainPath</key>

<string>/path/to/filename.keychain</string>

<key>KeychainPassword</key>

<string>password</string>

<key>Certificate</key>

<data>

MIIDCDCCAfCgAwIBAgIEXKugDjALBgkghkiGOw@BAQUWN jEfMBOGALUEAWWWRMLSZVZhdWx@IFJ1Y292ZX]S5IEt1eTETMBEGALIUEDQw
KZWJvbilzaGlueTAeFw@xNDA3MDQyMzM1MjRaFWOXNTA3MDQyMzMIMjRaMDYxHzAdBgNVBAMMFkZpbGVWYXVsdCBSZWNvdmVyeSBLZX
kxEzARBgNVBAOMCmVib24tcZ2hpbnkwggE iMABGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDRNNXuc811kxDcDX+
wrm4ut1M8QErWjehdrVpCGA61ipCcyeYL4s8ZBgi/

O0bI43q@vwgTvTVHrzzU46RIKGQcCS5zYhvbvuFYIY jAgnVfaobW8XWEfRwWSGihzplj1NcyvV1jQre4N6i/1IPBY8UR1sVME+
1PEDUURgB/XXyhgW1Izu8V5RrUAkdLh3H10d+XctDs3sD1gE69M+I00ThcgdN8tx3ZbGFUv+4vvMZH3bRc2Lc7goC44M51+
dpdR1tcOxpcwxgéXYkkA/dcA+AauS95FoStVXgXBOCnfKS5RneF5+
AgOibUHNhI2z5dIYv]jFDPG3vjjpsIZZdokVeCt@hSL1AgMBAAGjIDAeMAsSGA1UdDWQEAWICtDAPBgNVHRMBAf8EBTADAQEAMARGCSqG
SIb3DQEBBQUAA4IBAQCeeDPE7u++bY1LrbPBWcySHRN8L /@OKqpSFS554krJ06nFOFcwpgNBgZIylzKx7gqYrJA3RHeT/yVys140/
470Z)jjreSzebvIpPdahd5xL3QKr1A2ILBBKItGBfgsevPfi9Gs4G/
PHbOLcEeTI9mLm8gALChK5V2ZHAGOR3b31S5ZcwS5rUNNXxzSqSy4ZZz1npY4WC7pzEDZ1KIUNIQZm1r3CkWdqzREZzeW9008VhnY3ypitNP
h+BmzbUks1zHccxJSCFp1cSZQw4 7ncegWtZkResLiSpwlPfXPY7wnrblriPNOYzOMFax5fXVWHefDXPy/1BCt9milfz30QEGkOkdq/
AxD3

</data>

</dict>

</plist>

Note: All keychain passwords need to be supplied in cleartext.



fdesetup changerecovery -institutional -inputplist

sudo fdesetup changerecovery -institutional
-inputplist < /path/to/filename.plist

2l
4

e OO £ username — bash — 107x6

computername:~ username$ sudo fdesetup changerecovery -institutional -inputplist < /path/to/filename.plist =
Unexpected FileVaultMaster keychain was found. Attempting to move existing keychain to /Library/Application

Support/fdesetup/.
2014-01-12 14:35:30.214 fdesetup[1694:507] fdesetup: Warning: Using certificate option with existing FileVa

ult master keychain. Moved keychain to /Library/Application Support/fdesetup/.
computername:~ username$ l




fdesetup removerecovery

) Removes the current
institutional or personal
recovery key



fdesetup removerecovery -personal

sudo fdesetup removerecovery -personal

® OO0 £ username — bash — 64x5 "
Last login: Mon Aug 26 ©9:39:23 on ttys@@3

computername:~ username$ sudo fdesetup removerecovery -personal
Enter a password for '/', or the recovery key:

computername:~ username$ l




fdesetup removerecovery -personal -inputplist

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">

<dict>

<key>Password</key>

<string>password</string>

</dict>

</plist>

Note: All account passwords need to be supplied in cleartext.



fdesetup removerecovery -personal -inputplist

Note: All keychain passwords need to be supplied in cleartext.



fdesetup removerecovery -personal -inputplist

sudo fdesetup removerecovery -personal
-inputplist < /path/to/filename.plist

¢ username — bash — 102x5
=]

8 OO

Last login: Tue Aug 27 22:30:53 on ttys@@2
computername:~ username$ sudo fdesetup removerecovery -personal -inputplist < /path/to/fdesetup.plist

computername:~ username$ ||




fdesetup removerecovery -institutional

sudo fdesetup removerecovery -institutional

e OO0 ¢ username — bash — 69x5

Last login: Mon Aug 26 09:41:01 on ttys@05
computername:~ username$ sudo fdesetup removerecovery -institutional

Enter a password for '/':
computername:~ username$ I




fdesetup removerecovery -institutional -keychain

sudo fdesetup removerecovery -institutional -keychain
-key Ipath/tol/filename.keychain

® OO0 ¢ username — bash — 69x5 "
Last login: Mon Aug 26 13:18:27 on ttys@00

computername:~ username$ sudo fdesetup removerecovery -institutional
-key /path/to/old_recovery_key/FileVaultMaster.keychain

Enter the password for the recovery keychain:

computername:~ username$ ||




fdesetup removerecovery -institutional -inputplist

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">

<dict>

<key>Password</key>

<string>password</string>

</dict>

</plist>

Note: All account passwords need to be supplied in cleartext.



fdesetup removerecovery -institutional -inputplist

Note: All keychain passwords need to be supplied in cleartext.



fdesetup sync

) Compares directory service
account information with
Mac’s list of FileVault 2
enabled accounts

® Removes users that have been removed
from the directory service.

©® Does not add directory service accounts
to list of FileVault 2 enabled accounts.



fdesetup authrestart

e
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fdesetup authrestart -inputplist

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">

<dict>

<key>Password</key>

<string>password</string>

</dict>

</plist>

Note: All account passwords need to be supplied in cleartext.



fdesetup authrestart -inputplist

sudo fdesetup authrestart -inputplist < /path/to/filename.plist

e OO £ username — bash — 92x5 )

computername:~ username$ sudo fdesetup authrestart —-inputplist < /path/to/authrestart.plistl _




Limitations of FileVault 2

® FileVault 2 is an overall better solution than
FileVault | is, but it does not necessarily
cover all workplaces’ requirements for full
disk encryption.

e Can’t use remote management tools at
the pre-boot login screen

® Can’t use authentication methods
other than password/passphrases

® Pre-boot login screen can’t display
username / password blanks



FileVault 2 and the Law

® For folks who need to satisfy regulatory
requirements for encryption:

® FileVault 2 is FIPS 140-2 Compliant for
Mavericks.

® FileVault 2’s underlying low level
encryption uses Apple’s Common
Crypto implementation

® |t is Apple's stated intention to
continue its FIPS validation for shipping
products.



FileVault 2’s Guest User




Local Admin

User Name

Guest User




FileVault 2’s Guest User
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Remote Locking and Wiping

iCloud - Find My iPhone
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Disabling FileVault 2’s
Automatic User Login

-

Local Admin

eeeeeeee



@ @ @ @ =+ | & support.apple.com/kb/HT5989 — OS X: How to disable automatic login when FileVault is enabled @

Support

OS X: How to disable automatic login when Languages _English
FileVault is enabled

OS X Mavericks lets you disable automatic login when FileVault is enabled using one of the methods
described below.

Passwords
When disabling automatic login, two passwords are required while starting up:

= One password is needed to unlock the disk at the EFI Login Window.
= Another password is needed to log in at the regular Login Window.

These passwords can be the same if you are logging in as the user who unlocked the disk.

Command line
Use the following command to disable automatic login when FileVault is enabled:

sudo defaults write /Library/Preferences/com.apple.loginwindow DisableFDEAutoLogin
~-bool YES

Use the following command to allow automatic login when FileVault is enabled:

sudo defaults delete /Library/Preferences/com.apple.loginwindow DisableFDEAutoLogin

Profile Manager
You can use Profile Manager to create a Custom Settings payload with the following information.

Preference Domain: com.apple.loginwindow
Key: DisableFDEAutoLogin

Type: Boolean

Value: On (checked)




Local Admin User Name




Tips for Improving
FileVault 2 Performance

® FileVault 2 is able to encrypt and decrypt
SSDs much faster than conventional
spinning disk hard drives.

® Processors that have built-in AES-NI
support provide additional performance
improvements for FileVault 2-encrypted
Macs.



FileVault 2
Decoded



