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CHAPTER SIX

Message Routing

6.1 INTRODUCTION

This chapter discusses message routing patterns. It includes discussion and applica-
tion of patterns from [EIP] Messaging Systems and Message Routing. The chapter
briefly discusses where a Java CAPS solution developer can make routing decisions
and discusses each of the routing patterns in turn, specifically Splitter, Aggregator,
Resequencer, Scatter-Gather, Routing Slip, Process Manager, and Message Broker.

6.2 OVERVIEW

A messaging-based integration solution, whether or not and however it trans-
forms messages as they pass through, inevitably routes messages from one or
more sources to one or more destinations. A Java CAPS solution can make mes-
sage routing decisions in four areas: the JMS Message Server, the connectivity
map, the Java Collaboration definition, and the eInsight Business Process. Typical
solutions that use just the eGate infrastructure would perform routing through
the JMS Message Server, the connectivity map, and possibly the Java Collabora-
tions. Typical solutions that use elnsight Business Process Management (BPM)
would perform routing predominantly within elnsight Business Processes but
may also route in the connectivity map. In all but the simplest solutions, routing
will likely be performed by multiple components.

Routing in the JMS Message Server is performed as a consequence of config-
uring nondefault redelivery handling, which can divert messages to Dead Letter
Queues. This issue was discussed in Chapter 5, “Messaging Infrastructure,” sec-
tion 5.13.
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The connectivity map, the graphical representation of how Java CAPS com-
ponents are connected, is the means to both collect all integration solution com-
ponents that will be deployed as part of a single enterprise application and to
configure certain aspects of the message endpoints that are logical in nature, such
as JMS Destination names and properties, or names and name patterns for file
system objects. The simplest functional Java CAPS solution must have a mini-
mum of two components: a message source and a service that operates on mes-
sages from that source. Unlikely as it may seem, in special circumstance, such an
apparently useless solution might be valid and reasonable. What [EIP] calls the
Channel Purger would be an example of a solution that receives messages from
an endpoint and routes them to nowhere. Figure 6-1 shows a connectivity map
for a basic Channel Purger.

This is the simplest example of message routing: Fixed Routing [EIP].

Note

@\ A Java CAPS implementer would typically look at the connectivity map for
routing information—which components publish and subscribe to which JMS
Destinations and how many, and which JMS Destinations are subscribed to/
published to by an elnsight Business Process. For that reason, a solution that
makes explicit routing decisions in Java Collaboration Definitions (JCDs) or
Business Processes will be more difficult to analyze by an implementer new to
it. It will also make it harder for the original developers to recall where and
how routing decisions are made. If no other considerations dictate specific
choices, given a choice of explicit routing in a JCD and explicit routing in an
elnsight Business Process, choose the latter, as its graphical depiction of pro-
cessing logic makes it more obvious that explicit routing takes place. Multiple
subscriptions and/or publications by a service on a connectivity map are a
strong hint that explicit routing is taking place inside a service component.

Message Router [EIP], a specialized Filter [EIP], represents a component in
an integration solution that causes messages to be passed from a source to a des-
tination depending on a possibly empty set of criteria. Unlike connectivity map—

Dayl-b @ o5

tJMSDestination cmChannelPurger_jcdJMSTextChannelPurger?

FIGURE 6-1: Channel Purger
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based fixed routing, Message Router variants that make explicit routing decisions
programmatically can all be implemented in a Java CAPS solution using either
JCDs or elnsight Business Processes or both.

The following sections discuss implementation of most of the router patterns
using Java CAPS as the infrastructure.

6.3 FIXED ROUTER

A fixed router, one where a single channel is a source of messages and a single
channel is a destination, is the most trivial form of a Message Router. You would
typically configure the connectivity map source and destination to configure a
fixed router. If necessary, however, a Java Collaboration or a Business Process
can be constructed to explicitly choose a destination if that destination is a JMS
Destination.

Given the connectivity map shown in Figure 6-2, we would expect that the
Java Collaboration publishes messages to the JMS Destination (queue) gDummy-
Destination.

Inspection of the collaboration source, shown in Figure 6-3, reveals that it is
the JMS Destination (queue) gqNewQueue that is the actual destination of mes-
sages. This destination is hardcoded in the fixed router.

The same effect could be achieved by explicit assignment of the destination
queue name prior to sending the message, as shown in Figure 6-4.

Given the connectivity map shown in Figure 6-5, we would again expect the
queue gDummyDestination to be the destination of messages.

Inspecting the business rules embedded in the elnsight Business Process, shown
in Figure 6-6, reveals this to not be the case.

In this example, an explicit assignment of a JMS Destination name to the des-
tination node of the JMS OTD results in messages being explicitly routed to a
JMS Destination (queue) gNewJMSDestination.

Doyl @ > jp @ AT
gSource crFixedRouterJCD_Servicel qDummyDestination

FIGURE 6-2: Connectivity map of an implicit fixed router
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Business Rules Designer

S0 F 83X Wypookan~ P Comparison~ [Math~ Sobject~ A Sting~ [i]

W_toJMSDestination.sendTexdTo(input. Texdhdessage, "qNewlueuse"

o ?T::} jedFixedRouter)CD

e
fi) % input 3 sendTextTo
[o g ﬁ BytesMessage

| O JMS

— @ JMSMessageType

é)' fﬂ Maphessage @ payload (String)
o L,-g MessageProperties A sting ~ @ destination ($tring)

|- "¢ streamMassage ‘qNewlueue” ®
— @ TextMessage
@ El:é UserProperty
@ ™2 W_toJMSDestination
— @ deliveyMode
— @ priority
— @ timeTolLive
I~ @ destination
— @ MessageSererlRL

FIGURE 6-3: Hardcoded JMS queue name in a fixed router, which uses a sendTo() OTD method

W_toJMSDestination ™% —é

deliveryMode @ —|

priority @ —

A sting ~ timeToLive 0~{
"qNewQueue”  ® destination @ —
MessageSererJRL @ J

FIGURE 6-4: Hardcoded JMS queue name in a fixed router using a “destination” OTD node

Dal->—a—f jp——a— />

gSource  cmFixedRouterBP_bpFixedRouterBP1  gDummyDestination

FIGURE 6-5: Implicit fixed router connectivity map
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D
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FIGURE 6-6: Explicit JMS queue assignment in a Business Process

A sting literal
‘qMew S Destination”

~

e

Business Process Attributes i!_']'

IMS.receive. Output ™15 =0

JMS.zend. Input B2 ?

Jms 349
deliveryMode @
priotity ¢
timeToLive @
destination ¢
Message ._!é -0

Note

@\ In all of the previous examples, the JMS Destination name contained the lit-
eral Dummy. This is a hint to the developer who inspects the connectivity
map that the actual destination is likely different and is configured within the
component that publishes to the “dummy” destination. This is a good practice
suggestion, since no part of Java CAPS enforces naming conventions.

6.4 CONTENT-BASED ROUTER

Content of the message may dictate the destination to which the message must be
delivered. Content-based Router [EIP] inspects the message it receives and sends
it to a destination depending on the content.

In a simple case, a Java Collaboration or a Business Process would have a set

of destinations hardcoded within a switch or an if-then-else construct that oper-
ates on all or part of the message. An example in Figure 6-7 is a simple Java Col-
laboration that illustrates dynamic JMS Destination selection.
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public void receive( com.stc.connectors,jms.lMessage input, com.Stc.connectors.jms.JNS W_todMSDestination )
throws Throwahle
{
if (input.getTextMessage () .toUppercCase().endsWith( "PRIMARY" )} (
W_toJMsDestination.setDestination{ "gToPrimary” ):

)} else if (input.getTextMessage |).tolUpperCase().endsWith{ "SECONDAR™ )) |
W_todMSDestination,setDestination( "gqToSecondary™ )i
} else |

W_todHMSDestination.setDestination( “gToCatchOther™ }:

}
W_todM5Destination.sendText { input.getTextMessage() ):

FIGURE 6-7: Hardcode dynamic router

A Business Process that implements a dynamic router can be constructed
similarly, as the example in Figure 6-8 shows.

Here a decision gate inspects a message to determine which branch to follow.
A Business Rules activity assigns a string literal to the JMS Destination’s destina-
tion attribute, and the JMS.send activity gets the message delivered to the desti-
nation so set.

Ot p—> o Ordetonnr H P

s i . i Pick for End
JMSreceive  Processing Logic Pick far setto ; JMS send
destination ~ Other  SECONDARY destination end
£
set to Other =
[«] ]—.]

" Business Rule Designer
3 = 3 X comwersion ¥ ~ Datetime ¥ ~ Operalor ¥ ~ Boolean ¥ ~ String ¥  Modes ¥ ~ Number ¥ ~ XSDOper:

g’ Business Process Attributes Business Process Attributes g

@B 1S receive Output JMS receive. Output #12 =

@ ™8 Ms send.Input IMS send.input M5 -

s (3 -9
deliveryMode @
priority @
timeToLive
destination @
Message [md =0

A string literal
‘qToPrimary” @

FIGURE 6-8: elnsight Business Process—based dynamic router
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Whether a JCD or a Business Process is used, the connectivity map for the
example will be identical to that used for the fixed router in the example in the
previous section (i.e., the name of the JMS Destination will be unrelated to the
actual JMS Destination to which messages will be delivered).

In the two examples shown in Figures 6-7 and 6-8, a conditional was evalu-
ated to determine the destination of the message, which was hardcoded. If addi-
tional destinations were required, the collaboration or the process would have to
be modified, and the application containing it would have to be redeployed to
propagate changes to the runtime environment. This implementation of a Con-
tent-based Router is potentially a high-maintenance implementation if destina-
tions change frequently.

In a special case, you could use the message, or the message component, as
the complete name or a part of the name of the destination. You would not need
to use a conditional or hardcode destination names.

The JCD in Figure 6-9 appends the first 10 characters of the input message to
a literal gDest to form the name of the destination. The message is then written to
the destination with the resulting name.

If the first 10 characters of messages were PRIMARY??? and SECONDARY?,
where ? represents a space character, the resulting destination names would be
qDestPRIMARY and qDestSECONDARY respectively. If using the Sun See-
Beyond JMS implementation, which does not require you to preconfigure JMS

"qlest' + input. TedMessage substring(0, 90trim to W_toJMSDestination Destination ‘
JMSDestination sendText! (Shing) ) ‘ :

I collabContest =1
N1 bural ancarar lj

|Business Rules Designer
| &0 ™38 X Dypoolean~ FPComparison~ [JMath~ S30bject~ A Sting~ [IlAray~ & Operators » #dAss

Copy "qDest’ + input. TextMessage.substring(d, 9)trim to W_toJMSDestination.Destination

\}?T‘»} jedContentBasedRouteynam| EConhnanoaRnuhnDynamm f‘:‘.-) -2 !
@ ™2 input + Add ~ input "% =5 |
©= 43 BytesMessage "qDest” W_toJMSDestination ™3 -
@ JMSMessageType Cakd deliveryMode &
o= _)|0| Maphessage #+  Sybsting i priotity @ —
= (3% MessageProperies o Stiing e timeToLive €& —
"¢ stieamMessage 0 k| . destination & —
& TedMessage . - = ~ MessageSemerURL &

oy U] Trim
= [l UserPropery

©= "% W_teJMSDestination K g ik

result (String)

FIGURE 6-9: Dynamically generating JMS Destination names
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Destinations ahead of time but rather creates JMS Destinations on first reference
if they don’t already exist, this could result in a completely dynamic Content-
based Router. You could introduce a message whose initial characters were
something other than PRIMARY??? and SECONDARY?, and the Sun SeeBeyond
JMS implementation would create a new JMS Destination with that appropriate
name and deliver the message there. There may not be a receiver for the message
delivered to the new destination, but the Content-based Router itself would be
dynamic and would not require modification. Addition of a destination would
not require redeployment of the application containing such a router if no other
changes were needed to take advantage of the new route. This solution does not
require maintenance of the router if the number of destinations changes but
makes it difficult to determine to how many destinations messages are routed, as
it removes the setting of the content, upon which routing decisions are made,
from the router to some other component upstream from the router or even
outside the integration solution altogether.

In the previous examples, a very simple text message was used and some lead-
ing or trailing characters were extracted from the text for use in the conditional
or as a part of a destination name. Messaging systems will rarely deal with such
unstructured text messages. Much more likely, messages will be structured. The
contents of one or more fields in the message will then be used for routing deci-
sions or destination name derivation. For simplicity, we will continue using sim-
ple text messages wherever message structure has no bearing on the discussion.

These trivial examples demonstrate how explicit routing can be performed
programmatically within a JCD or a Business Process. This method will be used
to set destinations for more complex Message Routers.

6.5 MESSAGE FILTER

Message Filter [EIP] is a component in an integration solution that selectively
processes messages. A Java CAPS solution offers two ways in which a Message Fil-
ter can determine whether or not to process a message.

If the message source is a JMS Destination, such as a queue or a topic, the
Message Filter can be configured, through the connectivity map, to only accept
messages whose attributes match an SQL-like selection expression. This method
leverages the JMS selector mechanism. Rather than receiving a message and, if
not of interest, discarding it, the JMS selector—based Message Filter prevents

10



6.6 Recipient List

delivery of messages that do not match the selector expression to the filtering
receiver. This mechanism is static in that the selection expression is configured
through the connectivity map and cannot be changed without redeploying the
enterprise application.

Java CAPS provides the means to implement a dynamic selection solution
using a Java Collaboration. This technique, discussed at length in Chapter 5, sec-
tion 5.6.7, and Chapter 11, “Message Correlation,” section 11.11, allows selection
expression to change at runtime, thus providing the means to implement dynamic
routing solutions.

6.6 RECIPIENT LisT

By Saurabh Sahai

Often, it is required that a message be selectively sent to more than one recipient.
The recipients that are to receive each message are determined either dynami-
cally, based on the message content, or statically, based on external business rules.
For example, an expense approval request message, pertaining to expenses below
a certain amount, may get sent to the immediate manager for approval, whereas a
message above the defined limit must also be sent to the business unit head for
special approval.

A recipient list processor is similar to a Content-based Router; however, unlike
a Content-based Router that routes the message to a specific destination based on
message content, a recipient list processor sends the message to one or more des-
ignated recipients. The list of recipients can be static, hardcoded within the
implementation, or dynamic, provided to the implementation from an externally
maintained source. The latter approach provides greater flexibility as it allows the
recipient list to be dynamically configured.

In Java CAPS, a recipient list can be implemented using either a JCD or a
Business Process. In either case, once the message is received, the list of intended
recipients is computed from the available recipients, and the message is forwarded
as required.

The Java Collaboration shown in Figure 6-10 receives an expense report mes-
sage for an amount greater than $300. Based on business rules, the collaboration
looks up additional approvers that are required to approve this expense report
and sends a copy of the message to these approvers in addition to the default
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approver. This is an example of a dynamic recipient list, where the collaboration
uses information stored in an external store such as the organization’s Light-
weight Directory Access Protocol (LDAP) server to create the required recipient
list. Exception processing has been omitted in Figure 6-10 to focus on the essen-
tials of the example.

In the example in Figure 6-10, the additional approval threshold has been
hardcoded within the Java Collaboration. In a more realistic example, externally
configurable delegation of authority rules would be loaded into the collaboration
using one of the techniques for dealing with dynamic runtime reconfiguration of
components, discussed elsewhere in the book.

The example uses a hypothetical sendMail() method to send the expense report
to a recipient for approval. The collaboration could have equally validly used multi-
ple JMS Destinations, a single JMS Destination with target recipient indicated
using JMS user properties, a Batch eWay, WebSphere MQ eWay, or any number of
other endpoints, as dictated by the environment or business requirements.

private static final float DEF_APPROVER_EXPENSE_LINIT = 300.0f;

public void rel:ehleﬂ COm. StC. COnnectors. jus.Message input, x3d.ExpenseReporc516785849.Exp Report_ otdExp R t,
COm. STC. CONNectors, jus.JHS otdIMS |} throws Throwahle

{
String expenseReport = input.getTextMessage():
otdExpenseReport. unmarshalFromString ( expenseReport )

float expenseTotal = Of;
int mmExpenseltens = otdExp Report.get ails().count tem() :
for (int i = 0; i < numExpenseltems; i++) {
expenseTotal += ordExp Report, 4 ails().g tem( 1 ).getimount ()
¥

String employeelD = otdExp Report.g ID():
if {expenseTotal <= DEF_APPROVER_EXPENSE_LINMIT) {

String defaulthApproverEmailld = lookupfpprovingManagerEmailld| employeeID ):
seniMail { defaulcApproverEmailld, expenseReport )

} else |
String[] sncApproverEmaillDs = 1 ilTds | employeelD ):
for (imt i = 0; i < snrApproverEwaillDs.length; i++) {

sendMail ( snrApproverEmailIDs[i], expenseReport ):
)

FIGURE 6-10: Recipient list example
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6.7 SPLITTER

By Saurabh Sahai

An incoming message may encapsulate one or more submessages. It is often
desired to process submessages independently as separate messages. For example,
an order message may consist of multiple order line items, each of which corre-
sponds to a unique item type and may be fulfilled by a separate inventory store.

A splitter solves the problem of processing a composite message comprising
multiple submessages, each of which may be processed differently by breaking up
the message into individual messages and sending each separate message for fur-
ther processing by a downstream component.

A splitter can be implemented in Java CAPS in multiple ways. Java Collabora-
tions can be used to receive the composite message, iterate over the individual
submessages, and, on the basis of the message content, send each of them to a
unique destination that is responsible for processing a specific type of message.

The collaboration shown in Figure 6-11 is an example of processing an
incoming message consisting of multiple order items. The collaboration iterates
over each order item and creates a new message, enriched with the original order
item information, and sends it for processing by a specific system. The item num-
ber contained in each order item is used to determine the destination address
where the enriched order item message is to be sent. Exception processing has
been omitted in the example to focus on the essentials of the example.

Splitter is a component that, as the name suggests, breaks messages into com-
ponent parts. How easy or difficult it is to split original messages and create com-
ponent messages largely depends on the size and complexity of the message
structures involved. As a general rule, it is easier to handle a composite message
with more than one level of components using a Java Collaboration than to do so
using an elnsight Business Process. Implementing nested loops in a Java Collabo-
ration is easier and more compact than doing the same in Business Process Exe-
cution Language (BPEL) using the graphical environment. While loops, whether
single-level or nested, are clearly visible in an elnsight Business Process graphic,
making it obvious that splitting is taking place, it is necessary to reset the target
OTD structure prior to its being populated in each iteration, which is neither
obvious nor easily discovered by the casual observer.
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public woid receive( com.stc.connectors.jms.Message input, xsd.0rder595920194.Compositelrder otdCompositelrder,
¥5d, 0rder555920194, Sublrder otdSubOrder, com.stc.cormectors,jms,JNS ordIMS )
throws Throwable

String inputlrder = input.getTextMessage():

otdConpositefrder, unmarshalFromString ( inputOrder )

int numOrderItens = otdCompositeOrder.countOrderItem();

String orderId = otdCompositelrder.getOrderId();

otdSubOrder.setOrderId( orderId )

for (int i = 0; 1 < mumOrderItems; i++) |
String itemNumber = otdCompositeOrder.getOrderItem| i ).getItemilumber():
int itemQty = otdCompositelrder.getOrderItem{ i }.getQuantity():

pdate the outgolny message with the ltemNumber and quantity.

otdiublrder.getOrderItem|) .setItemfiunber | itenNumber j;
otdSubfrder. getOrderItem() .setQuantity( itemQty ):

rdl

String gInventorySystem = "gq" + itemNumber;
otdIMs.sendTextTo( otdSubOrder.marshalTeString (), glnventorySystem );

FIGURE 6-11: Dynamic content-based routing

6.8 AGGREGATOR

Aggregator [EIP] is a special Filter that collects related messages until some com-
pleteness condition has been reached, at which point it processes the related mes-
sages to obtain a single aggregated message that is then passed on to the next
component.

An Aggregator must be able to correlate related messages, store related mes-
sages until ready to process, determine when the completeness condition is met,
and implement the aggregation logic.

Java CAPS elnsight engine is a convenient tool to use for building Aggregators,
as it inherently supports correlations and transparently stores related messages.
The specific elnsight Business Process must only implement the completeness
condition and the aggregation logic in order to become a specific Aggregator.
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6.9 Resequencer

At the heart of every Aggregator is correlation logic, logic that determines
which messages are related and therefore are subject to aggregation. Chapter 11
discusses at length the topic of message correlation with references to a number
of specific examples presented in Part II (located on the accompanying CD-
ROM). Chapter 11, section 11.10, discusses in detail a number of correlation
implementations that incorporate an Aggregator.

Implementing an Aggregator without the benefit of elnsight is much harder.
In addition to having to implement a completeness condition and aggregation
logic, the solution designer must also do all the work related to storing and corre-
lating messages. Chapter 11, section 11.11, discusses this topic and presents an
example of how to accomplish the task of storing and correlating messages using
just eGate and the Sun SeeBeyond JMS Message Server.

[EIP] discusses a number of completeness conditions an Aggregator might
implement: Wait for All, Timeout, First Best, Timeout with Override, and External
Event. Variants of these completeness conditions are discussed in Chapter 11, sec-
tion 11.10. Implementing these conditions using elnsight with correlations is
rather trivial. Implementing most of them using just eGate is much more difficult.

[EIP] also discusses a number of aggregation algorithms, including Select
Best, Condense, and Collect for Later. Variants of these are also discussed in Chap-
ter 11, section 11.10. Since aggregation will not start until all related messages are
collected—that is, until the completeness condition has been satisfied—imple-
menting aggregation logic is equally simple whether eInsight or eGate is used.

6.9 RESEQUENCER

By Sebastian Krueger

Messages can arrive out of order for many reasons. If these messages are required
to be delivered in sequence to a downstream component, the easiest solution
would be to make sure that they never get out of order in the first place. Such
approaches were discussed in Chapter 4, “Message Exchange Patterns,” section
4.8. However, there may be times when we don’t have a choice of how the
upstream components are implemented; for example, we may control only the
receiving side. Thus, the need to implement a component that will reorder mes-
sages may arise.

A number of implementations of a resequencer are possible. Chapter 4, sec-
tion 4.2, “Resequencer,” in Part II, discusses and illustrates two implementations
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using examples: a simple buffered resequencer and a persisted resequencer, both
of which are discussed in the remainder of this section.

The simple buffered resequencer operates as follows. When the resequencer
receives a message, it adds that message to an internal buffer. It then sends all
consecutive messages from the buffer.

In order to send all consecutive messages, the resequencer component needs
to know the current sequence number index and whether a message with this
index is in the buffer. If the index is not found in the buffer, then the message has
not arrived yet. The resequencer will not send out buffered messages until at least
the next message arrives.

A resequencer implementation requires all messages to have a unique
sequence number. Not only do these sequence numbers have to be unique, they
also have to be consecutive. That is, no gaps are allowed to exist in the sequence.

If a message gets lost and never arrives, messages would be queued up and
would never be sent out because the resequencer component would be waiting for
a message that will never arrive. To get around this issue, the designer could imple-
ment a solution whereby the resequencer only waits a set time for a message to
arrive and then moves on to the next messages, effectively ignoring the message
that never arrived. However, what if the message arrives late? What if a duplicate
message arrives? Strategies for dealing with these conditions would have to be con-
sidered in designing a robust resequencer. The designer could, for example, discard
the message, or send it to a Dead Letter Channel for alerting and auditing purposes.

When a simple resequencer starts, it expects the first message to have a
sequence number of 0. However, what if this is not the case? For example, the rese-
quencer might restart. Unless the sequence is persisted, the resequencer would
expect the message sequence to start at 0 again. There are two ways to get around
this problem. An initialization message could be sent that informs the resequencer
which number is the start of the sequence. Alternatively, the sequence could be
persisted so that it can be recovered in appropriate circumstances.

Another point that a simple resequencer does not handle is buffer overrun. If
too many messages get queued up, the HashMap, used to store messages while
assembling message sequences, may get too large to fit into the JVM allocated
memory.

Implementation of a robust and scalable resequencer would require a signifi-
cant amount of code and would likely be domain specific. An improved rese-
quencer is discussed next. Implementation of a perfect resequencer is beyond the
scope of this book.
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An improvement to the previous resequencer would be to implement the
buffer as a database table. By moving the message buffer to a persistent store, we
solve two problems exhibited by the previous implementation. First, we effec-
tively have an unlimited buffer, so no buffer overflow will occur. Second, in case
of a server failure, buffered messages are not lost.

There are still unresolved issues with this persisted resequencer. The initial-
ization of sequence numbers expects the first message to always start at 0. Also,
we have not accounted for messages that never arrive. We briefly touched on the
some of these issues in the previous section. They are out of the scope of this
chapter.

While the two resequencers discussed in this chapter are by no means perfect,
they do give examples of simple resequencers and give an indication of what is
required to implement a robust resequencer.

6.10 CoMPOSED MESSAGE PROCESSOR

Composed Message Processor [EIP] is a higher-order component of a messaging
system that accepts a message, breaks it up into submessages that are dispatched
and processed by multiple lower-order components, then reassembles submes-
sages into a final message.

In Java CAPS, as in any messaging system, implementation of a Composed
Message Processor requires the use of correlations. Superficially, Composed Mes-
sage Processor pattern is no different from the Scatter-Gather pattern [EIP]. Both
involve breaking a message and reassembling the pieces once they are processed
by independent intermediate components.

Chapter 11 discusses correlation implementation options provided by Java
CAPS and presents a number of correlation examples. Section 11.10.5 provides a
Java CAPS example of a Scatter-Gather pattern and Composed Message Proces-
sor pattern implementation.

6.11 SCATTER-GATHER

The Scatter-Gather [EIP] pattern involves breaking up a message, or replicating a
message, delivering multiple messages to multiple components, then collecting
related messages back together. Implementation of a Scatter-Gather pattern
requires the use of correlations. It is discussed in various sections of Chapter 11.
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6.12 ROUTING SLIP

Routing Slip [EIP] is a mechanism that can be used to dynamically route a mes-
sage through a series of components such that individual components do not
embed routing logic. The route the message is to take can be computed by a router
that embeds the necessary logic. This route is then attached to the message as a
Routing Slip, and each component through which the message passes, once it per-
forms its processing, forwards the message onto the next component specified in
the Routing Slip. [EIP] discusses at length the rationale behind a desire to imple-
ment the Routing Slip pattern. Java CAPS, and its underlying JMS Message Server
implementation, lends itself to building Routing Slip—based solutions; however,
elnsight Business Processes may be better, in many circumstances, as an approach
to conditional component invocation and dynamic route determination.

In a fixed Routing Slip solution, the message, once it leaves the router, is
passed from component to component. There is no opportunity to change the
message route once it is computed. An alternative to this approach is to have the
router compute the next component to which to send the message, send the mes-
sage to it, and have the component return the message back to the router once it
is done. Routing decisions are still centralized, making routing logic simple to
maintain, and the route the message takes can be changed by the router at any
time based on the outcomes of message processing.

In Java CAPS, a Routing Slip, or return destination, can be attached to the
message in one of two ways. It can be passed via JMS user-defined properties if
the message is passed from component to component over JMS, or the message
can be packaged into an Envelope Wrapper and the Routing Slip can be incorpo-
rated into the Envelope metadata.

Envelope Wrapper is discussed at length in Chapter 8, “Message Transforma-
tion,” section 8.2. The route, computed by the router, could be represented in the
Envelope node as a series of labels delimited by some delimiter, or an ordered,
repeating collection of labels.

Chapter 4, section 4.3, “Routing Slip,” in Part II, illustrates this discussion
with an example implementation of a Routing Slip pattern using Java Collabora-
tions and JMS.

We could have used an elnsight Business Process to implement the kind of
functionality that the Routing Slip facilitates. Each processing component could
have been implemented as a New Web Service Java Collaboration or an elnsight
subprocess. The Business Process would orchestrate execution of these compo-
nents according to routing logic rules it implements.
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6.13 PROCESS MANAGER

One of the Routing Slip solutions involves a single routing component that deter-
mines the next component to which a message must be sent and receives the mes-
sage back once the component is finished with it. This central routing
component directs flow of messages using routing logic it embeds. Since it always
receives messages that are processed by the processing components, it can modify
the route a message is to take based on the outcome of processing by a particular
component. Thus, the route the message finally takes may be different from the
route a fixed router, which does not use intermediate processing results for rout-
ing decisions, would have determined.

Process Manager is a component that implements conditional routing logic
and orchestrates execution of other processing components. Java CAPS supports
implementation of the Process Manager, with functionality as described in the
opening paragraph, as a Java Collaboration using JMS, possibly in Request/Reply
mode, to dispatch and receive messages to and from processing components. The
disadvantage of this approach is that the routing logic is hidden away in the Java
code and, depending on the size and complexity of logic involved, may be diffi-
cult to understand.

Java CAPS elnsight Business Process Manager provides a graphical Business
Process modeling environment. It overcomes the understandability limitations of
a Java-only implementation and offers a number of features for Business Process
modeling, component orchestration, and runtime monitoring that are not avail-
able with Java-only implementations.

Using elnsight Business Process Manager, you can implement any desired
routing and component orchestration solutions. elnsight examples appear in
most sections of this book and illustrate all manner of solutions of varying com-
plexity. When a dynamic routing or component orchestration is required, eln-
sight Business Process can be developed to satisfy the requirement.

6.14 MESSAGE BROKER

Message Broker [EIP] is an EAI architectural style wherein a component of a
messaging system implements centralized routing for all messages flowing
through the system. [EIP] also uses the term hub-and-spoke when referring to
this architectural style. SeeBeyond’s DataGate 3.6 product, predecessor to eGate
4.x,ICAN 5.0, and Java CAPS 5.1, is a Message Broker—based EAI package.
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Message Broker architecture allows decoupling of senders from receivers. The
senders need not know where the messages are going, and receivers need not
know from where the messages are coming. The Message Broker embeds all rout-
ing logic necessary to get messages from senders to receivers. This centralizes
routing logic maintenance.

In Java CAPS, and ICAN before it, each connectivity map could be consid-
ered to represent a Message Broker—based solution. In effect, all collaborations
and Business Processes present in a connectivity map route messages from
sources to destinations. Each elnsight Business Process could also be considered a
Message Broker implementation, as it, too, makes routing decisions when orches-
trating a series of activities. Collections of connectivity maps sharing common
channels could be considered hierarchies of Message Brokers [EIP].

While Java CAPS can certainly be used to implement centralized routing
solutions in the spirit of Message Broker, doing so does not appear particularly
necessary or particularly advantageous.

6.15 CHAPTER SUMMARY

This chapter discussed [EIP] message routing and message routing—related pat-
terns. It included discussion and application of patterns from [EIP] Messaging
Systems and Message Routing.

The chapter briefly discussed where a Java CAPS solution developer can make
routing decisions and discussed each of the routing patterns, specifically Splitter,
Aggregator, Resequencer, Scatter-Gather, Routing Slip, Process Manager, and Mes-
sage Broker.
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Image Processing

IMAGE-PROCESSING tools such as Adobe Photoshop and The GIMP offer a
wide variety of filters you can apply on your pictures to create various special
effects (see Figure 8-1). When you are designing a user interface, it is very
tempting to use those effects. For instance, you could use a filter to blur an out-
of-focus element in the UL You could also increase the brightness of an image as
the user moves the mouse over a component.

[ Fhotosllop File Edit Image Laver Selec(‘\ﬂ!w Window Help
qq | TeFe g Last Filter xF
'II'B'B ! Extract... T®xX [ S0%(RGE/E)
Filter Gallery... :
Liquify... X
Pattern Maker... X {O#X

Vanishing Point... TV

Video Surface Blur...

Other

Digimarc
Neat Image

Artistic »
»
Brush Strokes >
Distart »
MNoise [
Pixelate L@ Gaussian Blur...
Render > Lens Blur..¥
Sharpen [ 3 Mation Blur...
Sketch » | Radial Blur...
Stylize » Shape Blur...
Texture 3 Smart Blur...
»
[
3
13

Figure 8-1 Applications like Adobe Photoshop have advanced
image-processing capabilities.
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Image Filters

24

Despite the impressive-looking results, image processing is not a difficult task to
implement. Processing an image, or applying a filter, is just a matter of calculat-
ing a new color for each pixel of a source image. The information required to
compute the new pixels varies greatly from one filter to another. Some filters, a
grayscale filter for instance, need only the current color of a pixel; other filters,
such as a sharpening filter, may also need the color of the surrounding pixels;
still other filters, such as a rotation filter, may need additional parameters.

Since the introduction of Java 2D in J2SE 1.2, Java programmers have access to a
straightforward image-processing model. You might have learned or read about the
old producer-consumer model of Java 1.1. If you did, forget everything you know
about it because the new model is much easier and more versatile. Java 2D’s
image-processing model revolves around the java.awt.image.BufferedImage
class and the java.awt.image.BufferedImageOp interface.

A BufferedImageOp implementation takes a BufferedImage as input, called the
source, and outputs another BufferedImage, called the destination, which is
altered according to specific rules. Figure 8-2 shows how a blur filter produces
the final image.

While the JDK does not offer concrete image filters, it does provide the founda-
tions for you to create your own. If you need a sharpening or blurring filter, for
example, you must know how to provide parameters to a ConvolveOp filter. We
teach you such techniques in this chapter. Before we delve further into image-
processing theory, let’s see how we can use a BufferedImageOp to process an
image.

—
— e
Bufferedlmage BufferedimageOp Bufferedimage
The source The filter The destination

Figure 8-2 Filtering an image with Java 2D.



PROCESSING AN IMAGE WITH BUFFEREDIMAGEQOP

Processing an Image with
BufferedimageOp

Filtering a BufferedImage can be done onscreen at painting time or offscreen.
In both cases, you need a source image and an operation, an instance of
BufferedImageOp. Processing the image at painting time is the easiest approach;
here is how you might do it:

// createImageOp returns a useful image filter
BufferedImageOp op = createImageOp();

// loadSourceImage returns a valid image
BufferedImage sourceImage = loadSourceImage();

@Override

protected void paintComponent(Graphics g) {
Graphics2D g2 = (Graphics2D) g;
// Filter the image with a BufferedImageOp, then draw it
g2.drawImage(sourceImage, op, 0, 0);

}

You can filter an image at painting time by invoking the drawImage (BufferedImage,
BufferedImageOp, int, int) method in Graphics2D that filters the source image
and draws it at the specified location.

' ' Warning: Use Image Filters with Care. The drawImage(BufferedImage,
BufferedImageOp, int, int) method is very convenient but often has poor runtime
LN ) performance. An image filter is likely to perform at least a few operations for every
pixel in the source image, which easily results in hundreds of thousands, or even mil-
lions, of operations on medium or large images. Besides, this method might have to
create a temporary image, which takes time and memory. For every filter you want

to use, you will have to see whether the runtime performance is acceptable or not.

Here is an example of how to preprocess an image by doing all the operations
offscreen:

BufferedImageOp op = createImageOp();
BufferedImage sourceImage = loadSourceImage();
BufferedImage destination;

destination = op.filter(sourceImage, null);
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Calling the filter() method on a BufferedImageOp triggers the processing of
the source image and the generation of the destination image. The second
parameter, set to null here, is actually the destination image, which, when set to
null, tells the filter() method to create a new image of the appropriate size.
You can, instead, pass a non-null BufferedImage object as this parameter to
avoid creating a new one on each invocation. Doing so can save performance by
reducing costly image creations.

The following code example shows how you can optimize a routine applying the
same filter on several images of the same size:

BufferedImageOp op = createImageOp();
BufferedImage[] sourcelmagesArray = loadImages();
BufferedImage destination = null;

for (BufferedImage sourceImage : sourceImagesArray) {
// on the first pass, destination is null
// so we need to retrieve the reference to
// the newly created BufferedImage
destination = op.filter(sourceImage, destination);
saveImage(destination);

}

After the first pass in the loop, the destination will be non-null and filter()
will not create a new BufferedImage when invoked. By doing so, we also make
sure that the destination is in a format optimized for the filter, as it is created by
the filter itself.

Processing an image with Java 2D is an easy task. No matter which method you
choose, you will need to write only one line of code. But we haven’t seen any con-
crete BufferedImageOp yet and have just used an imaginary createImageOp()
method that was supposedly returning a useful filter. As of Java SE 6, the JDK
contains five implementations of BufferedImageOp we can rely on to write
our own filters: AffineTransformOp, CoTorConvertOp, ConvolveOp, LookupOp,
and RescaleOp.

You can also write your own implementation of BufferedImageOp from scratch
if the JDK does not fulfill your needs. Before learning how to write your own,
let’s take a closer look at what the JDK has to offer. Each filter we investigate
will be applied to the sample picture shown in Figure 8-3 to give you a better
idea of the result.

The complete source code for all the examples can be found on this book’s Web
site in the project named ImageOps.



AFFINETRANSFORMOP

enoe Image Ops Demo

4 No©Op | Affine Transform  Color Convert | Convolve | Lookup = Rescale |

Figure 8-3 The image used in our filter examples.

AffineTransformOp

An AffineTransformOp is a geometry filter. It does not work on the actual color
of the pixels but on the shape of the picture. As its name suggests, however, it is
not meant to perform any kind of geometry transformation. Instead, it is limited
to linear mapping from 2D coordinates in the source image to 2D coordinates in
the destination image.

This kind of filter is created with an AffineTransform instance, which you
should be familiar with if you have worked with the Graph1ics2D class (this class
is also discussed in Chapter 3, “Graphics Fundamentals”). An AffineTransform
can be used to rotate, scale, translate, and shear objects in a 2D space.

The following code illustrates how to divide the size of an image by two using an
AffineTransformOp:

BufferedImage dstImage = null;

AffineTransform transform =
AffineTransform.getScaleInstance(0.5, 0.5);

AffineTransformOp op = new AffineTransformOp(transform,
AffineTransformOp.TYPE_BILINEAR);

dstImage = op.filter(sourcelmage, null);

The AffineTransformOp constructor used in this example takes two parameters:
an AffineTransform, in this case a scale operation of 50 percent on both axes,

27



CHAPTER 8 IMAGE PROCESSING

eno Image Ops Demo
,—[ No Op }—Aﬁine—Tﬂnsformﬂ Color Convert | Convolve = Lookup | Rescale -

Figure 8-4 The size of the original image is reduced by 50 percent with an
AffineTransformOp.

and an interpolation type, which is equivalent to the interpolation rendering hint
you can find in the RenderingHints class (see Chapter 3). You can also pass a
RenderingHints instance instead of the interpolation type, in which case the
interpolation rendering hint will be used.

Figure 8-4 shows the result of our scaling operation.

ColorConvertOp
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This BufferedImageOp implementation performs a pixel-by-pixel color conver-
sion of the source image into the destination image. This particular image-
processing operation has an interesting feature: It transforms a given pixel from
one color model to another. To do this, the filter needs the color value of only this
single pixel, which means that it is possible to use the same image as both the
source and the destination.

Converting an image from one color model to another has little practical use if
you are not building an advanced imaging tool. And it is definitely useless if
terms like “CMYK,” “sRGB,” and “Adobe RGB 1998 color profile” mean nothing
to you. Color spaces are very useful, but describing them and their applications
goes way beyond the scope of this book. Even so, we can use a ColorConvertOp
to create something more basic and potentially useful to us: a grayscale version
of a source image.
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You first need to create a ColorSpace instance that represents the color model to
which you want to convert your image. A ColorSpace can be instantiated by
invoking ColorSpace.getInstance(int) and passing one of the five following
constants:

ColorSpace.CS_CIEXYZ
ColorSpace.CS_GRAY
ColorSpace.CS_LINEAR_RGB
ColorSpace.CS_PYCC
ColorSpace.CS_sRGB

You might have already guessed which one is best suited to our purpose of per-
forming a grayscale conversion:

BufferedImage dstImage = null;

ColorSpace colorSpace = ColorSpace.getInstance(
ColorSpace.CS_GRAY);

ColorConvertOp op = new ColorConvertOp(colorSpace, null);

dstImage = op.filter(sourcelmage, null);

Similar to AffineTransformOp, ColorConvertOp can use a set of RenderingHints
to control the quality of the color conversion and the dithering. Figure 8-5 shows
the result of the our color conversion.

Last but not least, it is important to know that performing such a conversion on an
image may make it incompatible with your graphics display hardware, thus hurt-
ing the performance if you need to paint the filtered image to the Swing window.

eno Image Ops Demo

,—[ No Op  Affine Transform }—Eolorﬁomn—} Convolve = Lookup = Rescale

Figure 8-5 ColorConvertOp can be used to create a grayscale version of an image.
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You may want to convert the image to be a compatible image instead for general
usage. See Chapter 3 for more information.

ConvolveOp

30

The ConvolveOp is the most complicated BufferedImageOp but also the most
versatile. It is the only BufferedImageOp you should master and know by heart.
A ConvolveOp is used to perform a convolution from the source image to the
destination. If you never took any math courses, or more likely, if you forgot
everything about what you learned during those classes, a convolution is a spa-
tial operation that computes the destination pixel by multiplying the source pixel
and its neighbors by a convolution kernel.! Don’t be frightened: You will soon
understand what this gobbledygook means.

Any convolution operation relies on a convolution kernel, which is just a matrix
of numbers. Here is an example:

1/9 1/9 1/9
kernel = |1/9 1/9 1/9
1/9 1/9 1/9

The kernel defined here represents a 3 x 3 matrix of floating-point numbers.
When you perform a convolution operation, this matrix is used as a sliding mask
over the pixels of the source image. For instance, to compute the result of the
convolution for a pixel located at the coordinates (x, y) in the source image, the
center of the kernel is positioned at these coordinates. In the case of a 3 x 3 ker-
nel, here are the coordinates, in the source image, of the pixels that each corre-
sponding kernel value is applied to:

x—1,y-1 x,y-1 x+1,y-1
kernel coordinates = x—1,y X, y x+1,y

x—Ly+1 x,y+1 x+1,y+1

1. And if this does not make sense to you, consider the mathematical definition from the Wikipedia:
“Convolution is a mathematical operator which takes two functions, f and g, and produces a third
function that in a sense represents the amount of overlap between f and a reversed and translated
version of g.” At least my version talks about pixels.
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To compute the value of the destination pixel at (x, y), Java 2D multiplies the
kernel values with their corresponding color values in the source image. Imagine
a 3 x 3 white image with a single black pixel in its center, as suggested in
Figure 8-6.

To convolve the black pixel with our 3 x 3 kernel, we must start by placing the
matrix over the pixels, as shown in Figure 8-7.

255, 255, 255 | 255, 255, 255 | 255, 255, 255

255, 255, 255 255, 255, 255

255, 255, 2566 | 255, 255, 265 | 255, 255, 255

Figure 8-6 A black pixel surrounded by white pixels. The numbers show the RGB
value of each pixel.

265, 255, 255 | 255, 255, 255 | 255, 255, 255
X X X
19 1/9 1/9

255, 255, 255
X
1/9

255, 255, 255
X
1/9

255, 255, 255 | 255, 255, 255 | 255, 255, 255
X X X
19 1/9 19

Figure 8-7 Each color value is multiplied by the corresponding value of the kernel.
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Now we can compute all the multiplications, add up the results, and get the color
value of the destination pixel:

R=255-14055. L4055 0551 0.1 0s5. 110550 055.1 1055, 1, 055.8
9 9 9 97" 5 9 5 9 9
B=25-11055. 14055 40551 0. 4055. 10551 10551 0551 0558
5 5 5 97" 9 9 9 9 9 9
G=25-1yos5. 055055 0. 055 oss. ios5. 055 0558
9 9 9 97" 9 9 9 9 9 9

The destination pixel is therefore a light gray; its RGB value is (227, 227, 227),
or #E3E3E3. By now, you might have guessed what this kernel does: It replaces
each pixel by the average color of its surroundings. Such a convolution operation
is commonly known as a blur. We discuss blurring filters in more detail in Chap-
ter 16, “Static Effects.”

Constructing a Kernel

There are no particular restrictions about the size and contents of the kernels you
can use with Java 2D. However, you should be aware of several important char-
acteristics of kernels.

First, the values of a kernel should add up to 1.0 in the typical case, as in the pre-
vious example where all nine entries have the value 1/9. If these values do not
add up to 1.0, the luminosity of the picture will not be preserved. This can, how-
ever, be turned to your advantage. For instance, you can increase the luminosity
of a picture by 10 percent with a 1 x 1 kernel containing the value 1.1. Similarly,
you can darken a picture by 10 percent with a 1 x 1 kernel containing the value
0.9. When dealing with larger kernels, the sum of the values defines the new
luminosity. For instance, if the sum equals 0.5, then the luminosity will be cut in
half. Keep that in mind when creating a kernel.

The size of a kernel defines the strength of a filter. For instance, a 3 x 3 blurring
kernel produces a slightly blurry picture, whereas a 40 x 40 blurring kernel pro-
duces an indistinguishable blob from the original image.

The dimensions of the kernel are equally important. Kernels are usually odd-
sided. While it is perfectly safe to use a4 x 4 or a 12 x 12 kernel, it is not recom-
mended. An even-sided kernel will not be centered over the source pixel and
might give unbalanced visual results, which you should avoid. Also, it is easier
for code readers to understand how an odd-sided kernel will behave. The Java
2D documentation defines the value of the matrix used as the center of the kernel
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as being the one at the coordinates (w — 1)/2, (h — 1)/2. This definition makes it
harder to know which value is used as the center.

Your kernels do not have to be square shaped. Vertical kernels, for example with
a 1 x 5 matrix, and horizontal kernels, for example with a 5 x 1 matrix, can be
used to apply effects that work in only one direction. Chapter 16 presents exam-
ples of such kernels.

Last but not least, avoid using large kernels. When convolving a picture with a
3 x 3 kernel, Java 2D performs at least 17 operations (9 multiplications and 8
additions) per color component per pixel. Convolving a 640 x 480 picture
requires at least 640 x 480 x 3 x 17 = 15,667,200 operations! That’s quite a lot.>
And this number does not even include the operations of reading and writing the
actual pixel values from and to the source and destination pictures. We therefore
strongly advise you not to perform convolve operations at painting time. Instead
perform the operations once prior to painting and cache the results instead.

No matter what kernel you create, writing the code to perform the convolution is
simple:

BufferedImage dstImage = null;
float[] sharpen = new float[] {

0.0f, -1.0f, 0.0f,

-1.0f, 5.0f, -1.0f,

0.0f, -1.0f, 0.0f
};
Kernel kernel = new Kernel(3, 3, sharpen);
ConvolveOp op = new ConvolveOp(kernel);
dstImage = op.filter(sourceImage, null);

In Java 2D, a kernel is an array of floats and two dimensions. In this case, we use
a 3 x 3 sharpening kernel to create an array of nine floats and tell the Kernel
class that we want this array to be treated as a 3 x 3 matrix.

Figure 8-8 shows the result of the convolution with the 3 x 3 sharpening kernel
shown in the previous code example.

Working on the Edge

Everything is not perfect yet. Take a close look at the generated result: You should
see a black border surrounding the picture. During the convolve operation, Java

2. Even with today’s CPU, it’s still a lot. Really. And we are talking about convolving a small picture
with a small kernel.
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eoe Image Ops Demo
~{ No Op | Affine Transform | Color Convert | Convolve | Lookup  Rescale -

)

Figure 8-8 The sharpened picture shows enhanced details.

2D always matches the center of the kernel with one pixel of the source image.
This works well for every pixel except the ones on the edges of the picture. Try to
line up a 3 x 3 kernel with any pixel on the edge of an image and you will see that
some parts of the kernel lie outside of the image. To work around this problem,
Java 2D replaces the pixels it cannot compute with black pixels, which results in
darkened edges because of the extra black introduced into the convolve opera-
tions for these edge pixels. To avoid this result, you can instruct Java 2D to do
nothing and to keep the original color:

// the default is ConvolveOp.EDGE_ZERO_FILL

// the last parameter is the RenderingHints set

ConvolveOp op = new ConvolveOp(kernel,
ConvolveOp.EDGE_NO_OP, null);

Unfortunately, neither of these solutions generates good-looking results. To get
rid of any problem on the edges, you can simply increase the size of the original
picture, as follows:

int kernelWidth = 3;
int kernelHeight = 3;

int xOffset = (kernelWidth - 1) / 2;
int yOffset = (kernelHeight - 1) / 2;

BufferedImage newSource = new BufferedImage(
sourcelmage.getWidth() + kernelWidth - 1,
sourcelmage.getHeight() + kernelHeight - 1,
BufferedImage.TYPE_INT_ARGB);

Graphics2D g2 = newSource.createGraphics(Q);
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g2.drawImage(sourceImage, xOffset, yOffset, null);
g2.dispose();

ConvolveOp op = new ConvolveOp(kernel,
ConvolveOp.EDGE_NO_OP, null);
dstImage = op.filter(newSource, null);

The original image is drawn centered into a new, larger, transparent image.
Because we added enough transparent pixels on each side of the original image,
the convolution operation will not affect the pixels of the original image. It is
important to use the ConvolveOp.EDGE_NO_OP edge condition so you will keep
the pixels transparent around the image. This technique of adding transparent
pixels on the sides provides better-looking results, but you have to take the extra-
neous pixels into account.

LookupOp

A LookupOp maps the color values of the source to new color values in the desti-
nation. This operation is achieved with a lookup table that contains the destina-
tion values for each possible source value.

Lookup operations can be used to generate several common filters, such as nega-
tive filters, posterizing filters, and thresholding filters. Negative filters are interest-
ing because they help illustrate how lookup tables work. Pixel colors are usually
represented using three components (red, green, and blue) stored in 8 bits each.
As a result, the color values of a negative image are the 8 bits’ complements of
the source image color values:

dstR = 255 - srcR;
dstG = 255 - srcG;
dstB = 255 - srcB;

To apply such a conversion to the source image, you must create a lookup table that
associates all the values in the 8 bits range (from 0 to 255) to their complements:

short[] data = new short[256];

for (short i = 0; i < 256; i++) {
data[i] = 255 - 1;

3

BufferedImage dstImage = null;

LookupTable TookupTable = new ShortLookupTable(@, data);
LookupOp op = new LookupOp(lookupTable, null);

dstImage = op.filter(sourceImage, null);
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Figure 8-9 shows the result of this negative filter.

The LookupTable from this example contains only one lookup array, used for all
of the color components of the source image, resulting in the same conversion of
all of the color components.

To perform a different conversion for each component, you simply need to create
one lookup array per color component in the source image. Since the example
relies on an RGB picture, we can create a filter that inverts only the red compo-
nent by defining three lookup arrays:

short[] red = new short[256];
short[] green = new short[256];
short[] blue = new short[256];

for (short i = 0; i < 256; i++) {
red[i] = 255 - 1;
green[i] = blue[i] = 1;

}

short[][] data = new short[][] {
red, green, blue

1

BufferedImage dstImage;

LookupTable TookupTable = new ShortLookupTable(@, data);
dstImage = op.filter(sourceImage, null);

LookupOp op = new LookupOp(lookupTable, null);

enoe Image Ops Demo

~{NoOp | Affine Transform  Color Convert | Convolve ' Lookup | Rescale |

Figure 8-9 A simple lookup operation can be used to produce a negative image.
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You do not need to provide a lookup array for the alpha channel of your picture,
if present. In this case, Java 2D will simply preserve the original alpha values.
Whenever you create a new LookupOp, ensure that the number and size of your
lookup arrays match the source image structure.

RescaleOp

RescaleOp does not scale the size of an image as you would expect it to. Instead,
RescaleOp performs a rescaling operation by multiplying the color value of each
pixel in the source image by a scale factor and then adding an offset. Here is the
formula applied to each color component of the source pixels:

dstR = (srcR * scaleFactor) + offset
dstG = (srcG * scaleFactor) + offset
dstB = (srcB * scaleFactor) + offset

Rescaling operations can be used to brighten, darken, or tint images. The follow-
ing code example increases the overall brightness of the picture by 10 percent:

BufferedImage dstImage = null;
RescaleOp op = new RescaleOp(1.1f, 0.0f, null);
dstImage = op.filter(sourceImage, null);

The first two parameters of the RescaleOp constructor are respectively the scale
factor and the offset. Note that a RescaleOp with an offset of O is no different
from a ConvolveOp with a 1 x 1 kernel. You can also adjust each color compo-
nent independently:

BufferedImage dstImage = null;
float[] factors = new float[] {
1.4f, 1.4f, 1.4f
}s
float[] offsets = new float[] {
0.0f, 0.0f, 30.0f
1
RescaleOp op = new RescaleOp(factors, offsets, null);
dstImage = op.filter(sourceImage, null);

In this case, the overall brightness is increased by 40 percent, and all of the pixel
colors are shifted toward the blue color. The offset of 30 increases the blue com-
ponent of each pixel by 12 percent (30/256). Remember, the offset is added to
the color value and must therefore be a value between 0 and 255, as opposed to
the scale factor, which acts as a percentage.
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806 Image Ops Demo
.—[ No Op Affine Transform = Color Convert | Convolve  Lookup  Rescale }—

Figure 8-10 The image is brighter and the blues are bluer after processing.

Figure 8-10 shows the result produced by a RescaleOp with a scale factor of 1.4
for each component and an offset of 30 for the blue component.

Just as in LookupOp, the number of values used in the scale factors and offset
arrays depend on the number of components in the source image. Working on
TYPE_INT_RGB or TYPE_INT_ARGB pictures is therefore easier than working on
other types of BufferedImage. When the source image contains an alpha chan-
nel, you do not need to specify a factor and an offset for the alpha component.
Java 2D automatically preserves the original values.

These five BufferedImageOps will probably be all you need for most situations.
Nevertheless, you might want to create your own specialized BufferedImageOp
to create advanced graphical effects.

Custom BufferedimageOp

38

Creating a new filter from scratch is not a very complicated task. To prove it, we
show you how to implement a color tint filter. This kind of filter can be used to
mimic the effect of the colored filters photographers screw in front of their
lenses. For instance, an orange color tint filter gives a sunset mood to a scene,
while a blue filter cools down the tones in the picture.

You first need to create a new class that implements the BufferedImageOp inter-
face and its five methods. To make the creation of several filters easier, we first
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define a new abstract class entitled AbstractFilter. As you will soon discover,
all filters based on this class are nonspatial, linear color filters. That means that
they will not affect the geometry of the source image and that they assume the
destination image has the same size as the source image.

The complete source code of our custom BufferedImage is available on this
book’s Web site in the project entitled CustomImageOp.

Base Filter Class

AbstractFilter implements all the methods from BufferedImageOp except for
filter(), which actually processes the source image into the destination and
hence belongs in the subclasses:

public abstract class AbstractFilter
implements BufferedImageOp {
public abstract BufferedImage filter(
BufferedImage src, BufferedImage dest);

public Rectangle2D getBounds2D(BufferedImage src) {
return new Rectangle(@, 0, src.getWidth(),
src.getHeight());
}

public BufferedImage createCompatibleDestImage(
BufferedImage src, ColorModel destCM) {
if (destCM == null) {
destCM = src.getColorMode1();
}

return new BufferedImage(destCM,
destCM.createCompatibleWritabTleRaster(
src.getWidth(), src.getHeight()),
destCM.isAlphaPremultiplied(), null);
}

public Point2D getPoint2D(Point2D srcPt,
Point2D dstPt) {
return (Point2D) srcPt.clone();
}

public RenderingHints getRenderingHints() {
return null;
}
}
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The getRenderingHints () method must return a set of RenderingHints when
the image filter relies on rendering hints. Since this will probably not be the case
for our custom filters, the abstract class simply returns null.

The two methods getBounds2D() and getPoint2D() are very important for spa-
tial filters, such as AffineTransformOp. The first method, getBounds2D(),
returns the bounding box of the filtered image. If your custom filter modifies the
dimension of the source image, you must implement this method accordingly.
The implementation proposed here makes the assumption that the filtered image
will have the same size as the source image.

The other method, getPoint2D(), returns the corresponding destination point
given a location in the source image. As for getBounds2D(), AbstractFilter
makes the assumption that no geometry transformation will be applied to the
image, and the returned location is therefore the source location.

AbstractFilter also assumes that the only data needed to compute the pixel for
(x, y) in the destination is the pixel for (x, y) in the source.

The last implemented method is createCompatibleDestImage(). Its role is to
produce an image with the correct size and number of color components to con-
tain the filtered image. The implementation shown in the previous source code
creates an empty clone of the source image; it has the same size and the same
color model regardless of the source image type.

Color Tint Filter

The color tint filter, cleverly named ColorTintFilter, extends AbstractFilter
and implements filter(), the only method left from the BufferedImageOp
interface. Before we delve into the source code, we must first define the opera-
tion that the filter will perform on the source image. A color tint filter mixes
every pixel from the source image with a given color. The strength of the mix is
defined by a mix value. A mix value of 0 means that all of the pixels remain the
same, whereas a mix value of 1 means that all of the source pixels are replaced
by the tinting color. Given those two parameters, a color and a mix percentage,
we can compute the color value of the destination pixels:

dstR = srcR * (1 - mixValue) + mixR * mixValue
dstG = srcG * (1 - mixValue) + mixG * mixValue
dstB = srcB * (1 - mixValue) + mixB * mixValue

If you tint a picture with 40 percent white, the filter will retain 60 percent (1
or 1 — mixValue) of the source pixel color values to preserve the overall lumi-
nosity of the picture.
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The following source code shows the skeleton of ColorTintFilter, an immuta-
ble class.

Note: Immutability. It is very important to ensure that your filters are immutable
to avoid any problem during the processing of the source images. Imagine what
havoc a thread could cause by modifying one of the parameters of the filter while
another thread is filtering an image. Rather than synchronizing code blocks or
spending hours in a debugger, go the easy route and make your BufferedImageOp
implementations immutable.

public class ColorTintFilter extends AbstractFilter {
private final Color mixColor;
private final float mixValue;

public ColorTintFilter(Color mixColor, float mixValue) {
if (mixColor == null) {
throw new ITlegalArgumentException(
"mixColor cannot be null");

}

this.mixColor = mixColor;

if (mixValue < 0.0f) {
mixValue = 0.0f;

} else if (mixValue > 1.0f) {
mixValue = 1.0f;

}

this.mixValue = mixValue;

}

public float getMixValue() {
return mixValue;

}

public Color getMixColor() {
return mixColor;

}

@0verride
public BufferedImage filter(BufferedImage src,
BufferedImage dst) {
// filters src into dst
}
}
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The most interesting part of this class is the implementation of the filter()
method:

@Override
public BufferedImage filter(BufferedImage src,
BufferedImage dst) {
if (dst == null) {
dst = createCompatibleDestImage(src, null);

}

int width = src.getWidth();
int height = src.getHeight();

int[] pixels = new int[width * height];
GraphicsUtilities.getPixels(src, 0, 0, width,
height, pixels);
mixColor(pixels);
GraphicsUtilities.setPixels(dst, 0, 0, width,
height, pixels);

return dst;

}

The first few lines of this method create an acceptable destination image when
the caller provides none. The javadoc of the BufferedImageOp interface dic-
tates this behavior: “If the destination image is null, a BufferedImage with an
appropriate ColorMode is created.”

Instead of working directly on the source and destination images, the color tint
filter reads all the pixels of the source image into an array of integers. The impli-
cations are threefold. First, all of the color values are stored on four ARGB 8-bit
components packed as an integer. Then, the source and the destination can be the
same, since all work will be performed on the array of integers. Finally, despite
the increased memory usage, it is faster to perform one read and one write oper-
ation on the images rather than reading and writing pixel by pixel. Before we
take a closer look at mixColor (), where the bulk of the work is done, here is the
code used to read all the pixels at once into a single array of integers:

public static int[] getPixels(BufferedImage img,
int x, int vy,
int w, int h,
int[] pixels) {
if W==0 || h==20) {
return new int[0];

}
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if (pixels == null) {
pixels = new int[w * h];
} else if (pixels.Tlength <w * h) {
throw new I1legalArgumentException(
"pixels array must have a Tength >= w*h");

}

int imageType = img.getType();
if (imageType == BufferedImage.TYPE_INT_ARGB ||
imageType == BufferedImage.TYPE_INT_RGB) {
Raster raster = img.getRaster();
return (int[]) raster.getDataElements(x, y, w, h, pixels);

}

return img.getRGB(x, y, w, h, pixels, 0, w);
h

There are two different code paths, depending on the nature of the image from
which the pixels are read. When the image is of type INT_ARGB or INT_RGB, we
know for sure that the data elements composing the image are integers. We can
therefore call Raster.getDataElements() and cast the result to an array of
integers. This solution is not only fast but preserves all the optimizations of man-
aged images performed by Java 2D.

When the image is of another type, for instance TYPE_3BYTE_BGR, as is often the
case with JPEG pictures loaded from disk, the pixels are read by calling the
BufferedImage.getRGB(int, int, int, int, int[], int, int) method. This
invocation has two major problems. First, it needs to convert all the data elements
into integers, which can take quite some time for large images. Second, it throws
away all the optimizations made by Java 2D, resulting in slower painting opera-
tions, for instance. The picture is then said to be unmanaged. To learn more
details about managed images, please refer to the Chapter 5, “Performance.”

Note: Performance and getRGB(). The class BufferedImage offers two variants of
the getRGB() method. The one discussed previously has the following signature:

int[] getRGB(int startX, int startY, int w, int h,
int[] rgbArray, int offset, int scansize)

This method is used to retrieve an array of pixels at once, and invoking it will punt
the optimizations made by Java 2D. Consider the second variant of getRGB():

int getRGB(int x, int y)

This method is used to retrieve a single pixel and does not throw away the optimi-
zations made by Java 2D. Be very careful about which one of these methods you
decide to use.
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The setPixels() method is very similar to getPixels():

public static void setPixels(BufferedImage img,

int x, int vy,
int w, int h,
int[] pixels) {

if (pixels == null || w==0 || h==0) {

return;
} else if (pixels.length <w * h) {
throw new ITlegalArgumentException(
"pixels array must have a length >= w*h");

}

int imageType = img.getType();

if (imageType == BufferedImage.TYPE_INT_ARGB ||
imageType == BufferedImage.TYPE_INT_RGB) {
WritableRaster raster = img.getRaster();
raster.setDataETements(x, y, w, h, pixels);

} else {
img.setRGB(x, y, w, h, pixels, 0, w);

}

}

Performance Tip: Working on a TYPE_INT_RGB or TYPE_INT_ARGB results in better
performance, since no type conversion is required to store the processed pixels into
the destination image.

Reading and writing pixels from and to images would be completely useless if
we did not process them in between operations. The implementation of the color
tint equations is straightforward:

private void mixColor(int[] inPixels) {
int mix_a = mixColor.getAlpha(Q);
int mix_r = mixColor.getRed();
int mix_b = mixColor.getBlue();
int mix_g = mixColor.getGreen();

for (int i

= 0; i < inPixels.Tength; i++) {
int argb =

inPixels[i];

int a = argh & 0xFF000000;

int r = (argbh >> 16) & OxFF;
int g = (argb >> 8) & OxFF;
int b = (argb ) & OxFF;
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= (int) (r * (1.0f - mixValue) + mix_r * mixValue);
(int) (g * (1.0f - mixValue) + mix_g * mixValue);
= (int) (b * (1.0f - mixValue) + mix_b * mixValue);

T Q
|

inPixels[i] = a << 24 | r << 16 | g << 8 | b;
}
3

Before applying the equations, we must split the pixels into their four color com-
ponents. Some bit shifting and masking is all you need in this situation. Once
each color component has been filtered, the destination pixel is computed by
packing the four modified color components into a single integer. Figure 8-11
shows a picture tinted with 50 percent red.

The above implementation works well but can be vastly improved performance-
wise. The ColorTintFiTlter class in the CustomImageOp project on this book’s
Web site offers a better implementation that uses a few tricks to avoid doing all
of the computations in the loop.

Note: As an exercise, you can try to improve this implementation on your own
before looking at the final version. (Hint: You can use lookup arrays.)

8anon Custom Image Op Demo

Figure 8-11 A red-tinted picture.
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A Note about Filters Performance

Image filters perform a lot of operations on images, and performance can easily
degrade if you do not pay attention to a few details. Whenever you write a filter
assuming the source image will be of type INT_RGB or INT_ARGB, make sure the
source image is actually of that type.

Usually, compatible images (images created with GraphicsConfiguration.
createCompatibleImage()), which are designed to be in the same format as the
screen, are stored as integers. It is often the case that the user’s display is in 32-
bit format and not the older 8-, 16-, and 24-bit formats. Therefore, it is a good
idea to always load your images as compatible images.

The CustomImageOp demo loads a JPEG picture, which would normally be of
type 3BYTE_BGR, and turns it into a compatible image of type INT_RGB. You can
look for the call to GraphicsUtilities.loadCompatibleImage() in the source
code of the demo and replace it with ImageIO.read() to see the difference when
moving the sliders of the user interface. As a rule of thumb, do not hesitate to use
the various methods from the GraphicsUtilities class to always use compati-
ble images.

Summary
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Java 2D offers several powerful facilities to perform image processing on your
pictures. The built-in BufferedImageOp implementations let you write your
own custom filters very quickly. And if you need more flexibility, you can even
create a new BufferedImageOp implementation from scratch.
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As discussed in Volume 1 (Section 11.2) of Core Servlets and JavaServer Pages, you
have many options when it comes to generating dynamic content inside the J[SP page.
These options are as follows:

*  Scripting elements calling servlet code directly

e Scripting elements calling servlet code indirectly (by means of utility
classes)

* Beans

¢ Servlet/JSP combo (MVC)

*  MVC with JSP expression language

¢ Custom tags

The options at the top of the list are much simpler to use and are just as legitimate
as the options at the bottom of the list. However, industry has adopted a best practice
to avoid placing Java code inside the JSP page. This best practice stems from it being
much harder to debug and maintain Java code inside the JSP page. In addition, JSP
pages should concentrate only on the presentation logic. Introducing Java code into
the JSP page tends to divert its purpose and, inevitably, business logic starts to creep
in. To enforce this best practice, version 2.4 of the servlet specification went so far as
to provide a way to disable any type of JSP scripting for a group of JSP pages. We dis-
cuss how to disable scripting in Section 2.14 (Configuring JSP Pages).

That said, there are cases where the presentation logic itself is quite complex and
using the non-Java code options in the JSP page to express that logic becomes either
too clunky and unreadable or, sometimes, just impossible to achieve. This is where
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logic through the familiar HTM L-like structures.

This chapter discusses how to create and use custom tags utilizing the new Sim-
pleTag API, which was introduced in version 2.4 of the servlet specification. As its
name suggests, SimpleTag API is very easy to use in comparison to its predecessor,
now known as the classic tag API.

Although the simpleTag API completely replaces the classic tag API, you should
keep in mind that it works only in containers compliant with servlet specification 2.4
and above. Because there are still a lot of applications running on servlet 2.3-compli-
ant containers, you should consider avoiding the SimpleTag API if you are not sure
what type of container your code will end up on.

7.1 Tag Library Components

To use custom JSP tags, you need to define three separate components:

¢ The tag handler class that defines the tag's behavior
e The TLD file that maps the XML element names to the tag
implementations

e The JSP file that uses the tag library

The rest of this section gives an overview of each of these components, and the
following sections give details on how to build these components for various styles of
tags. Most people find that the first tag they write is the hardest—the difficulty being
in knowing where each component should go, not in writing the
components. So, we suggest that you start by just downloading the simplest of the
examples of this chapter from http://volume2.coreservlets.com/ and getting those
examples to work on your machine. After that, you can move on and try creating
some of your own tags.

The Tag Handler Class

When defining a new tag, your first task is to define a Java class that tells the sys-
tem what to do when it sees the tag. This class must implement theSimpleTag
interface. In practice, you extend SimpleTagSupport, which implements the
SimpleTag interface and supplies standard implementations for some of its
methods. Both the SimpleTag interface and the SimpleTagSupport class reside
in the javax.servlet.jsp.tagext package.



7.1 Tag Library Components

The very first action the container takes after loading the tag handler class is
instantiating it with its no-arg constructor. This means that every tag handler must
have a no-arg constructor or its instantiation will fail. Remember that the Java com-
piler provides one for you automatically unless you define a constructor with argu-
ments. In that case, be sure to define a no-arg constructor yourself.

The code that does the actual work of the tag goes inside the doTag method. Usu-
ally, this code outputs content to the JSP page by invoking the print method of the
JspWriter class. To obtain an instance of the JstiWriter class you call getJsp-
Context () .getout () inside the doTag method. The doTag method is called at
request time. It’s important to note that, unlike the classic tag model, the Simple-
Tag model never reuses tag handler instances. In fact, a new instance of the tag han-
dler class is created for every tag occurrence on the page. This alleviates worries
about race conditions and cached values even if you use instance variables in the tag
handler class.

You place the compiled tag handler in the same location you would place a regular
servlet, inside the WEB-INF/classes directory, keeping the package structure intact.
For example, if your tag handler class belongs to the mytags package and its class
name is MyTag, you would place theMyTag.class file inside the WEB-INF/classes/
mytags/ directory.

Listing 7.1 shows an example of a tag handler class.

NG A BN Example Tag Handler Class

package somepackage;

import javax.servlet.jsp.*;
import javax.servlet.jsp.tagext.*;
import java.io.*;

public class ExampleTag extends SimpleTagSupport {
public void doTag() throws JspException, IOException {
JspWriter out = getJspContext ().getOut();
out.print ("<b>Hello World!</b>");
}

The Tag Library Descriptor File

Once you have defined a tag handler, your next task is to identify this class to the server
and to associate it with a particular XML tag name. This task is accomplished by means
of a TLD file in XML format. This file contains some fixed information (e.g., XML
Schema instance declaration), an arbitrary short name for your library, a short descrip-
tion, and a series of tag descriptions. Listing 7.2 shows an example TLD file.
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RE WA Example Tag Library Descriptor File

<?xml version="1.0" encoding="UTF-8" ?>
<taglib xmlns="http://java.sun.com/xml/ns/j2ee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/j2ee
http://java.sun.com/xml/ns/j2ee/web-jsptaglibrary 2_0.xsd"
version="2.0">
<tlib-version>1.0</tlib-version>
<short-name>csajsp-taglib</short-name>
<tag>
<description>Example tag</description>
<name>example</name>
<tag-class>package.TagHandlerClass</tag-class>
<body-content>empty</body-content>
</tag>
</taglib>

We describe the details of the contents of the TLD file in later sections. For now,
just note that the tag element through the following subelements in their required
order defines the custom tag.

* description. This optional element allows the tag developer to
document the purpose of the custom tag.

¢ name. This required element defines the name of the tag as it will be
referred to by the JSP page (really tag suffix, as will be seen shortly).

e tag-class. Thisrequired element identifies the fully qualified name
of the implementing tag handler class.

* body-content. This required element tells the container how to
treat the content between the beginning and ending occurrence of the
tag, if any. The value that appears here can be either empty,
scriptless, tagdependent, or JSP.

The value of empty means that no content is allowed to appear in
the body of the tag. This would mean that the declared tag can only
appear in the form:

<prefix:tag/>
or
<prefix:tag></prefix:tag>

(without any spaces between the opening and closing tags). Placing
any content inside the tag body would generate a page translation
error.
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The value of scriptless means that the tag body is allowed to
have JSP content as long as it doesn’t contain any scripting elements
like <% ... %>or<%= ... %> Ifpresent, the body of the tag
would be processed just like any other JSP content.

The value of tagdependent means that the tag is allowed to have
any type of content as its body. However, this content is not processed
at all and completely ignored. It is up to the developer of the tag
handler to get access to that content and do something with it. For
example, if you wanted to develop a tag that would allow the JSP page
developer to execute an SQL statement, providing the SQL in the
body of the tag, you would use tagdependent as the value of the
body-content element.

Finally, the value of JsP is provided for backward compatibility
with the classic custom tag model. It is not a legal value when used
with the SimpleTag API.

Note that there is no legal way of allowing any scripting elements
to appear as the tag body under the new SimpleTag API model.

Core Warning

When using the simpleTag API, itis illegal to include scripting elements
in the body of the tag.

The TLD file must be placed inside the WEB-INF directory or any subdirectory
thereof.

Core Note

The TLD file must be placed inside the WEB-INF directory or a
subdirectory thereof.

We suggest that you don’t try to retype the TLD every time you start a new
tag library, but start with a template. You can download such a template from
http://volume2.coreservliets.com/.
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The JSP File

Once you have a tag handler implementation and a TLD, you are ready to write a
JSP file that makes use of the tag. Listing 7.3 gives an example. Somewhere in the
JSP page you need to place the taglib directive. This directive has the following
form:

<%@ taglib uri="..." prefix="..." %>

The required uri attribute can be either an absolute or relative URL referring to a
TLD file like the one shown in Listing 7.2. For now, we will use a simple URL rela-
tive to the Web application’s root directory. This makes it easy to refer to the same
TLD file from multiple JSP pages in different directories. Remember that the TLD
file must be placed somewhere inside the WEB-INF directory. Because this URL will
be resolved on the server and not the client, it is allowed to refer to the WEB-INF
directory, which is always protected from direct client access.

The required prefix attribute specifies a prefix to use in front of any tag name
defined in the TLD of this taglib declaration. For example, if the TLD file defines
a tag named tagl and the prefix attribute has a value of test, the JSP page would
need to refer to the tag as test : tagl. This tag could be used in either of the follow-
ing two ways, depending on whether it is defined to be a container that makes use of

the tag body:
<test:tagl>Arbitrary JSP</test:tagl>
or just

<test:tagl />

RE B Example JSP File

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>
<HEAD>
<TITLE>Example JSP page</TITLE>
<LINK REL=STYLESHEET
HREF="JSP-Styles.css"
TYPE="text/css">
</HEAD>
<BODY>
<%@ taglib uri="/WEB-INF/tlds/example.tld"
prefix="test" %>
<test:example/>
<test:example></test:example>
</BODY></HTML>




7.2 Example: Simple Prime Tag

7.2 Example: Simple Prime Tag

In this example we create a simple custom tag that would output a random 50-digit
prime number to the JSP page (a real treat!). We accomplish this task with the help
of the Primes class shown in Listing 7.4.

We define a tag handler class SimplePrimeTag that extends the SimpleTag-
Support class. In its doTag method, we obtain a reference to the JspWiriter by
calling getJspContext () .getOut (). Then, by using the static method
Primes.nextPrime we generate our random 50-digit prime number. We output
this number to the JSP page by invoking the print method on the JspWriter
object reference. The code for SimplePrimeTag.java is shown in Listing 7.5.

R B Primes.java

package coreservlets;
import java.math.BigInteger;

/** A few utilities to generate a large random BigInteger,
* and find the next prime number above a given BigInteger.
*/

public class Primes {
private static final BigInteger ZERO = BigInteger.ZERO;
private static final BigInteger ONE = BigInteger.ONE;
private static final BigInteger TWO = new BigInteger("2");

// Likelihood of false prime is less than 1/2”ERR_VAL

// Presumably BigInteger uses the Miller-Rabin test or

// equivalent, and thus is NOT fooled by Carmichael numbers.
// See section 33.8 of Cormen et al.'s Introduction to

// Algorithms for details.

private static final int ERR_VAL = 100;

public static BigInteger nextPrime(BigInteger start) {
if (isEven(start))
start = start.add(ONE) ;
else
start = start.add(TwO) ;
if (start.isProbablePrime (ERR_VAL))
return(start) ;
else
return (nextPrime (start) ) ;
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RET B Primes.java (continued)

private static boolean isEven(BigInteger n) {
return(n.mod (TWO) .equals (ZERO) ) ;

private static StringBuffer[] digits =

{ new StringBuffer("0"), new StringBuffer("1"),
new StringBuffer("2"), new StringBuffer("3"),
new StringBuffer("4"), new StringBuffer("5"),
new StringBuffer("6"), new StringBuffer("7"),
new StringBuffer("8"), new StringBuffer("9") };

private static StringBuffer randomDigit (boolean isZeroOK)
int index;
if (isZeroOK) {
index = (int)Math.floor (Math.random() * 10);
} else {
index = 1 + (int)Math.floor (Math.random() * 9);
}

return(digits[index]) ;

/** Create a random big integer where every digit is
selected randomly (except that the first digit
* cannot be a zero).
*/
public static BigInteger random(int numDigits) {
StringBuffer s = new StringBuffer("");
for(int i=0; i<numDigits; i++) {
if (i == 0) {
// First digit must be non-zero.
s.append (randomDigit (false)) ;
} else {
s.append (randomDigit (true)) ;

}

return (new BigInteger (s.toString()));

/** Simple command-line program to test. Enter number
* of digits, and it picks a random number of that

* length and then prints the first 50 prime numbers
* above that.

*/

public static void main (String[] args) {
int numDigits;
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RE W B Primes.java (continued)

try {

}

}
Bi

numDigits = Integer.parselnt(args([0]);
catch (Exception e) { // No args or illegal arg.
numDigits = 150;

gInteger start = random(numDigits);

for(int 1i=0; 1i<50; i++) {

start = nextPrime(start);
System.out.println("Prime " + i + " = " + start);

G & SimplePrimeTag.java

packag
import
import
import
import
import

/**

e coreservlets.tags;
javax.servlet.jsp.*;
javax.servlet.jsp. tagext.*;
java.io.*;
java.math. *;
coreservlets.Primes;

* SimplePrimeTag output a random 50-digit prime number

*  to
*/
public

the JSP page.

class SimplePrimeTag extends SimpleTagSupport {

protected int length = 50;

public void doTag() throws JspException, IOException {
JspWriter out = getJdspContext ().getOut();
BigInteger prime = Primes.nextPrime(Primes.random(length));
out.print (prime);

Now that we have our tag handler class, we need to describe our tag to the con-
tainer. We do this using the TLD csajsp-taglib.tld shown in Listing 7.6. Because all
our tag does is output a prime number, we don’t need to allow the tag to include a
body, and so we specify empty as the value of the body-content element. We

place the csajsp-taglib.tld file in the WEB-INF/tlds folder.
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Excerpt from csajsp-taglib.tld

<?xml version="1.0" encoding="UTF-8" ?>

<taglib xmlns="http://java.sun.com/xml/ns/j2ee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/j2ee
http://java.sun.com/xml/ns/j2ee/web-jsptaglibrary 2_0.xsd"
version="2.0">
<tlib-version>1.0</tlib-version>
<short-name>csajsp-taglib</short-name>

<tag>
<description>Outputs 50-digit primes</description>
<name>simplePrime</name>
<tag-class>coreservlets.tags.SimplePrimeTag</tag-class>
<body-content>empty</body-content>

</tag>

</taglib>

Listing 7.7 shows the simple-primes-1.jsp page, which uses the simple prime
tag. We assign csajsp as the prefix for all tags (so far just simplePrime) in the
/WEB-INF/tlds/csajsp-taglib. tld library. Also note that it is perfectly legal
to use a closing tag with the body-content of empty as long as there is nothing,
not even a space, between the opening tag and the closing tag, as shown by the last
occurrence of the tag in the simple-primes-1.jsp page; that is, <csajsp:simple-
Prime></csajsp:simplePrime>. The resulting output is shown in Figure 7-1.

NE VA simple-primes-1.jsp

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>
<HEAD>
<TITLE>Some 50-Digit Primes</TITLE>
<LINK REL=STYLESHEET
HREF="JSP-Styles.css"
TYPE="text/css">
</HEAD>
<BODY>
<Hl1>Some 50-Digit Primes</H1>
<%@ taglib uri="/WEB-INF/tlds/csajsp-taglib.tld"
prefix="csajsp" %>
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simple-primes-1.jsp (continued)

<UL>
<LI><csajsp:simplePrime />
<LI><csajsp:simplePrime />
<LI><csajsp:simplePrime />
<LI><csajsp:simplePrime></csajsp:simplePrime>

</UL>

</BODY></HTML>

3 Some 50-Digit Primes - Mozilla Firefox
Fil= Edit Yiew Go Bookmarks Tools Help

Q] - L:; - @ x @ ||_| http:/flocalhostftagsSampleApp/simple-primes-1.jsp V‘ “Q, |

Some 50-Digit Primes

* 06119294515563297040878546795460749750263874337029
* 51105053241199435277780462290728474985795154814121
* D2660302260880711219546705218445311562332127758577
* 59413525881084721819117945030535880672307913891597

Done

Figure 7-1  Result of simple-primes-1.jsp.

7.3 Assigning Attributes to Tags

Allowing tags like
<prefix:name attributel="valuel" attribute2="value2"... />

adds significant flexibility to your tag library because the attributes allow us to pass
information to the tag. This section explains how to add attribute support to your tags.

Tag Attributes: Tag Handler Class

Providing support for attributes is straightforward. Use of an attribute called
attributel simply results in a call to a method called setAttributel in your
class that extends SimpleTagSupport (or that otherwise implements the Simple-
Tag interface). Consequently, adding support for an attribute named attributel
is merely a matter of implementing the following method in your tag handler class:
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public void setAttributel (String valuel) {
doSomethingWith (valuel) ;
}

Note that an attribute with the name of attributeName (lowercase a) corre-
sponds to a method called setAttributeName (uppercase A).

One of the most common things to do in the attribute handler is to simply store
the attribute in a field for later use by the doTag method. For example, the following
is a code snippet of a tag implementation that adds support for the message
attribute:

private String message = "Default Message";
public void setMessage (String message) {
this.message = message;

}

If the tag handler is accessed from other classes, it is a good idea to provide a
getAttributeName method in addition to the setAttributeName method.
Only setAttributeName is required, however.

Tag Attributes: Tag Library Descriptor

Tag attributes must be declared inside the tag element by means of an attribute
element. The attribute element has three nested elements that can appear
between <attribute> and </attribute>.

e name. This is a required element that defines the case-sensitive
attribute name.

* required. This is an optional element that stipulates whether the
attribute must always be supplied, true, or is optional, false
(default). If requiredis false and the [SP page omits the attribute,
no call is made to the setAttributeName method, so be sure to
give default values to the fields that the method sets if the attribute is
not declared as required. Omitting a tag attribute, which is declared
with the required element equal to true, results in an error at page
translation time.

* rtexprvalue. This is an optional element that indicates whether the
attribute value can be either a JSP scripting expression like <%=
expression %> or[SP ELlike $ {bean.value} (true), or whether
it must be a fixed string (£alse). The default value is false, so this
element is usually omitted except when you want to allow attributes to
have values determined at request time. Note that even though it is never
legal for the body of the tag to contain JSP scripting expressions like
<%= expression %>, they are nevertheless legal as attribute values.
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Tag Attributes: JSP File

As before, the JSP page has to declare the tag library using the taglib directive.
This is done in the following form:

oo

<%@ taglib uri="..." prefix="..." %>

The usage of the tag is very similar, except now we are able to specify a custom
attribute as well. Remember that just like tag names, the attribute names are
case-sensitive and have to appear in the JSP page exactly as they were declared inside
the TLD file. Because custom tags are based on XML syntax, the value of an
attribute has to be enclosed by either single or double quotes. For example:

<some-prefix:tagl attributel="value" />

7.4 Example: Prime Tag with
Variable Length

In this example, we modify the previous prime number example, shown in Section
7.2 (Example: Simple Prime Tag), to provide an attribute for specifying the length of
the prime number. Listing 7.8 shows the PrimeTag class, a subclass of SimpleP-
rimeTag that adds support for the length attribute. This change is achieved by
supplying an additional method, setLength. When this method is called, it
attempts to convert its String argument into an int and store it in an instance vari-
able length. If it fails, the originally initialized value for the instance variable
length is used.

The TLD, shown in Listing 7.9, declares the optional attribute length. It is this
declaration that tells the container to call the setLength method if the attribute
length appears in the tag when it’s used in the JSP page.

The JSP page, shown in Listing 7.10, declares the tag library with the taglib
directive as before. However, now we are able to specify how long our prime number
should be. If we omit the 1length attribute, the prime tag defaults to 50. Figure 7-2
shows the result of this page.
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R Bl PrimeTag.java

package coreservlets.tags;

/** PrimeTag outputs a random prime number
* to the JSP page. The length of the prime number is
* gpecified by the length attribute supplied by the JSP
* page. If not supplied, it defaults to 50.
*/
public class PrimeTag extends SimplePrimeTag {
public void setLength(String length) {
try {
this.length = Integer.parseInt(length);
} catch(NumberFormatException nfe) {
// Do nothing as length is already set to 50

Excerpt from csajsp-taglib.tld

<?xml version="1.0" encoding="UTF-8" ?>

<taglib xmlns="http://java.sun.com/xml/ns/j2ee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/j2ee
http://java.sun.com/xml/ns/j2ee/web-jsptaglibrary 2_0.xsd"
version="2.0">
<tlib-version>1.0</tlib-version>
<short-name>csajsp-taglib</short-name>

<tag>
<description>Outputs an N-digit prime</description>
<name>prime</name>
<tag-class>coreservlets.tags.PrimeTag</tag-class>
<body-content>empty</body-content>
<attribute>
<description>N (prime number length)</description>
<name>length</name>
<required>false</required>
</attribute>
</tag>
</taglib>
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R I primes-1.jsp

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>
<HEAD>
<TITLE>Some N-Digit Primes</TITLE>
<LINK REL=STYLESHEET
HREF="JSP-Styles.css"
TYPE="text/css">
</HEAD>
<BODY>
<Hl1>Some N-Digit Primes</H1>
<%@ taglib uri="/WEB-INF/tlds/csajsp-taglib.tld"
prefix="csajsp" %>
<UL>
<LI>20-digit: <csajsp:prime length="20" />
<LI>40-digit: <csajsp:prime length="40" />
<LI>80-digit: <csajsp:prime length="80" />
<LI>Default (50-digit): <csajsp:prime />
</UL>
</BODY></HTML>

3 Some N-Digit Primes - Mozilla Firefox

File Edit Yew Go Bookmarks Tools Help

QZI - L:/\) - @ |:\ @ ||_| http:}flocalhost ftagsSampledpp/primes-1.jsp V| ||§|, |

Some N-Digit Primes

* 20-digit: 61088210735275348279

o A0-digit: 1131036772591044 14470504624 2783357240923

* B0-digit: 280794594635645562889896075257913303008332645 132265058464 985 14878284 148735613403
* Default (50-digit): F185587 75824457 1785751248825 1508006582878340500201

Done

Figure 7-2  Result of primes-1_jsp.
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7.5 Including Tag Body
in the Tag Output

Up to this point, all of the custom tags you have seen did not allow a body and thus
were always used as standalone tags of the following form:

<prefix:tagname/>
<prefix:tagname></prefix:tagname>

Note that the second tag shown does not have any space between the opening and
closing tags. The fact that these tags were not allowed to include a body was a direct
result of supplying the element body-content with the value of empty:.

In this section, we see how to define tags that use their body content and are thus
written in the following matter:

<prefix:tagname>scriptless JSP content</prefix:tagname>

Tag Bodies: Tag Handler Class

Supporting tag bodies does not introduce any structural changes to the tag handler
class. You still need to include setter methods for any attributes you are planning to
declare and use. You still need to override the doTag method. To output the body
content of the tag, inside the doTag method you need to acquire the IspFragment
instance representing the body of the tag by calling the getIspBody method, then
using its invoke method passing it null as its argument. Usually, this is done in a
single step as follows:

getdspBody () .invoke (null) ;

The container processes the JSP content found in the body of the tag just like any
other JSP page content. If the invoke method is passed null as its argument, the
resulting output of that [SP content is passed verbatim to the client. Therefore, the
doTag method has no way of accessing the tag body output. All it can do is pass it
along. We show how to access and modify the output of the tag body content before
it’s sent to the client in Section 8.1 (Manipulating Tag Body). It's important to stress,
however, that it is the output resulting from the execution of the JSP code in the tag
body, not the JSP code itself, that is passed to the client.

Core Note

When getJspBody () . invoke (null) is called, it is the output
resulting from the execution of the tag body’s JSP content that gets
passed to the client, not the JSP code itself.




7.5 Including Tag Body in the Tag Output

In practice, you almost always output something before or after outputting the tag

body as follows:

JspWriter out = getdspContext().getOut();
out.print("...");
getJspBody () .invoke (null) ;
out.print("...");

Note that because sending the JSP content of the tag body boils down to a simple
method invocation, it is very easy to create a tag that conditionally sends the JSP con-
tent to the client by surrounding the method call with an if statement. We show an
example of this in Section 7.7 (Example: Debug Tag). It is also trivial to output the
tag body content several times, as the method call can be placed inside a for loop
and invoked many times. We show an example of this in Section 8.4 (Example: Sim-
ple Looping Tag).

Tag Bodies: Tag Library Descriptor

The change to the TLD is trivial. Instead of the value of empty for the required
body-content element, we need to provide the value of scriptless.

Tag Bodies: JSP File

There are no changes to the JSP file. You still need to declare and assign a prefix
to the TLD through the taglib directive. However, now we can use our tags with
nonempty bodies.

Remember, however, that the body-content was declared as scriptless,
and that scriptless means we are allowed to place JSP content into the body of
the tag, but are not allowed to place JSP scriptlets there. So, the following is a legal
usage of the tag:

<prefix:tagname>
some content with ${bean.property}
</prefix:tagname>

The following would be illegal:
<prefix:tagname>

some content with <%= bean.property %>
</prefix:tagname>
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7.6 Example: Heading Tag

Listing 7.11 shows HeadingTag.java, which defines a tag for a heading element that is
more {lexible than the standard HTML H1 through H6 elements. (Yes, we know that
the entire problem could be solved more elegantly with Cascading Style Sheets
[CSS] and without the use of a custom tag, but this is for demonstration purposes
only, so work with us.) This new element allows a precise font size, a list of preferred
font names (the first entry that is available on the client system will be used), a fore-
ground color, a background color, a border, and an alignment (LEFT, CENTER,
RIGHT). Only the alignment capability is available with the H1 through H6 elements.
The heading is implemented through use of a one-cell table enclosing a SPAN ele-
ment that has embedded stylesheet attributes.

The doTag method first generates the <TABLE> and <SPAN> start tags, then
invokes getJspBody () . invoke (null) to instruct the system to include the tag
body, and then generates the </SPAN> and </TABLE> tags. We use various set-
AttributeName methods to handle the attributes like bgColor and fontSize.

Listing 7.12 shows the excerpt from the csajsp-taglib.tld file that defines the
heading tag. Listing 7.13 shows heading-1.jsp, which uses the heading tag. Figure
7-3 shows the resulting JSP page.

AN HeadingTag.java

package coreservlets.tags;

import javax.servlet.jsp.*;

import javax.servlet.jsp.tagext.*;
import java.io.*;

/** Heading tag allows the JSP developer to create
a heading and specify alignment, background color,

* foreground color, font, etc. for that heading.
*/

public class HeadingTag extends SimpleTagSupport {
private String align;
private String bgColor;
private String border;
private String fgColor;
private String font;
private String size;

public void setAlign(String align) ({
this.align = align;

}
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IR R HeadingTag.java (continued)

public
this
}
public
this
}
public
this
}
public

this.

}
public

this.

void setBgColor (String bgColor)
.bgColor = bgColor;

void setBorder (String border)

void setFgColor (String fgColor)
.fgColor = fgColor;

void
font

void
size

.border = border;

setFont (String font) {
= font;

setSize (String size) {
= size;

public void doTag() throws JspException,
JspWriter out = getJdspContext ().getOut();

out.print ("<TABLE ALIGN=\""
" BGCOLOR=\"" + bgColor +
" BORDER=" + border +

out.print ("<TR><TH>") ;

out.print ("<SPAN STYLE=\"color:
" font-family:
" font-size:

||\||>\n||);

// Output content of the body
getJdspBody () .invoke (null) ;
out.println("</SPAN></TH></TR></TABLE>" +

"<BR CLEAR=\"ALL\"><BR>");

+ align +

IOException {

n\n"\n" +

n\"s>\n")

+ fgColor +

" + font
+ size +

n\n"\n" +

.
7

LN \n"

+ ", \n"

"px;

+

+

+

Excerpt from csajsp-taglib.tld

<?xml version="1.0" encoding="UTF-8"

<taglib xmlns="http://java.sun.com/xml/ns/j2ee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/j2ee
http://java.sun.com/xml/ns/j2ee/web-jsptaglibrary 2_0.xsd"
version="2.0">
<tlib-version>1.0</tlib-version>

<short-name>csajsp-taglib</short-name>

?>
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Excerpt from csajsp-taglib.tld (continued)

<tag>

<description>Formats enclosed heading</description>

<name>heading</name>

<tag-class>coreservlets.tags.HeadingTag</tag-class>

<body-content>scriptless</body-content>

<attribute>
<name>align</name>
<required>true</required>

</attribute>

<attribute>
<name>bgColor</name>
<required>true</required>

</attribute>

<attribute>
<name>border</name>
<required>true</required>

</attribute>

<attribute>
<name>fgColor</name>
<required>true</required>

</attribute>

<attribute>
<name>font</name>
<required>true</required>

</attribute>

<attribute>
<name>size</name>
<required>true</required>

</attribute>

</tag>
</taglib>

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>
<HEAD><TITLE>Headings</TITLE>
<LINK REL=STYLESHEET
HREF="JSP-Styles.css"
TYPE="text/css">
</HEAD>
<BODY>
<%@ taglib uri="/WEB-INF/tlds/csajsp-taglib.tld"
prefix="csajsp" %>
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heading-1.jsp (continued)

<csajsp:heading align="LEFT" bgColor="CYAN"
border="10" f£gColor="BLACK"
font="Arial Black" size="78">
First Heading
</csajsp:heading>

<csajsp:heading align="RIGHT" bgColor="RED"
border="1" fgColor="YELLOW"
font="Times New Roman" size="50">
Second Heading
</csajsp:heading>

<csajsp:heading align="CENTER" bgColor="#C0COCO"
border="20" fgColor="BLUE"
font="Arial Narrow" size="100">
Third Heading
</csajsp:heading>
</BODY></HTML>

) Headings - Mozilla Firefox

File Edit Wew Go Bookmarks Tools  Help

<3| i [—L:’ - % |:| @ ||_| http:fflocalhostftagssampledppiheadings-1.jsp V‘ HQ' |

First Heading

Third Heading

Done

Figure 7-3  Result of heading-1.jsp.
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7.7 Example: Debug Tag

In Section 7.5 (Including Tag Body in the Tag Output), we explained that to send the
JSP content of the tag body to the client, one need only call the getJsp-
Body () . invoke (null) method inside the doTag method of the tag handler class.
This simplicity allows us to easily create tags that output their bodies conditionally.
This functionality can be achieved by simply surrounding the getJsp-
Body () .invoke (null) invocation within an if statement.

In this section, we present an example of a custom tag that conditionally outputs
its tag body. It’s quite often the case when the output of the JSP page is something
other than what you expected. In such a case, it’s useful to have the option of seeing
some debugging information right on the page without having to resort to embed-
ding System.out .print statements throughout the page. However, we do not
want the user to see the debugging information in the production system. To solve
this problem, we create a custom tag that conditionally outputs its body based on the
presence of the debug request parameter. If the debug request parameter is
present, it would signal to the [SP page to output the debugging information.

Listing 7.14 shows the DebugTag.java file. In its doTag method, we output the
tag body if the debug request parameter is present and skip the body of the tag if it’s
not. Inside the JSP page, shown in Listing 7.16, we surround the debugging informa-
tion with our debug tag. Listing 7.15 shows the excerpt from the csajsp-taglib.tld file
declaring the debug tag to the container. Listing 7.16 shows the debug.jsp page that
uses the debug tag. Figure 7-4 shows the result of the debug.jsp page when the
debug request parameter is not present. Figure 7-5 shows the result of the
debug.jsp page when the debug request parameter is supplied.

AL DebugTag.java

package coreservlets.tags;

import javax.servlet.jsp.*;

import javax.servlet.jsp.tagext.*;
import java.io.*;

import javax.servlet.http.*;

/**
* DebugTag outputs its body if the request parameter
* 'debug' is present and skips it if it's not.
*/
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DebugTag.java (continued)

public class DebugTag extends SimpleTagSupport {
public void doTag() throws JspException, IOException {
PageContext context = (PageContext) getJdspContext();
HttpServletRequest request =
(HttpServletRequest) context.getRequest();
// Output body of tag only if debug param is present.
if (request.getParameter("debug") != null) {
getJspBody () .invoke (null) ;

(-
(-
-

T 8 I Excerpt from csajsp-taglib.tld

<?xml version="1.0" encoding="UTF-8" ?>

<taglib xmlns="http://java.sun.com/xml/ns/j2ee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/j2ee
http://java.sun.com/xml/ns/j2ee/web-jsptaglibrary 2_0.xsd"
version="2.0">
<tlib-version>1.0</tlib-version>
<short-name>csajsp-taglib</short-name>

<tag>
<description>Conditionally outputs enclosed body</description>
<name>debug</name>
<tag-class>coreservlets.tags.DebugTag</tag-class>
<body-content>scriptless</body-content>
</tag>
</taglib>

R P (W debug.jsp

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>
<HEAD>
<TITLE>Some Hard-to-Debug Page</TITLE>
<LINK REL=STYLESHEET
HREF="JSP-Styles.css"
TYPE="text/css">
</HEAD>
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debug.jsp (continued)

<BODY>

<H1>Some Hard-to-Debug Page</H1l>

<%@ taglib uri="/WEB-INF/tlds/csajsp-taglib.tld"
prefix="csajsp" %>

Top of regular page. Blah, blah, blah.

Yadda, yadda, yadda.

<csajsp:debug>

<H2>Debug Info:</H2>

********************<BR>

-Remote Host: ${pageContext.request.remoteHost}<BR>

-Session ID: ${pageContext.session.id}<BR>

-The foo parameter: ${param.foo}<BR>

********************<BR>

</csajsp:debug>

<PpP>

Bottom of regular page. Blah, blah, blah.

Yadda, yadda, yadda.

</BODY></HTML>

3 Some Hard-to-Debug Page - Mozilla Firefox

File Edit Yew Go Bookmarks Tools Help

<Z| - |:> - @ |:| @ ||_| http: flocalhostftagsSampledppidebug. jsp V‘ “Q, |
Some Hard-to-Debug Page

Top of regular page. Blah, blah, blah. Yadda, yadda, yadda

Bottom of regular page. Blah, blah, blah. Yadda, vadda, vadda.

Done

Figure 7-4  Result of debug.jsp page without supplying the debug request parameter.
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3 Some Hard-to-Debug Page - Mozilla Firefox

File Edit Yew Go Bookmarks Tools Help

QZI - |:> - @ @ || http:jflocalhost/tagsSamplespp/debug. jsprfoo=barédebug hd IQ,

Some Hard-to-Debug Page
Top of regular page. Blah, blah, blah. Yadda, yadda, yadda

Debug Info:

D2 DR DR D D DK D DR DR K
-Remote Hest: 127.0.0.1
~Zession I 36A0204EE2DEFES11C1951E315BF952C

-The foo parameter: bar
sk ok ok b ok ok ok ko kb ok ok ok

Bottom of regular page. Blah, blah, blah. Yadda, vadda, vadda.

Done

Figure 7-5  Result of debug.jsp page when the debug request parameter is supplied.

7.8 Creating Tag Files

JSP specification version 2.0 introduced a JSP-based way to create custom tags using
tag files. One of the key differences between what we talk about in the beginning of
this chapter, Java-based custom tags, and tag files (or JSP-based custom tags) is that
with Java-based tags the tag handler is a Java class, whereas with JSP-based tags the
tag handler is a JSP page. Tag files are also a bit simpler to write because they don’t
require you to provide a TLD.

The guidelines for when to develop a JSP-based custom tag versus a Java-based
custom tag are analogous to the guidelines for when to use a JSP page versus a serv-
let. When there is a lot of logic, use Java to create output. When there is a lot of
HTML formatting, use tag files to create output. To review the general benefits of
JSPs versus servlets, please see Section 10.2 of Volume 1.

There is one caveat that might force your choice between tag files and Java-based
custom tags. Tag files run only in JSP 2.0, whereas Java-based custom tags have a
“classic” version that does not rely on the new SimpleTag APIL. So, if the container
you are targeting is only compliant with earlier versions of the specification, you have
to use classic Java-based custom tag development. The bad news is that classic
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Java-based custom tag development is quite more complicated than the SimpleTag
APT and we do not cover classic tags in this book. The good news is that almost all
mainstream containers have been updated to be compliant with servlet specification
2.4 and JSP specification 2.0, so chances are you won't need to develop the classic
Java-based custom tags.

In general, there are two steps to creating a J[SP-based custom tag.

¢ Create a JSP-based tag file. This file is a fragment of a JSP page
with some special directives and a .tag extension. It must be placed
inside the WEB-INF/tags directory or a subdirectory thereof.

¢ Create a JSP page that uses the tag file. The JSP page points to
the directory where the tag file resides. The name of the tag file
(minus the .tag extension) becomes the name of the custom tag and
therefore no TLD connecting the implementation of the tag with its
name is needed.

In the next few sections, we reproduce the same custom tags we developed earlier
in this chapter, but we use tag files to accomplish it.

7.9 Example: Simple Prime
Tag Using Tag Files

Let’s rewrite the simple prime custom tag example using tag files. Listing 7.17 shows
simplePrime2.tag. It consists of just one line invoking the static method nextPrime
of the Primes class. The Primes.java file is shown in Listing 7.4. We place the
simplePrime2.tag file into the WEB-INF/tags directory. Listing 7.18 shows sim-
ple-primes-2.jsp, which uses our [SP-based custom tag. Note that the taglib direc-
tive no longer has a uri attribute, but uses a tagdir attribute instead. This attribute
tells the container which directory contains the tag files. Figure 7-6 shows the result
of simple-primes-2.jsp.

IS A VAN simplePrime2.tag

<%= coreservlets.Primes.nextPrime
(coreservlets.Primes.random(50)) %>




7.9 Example: Simple Prime Tag Using Tag Files

RET A Kl simple-primes-2.jsp

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>
<HEAD>
<TITLE>Some 50-Digit Primes</TITLE>
<LINK REL=STYLESHEET
HREF="JSP-Styles.css"
TYPE="text/css">
</HEAD>
<BODY>
<Hl1>Some 50-Digit Primes</H1>
<%@ taglib tagdir="/WEB-INF/tags" prefix="csajsp" %>
<UL>
<LI><csajsp:simplePrime2 />
<LI><csajsp:simplePrime2 />
<LI><csajsp:simplePrime2 />
<LI><csajsp:simplePrime2 />
</UL>
</BODY></HTML>

2 Some 50 -Digit Primes - Microsoft Internet Explorer,

File Edt Yiew Favorites Tools Help i ,’
Qbak - O - F B @ Poeach & &
Address |® hittp:f flocalhostftagsSampleapp)simple-primes-2.jsp hd | Go

Some 50-Digit Primes

o 37713477448201243001231038771818303832485378000259
s 72498644953689626479504342438223672673353740132019
e 98523138267764171496852586063047164948347546929297
e 67046511367759418022794450365880975928316018930009

& Dore %) Lacal intranet

Figure 7-6  Result of simple-primes-2.jsp.



76

Chapter 7 m Tag Libraries: The Basics

7.10 Example: Prime Tag with
Variable Length Using Tag Files

In this section, we rewrite the example of Section 7.4 (Example: Prime Tag with Vari-
able Length) with a JSP-based custom tag. To use attributes with a JSP-based custom
tag, each attribute must be declared inside the tag file. This declaration is accom-
plished by the attribute directive. The attribute directive itself has attributes
that provide the same information that the attribute subelements inside the TLD
would provide. For example, you can specify whether an attribute is required or not
by supplying a required attribute with a value of either true or false. When the
value is passed through an attribute to the tag file, it is automatically stored into a
scoped variable for access from the [SP EL and into a local variable for access from
Java code (scriptlets and scripting expressions). Note once again that because the tag
file has the ability to describe itself to the container, no TLD is required.

Listing 7.19 shows prime2.tag declaring an optional attribute called length.
Note that we are able to refer to that attribute just like to any other local variable
inside the Java code. The JSP page, primes-2.jsp, shown in Listing 7.20, uses our tag
file to output prime numbers of different lengths. Figure 7-7 shows the result of
primes-2.jsp.

I prime2.tag

<%@ attribute name="length" required="false" %>
<%
int len = 50;
try {
len = Integer.parselnt(length);
} catch (NumberFormatException nfe) {}
%>
<%= coreservlets.Primes.nextPrime
(coreservlets.Primes.random(len)) %>




7.10 Example: Prime Tag with Variable Length Using Tag Files

RET I primes-2.jsp

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>
<HEAD>
<TITLE>Some N-Digit Primes</TITLE>
<LINK REL=STYLESHEET
HREF="JSP-Styles.css"
TYPE="text/css">
</HEAD>
<BODY>
<Hl1>Some N-Digit Primes</H1>
<%@ taglib tagdir="/WEB-INF/tags" prefix="csajsp" %>
<UL>
<LI>20-digit: <csajsp:prime2 length="20" />
<LI>40-digit: <csajsp:prime2 length="40" />
<LI>80-digit: <csajsp:prime2 length="80" />
<LI>Default (50-digit): <csajsp:prime2 />
</UL>
</BODY></HTML>

2 Some N Digit Primes - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help ,'
QBack - Q - WA | Pseach & 5
Address |@ http:/flacalhostitagsSampleapp/primes-2.jsp v ‘ &

Some N-Digit Primes

s 20-digit: 92727822454150954363

s 40-digit: 7877621864420784828147732065445220555087

s §0-digit: 65618168278560520723703134759730076030808802786537673749537288827572600235317337
o Default (50-digit): 18474648919506964005325630781953016414482558596479

& Done % Local intranet

Figure 7-7  Result of primes-2.jsp.
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7.11 Example: Heading Tag
Using Tag Files

In this section, we rewrite the heading example of Section 7.6 (Example: Heading Tag)
with a [SP-based custom tag. Outputting the tag body inside a tag file is as simple as pro-
viding a <jsp:doBody /> tag. Thats it! No additional configurations, no TLD file, and
the access to attributes is still the same simple process described in Section 7.10 (Exam-
ple: Prime Tag with Variable Length Using Tag Files). Just place <jsp:doBody/>
where you want the tag body to appear in the final output and you are done.

Listing 7.21 shows the heading2.tag file. It declares quite a number of required
attributes and then proceeds to use them as regular scoped variables. We use
<jsp:doBody/> to output the body of the tag to the client. Listing 7.22 shows the
headings-2.jsp file, which uses the heading2.tag custom tag. Figure 7-8 shows the

result of headings-2.jsp.

heading? .tag

<%@ attribute name="align" required="true" %>
<%@ attribute name="bgColor" required="true" %>
<%@ attribute name="border" required="true" %>
<%@ attribute name="fgColor" required="true" %>
<%@ attribute name="font" required="true" %>
<%@ attribute name="size" required="true" %>
<TABLE ALIGN="${align}"
BGCOLOR="8$ {bgColor}"
BORDER="${border} ">
<TR><TH>
<SPAN STYLE="color: ${fgColor};
font-family: ${font};
font-size: ${size}px;">
<jsp:doBody/></SPAN>
</TABLE><BR CLEAR="ALL"><BR>

headings-2.jsp

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">

<HTML>
<HEAD><TITLE>Headings</TITLE>
<LINK REL=STYLESHEET
HREF="JSP-Styles.css"
TYPE="text/css">
</HEAD>



7.11 Example: Heading Tag Using Tag Files -

headings-2.jsp (continued)

<BODY>

<%@ taglib tagdir="/WEB-INF/tags" prefix="csajsp"

<csajsp:heading2 align="LEFT" bgColor="CYAN"
border="10" fgColor="BLACK"
font="Arial Black" size="78">

o
v

First Heading
</csajsp:heading2>
<csajsp:heading2 align="RIGHT" bgColor="RED"
border="1" fgColor="YELLOW"
font="Times New Roman" size="50">
Second Heading
</csajsp:heading2>
<csajsp:heading2 align="CENTER" bgColor="#C0COCO"
border="20" fgColor="BLUE"
font="Arial Narrow" size="100">
Third Heading
</csajsp:heading2>
</BODY></HTML>

A Headings - Microsoft Internet Explorer,

File Edit Yiew Favorites Tools Help #
Q) Back ~ ) ERE o O search @ L

Address |@ httpfflocalhost fkagsSampledpp/headings-2. jsp v‘ i

First Heading

Second Headin

Third Heading

&) Dane . Local intranet

Figure 7-8  Result of headings-2.jsp.
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Chapter 5 H Inheritance

Chapter 4 introduced you to classes and objects. In this chapter, you learn about
inheritance, another fundamental concept of object-oriented programming. The idea
behind inheritance is that you can create new classes that are built on existing classes.
When you inherit from an existing class, you reuse (or inherit) its methods and fields
and you add new methods and fields to adapt your new class to new situations. This
technique is essential in Java programming.

As with the previous chapter, if you are coming from a procedure-oriented language
like C, Visual Basic, or COBOL, you will want to read this chapter carefully. For experi-
enced C++ programmers or those coming from another object-oriented language like
Smalltalk, this chapter will seem largely familiar, but there are many differences
between how inheritance is implemented in Java and how it is done in C++ or in other
object-oriented languages.

This chapter also covers reflection, the ability to find out more about classes and their
properties in a running program. Reflection is a powerful feature, but it is undeniably
complex. Because reflection is of greater interest to tool builders than to application pro-
grammers, you can probably glance over that part of the chapter upon first reading and
come back to it later.

Classes, Superclasses, and Subclasses

Let’s return to the Employee class that we discussed in the previous chapter. Suppose (alas)
you work for a company at which managers are treated differently from other employees.
Managers are, of course, just like employees in many respects. Both employees and man-
agers are paid a salary. However, while employees are expected to complete their
assigned tasks in return for receiving their salary, managers get bonuses if they actually
achieve what they are supposed to do. This is the kind of situation that cries out for
inheritance. Why? Well, you need to define a new class, Manager, and add functionality.
But you can retain some of what you have already programmed in the Employee class,
and all the fields of the original class can be preserved. More abstractly, there is an obvi-
ous “is—a” relationship between Manager and Employee. Every manager is an employee: This
“is—a” relationship is the hallmark of inheritance.

Here is how you define a Manager class that inherits from the Employee class. You use the
Java keyword extends to denote inheritance.

class Manager extends Employee

{
added methods and fields

}

C++ NOTE: Inheritance is similar in Java and C++. Java uses the extends keyword instead of
G+ the : token. All inheritance in Java is public inheritance; there is no analog to the C++ fea-
tures of private and protected inheritance.

The keyword extends indicates that you are making a new class that derives from an
existing class. The existing class is called the superclass, base class, or parent class. The new
class is called the subclass, derived class, or child class. The terms superclass and subclass
are those most commonly used by Java programmers, although some programmers pre-
fer the parent/child analogy, which also ties in nicely with the “inheritance” theme.
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The Employee class is a superclass, but not because it is superior to its subclass or contains
more functionality. In fact, the opposite is true: subclasses have more functionality than
their superclasses. For example, as you will see when we go over the rest of the Manager
class code, the Manager class encapsulates more data and has more functionality than its
superclass Enmployee.

NOTE: The prefixes super and sub come from the language of sets used in theoretical com-
puter science and mathematics. The set of all employees contains the set of all managers,
and this is described by saying it is a superset of the set of managers. Or, put it another way,
the set of all managers is a subset of the set of all employees.

Our Manager class has a new field to store the bonus, and a new method to set it:
class Manager extends Employee

{

public void setBonus(double b)
{

}

bonus = b;

private double bonus;

}
There is nothing special about these methods and fields. If you have a Manager object, you
can simply apply the setBonus method.

Manager boss = . . .;

boss. setBonus(5000) ;
Of course, if you have an Employee object, you cannot apply the setBonus method—it is not
among the methods that are defined in the Employee class.

However, you can use methods such as getName and getHireDay with Manager objects. Even
though these methods are not explicitly defined in the Manager class, they are automati-
cally inherited from the Employee superclass.

Similarly, the fields name, salary, and hireDay are inherited from the superclass. Every Manager
object has four fields: name, salary, hireDay, and bonus.

When defining a subclass by extending its superclass, you only need to indicate the
differences between the subclass and the superclass. When designing classes, you place
the most general methods into the superclass and more specialized methods in the sub-
class. Factoring out common functionality by moving it to a superclass is common in
object-oriented programming.

However, some of the superclass methods are not appropriate for the Manager subclass. In
particular, the getSalary method should return the sum of the base salary and the bonus.
You need to supply a new method to override the superclass method:

class Manager extends Employee

{
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public double getSalary()
{

}
}

How can you implement this method? At first glance, it appears to be simple—just
return the sum of the salary and bonus fields:

public double getSalary()
{

}

However, that won't work. The getSalary method of the Manager class has no direct access to the
private fields of the superclass. This means that the getSalary method of the Manager class cannot
directly access the salary field, even though every Manager object has a field called salary. Only
the methods of the Employee class have access to the private fields. If the Manager methods want
to access those private fields, they have to do what every other method does—use the public
interface, in this case, the public getSalary method of the Employee class.

return salary + bonus; // won't work

So, let’s try this again. You need to call getSalary instead of simply accessing the salary field.

public double getSalary()

{
double baseSalary = getSalary(); // still won't work
return baseSalary + bonus;
}
The problem is that the call to getSalary simply calls itself, because the Manager class has a
getSalary method (namely, the method we are trying to implement). The consequence is
an infinite set of calls to the same method, leading to a program crash.

We need to indicate that we want to call the getSalary method of the Employee superclass,
not the current class. You use the special keyword super for this purpose. The call

super.getSalary()

calls the getSalary method of the Employee class. Here is the correct version of the getSalary
method for the Manager class:

pubTlic double getSalary()

double baseSalary = super.getSalary();
return baseSalary + bonus;

NOTE: Some people think of super as being analogous to the this reference. However, that
l/ analogy is not quite accurate—super is not a reference to an object. For example, you cannot
assign the value super to another object variable. Instead, super is a special keyword that
directs the compiler to invoke the superclass method.

As you saw, a subclass can add fields, and it can add or override methods of the super-
class. However, inheritance can never take away any fields or methods.
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C++ NOTE: Java uses the keyword super to call a superclass method. In C++, you would use
G+ the name of the superclass with the :: operator instead. For example, the getSalary method
of the Manager class would call Employee: :getSalary instead of super.getSalary.

Finally, let us supply a constructor.
public Manager(String n, double s, int year, int month, int day)

{ super(n, s, year, month, day);
bonus = 0;
}
Here, the keyword super has a different meaning. The instruction
super(n, s, year, month, day);
is shorthand for “call the constructor of the Employee superclass with n, s, year, month, and day
as parameters.”

Because the Manager constructor cannot access the private fields of the Employee class, it
must initialize them through a constructor. The constructor is invoked with the special
super syntax. The call using super must be the first statement in the constructor for the
subclass.

If the subclass constructor does not call a superclass constructor explicitly, then the
default (no-parameter) constructor of the superclass is invoked. If the superclass has no
default constructor and the subclass constructor does not call another superclass con-
structor explicitly, then the Java compiler reports an error.

NOTE: Recall that the this keyword has two meanings: to denote a reference to the implicit
l/ parameter and to call another constructor of the same class. Likewise, the super keyword
has two meanings: to invoke a superclass method and to invoke a superclass constructor.
When used to invoke constructors, the this and super keywords are closely related. The con-
structor calls can only occur as the first statement in another constructor. The construction
parameters are either passed to another constructor of the same class (this) or a construc-
tor of the superclass (super).

C++ NOTE: In a C++ constructor, you do not call super, but you use the initializer list syntax
G+ to construct the superclass. The Manager constructor looks like this in C++:

Manager: :Manager(String n, double s, int year, int month, int day) // C++
: Employee(n, s, year, month, day)
{

bonus = 0;

}

Having redefined the getSalary method for Manager objects, managers will automatically
have the bonus added to their salaries.
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Here’s an example of this at work: we make a new manager and set the manager’s
bonus:

Manager boss = new Manager("Carl Cracker", 80000, 1987, 12, 15);
boss. setBonus(5000);

We make an array of three employees:
Employee[] staff = new Employee[3];

We populate the array with a mix of managers and employees:
staff[0] = boss;
staff[1] = new Employee("Harry Hacker", 50000, 1989, 10, 1);
staff[2] = new Employee("Tony Tester", 40000, 1990, 3, 15);

We print out everyone’s salary:

for (Employee e : staff)
System.out.printin(e.getName() +

+ e.getSalary());
This loop prints the following data:

Carl Cracker 85000.0

Harry Hacker 50000.0

Tommy Tester 40000.0
Now staff[1] and staff[2] each print their base salary because they are Employee objects.
However, staff[0] is a Manager object and its getSalary method adds the bonus to the base
salary.

What is remarkable is that the call
e.getSalary()

picks out the correct getSalary method. Note that the declared type of e is Employee, but the
actual type of the object to which e refers can be either Employee or Manager.

When e refers to an Employee object, then the call e.getSalary() calls the getSalary method
of the Employee class. However, when e refers to a Manager object, then the getSalary
method of the Manager class is called instead. The virtual machine knows about the
actual type of the object to which e refers, and therefore can invoke the correct
method.

The fact that an object variable (such as the variable e) can refer to multiple actual types
is called polymorphism. Automatically selecting the appropriate method at runtime is
called dynamic binding. We discuss both topics in more detail in this chapter.

C++ NOTE: In Java, you do not need to declare a method as virtual. Dynamic binding is the
G+ default behavior. If you do not want a method to be virtual, you tag it as final. (We discuss
the final keyword later in this chapter.)

Listing 5-1 contains a program that shows how the salary computation differs for
Employee and Manager objects.



Classes, Superclasses, and Subclasses -

IBETR T2 B ManagerTest. java

W
1=}

45.

1
2,
3
4
5.
6
7
8
9

o
X
{

}
-}

_import java.util.s;

* This program demonstrates inheritance.
» @version 1.21 2004-02-21

+ @author Cay Horstmann

. public class ManagerTest

public static void main(String[] args)

// construct a Manager object
Manager boss = new Manager("Car1 Cracker", 80000, 1987, 12, 15);
boss.setBonus(5000);

Employee[] staff = new Employee[3];
// fill the staff array with Manager and Employee objects

staff[0] = boss;
staff[1] = new Employee("Harry Hacker", 50000, 1989, 10, 1)
staff[2] = new Employee("Tommy Tester", 40000, 1990, 3, 15);

// print out information about all Employee objects
for (Employee e : staff)
System.out.printIn("name=

+ e.getName() + ",salary=" + e.getSalary());

. class Employee

A
{

}

{
}

{
}

public Employee(String n, double s, int year, int month, int day)

name = n;
salary = s;

GregorianCalendar calendar = new GregorianCalendar(year, month - 1, day);
hireDay = calendar.getTime();

public String getName()

return name;

public double getSalary()

return salary;
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IBETR TR0 B ManagerTest.java (continued)

s0.  public Date getHireDay()

51. {
52. return hireDay;
53  }

54.
ss.  public void raiseSalary(double byPercent)

s6.

57. double raise = salary = byPercent / 100;
58. salary += raise;

59. }

60.

61.  private String name;
62.  private double salary;
63.  private Date hireDay;

64. }

65.

6. Class Manager extends Employee

67. {

68. [ux

69. + @param n the employee's name
70. + @param s the salary

71. + @param year the hire year

72. * @param month the hire month
73. + @param day the hire day

74. %/

7. public Manager(String n, double s, int year, int month, int day)
7.

77. super(n, s, year, month, day);
78. bonus = 0;

79}

st.  public double getSalary()

g2 {

83. double baseSalary = super.getSalary();
84. return baseSalary + bonus;

8.}

87.  public void setBonus(double b)

8. {
89. bonus = b;
0. }

o2.  private double bonus;
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Inheritance Hierarchies

Inheritance need not stop at deriving one layer of classes. We could have an Executive
class that extends Manager, for example. The collection of all classes extending from a com-
mon superclass is called an inheritance hierarchy, as shown in Figure 5-1. The path from a
particular class to its ancestors in the inheritance hierarchy is its inheritance chain.

There is usually more than one chain of descent from a distant ancestor class. You
could form a subclass Programmer or Secretary that extends Employee, and they would have
nothing to do with the Manager class (or with each other). This process can continue as
long as is necessary.

C++ NOTE: Java does not support multiple inheritance. (For ways to recover much of the
G+ functionality of multiple inheritance, see the section on Interfaces in the next chapter.)

.

Employee

T‘

Manager Secretary Programmer
\

Executive

——

Figure 5-1 Employee inheritance hierarchy

Polymorphism

A simple rule enables you to know whether or not inheritance is the right design for
your data. The “is—a” rule states that every object of the subclass is an object of the
superclass. For example, every manager is an employee. Thus, it makes sense for the
Manager class to be a subclass of the Employee class. Naturally, the opposite is not true—not
every employee is a manager.

Another way of formulating the “is—a” rule is the substitution principle. That principle states
that you can use a subclass object whenever the program expects a superclass object.
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For example, you can assign a subclass object to a superclass variable.

Employee e;
e = new Employee(. . .); // Employee object expected
e = new Manager(. . .); // OK, Manager can be used as well

In the Java programming language, object variables are polymorphic. A variable of type
Employee can refer to an object of type Employee or to an object of any subclass of the Employee
class (such as Manager, Executive, Secretary, and so on).

We took advantage of this principle in Listing 5-1:

Manager boss = new Manager(. . .);
Employee[] staff = new Employee[3];
staff[0] = boss;

In this case, the variables staff[8] and boss refer to the same object. However, staff[0] is
considered to be only an Employee object by the compiler.
That means, you can call
boss.setBonus(5000); // OK
but you can’t call
staff[0].setBonus(5000); // ERROR

The declared type of staff[0] is Employee, and the setBonus method is not a method of the
EmpTloyee class.

However, you cannot assign a superclass reference to a subclass variable. For example,
it is not legal to make the assignment

Manager m = staff[i]; // ERROR
The reason is clear: Not all employees are managers. If this assignment were to succeed

and m were to refer to an Employee object that is not a manager, then it would later be pos-
sible to call m.setBonus(...) and a runtime error would occur.

CAUTION: In Java, arrays of subclass references can be converted to arrays of superclass
X references without a cast. For example, consider this array of managers:

Manager[] managers = new Manager[10];
It is legal to convert this array to an Employee[] array:
Employee[] staff = managers; // OK

Sure, why not, you may think. After all, if manager[i] is a Manager, it is also an Employee. But
actually, something surprising is going on. Keep in mind that managers and staff are refer-
ences to the same array. Now consider the statement

staff[0] = new Employee("Harry Hacker", ...);

The compiler will cheerfully allow this assignment. But staff[0] and manager[0] are the same
reference, so it looks as if we managed to smuggle a mere employee into the management
ranks. That would be very bad—calling managers[0].setBonus(1000) would try to access a
nonexistent instance field and would corrupt neighboring memory.

To make sure no such corruption can occur, all arrays remember the element type with
which they were created, and they monitor that only compatible references are stored into
them. For example, the array created as new Manager[10] remembers that it is an array of
managers. Attempting to store an Employee reference causes an ArrayStoreException.
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Dynamic Binding
It is important to understand what happens when a method call is applied to an object.
Here are the details:

1.

The compiler looks at the declared type of the object and the method name. Let’s say
we call x.f(param), and the implicit parameter x is declared to be an object of class C.
Note that there may be multiple methods, all with the same name, f, but with different
parameter types. For example, there may be a method f(int) and a method f(String).
The compiler enumerates all methods called f in the class C and all public methods
called f in the superclasses of C.

Now the compiler knows all possible candidates for the method to be called.

Next, the compiler determines the types of the parameters that are supplied in the
method call. If among all the methods called f there is a unique method whose
parameter types are a best match for the supplied parameters, then that method is
chosen to be called. This process is called overloading resolution. For example, in a call
x.f("Hell0"), the compiler picks f(String) and not f(int). The situation can get complex
because of type conversions (int to double, Manager to Employee, and so on). If the com-
piler cannot find any method with matching parameter types or if multiple methods
all match after applying conversions, then the compiler reports an error.

Now the compiler knows the name and parameter types of the method that needs to
be called.

NOTE: Recall that the name and parameter type list for a method is called the method’s
signature. For example, f(int) and f(String) are two methods with the same name but dif-

ferent signatures. If you define a method in a subclass that has the same signature as a
superclass method, then you override that method.

The return type is not part of the signature. However, when you override a method, you need
to keep the return type compatible. Prior to Java SE 5.0, the return types had to be identical.
However, it is now legal for the subclass to change the return type of an overridden method
to a subtype of the original type. For example, suppose that the Employee class has a

public Employee getBuddy() { ... }
Then the Manager subclass can override this method as
public Manager getBuddy() { ... } // OK in Java SE 5.0
We say that the two getBuddy methods have covariant return types.

If the method is private, static, final, or a constructor, then the compiler knows exactly
which method to call. (The final modifier is explained in the next section.) This is
called static binding. Otherwise, the method to be called depends on the actual type of
the implicit parameter, and dynamic binding must be used at runtimeruntime. In our
example, the compiler would generate an instruction to call f(String) with dynamic
binding.

When the program runs and uses dynamic binding to call a method, then the virtual
machine must call the version of the method that is appropriate for the actual type of
the object to which x refers. Let’s say the actual type is D, a subclass of C. If the class D
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defines a method f(String), that method is called. If not, D’s superclass is searched for
a method f(String), and so on.

It would be time consuming to carry out this search every time a method is called.
Therefore, the virtual machine precomputes for each class a method table that lists all
method signatures and the actual methods to be called. When a method is actually
called, the virtual machine simply makes a table lookup. In our example, the virtual
machine consults the method table for the class D and looks up the method to call for
f(String). That method may be D.f(String) or X.f(String), where X is some superclass of D.
There is one twist to this scenario. If the call is super.f(param), then the compiler con-
sults the method table of the superclass of the implicit parameter.

Let’s look at this process in detail in the call e.getSalary() in Listing 5-1. The declared type of
e is Employee. The Employee class has a single method, called getSalary, with no method parame-
ters. Therefore, in this case, we don’t worry about overloading resolution.

Because the getSalary method is not private, static, or final, it is dynamically bound. The
virtual machine produces method tables for the Employee and Manager classes. The Employee
table shows that all methods are defined in the Employee class itself:
Employee:

getName() -> Employee.getName()

getSalary() -> Employee.getSalary()

getHireDay() -> Employee.getHireDay()

raiseSalary(double) -> Employee.raiseSalary(double)
Actually, that isn’t the whole story—as you will see later in this chapter, the Employee class
has a superclass Object from which it inherits a number of methods. We ignore the Object
methods for now.

The Manager method table is slightly different. Three methods are inherited, one method
is redefined, and one method is added.
Manager:

getName() -> Employee.getName()

getSalary() -> Manager.getSalary()

getHireDay() -> Employee.getHireDay()

raiseSalary(double) -> Employee.raiseSalary(double)

setBonus(double) -> Manager.setBonus(double)
At runtime, the call e.getSalary() is resolved as follows:

1. First, the virtual machine fetches the method table for the actual type of e. That may be
the table for Employee, Manager, or another subclass of EmpTloyee.

2. Then, the virtual machine looks up the defining class for the getSalary() signature.
Now it knows which method to call.

3. Finally, the virtual machine calls the method.

Dynamic binding has a very important property: it makes programs extensible without
the need for modifying existing code. Suppose a new class Executive is added and there is
the possibility that the variable e refers to an object of that class. The code containing the
call e.getSalary() need not be recompiled. The Executive.getSalary() method is called auto-
matically if e happens to refer to an object of type Executive.
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CAUTION: When you override a method, the subclass method must be at least as visible as
x the superclass method. In particular, if the superclass method is public, then the subclass
method must also be declared as public. It is a common error to accidentally omit the pubTic
specifier for the subclass method. The compiler then complains that you try to supply a weaker
access privilege.

Preventing Inheritance: Final Classes and Methods
Occasionally, you want to prevent someone from forming a subclass from one of your
classes. Classes that cannot be extended are called final classes, and you use the final
modifier in the definition of the class to indicate this. For example, let us suppose we
want to prevent others from subclassing the Executive class. Then, we simply declare the
class by using the final modifier as follows:

final class Executive extends Manager

{
}

You can also make a specific method in a class final. If you do this, then no subclass can
override that method. (All methods in a final class are automatically final.) For example:
class Employee

{

public final String getName()
{

return name,

}

NOTE: Recall that fields can also be declared as final. A final field cannot be changed after
v the object has been constructed. However, if a class is declared as final, only the methods,
not the fields, are automatically final.

There is only one good reason to make a method or class final: to make sure that the
semantics cannot be changed in a subclass. For example, the getTime and setTime methods
of the Calendar class are final. This indicates that the designers of the Calendar class have
taken over responsibility for the conversion between the Date class and the calendar
state. No subclass should be allowed to mess up this arrangement. Similarly, the String
class is a final class. That means nobody can define a subclass of String. In other words, if
you have a String reference, then you know it refers to a String and nothing but a String.

Some programmers believe that you should declare all methods as final unless you have
a good reason that you want polymorphism. In fact, in C++ and C#, methods do not use
polymorphism unless you specifically request it. That may be a bit extreme, but we
agree that it is a good idea to think carefully about final methods and classes when you
design a class hierarchy.
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In the early days of Java, some programmers used the final keyword in the hope of avoid-
ing the overhead of dynamic binding. If a method is not overridden, and it is short, then a
compiler can optimize the method call away—a process called inlining. For example, inlin-
ing the call e.getName() replaces it with the field access e.name. This is a worthwhile improve-
ment—CPUs hate branching because it interferes with their strategy of prefetching
instructions while processing the current one. However, if getName can be overridden in
another class, then the compiler cannot inline it because it has no way of knowing what the
overriding code may do.

Fortunately, the just-in-time compiler in the virtual machine can do a better job than a
traditional compiler. It knows exactly which classes extend a given class, and it can
check whether any class actually overrides a given method. If a method is short, fre-
quently called, and not actually overridden, the just-in-time compiler can inline the
method. What happens if the virtual machine loads another subclass that overrides an
inlined method? Then the optimizer must undo the inlining. That’s slow, but it happens
rarely.

C++ NOTE: In C++, a method is not dynamically bound by default, and you can tag it as
G+ inline to have method calls replaced with the method source code. However, there is no
mechanism that would prevent a subclass from overriding a superclass method. In C++, you
can write classes from which no other class can derive, but doing so requires an obscure
trick, and there are few reasons to write such a class. (The obscure trick is left as an exer-
cise to the reader. Hint: Use a virtual base class.)

Casting
Recall from Chapter 3 that the process of forcing a conversion from one type to
another is called casting. The Java programming language has a special notation for
casts. For example,

doubTe x = 3.405;

int nx = (int) x;
converts the value of the expression x into an integer, discarding the fractional part.

Just as you occasionally need to convert a floating-point number to an integer, you also
need to convert an object reference from one class to another. To actually make a cast of
an object reference, you use a syntax similar to what you use for casting a numeric
expression. Surround the target class name with parentheses and place it before the
object reference you want to cast. For example:

Manager boss = (Manager) staff[0];

There is only one reason why you would want to make a cast—to use an object in its full
capacity after its actual type has been temporarily forgotten. For example, in the ManagerTest
class, the staff array had to be an array of Enployee objects because some of its entries were
regular employees. We would need to cast the managerial elements of the array back to
Manager to access any of its new variables. (Note that in the sample code for the first section,
we made a special effort to avoid the cast. We initialized the boss variable with a Manager
object before storing it in the array. We needed the correct type to set the bonus of the
manager.)
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As you know, in Java every object variable has a type. The type describes the kind of
object the variable refers to and what it can do. For example, staff[i] refers to an Employee
object (so it can also refer to a Manager object).
The compiler checks that you do not promise too much when you store a value in a vari-
able. If you assign a subclass reference to a superclass variable, you are promising less,
and the compiler will simply let you do it. If you assign a superclass reference to a sub-
class variable, you are promising more. Then you must use a cast so that your promise
can be checked at runtimeruntime.
What happens if you try to cast down an inheritance chain and you are “lying” about
what an object contains?

Manager boss = (Manager) staff[1]; // ERROR
When the program runs, the Java runtime system notices the broken promise and gener-
ates a (lassCastException. If you do not catch the exception, your program terminates.
Thus, it is good programming practice to find out whether a cast will succeed before
attempting it. Simply use the instanceof operator. For example:

if (staff[1] instanceof Manager)

{
boss = (Manager) staff[1];

}

Finally, the compiler will not let you make a cast if there is no chance for the cast to
succeed. For example, the cast

Date ¢ = (Date) staff[1];
is a compile-time error because Date is not a subclass of Enployee.
To sum up:
*  You can cast only within an inheritance hierarchy.
* Use instanceof to check before casting from a superclass to a subclass.

NOTE: The test

x instanceof C
does not generate an exception if x is null. It simply returns false. That makes sense.
Because null refers to no object, it certainly doesn’t refer to an object of type C.

Actually, converting the type of an object by performing a cast is not usually a good idea. In
our example, you do not need to cast an Employee object to a Manager object for most purposes.

The getSalary method will work correctly on both objects of both classes. The dynamic bind-
ing that makes polymorphism work locates the correct method automatically.

The only reason to make the cast is to use a method that is unique to managers, such as
setBonus. If for some reason you find yourself wanting to call setBonus on Employee objects,
ask yourself whether this is an indication of a design flaw in the superclass. It may make
sense to redesign the superclass and add a setBonus method. Remember, it takes only one
uncaught ClassCastException to terminate your program. In general, it is best to minimize
the use of casts and the instanceof operator.
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C++ NOTE: Java uses the cast syntax from the “bad old days” of C, but it works like the safe
E dynamic_cast operation of C++. For example,

Manager boss = (Manager) staff[1]; // Java
is the same as

Manager: boss = dynamic_cast<Managers>(staff[1]); // C++
with one important difference. If the cast fails, it does not yield a null object but throws an
exception. In this sense, it is like a C++ cast of references. This is a pain in the neck. In C++,
you can take care of the type test and type conversion in one operation.

Manager: boss = dynamic_cast<Manager:>(staff[1]); // C++

if (boss != NULL) . . .
In Java, you use a combination of the instanceof operator and a cast.

if (staff[1] instanceof Manager)

{
Manager boss = (Manager) staff[1];

Abstract Classes

As you move up the inheritance hierarchy, classes become more general and probably
more abstract. At some point, the ancestor class becomes so general that you think of it
more as a basis for other classes than as a class with specific instances you want to use.
Consider, for example, an extension of our Employee class hierarchy. An employee is a per-
son, and so is a student. Let us extend our class hierarchy to include classes Person and
Student. Figure 5-2 shows the inheritance relationships between these classes.

Person

Employee Student

Figure 5-2 Inheritance diagram for Person and its subclasses

Why bother with so high a level of abstraction? There are some attributes that make
sense for every person, such as the name. Both students and employees have names,
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and introducing a common superclass lets us factor out the getName method to a higher
level in the inheritance hierarchy.

Now let’s add another method, getDescription, whose purpose is to return a brief descrip-
tion of the person, such as

an employee with a salary of $50,000.00

a student majoring in computer science
It is easy to implement this method for the Employee and Student classes. But what informa-
tion can you provide in the Person class? The Person class knows nothing about the person
except the name. Of course, you could implement Person.getDescription() to return an
empty string. But there is a better way. If you use the abstract keyword, you do not need
to implement the method at all.

public abstract String getDescription();
// no implementation required

For added clarity, a class with one or more abstract methods must itself be declared
abstract.

abstract class Person

public abstract String getDescription();
}
In addition to abstract methods, abstract classes can have fields and concrete methods.

For example, the Person class stores the name of the person and has a concrete method
that returns it.

abstract class Person

{
public Person(String n)
{
name = n;
}

public abstract String getDescription();

public String getName()
{

}

return name;

private String name;

}

TIP: Some programmers don’t realize that abstract classes can have concrete methods. You
should always move common fields and methods (whether abstract or not) to the superclass
(whether abstract or not).

Abstract methods act as placeholders for methods that are implemented in the sub-
classes. When you extend an abstract class, you have two choices. You can leave some or
all of the abstract methods undefined. Then you must tag the subclass as abstract as
well. Or you can define all methods. Then the subclass is no longer abstract.
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For example, we will define a Student class that extends the abstract Person class and
implements the getDescription method. Because none of the methods of the Student class
are abstract, it does not need to be declared as an abstract class.

A class can even be declared as abstract even though it has no abstract methods.

Abstract classes cannot be instantiated. That is, if a class is declared as abstract, no
objects of that class can be created. For example, the expression

new Person("Vince Vu")
is an error. However, you can create objects of concrete subclasses.

Note that you can still create object variables of an abstract class, but such a variable must
refer to an object of a nonabstract subclass. For example:

Person p = new Student("Vince Vu", "Economics");

Here p is a variable of the abstract type Person that refers to an instance of the nonabstract
subclass Student.

C++ NOTE: In C++, an abstract method is called a pure virtual function and is tagged with a
trailing = 0, such as in

class Person // C++

{
pubTic:
virtual string getDescription() = 0;

};...

A C++ class is abstract if it has at least one pure virtual function. In C++, there is no special
keyword to denote abstract classes.

Let us define a concrete subclass Student that extends the abstract Person class:
class Student extends Person

{
public Student(String n, String m)

{
super(n);
major = m;

}

public String getDescription()
{

}

return "a student majoring in " + major;

private String major;
}
The Student class defines the getDescription method. Therefore, all methods in the Student
class are concrete, and the class is no longer an abstract class.
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The program shown in Listing 5-2 defines the abstract superclass Person and two
concrete subclasses, Employee and Student. We fill an array of Person references with
employee and student objects:

Person[] people = new Person[2];

people[0] = new Employee(. . .);

people[1] = new Student(. . .);
We then print the names and descriptions of these objects:

for (Person p : people)

System.out.printIn(p.getName() + ", " + p.getDescription());

Some people are baffled by the call

p.getDescription()

Isn’t this call an undefined method? Keep in mind that the variable p never refers to a
Person object because it is impossible to construct an object of the abstract Person class. The
variable p always refers to an object of a concrete subclass such as Employee or Student. For
these objects, the getDescription method is defined.

Could you have omitted the abstract method altogether from the Person superclass and
simply defined the getDescription methods in the Employee and Student subclasses? If you
did that, then you wouldn’t have been able to invoke the getDescription method on the
variable p. The compiler ensures that you invoke only methods that are declared in the
class.

Abstract methods are an important concept in the Java programming language. You will
encounter them most commonly inside interfaces. For more information about inter-
faces, turn to Chapter 6.

Listing 5-2 RIEIENMEE

1. import java.util.s;

2.

3. [wx

4.+ This program demonstrates abstract classes.

5.« @version 1.01 2004-02-21

6. + @author Cay Horstmann

8. public class PersonTest

9. {

10.  public static void main(String[] args)

1m. {

12. Person[] people = new Person[2];

13.

1. // fi1l the people array with Student and Employee objects
15. people[0] = new Employee("Harry Hacker", 50000, 1989, 10, 1);
16. people[1] = new Student("Maria Morris", "computer science");
17.

18. // print out names and descriptions of all Person objects

19. for (Person p : people)

20. System.out.printin(p.getName() + ", " + p.getDescription());
21 }
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BT TR BV PersonTest.java (continued)

2. }

23.

24. abstract class Person

25, {

2.  public Person(String n)
27, |

28. name = n;

2.}

30.

a1, public abstract String getDescription();
32.

3s.  public String getName()

. |
35. return name;
%}

37.
ss.  private String name;

30. }

40.

41. class Employee extends Person

a2 {

43, public EmpToyee(String n, double s, int year, int month, int day)
. {

45. super(n);

46. salary = s;

47. GregorianCalendar calendar = new GregorianCalendar(year, month - 1, day);
48. hireDay = calendar.getTime();

9.}

50.

st.  public double getSalary()

s2. {
53. return salary;
54,  }

55.
s6.  public Date getHireDay()

s7.  {

58. return hireDay;

59. }

60.

6. public String getDescription()

62. {

63. return String.format("an employee with a salary of $%.2f", salary);
64. }

65.
e6.  public void raiseSalary(double byPercent)

67. {

68. double raise = salary = byPercent / 100;
69. salary += raise;

7. }
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IBETR L TR EV I PersonTest.java (continued)

72.  private double salary;
73.  private Date hireDay;

74. }

75.

76. class Student extends Person

77. {

78, [xx

79. + @param n the student's name

80. « @param m the student's major
81. x/

g2, public Student(String n, String m)
83 {

84. // pass n to superclass constructor
85. super(n);

86. major = m;

87. }

so.  public String getDescription()

0. {
ot. return "a student majoring in " + major;
2 }

94.  private String major;

Protected Access

As you know, fields in a class are best tagged as private, and methods are usually tagged
as public. Any features declared private won’t be visible to other classes. As we said at the
beginning of this chapter, this is also true for subclasses: a subclass cannot access the pri-
vate fields of its superclass.

There are times, however, when you want to restrict a method to subclasses only or, less
commonly, to allow subclass methods to access a superclass field. In that case, you
declare a class feature as protected. For example, if the superclass Employee declares the
hireDay field as protected instead of private, then the Manager methods can access it directly.

However, the Manager class methods can peek inside the hireDay field of Manager objects only,
not of other Employee objects. This restriction is made so that you can’t abuse the protected
mechanism and form subclasses just to gain access to the protected fields.

In practice, use protected fields with caution. Suppose your class is used by other pro-
grammers and you designed it with protected fields. Unknown to you, other pro-
grammers may inherit classes from your class and then start accessing your protected
fields. In this case, you can no longer change the implementation of your class without
upsetting the other programmers. That is against the spirit of OOP, which encourages
data encapsulation.
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Protected methods make more sense. A class may declare a method as protected if it is
tricky to use. This indicates that the subclasses (which, presumably, know their ances-
tors well) can be trusted to use the method correctly, but other classes cannot.

A good example of this kind of method is the clone method of the Object class—see Chap-
ter 6 for more details.

C++ NOTE: As it happens, protected features in Java are visible to all subclasses as well as
G+ to all other classes in the same package. This is slightly different from the C++ meaning of
protected, and it makes the notion of protected in Java even less safe than in C++.

Here is a summary of the four access modifiers in Java that control visibility:

1. Visible to the class only (private).

2. Visible to the world (pubTic).

3. Visible to the package and all subclasses (protected).

4. Visible to the package—the (unfortunate) default. No modifiers are needed.

Object: The Cosmic Superclass
The Object class is the ultimate ancestor—every class in Java extends Object. However,
you never have to write

class Employee extends Object
The ultimate superclass Object is taken for granted if no superclass is explicitly men-
tioned. Because every class in Java extends Object, it is important to be familiar with the
services provided by the Object class. We go over the basic ones in this chapter and refer
you to later chapters or to the on-line documentation for what is not covered here. (Sev-
eral methods of Object come up only when dealing with threads—see Volume II for more
on threads.)
You can use a variable of type Object to refer to objects of any type:

Object obj = new Employee("Harry Hacker", 35000);
Of course, a variable of type Object is only useful as a generic holder for arbitrary values.
To do anything specific with the value, you need to have some knowledge about the
original type and then apply a cast:

Employee e = (EmpToyee) obj;
In Java, only the primitive types (numbers, characters, and boolean values) are not objects.
All array types, no matter whether they are arrays of objects or arrays of primitive
types, are class types that extend the Object class.

Employee[] staff = new Employee[10];

obj = staff; // OK

obj = new int[10]; // OK

C++ NOTE: In C++, there is no cosmic root class. However, every pointer can be converted
G+ t0avoid: pointer.
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The equals Method

The equals method in the Object class tests whether one object is considered equal to another.
The equals method, as implemented in the Object class, determines whether two object refer-
ences are identical. This is a pretty reasonable default—if two objects are identical, they
should certainly be equal. For quite a few classes, nothing else is required. For example, it
makes little sense to compare two PrintStrean objects for equality. However, you will often
want to implement state-based equality testing, in which two objects are considered equal
when they have the same state.

For example, let us consider two employees equal if they have the same name, salary,
and hire date. (In an actual employee database, it would be more sensible to compare
IDs instead. We use this example to demonstrate the mechanics of implementing the
equals method.)

class EmpTloyee

{

public boolean equals(Object otherObject)
{

// a quick test to see if the objects are identical
if (this == otherObject) return true;

// must return false if the explicit parameter is null
if (otherObject == null) return false;

// if the classes don't match, they can't be equal
if (getClass() != otherObject.getClass())
return false;

// now we know otherObject is a non-null Employee
Employee other = (Employee) otherObject;

// test whether the fields have identical values
return name.equals(other.name)
&& salary == other.salary
&& hireDay.equals(other.hireDay);
}
}

The getClass method returns the class of an object—we discuss this method in detail later
in this chapter. In our test, two objects can only be equal when they belong to the same
class.

When you define the equals method for a subclass, first call equals on the superclass. If that
test doesn’t pass, then the objects can’t be equal. If the superclass fields are equal, then you
are ready to compare the instance fields of the subclass.

class Manager extends Employee

{

public boolean equals(Object otherObject)
{

if (!super.equals(otherObject)) return false;
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// super.equals checked that this and otherObject belong to the same class
Manager other = (Manager) otherObject;
return bonus == other.bonus;
}
}

Equality Testing and Inheritance

How should the equals method behave if the implicit and explicit parameters don’t
belong to the same class? This has been an area of some controversy. In the preceding
example, the equals method returns false if the classes don’t match exactly. But many pro-
grammers use an instanceof test instead:

if (!(otherObject instanceof Employee)) return false;

This leaves open the possibility that otherObject can belong to a subclass. However, this
approach can get you into trouble. Here is why. The Java Language Specification
requires that the equals method has the following properties:

1. It is reflexive: For any non-null reference x, x.equals(x) should return true.

2. Itis symmetric: For any references x and y, x.equals(y) should return true if and only if
y.equals(x) returns true.

3. ltis transitive: For any references x, y, and z, if x.equals(y) returns true and y.equals(z)
returns true, then x.equals(z) should return true.

4. TItis consistent: If the objects to which x and y refer haven’t changed, then repeated
calls to x.equals(y) return the same value.

5. For any non-null reference x, x.equals(nu11) should return false.

These rules are certainly reasonable. You wouldn’t want a library implementor to pon-
der whether to call x.equals(y) or y.equals(x) when locating an element in a data structure.

However, the symmetry rule has subtle consequences when the parameters belong to
different classes. Consider a call

e.equals(m)

where e is an Employee object and m is a Manager object, both of which happen to have the
same name, salary, and hire date. If Employee.equals uses an instanceof test, the call returns
true. But that means that the reverse call

m.equals(e)

also needs to return true—the symmetry rule does not allow it to return false or to throw
an exception.

That leaves the Manager class in a bind. Its equals method must be willing to compare itself
to any Employee, without taking manager-specific information into account! All of a sud-
den, the instanceof test looks less attractive!

Some authors have gone on record that the getClass test is wrong because it violates the
substitution principle. A commonly cited example is the equals method in the AbstractSet
class that tests whether two sets have the same elements. The AbstractSet class has two
concrete subclasses, TreeSet and HashSet, that use different algorithms for locating set ele-
ments. You really want to be able to compare any two sets, no matter how they are
implemented.
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However, the set example is rather specialized. It would make sense to declare Abstract-
Set.equals as final, because nobody should redefine the semantics of set equality. (The
method is not actually final. This allows a subclass to implement a more efficient algo-
rithm for the equality test.)

The way we see it, there are two distinct scenarios:

¢ If subclasses can have their own notion of equality, then the symmetry requirement
forces you to use the get(lass test.

¢ If the notion of equality is fixed in the superclass, then you can use the instanceof test
and allow objects of different subclasses to be equal to another.

In the example of the employees and managers, we consider two objects to be equal
when they have matching fields. If we have two Manager objects with the same name, sal-
ary, and hire date, but with different bonuses, we want them to be different. Therefore,
we used the get(lass test.

But suppose we used an employee ID for equality testing. This notion of equality makes
sense for all subclasses. Then we could use the instanceof test, and we should declare
Employee.equals as final.

NOTE: The standard Java library contains over 150 implementations of equals methods, with
v a mishmash of using instanceof, calling getClass, catching a ClassCastException, or doing
nothing at all.

Here is a recipe for writing the perfect equals method:

1. Name the explicit parameter otherObject—later, you need to cast it to another variable
that you should call other.

2. Test whether this happens to be identical to otherObject:
if (this == otherObject) return true;

This statement is just an optimization. In practice, this is a common case. It is much
cheaper to check for identity than to compare the fields.
3. Test whether otherObject is null and return false if it is. This test is required.
if (otherObject == nu1l) return false;

4. Compare the classes of this and otherObject. If the semantics of equals can change in
subclasses, use the get(lass test:

if (getClass() != otherObject.getClass()) return false;
If the same semantics holds for all subclasses, you can use an instanceof test:
if (!(otherObject instanceof ClassName)) return false;
5. Cast otherObject to a variable of your class type:
ClassName other = (ClassName) otherObject

6. Now compare the fields, as required by your notion of equality. Use == for primitive
type fields, equals for object fields. Return true if all fields match, false otherwise.
return field; == other.field;
8& field,.equals(other.field,)
& . . .

If you redefine equals in a subclass, include a call to super.equals(other).
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TIP: If you have fields of array type, you can use the static Arrays.equals method to check
that corresponding array elements are equal.

CAUTION: Here is a common mistake when implementing the equals method. Can you spot
the problem?
pubTic class Employee

{

public boolean equals(Employee other)
{
return name.equals(other.name)
&& salary == other.salary
&& hireDay.equals(other.hireDay);

}

This method declares the explicit parameter type as Employee. As a result, it does not over-
ride the equals method of the Object class but defines a completely unrelated method.

Starting with Java SE 5.0, you can protect yourself against this type of error by tagging
methods that are intended to override superclass methods with @verride:

@0verride public boolean equals(Object other)

If you made a mistake and you are defining a new method, the compiler reports an error. For
example, suppose you add the following declaration to the Employee class:

@verride public hoolean equals(Employee other)

An error is reported because this method doesn’t override any method from the Object
superclass.

APII java.util.Arrays 1.2

static boolean equals(typel] a, type[] b) 5.0

returns true if the arrays have equal lengths and equal elements in corresponding
positions. The arrays can have component types Object, int, Tong, short, char, byte,
boolean, float, or double.

The hashCode Method

A hash code is an integer that is derived from an object. Hash codes should be scram-
bled—if x and y are two distinct objects, there should be a high probability that x.hash-
Code() and y.hashCode() are different. Table 5-1 lists a few examples of hash codes that
result from the hashCode method of the String class.

The String class uses the following algorithm to compute the hash code:

int hash = 0;
for (int i = 0; i < Tength(); i++)

hash = 31 * hash + charAt(i);
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Table 5-1 Hash Codes Resulting from the hashCode Function

String Hash Code
Hello 69609650
Harry 69496448
Hacker 2141031506

The hashCode method is defined in the Object class. Therefore, every object has a default
hash code. That hash code is derived from the object’'s memory address. Consider this
example:

String s = "0k";

StringBuilder sb = new StringBuilder(s);

System.out.printIn(s.hashCode() + " " + sb.hashCode());

String t = new String("0k");

StringBuilder th = new StringBuilder(t);

System.out.printIn(t.hashCode() + " " + th.hashCode());

Table 5-2 shows the result.

Table 5-2 Hash Codes of Strings and String Builders

Object Hash Code
s 2556

sh 20526976

t 2556

th 20527144

Note that the strings s and t have the same hash code because, for strings, the hash
codes are derived from their contents. The string builders sb and th have different hash
codes because no hashCode method has been defined for the StringBuilder class, and the
default hashCode method in the Object class derives the hash code from the object’s mem-
ory address.

If you redefine the equals method, you will also need to redefine the hashCode method for
objects that users might insert into a hash table. (We discuss hash tables in Chapter 2
of Volume II.)

The hashCode method should return an integer (which can be negative). Just combine the
hash codes of the instance fields so that the hash codes for different objects are likely to
be widely scattered.

For example, here is a hashCode method for the Employee class:
class EmpTloyee

{
public int hashCode()

{
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return 7 x name.hashCode()
+ 11 + new Double(salary).hashCode()
+ 13 « hireDay.hashCode();

}

Your definitions of equals and hashCode must be compatible: if x.equals(y) is true, then
x.hashCode() must be the same value as y.hashCode(). For example, if you define
Employee.equals to compare employee IDs, then the hashCode method needs to hash
the IDs, not employee names or memory addresses.

TIP: If you have fields of array type, you can use the static Arrays.hashCode method to com-
pute a hash code that is composed of the hash codes of the array elements.

java.lang.Object 1.0

e int hashCode()
returns a hash code for this object. A hash code can be any integer, positive or
negative. Equal objects need to return identical hash codes.

java.util.Arrays 1.2

e static int hashCode(type[] a) 5.0
computes the hash code of the array a, which can have component type Object, int,
Tong, short, char, byte, boolean, float, or double.

The toString Method
Another important method in Object is the toString method that returns a string repre-

senting the value of this object. Here is a typical example. The toString method of the
Point class returns a string like this:

o—m

java.awt.Point[x=10,y=20]

Most (but not all) toString methods follow this format: the name of the class, followed by
the field values enclosed in square brackets. Here is an implementation of the toString
method for the Employee class:

public String toString()
{
return "Employee[name=" + name
+ ",salary=" + salary
+ ",hireDay=" + hireDay
+'1"
}

Actually, you can do a little better. Rather than hardwiring the class name into the
toString method, call getClass().getName() to obtain a string with the class name.

pubTlic String toString()

{
return getClass().getName()
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"[name=" + name
" salary=" + salary
" hireDay=" + hireDay

+ + + +

}
The toString method then also works for subclasses.

Of course, the subclass programmer should define its own toString method and add the
subclass fields. If the superclass uses getClass().getName(), then the subclass can simply
call super.toString(). For example, here is a toString method for the Manager class:

class Manager extends Employee

{

public String toString()
{
return super.toString()
+ "[bonus=" + bonus
+ "1
}
}

Now a Manager object is printed as
Manager[name=...,salary=...,hireDay=...][bonus=...]
The toString method is ubiquitous for an important reason: whenever an object is concat-

enated with a string by the “+” operator, the Java compiler automatically invokes the
toString method to obtain a string representation of the object. For example:
Point p = new Point(10, 20);
String message = "The current position is " + p;
// automatically invokes p.toString()

TIP: Instead of writing x.toString(), you can write "" + x. This statement concatenates the
empty string with the string representation of x that is exactly x.toString(). Unlike toString,
this statement even works if x is of primitive type.

o—m

If x is any object and you call
System.out.printin(x);
then the println method simply calls x.toString() and prints the resulting string.

The Object class defines the toString method to print the class name and the hash code of
the object. For example, the call

System.out.printIn(System.out)
produces an output that looks like this:
java.io.PrintStream@2f6684

The reason is that the implementor of the PrintStrean class didn’t bother to override the
toString method.
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CAUTION: Annoyingly, arrays inherit the toString method from Object, with the added twist
x that the array type is printed in an archaic format. For example,

int[] TuckyNumbers = { 2, 3, 5, 7, 11, 13 };

String s = "" + TuckyNumbers;

yields the string "[1@1a46e30". (The prefix [I denotes an array of integers.) The remedy is to
call the static Arrays.toString method instead. The code

String s = Arrays.toString(TuckyNumbers);
yields the string "2, 3, 5, 7, 11, 13]".
To correctly print multidimensional arrays (that is, arrays of arrays), use Arrays.deepToString.

The toString method is a great tool for logging. Many classes in the standard class library
define the toString method so that you can get useful information about the state of an
object. This is particularly useful in logging messages like this:

System.out.printIn("Current position = " + position);

As we explain in Chapter 11, an even better solution is

Logger.global.info("Current position = " + position);

TIP: We strongly recommend that you add a toString method to each class that you write.
You, as well as other programmers who use your classes, will be grateful for the logging
support.

o

The program in Listing 5-3 implements the equals, hashCode, and toString methods for the
Employee and Manager classes.

EqualsTest.java

1. import java.util.x;
2.

3. [#k

4.+ This program demonstrates the equals method.
5. % @version 1.11 2004-02-21

6. * @author Cay Horstmann

7. %/
8. pubTic class EqualsTest

a9 {

10.  pubTlic static void main(String[] args)

1. {

12. Employee alicel = new Employee("Alice Adams", 75000, 1987, 12, 15);
13. Employee alice2 = alicel;

14, Employee alice3 = new Employee("Alice Adams", 75000, 1987, 12, 15);
15. Employee bob = new Employee("Bob Brandson", 50000, 1989, 10, 1);

17. System.out.printIn("alicel == alice2: " + (alicel == alice2));
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IBETR TR ER I EqualsTest.java (continued)

19.

20.
21.

22,

23.
24,

25.

26.

27.

28.

29.
30.

31.

32.
33.

34.

35.
36.

37.

}

38.
. class EmpTloyee

39,

40.

{

41,

42.

66.

}

System.out.printIn("alicel == alice3: " + (alicel == alice3l));

System.out.printin("alicel.equals(alice3): "

System.out.printIn("alicel.equals(bob):

+ alicel.equals(bob));

System.out.printTn("bob.toString(): " + bob);

Manager carl = new Manager("Car1 Cracker", 80000, 1987, 12, 15);
Manager boss = new Manager("Carl Cracker", 80000, 1987, 12, 15);

boss. setBonus(5000) ;
System.out.printIn("boss.toString(): "
System.out.printIn("carl.equals(boss

System.out.printIn("alice3.hashCode(

+

boss);

+ carl.equals(boss));
+ alicel.hashCode());
+ alice3.hashCode());

System.out.printIn("bob.hashCode(): " + bob.hashCode());
System.out.printIn("carl.hashCode(): " + carl.hashCode());

)

(

( ):
System.out.printIn("alicel.hashCode():

( ):

(

(

public Employee(String n, double s, int year, int month, int day)

{

}

name = n;
salary = s;

GregorianCalendar calendar = new GregorianCalendar(year, month - 1, day);

hireDay = calendar.getTime();

public String getName()

{
}

return name;

public double getSalary()

{
}

return salary;

public Date getHireDay()

{
}

return hireDay;

public void raiseSalary(double byPercent)

{

}

double raise = salary * byPercent / 100;

salary += raise;

+ alicel.equals(alice3));
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IBETR LT ER I EqualsTest.java (continued)

69.
70.
.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.
94.
95.
96.
97.
98.
99.

100.
101.
102.
103.
. class Manager extends Employee
105.

104

106.
107.
108.
109.
110.
111,
112
113.
114.
115.
116.
17.

}

{

public boolean equals(Object otherObject)
{

// a quick test to see if the objects are identical
if (this == otherObject) return true;

// must return false if the explicit parameter is null
if (otherObject == null) return false;

// if the classes don't match, they can't be equal
if (getClass() != otherObject.getClass()) return false;

// now we know otherObject is a non-null Employee
Employee other = (Employee) otherObject;

// test whether the fields have identical values
return name.equals(other.name) & salary == other.salary & hireDay.equals(other.hireDay);

}

public int hashCode()

{
return 7 x name.hashCode() + 11 « new Double(salary).hashCode() + 13 « hireDay.hashCode();
}
public String toString()
{
return getClass().getName() + "[name=" + name + ",salary=" + salary + ",hireDay=" + hireDay
LS
}

private String name;
private double salary;
private Date hireDay;

public Manager(String n, double s, int year, int month, int day)
{

super(n, s, year, month, day);

bonus = 0;

}
public double getSalary()
double baseSalary = super.getSalary();

return baseSalary + bonus;

}
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IBETR TR ER I EqualsTest.java (continued)

118.
119.
120.
121.
122.
123.
124,
125.
126.
127.
128.
129.
130.
131.
132.
133.
134.
135.
136.
137.
138.
139.
140.
141.
142.
143 }

pubTlic void setBonus(double b)
{

bonus = b;

}

public boolean equals(Object otherObject)
{
if (!super.equals(otherObject)) return false;
Manager other = (Manager) otherObject;
// super.equals checked that this and other belong to the same class
return bonus == other.bonus;

}

public int hashCode()
{

}

return super.hashCode() + 17 * new Double(bonus).hashCode();

public String toString()
{

return super.toString() + "[bonus=" + bonus + "]";

}

private double bonus;

java.lang.Object 1.0

(lass getClass()

returns a class object that contains information about the object. As you see later
in this chapter, Java has a runtime representation for classes that is encapsulated
in the (lass class.

hoolean equals(Object otherObject)

compares two objects for equality; returns true if the objects point to the same area
of memory, and false otherwise. You should override this method in your own
classes.

String toString()

returns a string that represents the value of this object. You should override this
method in your own classes.

Object clone()

creates a clone of the object. The Java runtime system allocates memory for the
new instance and copies the memory allocated for the current object.
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NOTE: Cloning an object is important, but it also turns out to be a fairly subtle process filled
V with potential pitfalls for the unwary. We will have a lot more to say about the clone method in
Chapter 6.

java.lang.Class 1.0

e String getName()
returns the name of this class.

e (lass getSuperclass()
returns the superclass of this class as a Class object.

Generic Array Lists

In many programming languages—in particular, in C—you have to fix the sizes of all
arrays at compile time. Programmers hate this because it forces them into uncomfort-
able trade-offs. How many employees will be in a department? Surely no more than 100.
What if there is a humongous department with 150 employees? Do we want to waste 90
entries for every department with just 10 employees?

In Java, the situation is much better. You can set the size of an array at runtime.

int actualSize = . . .;

Employee[] staff = new Employee[actualSize];
Of course, this code does not completely solve the problem of dynamically modifying
arrays at runtime. Once you set the array size, you cannot change it easily. Instead, the
easiest way in Java to deal with this common situation is to use another Java class, called
ArrayList. The ArraylList class is similar to an array, but it automatically adjusts its capacity
as you add and remove elements, without your needing to write any code.

As of Java SE 5.0, ArrayList is a generic class with a type parameter. To specify the type of the
element objects that the array list holds, you append a class name enclosed in angle brack-
ets, such as ArrayList<Employee>. You will see in Chapter 13 how to define your own generic
class, but you don’t need to know any of those technicalities to use the ArrayList type.
Here we declare and construct an array list that holds Employee objects:

ArraylList<Employee> staff = new ArraylList<Employee>();

NOTE: Before Java SE 5.0, there were no generic classes. Instead, there was a single

v ArrayList class, a “one size fits all” collection that holds elements of type Object. If you must
use an older version of Java, simply drop all <. ..> suffixes. You can still use ArrayList without
a <...> suffix in Java SE 5.0 and beyond. It is considered a “raw” type, with the type param-
eter erased.

NOTE: In even older versions of the Java programming language, programmers used the
v Vector class for dynamic arrays. However, the ArraylList class is more efficient, and there is
no longer any good reason to use the Vector class.
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You use the add method to add new elements to an array list. For example, here is how
you populate an array list with employee objects:

staff.add(new Employee("Harry Hacker", . . .));
staff.add(new Employee("Tony Tester", . . .));

The array list manages an internal array of object references. Eventually, that array will
run out of space. This is where array lists work their magic: If you call add and the inter-
nal array is full, the array list automatically creates a bigger array and copies all the
objects from the smaller to the bigger array.

If you already know, or have a good guess, how many elements you want to store, then
call the ensureCapacity method before filling the array list:

staff.ensureCapacity(100);

That call allocates an internal array of 100 objects. Then, the first 100 calls to add do not
involve any costly reallocation.

You can also pass an initial capacity to the ArrayList constructor:
ArraylList<Employee> staff = new ArraylList<Employee>(100);

CAUTION: Allocating an array list as
X new ArraylList<Employee>(100) // capacity is 100
is not the same as allocating a new array as

new Employee[100] // size is 100
There is an important distinction between the capacity of an array list and the size of an
array. If you allocate an array with 100 entries, then the array has 100 slots, ready for use.
An array list with a capacity of 100 elements has the potential of holding 100 elements (and,

in fact, more than 100, at the cost of additional reallocations); but at the beginning, even
after its initial construction, an array list holds no elements at all.

The size method returns the actual number of elements in the array list. For example,
staff.size()

returns the current number of elements in the staff array list. This is the equivalent of
a.length

for an array a.

Once you are reasonably sure that the array list is at its permanent size, you can call the
trimToSize method. This method adjusts the size of the memory block to use exactly as
much storage space as is required to hold the current number of elements. The garbage
collector will reclaim any excess memory.

Once you trim the size of an array list, adding new elements will move the block again,
which takes time. You should only use trinToSize when you are sure you won’t add any
more elements to the array list.
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C++ NOTE: The ArraylList class is similar to the C++ vector template. Both ArrayList and

vector are generic types. But the C++ vector template overloads the [] operator for conve-
nient element access. Because Java does not have operator overloading, it must use explicit
method calls instead. Moreover, C++ vectors are copied by value. If a and b are two vectors,
then the assignment a = b makes a into a new vector with the same length as b, and all
elements are copied from b to a. The same assignment in Java makes both a and b refer to
the same array list.

java.util.ArrayList<T> 1.2

e Arraylist<T>()
constructs an empty array list.

e Arraylist<T>(int initialCapacity)
constructs an empty array list with the specified capacity.

Parameters: ~ initialCapacity the initial storage capacity of the array list

e hoolean add(T obj)
appends an element at the end of the array list. Always returns true.

Parameters: obj the element to be added

e int size()
returns the number of elements currently stored in the array list. (Of course, this is
never larger than the array list’s capacity.)

e void ensureCapacity(int capacity)
ensures that the array list has the capacity to store the given number of elements
without reallocating its internal storage array.

Parameters: ~ capacity the desired storage capacity

e void trimToSize()
reduces the storage capacity of the array list to its current size.
Accessing Array List Elements
Unfortunately, nothing comes for free. The automatic growth convenience that array
lists give requires a more complicated syntax for accessing the elements. The reason is
that the Arraylist class is not a part of the Java programming language; it is just a utility
class programmed by someone and supplied in the standard library.

Instead of using the pleasant [] syntax to access or change the element of an array, you
use the get and set methods.

For example, to set the ith element, you use
staff.set(i, harry);

This is equivalent to
a[i] = harry;

for an array a. (As with arrays, the index values are zero-based.)
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CAUTION: Do not call Tist.set(i, x) until the size of the array list is larger than i. For exam-
x ple, the following code is wrong:

Arraylist<Employee> Tist = new ArraylList<Employee>(100); // capacity 100, size @
Tist.set(@, x); // no element @ yet

Use the add method instead of set to fill up an array, and use set only to replace a previously
added element.

To get an array list element, use
Employee e = staff.get(i);

This is equivalent to
Employee e = a[i];

NOTE: Before Java SE 5.0, there were no generic classes, and the get method of the raw
‘/ Arraylist class had no choice but to return an Object. Consequently, callers of get had to
cast the returned value to the desired type:

Employee e = (Employee) staff.get(i);
The raw Arraylist is also a bit dangerous. lts add and set methods accept objects of any
type. A call

staff.set(i, new Date());

compiles without so much as a warning, and you run into grief only when you retrieve the
object and try to cast it. If you use an ArrayList<Employee> instead, the compiler will detect
this error.

You can sometimes get the best of both worlds—flexible growth and convenient ele-
ment access—with the following trick. First, make an array list and add all the elements:

ArrayList<X> list = new ArrayList<X>();

while (. . .)
{
X= ...
Tist.add(x);
}

When you are done, use the toArray method to copy the elements into an array:

X[] a = new X[Tist.size()];

list.toArray(a);
Sometimes, you need to add elements in the middle of an array list. Use the add method
with an index parameter:

int n = staff.size() / 2;

staff.add(n, e);
The elements at locations n and above are shifted up to make room for the new entry. If
the new size of the array list after the insertion exceeds the capacity, then the array list
reallocates its storage array.
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Similarly, you can remove an element from the middle of an array list:

Employee e = staff.remove(n);
The elements located above it are copied down, and the size of the array is reduced by
one.

Inserting and removing elements is not terribly efficient. It is probably not worth worry-
ing about for small array lists. But if you store many elements and frequently insert and
remove in the middle of a collection, consider using a linked list instead. We explain
how to program with linked lists in Chapter 13.
As of Java SE 5.0, you can use the “for each” loop to traverse the contents of an array list:
for (Employee e : staff)
do something with e
This loop has the same effect as
for (int i = 0; i < staff.size(); i++)
{
Employee e = staff.get(i);
do something with e
}
Listing 54 is a modification of the EmployeeTest program of Chapter 4. The Employee[] array
is replaced by an ArrayList<Employee>. Note the following changes:
*  You don't have to specify the array size.
¢ You use add to add as many elements as you like.
*  You use size() instead of Tength to count the number of elements.
*  You use a.get(i) instead of a[i] to access an element.

IBETR TR B ArraylistTest.java

_import java.util.s;

]
2.
4. = This program demonstrates the ArraylList class.
5.« @version 1.1 2004-02-21

6. + @author Cay Horstmann

7

8

9.

. public class ArraylListTest
A
10.  public static void main(String[] args)
1. {
12. // fill the staff array list with three Employee objects
13. ArrayList<Employee> staff = new Arraylist<Employee>();
14.
15. staff.add(new Employee("Carl Cracker", 75000, 1987, 12, 15));
16. staff.add(new Employee("Harry Hacker", 50000, 1989, 10, 1));
17. staff.add(new Employee("Tony Tester", 40000, 1990, 3, 15));
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19.
20.
21.

28. }

// raise everyone's salary by 5%
for (Employee e : staff)
e.raiseSalary(5);

// print out information about all Employee objects
for (Employee e : staff)
System.out.printIn("name=
+ e.getHireDay());

+ e.getName() + ",salary=" + e.getSalary() + ",hireDay=

}

30. class Employee

a1, {

public Employee(String n, double s, int year, int month, int day)
{
name = n;
salary = s;
GregorianCalendar calendar = new GregorianCalendar(year, month - 1, day);
hireDay = calendar.getTime();

}

public String getName()
{

return name;

}

public double getSalary()
{

return salary;

}

pubTlic Date getHireDay()
{
return hireDay;

}

pubTlic void raiseSalary(double byPercent)

{
double raise = salary * byPercent / 100;
salary += raise;

}

private String name;
private double salary;
private Date hireDay;
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m java.util.ArrayList<T> 1.2

e void set(int index, T obj)
puts a value in the array list at the specified index, overwriting the previous
contents.
Parameters: index the position (must be between 0 and size() - 1)

obj the new value

e T get(int index)
gets the value stored at a specified index.
Parameters: ~ index the index of the element to get (must be between 0 and
size() - 1)
e void add(int index, T obj)
shifts up elements to insert an element.

Parameters: index the insertion position (must be between 0 and size())
obj the new element

e T remove(int index)
removes an element and shifts down all elements above it. The removed element
is returned.

Parameters: ~ index the position of the element to be removed (must be
between 0 and size() - 1)

Compatibility between Typed and Raw Array Lists

When you write new code with Java SE 5.0 and beyond, you should use type parame-
ters, such as ArrayList<Employee>, for array lists. However, you may need to interoperate
with existing code that uses the raw ArrayList type.

Suppose that you have the following legacy class:

pubTic class EmployeeDB
{
public void update(ArraylList Tist) { ... }
public ArrayList find(String query) { ... }
}

You can pass a typed array list to the update method without any casts.

ArrayList<Employee> staff = ...;
employeeDB.update(staff);

The staff object is simply passed to the update method.

CAUTION: Even though you get no error or warning from the compiler, this call is not com-
X pletely safe. The update method might add elements into the array list that are not of type
Employee. When these elements are retrieved, an exception occurs. This sounds scary, but if
you think about it, the behavior is simply as it was before Java SE 5.0. The integrity of the
virtual machine is never jeopardized. In this situation, you do not lose security, but you also
do not benefit from the compile-time checks.
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Conversely, when you assign a raw ArraylList to a typed one, you get a warning.
ArraylList<Employee> result = employeeDB.find(query); // yields warning

NOTE: To see the text of the warning, compile with the option -X1int:unchecked.

v

Using a cast does not make the warning go away.
ArrayList<Employee> result = (ArraylList<Employee>)
employeeDB. find(query); // yields another warning
Instead, you get a different warning, telling you that the cast is misleading.

This is the consequence of a somewhat unfortunate limitation of generic types in Java.
For compatibility, the compiler translates all typed array lists into raw ArrayList objects
after checking that the type rules were not violated. In a running program, all array lists
are the same—there are no type parameters in the virtual machine. Thus, the casts
(ArrayList) and (Arraylist<Employee>) carry out identical runtime checks.

There isn’t much you can do about that situation. When you interact with legacy code,
study the compiler warnings and satisfy yourself that the warnings are not serious.

Object Wrappers and Autoboxing

Occasionally, you need to convert a primitive type like int to an object. All primitive types
have class counterparts. For example, a class Integer corresponds to the primitive type int.
These kinds of classes are usually called wrappers. The wrapper classes have obvious
names: Integer, Long, Float, Double, Short, Byte, Character, Void, and Boolean. (The first six inherit
from the common superclass Nunber.) The wrapper classes are immutable—you cannot
change a wrapped value after the wrapper has been constructed. They are also final, so
you cannot subclass them.

Suppose we want an array list of integers. Unfortunately, the type parameter inside the

angle brackets cannot be a primitive type. It is not possible to form an ArrayList<int>.

Here, the Integer wrapper class comes in. It is ok to declare an array list of Integer objects.
ArrayList<Integer> Tist = new ArrayList<Integer>();

CAUTION: An ArrayList<Integer> is far less efficient than an int[] array because each value
x is separately wrapped inside an object. You would only want to use this construct for small
collections when programmer convenience is more important than efficiency.

Another Java SE 5.0 innovation makes it easy to add and get array elements. The call
Tist.add(3);

is automatically translated to
Tist.add(new Integer(3));

This conversion is called autoboxing.

NOTE: You might think that autowrapping would be more consistent, but the “boxing” meta-
V phor was taken from C#.
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Conversely, when you assign an Integer object to an int value, it is automatically
unboxed. That is, the compiler translates

int n = list.get(i);
into

int n = list.get(i).intValue();
Automatic boxing and unboxing even works with arithmetic expressions. For example,
you can apply the increment operator to a wrapper reference:

Integer n = 3;

N++;
The compiler automatically inserts instructions to unbox the object, increment the
resulting value, and box it back.

In most cases, you get the illusion that the primitive types and their wrappers are one
and the same. There is just one point in which they differ considerably: identity. As you
know, the == operator, applied to wrapper objects, only tests whether the objects have
identical memory locations. The following comparison would therefore probably fail:

Integer a = 1000;

Integer b = 1000;

if (a==b) ...
However, a Java implementation may, if it chooses, wrap commonly occurring values
into identical objects, and thus the comparison might succeed. This ambiguity is not
what you want. The remedy is to call the equals method when comparing wrapper
objects.

NOTE: The autoboxing specification requires that hoolean, byte, char = 127, and short and
v int between —128 and 127 are wrapped into fixed objects. For example, if a and b had been
initialized with 100 in the preceding example, then the comparison would have had to
succeed.

Finally, let us emphasize that boxing and unboxing is a courtesy of the compiler, not the
virtual machine. The compiler inserts the necessary calls when it generates the byte-
codes of a class. The virtual machine simply executes those bytecodes.
You will often see the number wrappers for another reason. The designers of Java found
the wrappers a convenient place to put certain basic methods, like the ones for convert-
ing strings of digits to numbers.
To convert a string to an integer, you use the following statement:

int x = Integer.parselnt(s);
This has nothing to do with Integer objects—parselInt is a static method. But the Integer
class was a good place to put it.
The API notes show some of the more important methods of the Integer class. The other
number classes implement corresponding methods.
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CAUTION: Some people think that the wrapper classes can be used to implement methods
that can modify numeric parameters. However, that is not correct. Recall from Chapter 4 that
it is impossible to write a Java method that increments an integer parameter because
parameters to Java methods are always passed by value.

pubTlic static void triple(int x) // won't work

{
X =3« x; // modifies local variable
}

Could we overcome this by using an Integer instead of an int?

public static void triple(Integer x) // won't work
{

}

The problem is that Integer objects are immutable: the information contained inside the
wrapper can’t change. You cannot use these wrapper classes to create a method that modi-
fies numeric parameters.

If you do want to write a method to change numeric parameters, you can use one of the
holder types defined in the org.omg.CORBA package. There are types IntHolder, BooleanHolder,
and so on. Each holder type has a public (!) field value through which you can access the
stored value.

public static void triple(IntHolder x)
{

}

x.value = 3 * x.value;

java.lang.Integer 1.0

int intValue()
returns the value of this Integer object as an int (overrides the intValue method in
the Number class).

static String toString(int i)
returns a new String object representing the number i in base 10.

static String toString(int i, int radix)

lets you return a representation of the number i in the base specified by the radix
parameter.

static int parseInt(String s)

static int parseInt(String s, int radix)

returns the integer whose digits are contained in the string s. The string must
represent an integer in base 10 (for the first method) or in the base given by the
radix parameter (for the second method).

static Integer valueOf(String s)

static Integer valueOf(String s, int radix)

returns a new Integer object initialized to the integer whose digits are contained in
the string s. The string must represent an integer in base 10 (for the first method)
or in the base given by the radix parameter (for the second method).
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m java.text.NumberFormat 1.1

e Number parse(String s)
returns the numeric value, assuming the specified String represents a number.

Methods with a Variable Number of Parameters
Before Java SE 5.0, every Java method had a fixed number of parameters. However, it is
now possible to provide methods that can be called with a variable number of parame-
ters. (These are sometimes called “varargs” methods.)
You have already seen such a method: printf. For example, the calls
System.out.printf("%d", n);
and
System.out.printf("%d %s", n, "widgets");
both call the same method, even though one call has two parameters and the other has
three.
The printf method is defined like this:
pubTic class PrintStream

{
public PrintStream printf(String fmt, Object... args) { return format(fmt, args); }

}
Here, the ellipsis ... is a part of the Java code. It denotes that the method can receive an
arbitrary number of objects (in addition to the fnt parameter).
The printf method actually receives two parameters, the format string, and an Object[]
array that holds all other parameters. (If the caller supplies integers or other primitive
type values, autoboxing turns them into objects.) It now has the unenviable task of scan-
ning the fmt string and matching up the ith format specifier with the value args[i].
In other words, for the implementor of printf, the Object... parameter type is exactly the
same as Object[].
The compiler needs to transform each call to printf, bundling the parameters into an
array and autoboxing as necessary:

System.out.printf("%d %s", new Object[] { new Integer(n), "widgets" } );
You can define your own methods with variable parameters, and you can specify any
type for the parameters, even a primitive type. Here is a simple example: a function that
computes the maximum of a variable number of values.

pubTlic static double max(double... values)

double Targest = Double.MIN_VALUE;
for (double v : values) if (v > largest) largest = v;
return largest;
}
Simply call the function like this:
double m = max(3.1, 40.4, -5);

The compiler passes a new double[] { 3.1, 40.4, -5 } to the max function.
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NOTE: It is legal to pass an array as the last parameter of a method with variable parame-
V ters. For example:

System.out.printf("%d %s", new Object[] { new Integer(1), "widgets" } );

Therefore, you can redefine an existing function whose last parameter is an array to a
method with variable parameters, without breaking any existing code. For example, Message-
Format.format was enhanced in this way in Java SE 5.0. If you like, you can even declare the
main method as

public static void main(String... args)

Enumeration Classes

You saw in Chapter 3 how to define enumerated types in Java SE 5.0 and beyond. Here
is a typical example:

public enum Size { SMALL, MEDIUM, LARGE, EXTRA_LARGE };

The type defined by this declaration is actually a class. The class has exactly four
instances—it is not possible to construct new objects.

Therefore, you never need to use equals for values of enumerated types. Simply use == to
compare them.

You can, if you like, add constructors, methods, and fields to an enumerated type. Of
course, the constructors are only invoked when the enumerated constants are con-
structed. Here is an example.

enum Size

{
SMALL("S"), MEDIUM("M"), LARGE("L"), EXTRA_LARGE("XL");

private Size(String abbreviation) { this.abbreviation = abbreviation; }
public String getAbbreviation() { return abbreviation; }

private String abbreviation;

}

All enumerated types are subclasses of the class Enun. They inherit a number of methods
from that class. The most useful one is toString, which returns the name of the enumer-
ated constant. For example, Size.SMALL.toString() returns the string "SMALL".

The converse of toString is the static value0f method. For example, the statement
Size s = (Size) Enum.valueOf(Size.class, "SMALL");
sets s to Size.SMALL.

Each enumerated type has a static values method that returns an array of all values of the
enumeration. For example, the call

Size[] values = Size.values();
returns the array with elements Size.SMALL, Size .MEDIUM, Size.LARGE, and Size.EXTRA_LARGE.

The ordinal method yields the position of an enumerated constant in the enun declaration,
counting from zero. For example, Size.MEDIUM.ordinal() returns 1.

The short program in Listing 5-5 demonstrates how to work with enumerated types.
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NOTE: The Enum class has a type parameter that we have ignored for simplicity. For example,
the enumerated type Size actually extends Enum<Size>. The type parameter is used in the
compareTo method. (We discuss the compareTo method in Chapter 6 and type parameters in
Chapter 12.)

Listing 5-5 RAMICSMEVE!

B

¥
X

1
2
3
4
5.
6.
7
8
9

21. }

23. @
24. {

mport java.util.s;

%

+ This program demonstrates enumerated types.
+ @version 1.0 2004-05-24

+ @author Cay Horstmann

«/

ublic class EnumTest

public static void main(String[] args)

{
Scanner in = new Scanner(System.in);
System.out.print("Enter a size: (SMALL, MEDIUM, LARGE, EXTRA_LARGE) ");
String input = in.next().toUpperCase();
Size size = Enum.valueOf(Size.class, input);
System.out.printIn("size=" + size);
System.out.printIn("abbreviation="
if (size == Size.EXTRA_LARGE)

System.out.printIn("Good job--you paid attention to the _.");

+ size.getAbbreviation());

}

num Size
SMALL("S"), MEDIUM("M"), LARGE("L"), EXTRA_LARGE("XL");

private Size(String abbreviation) { this.abbreviation = abbreviation; }
pubTic String getAbbreviation() { return abbreviation; }

private String abbreviation;

java.lang.Enum<E> 5.0
static Enum valueOf(Class enumClass, String name)
returns the enumerated constant of the given class with the given name.

String toString()
returns the name of this enumerated constant.

int ordinal()
returns the zero-based position of this enumerated constant in the enum declaration.
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e int compareTo(E other)
returns a negative integer if this enumerated constant comes before other, zero if
this == other, and a positive integer otherwise. The ordering of the constants is
given by the enun declaration.

Reflection

The reflection library gives you a very rich and elaborate toolset to write programs
that manipulate Java code dynamically. This feature is heavily used in JavaBeans, the
component architecture for Java (see Volume II for more on JavaBeans). Using reflec-
tion, Java can support tools like the ones to which users of Visual Basic have grown
accustomed. In particular, when new classes are added at design or runtime, rapid
application development tools can dynamically inquire about the capabilities of the
classes that were added.

A program that can analyze the capabilities of classes is called reflective. The reflection
mechanism is extremely powerful. As the next sections show, you can use it to

* Analyze the capabilities of classes at runtime;

¢ Inspect objects at runtime, for example, to write a single toString method that works
for all classes;

¢ Implement generic array manipulation code; and

e Take advantage of Method objects that work just like function pointers in languages
such as C++.

Reflection is a powerful and complex mechanism; however, it is of interest mainly to

tool builders, not application programmers. If you are interested in programming appli-

cations rather than tools for other Java programmers, you can safely skip the remainder

of this chapter and return to it later.

The Class Class

While your program is running, the Java runtime system always maintains what is
called runtime type identification on all objects. This information keeps track of the class
to which each object belongs. Runtime type information is used by the virtual machine
to select the correct methods to execute.

However, you can also access this information by working with a special Java class. The
class that holds this information is called, somewhat confusingly, Class. The getClass()
method in the Object class returns an instance of Class type.

EmpTloyee e;

(Tass c1 = e.getClass();

Just like an Employee object describes the properties of a particular employee, a Class object
describes the properties of a particular class. Probably the most commonly used method
of (lass is getName. This returns the name of the class. For example, the statement

System.out.printin(e.getClass().getName() + " " + e.getName());
prints

Employee Harry Hacker
if e is an employee, or

Manager Harry Hacker
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if e is a manager.
If the class is in a package, the package name is part of the class name:

Date d = new Date();

(lass c1 = d.getClass();

String name = cl.getName(); // name is set to "java.util.Date"
You can obtain a (lass object corresponding to a class name by using the static forName
method.

String className = "java.util.Date";

(lass c1 = Class.forName(className);
You would use this method if the class name is stored in a string that varies at runtim-
eruntime. This works if className is the name of a class or interface. Otherwise, the forName
method throws a checked exception. See the section “A Primer on Catching Exceptions”
on page 219 to see how to supply an exception handler whenever you use this method.

TIP: At startup, the class containing your main method is loaded. It loads all classes that it
needs. Each of those loaded classes loads the classes that it needs, and so on. That can
take a long time for a big application, frustrating the user. You can give users of your pro-
gram the illusion of a faster start with the following trick. Make sure that the class containing
the main method does not explicitly refer to other classes. First display a splash screen. Then
manually force the loading of other classes by calling Class. forName.

o

A third method for obtaining an object of type (lass is a convenient shorthand. If T is any
Java type, then T.class is the matching class object. For example:

(lass c11 = Date.class; // if you import java.util.s;

(lass c12 = int.class;

Class c13 = Double[].class;
Note that a Class object really describes a type, which may or may not be a class. For
example, int is not a class, but int.class is nevertheless an object of type Class.

NOTE: As of Java SE 5.0, the (lass class is parameterized. For example, EmpToyee.class is of

type Class<Employee>. We are not dwelling on this issue because it would further complicate
an already abstract concept. For most practical purposes, you can ignore the type parame-
ter and work with the raw Class type. See Chapter 13 for more information on this issue.

CAUTION: For historical reasons, the getName method returns somewhat strange names for
x array types:

e Double[].class.getName() returns "[Ljava.lang.Double;"

e int[].class.getName() returns "[I"

The virtual machine manages a unique (lass object for each type. Therefore, you can use
the == operator to compare class objects. For example:

if (e.getClass() == Employee.class) . . .
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Another example of a useful method is one that lets you create an instance of a class on
the fly. This method is called, naturally enough, newInstance(). For example,

e.getClass().newInstance();

creates a new instance of the same class type as e. The newInstance method calls the default
constructor (the one that takes no parameters) to initialize the newly created object. An
exception is thrown if the class has no default constructor.

Using a combination of forName and newInstance lets you create an object from a class name
stored in a string.

String s = "java.util.Date";
Object m = Class.forName(s).newInstance();

NOTE: If you need to provide parameters for the constructor of a class you want to create by
v name in this manner, then you can’t use statements like the preceding. Instead, you must
use the newInstance method in the Constructor class.

C++ NOTE: The newInstance method corresponds to the idiom of a virtual constructorin C++.
G"' However, virtual constructors in C++ are not a language feature but just an idiom that needs
to be supported by a specialized library. The (lass class is similar to the type_info class in
C++, and the getClass method is equivalent to the typeid operator. The Java (Class is quite a
bit more versatile than type_info, though. The C++ type_info can only reveal a string with the
name of the type, not create new objects of that type.

A Primer on Catching Exceptions

We cover exception handling fully in Chapter 11, but in the meantime you will occasion-
ally encounter methods that threaten to throw exceptions.

When an error occurs at runtime, a program can “throw an exception.” Throwing an
exception is more flexible than terminating the program because you can provide a han-
dler that “catches” the exception and deals with it.

If you don’t provide a handler, the program still terminates and prints a message to the
console, giving the type of the exception. You may already have seen exception reports
when you accidentally used a null reference or overstepped the bounds of an array.

There are two kinds of exceptions: unchecked exceptions and checked exceptions. With
checked exceptions, the compiler checks that you provide a handler. However, many
common exceptions, such as accessing a null reference, are unchecked. The compiler
does not check whether you provide a handler for these errors—after all, you should
spend your mental energy on avoiding these mistakes rather than coding handlers for
them.

But not all errors are avoidable. If an exception can occur despite your best efforts,
then the compiler insists that you provide a handler. The (lass. forName method is an
example of a method that throws a checked exception. In Chapter 11, you will see sev-
eral exception handling strategies. For now, we just show you the simplest handler
implementation.
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Place one or more statements that might throw checked exceptions inside a try block.
Then provide the handler code in the catch clause.

try
{

statements that might throw exceptions

}

catch(Exception e)

{

handler action

}
Here is an example:

try

{
String name = . . .; // get class name
(lass c1 = Class.forName(name); // might throw exception
. . . // do something with c1

}

catch(Exception e)

{
e.printStackTrace();

}
If the class name doesn’t exist, the remainder of the code in the try block is skipped and
the program enters the catch clause. (Here, we print a stack trace by using the printStack-
Trace method of the Throwable class. Throwable is the superclass of the Exception class.) If none
of the methods in the try block throws an exception, the handler code in the catch clause
is skipped.

You only need to supply an exception handler for checked exceptions. It is easy to find
out which methods throw checked exceptions—the compiler will complain whenever

you call a method that threatens to throw a checked exception and you don’t supply a

handler.

java.lang.Class 1.0

e static Class forName(String className)
returns the Class object representing the class with name classNarme.

e (Object newInstance()
returns a new instance of this class.

java.lang.reflect.Constructor 1.1

e (Object newInstance(Object[] args)
constructs a new instance of the constructor’s declaring class.

Parameters: args the parameters supplied to the constructor. See the
section on reflection for more information on how to
supply parameters.
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java.lang.Throwable 1.0

e void printStackTrace()
prints the Throwable object and the stack trace to the standard error stream.

Using Reflection to Analyze the Capabilities of Classes

Here is a brief overview of the most important parts of the reflection mechanism for let-
ting you examine the structure of a class.

The three classes Field, Method, and Constructor in the java.lang.reflect package describe the
fields, methods, and constructors of a class, respectively. All three classes have a
method called getName that returns the name of the item. The Field class has a method
getType that returns an object, again of type (lass, that describes the field type. The Method
and Constructor classes have methods to report the types of the parameters, and the
Method class also reports the return type. All three of these classes also have a method
called getModifiers that returns an integer, with various bits turned on and off, that
describes the modifiers used, such as public and static. You can then use the static
methods in the Modifier class in the java.lang.reflect package to analyze the integer that
getModifiers returns. Use methods like isPublic, isPrivate, or isFinal in the Modifier class to
tell whether a method or constructor was public, private, or final. All you have to do is
have the appropriate method in the Modifier class work on the integer that getModifiers
returns. You can also use the Modifier.toString method to print the modifiers.

The getFields, getMethods, and getConstructors methods of the Class class return arrays of the
public fields, methods, and constructors that the class supports. This includes public
members of superclasses. The getDeclaredFields, getDeclaredMethods, and getDeclaredConstruc-
tors methods of the (lass class return arrays consisting of all fields, methods, and con-
structors that are declared in the class. This includes private and protected members,
but not members of superclasses.

Listing 5-6 shows you how to print out all information about a class. The program
prompts you for the name of a class and then writes out the signatures of all methods
and constructors as well as the names of all data fields of a class. For example, if you
enter

java.lang.Double
the program prints

public class java.lang.Double extends java.lang.Number

{ pubTlic java.lang.Double(java.lang.String);

pubTic java.lang.Double(double);

public int hashCode();

public int compareTo(java.lang.Object);

public int compareTo(java.lang.Double);

public boolean equals(java.lang.Object);

public java.lang.String toString();

public static java.lang.String toString(double);
public static java.lang.Double valueOf(java.lang.String);
public static boolean isNaN(double);

pubTic boolean isNaN();

public static boolean isInfinite(double);

public boolean isInfinite();
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public byte byteValue();

public short shortValue();

public int intValue();

public Tong TongValue();

public float floatValue();

public double doubleValue();

public static double parseDouble(java.lang.String);
public static native long doubleToLongBits(double);
public static native Tong doubleToRawLongBits(double);
public static native double TongBitsToDouble(long);

public static final double POSITIVE_INFINITY;

public static final double NEGATIVE_INFINITY;

public static final double NaN;

public static final double MAX_VALUE;

public static final double MIN_VALUE;

public static final java.lang.Class TYPE;

private double value;

private static final Tong serialVersionUID;

}

What is remarkable about this program is that it can analyze any class that the Java
interpreter can load, not just the classes that were available when the program was com-
piled. We use this program in the next chapter to peek inside the inner classes that the
Java compiler generates automatically.

|51 T2 M ReflectionTest. java

1. import java.util.s;

2. import java.lang.reflect.s;
3.

4 [
5. « This program uses reflection to print all features of a class.
6.  @version 1.1 2004-02-21

7.+ @author Cay Horstmann

8.

9,

. public class ReflectionTest
10. {
1. public static void main(String[] args)
12, {
13. // read class name from command line args or user input
14. String name;
15. if (args.length > @) name = args[0];
16. else
17. {
18. Scanner in = new Scanner(System.in);
19. System.out.printin("Enter class name (e.g. java.util.Date): ");
20. name = in.next();
21. }
22.
23, try
24. {
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IS T750 @2 Ml ReflectionTest.java (continued)

25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.

55.

}

// print class name and superclass name (if != Object)

(lass c1 = Class.forName(name);

(Tass supercl = c1.getSuperclass();

String modifiers = Modifier.toString(cl.getModifiers());

if (modifiers.length() > @) System.out.print(modifiers + " ");

System.out.print("class " + name);

if (supercl != null && supercl != Object.class) System.out.print(’
+ supercl.getName());

extends

System.out.print("\n{\n");
printConstructors(cl);
System.out.printin();
printMethods(c1);
System.out.printin();
printFields(cl)
System.out.printIn("}");

catch (ClassNotFoundException e)

{
}

e.printStackTrace();

System.exit(0);

}
[ux

Prints all constructors of a class

+ @aram c1 a class

%/
{

pubTic static void printConstructors(Class c1)

Constructor[] constructors = c1.getDeclaredConstructors();

for (Constructor ¢ : constructors)

{

String name = c.getName();

System.out.print(" ");

String modifiers = Modifier.toString(c.getModifiers());

if (modifiers.length() > @) System.out.print(modifiers + " ");
System.out.print(name + "(");

// print parameter types
(lass[] paramTypes = c.getParameterTypes();
for (int j = 0; j < paramTypes.length; j++)
{
if (j > 0) System.out.print(", ");
System.out.print(paramTypes[j].getName());
}
System.out.printin(");");
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IBT750 @2 Ml ReflectionTest.java (continued)

7.}

75.

76, [ux

77. # Prints all methods of a class
78. * @param c1 a class

79. #/

so.  public static void printMethods(Class c1)

82. Method[] methods = c1.getDeclaredVethods();

83.

84. for (Method m : methods)

85. {

86. (Tass retType = m.getReturnType();

87. String name = m.getName();

88.

89. System.out.print(" ");

90. // print modifiers, return type, and method name

o1. String modifiers = Modifier.toString(m.getModifiers());
92. if (modifiers.length() > @) System.out.print(modifiers + " ");
93, System.out.print(retType.getName() + " " + name + "(");
94.

95. // print parameter types

9%. (lass[] paramTypes = m.getParameterTypes();

a7. for (int j = 0; j < paramTypes.length; j++)

98. {

9. if (j > 0) System.out.print(", ");

100. System.out.print(paramTypes[j].getName());

101. }

102. System.out.printin(");");

103. }

104}

105.

106, [#k

107. + Prints all fields of a class

108. * @param c1 a class

109. %/

10.  public static void printFields(Class c1)

. {

112, Field[] fields = c1.getDeclaredFields();

113.

114, for (Field f : fields)

115. {

116. (Tass type = f.getType();

117, String name = f.getName();

118, System.out.print(" ");

119, String modifiers = Modifier.toString(f.getModifiers());
120. if (modifiers.length() > @) System.out.print(modifiers + " ");
121. System.out.printin(type.getName() + " " + name + ";");
122, }

123}

124. }
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java.lang.Class 1.0

Field[] getFields() 1.1

Field[] getDeclaredFields() 1.1

getFields returns an array containing Field objects for the public fields of this class
or its superclasses; getDeclaredField returns an array of Field objects for all fields of
this class. The methods return an array of length 0 if there are no such fields or if
the Class object represents a primitive or array type.

Method[] getMethods() 1.1

Method[] getDeclaredMethods() 1.1

returns an array containing Method objects: getMethods returns public methods and
includes inherited methods; getDeclaredMethods returns all methods of this class or
interface but does not include inherited methods.

Constructor[] getConstructors() 1.1

Constructor[] getDeclaredConstructors() 1.1

returns an array containing Constructor objects that give you all the public
constructors (for getConstructors) or all constructors (for getDeclaredConstructors) of the
class represented by this Class object.

java.lang.reflect.Field 1.1
java.lang.reflect.Method 1.1

java.lang.reflect.Constructor 1.1

(Tass getDecTaringClass()
returns the Class object for the class that defines this constructor, method, or field.

(lass[] getExceptionTypes() (in Constructor and Method classes)
returns an array of Class objects that represent the types of the exceptions thrown
by the method.

int getModifiers()

returns an integer that describes the modifiers of this constructor, method, or
field. Use the methods in the Modifier class to analyze the return value.

String getName()

returns a string that is the name of the constructor, method, or field.

(lass[] getParameterTypes() (in Constructor and Method classes)

returns an array of Class objects that represent the types of the parameters.

Class getReturnType() (in Method classes)
returns a Class object that represents the return type.

java.lang.reflect.Modifier 1.1

static String toString(int modifiers)
returns a string with the modifiers that correspond to the bits set in modifiers.
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static boolean isAbstract(int modifiers)
static boolean isFinal(int modifiers)

static bhoolean isInterface(int modifiers)
static boolean isNative(int modifiers)
static boolean isPrivate(int modifiers)
static bhoolean isProtected(int modifiers)
static boolean isPublic(int modifiers)
static boolean isStatic(int modifiers)
static boolean isStrict(int modifiers)
static boolean isSynchronized(int modifiers)
static boolean isVolatile(int modifiers)
tests the bit in the modifiers value that corresponds to the modifier in the method
name.

Using Reflection to Analyze Objects at Runtime
In the preceding section, we saw how we can find out the names and types of the data
fields of any object:

¢ Get the corresponding Class object.
¢ (Call getDeclaredFields on the Class object.

In this section, we go one step further and actually look at the contents of the data fields.
Of course, it is easy to look at the contents of a specific field of an object whose name
and type are known when you write a program. But reflection lets you look at fields of
objects that were not known at compile time.

The key method to achieve this examination is the get method in the Field class. If f is
an object of type Field (for example, one obtained from getDeclaredFields) and obj is an
object of the class of which f is a field, then f.get(obj) returns an object whose value
is the current value of the field of obj. This is all a bit abstract, so let’s run through an
example.
Employee harry = new Employee("Harry Hacker", 35000, 10, 1, 1989);
(Tass c1 = harry.getClass();
// the class object representing Employee
Field f = c1.getDeclaredField("name");
// the name field of the Employee class
Object v = f.get(harry);
// the value of the name field of the harry object
// i.e., the String object "Harry Hacker"

Actually, there is a problem with this code. Because the name field is a private field,
the get method will throw an I11egalAccessException. You can only use the get method to
get the values of accessible fields. The security mechanism of Java lets you find out
what fields any object has, but it won’t let you read the values of those fields unless
you have access permission.

The default behavior of the reflection mechanism is to respect Java access control. How-
ever, if a Java program is not controlled by a security manager that disallows it, you can
override access control. To do this, invoke the setAccessible method on a Field, Method, or
Constructor object. For example:

f.setAccessible(true); // now OK to call f.get(harry);
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The setAccessible method is a method of the AccessibleObject class, the common superclass of
the Field, Method, and Constructor classes. This feature is provided for debuggers, persistent
storage, and similar mechanisms. We use it for a generic toString method later in this section.

There is another issue with the get method that we need to deal with. The name field is a
String, and so it is not a problem to return the value as an Object. But suppose we want to
look at the salary field. That is a double, and in Java, number types are not objects. To han-
dle this, you can either use the getDouble method of the Field class, or you can call get,
whereby the reflection mechanism automatically wraps the field value into the appro-
priate wrapper class, in this case, Double.

Of course, you can also set the values that you can get. The call f.set(obj, value) sets the
field represented by f of the object obj to the new value.

Listing 5-7 shows how to write a generic toString method that works for any class. It
uses getDeclaredFields to obtain all data fields. It then uses the setAccessible convenience
method to make all fields accessible. For each field, it obtains the name and the value.
Listing 5-7 turns each value into a string by recursively invoking toString.

class ObjectAnalyzer
{
pubTic String toString(Object obj)
{
(lass c1 = obj.getClass();

ét;ir}g r = cl.getName();
// inspect the fields of this class and all superclasses
do
{
F o
Field[] fields = c1.getDeclaredFields();
AccessibleObject.setAccessible(fields, true);
// get the names and values of all fields
for (Field f : fields)
{
if (!Modifier.isStatic(f.getModifiers()))

if ('r.endsWith("[")) r +=","
r += f.getName() + "=";
try
{
Object val = f.get(obj);
r += toString(val);
}
catch (Exception e) { e.printStackTrace(); }
}
}
r+="1"
cl = cl.getSuperclass();

}
while (c1 != null);
return r;

}
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The complete code in Listing 5-7 needs to address a couple of complexities. Cycles of
references could cause an infinite recursion. Therefore, the ObjectAnalyzer keeps track of
objects that were already visited. Also, to peek inside arrays, you need a different
approach. You'll learn about the details in the next section.

You can use this toString method to peek inside any object. For example, the call

ArrayList<Integer> squares = new ArraylList<Integer>();
for (int i = 1; i <= 5; i++) squares.add(i = i);
System.out.printin(new ObjectAnalyzer().toString(squares));
yields the printout
java.util.ArrayList[elementData=cTass java.lang.Object[]{java.lang.Integer[value=1][][],
java.lang.Integer[value=4][][],java.lang.Integer[value=9][][],java.lang.Integer[value=16]1{][],
java.lang.Integer[value=25]1{][],nulT,nulT,null,null,nul1},size=5] [modCount=5]{][]
You can use this generic toString method to implement the toString methods of your own
classes, like this:

pubTic String toString()
{

}

This is a hassle-free method for supplying a toString method that you may find useful in
your own programs.

ISETR TRy A ObjectAnalyzerTest.java

1. import java.lang.reflect.s;
2. import java.util.s;
3.

return new ObjectAnalyzer().toString(this);

4. [wx

5. « This program uses reflection to spy on objects.

6. + @version 1.11 2004-02-21

7. @author Cay Horstmann

8. %/

9. pubTic class ObjectAnalyzerTest

10. {

1. public static void main(String[] args)

2. {

13. ArrayList<Integer> squares = new Arraylist<Integer>();
1. for (int i =1; 1 <= 5; i+4)

15. squares.add(i « i);

16. System.out.printin(new ObjectAnalyzer().toString(squares));
17. }

18. }

20. class ObjectAnalyzer

21. {
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IBETR TRy A ObjectAnalyzerTest.java (continued)

/s

ik

+ Converts an object to a string representation that Tists all fields.
+ @param obj an object

x @return a string with the object's class name and all field names and
* values

*/

public String toString(Object obj)

{

if (obj == nu11) return "null";
if (visited.contains(obj)) return "...";
visited.add(obj);
(lass c1 = obj.getClass();
if (c1 == String.class) return (String) obj;
if (cl.isArray())
{
String r = c1.getComponentType() + "[1{";
for (int i = 0; i < Array.getLength(obj); i++)
{
if@{>0r+=""
Object val = Array.get(obj, 1i);
if (c1.getComponentType().isPrimitive()) r += val;
else r += toString(val);
}
return r + "}";

}

String r = cl.getName();
// inspect the fields of this class and all superclasses
do
{
P
Field[] fields = c1.getDeclaredFields();
AccessibleObject.setAccessible(fields, true);
// get the names and values of all fields
for (Field f : fields)
{
if (!Modifier.isStatic(f.getModifiers()))

if (!r.endsWith("[")) r +=",";
r += f.getName() + "=";
try
{
(lass t = f.getType();
Object val = f.get(obj);
if (t.isPrimitive()) r += val;
else r += toString(val);
}

catch (Exception e)
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IBETR LT Ey A ObjectAnalyzerTest.java (continued)

142

70.
7.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.

84. }

{
e.printStackTrace();
}
}
}
r+="1"

cl = c1.getSuperclass();
}
while (c1 !'= null);

return r;

}

private Arraylist<Object> visited = new ArrayList<Object>();

]

java.lang.reflect.AccessibleObject 1.2

void setAccessible(boolean flag)

sets the accessibility flag for this reflection object. A value of true indicates that
Java language access checking is suppressed and that the private properties of the
object can be queried and set.

boolean isAccessible()
gets the value of the accessibility flag for this reflection object.

static void setAccessible(AccessibleObject[] array, boolean flag)
is a convenience method to set the accessibility flag for an array of objects.

java.lang.Class 1.1

Field getField(String name)

Field[] getFields()

gets the public field with the given name, or an array of all fields.

Field getDeclaredField(String name)

Field[] getDeclaredFields()

gets the field that is declared in this class with the given name, or an array of all
fields.

java.lang.reflect.Field 1.1
Object get(Object obj)
gets the value of the field described by this Field object in the object obj.

void set(Object obj, Object newValue)
sets the field described by this Field object in the object obj to a new value.
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Using Reflection to Write Generic Array Code

The Array class in the java.lang.reflect package allows you to create arrays dynamically.
For example, when you use this feature with the arraycopy method from Chapter 3, you
can dynamically expand an existing array while preserving the current contents.

The problem we want to solve is pretty typical. Suppose you have an array of some type
that is full and you want to grow it. And suppose you are sick of writing the grow-and-
copy code by hand. You want to write a generic method to grow an array.

Employee[] a = new Employee[100];

// array is full

a = (Employee[]) arrayGrow(a);
How can we write such a generic method? It helps that an Enployee[] array can be con-
verted to an Object[] array. That sounds promising. Here is a first attempt to write a
generic method. We simply grow the array by 10% + 10 elements (because the 10 per-
cent growth is not substantial enough for small arrays).

static Object[] badArrayGrow(Object[] a) // not useful
{
int newLength = a.length « 11 / 10 + 10;
Object[] newArray = new Object[newlLength];
System.arraycopy(a, 0, newArray, 0, a.length);
return newArray;
}
However, there is a problem with actually using the resulting array. The type of array
that this code returns is an array of objects (Object[]) because we created the array using
the line of code

new Object[newLength]

An array of objects cannot be cast to an array of employees (Enployee[]). Java would gen-
erate a (lassCastException at runtime. The point is, as we mentioned earlier, that a Java
array remembers the type of its entries, that is, the element type used in the new expres-
sion that created it. It is legal to cast an Employee[] temporarily to an Object[] array and
then cast it back, but an array that started its life as an Object[] array can never be cast
into an Employee[] array. To write this kind of generic array code, we need to be able to
make a new array of the same type as the original array. For this, we need the methods of
the Array class in the java.lang.reflect package. The key is the static newInstance method of
the Array class that constructs a new array. You must supply the type for the entries and
the desired length as parameters to this method.

Object newArray = Array.newInstance(componentType, newlLength);
To actually carry this out, we need to get the length and component type of the new array.

We obtain the length by calling Array.getlLength(a). The static getLength method of the Array
class returns the length of any array. To get the component type of the new array:

1. First, get the class object of a.
2. Confirm that it is indeed an array.

3. Use the getComponentType method of the Class class (which is defined only for class
objects that represent arrays) to find the right type for the array.
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Why is getLength a method of Array but getComponentType a method of (lass? We don’t know—
the distribution of the reflection methods seems a bit ad hoc at times.

Here’s the code:

static Object goodArrayGrow(Object a) // useful
{
(Tass c1 = a.getClass();
if (Icl.isArray()) return null;
(Tass componentType = c1.getComponentType();
int length = Array.getlength(a);
int newLength = Tlength » 11 / 10 + 10;
Object newArray = Array.newInstance(componentType, newLength);
System.arraycopy(a, 0, newArray, 0, length);
return newArray;

}
Note that this arrayGrow method can be used to grow arrays of any type, not just arrays
of objects.

int[la={1,2,3, 41

a = (int[]) goodArrayGrow(a);
To make this possible, the parameter of goodArrayGrow is declared to be of type Object, not an
array of objects (Object[]). The integer array type int[] can be converted to an Object, but
not to an array of objects!

Listing 5-8 shows both array grow methods in action. Note that the cast of the return
value of badArrayGrow will throw an exception.

NOTE: We present this program to illustrate how to work with arrays through reflection. If
l/ you just want to grow an array, use the copy0f method in the Arrays class.

EmpToyee[] a = new Employee[100];

// array is full
a = Arrays.copyOf(a, a.length » 11 / 10 + 10);

ArrayGrowTest. java

_import java.lang.reflect.«;

]
2.
3. [wx
4. % This program demonstrates the use of reflection for manipulating arrays.
5. % @version 1.01 2004-02-21
6. * @author Cay Horstmann

8. public class ArrayGrowTest

9. {

10, public static void main(String[] args)

1m. {

12. int[la={1,2,31};

13. a = (int[]) goodArrayGrow(a);
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IBETR LTSI ArrayGrowTest. java (continued)

62.

arrayPrint(a);

String[] b = { "Tom", "Dick", "Harry" };
b = (String[]) goodArrayGrow(h);
arrayPrint(b);

System.out.printin("The following call will generate an exception.");
b = (String[]) badArrayGrow(b);
}

* This method attempts to grow an array by allocating a new array and copying all elements.

* @param a the array to grow

x @return a larger array that contains all elements of a. However, the returned array has

+ type Object[], not the same type as a

-.‘:/

static Object[] badArrayGrow(Object[] a)

{
int newLength = a.length « 11 / 10 + 10;
Object[] newArray = new Object[newLength];
System.arraycopy(a, 0, newArray, 0, a.length);
return newArray;

}
[ux

+ This method grows an array by allocating a new array of the same type and
+ copying all elements.
+ @param a the array to grow. This can be an object array or a primitive
* type array
x @return a larger array that contains all elements of a.
s/
static Object goodArrayGrow(Object a)
{
(lass c1 = a.getClass();
if (!cl.isArray()) return null;
(lass componentType = c1.getComponentType();
int length = Array.getLength(a);
int newLength = Tength + 11 / 10 + 10;

Object newArray = Array.newInstance(componentType, newLength);
System.arraycopy(a, @, newArray, @, length);
return newArray;

}
[ux

+ A convenience method to print all elements in an array
+ @param a the array to print. It can be an object array or a primitive type array
x/

static void arrayPrint(Object a)
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B TR TR ArrayGrowTest. java (continued)

63 {

64. (lass cl = a.getClass();

65. if (!cl.isArray()) return;

66. (lass componentType = c1.getComponentType();
67. int Tength = Array.getlength(a);

68. System.out.print(componentType.getName() + "[" + Tength + "] = { ");
69. for (int i = 0; i < Array.getLength(a); i++)
70. System.out.print(Array.get(a, i) + " ");
71. System.out.printIn("}");

72}

73. }

m java.lang.reflect.Array 1.1

e static Object get(Object array, int index)

e static xxx getXxx(Object array, int index)
(xxx is one of the primitive types boolean, byte, char, double, float, int, Tong, short.) These
methods return the value of the given array that is stored at the given index.

e static void set(Object array, int index, Object newValue)

e static setXxx(Object array, int index, xxx newValue)
(xxx is one of the primitive types boolean, byte, char, double, float, int, Tong, short.) These
methods store a new value into the given array at the given index.

e static int getlLength(Object array)
returns the length of the given array.
e static Object newInstance(Class componentType, int length)
e static Object newInstance(Class componentType, int[] Tengths)
returns a new array of the given component type with the given dimensions.

Method Pointers!

On the surface, Java does not have method pointers—ways of giving the location of a
method to another method so that the second method can invoke it later. In fact, the
designers of Java have said that method pointers are dangerous and error prone and
that Java interfaces (discussed in the next chapter) are a superior solution. However, as of
Java 1.1, it turns out that Java does have method pointers, as a (perhaps accidental) by-
product of the reflection package.

NOTE: Among the nonstandard language extensions that Microsoft added to its Java deriva-
‘/ tive J++ (and its successor, C#) is another method pointer type, called a delegate, that is dif-
ferent from the Method class that we discuss in this section. However, inner classes (which
we will introduce in the next chapter) are a more useful construct than delegates.

To see method pointers at work, recall that you can inspect a field of an object with the

get method of the Field class. Similarly, the Method class has an invoke method that lets you
call the method that is wrapped in the current Method object. The signature for the invoke

method is
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Object invoke(Object obj, Object... args)

The first parameter is the implicit parameter, and the remaining objects provide the
explicit parameters. (Before Java SE 5.0, you had to pass an array of objects or nul1l if the
method had no explicit parameters.)

For a static method, the first parameter is ignored—you can set it to null.

For example, if ml1 represents the getName method of the Employee class, the following code
shows how you can call it:

String n = (String) ml.invoke(harry);

As with the get and set methods of the Field type, there’s a problem if the parameter or
return type is not a class but a primitive type. You either rely on autoboxing or, before
Java SE 5.0, wrap primitive types into their corresponding wrappers.

Conversely, if the return type is a primitive type, the invoke method will return the wrap-
per type instead. For example, suppose that m2 represents the getSalary method of the
Employee class. Then, the returned object is actually a Double, and you must cast it accord-
ingly. As of Java SE 5.0, automatic unboxing takes care of the rest.

double s = (Double) m2.invoke(harry);

How do you obtain a Method object? You can, of course, call getDeclaredMethods and search
through the returned array of Method objects until you find the method that you want. Or,
you can call the getMethod method of the Class class. This is similar to the getField method
that takes a string with the field name and returns a Field object. However, there may be
several methods with the same name, so you need to be careful that you get the right
one. For that reason, you must also supply the parameter types of the desired method.
The signature of getMethod is

Method getMethod(String name, Class... parameterTypes)

For example, here is how you can get method pointers to the getName and raiseSalary meth-
ods of the EmpTloyee class:

Method ml = Employee.class.getMethod("getName");

Method m2 = Employee.class.getMethod("raiseSalary", double.class);

(Before Java SE 5.0, you had to package the (lass objects into an array or to supply null if
there were no parameters.)

Now that you have seen the rules for using Method objects, let’s put them to work. Listing
5-9 is a program that prints a table of values for a mathematical function such as
Math.sqrt or Math.sin. The printout looks like this:

public static native double java.lang.Math.sqrt(double)

1.0000 | 1.0000
2.0000 | 1.4142
3.0000 | 1.7321
4.0000 | 2.0000
5.0000 | 2.2361
6.0000 | 2.4495
7.0000 | 2.6458
8.0000 | 2.8284
9.0000 | 3.0000
10.0000 | 3.1623
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The code for printing a table is, of course, independent of the actual function that is
being tabulated.
double dx = (to - from) / (n - 1);
for (double x = from; x <= to; X += dx)
{
double y = (Double) f.invoke(null, x);
System.out.printf("%10.4f | %10.4f%n", x, y);
}
Here, f is an object of type Method. The first parameter of invoke is nu11 because we are call-
ing a static method.

To tabulate the Math.sqrt function, we set f to
Math.class.getMethod("sqrt", double.class)

That is the method of the Math class that has the name sqrt and a single parameter of type
double.

Listing 5-9 shows the complete code of the generic tabulator and a couple of test runs.

IBETA0 T2 Bl MethodPointerTest. java

. import java.lang.reflect.«;

]
2.
4. % This program shows how to invoke methods through reflection.
5.« @version 1.1 2004-02-21

6. * @author Cay Horstmann

7

8

9

x/
. pubTic class MethodPointerTest
|
10.  public static void main(String[] args) throws Exception
m {
12. // get method pointers to the square and sqrt methods
13. Method square = MethodPointerTest.class.getMethod("square", double.class);
14, Method sqrt = Math.class.getMethod("sqrt", double.class);
15.
16. // print tables of x- and y-values
17.
18. printTable(1, 10, 10, square);
19. printTable(1, 10, 10, sqrt);
20. }
21.
22 [k
23. + Returns the square of a number
24. x @param x a number
25. + @return x squared
2. %/
27. public static double square(double x)
28
20. return x x X;
30. }
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31.

3. [ux

33. + Prints a table with x- and y-values for a method

34. + @aram from the lower bound for the x-values

35. + @param to the upper bound for the x-values

36. + @aram n the number of rows in the table

a7. + @param f a method with a double parameter and double return value
38. %/

30.  public static void printTable(double from, double to, int n, Method f)
0. {

a1, // print out the method as table header

2. System.out.printin(f);

43.

4a. double dx = (to - from) / (n - 1);

45.

46. for (double x = from; x <= to; x += dx)

47. {

48. try

49.

50. double y = (Double) f.invoke(null, x);
51. System.out.printf("%10.4f | %10.4f%n", x, y);
52. }

53. catch (Exception e)

54. {

55. e.printStackTrace();

56. }

57. }

s8.  }

50. }

As this example shows clearly, you can do anything with Method objects that you can do
with function pointers in C (or delegates in C#). Just as in C, this style of programming
is usually quite inconvenient and always error prone. What happens if you invoke a
method with the wrong parameters? The invoke method throws an exception.

Also, the parameters and return values of invoke are necessarily of type Object. That
means you must cast back and forth a lot. As a result, the compiler is deprived of the
chance to check your code. Therefore, errors surface only during testing, when they are
more tedious to find and fix. Moreover, code that uses reflection to get at method point-
ers is significantly slower than code that simply calls methods directly.

For that reason, we suggest that you use Method objects in your own programs only when
absolutely necessary. Using interfaces and inner classes (the subject of the next chapter)
is almost always a better idea. In particular, we echo the developers of Java and suggest
not using Method objects for callback functions. Using interfaces for the callbacks (see the
next chapter as well) leads to code that runs faster and is a lot more maintainable.
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m java.lang.reflect.Method 1.1

150

e public Object invoke(Object implicitParameter, Object[] explicitParameters)

invokes the method described by this object, passing the given parameters and
returning the value that the method returns. For static methods, pass nul1l as the
implicit parameter. Pass primitive type values by using wrappers. Primitive type
return values must be unwrapped.

Design Hints for Inheritance

We want to end this chapter with some hints that we have found useful when using
inheritance.

1.

Place common operations and fields in the superclass.

This is why we put the name field into the Person class rather than replicating it in the
Employee and Student classes.

Don’t use protected fields.

Some programmers think it is a good idea to define most instance fields as protected,
“just in case,” so that subclasses can access these fields if they need to. However, the
protected mechanism doesn’t give much protection, for two reasons. First, the set of
subclasses is unbounded—anyone can form a subclass of your classes and then
write code that directly accesses protected instance fields, thereby breaking encapsu-
lation. And second, in the Java programming language, all classes in the same pack-
age have access to protected fields, whether or not they are subclasses.

However, protected methods can be useful to indicate methods that are not ready

for general use and should be redefined in subclasses. The clone method is a good
example.

Use inheritance to model the “is—a” relationship.

Inheritance is a handy code-saver, and sometimes people overuse it. For example,
suppose we need a Contractor class. Contractors have names and hire dates, but they
do not have salaries. Instead, they are paid by the hour, and they do not stay around
long enough to get a raise. There is the temptation to form a subclass Contractor from
Employee and add an hourlyWage field.

class Contractor extends Employee

{
}

This is not a good idea, however, because now each contractor object has both a sal-
ary and hourly wage field. It will cause you no end of grief when you implement
methods for printing paychecks or tax forms. You will end up writing more code
than you would have by not inheriting in the first place.

private double hourlyWage;

The contractor/employee relationship fails the “is—a” test. A contractor is not a spe-
cial case of an employee.

Don’t use inheritance unless all inherited methods make sense.

Suppose we want to write a Holiday class. Surely every holiday is a day, and days can
be expressed as instances of the GregorianCalendar class, so we can use inheritance.

class Holiday extends GregorianCalendar { . . . }



Design Hints for Inheritance -

Unfortunately, the set of holidays is not closed under the inherited operations. One of the
public methods of GregorianCalendar is add. And add can turn holidays into nonholidays:

Holiday christmas;

christmas.add(Calendar.DAY_OF_MONTH, 12);
Therefore, inheritance is not appropriate in this example.
Don’t change the expected behavior when you override a method.
The substitution principle applies not just to syntax but, more important, to behav-
ior. When you override a method, you should not unreasonably change its behavior.
The compiler can’t help you—it cannot check whether your redefinitions make
sense. For example, you can “fix” the issue of the add method in the Holiday class by
redefining add, perhaps to do nothing, or to throw an exception, or to move on to the
next holiday.
However, such a fix violates the substitution principle. The sequence of statements

int d1 = x.get(Calendar.DAY_OF_MONTH);

x.add(Calendar.DAY_OF_MONTH, 1);

int d2 = x.get(Calendar.DAY_OF_MONTH);

System.out.printIn(d2 - di1);
should have the expected behavior, no matter whether x is of type GregorianCalendar or
Holiday.
Of course, therein lies the rub. Reasonable and unreasonable people can argue
at length what the expected behavior is. For example, some authors argue that
the substitution principle requires Manager.equals to ignore the bonus field because
Employee.equals ignores it. These discussions are always pointless if they occur in a
vacuum. Ultimately, what matters is that you do not circumvent the intent of the
original design when you override methods in subclasses.
Use polymorphism, not type information.
Whenever you find code of the form

if (x is of type 1)

actionl(x);
else if (xis of type 2)
action2(x);

think polymorphism.
Do actionl and action2 represent a common concept? If so, make the concept a method
of a common superclass or interface of both types. Then, you can simply call

x.action();
and have the dynamic dispatch mechanism inherent in polymorphism launch the
correct action.
Code using polymorphic methods or interface implementations is much easier to
maintain and extend than code that uses multiple type tests.
Don’t overuse reflection.
The reflection mechanism lets you write programs with amazing generality, by
detecting fields and methods at runtime. This capability can be extremely useful for
systems programming, but it is usually not appropriate in applications. Reflection is
fragile—the compiler cannot help you find programming errors. Any errors are
found at runtime and result in exceptions.
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You have now seen how Java supports the fundamentals of object-oriented program-
ming: classes, inheritance, and polymorphism. In the next chapter, we will tackle two
advanced topics that are very important for using Java effectively: interfaces and inner
classes.
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W hen Java technology first appeared on the scene, the excitement was not
about a well-crafted programming language but about the possibility of safely execut-
ing applets that are delivered over the Internet (see Volume I, Chapter 10 for more infor-
mation about applets). Obviously, delivering executable applets is practical only when
the recipients are sure that the code can’t wreak havoc on their machines. For this rea-
son, security was and is a major concern of both the designers and the users of Java tech-
nology. This means that unlike other languages and systems, where security was
implemented as an afterthought or a reaction to break-ins, security mechanisms are an
integral part of Java technology.

Three mechanisms help ensure safety:

¢ Language design features (bounds checking on arrays, no unchecked type conver-
sions, no pointer arithmetic, and so on).

e An access control mechanism that controls what the code can do (such as file access,
network access, and so on).

¢ Code signing, whereby code authors can use standard cryptographic algorithms to
authenticate Java code. Then, the users of the code can determine exactly who cre-
ated the code and whether the code has been altered after it was signed.

We will first discuss class loaders that check class files for integrity when they are loaded
into the virtual machine. We will demonstrate how that mechanism can detect tamper-
ing with class files.

For maximum security, both the default mechanism for loading a class and a custom
class loader need to work with a security manager class that controls what actions code
can perform. You'll see in detail how to configure Java platform security.

Finally, you'll see the cryptographic algorithms supplied in the java.security package,
which allow for code signing and user authentication.

As always, we focus on those topics that are of greatest interest to application program-
mers. For an in-depth view, we recommend the book Inside Java 2 Platform Security:
Architecture, API Design, and Implementation, 2nd ed., by Li Gong, Gary Ellison, and
Mary Dageforde (Prentice Hall PTR 2003).

Class Loaders

A Java compiler converts source instructions for the Java virtual machine. The virtual
machine code is stored in a class file with a .class extension. Each class file contains the
definition and implementation code for one class or interface. These class files must be
interpreted by a program that can translate the instruction set of the virtual machine
into the machine language of the target machine.

Note that the virtual machine loads only those class files that are needed for the execu-
tion of a program. For example, suppose program execution starts with MyProgram. class.
Here are the steps that the virtual machine carries out.

1. The virtual machine has a mechanism for loading class files, for example, by reading
the files from disk or by requesting them from the Web; it uses this mechanism to load
the contents of the MyProgram class file.

2. If the MyProgram class has fields or superclasses of another class type, their class files

are loaded as well. (The process of loading all the classes that a given class depends
on is called resolving the class.)
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3. The virtual machine then executes the main method in MyProgram (which is static, so no
instance of a class needs to be created).

4. If the main method or a method that main calls requires additional classes, these are
loaded next.

The class loading mechanism doesn’t just use a single class loader, however. Every Java

program has at least three class loaders:

e The bootstrap class loader

¢ The extension class loader

® The system class loader (also sometimes called the application class loader)

The bootstrap class loader loads the system classes (typically, from the JAR file rt.jar). It

is an integral part of the virtual machine and is usually implemented in C. There is no
(lassLoader object corresponding to the bootstrap class loader. For example,

String.class.getClassLoader()
returns null.
The extension class loader loads “standard extensions” from the jre/1ib/ext directory. You
can drop JAR files into that directory, and the extension class loader will find the classes

in them, even without any class path. (Some people recommend this mechanism to
avoid the “class path from hell,” but see the next cautionary note.)

The system class loader loads the application classes. It locates classes in the directories
and JAR/ZIP files on the class path, as set by the CLASSPATH environment variable or the
-classpath command-line option.

In Sun’s Java implementation, the extension and system class loaders are implemented
in Java. Both are instances of the URLClassLoader class.

CAUTION: You can run into grief if you drop a JAR file into the jre/1ib/ext directory and one
X of its classes needs to load a class that is not a system or extension class. The extension
class loader does not use the class path. Keep that in mind before you use the extension
directory as a way to manage your class file hassles.

NOTE: In addition to all the places already mentioned, classes can be loaded from the
jre/1ib/endorsed directory. This mechanism can only be used to replace certain standard
Java libraries (such as those for XML and CORBA support) with newer versions. See
http://java.sun.com/javase/6/docs/technotes/guides/standards/index.htm] for details.

The Class Loader Hierarchy

Class loaders have a parent/child relationship. Every class loader except for the bootstrap
class loader has a parent class loader. A class loader is supposed to give its parent a
chance to load any given class and only load it if the parent has failed. For example,
when the system class loader is asked to load a system class (say, java.util.ArrayList), then
it first asks the extension class loader. That class loader first asks the bootstrap class
loader. The bootstrap class loader finds and loads the class in rt.jar, and neither of the
other class loaders searches any further.
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Some programs have a plugin architecture in which certain parts of the code are pack-
aged as optional plugins. If the plugins are packaged as JAR files, you can simply load
the plugin classes with an instance of URLClassLoader.

URL url = new URL("file:///path/to/plugin.jar");

URLCTassLoader pluginLoader = new URLClassLoader(new URL[] { url });

(lass<?> c1 = pluginLoader.ToadClass("mypackage.MyClass");
Because no parent was specified in the URLC1assLoader constructor, the parent of the plugin-
Loader is the system class loader. Figure 9-1 shows the hierarchy.

Bootstrap
class loader

_‘
—-
QO
=

Extension

class loader jre/lib/ext

System
class loader

CLASSPATH

Plugin

class loader plugin.jar

g

Figure 9-1 The class loader hierarchy

Most of the time, you don’t have to worry about the class loader hierarchy. Generally,
classes are loaded because they are required by other classes, and that process is trans-
parent to you.

Occasionally, you need to intervene and specify a class loader. Consider this example.
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* Your application code contains a helper method that calls Class.forName(classNameString).
¢ That method is called from a plugin class.
e The classNameString specifies a class that is contained in the plugin JAR.

The author of the plugin has the reasonable expectation that the class should be loaded.
However, the helper method’s class was loaded by the system class loader, and that is
the class loader used by Class. forName. The classes in the plugin JAR are not visible. This
phenomenon is called classloader inversion.

To overcome this problem, the helper method needs to use the correct class loader. It can
require the class loader as a parameter. Alternatively, it can require that the correct class
loader is set as the context class loader of the current thread. This strategy is used by
many frameworks (such as the JAXP and JNDI frameworks that we discussed in Chap-
ters 2 and 4).

Each thread has a reference to a class loader, called the context class loader. The main
thread’s context class loader is the system class loader. When a new thread is created, its
context class loader is set to the creating thread’s context class loader. Thus, if you don’t do
anything, then all threads have their context class loader set to the system class loader.

However, you can set any class loader by calling
Thread t = Thread.currentThread();
t.setContextClassLoader(loader);

The helper method can then retrieve the context class loader:

Thread t = Thread.currentThread();
(lassLoader loader = t.getContextClassLoader();
Class c1 = loader.loadClass(className);

The question remains when the context class loader is set to the plugin class loader. The
application designer must make this decision. Generally, it is a good idea to set the context
class loader when invoking a method of a plugin class that was loaded with a different
class loader. Alternatively, the caller of the helper method can set the context class loader.

TIP: If you write a method that loads a class by name, it is a good idea to offer the caller the
choice between passing an explicit class loader and using the context class loader. Don’t
simply use the class loader of the method’s class.

o—m

Using Class Loaders as Namespaces

Every Java programmer knows that package names are used to eliminate name con-
flicts. There are two classes called Date in the standard library, but of course their real
names are java.util.Date and java.sql.Date. The simple name is only a programmer conve-
nience and requires the inclusion of appropriate import statements. In a running pro-
gram, all class names contain their package name.

It might surprise you, however, that you can have two classes in the same virtual
machine that have the same class and package name. A class is determined by its full
name and the class loader. This technique is useful for loading code from multiple
sources. For example, a browser uses separate instances of the applet class loader class
for each web page. This allows the virtual machine to separate classes from different
web pages, no matter what they are named. Figure 9-2 shows an example. Suppose a
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web page contains two applets, provided by different advertisers, and each applet has a
class called Banner. Because each applet is loaded by a separate class loader, these classes
are entirely distinct and do not conflict with each other.

Bootstrap
class loader

Extension
class loader

System
class loader

class loader
for applet #2

class loader
for applet #1

Banner.class Banner.class

Figure 9-2 Two class loaders load different classes with the same name

NOTE: This technique has other uses as well, such as “hot deployment” of servlets and
m Enterprise JavaBeans. See http://java.sun.com/developer/TechTips/2000/tt1027.htm] for more
information.
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Writing Your Own Class Loader

You can write your own class loader for specialized purposes. That lets you carry out cus-
tom checks before you pass the bytecodes to the virtual machine. For example, you can
write a class loader that can refuse to load a class that has not been marked as “paid for.”

To write your own class loader, you simply extend the ClassLoader class and override the
method.

findClass(String className)

The ToadClass method of the ClassLoader superclass takes care of the delegation to the par-
ent and calls findClass only if the class hasn’t already been loaded and if the parent class
loader was unable to load the class.

Your implementation of this method must do the following;:
1. Load the bytecodes for the class from the local file system or from some other source.

2. Call the defineClass method of the ClassLoader superclass to present the bytecodes to
the virtual machine.

In the program of Listing 9-1, we implement a class loader that loads encrypted class
files. The program asks the user for the name of the first class to load (that is, the class
containing main) and the decryption key. It then uses a special class loader to load the
specified class and calls the main method. The class loader decrypts the specified class
and all nonsystem classes that are referenced by it. Finally, the program calls the main
method of the loaded class (see Figure 9-3).

For simplicity, we ignore 2,000 years of progress in the field of cryptography and use the
venerable Caesar cipher for encrypting the class files.

NOTE: David Kahn’s wonderful book The Codebreakers (Macmillan, 1967, p. 84) refers to
u Suetonius as a historical source for the Caesar cipher. Caesar shifted the 24 letters of the
Roman alphabet by 3 letters, which at the time baffled his adversaries.

When this chapter was first written, the U.S. government restricted the export of strong
encryption methods. Therefore, we used Caesar’'s method for our example because it was
clearly legal for export.

|- [ClassLoaderTest [—[Ofx
Class|CaI[uIamr |
Key[3
Load [2J[Calculator  [_[O[X
7 8 9 /
= 5. 6 -
1 2 2 -
ulCIassLnaderTest |_|E||X
Class|CaI[uIamr i
Keyla |
Load [./[Message [x
Y
\.I) javalang.ClassFormatError: Incompatible magic value 3388848573 in dlass file Calculator
; I

Figure 9-3 The ClassLoaderTest program
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Our version of the Caesar cipher has as a key a number between 1 and 255. To decrypt,
simply add that key to every byte and reduce modulo 256. The Caesar.java program of
Listing 9-2 carries out the encryption.

So that we do not confuse the regular class loader, we use a different extension, .caesar,
for the encrypted class files.

To decrypt, the class loader simply subtracts the key from every byte. In the companion
code for this book, you will find four class files, encrypted with a key value of 3—the
traditional choice. To run the encrypted program, you need the custom class loader
defined in our (lassLoaderTest program.

Encrypting class files has a number of practical uses (provided, of course, that you use
a cipher stronger than the Caesar cipher). Without the decryption key, the class files
are useless. They can neither be executed by a standard virtual machine nor readily
disassembled.

This means that you can use a custom class loader to authenticate the user of the class or
to ensure that a program has been paid for before it will be allowed to run. Of course,
encryption is only one application of a custom class loader. You can use other types of
class loaders to solve other problems, for example, storing class files in a database.

5750 B9 B (TassLoaderTest.java

1. import java.io.;

2. import java.lang.reflect.x;
3. import java.awt.s;

4. import java.awt.event.x;
5. import javax.swing.:;
6.
7
8,
9

This program demonstrates a custom class loader that decrypts class files.

*
*
*
*

.+ @version 1.22 2007-10-05
10. * @author Cay Horstmann
1. #/
12. pubTic class ClassLoaderTest
13, {
14, public static void main(String[] args)
15. {
16. EventQueue.invokeLater(new Runnable()
17. {
18. pubTlic void run()
19, {
20.
21. JFrame frame = new ClassLoaderFrame();
22, frame.setDefaultCloseOperation(JFrame.EXIT_ON_CLOSE);
23. frame.setVisible(true);
24. }
25. 1
26. }
27. }
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5750 B9 B (lassLoaderTest.java (continued)

29, [ux

s0. * This frame contains two text fields for the name of the class to Toad and the decryption key.
3. w/

32. class ClassLoaderFrame extends JFrame

33, {

3a.  public ClassLoaderFrame()

35. {

36. setTitle("ClassLoaderTest");

37. setSize(DEFAULT_WIDTH, DEFAULT_HEIGHT);

38. setlLayout(new GridBaglayout());

39. add(new JLabel("Class"), new GBC(@, 0).setAnchor(GBC.EAST));
40. add(nameField, new GBC(1, 0).setWeight(100, 0).setAnchor(GBC.WEST));
41, add(new JLabel("Key"), new GBC(@, 1).setAnchor(GBC.EAST));
42. add(keyField, new GBC(1, 1).setWeight(100, 0).setAnchor(GBC.WEST));
43. JButton ToadButton = new JButton("Load");

4a. add(ToadButton, new GBC(0, 2, 2, 1));

45. ToadButton.addActionListener(new ActionListener()

46.

47. pubTic void actionPerformed(ActionEvent event)

48, {

49. runClass(nameField.getText(), keyField.getText());
50. }

51, b;

52. pack();

53, }

54,

55, [wk

56. * Runs the main method of a given class.

57. x @param name the class name

58. x @param key the decryption key for the class files

59. %/

60.  public void runClass(String name, String key)

61. {

62. try

63. {

64. (lassLoader Toader = new CryptoClassLoader(Integer.parselnt(key));
65. (lass<?> ¢ = loader.TloadClass(name);

66. Method m = c.getMethod("main", String[].class);

67. m.invoke(null, (Object) new String[] {});

68. }

69. catch (Throwable e)

70. {

71. JOptionPane. showMessageDialog(this, e);

72, }

73. }
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5750 B3 B (lassLoaderTest.java (continued)

7s.  private JTextField keyField = new JTextField("3", 4);

7. private JTextField nameField = new JTextField("Calculator", 30);
77. private static final int DEFAULT_WIDTH = 300;

78, private static final int DEFAULT_HEIGHT = 200;

79. }

80.

81, [##

g2. « This class Toader Toads encrypted class files.
83. ¥/

sa. class CryptoClassLoader extends ClassLoader
85 {

86.  [u%

87. » Constructs a crypto class Toader.

88. x @param k the decryption key

89. %/

9.  public CryptoClassLoader(int k)

91. {

92. key = k;

93, }

94,
95.  protected Class<?> findClass(String name) throws ClassNotFoundException

9. {

97. byte[] classBytes = null;

98. try

9. {

100. classBytes = loadClassBytes(name);

101. }

102. catch (IOException e)

103. {

104. throw new ClassNotFoundException(name);

105. }

106.

107. (lass<?> c1 = defineClass(name, classBytes, @, classBytes.length);
108. if (c1 == null) throw new ClassNotFoundException(name);
109. return c1;

110. }

111,

112,/

Loads and decrypt the class file bytes.
@param name the class name
@return an array with the class file bytes

113.
114.
115.

S

116. /

117.  private byte[] loadClassBytes(String name) throws IOException
118. {

119. String cname = name.replace('.', '/") + ".caesar";

120. FileInputStream in = null;

121. in = new FileInputStream(cname);

122. try

123. {
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5750 B9 B (lassLoaderTest.java (continued)

124.

125.

126.

127.

128.

129.

130.

131.

132.

133.
134.
135.

}
{

136.

137.
138.

}
}

139.

140.

141

-}

ByteArrayQutputStream buffer = new ByteArrayOutputStream();
int ch;
while ((ch = in.read()) != -1)
{
byte b = (byte) (ch - key);
buffer.write(b);
}
in.close();
return buffer.toByteArray();

finally

in.close();

private int key;

Listing 9-2 [JEETIMREE

1
2,
3.
4
5.
6.
7
8.
9.

.-./
-
{

}

{

. import java.io.x;

+ Encrypts a file using the Caesar cipher.
+ @Gversion 1.00 1997-09-10

+ @author Cay Horstmann

. public class Caesar

public static void main(String[] args)

if (args.length != 3)
{

System.out.printIn("USAGE: java Caesar in out key");
return;

try

FileInputStream in = new FileInputStream(args[0]);
FileOutputStream out = new FileQutputStream(args[1]);
int key = Integer.parselnt(args(2]);

int ch;

while ((ch = in.read()) != -1)

{
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5750 B B Caesar.java (continued)

2. byte c = (byte) (ch + key);
27. out.write(c);

28. }

29. in.close();

30. out.close();

31. }

32. catch (IOException exception)
33. {

34. exception.printStackTrace();
35. }

36. }

a7 }

API| java.lang.Class 1.0

e (lassLoader getClassLoader()
gets the class loader that loaded this class.

java.lang.ClassLoader 1.0

e (lasslLoader getParent() 1.2
returns the parent class loader, or nu11 if the parent class loader is the bootstrap
class loader.

e static (lassLoader getSystemClassLoader() 1.2
gets the system class loader; that is, the class loader that was used to load the first
application class.

e protected Class findClass(String name) 1.2
should be overridden by a class loader to find the bytecodes for a class and
present them to the virtual machine by calling the defineClass method. In the name
of the class, use . as package name separator, and don’t use a .class suffix.

e (lass defineClass(String name, byte[] byteCodeData, int offset, int Tength)
adds a new class to the virtual machine whose bytecodes are provided in the
given data range.

java.net.URLClassLoader 1.2

e URLClassLoader(URL[] urls)

e URLClassLoader(URL[] urls, ClassLoader parent)
constructs a class loader that loads classes from the given URLs. If a URL ends in
a /, it is assumed to be a directory, otherwise it is assumed to be a JAR file.

java.lang.Thread 1.0

e (lassLoader getContextClassLoader() 1.2
gets the class loader that the creator of this thread has designated as the most
reasonable class loader to use when executing this thread.
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e void setContextClassLoader(ClassLoader Toader) 1.2
sets a class loader for code in this thread to retrieve for loading classes. If no
context class loader is set explicitly when a thread is started, the parent’s context
class loader is used.

Bytecode Verification

When a class loader presents the bytecodes of a newly loaded Java platform class to the
virtual machine, these bytecodes are first inspected by a verifier. The verifier checks that
the instructions cannot perform actions that are obviously damaging. All classes except
for system classes are verified. You can, however, deactivate verification with the
undocumented -noverify option.

For example,
java -noverify Hello
Here are some of the checks that the verifier carries out:
® Variables are initialized before they are used.
* Method calls match the types of object references.
* Rules for accessing private data and methods are not violated.
¢ Local variable accesses fall within the runtime stack.
¢ The runtime stack does not overflow.

If any of these checks fails, then the class is considered corrupted and will not be loaded.

NOTE: If you are familiar with Gédel’s theorem, you might wonder how the verifier can

‘/ prove that a class file is free from type mismatches, uninitialized variables, and stack over-
flows. Godel’'s theorem states that it is impossible to design algorithms that process program
files and decide whether the input programs have a particular property (such as being free
from stack overflows). Is this a conflict between the public relations department at Sun
Microsystems and the laws of logic? No—in fact, the verifier is not a decision algorithm in
the sense of Gddel. If the verifier accepts a program, it is indeed safe. However, the verifier
might reject virtual machine instructions even though they would actually be safe. (You might
have run into this issue when you were forced to initialize a variable with a dummy value
because the compiler couldn’t tell that it was going to be properly initialized.)

This strict verification is an important security consideration. Accidental errors, such as
uninitialized variables, can easily wreak havoc if they are not caught. More important,
in the wide open world of the Internet, you must be protected against malicious pro-
grammers who create evil effects on purpose. For example, by modifying values on the
runtime stack or by writing to the private data fields of system objects, a program can
break through the security system of a browser.

You might wonder, however, why a special verifier checks all these features. After all,
the compiler would never allow you to generate a class file in which an uninitialized
variable is used or in which a private data field is accessed from another class. Indeed,
a class file generated by a compiler for the Java programming language always passes
verification. However, the bytecode format used in the class files is well documented,
and it is an easy matter for someone with some experience in assembly programming
and a hex editor to manually produce a class file that contains valid but unsafe
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instructions for the Java virtual machine. Once again, keep in mind that the verifier is
always guarding against maliciously altered class files, not just checking the class files
produced by a compiler.

Here’s an example of how to construct such an altered class file. We start with the pro-
gram VerifierTest.java of Listing 9-3. This is a simple program that calls a method and
displays the method result. The program can be run both as a console program and as
an applet. The fun method itself just computes 1 + 2.

static int fun()
{
int m;
int n;
m=1;
n=2;
intr=m+n;
return r;

}

As an experiment, try to compile the following modification of this program:

static int fun()
{
intm=1;
int n;
m=1;
m=2;
intr=m+n;
return r;

}

In this case, n is not initialized, and it could have any random value. Of course, the com-
piler detects that problem and refuses to compile the program. To create a bad class file,
we have to work a little harder. First, run the javap program to find out how the compiler
translates the fun method. The command

javap -c VerifierTest
shows the bytecodes in the class file in mnemonic form.

Method int fun()
0 iconst_1
1 istore_0
2 iconst_2
3 istore_l
4 iload_0
5 iload_1
6 iadd
7 istore_2
8 iload_2
9 ireturn

We use a hex editor to change instruction 3 from istore_1 to istore_0. That is, local variable
0 (which is m) is initialized twice, and local variable 1 (which is n) is not initialized at all.
We need to know the hexadecimal values for these instructions. These values are readily
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available from The Java Virtual Machine Specification, 2nd ed., by Tim Lindholm and

Frank Yellin (Prentice Hall PTR 1999).

0 iconst_1 04
1 istore_0 3B
2 iconst_2 05
3 istore_1 3C
4 iload_0 1A
5 iload_1 1B
6 fadd 60
7 istore_2 3D
8 iload_2 1C
9 ireturn AC

You can use any hex editor to carry out the modification. In Figure 94, you see the class
file VerifierTest.class loaded into the Gnome hex editor, with the bytecodes of the fun

method highlighted.

2 [verifierTest.class - GHex

Fle Edit Wiew Windows Help

0DOOO30ELG 19 B2 00 10 BB 00 16 59 12 18 B7 00 1A B8 00 1D |........ Yoo [l
0OOEO31FB6 0O 21 B6 00 25 B6 00 29 Bl 00 00 00 02 00 QA 0O |..!.. LD I,
0000033000 00 DA 0O 02 00 0O 00 13 00 18 00 14 00 OB 0O 0O
000EO34100 OC 00 01 0O 00 0O 19 00 2E 00 2F QO 00 0O 09 00
0000O352/1F 00 20 00 01 00 07 00 00 00 54 00 02 0O O3 00 00
0OOEO36300 OA 04 3B 05 3C 1A 1B 60 3D 1C AC 00 00 00 02 00
0000O3740A 00 00 00 12 00 94 00 00 00 1E 00 02 0O 1F 0O 04
0OOEO3B500 21 00 08 0O 22 0O OB 00 00 00 20 QO O3 0O 02 00
0000039608 00 30 0O 31 00 00 00 04 00 06 00 32 00 31 00 01
DODEO3AT00 08 00 02 0O 33 00 31 00 02 00 01 QO 34 0O 35 00
0000O3B8P1 00 07 0O 00 00 53 00 04 00 02 00 00 00 1B 2B BB
0OOEO3COPE 16 59 12 18 B7 00 1A B8 00 1D B6 00 21 B6 00 25
0000O3DA10O 14 10 14 B6 00 36 Bl 00 00 0O 02 QO QA 0O 0O 0O
ODODEO3EBPA 00 02 0O 00 00 27 00 1A 00 28 00 OB 00 0O QO 16
0000EO3FCO0 02 00 0O GO 1B 00 OC 00 0D 00 00 GO 0O 0O 1B 0O
00000400 3C 0O 3D 00 01 00 01 OO0 3E 00 00 0O 02 00 3F

Signed 8 bit: Signed 32 bit: Hexadecimal:

Unsigned 8 bit: |172 Unsigned 32 bit: Octal:

Signed 16 bit:  |172 32 bit float: Binary: _

Unsigned 16 bit: 64 bit float: Stream Length: _
Show little endian decoding [] Show unsigned and float as hexadecimal

Offset: 36E; 9 bytes from 365 to 36E selected

Figure 9-4 Modifying bytecodes with a hex editor

Change 3C to 3B and save the class file. Then try running the VerifierTest program. You

get an error message:

Exception in thread "main" java.lang.VerifyError: (class: VerifierTest, method:fun signature:

()I) Accessing value from uninitialized register 1
That is good—the virtual machine detected our modification.
Now run the program with the -noverify (or -Xverify:none) option.
java -noverify VerifierTest
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The fun method returns a seemingly random value. This is actually 2 plus the value that
happened to be stored in the variable n, which never was initialized. Here is a typical
printout:
1+ 2 == 15102330
To see how browsers handle verification, we wrote this program to run either as an
application or an applet. Load the applet into a browser, using a file URL such as
file:///C: /CoreJavaBook/v2ch9/VerifierTest/VerifierTest.html

You then see an error message displayed indicating that verification has failed (see Fig-

ure 9-5).
L] |ani|la Firefox ‘_‘D‘X
File Edit View History Bockmarks Tocls Help
<j - - @ ﬁ (= U fileyifhomefcay/booksjcjgjcode/v2chos verifierTest/\VerifierTest html ML
X
Eu.ava Console |_|EI|X

r: reload palicy configuration

s: dump system and deployment properties
t: dump thread list

vi dump thread stack

x: clear classloader cache

0-5: set trace level to <n>

java lang.VerifyError: (class: VerifierTest, method: fun signature: (1) Accessing value from uninitialized register 1
at java.lang.Class.getDeclaredConstructors0{Native Method)
at java.lang.Class privateGetDeclaredConstructors(Class java:2389)
at java.lang.Class.getConstructor0(Class.java:2599)
at java.lang.Class.newinstance0(Class java:326)
at java.lang.Class.newinstance(Class java:308)
at sun.applet.AppletPanel.createApplet(AppletPanel java:779)
at sun plugin AppletViewer.createApplet(Appletviewer java:2070)
at sun.applet.AppletPanel.runLoader(AppletPanel java:708)
at sun.applet.AppletPanel.run{AppletPanel java:362)
at java.lang Thread.run(Thread java:619)

Clear Copy Close

[<]

Loading Java Applet Failed... (]
T

Figure 9-5 Loading a corrupted class file raises a method verification error

IBETa0 BRI VerifierTest. java

1. import java.applet.«;
- import java.awt.x;

2
3.
4 [wx
5. * This application demonstrates the bytecode verifier of the virtual machine. If you use a
6. # hex editor to modify the class file, then the virtual machine should detect the tampering.
7.« @version 1.00 1997-09-10

8. % @author Cay Horstmann

9.

+f
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1S58 T BRI VerifierTest.java (continued)

10. public class VerifierTest extends Applet

1. {

1. public static void main(String[] args)

13, {

14. System.out.printin("l + 2 == " + fun());

15. }

16.

17 [ex

18. + A function that computes 1 + 2

19. + @return 3, if the code has not been corrupted
20. #/

21 public static int fun()

22. {

23. int m;

24. int n;

25. m=1;

26. n=2;

27. // use hex editor to change to "m = 2" in class file
28. intr=m+n;

20. return r;

30. }

s2.  public void paint(Graphics g)

33. {

34. g.drawString("1 + 2 == " + fun(), 20, 20);
35. }

3. }

Security Managers and Permissions

Once a class has been loaded into the virtual machine and checked by the verifier, the
second security mechanism of the Java platform springs into action: the security manager.
The security manager is a class that controls whether a specific operation is permitted.
Operations checked by the security manager include the following:

* Creating a new class loader

¢ Exiting the virtual machine

® Accessing a field of another class by using reflection
® Accessing a file

® Opening a socket connection

¢ Starting a print job

* Accessing the system clipboard

¢ Accessing the AWT event queue

¢ Bringing up a top-level window

There are many other checks such as these throughout the Java library.
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The default behavior when running Java applications is that no security manager is
installed, so all these operations are permitted. The applet viewer, on the other hand,
enforces a security policy that is quite restrictive.

For example, applets are not allowed to exit the virtual machine. If they try calling the
exit method, then a security exception is thrown. Here is what happens in detail. The
exit method of the Runtime class calls the checkExit method of the security manager. Here is
the entire code of the exit method:

public void exit(int status)
{
SecurityManager security = System.getSecurityManager();
if (security != null)
security.checkExit(status);
exitInternal(status);
}
The security manager now checks if the exit request came from the browser or an indi-
vidual applet. If the security manager agrees with the exit request, then the checktxit
method simply returns and normal processing continues. However, if the security man-
ager doesn’t want to grant the request, the checkExit method throws a SecurityException.

The exit method continues only if no exception occurred. It then calls the private native
exitInternal method that actually terminates the virtual machine. There is no other way
of terminating the virtual machine, and because the exitInternal method is private, it can-
not be called from any other class. Thus, any code that attempts to exit the virtual
machine must go through the exit method and thus through the checkExit security check
without triggering a security exception.

Clearly, the integrity of the security policy depends on careful coding. The providers of
system services in the standard library must always consult the security manager before
attempting any sensitive operation.

The security manager of the Java platform allows both programmers and system
administrators fine-grained control over individual security permissions. We describe
these features in the following section. First, we summarize the Java 2 platform security
model. We then show how you can control permissions with policy files. Finally, we
explain how you can define your own permission types.

NOTE: It is possible to implement and install your own security manager, but you should not
u attempt this unless you are an expert in computer security. It is much safer to configure the
standard security manager.

Java Platform Security

JDK 1.0 had a very simple security model: Local classes had full permissions, and remote
classes were confined to the sandbox. Just like a child that can only play in a sandbox,
remote code was only allowed to paint on the screen and interact with the user. The applet
security manager denied all access to local resources. JDK 1.1 implemented a slight modi-
fication: Remote code that was signed by a trusted entity was granted the same permis-
sions as local classes. However, both versions of the JDK provided an all-or-nothing
approach. Programs either had full access or they had to play in the sandbox.
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Starting with Java SE 1.2, the Java platform has a much more flexible mechanism. A
security policy maps code sources to permission sets (see Figure 9-6).

Code Basel | > Permission Set 1
code location .
— permission
certificates #1a
permission
#1b
Code Base2 > Permission Set 2
code location .
— permission
certificates #2a
permission
#2b

Figure 9-6 A security policy

A code source is specified by a code base and a set of certificates. The code base specifies the
origin of the code. For example, the code base of remote applet code is the HTTP URL
from which the applet is loaded. The code base of code in a JAR file is a file URL. A certif-
icate, if present, is an assurance by some party that the code has not been tampered with.
We cover certificates later in this chapter.

A permission is any property that is checked by a security manager. The Java platform
supports a number of permission classes, each of which encapsulates the details of a
particular permission. For example, the following instance of the FilePermission class
states that it is okay to read and write any file in the /tmp directory.

FilePermission p = new FilePermission("/tmp/+", "read,write");

More important, the default implementation of the Policy class reads permissions from a
permission file. Inside a permission file, the same read permission is expressed as

permission java.io.FilePermission "/tmp/«", "read,write";
We discuss permission files in the next section.

Figure 9-7 shows the hierarchy of the permission classes that were supplied with Java
SE 1.2. Many more permission classes have been added in subsequent Java releases.
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Permission

All

Permission

Basic
Permission

File

Permission

Socket

Permission

Audio

Permission

AWT

Permission

Net
Permission

Reflected
Permission

Security
Permission

SQL
Permission

Auth Logging
Permission

Serializable
Permission

Property Runtime

Permission Permission Permission

Figure 9-7 A part of the hierarchy of permission classes
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In the preceding section, you saw that the SecurityManager class has security check meth-
ods such as checkExit. These methods exist only for the convenience of the programmer
and for backward compatibility. They all map into standard permission checks. For
example, here is the source code for the checkExit method:

public void checkExit()
{

checkPermission(new RuntimePermission("exitWM"));

}

Each class has a protection domain, an object that encapsulates both the code source and
the collection of permissions of the class. When the SecurityManager needs to check a per-
mission, it looks at the classes of all methods currently on the call stack. It then gets the
protection domains of all classes and asks each protection domain if its permission col-
lection allows the operation that is currently being checked. If all domains agree, then
the check passes. Otherwise, a SecurityException is thrown.

Why do all methods on the call stack need to allow a particular operation? Let us work

through an example. Suppose the init method of an applet wants to open a file. It might
call

Reader in = new FileReader(name);
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The FileReader constructor calls the FileInputStream constructor, which calls the checkRead
method of the security manager, which finally calls checkPermission with a FilePermis-
sion(name, "read" object. Table 9-1 shows the call stack.

Table 9-1 Call Stack During Permission Checking

Class Method Code Source Permissions
SecurityManager checkPermission null Al1Permission
SecurityManager checkRead null Al1Permission
FileInputStream constructor null Al1Permission
FileReader constructor null ATTPermission
applet init applet code source applet permissions

The FileInputStream and SecurityManager classes are system classes for which CodeSource is null
and permissions consist of an instance of the Al1Permission class, which allows all opera-
tions. Clearly, their permissions alone can’t determine the outcome of the check. As you
can see, the checkPermission method must take into account the restricted permissions of
the applet class. By checking the entire call stack, the security mechanism ensures that
one class can never ask another class to carry out a sensitive operation on its behalf.

NOTE: This brief discussion of permission checking explains the basic concepts. However,

we omit a number of technical details here. With security, the devil lies in the details, and we
encourage you to read the book by Li Gong for more information. For a more critical view of
the Java platform security model, see the book Securing Java: Getting Down to Business with
Mobile Code, 2nd ed., by Gary McGraw and Ed W. Felten (Wiley 1999). You can find an online
version of that book at http: //www.securingjava.com.

java.lang.SecurityManager 1.0

e void checkPermission(Permission p) 1.2
checks whether this security manager grants the given permission. The method
throws a SecurityException if the permission is not granted.

APII java.lang.Class 1.0

e ProtectionDomain getProtectionDomain() 1.2
gets the protection domain for this class, or null if this class was loaded without a
protection domain.
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m java.security.ProtectionDomain 1.2

e ProtectionDomain(CodeSource source, PermissionCollection permissions)
constructs a protection domain with the given code source and permissions.

e (CodeSource getCodeSource()
gets the code source of this protection domain.

e hoolean implies(Permission p)
returns true if the given permission is allowed by this protection domain.

APII java.security.CodeSource 1.2
e (ertificate[] getCertificates()
gets the certificate chain for class file signatures associated with this code source.
e URL getlocation()
gets the code base of class files associated with this code source.
Security Policy Files
The policy manager reads policy files that contain instructions for mapping code sources to
permissions. Here is a typical policy file:
grant codeBase "http://www.horstmann.com/classes"

{
permission java.io.FilePermission "/tmp/+", "read,write";
b
This file grants permission to read and write files in the /tmp directory to all code that
was downloaded from http://www.horstmann.com/classes.
You can install policy files in standard locations. By default, there are two locations:
® The file java.policy in the Java platform home directory

* The file .java.policy (notice the period at the beginning of the file name) in the user
home directory

NOTE: You can change the locations of these files in the java.security configuration file in
the jre/1ib/security. The defaults are specified as

policy.url.1=file:${java.home}/Tib/security/java.policy
policy.url.2=file:${user.home}/.java.policy
A system administrator can modify the java.security file and specify policy URLs that
reside on another server and that cannot be edited by users. There can be any number of
policy URLs (with consecutive numbers) in the policy file. The permissions of all files are
combined.

If you want to store policies outside the file system, you can implement a subclass of the
Policy class that gathers the permissions. Then change the line

policy.provider=sun.security.provider.PolicyFile
in the java.security configuration file.
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During testing, we don’t like to constantly modify the standard policy files. Therefore,
we prefer to explicitly name the policy file that is required for each application. Place the
permissions into a separate file, say, MyApp.poTlicy. To apply the policy, you have two
choices. You can set a system property inside your applications’ main method:

System.setProperty("java.security.policy", "MyApp.policy");
Alternatively, you can start the virtual machine as

java -Djava.security.policy=MyApp.poTicy MyApp
For applets, you instead use

appletviewer -J-Djava.security.policy=MyApplet.policy MyApplet.html

(You can use the -] option of the appletviewer to pass any command-line argument to the
virtual machine.)

In these examples, the MyApp.policy file is added to the other policies in effect. If you add a
second equal sign, such as

java -Djava.security.policy==MyApp.policy MyApp

then your application uses only the specified policy file, and the standard policy files are
ignored.

CAUTION: An easy mistake during testing is to accidentally leave a .java.policy file that

X grants a lot of permissions, perhaps even Al1Permission, in the current directory. If you find that
your application doesn’t seem to pay attention to the restrictions in your policy file, check for a
left-behind .java.policy file in your current directory. If you use a UNIX system, this is a partic-
ularly easy mistake to make because files with names that start with a period are not displayed
by default.

As you saw previously, Java applications by default do not install a security manager.
Therefore, you won't see the effect of policy files until you install one. You can, of
course, add a line

System.setSecurityManager(new SecurityManager());

into your main method. Or you can add the command-line option -Djava.security.manager
when starting the virtual machine.

java -Djava.security.manager -Djava.security.policy=MyApp.policy MyApp
In the remainder of this section, we show you in detail how to describe permissions in
the policy file. We describe the entire policy file format, except for code certificates,
which we cover later in this chapter.
A policy file contains a sequence of grant entries. Each entry has the following form:

grant codesource
{
permissiony;
permission;;
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The code source contains a code base (which can be omitted if the entry applies to code
from all sources) and the names of trusted principals and certificate signers (which can
be omitted if signatures are not required for this entry).

The code base is specified as
codeBase "url"

If the URL ends in a /, then it refers to a directory. Otherwise, it is taken to be the name
of a JAR file. For example,

grant codeBase "www.horstmann.com/classes/" { . . . };
grant codeBase "www.horstmann.com/classes/MyApp.jar" { . . . };

The code base is a URL and should always contain forward slashes as file separators,
even for file URLs in Windows. For example,

grant codeBase "file:C:/myapps/classes/" { . . . };

NOTE: Everyone knows that http URLs start with two slashes (http://). But there seems

sufficient confusion about file URLs that the policy file reader accepts two forms of file
URLs, namely, file://localFile and file:localFile. Furthermore, a slash before a Windows
drive letter is optional. That is, all of the following are acceptable:

file:C:/dir/filename.ext
file:/C:/dir/filename.ext
file://C:/dir/filename.ext
file:///C:/dir/filename.ext

Actually, in our tests, the file:////C:/dir/filename.ext is acceptable as well, and we have no
explanation for that.

The permissions have the following structure:
permission className targetName, actionList;

The class name is the fully qualified class name of the permission class (such as
java.io.FilePermission). The target name is a permission-specific value, for example, a file or
directory name for the file permission, or a host and port for a socket permission. The
actionList is also permission specific. It is a list of actions, such as read or connect, sepa-
rated by commas. Some permission classes don’t need target names and action lists.
Table 9-2 lists the commonly used permission classes and their actions.

Table 9-2 Permissions and Their Associated Targets and Actions

Permission Target Action

java.io.FilePermission file target (see text) read, write,
execute, delete

java.net.SocketPermission socket target (see text) accept, connect,
listen, resolve

java.util.PropertyPermission property target (see text) read, write
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Table 9-2 Permissions and Their Associated Targets and Actions (continued)

Permission Target Action
java.lang.RuntimePermission createClassLoader (none)
getClassLoader

setContextClassLoader
enableContextClassLoaderOverride
createSecurityManager
setSecurityManager

exitVM

getenv.variableName

shutdownHooks

setFactory

setI0

modifyThread

stopThread

modifyThreadGroup
getProtectionDomain
readFileDescriptor
writeFileDescriptor
loadLibrary.libraryName
accessClassInPackage. packageName
defineClassInPackage.packageName
accessDeclaredMembers. className
queuePrintJob

getStackTrace
setDefaultUncaughtExceptionHandler
preferences

usePolicy

java.awt.AWTPermission

showl/indowWi thoutWarningBanner (none)
accessClipboard
accessEventQueue
createRobot
ful1ScreenExclusive
TistenToATTAWTEvents
readDisplayPixels
replaceKeyboardFocusManager
watchMousePointer
setWindowATwaysOnTop
setAppTletStub

java.net.NetPermission

setDefaultAuthenticator (none)
specifyStreamHandler
requestPasswordAuthentication

setProxySelector

getProxySelector

setCookieHandTer

getCookieHandler

setResponseCache

getResponseCache
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Table 9-2 Permissions and Their Associated Targets and Actions (continued)

Permission Target Action
java.lang.reflect.ReflectPermission suppressAccessChecks (none)
java.io.SerializablePermission enableSubcTassImplementation (none)
enableSubstitution
java.security.SecurityPermission createAccessControlContext (none)
getDomainCombiner
getPolicy
setPolicy

getProperty.keyName
setProperty.keyName
insertProvider.providerName
removeProvider. providerName
setSystemScope

setIdentityPublicKey

setIdentityInfo
addIdentityCertificate
removeldentityCertificate
printIdentity
clearProviderProperties.providerName
putProviderProperty.providerName
removeProviderProperty . providerName
getSignerPrivateKey

setSignerKeyPair

java.security.Al1Permission (none) (none)

javax.audio.AudioPermission play (none)
record

javax.security.auth.AuthPermission doAs (none)
doAsPrivileged
getSubject
getSubjectFromDomainCombiner
setReadOnTy
modifyPrincipals
modifyPublicCredentials
modifyPrivateCredentials
refreshCredential
destroyCredential
createloginContext.contextName
getLoginConfiguration
setLoginConfiguration
refreshLoginConfiguration

java.util.logging.LoggingPermission control (none)

java.sql.SQLPermission setlog (none)
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As you can see from Table 9-2, most permissions simply permit a particular operation.
You can think of the operation as the target with an implied action "permit". These per-
mission classes all extend the BasicPermission class (see Figure 9-7 on page 774). However,
the targets for the file, socket, and property permissions are more complex, and we need
to investigate them in detail.

File permission targets can have the following form:

file a file
directory/ a directory

directory/+ all files in the directory
: all files in the current directory
directory/- all files in the directory or one of its subdirectories
- all files in the current directory or one of its subdirectories
<<ALL FILES>> all files in the file system
For example, the following permission entry gives access to all files in the directory /
myapp and any of its subdirectories.
permission java.io.FilePermission "/myapp/-", "read,write,delete";
You must use the \\ escape sequence to denote a backslash in a Windows file name.
permission java.io.FilePermission "c:\\myapp\\-", "read,write,delete";

Socket permission targets consist of a host and a port range. Host specifications have the
following form:

hostname or IPaddress a single host

localhost or the empty string the local host

*.domainSuffix any host whose domain ends with the given suffix
all hosts

Port ranges are optional and have the form:

n a single port

n- all ports numbered n and above
-n all ports numbered n and below
inl-n2 all ports in the given range

Here is an example:

permission java.net.SocketPermission "«.horstmann.com:8000-8999", "connect";
Finally, property permission targets can have one of two forms:

property a specific property

propertyPrefix . all properties with the given prefix
Examples are "java.home" and "java.vm.«".

For example, the following permission entry allows a program to read all properties
that start with java.vm.

permission java.util.PropertyPermission "java.vm.:", "read";
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You can use system properties in policy files. The token ${property} is replaced by the
property value. For example, ${user.home} is replaced by the home directory of the user.
Here is a typical use of this system property in a permission entry.

permission java.io.FilePermission "${user.home}", "read,write";
To create platform-independent policy files, it is a good idea to use the file.separator
property instead of explicit / or \\ separators. To make this simpler, the special notation
${/} is a shortcut for ${file.separator}. For example,

permission java.io.FilePermission "${user.home}${/}-", "read,write";
is a portable entry for granting permission to read and write in the user’s home direc-
tory and any of its subdirectories.

policy files (see Figure 9-8). Of course, this tool is not suitable for end users who would be
completely mystified by most of the settings. We view it as a proof of concept for an
administration tool that might be used by system administrators who prefer point-and-click
over syntax. Still, what's missing is a sensible set of categories (such as low, medium, or
high security) that is meaningful to nonexperts. As a general observation, we believe that
the Java platform certainly contains all the pieces for a fine-grained security model but
that it could benefit from some polish in delivering these pieces to end users and system
administrators.

NOTE: The JDK comes with a rudimentary tool, called policytool, that you can use to edit

l7_,|P|::|Iic5|r Tool |_||:||X
File evstore

R P e
L,|Po|i|:y Entry |x

CodeBase |

CoceBass |4/|Permissions \X
CocleBasq
CocieBase

Edlit Permission:

Fropertyfermission = java.util. FropertyPermission
Target Marme: = line.separator
Aitions: = read
Signed By
(0], Cancel

L I
java.util.ProperyPermission path. separator, "read”

util. PropertyParmis ra gad"
il PropertyPermission java. specification version, "read" f

in ling aratar, cf

Done Cancel

Figure 9-8 The policy tool
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Custom Permissions
In this section, you see how you can supply your own permission class that users can
refer to in their policy files.

To implement your permission class, you extend the Permission class and supply the
following methods:

* A constructor with two String parameters, for the target and the action list

e String getActions()

e hoolean equals()

* int hashCode()

e hoolean implies(Permission other)

The last method is the most important. Permissions have an ordering, in which more
general permissions imply more specific ones. Consider the file permission

pl = new FilePermission("/tmp/-", "read, write");
This permission allows reading and writing of any file in the /tmp directory and any of its
subdirectories.
This permission implies other, more specific permissions:

p2 = new FilePermission("/tmp/-", "read");
p3 = new FilePermission("/tmp/aFile", "read, write");
p4 = new FilePermission("/tmp/aDirectory/-", "write");

In other words, a file permission pl implies another file permission p2 if

1. The target file set of pl contains the target file set of p2.

2. The action set of pl contains the action set of p2.

Consider the following example of the use of the implies method. When the FileInputStrean

constructor wants to open a file for reading, it checks whether it has permission to do so.
For that check, a specific file permission object is passed to the checkPermission method:

checkPermission(new FilePermission(fileName, "read"));
The security manager now asks all applicable permissions whether they imply this per-
mission. If any one of them implies it, then the check passes.
In particular, the Al1Permission implies all other permissions.
If you define your own permission classes, then you need to define a suitable notion of
implication for your permission objects. Suppose, for example, that you define a TVPer-
mission for a set-top box powered by Java technology. A permission

new TVPermission("Tommy:2-12:1900-2200", "watch,record")
might allow Tommy to watch and record television channels 2-12 between 19:00 and

22:00. You need to implement the implies method so that this permission implies a more
specific one, such as

new TVPermission("Tommy:4:2000-2100", "watch")

Implementation of a Permission Class

In the next sample program, we implement a new permission for monitoring the inser-
tion of text into a text area. The program ensures that you cannot add “bad words” such
as sex, drugs, and C++ into a text area. We use a custom permission class so that the list
of bad words can be supplied in a policy file.
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The following subclass of JTextArea asks the security manager whether it is okay to add
new text:
class WordCheckTextArea extends JTextArea

{
pubTlic void append(String text)

{
WordCheckPermission p = new WordCheckPermission(text, "insert");
SecurityManager manager = System.getSecurityManager();
if (manager != null) manager.checkPermission(p);
super.append(text);
}
}

If the security manager grants the WordCheckPermission, then the text is appended. Other-
wise, the checkPermission method throws an exception.

Word check permissions have two possible actions: insert (the permission to insert a spe-
cific text) and avoid (the permission to add any text that avoids certain bad words). You
should run this program with the following policy file:

grant

{

permission WordCheckPermission "sex,drugs,C++", "avoid";
b
This policy file grants the permission to insert any text that avoids the bad words sex,
drugs, and C++.
When designing the WordCheckPermission class, we must pay particular attention to the implies
method. Here are the rules that control whether permission pl implies permission p2.
e If pl has action avoid and p2 has action insert, then the target of p2 must avoid all
words in pl. For example, the permission
WordCheckPermission "sex,drugs,C++", "avoid"
implies the permission
WordCheckPermission "Mary had a Tlittle Tamb", "insert"
e If pl and p2 both have action avoid, then the word set of p2 must contain all words in
the word set of pl. For example, the permission
WordCheckPermission "sex,drugs", "avoid"
implies the permission
WordCheckPermission "sex,drugs,C++", "avoid"
e If pl and p2 both have action insert, then the text of pl must contain the text of p2. For
example, the permission
WordCheckPermission "Mary had a Tittle Tamb", "insert"
implies the permission
WordCheckPermission "a Tittle Tamb", "insert"
You can find the implementation of this class in Listing 9-4.

Note that you retrieve the permission target with the confusingly named getName method
of the Permission class.



Security Managers and Permissions -

Because permissions are described by a pair of strings in policy files, permission classes
need to be prepared to parse these strings. In particular, we use the following method to
transform the comma-separated list of bad words of an avoid permission into a genuine
Set.

public Set<String> badWordSet()

{
Set<String> set = new HashSet<String>();
set.addA11(Arrays.asList(getName().split(",")));
return set;

}
This code allows us to use the equals and containsA1l methods to compare sets. As you saw
in Chapter 2, the equals method of a set class finds two sets to be equal if they contain the
same elements in any order. For example, the sets resulting from "sex, drugs,C++" and
"C++,drugs,sex" are equal.

CAUTION: Make sure that your permission class is a public class. The policy file loader
X cannot load classes with package visibility outside the boot class path, and it silently ignores
any classes that it cannot find.

The program in Listing 9-5 shows how the WordCheckPermission class works. Type any text
into the text field and click the Insert button. If the security check passes, the text is
appended to the text area. If not, an error message is displayed (see Figure 9-9).

|./[PermissionTest [ =1ES

Jawa Applet Window

|r-f1ar‘,a'lo‘v'es to code in C++ |

Mary had a little lamb.

U|Message | X
Jawa Applet Window

oY
'\J,J I am sorry, but | cannot do that

Figure 9-9 The PermissionTest program

CAUTION: If you carefully look at Figure 9-9, you will see that the frame window has a
X warning border with the misleading caption "Java Applet Window." The window caption is
determined by the showWindowWithoutWarningBanner target of the java.awt.AWTPermission. If you
like, you can edit the policy file to grant that permission.
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You have now seen how to configure Java platform security. Most commonly, you will
simply tweak the standard permissions. For additional control, you can define custom
permissions that can be configured in the same way as the standard permissions.

IBET00 T B B lordCheckPermission.java

1. import java.security.s;
2. import java.util.x;

186

3.

© ® N o o &

+ A permission that checks for bad words.
x @version 1.00 1999-10-23

+ @author Cay Horstmann

i/

. pubTic class WordCheckPermission extends Permission

[ax
+ Constructs a word check permission
+ @param target a comma separated word Tist
+ @param anAction "insert" or "avoid"

public WordCheckPermission(String target, String anAction)
{

super(target);

action = anAction;

}

public String getActions()
{

}

return action;

public boolean equals(Object other)
{
if (other == null) return false;
if (!getClass().equals(other.getClass())) return false;
WordCheckPermission b = (WordCheckPermission) other;
if (laction.equals(b.action)) return false;
if (action.equals("insert")) return getName().equals(b.getName());
else if (action.equals("avoid")) return badwordSet().equals(b.badwordSet());
else return false;

}

public int hashCode()
{

}

return getName().hashCode() + action.hashCode();

public boolean implies(Permission other)

{
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5750 B B WordCheckPermission.java (continued)

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

}

if (!(other instanceof WordCheckPermission)) return false;

WordCheckPermission b = (WordCheckPermission) other;

if (action.equals("insert"))

{
return b.action.equals("insert") & getName().indexOf(b.getName()) >= 0;

}

else if (action.equals("avoid"))

{
if (b.action.equals("avoid")) return b.badWordSet().containsAl1(badWordSet());
else if (b.action.equals("insert"))

{
for (String badWord : badWordSet())
if (b.getName().indexOf (badWord) >= @) return false;
return true;
}

else return false;

else return false;

}
[

+ Gets the bad words that this permission rule describes.
x @return a set of the bad words
o/
public Set<String> badWordSet()
{
Set<String> set = new HashSet<String>();
set.addA11(Arrays.asList(getName().split(",")));
return set;

}

private String action;

S50 B I PermissionTest. java

0.

9

1
2,
3.
4
5.
6.
7
8
9.

(23
%

w

w

*/

. import java.awt.x;
- import java.awt.event.:;
. import javax.swing.;

This class demonstrates the custom WordCheckPermission.
@version 1.03 2007-10-06
@author Cay Horstmann

. pubTic class PermissionTest

A
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IBET50 TR PermissionTest.java (continued)

12. public static void main(String[] args)

13, {

14. System.setProperty("java.security.policy", "PermissionTest.policy");
15. System.setSecurityManager(new SecurityManager());

16. EventQueue.invokeLater(new Runnable()

17. {

18. pubTlic void run()

19. {

20. JFrame frame = new PermissionTestFrame();

21. frame.setDefaultCloseOperation(JFrame.EXIT_ON_CLOSE);
22. frame.setVisible(true);

23. ]’

24. 1);

25. }

2. }

27.

28, [#%

20. « This frame contains a text field for inserting words into a text area that is protected
so. * from "bad words".

3t %/

32. class PermissionTestFrame extends JFrame

33, {

sa.  public PermissionTestFrame()

35. {

36. setTitle("PermissionTest");

37. setSize(DEFAULT_WIDTH, DEFAULT_HEIGHT);

38.

39. textField = new JTextField(20);

40. JPanel panel = new JPanel();

41. panel.add(textField);

2. JButton openButton = new JButton("Insert");

43. panel.add(openButton);

44. openButton.addActionListener(new ActionlListener()
45. {

46. public void actionPerformed(ActionEvent event)
47. {

48. insertWords(textField.getText());

49. }

50, 1

51.

52. add(panel, BorderLayout.NORTH);

53.

54. textArea = new WordCheckTextArea();

55. add(new JScrollPane(textArea), BorderLayout.CENTER);
56. }

188



Security Managers and Permissions -

IBET50 TRl PermissionTest.java (continued)

58.

59.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

7.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

©

3.

}

[
* A text area whose append method makes a security check to see that no bad words are added.
+/

. cl

8a. {

85.

86.

87.

88.

89.

90.

ot.
9. }

[ux
+ Tries to insert words into the text area. Displays a dialog if the attempt fails.
* @param words the words to insert

i/
public void insertWords(String words)
{
try
{
textArea.append(words + "\n");
}
catch (SecurityException e)
{
JOptionPane. showMessageDialog(this, "I am sorry, but I cannot do that.");
}
}

private JTextField textField;

private WordCheckTextArea textArea;

private static final int DEFAULT_WIDTH = 400;
private static final int DEFAULT_HEIGHT = 300;

%

ass WordCheckTextArea extends JTextArea

public void append(String text)

{
WordCheckPermission p = new WordCheckPermission(text, "insert");
SecurityManager manager = System.getSecurityManager();
if (manager != null) manager.checkPermission(p);
super.append(text);

}

m java.security.Permission 1.2

Permission(String name)
constructs a permission with the given target name.

String getName()
returns the target name of this permission.

boolean implies(Permission other)

checks whether this permission implies the other permission. That is the case if
the other permission describes a more specific condition that is a consequence of
the condition described by this permission.
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User Authentication

The Java Authentication and Authorization Service (JAAS) is a part of Java SE 1.4 and
beyond. The “authentication” part is concerned with ascertaining the identity of a pro-
gram user. The “authorization” part maps users to permissions.

JAAS is a “pluggable” API that isolates Java applications from the particular technology
used to implement authentication. It supports, among others, UNIX logins, NT logins,
Kerberos authentication, and certificate-based authentication.

Once a user has been authenticated, you can attach a set of permissions. For example,
here we grant Harry a particular set of permissions that other users do not have:

grant principal com.sun.security.auth.UnixPrincipal "harry"

{

permission java.util.PropertyPermission "user.z", "read";

}:”l

The com.sun.security.auth.UnixPrincipal class checks the name of the UNIX user who is run-
ning this program. Its getName method returns the UNIX login name, and we check
whether that name equals "harry".

You use a LoginContext to allow the security manager to check such a grant statement.
Here is the basic outline of the login code:

try
{
System.setSecurityManager(new SecurityManager());
LoginContext context = new LoginContext("Loginl"); // defined in JAAS configuration file
context.login();
// get the authenticated Subject
Subject subject = context.getSubject();

context. Togout();
}

catch (LoginException exception) // thrown if Togin was not successful

{

exception.printStackTrace();
}
Now the subject denotes the individual who has been authenticated.
The string parameter "Loginl" in the LoginContext constructor refers to an entry with the
same name in the JAAS configuration file. Here is a sample configuration file:
Loginl
{

com.sun.security.auth.module.UnixLoginModule required;
com.whizzbang.auth.module.RetinaScanModule sufficient;

b

Login2
{

};”l
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Of course, the JDK contains no biometric login modules. The following modules are
supplied in the com.sun.security.auth.module package:

UnixLoginModule

NTLoginModule

KrbS5LoginModule

IndiLoginModuTe

KeyStoreLoginModule
A login policy consists of a sequence of login modules, each of which is labeled required,
sufficient, requisite, or optional. The meaning of these keywords is given by the following
algorithm:

1. The modules are executed in turn, until a sufficient module succeeds, a requisite mod-
ule fails, or the end of the module list is reached.

2. Authentication is successful if all required and requisite modules succeed, or if none
of them were executed, if at least one sufficient or optional module succeeds.

A login authenticates a subject, which can have multiple principals. A principal describes
some property of the subject, such as the user name, group ID, or role. As you saw in the
grant statement, principals govern permissions. The com.sun.security.auth.UnixPrincipal
describes the UNIX login name, and the UnixNumericGroupPrincipal can test for membership
in a UNIX group.

A grant clause can test for a principal, with the syntax
grant principalClass "principalName"

For example:
grant com.sun.security.auth.UnixPrincipal "harry"

When a user has logged in, you then run, in a separate access control context, the code
that requires checking of principals. Use the static doAs or doAsPrivileged method to start a
new PrivilegedAction whose run method executes the code.

Both of those methods execute an action by calling the run method of an object that imple-
ments the PrivilegedAction interface, using the permissions of the subject’s principals:
PrivilegedAction<T> action = new

PrivilegedAction()

{
pubTic T run()

{

// run with permissions of subject principals

}
h
T result = Subject.doAs(subject, action); // or Subject.doAsPrivileged(subject, action, null)
If the actions can throw checked exceptions, then you implement the PrivilegedException-
Action interface instead.

The difference between the doAs and doAsPrivileged methods is subtle. The doAs method
starts out with the current access control context, whereas the doAsPrivileged method
starts out with a new context. The latter method allows you to separate the permissions
for the login code and the “business logic.” In our example application, the login code
has permissions
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permission javax.security.auth.AuthPermission "createLoginContext.Loginl";
permission javax.security.auth.AuthPermission "doAsPrivileged";

The authenticated user has a permission
permission java.util.PropertyPermission "user.:", "read";

If we had used doAs instead of doAsPrivileged, then the login code would have also needed
that permission!

The program in Listing 9-6 and Listing 9-7 demonstrates how to restrict permissions to
certain users. The AuthTest program authenticates a user and then runs a simple action
that retrieves a system property.

To make this example work, package the code for the login and the action into two sep-
arate JAR files:
javac «.java
jar cvf login.jar AuthTest.class
jar cvf action.jar SysPropAction.class
If you look at the policy file in Listing 9-8, you will see that the UNIX user with the
name harry has the permission to read all files. Change harry to your login name. Then
run the command
java -classpath Tlogin.jar:action.jar
-Djava.security.policy=AuthTest.policy
-Djava.security.auth.login.config=jaas.config
AuthTest
Listing 9-12 shows the login configuration.

On Windows, change Unix to NT in both AuthTest.policy and jaas.config, and use a semicolon
to separate the JAR files:

java -classpath Togin.jar;action.jar . . .
The AuthTest program should now display the value of the user.home property. However, if
you change the login name in the AuthTest.policy file, then a security exception should be
thrown because you no longer have the required permission.

CAUTION: Be careful to follow these instructions exactly. It is very easy to get the setup
x wrong by making seemingly innocuous changes.

Listing 9-6 EUHIESMEVZ

1. import java.security.x;
2. import javax.security.auth.:;
3. import javax.security.auth.login.«;

5. [#x

6. % This program authenticates a user via a custom login and then executes the SysPropAction
7. % with the user's privileges.

8. « @version 1.01 2007-10-06

9. % @author Cay Horstmann

10. #/
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5750 T B AuthTest.java (continued)

1. public class AuthTest

12, {

13 public static void main(final String[] args)

14, {

15. System.setSecurityManager(new SecurityManager());

16. try

17. {

18. LoginContext context = new LoginContext("Loginl");
19. context.login();

20. System.out.printIn("Authentication successful.");
21. Subject subject = context.getSubject();

22. System.out.printin("subject=" + subject);

23. PrivilegedAction<String> action = new SysPropAction("user.home");
24. String result = Subject.doAsPrivileged(subject, action, null);
25. System.out.printin(result);

26. context. logout();

27. }

28. catch (LoginException e)

29. {

30. e.printStackTrace();

31. }

32. }

33. }

IS ETR LTy A SysPropAction. java

1. import java.security.s;
2.

3. [
4 This action looks up a system property.

5. « @version 1.01 2007-10-06

6. # @author Cay Horstmann

7. %/

8. public class SysPropAction implements PrivilegedAction<String>

o {

1. [ux

1. Constructs an action for looking up a given property.

12. @param propertyName the property name (such as "user.home")

13. %/

14.  public SysPropAction(String propertyName) { this.propertyName = propertyName; }

6. public String run()

17. {
1. return System.getProperty(propertyName);
1.}

21 private String propertyName;
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AuthTest.policy

194

1
2
3.
4
5.
6.
7
8
9.

10.

grant codebase "file:login.jar"

-

permission javax.security.auth.AuthPermission "createLoginContext.Loginl";
permission javax.security.auth.AuthPermission "doAsPrivileged";

} ’

grant principal com.sun.security.auth.UnixPrincipal "harry"

A

permission java.util.PropertyPermission "user.:", "read";

h

APII javax.security.auth.login.LoginContext 1.4

LoginContext(String name)

constructs a login context. The name corresponds to the login descriptor in the JAAS
configuration file.

void Togin()

establishes a login or throws LoginException if the login failed. Invokes the Togin
method on the managers in the JAAS configuration file.

void Togout()

logs out the subject. Invokes the Togout method on the managers in the JAAS
configuration file.

Subject getSubject()

returns the authenticated subject.

javax.security.auth.Subject 1.4

Set<Principal> getPrincipals()

gets the principals of this subject.

static Object doAs(Subject subject, PrivilegedAction action)

static Object doAs(Subject subject, PrivilegedExceptionAction action)

static Object doAsPrivileged(Subject subject, PrivilegedAction action,

AccessControlContext context)

static Object doAsPrivileged(Subject subject, PrivilegedExceptionAction action,
AccessControlContext context)

executes the privileged action on behalf of the subject. Returns the return value of
the run method. The doAsPrivileged methods execute the action in the given access
control context. You can supply a “context snapshot” that you obtained earlier by
calling the static method AccessController.getContext(), or you can supply null to
execute the code in a new context.

java.security.PrivilegedAction 1.4

Object run()
You must define this method to execute the code that you want to have executed
on behalf of a subject.
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APII java.security.PrivilegedExceptionAction 1.4

e (Object run()
You must define this method to execute the code that you want to have executed
on behalf of a subject. This method may throw any checked exceptions.

java.security.Principal 1.1

e String getName()
returns the identifying name of this principal.

JAAS Login Modules

In this section, we look at a JAAS example that shows you
* How to implement your own login module.

* How to implement role-based authentication.

Supplying your own login module is useful if you store login information in a database.
Even if you are happy with the default module, studying a custom module will help
you understand the JAAS configuration file options.

Role-based authentication is essential if you manage a large number of users. It would
be impractical to put the names of all legitimate users into a policy file. Instead, the
login module should map users to roles such as “admin” or “HR,” and the permissions
should be based on these roles.

One job of the login module is to populate the principal set of the subject that is being
authenticated. If a login module supports roles, it adds Principal objects that describe
roles. The Java library does not provide a class for this purpose, so we wrote our own
(see Listing 9-9). The class simply stores a description/value pair, such as role=admin. Its
getName method returns that pair, so we can add role-based permissions into a policy file:

grant principal SimplePrincipal "role=admin" { . . . }

Our login module looks up users, passwords, and roles in a text file that contains lines
like this:

harry|secret|admin

carl|guessme|HR
Of course, in a realistic login module, you would store this information in a database or
directory.
You can find the code for the SimpleLoginModule in Listing 9-10. The checkLogin method
checks whether the user name and password match a user record in the password file. If
so, we add two SimplePrincipal objects to the subject’s principal set:

Set<Principal> principals = subject.getPrincipals();

principals.add(new SimplePrincipal("username", username));

principals.add(new SimplePrincipal("role", role));
The remainder of SimpleLoginModule is straightforward plumbing. The initialize method
receives
* The Subject that is being authenticated.
* A handler to retrieve login information.
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® A sharedState map that can be used for communication between login modules.
* Anoptions map that contains name/value pairs that are set in the login configuration.
For example, we configure our module as follows:
SimpleLoginModule required pwfile="password.txt";
The login module retrieves the pwfile settings from the options map.

The login module does not gather the user name and password; that is the job of a sepa-
rate handler. This separation allows you to use the same login module without worry-
ing whether the login information comes from a GUI dialog box, a console prompt, or a
configuration file.

The handler is specified when you construct the LoginContext, for example,

LoginContext context = new LoginContext("Loginl",
new com.sun.security.auth.callback.DialogCallbackHandler());

The DialogCallbackHandler pops up a simple GUI dialog box to retrieve the user name and
password. com.sun.security.auth.callback.TextCallbackHandler gets the information from the
console.

However, in our application, we have our own GUI for collecting the user name and
password (see Figure 9-10). We produce a simple handler that merely stores and returns
that information (see Listing 9-11).

The handler has a single method, handle, that processes an array of Callback objects. A
number of predefined classes, such as NameCallback and PasswordCallback, implement the
Callback interface. You could also add your own class, such as RetinaScanCallback. The han-
dler code is a bit unsightly because it needs to analyze the types of the callback objects:

pubTlic void handle(Callback[] callbacks)

for (Callback callback : callbacks)
{
if (callback instanceof NameCallback) . . .
else if (callback instanceof PasswordCallback) . . .
else . . .
}
}

The login module prepares an array of the callbacks that it needs for authentication:

NameCallback nameCall = new NameCallback("username: ");
PasswordCallback passCall = new PasswordCallback("password: ", false);
callbackHandler.handTe(new Callback[] { nameCall, passCall });

Then it retrieves the information from the callbacks.

BlaASTest =1
username: harry [
password: [s0ssee |
user.home |,"h0me,"cav

I I

Figure 9-10 A custom login module
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The program in Listing 9-12 displays a form for entering the login information and the
name of a system property. If the user is authenticated, the property value is retrieved in
a PrivilegedAction. As you can see from the policy file in Listing 9-13, only users with the
adnin role have permission to read properties.
As in the preceding section, you must separate the login and action code. Create two
JAR files:

javac «.java

jar cvf Tlogin.jar JAASx.class Simplex.class

jar cvf action.jar SysPropAction.class
Then run the program as

java -classpath Togin.jar:action.jar
-Djava.security.policy=JAASTest.policy
-Djava.security.auth.login.config=jaas.config
JAASTest

Listing 9-14 shows the login configuration.

NOTE: It is possible to support a more complex two-phase protocol, whereby a login is com-
mitted if all modules in the login configuration were successful. For more information, see
the login module developer’s guide at http://java.sun.com/javase/6/docs/technotes/quides/
security/jaas/JAASLMDevGuide.html.

BT LR B SimplePrincipal.java

_import java.security.«;

]
2.
3. [

4. % A principal with a named value (such as "role=HR" or "username=harry").
5. @version 1.0 2004-09-14

6. # @author Cay Horstmann

7

8,

9

. public class SimplePrincipal implements Principal
A
0. [ux
1. + Constructs a SimplePrincipal to hold a description and a value.
12. + @param roleName the role name
13. #/
14, public SimplePrincipal(String descr, String value)
15. {
16. this.descr = descr
17. this.value = value;
18. }
19.
20. [ux
21. + Returns the role name of this principal
22, + @return the role name
23. x/
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SimplePrincipal.java (continued)

24, public String getName()

25. {
2. return descr + "=" + value;
27. }

28.
20 public boolean equals(Object otherObject)

30. {

31. if (this == otherObject) return true;

32. if (otherObject == null) return false;

33. if (getClass() != otherObject.getClass()) return false;
34. SimplePrincipal other = (SimplePrincipal) otherObject;
35. return getName().equals(other.getName());

36. }

37.
3s.  public int hashCode()

39. {
40. return getName().hashCode();
41. }

42.

43, private String descr
42, private String value;
45. }

IS LT MBS 0l SimpleLoginModule. java

1. import java.io.x;
2. import java.security.x;

3. import java.util.x;

4. import javax.security.auth.s;

5. import javax.security.auth.callback.;

6. import javax.security.auth.login.x;

7. import javax.security.auth.spi.s;

8.

9. /'k»

10. « This Togin module authenticates users by reading usernames, passwords, and roles from a
1. text file.

12. « @version 1.0 2004-09-14

13. % @author Cay Horstmann

%

14. %/

15. public class SimpleLoginModule implements LoginModule

16. {

17 public void initialize(Subject subject, CallbackHandler callbackHandler,
18. Map<String, ?> sharedState, Map<String, ?> options)

19. {

20. this.subject = subject;

21. this.callbackHandler = callbackHandler;

22. this.options = options;

23. }
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SimpleLoginModuTe.java (continued)

24.
25, public boolean Togin() throws LoginException

26. {

27. if (callbackHandler == null) throw new LoginException("no handler");
28.

29. NameCallback nameCall = new NameCallback("username: ");

30. PasswordCallback passCall = new PasswordCallback("password: ", false);
31. try

32. {

33. callbackHandler.handTe(new Callback[] { nameCall, passCall });
34. }

35. catch (UnsupportedCallbackException e)

36. {

a7. LoginException e2 = new LoginException("Unsupported callback");
38. e2.initCause(e);

39. throw e2;

40. }

41. catch (IOException e)

42. {

43. LoginException e2 = new LoginException("I/0 exception in callback");
44. e2.initCause(e);

45. throw e2;

46. }

47.

48. return checklLogin(nameCall.getName(), passCall.getPassword());

49. }

50.

51 [k

52. # Checks whether the authentication information is valid. If it is, the subject acquires
53. + principals for the user name and role.

54. * @param username the user name

55. + @param password a character array containing the password

56. + @return true if the authentication information is valid

57. #/

ss.  private boolean checkLogin(String username, char[] password) throws LoginException
59. {

60. try

61. {

62. Scanner in = new Scanner(new FileReader("" + options.get("pwfile")));
63. while (in.hasNextLine())

64. {

65. String[] inputs = in.nextLine().split("\\|");

66. if (inputs[0].equals(username) && Arrays.equals(inputs[1].toCharArray(), password))
67. {

68. String role = inputs[2];

69. Set<Principal> principals = subject.getPrincipals();

70. principals.add(new SimplePrincipal("username", username));
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SimpleLoginModuTe.java (continued)

71. principals.add(new SimplePrincipal("role", role));
72. return true;

73. }

74. }

75. in.close();

76. return false;

77. }

78. catch (IOException e)

79. {

80. LoginException e2 = new LoginException("Can't open password file");
81. e2.initCause(e);

82. throw e2;

83. }

84. }

85.
se.  public boolean Tlogout()

87. {
88. return true;
89. }

90.
o1 public boolean abort()

9. {
93. return true,
0.}

95.
9.  public boolean commit()

. |
98. return true,
99. }

100.

101 private Subject subject;

102.  private CallbackHandler callbackHandler;
103, private Map<String, ?> options;

104. }

SimpleCallbackHandler.java

. import javax.security.auth.callback.x;

:/%

1

2

3. /%

4. % This simple callback handler presents the given user name and password.
5. % @version 1.0 2004-09-14

6. * @author Cay Horstmann

7. % /

8. pubTic class SimpleCallbackHandler implements CallbackHandler

9 {
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SimpleCallbackHandler.java (continued)

10. [ux

1. + Constructs the callback handler.

12. » @param username the user name

13. + @param password a character array containing the password
14, %/

15, public SimpleCallbackHandler(String username, char[] password)
16. {

17. this.username = username;

18. this.password = password;

19. }

20.

21 public void handle(Callback[] callbacks)

22. {

23. for (Callback callback : callbacks)

24. {

25. if (callback instanceof NameCallback)

26.

27. ((NameCallback) callback).setName(username);

28. }

29. else if (callback instanceof PasswordCallback)

30. {

31. ((PasswordCallback) callback).setPassword(password);
32. }

33. }

34. }

3. private String username;
37 private char[] password;

Listing 9-12 RINESMEZ!

1. import java.awt.«;
2. import java.awt.event.;

3. import javax.security.auth.s;

4. import javax.security.auth.login.«;
5. import javax.swing.;
6.
7
8,
9.

+ This program authenticates a user via a custom Togin and then executes the SysPropAction
+ with the user's privileges.

10. « @version 1.0 2004-09-14

1.+ @author Cay Horstmann

x/

13. pubTic class JAASTest

14. {
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JAASTest.java (continued)

15.  public static void main(final String[] args)

16. {

17. System. setSecurityManager(new SecurityManager());
18. EventQueue.invokeLater(new Runnable()

19. {

20. public void run()

21. {

22. JFrame frame = new JAASFrame();

23. frame.setDefaultCloseOperation(JFrame.EXIT_ON_CLOSE);
24. frame.setVisible(true);

25. }

26 b;

27. }

28. }

30. [ux

at. % This frame has text fields for user name and password, a field for the name of the requested
32. « System property, and a field to show the property value.

33. %

34. class JAASFrame extends JFrame

35, {

3. public JAASFrame()

37. {

38. setTitle("JAASTest");

39.

40. username = new JTextField(20);

41. password = new JPasswordField(20);

2. propertyName = new JTextField(20);

43. propertyValue = new JTextField(20);

44. propertyValue.setEditable(false);

45,

46. JPanel panel = new JPanel();

47. panel.setLayout(new GridLayout(0, 2));

48. panel.add(new JLabel("username:"));

49. panel.add(username);

50. panel.add(new JLabel("password:"));

51. panel.add(password);

52. panel.add(propertyName);

53. panel.add(propertyValue);

54. add(panel, BorderLayout.CENTER);

55.

56. JButton getValueButton = new JButton("Get Value");
57. getValueButton.addActionListener(new ActionListener()
58.

59. public void actionPerformed(ActionEvent event)
60. {

61. getValue();

62. }
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JAASTest.java (continued)

63. b;

64. JPanel buttonPanel = new JPanel();
65. buttonPanel.add(getValueButton);

66. add(buttonPanel, BorderLayout.SOUTH);
67. pack();

68. }

69.
70.  public void getValue()

71. {

72. try

73. {

74. LoginContext context = new LoginContext("Loginl", new SimpleCallbackHandler(username
75. .getText(), password.getPassword()));

76. context.login();

7. Subject subject = context.getSubject();

78. propertyValue.setText(""

79. + Subject.doAsPrivileged(subject, new SysPropAction(propertyName.getText()), null));
80. context.Togout();

81. }

82. catch (LoginException e)

83. {

84. JOptionPane.showMessageDialog(this, e);

85. }

86. }

87.

ss.  private JTextField username;

so.  private JPasswordField password;
9.  private JTextField propertyName;
ot private JTextField propertyValue;
% }

JAASTest.policy

grant codebase "file:login.jar"

{

1.

2.

3 permission java.awt.AWTPermission "showWindowWithoutWarningBanner";

4. permission javax.security.auth.AuthPermission "createlLoginContext.Loginl";
5. permission javax.security.auth.AuthPermission "doAsPrivileged";

6 permission javax.security.auth.AuthPermission "modifyPrincipals";

7. permission java.io.FilePermission "password.txt", "read";

8 };
9.

10. grant principal SimplePrincipal "role=admin”

1. {
12 permission java.util.PropertyPermission "+", "read";

13 };

203



- Chapter 9 W Security

Listing 9-14 REENGIIAL

204

1
2
3.
4

Loginl

-

SimpleLoginModule required pwfile="password.txt";

-}

API| javax.security.auth.callback.CallbackHandler 1.4

void handle(Callback[] callbacks)
handles the given callbacks, interacting with the user if desired, and stores the
security information in the callback objects.

javax.security.auth.callback.NameCallback 1.4

NameCalTback(String prompt)

NameCallback(String prompt, String defaultName)

constructs a NameCallback with the given prompt and default name.
void setName(String name)

String getName()

sets or gets the name gathered by this callback.

String getPrompt()

gets the prompt to use when querying this name.
String getDefaultName()

gets the default name to use when querying this name.

javax.security.auth.callback.PasswordCallback 1.4

PasswordCallback(String prompt, boolean echoOn)
constructs a PasswordCallback with the given prompt and echo flag.

void setPassword(char[] password)
char[] getPassword()
sets or gets the password gathered by this callback.

String getPrompt()
gets the prompt to use when querying this password.

boolean isEchoOn()
gets the echo flag to use when querying this password.

javax.security.auth.spi.LoginModule 1.4

void initialize(Subject subject, CallbackHandler handler, Map<String,?> sharedState,
Map<String,?> options)

initializes this LoginModule for authenticating the given subject. During login
processing, uses the given handler to gather login information. Use the sharedState
map for communication with other login modules. The options map contains the
name/value pairs specified in the login configuration for this module instance.
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e hoolean Togin()
carries out the authentication process and populates the subject’s principals.
Returns true if the login was successful.

e hoolean commit()
is called after all login modules were successful, for login scenarios that require a
two-phase commit. Returns true if the operation was successful.

e hoolean abort()
is called if the failure of another login module caused the login process to abort.
Returns true if the operation was successful.

e hoolean Togout()
logs out this subject. Returns true if the operation was successful.

Digital Signatures

As we said earlier, applets were what started the craze over the Java platform. In prac-
tice, people discovered that although they could write animated applets like the famous
“nervous text” applet, applets could not do a whole lot of useful stuff in the JDK 1.0
security model. For example, because applets under JDK 1.0 were so closely supervised,
they couldn’t do much good on a corporate intranet, even though relatively little risk
attaches to executing an applet from your company’s secure intranet. It quickly became
clear to Sun that for applets to become truly useful, it was important for users to be able
to assign different levels of security, depending on where the applet originated. If an
applet comes from a trusted supplier and it has not been tampered with, the user of that
applet can then decide whether to give the applet more privileges.

To give more trust to an applet, we need to know two things:
e Where did the applet come from?
e Was the code corrupted in transit?

In the past 50 years, mathematicians and computer scientists have developed sophisti-
cated algorithms for ensuring the integrity of data and for electronic signatures. The
java.security package contains implementations of many of these algorithms. Fortu-
nately, you don’t need to understand the underlying mathematics to use the algorithms
in the java.security package. In the next sections, we show you how message digests can
detect changes in data files and how digital signatures can prove the identity of the
signer.

Message Digests

A message digest is a digital fingerprint of a block of data. For example, the so-called
SHALI (secure hash algorithm #1) condenses any data block, no matter how long, into a
sequence of 160 bits (20 bytes). As with real fingerprints, one hopes that no two mes-
sages have the same SHA1 fingerprint. Of course, that cannot be true—there are only
2160 SHA1 fingerprints, so there must be some messages with the same fingerprint. But
2160 jg 50 large that the probability of duplication occurring is negligible. How negligi-
ble? According to James Walsh in True Odds: How Risks Affect Your Everyday Life (Merritt
Publishing 1996), the chance that you will die from being struck by lightning is about
one in 30,000. Now, think of nine other people, for example, your nine least favorite
managers or professors. The chance that you and all of them will die from lightning
strikes is higher than that of a forged message having the same SHA1 fingerprint as the
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original. (Of course, more than ten people, none of whom you are likely to know, will
die from lightning strikes. However, we are talking about the far slimmer chance that
your particular choice of people will be wiped out.)

A message digest has two essential properties:
¢ If one bit or several bits of the data are changed, then the message digest also changes.

* A forger who is in possession of a given message cannot construct a fake message
that has the same message digest as the original.

The second property is again a matter of probabilities, of course. Consider the following
message by the billionaire father:

“Upon my death, my property shall be divided equally among my children; however, my
son George shall receive nothing.”

That message has an SHA1 fingerprint of
2D 8B 35 F3 BF 49 (D B1 94 04 E@ 66 21 2B 5E 57 70 49 E1 7E

The distrustful father has deposited the message with one attorney and the fingerprint
with another. Now, suppose George can bribe the lawyer holding the message. He
wants to change the message so that Bill gets nothing. Of course, that changes the fin-
gerprint to a completely different bit pattern:

2A 33 0B 4B B3 FE CC 1C 9D 5C 01 A7 09 51 0B 49 AC 8F 98 92

Can George find some other wording that matches the fingerprint? If he had been the
proud owner of a billion computers from the time the Earth was formed, each computing
a million messages a second, he would not yet have found a message he could substitute.

A number of algorithms have been designed to compute these message digests. The two
best-known are SHA1, the secure hash algorithm developed by the National Institute of
Standards and Technology, and MD5, an algorithm invented by Ronald Rivest of MIT.
Both algorithms scramble the bits of a message in ingenious ways. For details about
these algorithms, see, for example, Cryptography and Network Security, 4th ed., by
William Stallings (Prentice Hall 2005). Note that recently, subtle regularities have been
discovered in both algorithms. At this point, most cryptographers recommend avoiding
MD?5 and using SHA1 until a stronger alternative becomes available. (See http://ww. rsa.com/
rsalabs/node.asp?1d=2834 for more information.)

The Java programming language implements both SHA1 and MD5. The MessageDigest

class is a factory for creating objects that encapsulate the fingerprinting algorithms. It has

a static method, called getInstance, that returns an object of a class that extends the Message-

Digest class. This means the MessageDigest class serves double duty:

* Asafactory class

® As the superclass for all message digest algorithms

For example, here is how you obtain an object that can compute SHA fingerprints:
MessageDigest alg = MessageDigest.getInstance("SHA-1");

(To get an object that can compute MD5, use the string "MD5" as the argument to getInstance.)

After you have obtained a MessageDigest object, you feed it all the bytes in the message by
repeatedly calling the update method. For example, the following code passes all bytes in
a file to the alg object just created to do the fingerprinting:
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InputStream in = . . .
int ch;
while ((ch = in.read()) != -1)
alg.update((byte) ch);
Alternatively, if you have the bytes in an array, you can update the entire array at once:

byte[] bytes = . . .;

alg.update(bytes);
When you are done, call the digest method. This method pads the input—as required by
the fingerprinting algorithm—does the computation, and returns the digest as an array
of bytes.

byte[] hash = alg.digest();
The program in Listing 9-15 computes a message digest, using either SHA or MD5. You

can load the data to be digested from a file, or you can type a message in the text area.
Figure 9-11 shows the application.

® SHA-1 ) MD5

ramong my children; however, my son George shall receive nothing.

[ I I IC
2D 8B 35 F3 BF 49 (D B1 94 04 EQ 66 21 2B 5E 57 70 49 E1
I

Figure 9-11 Computing a message digest

IBET50 MBS Bl MessageDigestTest. java

1. import java.io.x;

2. import java.security.s;
3. import java.awt.s;

4. import java.awt.event.x;
5. import javax.swing.:;
6.
7
8
9.

+ This program computes the message digest of a file or the contents of a text area.
x @version 1.13 2007-10-06

10. # @author Cay Horstmann

5/

12. pubTic class MessageDigestTest

13 {
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IBETa0 e ES Bl MessageDigestTest.java (continued)

12 public static void main(String[] args)

15. {

16. EventQueue.invokelLater(new Runnable()

17. {

18. pubTic void run()

19. {

20. JFrame frame = new MessageDigestFrame();

21. frame.setDefaultCloseOperation(JFrame.EXIT_ON_CLOSE);
22. frame.setVisible(true);

209. % This frame contains a menu for computing the message digest of a file or text area, radio
s0. % buttons to toggle between SHA-1 and MDS, a text area, and a text field to show the
a1, % message digest.

32 %/

33. class MessageDigestFrame extends JFrame

34, {

35.  public MessageDigestFrame()

36. {

a7, setTitle("MessageDigestTest");

38. setSize(DEFAULT_WIDTH, DEFAULT_HEIGHT);

39.

40. JPanel panel = new JPanel();

1. ButtonGroup group = new ButtonGroup();

2. addRadioButton(panel, "SHA-1", group);

43. addRadioButton(panel, "MDS", group);

44,

45. add(panel, BorderLayout.NORTH);

46. add(new JScrol1Pane(message), BorderLayout.CENTER);
47. add(digest, BorderlLayout.SOUTH);

48. digest.setFont(new Font("Monospaced", Font.PLAIN, 12));
49.

50. setAlgorithm("SHA-1");

51.

52. IMenuBar menuBar = new JMenuBar();

53. IMenu menu = new JMenu("File");

54. IMenuItem fileDigestItem = new IMenultem("File digest");
55. fileDigestItem.addActionlListener(new ActionListener()
56. {

57. pubTlic void actionPerformed(ActionEvent event)
58. {

59. ToadFile();

60. }

61, 1
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S50 By Bl MessageDigestTest.java (continued)

62.
63.
64.
65.
66.
67.
68.
69.
70.
7.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.
94.
95.
96.
97.
98.
99.
100.
101.
102.
103.
104.
105.
106.
107.
108.

menu.add(fileDigestItem);

IMenuItem textDigestItem = new JMenuItem("Text area digest");

textDigestItem.addActionlistener(new ActionListener()
{
pubTlic void actionPerformed(ActionEvent event)
{
String m = message.getText();
computeDigest(m.getBytes());
}
B
menu.add(textDigestItem);
menuBar.add(menu);
setJMenuBar(menuBar)

}
[

+ Adds a radio button to select an algorithm.

+ @param c the container into which to place the button
+ @param name the algorithm name

+ @param g the button group

x/

public void addRadioButton(Container c, final String name, ButtonGroup g)

{
ActionListener Tistener = new ActionListener()

{
pubTlic void actionPerformed(ActionEvent event)
{

setATgorithm(name);

}

h

JRadioButton b = new JRadioButton(name, g.getButtonCount() ==

c.add(b);
g.add(b);
b.addActionListener(listener);

}

[ax
+ Sets the algorithm used for computing the digest.
* @param alg the algorithm name
i/
public void setAlgorithm(String alg)
{
try
{
currentAlgorithm = MessageDigest.getInstance(alg);
digest.setText("");
}

)i
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IBETa0 e ES Bl MessageDigestTest.java (continued)

210

109.
110.
111,
112
113.
114.
115.
116.
117.
118.
119.
120.
121.
122.
123.
124.
125.
126.
127.
128.
129.
130.
131.
132.
133.
134.
135.
136.
137.
138.
139.
140.
141.
142.
143.
144.
145.
146.
147.
148.
149.
150.
151.
152.
153.
154.
155.
156.

catch (NoSuchAlgorithmException e)
{
digest.setText("" + e);
}
}

[ux
+ Loads a file and computes its message digest.
public void ToadFile()
{
JFileChooser chooser = new JFileChooser();
chooser.setCurrentDirectory(new File("."));

int r = chooser.showOpenDialog(this);
if (r == JFileChooser.APPROVE_OPTION)
{
try
{
String name = chooser.getSelectedFile().getAbsolutePath();
computeDigest(loadBytes(name));
}
catch (IOException e)
{
JOptionPane. showMessageDialog(null, e);

}

[

+ Loads the bytes in a file.

+ @param name the file name

+ @return an array with the bytes in the file

#/
public byte[] ToadBytes(String name) throws IOException
{

FileInputStream in = null;

in = new FileInputStream(name);
try
{
ByteArrayOutputStream buffer = new ByteArrayOutputStream();
int ch;
while ((ch = in.read()) != -1)
buffer.write(ch);
return buffer.toByteArray();
}
finally
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S50 By Bl MessageDigestTest.java (continued)

157.
158.
159.
160.
161.
162.
163.
164.
165.
166.
167.
168.
169.
170.
171.
172.
178.
174.
175.
176.
177.
178.
179.
180.
181.
182.
183.
184.
185.
186.

{

in.close();

+ Computes the message digest of an array of bytes and displays it in the text field.

+ @param b the bytes for which the message digest should be computed.
x/
public void computeDigest(byte[] b)
{
currentAlgorithm.reset();
currentAlgorithm.update(b);
byte[] hash = currentAlgorithm.digest();
String d = "";
for (int i = 0; i < hash.length; i++)

int v = hash[i] & OXFF;
if (v <16) d += "0";
d += Integer.toString(v, 16).toUpperCase() + " ";
}
digest.setText(d);
}

private JTextArea message = new JTextArea();
private JTextField digest = new JTextField();
private MessageDigest currentAlgorithm;
private static final int DEFAULT_WIDTH = 400;
private static final int DEFAULT_HEIGHT = 300;

java.security.MessageDigest 1.1

static MessageDigest getInstance(String algorithmName)

returns a MessageDigest object that implements the specified algorithm. Throws
NoSuchATgorithmException if the algorithm is not provided.

void update(byte input)

void update(byte[] input)

void update(byte[] input, int offset, int len)

updates the digest, using the specified bytes.

byte[] digest()

completes the hash computation, returns the computed digest, and resets the
algorithm object.

void reset()
resets the digest.
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Message Signing

In the last section, you saw how to compute a message digest, a fingerprint for the orig-
inal message. If the message is altered, then the fingerprint of the altered message will
not match the fingerprint of the original. If the message and its fingerprint are delivered
separately, then the recipient can check whether the message has been tampered with.
However, if both the message and the fingerprint were intercepted, it is an easy matter
to modify the message and then recompute the fingerprint. After all, the message digest
algorithms are publicly known, and they don’t require secret keys. In that case, the
recipient of the forged message and the recomputed fingerprint would never know that
the message has been altered. Digital signatures solve this problem.

To help you understand how digital signatures work, we explain a few concepts from
the field called public key cryptography. Public key cryptography is based on the notion of
a public key and private key. The idea is that you tell everyone in the world your public
key. However, only you hold the private key, and it is important that you safeguard it
and don’t release it to anyone else. The keys are matched by mathematical relationships,
but the exact nature of these relationships is not important for us. (If you are interested,
you can look it up in The Handbook of Applied Cryptography at http://www.cacr.math.uwater-
loo.ca/hac/.)

The keys are quite long and complex. For example, here is a matching pair of public and
private Digital Signature Algorithm (DSA) keys.

Public key:

p:
fcab82ce8el2caba26efccf7110e526db078b05edechcdlebda208f3ael617ae01f35h91a47e6df63413c5e12ed0899
bcd132acd50d99151bdc43ee737592e17

q: 962eddcc369cha8ebb260eebbbal26d9346e38c5

0:678471h27a9cf44ee91a49c5147db1a9aaf24405a434d6486931d2d14271h9e35030b71fd73da179069b32e29356
30e

1c2062354d0da20abc416e50be794cad

y:
cOb6e67b4ac098ebla32c5f8caclfe7e6fh9d832532e27d0bdab9ca2d2a8123ce5a8018h8161a760480faddd40b927
281ddb22ch9bc4df596d7de4d1b977d50

Private key:

p:
fcab82ce8el2caba26efccf7110e526db078b0@5edechcdlebda208f3ael617ae01f35091a47e6df63413c5e12ed0899
bcd132acd50d99151bdc43ee737592e17

q: 962eddcc369cha8ebb260eebbbal26d9346e38c5

g:
678471b27a9cf44ee91a49c5147dbla9aaf244105a434d6486931d2d14271h9e35030b71fd73dal79069h32e2935630
€1c2062354d0da20a6c416e50be794cad

x: 146c09f881656cc6c51f27eabc3a91b85ed1d70a

It is believed to be practically impossible to compute one key from the other. That is,
even though everyone knows your public key, they can’t compute your private key in
your lifetime, no matter how many computing resources they have available.
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It might seem difficult to believe that nobody can compute the private key from the
public keys, but nobody has ever found an algorithm to do this for the encryption
algorithms that are in common use today. If the keys are sufficiently long, brute
force—simply trying all possible keys—would require more computers than can be
built from all the atoms in the solar system, crunching away for thousands of years. Of
course, it is possible that someone could come up with algorithms for computing keys
that are much more clever than brute force. For example, the RSA algorithm (the
encryption algorithm invented by Rivest, Shamir, and Adleman) depends on the diffi-
culty of factoring large numbers. For the last 20 years, many of the best mathemati-
cians have tried to come up with good factoring algorithms, but so far with no
success. For that reason, most cryptographers believe that keys with a “modulus” of
2,000 bits or more are currently completely safe from any attack. DSA is believed to be
similarly secure.

Figure 9-12 illustrates how the process works in practice.

e 3
Message
r ———————— DSA
- — signing
—< —— algorithm
\
DSA private key
Public key
> DSA
verification — \/
> algorithm

Figure 9-12 Public key signature exchange with DSA
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Suppose Alice wants to send Bob a message, and Bob wants to know this message came
from Alice and not an impostor. Alice writes the message and then signs the message
digest with her private key. Bob gets a copy of her public key. Bob then applies the pub-
lic key to verify the signature. If the verification passes, then Bob can be assured of two
facts:

¢ The original message has not been altered.

¢ The message was signed by Alice, the holder of the private key that matches the
public key that Bob used for verification.

You can see why security for private keys is all-important. If someone steals Alice’s pri-
vate key or if a government can require her to turn it over, then she is in trouble. The
thief or a government agent can impersonate her by sending messages, money transfer
instructions, and so on, that others will believe came from Alice.

The X.509 Certificate Format

To take advantage of public key cryptography, the public keys must be distributed. One
of the most common distribution formats is called X.509. Certificates in the X.509 format
are widely used by VeriSign, Microsoft, Netscape, and many other companies, for sign-
ing e-mail messages, authenticating program code, and certifying many other kinds of
data. The X.509 standard is part of the X.500 series of recommendations for a directory
service by the international telephone standards body, the CCITT.

The precise structure of X.509 certificates is described in a formal notation, called “abstract
syntax notation #1” or ASN.1. Figure 9-13 shows the ASN.1 definition of version 3 of the
X.509 format. The exact syntax is not important for us, but, as you can see, ASN.1 gives a
precise definition of the structure of a certificate file. The basic encoding rules, or BER, and a
variation, called distinguished encoding rules (DER) describe precisely how to save this
structure in a binary file. That is, BER and DER describe how to encode integers, character
strings, bit strings, and constructs such as SEQUENCE, CHOICE, and OPTIONAL.

NOTE: You can find more information on ASN.1 in A Layman’s Guide to a Subset of
ASN.1, BER, and DER by Burton S. Kaliski, Jr. (ftp://ftp.rsa.com/pub/pkcs/ps/layman.ps),
ASN.1—Communication Between Heterogeneous Systems by Olivier Dubuisson (Aca-
demic Press 2000) (http://www.oss.com/asnl/dubuisson.html) and ASN.1 Complete by John
Larmouth (Morgan Kaufmann Publishers 1999) (http://ww.o0ss.com/asnl/larmouth.html).

Verifying a Signature

The JDK comes with the keytool program, which is a command-line tool to generate and
manage a set of certificates. We expect that ultimately the functionality of this tool will
be embedded in other, more user-friendly programs. But right now, we use keytool to
show how Alice can sign a document and send it to Bob, and how Bob can verify that
the document really was signed by Alice and not an imposter.

The keytool program manages keystores, databases of certificates and private/public key
pairs. Each entry in the keystore has an alias. Here is how Alice creates a keystore,
alice.certs, and generates a key pair with alias alice.

keytool -genkeypair -keystore alice.certs -alias alice
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[Certificate ::= SEQUENCE {

thsCertificate TBSCertificate,
signatureAlgorithm  AlgorithmIdentifier
signature BIT STRING }

TBSCertificate ::= SEQUENCE {
version [0]  EXPLICIT Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier
issuer Name,
validity Validity,
subject Name,

subjectPubTicKeyInfo SubjectPublicKeyInfo,
issuerUniqueID [1] IMPLICIT Uniqueldentifier OPTIONAL,

-- If present, version must be v2 or v3
subjectUniqueID [2] IMPLICIT Uniqueldentifier OPTIONAL,

-- If present, version must be v2 or v3
extensions [3] EXPLICIT Extensions OPTIONAL

-- If present, version must be v3

}
Version ::= INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber ::= INTEGER

Validity ::= SEQUENCE {

notBefore CertificateValidityDate,

notAfter CertificateValidityDate }
CertificateValidityDate ::= CHOICE {

utcTime UTCTime,

generalTime  GeneralizedTime }
Uniqueldentifier ::= BIT STRING
SubjectPublicKeyInfo ::= SEQUENCE {

algorithm AlgorithmIdentifier

subjectPublicKey BIT STRING }
Extensions ::= SEQUENCE OF Extension
Extension ::= SEQUENCE {

extnID OBJECT IDENTIFIER,

critical BOOLEAN DEFAULT FALSE,

extnValue  OCTET STRING }

Figure 9-13 ASN.1 definition of X.509v3
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When creating or opening a keystore, you are prompted for a keystore password. For
this example, just use secret. If you were to use the keytool-generated keystore for any
serious purpose, you would need to choose a good password and safeguard this file.

When generating a key, you are prompted for the following information:

Enter keystore password: secret
Reenter new password: secret
What is your first and last name?
[Unknown]: Alice Lee
What is the name of your organizational unit?
[Unknown]: Engineering Department
What is the name of your organization?
[Unknown]: ACME Software
What is the name of your City or Locality?
[Unknown]: San Francisco
What is the name of your State or Province?
[Unknown]: CA
What is the two-letter country code for this unit?
[Unknown]: US
Is <CN=Alice Lee, OU=Engineering Department, 0=ACME Software, L=San Francisco, ST=CA, C=US> cor-
rect?
[no]: yes
The keytool uses X.500 distinguished names, with components Common Name (CN),
Organizational Unit (OU), Organization (O), Location (L), State (ST), and Country (C) to
identify key owners and certificate issuers.
Finally, specify a key password, or press ENTER to use the keystore password as the key
password.
Suppose Alice wants to give her public key to Bob. She needs to export a certificate file:
keytool -exportcert -keystore alice.certs -alias alice -file alice.cer
Now Alice can send the certificate to Bob. When Bob receives the certificate, he can
print it:
keytool -printcert -file alice.cer
The printout looks like this:

Owner: CN=Alice Lee, OU=Engineering Department, 0=ACME Software, L=San Francisco, ST=CA, C=US
Issuer: (N=Alice Lee, OU=Engineering Department, 0=ACME Software, L=San Francisco, ST=CA, C=US

Serial number: 470835ce
Valid from: Sat Oct 06 18:26:38 PDT 2007 until: Fri Jan 04 17:26:38 PST 2008

Certificate fingerprints:
MD5: BC:18:15:27:85:69:48:B1:5A:C3:0B:1C:(C6:11:B7:81
SHAL: 31:0A:A0:B8:(C2:8B:3B:B6:85:7C:EF:(0:57:E5:94:95:61:47:6D:34
Signature algorithm name: SHAlwithDSA
Version: 3
If Bob wants to check that he got the right certificate, he can call Alice and verify the cer-
tificate fingerprint over the phone.
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NOTE: Some certificate issuers publish certificate fingerprints on their web sites. For exam-
ple, to check the VeriSign certificate in the keystore jre/1ib/security/cacerts directory, use
the -Tist option:

keytool -Tist -v -keystore jre/lib/security/cacerts
The password for this keystore is changeit. One of the certificates in this keystore is

Owner: OU=VeriSign Trust Network, OU="(c) 1998 VeriSign, Inc. - For authorized use only",
0U=Class 1 Public Primary Certification Authority - G2, 0="VeriSign, Inc.", C=US
Issuer: OU=VeriSign Trust Network, OU="(c) 1998 VeriSign, Inc. - For authorized
use only", OU=Class 1 Public Primary Certification Authority - G2, 0="VeriSign, Inc.",
C=US
Serial number: 4cc7eaaa983e71d39310f83d3a899192
Valid from: Sun May 17 17:00:00 PDT 1998 until: Tue Aug 01 16:59:59 PDT 2028
Certificate fingerprints:

MD5: DB:23:3D:F9:69:FA:4B:B9:95:80:44:73:5E:7D:41:83

SHAL: 27:3E:E1:24:57:FD:C4:F9:0C:55:E8:2B:56:16:7F:62:F5:32:E5:47

You can check that your certificate is valid by visiting the web site http://www.verisign.com/
repository/root.html.

Once Bob trusts the certificate, he can import it into his keystore.
keytool -importcert -keystore bob.certs -alias alice -file alice.cer

CAUTION: Never import into a keystore a certificate that you don’t fully trust. Once a certifi-
X cate is added to the keystore, any program that uses the keystore assumes that the certifi-
cate can be used to verify signatures.

Now Alice can start sending signed documents to Bob. The jarsigner tool signs and veri-
fies JAR files. Alice simply adds the document to be signed into a JAR file.

jar cvf document.jar document.txt

Then she uses the jarsigner tool to add the signature to the file. She needs to specify the
keystore, the JAR file, and the alias of the key to use.

jarsigner -keystore alice.certs document.jar alice
When Bob receives the file, he uses the -verify option of the jarsigner program.
jarsigner -verify -keystore bob.certs document.jar

Bob does not need to specify the key alias. The jarsigner program finds the X.500
name of the key owner in the digital signature and looks for matching certificates in
the keystore.

If the JAR file is not corrupted and the signature matches, then the jarsigner program
prints
jar verified.

Otherwise, the program displays an error message.
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The Authentication Problem

Suppose you get a message from your friend Alice, signed with her private key, using
the method we just showed you. You might already have her public key, or you can
easily get it by asking her for a copy or by getting it from her web page. Then, you can
verify that the message was in fact authored by Alice and has not been tampered with.
Now, suppose you get a message from a stranger who claims to represent a famous soft-
ware company, urging you to run the program that is attached to the message. The
stranger even sends you a copy of his public key so you can verify that he authored the
message. You check that the signature is valid. This proves that the message was signed
with the matching private key and that it has not been corrupted.

Be careful: You still have no idea who wrote the message. Anyone could have generated a
pair of public and private keys, signed the message with the private key, and sent the
signed message and the public key to you. The problem of determining the identity of
the sender is called the authentication problem.

The usual way to solve the authentication problem is simple. Suppose the stranger and
you have a common acquaintance you both trust. Suppose the stranger meets your
acquaintance in person and hands over a disk with the public key. Your acquaintance
later meets you, assures you that he met the stranger and that the stranger indeed works
for the famous software company, and then gives you the disk (see Figure 9-14). That
way, your acquaintance vouches for the authenticity of the stranger.

) Public key file
Private key

m Trusted | W

channel

Stranger Public key Friend

Trusted
channel

Figure 9-14 Authentication through a trusted intermediary

In fact, your acquaintance does not actually need to meet you. Instead, he can use his
private key to sign the stranger’s public key file (see Figure 9-15).



Digital Signatures -

When you get the public key file, you verify the signature of your friend, and because
you trust him, you are confident that he did check the stranger’s credentials before
applying his signature.

However, you might not have a common acquaintance. Some trust models assume
that there is always a “chain of trust”—a chain of mutual acquaintances—so that you
trust every member of that chain. In practice, of course, that isn’t always true. You
might trust your friend, Alice, and you know that Alice trusts Bob, but you don’t
know Bob and aren’t sure that you trust him. Other trust models assume that there is a
benevolent big brother in whom we all trust. The best known of these companies is
VeriSign, Inc. (http://www.verisign.com).

) Private
. Key file
Private key key
Chaee  Trusted b
—>h | W W
I~ channe Public
Stranger Public key key Friend
Sign
Trusted
channel
. Y
Signed
key file
——
Verify
You

Figure 9-15 Authentication through a trusted intermediary’s signature
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You will often encounter digital signatures that are signed by one or more entities who
will vouch for the authenticity, and you will need to evaluate to what degree you trust
the authenticators. You might place a great deal of trust in VeriSign, perhaps because
you saw their logo on many web pages or because you heard that they require multiple
people with black attaché cases to come together into a secure chamber whenever new
master keys are to be minted.

However, you should have realistic expectations about what is actually being authenti-
cated. The CEO of VeriSign does not personally meet every individual or company rep-
resentative when authenticating a public key. You can get a “class 17 ID simply by filling
out a web form and paying a small fee. The key is mailed to the e-mail address included
in the certificate. Thus, you can be reasonably assured that the e-mail address is genu-
ine, but the requestor could have filled in any name and organization. There are more
stringent classes of IDs. For example, with a “class 3” ID, VeriSign will require an indi-
vidual requestor to appear before a notary public, and it will check the financial rating
of a corporate requestor. Other authenticators will have different procedures. Thus,
when you receive an authenticated message, it is important that you understand what,
in fact, is being authenticated.

Certificate Signing

In the section “Verifying a Signature” on page 814, you saw how Alice used a self-
signed certificate to distribute a public key to Bob. However, Bob needed to ensure that
the certificate was valid by verifying the fingerprint with Alice.

Suppose Alice wants to send her colleague Cindy a signed message, but Cindy doesn’t
want to bother with verifying lots of signature fingerprints. Now suppose that there is
an entity that Cindy trusts to verify signatures. In this example, Cindy trusts the Infor-
mation Resources Department at ACME Software.

That department operates a certificate authority (CA). Everyone at ACME has the CA’s
public key in their keystore, installed by a system administrator who carefully checked
the key fingerprint. The CA signs the keys of ACME employees. When they install each
other’s keys, then the keystore will trust them implicitly because they are signed by a
trusted key.

Here is how you can simulate this process. Create a keystore acmesoft.certs. Generate a
key par and export the public key:

keytool -genkeypair -keystore acmesoft.certs -alias acmeroot

keytool -exportcert -keystore acmesoft.certs -alias acmeroot -file acmeroot.cer
The public key is exported into a “self-signed” certificate. Then add it to every
employee’s keystore.

keytool -importcert -keystore cindy.certs -alias acmeroot -file acmeroot.cer

For Alice to send messages to Cindy and to everyone else at ACME Software, she needs to
bring her certificate to the Information Resources Department and have it signed. Unfor-
tunately, this functionality is missing in the keytool program. In the book’s companion
code, we supply a CertificateSigner class to fill the gap. An authorized staff member at
ACME Software would verify Alice’s identity and generate a signed certificate as follows:

java CertificateSigner -keystore acmesoft.certs -alias acmeroot
-infile alice.cer -outfile alice_signedby_acmeroot.cer
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The certificate signer program must have access to the ACME Software keystore, and the
staff member must know the keystore password. Clearly, this is a sensitive operation.

Alice gives the file alice_signedby_acmeroot.cer file to Cindy and to anyone else in ACME
Software. Alternatively, ACME Software can simply store the file in a company direc-
tory. Remember, this file contains Alice’s public key and an assertion by ACME Soft-
ware that this key really belongs to Alice.

Now Cindy imports the signed certificate into her keystore:
keytool -importcert -keystore cindy.certs -alias alice -file alice_signedby_acmeroot.cer

The keystore verifies that the key was signed by a trusted root key that is already
present in the keystore. Cindy is not asked to verify the certificate fingerprint.

Once Cindy has added the root certificate and the certificates of the people who regu-
larly send her documents, she never has to worry about the keystore again.
Certificate Requests

In the preceding section, we simulated a CA with a keystore and the CertificateSigner
tool. However, most CAs run more sophisticated software to manage certificates, and

they use slightly different formats for certificates. This section shows the added steps
that are required to interact with those software packages.

We will use the OpenSSL software package as an example. The software is preinstalled
for many Linux systems and Mac OS X, and a Cygwin port is also available. Alterna-
tively, you can download the software at http://www.openss1.org.

To create a CA, run the (A script. The exact location depends on your operating system.
On Ubuntu, run

Jusr/Tib/ss1/misc/CA.p1 -newca

This script creates a subdirectory called demoCA in the current directory. The directory con-
tains a root key pair and storage for certificates and certificate revocation lists.

You will want to import the public key into the Java keystore of all employees, but it is
in the Privacy Enhanced Mail (PEM) format, not the DER format that the keystore
accepts easily. Copy the file demoCA/cacert.pem to a file acmeroot.pem and open that file in a
text editor. Remove everything before the line

Now you can import acmeroot.pem into each keystore in the usual way:
keytool -importcert -keystore cindy.certs -alias alice -file acmeroot.pem
It seems quite incredible that the keytool cannot carry out this editing operation itself.

To sign Alice’s public key, you start by generating a certificate request that contains the
certificate in the PEM format:

keytool -certreq -keystore alice.store -alias alice -file alice.pem
To sign the certificate, run
openss1 ca -in alice.pem -out alice_signedby_acmeroot.pem
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As before, cut out everything outside the BEGIN CERTIFICATE/END CERTIFICATE markers from
alice_signedby_acmeroot.pem. Then import it into the keystore:

keytool -importcert -keystore cindy.certs -alias alice -file alice_signedby_acmeroot.pem

You use the same steps to have a certificate signed by a public certificate authority such
as VeriSign.

Code Signing

One of the most important uses of authentication technology is signing executable pro-
grams. If you download a program, you are naturally concerned about damage that a
program can do. For example, the program could have been infected by a virus. If you
know where the code comes from and that it has not been tampered with since it left its
origin, then your comfort level will be a lot higher than without this knowledge. In fact,
if the program was also written in the Java programming language, you can then use
this information to make a rational decision about what privileges you will allow that
program to have. You might want it to run just in a sandbox as a regular applet, or you
might want to grant it a different set of rights and restrictions. For example, if you
download a word processing program, you might want to grant it access to your printer
and to files in a certain subdirectory. However, you might not want to give it the right to
make network connections, so that the program can’t try to send your files to a third
party without your knowledge.

You now know how to implement this sophisticated scheme.
1. Use authentication to verify where the code came from.

2. Run the code with a security policy that enforces the permissions that you want to
grant the program, depending on its origin.

JAR File Signing
In this section, we show you how to sign applets and web start applications for use with
the Java Plug-in software. There are two scenarios:

® Delivery in an intranet.
* Delivery over the public Internet.

In the first scenario, a system administrator installs policy files and certificates on local
machines. Whenever the Java Plug-in tool loads signed code, it consults the policy file
for the permissions and the keystore for signatures. Installing the policies and certifi-
cates is straightforward and can be done once per desktop. End users can then run
signed corporate code outside the sandbox. Whenever a new program is created or an
existing one is updated, it must be signed and deployed on the web server. However, no
desktops need to be touched as the programs evolve. We think this is a reasonable sce-
nario that can be an attractive alternative to deploying corporate applications on every
desktop.

In the second scenario, software vendors obtain certificates that are signed by CAs such
as VeriSign. When an end user visits a web site that contains a signed applet, a pop-up
dialog box identifies the software vendor and gives the end user two choices: to run the
applet with full privileges or to confine it to the sandbox. We discuss this less desirable
scenario in detail in the section “Software Developer Certificates” on page 827.
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For the remainder of this section, we describe how you can build policy files that grant
specific permissions to code from known sources. Building and deploying these policy
files is not for casual end users. However, system administrators can carry out these
tasks in preparation for distributing intranet programs.

Suppose ACME Software wants its users to run certain programs that require local file
access, and it wants to deploy the programs through a browser, as applets or Web Start
applications. Because these programs cannot run inside the sandbox, ACME Software
needs to install policy files on employee machines.

As you saw earlier in this chapter, ACME could identify the programs by their code
base. But that means that ACME would need to update the policy files each time the
programs are moved to a different web server. Instead, ACME decides to sign the JAR
files that contain the program code.

First, ACME generates a root certificate:
keytool -genkeypair -keystore acmesoft.certs -alias acmeroot

Of course, the keystore containing the private root key must be kept at a safe place.
Therefore, we create a second keystore client.certs for the public certificates and add the
public acmeroot certificate into it.

keytool -exportcert -keystore acmesoft.certs -alias acmeroot -file acmeroot.cer
keytool -importcert -keystore client.certs -alias acmeroot -file acmeroot.cer

To make a signed JAR file, programmers add their class files to a JAR file in the usual
way. For example,

javac FileReadApplet.java
jar cvf FileReadApplet.jar .class

Then a trusted person at ACME runs the jarsigner tool, specifying the JAR file and the
alias of the private key:

jarsigner -keystore acmesoft.certs FileReadApplet.jar acmeroot
The signed applet is now ready to be deployed on a web server.

Next, let us turn to the client machine configuration. A policy file must be distributed to
each client machine.

To reference a keystore, a policy file starts with the line
keystore "keystoreURL", "keystoreType";

The URL can be absolute or relative. Relative URLs are relative to the location of the
policy file. The type is JKS if the keystore was generated by keytool. For example,

keystore "client.certs", "IKS";
Then grant clauses can have suffixes signedBy "alias", such as this one:
grant signedBy "acmeroot"

{

};”l

Any signed code that can be verified with the public key associated with the alias is now
granted the permissions inside the grant clause.
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You can try out the code signing process with the applet in Listing 9-16. The applet tries
to read from a local file. The default security policy only lets the applet read files from
its code base and any subdirectories. Use appletviewer to run the applet and verify that
you can view files from the code base directory, but not from other directories.

Now create a policy file applet.policy with the contents:

keystore "client.certs", "IKS";
grant signedBy "acmeroot”

{
permission java.lang.RuntimePermission "usePolicy";
permission java.io.FilePermission "/etc/+", "read";
b
The usePolicy permission overrides the default “all or nothing” permission for signed
applets. Here, we say that any applets signed by acmeroot are allowed to read files in the
/etc directory. (Windows users: Substitute another directory such as C:\Windows.)

Tell the applet viewer to use the policy file:
appletviewer -J-Djava.security.policy=applet.policy FileReadApplet.html

Now the applet can read files from the /etc directory, thus demonstrating that the sign-
ing mechanism works.

As a final test, you can run your applet inside the browser (see Figure 9-16). You need
to copy the permission file and keystore inside the Java deployment directory. If you
run UNIX or Linux, that directory is the .java/deployment subdirectory of your home
directory. In Windows Vista, it is the C:\Users\yourLoginName\AppData\Sun\Java\Deployment
directory. In the following, we refer to that directory as deploydir.

Copy applet.policy and client.certs to the deploydir/security directory. In that directory,
rename applets.policy to java.policy. (Double-check that you are not wiping out an existing
java.policy file. If there is one, add the applet.policy contents to it.)

TIP: For more details on configuring client Java security, read the sections “Deployment
Configuration File and Properties” and “Java Control Panel” in the Java deployment
guide at http://java.sun.com/javase/6/docs/technotes/quides/deployment/deployment-guide/
overview.html.

o—m

Restart your browser and load the FileReadApplet.html. You should not be prompted to
accept any certificate. Check that you can load any file in the /etc directory and the
directory from which the applet was loaded, but not from other directories.

When you are done, remember to clean up your deploydir/security directory. Remove the
files java.policy and client.certs. Restart your browser. If you load the applet again after
cleaning up, you should no longer be able to read files from the local file system.
Instead, you will be prompted for a certificate. We discuss security certificates in the
next section.
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IR LT MBS Gl FileReadApplet.java

_import java.awt.x;

- import java.awt.event.x;
. import java.io.s;
_import java.util.s;

. import javax.swing.;

[ax

+ This applet can run "outside the sandbox" and read local files when it is given the right

x permissions.
« @version 1.11 2007-10-06
. @Gauthor Cay Horstmann

o/

. pubTic class FileReadApplet extends JApplet

{
public void init()
{

EventQueue.invokelLater(new Runnable()

public void run()

{
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FileReadApplet.java (continued)

21. fileNameField = new JTextField(20);

22. JPanel panel = new JPanel();

23. panel.add(new JLabel("File name:"));

24. panel.add(fileNameField);

25. JButton openButton = new JButton("Open");
2. panel.add(openButton);

27. ActionListener Tistener = new ActionListener()
28. {

29. pubTlic void actionPerformed(ActionEvent event)
30. {

31. loadFile(fileNameField.getText());
32. }

33, ¥

34. fileNameField.addActionListener(1listener);
35. openButton.addActionListener(listener);

36.

37. add(panel, "North");

38.

30. fileText = new JTextArea();

40. add(new JScrollPane(fileText), "Center");
41. }

a2, 1;

43. }

44.

45 [ux

46. + Loads the contents of a file into the text area.
47. + @aram filename the file name

49, public void ToadFile(String filename)

50. {

51. try

52. {

53. fileText.setText("");

54. Scanner in = new Scanner(new FileReader(filename));
55. while (in.hasNextLine())

56. fileText.append(in.nextLine() + "\n");

57. in.close();

58. }

59. catch (IOException e)

60. {

61. fileText.append(e + "\n");

62. }

63. catch (SecurityException e)

64. {

65. fileText.append("I am sorry, but I cannot do that.\n");
66. fileText.append(e + "\n");

67. }

68. }

69.  private JTextField fileNameField;
70.  private JTextArea fileText;

71. }
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Software Developer Certificates

Up to now, we discussed scenarios in which programs are delivered in an intranet and for
which a system administrator configures a security policy that controls the privileges of
the programs. However, that strategy only works with programs from known sources.

Suppose while surfing the Internet, you encounter a web site that offers to run an applet
or web start application from an unfamiliar vendor, provided you grant it the permis-
sion to do so (see Figure 9-17). Such a program is signed with a software developer certifi-
cate that is issued by a CA. The pop-up dialog box identifies the software developer and
the certificate issuer. You now have two choices:

* Run the program with full privileges.

¢ Confine the program to the sandbox. (The Cancel button in the dialog box is mis-
leading. If you click that button, the applet is not canceled. Instead, it runs in the
sandbox.)

The application's digital signature has been

verified. Do you want to run the S\ vore nformation...___[x

application?

@ This application will be run without the security
restrictions narmally provided by Java.

Name: Mifiew

Publisher: ChemAxan Kit @ caution: "Chemaxon Kft " asserts that this
application is safe. You should only run this

From: http:ffwww.chemaxon.com application if you trust "ChemAxon Kft." to make

that assertion.

lways trust content from this publisher.;

@ The digital signature was generated with a trusted

Run Cancel certificate.

“ The digital signature has been validated by a More Information Gl el
trusted source =
I
= ChemAxon Kit. (Thawte Cod| |Field Value
b Thawte Code Signing CA (| f/ersion V3 -

Serial Number [5945024393821702359469871...
Signature Algorithm [SHAlwithRSA]
Issuer CN=Thawte Cade Signing CA, O...
walidity [From: Sun May 14 17:00:00 PDT...
Subject CN=ChemAxon Kft., OU=Develo...
Signature 0000: 4F 5236900802 ACT71 ..
MDS Fingerprint 41:25:7C:C5:42:45.4C:BF:52:53:... [~]

p5:DB:B5:7E:OF:A0:29:42:09:62:56:62:8C:4C:D2:30:62:64:EA: 1(]

3 TR [Tl B
Figure 9-17 Launching a signed applet

What facts do you have at your disposal that might influence your decision? Here is
what you know:

¢ Thawte sold a certificate to the software developer.

* The program really was signed with that certificate, and it hasn’t been modified in
transit.

® The certificate really was signed by Thawte—it was verified by the public key in the
local cacerts file.
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Does that tell you whether the code is safe to run? Do you trust the vendor if all you
know is the vendor name and the fact that Thawte sold them a software developer cer-
tificate? Presumably Thawte went to some degree of trouble to assure itself that Che-
mAxon Kft. is not an outright cracker. However, no certificate issuer carries out a
comprehensive audit of the honesty and competence of software vendors.

In the situation of an unknown vendor, an end user is ill-equipped to make an intelli-
gent decision whether to let this program run outside the sandbox, with all permissions
of a local application. If the vendor is a well-known company, then the user can at least
take the past track record of the company into account.

NOTE: It is possible to use very weak certificates to sign code—see http://ww.dallaway.com/
acad/webstart for a sobering example. Some developers even instruct users to add untrusted
certificates into their certificate store—for example, http://ww.agsrhichome.bn1.gov/Controls/
doc/javaws/javaws_howto.html. From a security standpoint, this seems very bad.

We don't like situations in which a program demands “give me all rights, or  won’t run
at all.” Naive users are too often cowed into granting access that can put them in danger.

Would it help if each program explained what rights it needs and requested specific per-
mission for those rights? Unfortunately, as you have seen, that can get pretty technical.
It doesn’t seem reasonable for an end user to have to ponder whether a program should
really have the right to inspect the AWT event queue.

We remain unenthusiastic about software developer certificates. It would be better if
applets and web start applications on the public Internet tried harder to stay within
their respective sandboxes, and if those sandboxes were improved. The Web Start API
that we discussed in Volume I, Chapter 10 is a step in the right direction.

Encryption

So far, we have discussed one important cryptographic technique that is implemented
in the Java security API, namely, authentication through digital signatures. A second
important aspect of security is encryption. When information is authenticated, the infor-
mation itself is plainly visible. The digital signature merely verifies that the information
has not been changed. In contrast, when information is encrypted, it is not visible. It can
only be decrypted with a matching key.

Authentication is sufficient for code signing—there is no need for hiding the code. How-
ever, encryption is necessary when applets or applications transfer confidential infor-
mation, such as credit card numbers and other personal data.

Until recently, patents and export controls have prevented many companies, including
Sun, from offering strong encryption. Fortunately, export controls are now much less
stringent, and the patent for an important algorithm has expired. As of Java SE 1.4, good
encryption support has been part of the standard library.

Symmetric Ciphers

The Java cryptographic extensions contain a class Cipher that is the superclass for all
encryption algorithms. You get a cipher object by calling the getInstance method:

Cipher cipher = Cipher.getInstance(algorithName);
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or
Cipher cipher = Cipher.getInstance(algorithName, providerName);

The JDK comes with ciphers by the provider named "SunJCE". It is the default provider
that is used if you don’t specify another provider name. You might want another pro-
vider if you need specialized algorithms that Sun does not support.

The algorithm name is a string such as "AES" or "DES/CBC/PKCSSPadding".

The Data Encryption Standard (DES) is a venerable block cipher with a key length of
56 bits. Nowadays, the DES algorithm is considered obsolete because it can be cracked
with brute force (see, for example, http://www.eff.org/Privacy/Crypto/Crypto_misc/DESCracker/
). A far better alternative is its successor, the Advanced Encryption Standard (AES).
See http://waw.csrc.nist.gov/publications/fips/fips197/fips-197.pdf for a detailed description
of the AES algorithm. We use AES for our example.
Once you have a cipher object, you initialize it by setting the mode and the key:

int mode = . . .;

Key key = . . .;

cipher.init(mode, key);
The mode is one of

Cipher.ENCRYPT_MODE

Cipher.DECRYPT_MODE

Cipher.WRAP_MODE
Cipher. UNWRAP_MODE

The wrap and unwrap modes encrypt one key with another—see the next section for an
example.
Now you can repeatedly call the update method to encrypt blocks of data:

int blockSize = cipher.getBlockSize();

byte[] inBytes = new byte[blockSize];

. . . // read inBytes

int outputSize= cipher.getOutputSize(bTockSize);

byte[] outBytes = new byte[outputSize];

int outlength = cipher.update(inBytes, 0, outputSize, outBytes);

. . . // write outBytes
When you are done, you must call the doFinal method once. If a final block of input data
is available (with fewer than blockSize bytes), then call

outBytes = cipher.doFinal(inBytes, @, inlLength);
If all input data have been encrypted, instead call
outBytes = cipher.doFinal();

The call to doFinal is necessary to carry out padding of the final block. Consider the DES
cipher. It has a block size of 8 bytes. Suppose the last block of the input data has fewer
than 8 bytes. Of course, we can fill the remaining bytes with 0, to obtain one final block
of 8 bytes, and encrypt it. But when the blocks are decrypted, the result will have several
trailing 0 bytes appended to it, and therefore it will be slightly different from the origi-
nal input file. That could be a problem, and, to avoid it, we need a padding scheme. A
commonly used padding scheme is the one described in the Public Key Cryptography
Standard (PKCS) #5 by RSA Security Inc. (ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-5v2/
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pkcs5v2-0.pdf). In this scheme, the last block is not padded with a pad value of zero, but
with a pad value that equals the number of pad bytes. In other words, if L is the last
(incomplete) block, then it is padded as follows:

L o1 if Tength(L) = 7
L 02 02 if Tength(L) = 6
L 03 03 03 if length(L) = 5
L 07 07 07 07 07 07 07 if Tength(L) = 1

Finally, if the length of the input is actually divisible by 8, then one block
08 08 08 08 08 08 08 08

is appended to the input and encrypted. For decryption, the very last byte of the plain-
text is a count of the padding characters to discard.

Key Generation
To encrypt, you need to generate a key. Each cipher has a different format for keys, and
you need to make sure that the key generation is random. Follow these steps:

1. Get a KeyGenerator for your algorithm.

2. Initialize the generator with a source for randomness. If the block length of the
cipher is variable, also specify the desired block length.

3. Call the generatekey method.
For example, here is how you generate an AES key.

KeyGenerator keygen = KeyGenerator.getInstance("AES");

SecureRandom random = new SecureRandom(); // see below

keygen.init(random);

Key key = keygen.generateKey();
Alternatively, you can produce a key from a fixed set of raw data (perhaps derived from
a password or the timing of keystrokes). Then use a SecretkeyFactory, like this:

SecretKeyFactory keyFactory = SecretKeyFactory.getInstance("AES");

byte[] keyData = . . .; // 16 bytes for AES

SecretKeySpec keySpec = new SecretKeySpec(keyData, "AES");

Key key = keyFactory.generateSecret(keySpec);
When generating keys, make sure you use truly random numbers. For example, the regu-
lar random number generator in the Randon class, seeded by the current date and time, is
not random enough. Suppose the computer clock is accurate to 1/10 of a second. Then
there are at most 864,000 seeds per day. If an attacker knows the day a key was issued
(as can often be deduced from a message date or certificate expiration date), then it is an
easy matter to generate all possible seeds for that day.

The SecureRandom class generates random numbers that are far more secure than those pro-
duced by the Random class. You still need to provide a seed to start the number sequence at
a random spot. The best method for doing this is to obtain random input from a hard-
ware device such as a white-noise generator. Another reasonable source for random
input is to ask the user to type away aimlessly on the keyboard, but each keystroke
should contribute only one or two bits to the random seed. Once you gather such ran-
dom bits in an array of bytes, you pass it to the setSeed method.
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SecureRandom secrand = new SecureRandom();
byte[] b = new byte[20];

// i1l with truly random bits
secrand.setSeed(h);

If you don’t seed the random number generator, then it will compute its own 20-byte
seed by launching threads, putting them to sleep, and measuring the exact time when
they are awakened.

NOTE: This algorithm is not known to be safe. In the past, algorithms that relied on timing
other components of the computer, such as hard disk access time, were later shown not to
be completely random.

The sample program at the end of this section puts the AES cipher to work (see Listing
9-17). To use the program, you first generate a secret key. Run

java AESTest -genkey secret.key
The secret key is saved in the file secret.key.
Now you can encrypt with the command

java AESTest -encrypt plaintextFile encryptedFile secret.key
Decrypt with the command

java AESTest -decrypt encryptedFile decryptedFile secret.key

The program is straightforward. The -genkey option produces a new secret key and serial-
izes it in the given file. That operation takes a long time because the initialization of the
secure random generator is time consuming. The -encrypt and -decrypt options both call
into the same crypt method that calls the update and doFinal methods of the cipher. Note
how the update method is called as long as the input blocks have the full length, and the
doFinal method is either called with a partial input block (which is then padded) or with
no additional data (to generate one pad block).

Listing 9-17 EINERMEVE!

1. import java.io.x;
2. import java.security.x;
3. import javax.crypto.:;

5. [wk

6. * This program tests the AES cipher. Usage:<br>

7. % java AESTest -genkey keyfile<br>

8. % java AESTest -encrypt plaintext encrypted keyfile<brs>
o. * java AESTest -decrypt encrypted decrypted keyfile<br>
10.  @author Cay Horstmann

1. % @version 1.0 2004-09-14

12. %/

13. pubTlic class AESTest

14. {
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AESTest.java (continued)

public static void main(String[] args)

232

15.
16.
17.
18.
19.
20.
21,
22,
23.
24,
25,
26.
27.
28.
29.
30.
31,
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.

{

}

try
{
if (args[0].equals("-genkey"))
{
KeyGenerator keygen = KeyGenerator.getInstance("AES");
SecureRandom random = new SecureRandom();
keygen.init(random);
SecretKey key = keygen.generateKey();
ObjectOutputStream out = new ObjectOutputStream(new FileQutputStream(args([1]));
out.writeObject(key);
out.close();
}
else
{
int mode;
if (args[0].equals("-encrypt")) mode = Cipher.ENCRYPT_MODE;
else mode = Cipher.DECRYPT_MODE;
ObjectInputStream keyIn = new ObjectInputStream(new FileInputStream(args[3]));
Key key = (Key) keyIn.readObject();
keyIn.close();
InputStream in = new FileInputStream(args[1]);
OutputStream out = new FileOutputStream(args[2]);
Cipher cipher = Cipher.getInstance("AES");
cipher.init(mode, key);
crypt(in, out, cipher);
in.close();
out.close();
}
}
catch (IOException e)
{
e.printStackTrace();
}

catch (GeneralSecurityException e)

{

e.printStackTrace();

}

catch (ClassNotFoundException e)

{

e.printStackTrace();

}
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IBETa0 B Al AESTest.java (continued)

[ux
+ Uses a cipher to transform the bytes in an input stream and sends the transformed bytes
* 10 an output stream.
+ @aram in the input stream
+ @param out the output stream
x @param cipher the cipher that transforms the bytes
i/
public static void crypt(InputStream in, OutputStream out, Cipher cipher)
throws IOException, GeneralSecurityException
{
int blockSize = cipher.getBlockSize();
int outputSize = cipher.getOutputSize(blockSize);
byte[] inBytes = new byte[blockSize];
byte[] outBytes = new byte[outputSize];

int inLength = 0;
boolean more = true;
while (more)
{
inLength = in.read(inBytes);
if (inLength == blockSize)
{
int outlength = cipher.update(inBytes, 0, blockSize, outBytes);
out.write(outBytes, 0, outlLength);
}

else more = false;

if (inLength > @) outBytes = cipher.doFinal(inBytes, 0, inLength);
else outBytes = cipher.doFinal();
out.write(outBytes);

m javax.crypto.Cipher 1.4

static Cipher getInstance(String algorithmName)

static Cipher getInstance(String algorithmName, String providerName)

returns a Cipher object that implements the specified algorithm. Throws a
NoSuchATgorithmException if the algorithm is not provided.

int getBlockSize()
returns the size (in bytes) of a cipher block, or 0 if the cipher is not a block cipher.

int getOutputSize(int inputlength)

returns the size of an output buffer that is needed if the next input has the given
number of bytes. This method takes into account any buffered bytes in the cipher
object.
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void init(int mode, Key key)

initializes the cipher algorithm object. The mode is one of ENCRYPT_MODE, DECRYPT_MODE,
WRAP_MODE, or UNWRAP_MODE.

byte[] update(byte[] in)

byte[] update(byte[] in, int offset, int Tength)

int update(byte[] in, int offset, int Tength, byte[] out)

transforms one block of input data. The first two methods return the output. The
third method returns the number of bytes placed into out.

byte[] doFinal()

byte[] doFinal(byte[] in)

byte[] doFinal(byte[] in, int offset, int length)

int doFinal(byte[] in, int offset, int Tength, byte[] out)

transforms the last block of input data and flushes the buffer of this algorithm
object. The first three methods return the output. The fourth method returns the
number of bytes placed into out.

javax.crypto.KeyGenerator 1.4

static KeyGenerator getInstance(String algorithmName)

returns a KeyGenerator object that implements the specified algorithm. Throws a
NoSuchATgorithmException if the algorithm is not provided.

void init(SecureRandom random)

void init(int keySize, SecureRandom random)

initializes the key generator.

SecretKey generateKey()
generates a new key.

javax.crypto.SecretKeyFactory 1.4

static SecretKeyFactory getInstance(String algorithmName)
static SecretKeyFactory getInstance(String algorithmName, String providerName)
returns a SecretKeyFactory object for the specified algorithm.

SecretKey generateSecret(KeySpec spec)
generates a new secret key from the given specification.

javax.crypto.spec.SecretKeySpec 1.4

SecretKeySpec(byte[] key, String algorithmName)
constructs a key specification.

Cipher Streams

The JCE library provides a convenient set of stream classes that automatically encrypt or
decrypt stream data. For example, here is how you can encrypt data to a file:

Cipher cipher = . . .;

cipher.init(Cipher.ENCRYPT_MODE, key);

CipherQutputStream out = new CipherQutputStream(new FileQutputStream(outputFileName), cipher);
byte[] bytes = new byte[BLOCKSIZE];

int inLength = getData(bytes); // get data from data source
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while (inLength != -1)
{
out.write(bytes, @, inLength);
inLength = getData(bytes); // get more data from data source

}
out.flush();

Similarly, you can use a CipherInputStream to read and decrypt data from a file:
Cipher cipher = . . .;
cipher.init(Cipher.DECRYPT_MODE, key);
CipherInputStream in = new CipherInputStream(new FileInputStream(inputFileName), cipher);
byte[] bytes = new byte[BLOCKSIZE];
int inLength = in.read(bytes);
while (inLength != -1)
{
putData(bytes, inLength); // put data to destination
inLength = in.read(bytes);
}
The cipher stream classes transparently handle the calls to update and doFinal, which is
clearly a convenience.

javax.crypto.CipherInputStream 1.4

e (ipherInputStream(InputStream in, Cipher cipher)
constructs an input stream that reads data from in and decrypts or encrypts them
by using the given cipher.

® int read()

e int read(byte[] b, int off, int Ten)
reads data from the input stream, which is automatically decrypted or encrypted.

javax.crypto.CipherQutputStream 1.4

e (CipherQutputStream(OutputStream out, Cipher cipher)
constructs an output stream that writes data to out and encrypts or decrypts them
using the given cipher.
e void write(int ch)
e void write(byte[] b, int off, int Ten)
writes data to the output stream, which is automatically encrypted or decrypted.
e void flush()
flushes the cipher buffer and carries out padding if necessary.

Public Key Ciphers

The AES cipher that you have seen in the preceding section is a symmetric cipher. The
same key is used for encryption and for decryption. The Achilles heel of symmetric
ciphers is key distribution. If Alice sends Bob an encrypted method, then Bob needs the
same key that Alice used. If Alice changes the key, then she needs to send Bob both the
message and, through a secure channel, the new key. But perhaps she has no secure
channel to Bob, which is why she encrypts her messages to him in the first place.
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Public key cryptography solves that problem. In a public key cipher, Bob has a key pair
consisting of a public key and a matching private key. Bob can publish the public key
anywhere, but he must closely guard the private key. Alice simply uses the public key to
encrypt her messages to Bob.

Actually, it’s not quite that simple. All known public key algorithms are much slower
than symmetric key algorithms such as DES or AES. It would not be practical to use a
public key algorithm to encrypt large amounts of information. However, that problem
can easily be overcome by combining a public key cipher with a fast symmetric cipher,
like this:

1. Alice generates a random symmetric encryption key. She uses it to encrypt her
plaintext.

Alice encrypts the symmetric key with Bob’s public key.

Alice sends Bob both the encrypted symmetric key and the encrypted plaintext.

Bob uses his private key to decrypt the symmetric key.

o1 W

Bob uses the decrypted symmetric key to decrypt the message.

Nobody but Bob can decrypt the symmetric key because only Bob has the private key
for decryption. Thus, the expensive public key encryption is only applied to a small
amount of key data.

The most commonly used public key algorithm is the RSA algorithm invented by
Rivest, Shamir, and Adleman. Until October 2000, the algorithm was protected by a
patent assigned to RSA Security Inc. Licenses were not cheap—typically a 3% royalty,
with a minimum payment of $50,000 per year. Now the algorithm is in the public
domain. The RSA algorithm is supported in Java SE 5.0 and above.

NOTE: If you still use an older version of the JDK, check out the Legion of Bouncy Castle

u (http://www.bouncycastle.org). It supplies a cryptography provider that includes RSA as
well as a number of algorithms that are not part of the SunJCE provider. The Legion of
Bouncy Castle provider has been signed by Sun Microsystems so that you can combine it
with the JDK.

To use the RSA algorithm, you need a public/private key pair. You use a KeyPairGenerator
like this:

KeyPairGenerator pairgen = KeyPairGenerator.getInstance("RSA");
SecureRandom random = new SecureRandom();
pairgen.initialize(KEYSIZE, random);

KeyPair keyPair = pairgen.generateKeyPair();

Key publicKey = keyPair.getPublic();

Key privateKey = keyPair.getPrivate();

The program in Listing 9-18 has three options. The -genkey option produces a key pair.
The -encrypt option generates an AES key and wraps it with the public key.

Key key = . . .; // an AES key

Key publicKey = . . .; // a public RSA key

Cipher cipher = Cipher.getInstance("RSA");

cipher.init(Cipher .WRAP_MODE, publicKey);

byte[] wrappedKey = cipher.wrap(key);
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It then produces a file that contains

¢ The length of the wrapped key.

e The wrapped key bytes.

¢ The plaintext encrypted with the AES key.

The -decrypt option decrypts such a file. To try the program, first generate the RSA keys:
java RSATest -genkey public.key private.key

Then encrypt a file:
java RSATest -encrypt plaintextFile encryptedFile public.key

Finally, decrypt it and verify that the decrypted file matches the plaintext:
java RSATest -decrypt encryptedFile decryptedFile private.key

Listing 9-18 ENACHMEVE

1. import java.io.x;

2. import java.security.s;

3. import javax.crypto.:;

4.

5. [#x

6. * This program tests the RSA cipher. Usage:<br>

7. % java RSATest -genkey public private<br>

8.  java RSATest -encrypt plaintext encrypted public<br>
o. * java RSATest -decrypt encrypted decrypted private<br>
o. % @author Cay Horstmann

1.« @version 1.0 2004-09-14

12. %/

13. pubTic class RSATest

14. {

15.  public static void main(String[] args)

16. {

17. try

18. {

19. if (args[0].equals("-genkey"))

20. {

21. KeyPairGenerator pairgen = KeyPairGenerator.getInstance("RSA");
22. SecureRandom random = new SecureRandom();

23. pairgen.initialize(KEYSIZE, random);

24. KeyPair keyPair = pairgen.generateKeyPair();

25. ObjectOutputStream out = new ObjectOutputStream(new FileOutputStream(args(1]));
2. out.writeObject(keyPair.getPublic());

27. out.close();

28. out = new ObjectOutputStream(new FileQutputStream(args[2]));
29. out.writeObject(keyPair.getPrivate());

30. out.close();

31. }

32. else if (args[0].equals("-encrypt"))

33. {
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RSATest.java (continued)

34. KeyGenerator keygen = KeyGenerator.getInstance("AES");

35. SecureRandom random = new SecureRandom();

36. keygen.init(random);

a7. SecretKey key = keygen.generateKey();

38.

39. // wrap with RSA public key

40. ObjectInputStream keyIn = new ObjectInputStream(new FileInputStream(args[3]));
1. Key publicKey = (Key) keyIn.readObject();

42. keyIn.close();

43.

4a. Cipher cipher = Cipher.getInstance("RSA");

45. cipher.init(Cipher.WRAP_MODE, publicKey);

46. byte[] wrappedKey = cipher.wrap(key);

47. DataOutputStream out = new DataQutputStream(new FileQutputStream(args(2]));
48. out.writeInt(wrappedKey.length);

49. out.write(wrappedKey);

50.

51. InputStream in = new FileInputStream(args[1]);

52. cipher = Cipher.getInstance("AES");

53. cipher.init(Cipher.ENCRYPT_MODE, key);

54. crypt(in, out, cipher);

55. in.close();

56. out.close();

57. }

58. else

59. {

60. DataInputStream in = new DataInputStream(new FileInputStream(args[1]));
61. int Tength = in.readInt();

62. byte[] wrappedKey = new byte[length];

63. in.read(wrappedKey, 0, Tlength);

64.

65. // unwrap with RSA private key

66. ObjectInputStream keyIn = new ObjectInputStream(new FileInputStream(args[3]));
67. Key privateKey = (Key) keyIn.readObject();

68. keyIn.close();

69.

70. Cipher cipher = Cipher.getInstance("RSA");

71. cipher.init(Cipher.UNWRAP_MODE, privateKey);

72. Key key = cipher.unwrap(wrappedKey, "AES", Cipher.SECRET_KEY);
73.

74. OutputStream out = new FileOutputStream(args[2]);

75. cipher = Cipher.getInstance("AES");

76. cipher.init(Cipher.DECRYPT_MODE, key);

77.

78. crypt(in, out, cipher);

79. in.close();

80. out.close();

81. }
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RSATest.java (continued)

82. }

83. catch (IOException e)

84. {

85. e.printStackTrace();

86. }

87. catch (GeneralSecurityException e)

88. {

89. e.printStackTrace();

90. }

o1. catch (ClassNotFoundException e)

9. {

93. e.printStackTrace();

9. }

95. }

96.

97, [ux

98. » Uses a cipher to transform the bytes in an input stream and sends the transformed bytes
9. % to an output stream.

100. + @aram in the input stream

101, + @param out the output stream

102. + @param cipher the cipher that transforms the bytes
103. #/

104, public static void crypt(InputStream in, OutputStream out, Cipher cipher)
105. throws IOException, GeneralSecurityException
106. {

107. int blockSize = cipher.getBlockSize();

108. int outputSize = cipher.getOutputSize(blockSize);
109. byte[] inBytes = new byte[blockSize];

110. byte[] outBytes = new byte[outputSize];

111,

112, int inLength = 0;

113, )

114. boolean more = true;

115, while (more)

116. {

117. inLength = in.read(inBytes);

118. if (inLength == blockSize)

110. {

120. int outlength = cipher.update(inBytes, @, blockSize, outBytes);
121. out.write(outBytes, 0, outlLength);

122, }

123. else more = false;

124, }

125. if (inLength > @) outBytes = cipher.doFinal(inBytes, 0, inLength);
126. else outBytes = cipher.doFinal();

127. out.write(outBytes);

128. }

129.
130.  private static final int KEYSIZE = 512;
131. }
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You have now seen how the Java security model allows the controlled execution of
code, which is a unique and increasingly important aspect of the Java platform. You
have also seen the services for authentication and encryption that the Java library pro-
vides. We did not cover a number of advanced and specialized issues, among them:

The GSS-API for “generic security services” that provides support for the Kerberos
protocol (and, in principle, other protocols for secure message exchange). There is a
tutorial at http://java.sun.com/javase/6/docs/technotes/guides/security/jgss/tutorials/
index.html.

Support for the Simple Authentication and Security Layer (SASL), used by the
Lightweight Directory Access Protocol (LDAP) and Internet Message Access
Protocol (IMAP). If you need to implement SASL in your own application, look

at http://java.sun.com/javase/6/docs/technotes/quides/security/sas1/sas1-refguide.html.
Support for SSL. Using SSL over HTTP is transparent to application programmers;
simply use URLs that start with https. If you want to add SSL to your own applica-
tion, see the Java Secure Socket Extension (JSEE) reference at http://java.sun.com/
javase/6/docs/technotes/guides/security/jsse/ISSERefGuide. html.

Now that we have completed our overview of Java security, we turn to distributed
computing in Chapter 10.
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Basic User
Interface

BUILDING a user interface in MIDP is entirely different from desktop or
server application development. The MIDP user interface APIs, known as
LCDUI, were designed for the unique constraints of a small environment:

* Screen sizes vary among devices. The screens you get with MIDP adjust
smoothly to any screen size.

* Input methods vary among devices. LCDUI offers the abstraction of com-
mands, which can adapt to the specific controls of a device.

This chapter and Chapter 8, “More User Interface,” discuss the screens that
LCDUI supplies and their supporting baggage. If you want more control or are
trying to do something fancy, you can do all the drawing yourself using Canvas
or GameCanvas, which are covered in Chapter 9, “Creating Custom Screens,”
and Chapter 11, “Using the Game APIL,” respectively. Another approach is to
build an SVG Tiny user interface for your application. See Chapter 12, “Scalable
Vector Graphics,” for information about using the JSR 226 SVG API to interact
with the user.

LCDUI offers four ready-made screens, all descendants of javax.microedition.
Tcdui.DispTayable:
* TextBox has a title and a text area that fills the whole screen.

e Alert is suitable for showing short messages to the user. In addition to
text, it can show an icon and make an appropriate sound.
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¢ Listshows alist of items that can have associated icons. List can be used
as a menu.

e Form can contain a combination of items, like checkboxes, text fields,
images, and others.

This chapter introduces the fundamentals of LCDUI and its two simplest
screens, TextBox and Alert. It also describes commands in full detail. The next
chapter explores the more complex and useful screens, List and Form.

How to Show Screens

The device’s display is represented by an instance of javax.microedition.
Tcdui.Display. You've already seen this class. To use it, pass your MIDlet
object to the static getDisplay() method. Usually, you do this in the MIDlet’s
constructor or startApp(), something like this:

Display d = Display.getDisplay(this);

To show one of the four screen types, use one of Display’s setCurrent() meth-
ods. You’ve seen this kind of thing already:

Form f = new Form("Sign in");
d.setCurrent(f);

This snippet is how it works for TextBox, List, and Form. You just create the
screen and put it up.

Alert is different. Alert is supposed to show a message to the user, but it is a
temporary notice on the way to another screen. To show an Alert, you have to also
tell Display about the next screen by using a different form of setCurrent():

Alert a = new Alert("Empty alert");
d.setCurrent(a, f);

This code tells Display to show the Alert a first. When the Alert is finished,
the Form f will become the current screen.

Keep in mind that setCurrent() does not immediately change what the user
sees. It merely queues a request to the device to change the current screen next
time it gets a chance. Suppose you call setCurrent() during the startApp()
method of your application. The screen update might not happen until startApp()
returns and relinquishes control of the system thread.
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Even when you show screens on the display, you will not get to cover the whole
display. Usually, devices reserve a status bar of themselves, something that
shows battery life, signal strength, and other information. Even the emulator in
your development tool will show this behavior. If you really want the whole dis-
play, use setFul1ScreenMode() in Canvas (see Chapter 9).

7.2 TexiBox, the Runt of the Litter

TextBox is one of those things that sounds good on paper but isn’t of much prac-
tical use, like some of those kitchen tools that are collecting dust in the back cor-
ners of your cabinets. Did you really think you would ever want to make your
own beef jerky?

TextBox uses the entire screen to display text or allow the user to input text.
This capability might have made sense a few years ago when many mobile
phones had tiny displays, but nowadays displays are quite a bit larger. While it’s
possible you could use TextBox to display a lot of text (instructions, perhaps),
you’d be better off using a Form instead, because you’ll have more control over
the text and be able to include images. On the flip side, you could use TextBox
to allow the user to input a lot of text, but that’s a bad idea too. Inputting text is
painful on mobile devices. If your application calls for extensive text input on a
mobile device, you should modify your application design. For text input, use a
TextField in a Form instead. You’ll find out all about these classes in the next
chapter.

TextBox has a title and a large text area that usually takes up the rest of the
screen. The actual appearance of TextBox is determined by the device.

Create a TextBox by specifying the title, the text, the maximum length, and con-
straints. The constraints are defined by constants in the TextField class, which
is part of the Form family and are described in the next chapter. The constraints
are as follows:

* TextField.ANY allows any type of input.

* TextField.DECIMAL allows numbers with decimal points.

* TextField.EMAILADDR limits input to valid characters in an e-mail
address.

* TextField.NUMERIC is for numbers without decimal points.
* TextField.PHONENUMBER allows telephone numbers.
* TextField.URL is for entering URLs.
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As if that weren’t enough, you can make a constraint more specific by adding a
modifier to it. Here are the modifiers:

e INITIAL_CAPS_SENTENCE makes the first letter a capital letter.
e INITIAL_CAPS_WORD makes the first letter of each word a capital letter.

* NON_PREDICTIVE is used to suppress whatever fancy text input guessing
your device might be doing. Many phones let you tap away on the numeric
keyboard and make educated guesses about the words you might be trying
to form. Using the NON_PREDICTIVE modifier should turn off this behavior.

* PASSWORD usually shows characters as asterisks so that anyone looking
over your shoulder won’t be able to see your password. Sometimes pass-
word fields show you the last character that you’re typing so you can make
sure it’s correct.

e SENSITIVE is for information that shouldn’t be stored in a predictive input
dictionary or cached in any other way.

e UNEDITABLE is for text that cannot be edited.

The constraints and modifiers are really only suggestions to the implementation.
It’s a lot like when you ask the plumber to take his muddy boots off before walk-
ing across your carpet. You can ask, but it doesn’t mean anything is going to hap-
pen. The Sun Java Wireless Toolkit emulator is good about honoring constraints
and modifiers, but my Motorola V3 doesn’t seem to understand INITIAL_CAPS_
WORD or NON_PREDICTIVE.

Some combinations do not work. If you try to create a TextBox with the con-
straint NUMERIC and initial text “Aardvark,” the TextBox constructor throws
I1legalArgumentException.

7.3 Input Modes
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The constraints apply to the content of the TextBox, but you can also request an
input mode to assist your users. You don’t actually request the input mode, you
just ask the device to make it easy to enter a certain set of characters. The device
should select whatever input mode it has that corresponds.

You can request a Unicode character block or an input subset. The names are
defined in the Java SE classes java.lang.Character.UnicodeBlock and
java.awt.im.InputSubset respectively. Finally, MIDP defines the subsets
MIDP_UPPERCASE_LATIN and MIDP_LOWERCASE_LATIN for the entry of uppercase
and lowercase Latin letters. To request an appropriate input mode, pass the string
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name of the corresponding constant to TextBox’s setInitialInputMode()
method.

The following example requests an input mode appropriate for entering Hebrew
characters:

// TextBox th = ...
tb.setInitialInputMode("UCB_HEBREW");

7.4 Using Alerts for Notifications

Alerts are good for displaying a message to the user. They have four attributes
that control how they are presented:

* The title and fext have the same meaning as TextBox, although the presen-
tation is likely to be a little different.

* You can supply an image to be displayed in the Alert. Pass nul1 to
Alert’s constructor to show no image.

* An alert type is a hint. If you tell the device that the ATert you want to
show is an informational alert, the device might try to display it using a
standard image and might even play a sound.

The alert types are defined as static constants in AlertType and have the self-
explanatory names ALARM, CONFIRMATION, ERROR, INFO, and WARNING.

Alerts have a timeout that determines how long the alert is shown on the display
before the next screen is shown. The timeout has a default value, which is
returned from getDefaultTimeout(). You can set a new timeout value (in milli-
seconds) with setTimeout(). If you prefer that your users have to explicitly dis-
miss an alert, you call setTimeout(Alert.FOREVER). The system will provide
some way to dismiss the alert (probably a Done or OK command).

You can add commands to an alert, just as you can to any other screen, but the
rules about commands and command listeners are a little funky. Check the
Alert API documentation for details. If you find yourself wanting to add com-
mands to an alert, consider using a different type of screen.

Each device has some freedom in deciding how to show an alert. Some have icon
images and sounds for the alert types. Some show the image you’ve supplied and
some do not. The arguments you are passing to the Alert constructor are
requests, not orders, although you can be sure that the title and message text will
show up on the display.
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7.5 A Very Quick Introduction to Images

You won’t learn the whole story about images until Chapter 9, but for now just
know that you can load an image from a resource file using this kind of code:

try {
Image i = Image.createImage("/Minerva-t.png");

}
catch (IOException 1ioe) {
// Handle the exception.

}
catch (Exception e) {
// Handle other types of exceptions.

}

This code does not load an image from a file system. It looks for the resource file
Minerva-t.png inside the MIDlet suite JAR file. If you place resource files in
the right place in your development project, your development tool will package
them into the MIDIet suite JAR file. In the Sun Java Wireless Toolkit, the correct
place for resource files is the res directory of your project.

It’s a good idea to catch Exception in addition to I0OException. Errors in the
image bits might cause I11egalArgumentExceptions. It’s much better for you
to catch these and handle them properly than to have your application fail unex-
pectedly in the field.

Depending on the device, an alert might have a preferred size for images, such
that if you supply an image of the right size, it will display particularly well. You
can ask Display for this size by passing Display.ALERT to getBestImage-
Width() and getBestImageHeight().

7.6 Putting It Together
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This example shows how to use TextBox and Alert.

import javax.microedition.lcdui.x;
import javax.microedition.midlet.MIDlet;

public class UIOneMIDlet
extends MIDlet
implements CommandListener {
private Display mDisplay;

private TextBox mTextBox;
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private Command mExitCommand, mAlertCommand;

public void startApp() {
if (mTextBox == null) {
mTextBox = new TextBox("Kick Butt with MIDP!",
"Choose 'Show alert' to see an Alert.",
128, TextField.UNEDITABLE);
mExitCommand = new Command("Exit", Command.EXIT, 0);
mAlertCommand = new Command("Show alert",
Command.SCREEN, 0);
mTextBox.addCommand (mExitCommand) ;
mTextBox.addCommand(mAlertCommand) ;
mTextBox.setCommandListener(this);
mDisplay = Display.getDisplay(this);
}

mDisplay.setCurrent(mTextBox);

}
public void pauseApp() {}
public void destroyApp(boolean unconditional) {}

public void commandAction(Command c, Displayable d) {
if (c == mExitCommand) {
destroyApp(true);
notifyDestroyed();
}
else if (c == mAlertCommand) {
Image i = null;
try { i = Image.createImage("/Minerva-t.png"); }
catch (java.io.IOException ioe) {}
catch (Exception e) {}
Alert a = new Alert("This is the title.",
"This is the message.",
i, AlertType.INFO);
a.setTimeout(5000); // Five seconds.
mDisplay.setCurrent(a, mTextBox);
}
}
}

On the Sun Java Wireless Toolkit emulator, the alert looks like Figure 7.1.

As you can see, it is very easy to create and display an alert. Play around with the
parameters in Alert’s constructor to see the effects. In the Sun Java Wireless
Toolkit emulator, AlertType.ALARM and AlertType.CONFIRMATION have asso-
ciated sounds. Also try the FOREVER timeout to see how it behaves.

251



CHAPTER 7 BASIC USER INTERFACE

Fail REC o B
Thig is the title.

Thiz is the message,

Figure 7.1 An alert in the toolkit emulator

7.7 Good for the Old Ticker

All of MIDP’s screens can display a ticker, which is text that scrolls across the
screen, just like that famous sign in Times Square in New York City. For example,

Display d = Display.getDisplay(this);
Form f = new Form("Kick Butt with MIDP!");
f.setTicker(new Ticker("I had two birds / " +
"But I needed three / " +
"To take me away / " +
"From the A & P. "));
d.setCurrent(f);

In the Sun Java Wireless Toolkit emulator, it looks like the example in Figure 7.2.

7.8 The Whole Story on Commands

You already learned a little about commands in Chapter 3, “Quick Start.” Now
you’ll get the whole story.

A command represents an action that a user can perform in your application. The
device decides how the command is shown to the user, and the device figures out
how the user invokes the command. Your application provides a listener object
that is notified when a command is invoked.
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Kick Butt with MIDP!

E:xit

Figure 7.2 A ticker

Commands have a short label, a long label, a type, and a priority. The device
decides which label to show. One possibility is that the short label is displayed
on the screen next to a soft button and the long label is displayed in a menu of
commands. The long label is used only if it is available; it’s possible to create a
Command with only a short label.

The command type helps the device figure out how to show the command. Com-
mand types are defined by constants in Command. The types for common
commands are BACK, CANCEL, EXIT, HELP, OK, and STOP. Application-specific com-
mands use the type SCREEN. Finally, the type ITEM is used for commands that are
applied to Form items, but you won’t learn about that until the next chapter.

A device is allowed to use a label other than the one you’ve specified, depending
on the command type. For example, if you create a command using new
Command("Ooga booga", Command.EXIT, @), the device could decide to use a
label of “Exit” or “Quit” instead of the one you supplied, resulting in a more
consistent user experience.

If there are more commands than space on the screen, some of the commands
might be hidden in a menu. The Sun Java Wireless Toolkit emulator has space
for two commands, one for each of its soft buttons. If you add more commands
to a screen, one soft button still invokes a command, while the other soft button
brings up a menu of all the others. Figure 7.3 shows a screen with four com-
mands, with the menu of additional commands showing.
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Kick Butt with MIDP!

Menu

il Second command

2 Thirel commarc
3 Fourth command

E:xit flEnu

Figure 7.3 Commands that won’t fit are stuck in a menu.

The command priority tells the device how important a command is relative to
the other commands in a screen. Lower priorities are more important. Assuming
you cared more about letting users spend money than viewing a license agree-
ment, you might create command priorities like this:

Command exitCommand = new Command("Exit", Command.EXIT, 8);
Command nextCommand = new Command("Next item",
"Show the next item", Command.SCREEN, 2);
Command addCommand = new Command("Add to cart",
"Add this item to your shopping cart",
Command.SCREEN, 2);
Command TicenseCommand = new Command("View license",
Command.SCREEN, 700);

Each screen has one command listener that is notified when a command is
invoked. The command listener can be any object, but it is often convenient to
make the MIDlet a command listener. The CommandListener interface has one
method:

public void commandAction(Command c, Displayable d)

The DisplayabTe is the screen whose command has just been invoked. You can
register a single listener with multiple screens, in which case it is useful to know
to which screen’s command you are responding. The Command parameter is, of
course, the command that the user has invoked.



7.9 COMMAND PLACEMENT

Remember that the system thread that calls your commandAction () method does
not belong to you. Be quick about your work in commandAction(), or create
your own thread if you must do something that takes a long time.

7.9 Command Placement

The placement of commands is, in some cases, inscrutable. Even the simplest
use of commands sometimes leads to an uneven user experience across a variety
of devices.

One surprising example is a List (from the next chapter) that has a single com-
mand, OK (Figure 7.4). My Motorola V3 and Sun’s emulator behave as you
would expect, although it’s probably just lucky that the OK command is on the
right side in both of them.

Now try this on a Nokia Series 40 handset (Figure 7.5). Nokia adds its own
Mark or Unmark command to this type of list, mapped to the center select but-
ton. The left and right soft buttons are both available, but for some reason the
OK command gets stuck inside an Options menu. When you choose Options,
you’re taken to another screen with the OK command, a Select command, and a
Back command. Yuck!

If you need to provide a user experience with more consistency across platforms,
you’ll have to build your own solution using Canvas, which is described in
Chapter 9.

Faull W
Choose toppings
FlGuacamole
Tahazco sauce
Spicy mustard
(5]

L S8
Mayonnsize
Wiorcestershire
Whipped cresam

(hoose toppings
[¥lGuacamole
[Tabasco sauce
[1Spicy mustard
[¥IMango salsa
[CIMayonnaise
ClWorcestershire
ClWhipped cream

DK

Figure 7.4 No surprises here.
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M Guacamole
M Tabasco sauce
M Spicy mustard

¥|Mango salsa
M Mayonnaise
M Worcestershire
M Whipped cream

Select Back

Figure 7.5 The OK command is hidden in an Options menu.

7.10 Summary

In this chapter, you got an introduction to MIDP’s user interface APIs. You
learned about the simplest screens, TextBox and Alert, and how to show them
on a device’s display. All Displayables can show a ticker, which is scrolling
text. The user performs actions in an application by using commands. The device
determines how commands look and how the user invokes them. A command lis-
tener object, which is often a MIDlet, responds to commands.
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