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FUNDAMENTALS

SECOND EDITION

COMPUTER SECURITY

NETWORK DEFENSE AND
COUNTERMEASURES:
PRINCIPLES AND PRACTICES

SECURITY PROGRAM
AND POLICIES
PRINCIPLES AND PRACTICES

Securi
SYO-301, v

Authorized _
Cert Guide

@ AUTHORIZED

Intro to Security

Computer Security
Fundamentals 2nd Edition
(BD101 BD102, VE022)
Easttom Il

© 2012 — 9780789748904

The ideal, one-volume gateway
into the entire field of computer
security - basic concepts, termi-
nology, issues, and practical
skills essential to security.
Instructor Resources

e Test Bank

e |nstructor’s Guide

e Chapter Power Points

Network Defense and Countermeasures

Network Defense

and Countermeasures,
2nd Edition

Easttom Il

© 2014 — 9780789750945

Analyzing

Computer Security
(CS1705, CS1423, CS1404)
Pfleeger / Pfleeger

© 2012 — 9780132789462
Fresh, contemporary, and
powerfully relevant new
approach to introducing
computer security, organized
around attacks and mitigations.
Instructor Resources

e |Instructor’s Guide

e Chapter Power Points

An introduction to all things
network defense — basic
concepts, terminology, issues,
and practical skills essential
to network defense.

Computer Forensics (CS1703, BD0107, VJ0209)

Network Forensics:
Tracking Hackers through
Cyberspace

Davidoff / Ham

©2012 - 9780132564717

A comprehensive guide for

the novice, student, or expert
forensic professional to use as a
teaching tool, a reference, or just
a primer to brush up on skills.
Instructor Resources

e Chapter PowerPoints

Digital Archaeology:
The Art and Science

of Digital Forensics
Graves

© 2014 - 9780321803900

A substantial reference book,
providing a solid understanding
of the most critical laws and
tools of the trade for the digital
forensics professional.
Instructor Resources

e Test Bank

e Chapter PowerPoints

Security+ (CS1607, VE1937)

CompTIA Security+
SY0-301 Authorized
Cert Guide,

Deluxe Edition

Prowse

© 2012 - 9780789748270
Now fully updated for the new
CompTIA Security+ SY0-301
exam, this is today’s most
comprehensive Security+ core
self-study tool. The Authorized

Cert Guide is the most complete
print and video reference avail-
able — with end-of-chapter case
studies and hands-on video
exercises, three full practice
tests based on the real Secu-
rity + exam, quizzes, memory
tables, study strategies, tips,
notes, cautions, key terms,
troubleshooting scenarios,

and much more.

Network Security
First-Step, 2nd Edition
(BD0101, VE1022)

Thomas / Stoddard

© 2012 - 9781587204104
Today’s basics of modern
network security in easy
language anyone can under-
stand, even those with no
previous technical experience.

(CS1423, BD0103, CS1702)

Instructor Resources

e Test Bank

e Instructor’s Guide

e Chapter PowerPoints

Security (BD0104)

Security Program and
Policies, 2nd Edition
Greene

© 2014 — 9780789751676

A complete, up-to-date, hands-
on guide to creating effective
information security policies and
procedures; Covers all facets of
Security Education, Training &
Awareness (SETA), illuminates
key concepts through real-life
examples.

CompTIA Security+

Cert Guide Deluxe Edition
and mylTcertificationlabs
Bundle

9780789751102

Instructor Resources

e Instructor’s Guide

e Test Bank

e Chapter Power Points

For more information about these and other security titles, visit: pearsonhighered.com
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e CCNA Security Certification (CS1189)

Official
Cert

Guide

Cisco Certified Network Associate (CCNA) Security validates associate-level knowledge and skills

s i’ required to secure Cisco networks. With a CCNA Security certification, a network professional demon-
24%2245 strates the skills required to develop a security infrastructure, recognize threats and vulnerabilities to
networks, and mitigate security threats.
CCNA Security 640-554 Implementing Cisco CCNA Security (640-554)
Official Cert Guide 10S Network Security Portable Command Guide
Barker / Morris (IINS 640-554) Vachon
© 2013 — 9781587204463 Foundation Learning © 2012 — 9781587204487
An organized test preparation Guide, 2nd Edition A portable, compact guide
conn security routine through the use Paquet with examples and commands
Portable Gommand Guide of proven series elements © 2013 — 9781587142727 to CCNA Secuirity.
and techniques, including Foundation learning for
quizzes, exam preparation the CCNA Security [INS
tasks, and topic lists. 640-554 exam.
CCNP Security Certification (CS1190)
Official

Cert Guide

These Official Cert Guides are comprehensive self-study tools for preparing for the Cisco Certified
Network Professional (CCNP) Security certification program. This certification prepares for the job role
il cuide of Cisco Network Security Engineer, responsible for Security in Routers, Switches, Networking devices
2 and appliances, as well as choosing, deploying, supporting and troubleshooting Firewalls, VPNS, and
IDS/IPS solutions for their networking environments.

CCNP Security CCNP Security VPN CCNP Security
gl Lo IPS 642-627 642-648 Official Cert Secure 642-637
Official Cert Guide Guide, 2nd Edition Official Cert Guide
Burns / Adesina / Barker Hooper Wilkins / Smith
gﬁg&:ﬁf“""y © 2012 — 9781587142550 ©2012 — 9781587204470 © 2011 — 9781587142802
s CCNP Security

FIREWALL 642-618
Official Cert Guide
Hucaby / Garneau / Sequeira
SONE Secuty © 2012 - 9781587142710

SECU
642-637

Official
Cert Guide

Certified Ethical Hacker

Certified Ethical Hacker Certified Ethical Hacker

CEH (CEH) Cert Guide (CEH) Cert Guide with
e Gregg MylTCertificationlab
© 2014 - 9780789751270 Bundle
Instructor Resources Gregg
e Instructor’s Guide © 2014 - ISBN didn’t work
® Test Bank Available February 2014

e Chapter Power Points

CISSP
CISSP Cert Guide CISSP Cert Guide
McMillan / Abernathy with MylITCertificationlab
© 2014 — 9780789751515 Bundle
Instructor Resources McMillan / Abernathy
e Instructor’s Guide © 2014 — 9780789752192
e Test Bank Available February 2014

e Chapter Power Points

For more information about these and other Security titles, visit: pearsonhighered.com
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