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9.1 Session Tracking

Many e-businesses can personalize users browsing experiences, tailoring Web pages to
their users' individual preferences and letting users bypassirrelevant content. Thisis done
by tracking the consumer’s movement through the Internet and combining that data with
information provided by the consumer, which could include billing information, interests
and hobbies, among other things. Personalization ismaking it easier and more pleasant for
many people to surf the Internet and find what they want. Consumers and companies can
benefit from the unique treatment resulting from personalization. Providing content of spe-
cial interest to your visitor can help establish a relationship that you can build upon each
time that person returns to your site. Targeting consumers with personal offers, advertise-
ments, promotions and services may lead to more customer loyalty—many customers en-
joy theindividual attention that a customized site provides. Originally, the Internet lacked
personal assistance when compared with theindividual service often experienced in bricks-
and-mortar stores. Sophisticated technology helps many Web sites offer a personal touch

Descriptor element Value

servl et element

servl et - name redirect

description Redirecting to static Web pages and ot her serv-
| ets.

servl et-cl ass comdeitel.advjhtpl. servlets. Redirect Servl et

servl et - mappi ng element
servl et - nane redirect
url-pattern /redirect

Fig. 9.1 Deployment descriptor information for serviet Redi r ect Ser vl et .

totheir visitors. For example, Web sites such as M SN.com and CNN.com alow you to cus-
tomize their home pageto suit your needs. Online shopping sites often customize their Web
pages to individuals, and such sites must distinguish between clients so the company can
determine the proper items and charge the proper amount for each client. Personalization
is important for Internet marketing and for managing customer relationships to increase
customer loyalty.

Hand in hand with the promise of personalization, however, comes the problem of pri-
vacy invasion. What if the e-business to which you give your personal data sells or gives
those data to another organization without your knowledge? What if you do not want your
movements on the Internet to be tracked by unknown parties? What if an unauthorized
party gains access to your private data, such as credit-card numbers or medical history?
These are some of the many questions that must be addressed by consumers, e-businesses
and lawmakers alike.

Aswe have discussed, the request/response mechanism of the Web isbased on HTTP.
Unfortunately, HTTP is a stateless protocol—it does not support persistent information
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that could help a Web server determine that a request is from a particular client. Asfar as
aWeb server is concerned, every request could be from the same client or every request
could be from a different client. Thus, sites like MSN.com and CNN.com need a mecha-
nism to identify individual clients. To help the server distinguish between clients, each
client must identify itself to the server. There are a number of popular techniques for dis-
tinguishing between clients.

9.1.1 Cookies

A popular way to customize Web pages is via cookies. Browsers can store cookies on the
user’s computer for retrieval later in the same browsing session or in future browsing ses-
sions. For example, cookies could be used in a shopping application to store unique identi-
fiers for the users. When users add items to their online shopping carts or perform other
tasksresulting in arequest to the Web server, the server receives cookies containing unique
identifiers for each user. The server then uses the unique identifier to locate the shopping
carts and perform the necessary processing. Cookies could aso be used to indicate the cli-
ent’ s shopping preferences. When the servlet receivesthe client’s next communication, the
servlet can examine the cookie(s) it sent to the client in a previous communication, identify
the client’s preferences and immediately display products of interest to the client.

Cookies are text-based data that are sent by servlets (or other similar server-side tech-
nologies) as part of responses to clients. Every HTTP-based interaction between a client
and aserver includes aheader containing information about the request (when the commu-
nication is from the client to the server) or information about the response (when the com-
munication is from the server to the client). When an Ht t pSer vl et receives a request,
the header includes information such as the request type (e.g., get or post) and the
cookies that are sent by the server to be stored on the client machine. When the server for-
mulatesits response, the header information includes any cookies the server wantsto store
on the client computer and other information such as the MIME type of the response.

) Some clients do not accept cookies. When a client declines a cookie, the Web site or the
browser application can inform the client that the site may not function correctly without
cookies enabled.

Depending on the maximum age of a cookie, the Web browser either maintains the
cookie for the duration of the browsing session (i.e., until the user closes the Web browser)
or stores the cookie on the client computer for future use. When the browser requests a
resource from a server, cookies previously sent to the client by that server are returned to
the server as part of the request formulated by the browser. Cookies are deleted automati-
cally when they expire (i.e., reach their maximum age).

Figure 9.2 demonstrates cookies. The example allows the user to select afavorite pro-
gramming language and post the choice to the server. The response is a Web page in
which the user can select another favorite language or click a link to view alist of book
recommendations. When the user selects the list of book recommendations, aget request
is sent to the server. The cookies previously stored on the client are read by the servlet and
used to form a Web page containing the book recommendations.

Cooki eSer vl et (Fig.9.2) handles both the get and the post requests. The
Cooki eSel ect Language. ht m document of Fig. 9.3 contains four radio buttons (C,
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C++, Java and VB 6) and a Submit button. When the user presses Submit, the Cook-

i eSer vl et isinvoked with apost request. The servlet adds a cookie containing the
selected language to the response header and sends an XHTML document to the client.
Each time the user clicks Submit, a cookieis sent to the client.

Line11definesMap books asaHashMap (packagej ava. uti | ) inwhichwestore
key/value pairs that use the programming language as the key and the ISBN number of the
recommended book asthe vaue. The Cooki eSer vl et i ni t method (line 14-20) pop-
ulates books with four key/value pairs of books. Method doPost (lines24-69) isinvoked
in response to the post request from the XHTML document of Fig. 9.3. Line 28 uses
method get Par anet er to obtain the user’'s | anguage selection (the value of the
selected radio button on the Web page). Line 29 obtains the ISBN number for the selected
language from books.

package comdeitel.advjhtpl.servlets;

import javax.servlet.*;
inport javax.servlet.http.*;
inmport java.io.*;

import java.util.*;

OCO~NOUTA, WN P

10 public class CookieServlet extends HtpServlet {

11 private final Map books = new HashMap();

12

13

14 public void init()

15 {

16 books. put ( , )

17 books. put ( , )

18 books. put ( , );

19 books. put ( , );

20 }

21

22

23

24 protected void doPost( HttpServl et Request request,
25 Ht t pSer vl et Response response )

26 t hrows Servl et Exception, | OException

27 {

28 String | anguage = request. get Paranet er ( )
29 String i sbn = books. get( |anguage ).toString();
30 Cooki e cooki e = new Cooki e( | anguage, isbn );
31

32 r esponse. addCooki e( cookie );

33 response. set Cont ent Type( );

34 PrintWiter out = response.getWiter();

35

Fig. 9.2 Storing user data on the client computer with cookies (part 1 of 3).
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39 out. println( );

41 out. println( +

45 out. println(

49 out . println( )8
50 out . println( )
51 out. println( )

54 out. println( );
55 out. println( +
anguage + );

ul
(o]

58 out. println( +

62 out. println( +
64 out. println( );

67 out. println( );
68 out.close();

73 protected void doGet( HttpServl et Request request,

74 Ht t pSer vl et Response response )

75 throws Servl et Exception, | OException

77 Cooki e cooki es[] = request. get Cooki es();

79 response. set Cont ent Type( );

80 PrintWiter out = response.getWiter();

83 out. println( );

85 out. println( +

87 ),

Fig. 9.2  Storing user data on the client computer with cookies (part 2 of 3).
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306

89 out. println(

90 )
91

92

93 out. println( )

94 out. println( )
95 out. println( );

96

97

98 out. println( );

99

100

101 if ( cookies != null && cookies.length I'= ) {
102 out.println( )
103 out.println( )

104

105

106 for (int i =0; i < cookies.length; i++)
107 out.println( cookies[ i ].getNane() +

108 >

109 cookies[ i ].getValue() + );
110

111 out.println( )

112 }

113 el se {

114 out. println( );
115 out.println( )
116 }

117

118 out. println( )

119

120

121 out. println( );

122 out. close();

123

124 }

Fig. 9.2 Storing user data on the client computer with cookies (part 3 of 3).

Line 30 creates anew Cooki e object (packagej avax. ser vl et . htt p), using the
| anguage and i sbn values as the cookie name and cookie value, respectively. The
cookie name identifies the cookie; the cookie value is the information associated with the
cookie. Browsers that support cookies must be able to store a minimum of 20 cookies per
Web site and 300 cookies per user. Browsers may limit the cookie size to 4K (4096 bytes).
Each cookie stored on the client includes a domain. The browser sends a cookie only to the
domain stored in the cookie.

f-ﬁ; Browser users can disable cookies, so Web applications that use cookies may not function
=properly for clients with cookies disabled.
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4
5
6
7

<htm xmns = >

Line 32 adds the cookie to the r esponse with method addCooki e of interface
Ht t pSer vl et Response. Cookiesare sent to the client as part of the HTTP header. The
header information is always provided to the client first, so the cookies should be added to
ther esponse with addCooki e before any dataiswritten as part of the response. After
the cookie is added, the servlet sends an XHTML document to the client (see the second
screen capture of Fig. 9.3).

—a- Common Programming Error 9.1

Writing response data to the client before calling method addCooki e to add a cookieto the
responseisalogic error. Cookies must be added to the header first.

The XHTML document sent to the client in response to a post request includes a
hyperlink that invokes method doGet (lines 73-123). The method reads any Cooki es
that were written to the client in doPost . For each Cooki e written, the servlet recom-
mends aDeitel book on the subject. Up to four books are displayed on the Web page created
by the servlet.

Line 77 retrieves the cookies from the client using Ht t pSer vl et Request method
get Cooki es, which returns an array of Cooki e objects. When aget or post opera
tion is performed to invoke a servlet, the cookies associated with that server’s domain are
automatically sent to the servlet.

If method get Cooki es does not return nul | (i.e., there were no cookies), lines
106-109 retrieve the name of each Cooki e using Cooki e method get Nane, retrievethe
value of each Cooki e using Cooki e method get Val ue and write aline to the client
indicating the name of arecommended book and its ISBN number.

Normally, each serviet class handles one request type (e.g., get or post , but not both).

Figure 9.3 shows the XHTML document the user loads to select alanguage. When the
user presses Submit, the value of the currently selected radio button is sent to the server
as part of the post request to the Cooki eSer vl et , which we refer to as cooki es in
this example.

<?xm version = ?>
<! DOCTYPE htm PUBLIC

WN P

Fig.9.3 Cooki eSel ect Language. ht M document for selecting a
programming language and posting the data to the Cooki eSer vl et
(part 1 of 4).
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~No ohs

<htm xmns = "http://ww. wW3. org/ 1999/ xhtm ">

Fig.9.3 Cooki eSel ect Language. ht ml document for selecting a
programming language and posting the data to the Cooki eSer vl et
(part 1 of 4).
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Fig.9.3 Cooki eSel ect Language. ht Ml document for selecting a
programming language and posting the data to the Cooki eSer vl et
(part 3 of 4).
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Fig. 9.3 Cooki eSel ect Language. ht M document for selecting a
programming language and posting the data to the Cooki eSer vl et
(part 4 of 4).

We use our advj ht pl context root to demonstrate the servlet of Fig. 9.2. Place
Cooki eSel ect Language. ht Ml in the servl et s directory created previousdly.
Place Cooki eServl et . cl ass in the cl asses subdirectory of VEB- | NF in the
advj ht p1 context root. Then, edit theweb. xm deployment descriptor inthe WEB- | NF
directory to include the information specified in Fig. 9.4. Restart Tomcat and type the fol-
lowing URL in your Web browser:

http:/ /1 ocal host: 8080/ advj ht pl/ servl et s/
Cooki eSel ect Language. ht m

Select alanguage, and press the Submit button in the Web page to invoke the serviet.
Various Cooki e methods are provided to manipulate the members of a Cooki e.
Some of these methods are listed in Fig. 9.5.
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Descriptor element Value

servl et element

servl et - nanme cooki es
description Using cookies to maintain state information.
servl et-cl ass comdeitel.advjhtpl.servlets. Cooki eServl et

servl et - mappi ng element
servl et - name cooki es
url-pattern / cooki es

Fig. 9.4 Deployment descriptor information for serviet Cooki eSer vl et .

Method Description

get Conment () Returnsa St r i ng describing the purpose of the cookie (nul | if
no comment has been set with set Corment ).

get Donai n() Returnsa St r i ng containing the cookie’'s domain. This deter-

mines which servers can receive the cookie. By default, cookies
are sent to the server that origindly sent the cookie to the client.

get MaxAge() Returnsani nt representing the maximum age of the cookiein
seconds.

get Nane() Returnsa St r i ng containing the name of the cookie as set by
the constructor.

get Pat h() Returnsa St r i ng containing the URL prefix for the cookie.

Cookies can be “targeted” to specific URLs that include directo-
ries on the Web server. By default, acookie isreturned to services
operating in the same directory as the service that sent the cookie
or asubdirectory of that directory.

get Secure() Returnsabool ean valueindicating if the cookie should be
transmitted using a secure protocol (t r ue).
get Val ue() Returnsa St r i ng containing the value of the cookie as set with

set Val ue or the constructor.

get Versi on() Returnsani nt containing the version of the cookie protocol
used to create the cookie. A value of 0 (the default) indicates the
original cookie protocol as defined by Netscape. A value of 1
indicates the current version, which is based on Request for Com-
ments (RFC) 21009.

set Comment ( String ) Thecomment describing the purpose of the cookiethat is pre-
sented by the browser to the user. (Some browsers allow the user
to accept cookies on a per-cookie basis.)

Fig. 9.5 Important methods of class COOKi e (part 1 of 2).
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Method

set Domai n( String )

set MaxAge(
set Pat h( St

set Secure( bool ean )

set Val ue( String )

set Ver si on(

int )
ring )

int )
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Description

This determines which servers can receive the cookie. By defaullt,
cookies are sent to the server that originally sent the cookieto the
client. The domain is specified in theform " . dei tel . cont',
indicating that all serversending with. dei t el . comcan
receive this cookie.

Sets the maximum age of the cookie in seconds.

Setsthe “target” URL prefix indicating the directories on the
server that lead to the services that can receive this cookie.

A true value indicates that the cookie should only be sent using
a secure protocol.

Sets the value of a cookie.
Sets the cookie protocol for this cookie.

Fig. 9.5 Important methods of class Cooki e (part 2 of 2).
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	Objectives
	• To execute servlets with the Apache Tomcat server.
	• To be able to respond to HTTP requests from an HttpServlet.
	• To be able to redirect requests to static and dynamic Web resources.
	• To be able to maintain session information with cookies and HttpSession objects.
	• To be able to access a database from a servlet.
	A fair request should be followed by the deed in silence.
	Dante Alighieri
	The longest part of the journey is said to be the passing of the gate.
	Marcus Terentius Varro
	If nominated, I will not accept; if elected, I will not serve.
	General William T. Sherman
	Me want cookie!
	The Cookie Monster, Sesame Street
	When to the sessions of sweet silent thought I summon up remembrance of things past, …
	William Shakespeare
	Friends share all things.
	Pythagorus
	If at first you don’t succeed, destroy all evidence that you tried.
	Newt Heilscher

	9.1�� Session Tracking
	Many e-businesses can personalize users’ browsing experiences, tailoring Web pages to their users...
	Fig. 9.1 Deployment descriptor information for servlet RedirectServlet.

	Hand in hand with the promise of personalization, however, comes the problem of privacy invasion....
	As we have discussed, the request/response mechanism of the Web is based on HTTP. Unfortunately, ...
	9.1.1� Cookies
	A popular way to customize Web pages is via cookies. Browsers can store cookies on the user’s com...
	Cookies are text-based data that are sent by servlets (or other similar server-side technologies)...
	Testing and Debugging Tip 9.1
	Some clients do not accept cookies. When a client declines a cookie, the Web site or the browser ...


	Depending on the maximum age of a cookie, the Web browser either maintains the cookie for the dur...
	Figure�9.2 demonstrates cookies. The example allows the user to select a favorite programming lan...
	CookieServlet (Fig.�9.2) handles both the get and the post requests. The CookieSelectLanguage.htm...
	Line 11 defines Map books as a HashMap (package java.util) in which we store key/value pairs that...
	2 // Using cookies to store data on the client computer.
	3 package com.deitel.advjhtp1.servlets;
	4
	5 import javax.servlet.*;
	6 import javax.servlet.http.*;
	7 import java.io.*;
	8 import java.util.*;
	11 private final Map books = new HashMap();
	12
	13 // initialize Map books
	14 public void init()
	15 {
	16 books.put( "C", "0130895725" );
	17 books.put( "C++", "0130895717" );
	18 books.put( "Java", "0130125075" );
	19 books.put( "VB6", "0134569555" );
	20 }
	21
	22 // receive language selection and send cookie containing
	23 // recommended book to the client
	24 protected void doPost( HttpServletRequest request,
	25 HttpServletResponse response )
	26 throws ServletException, IOException
	27 {
	28 String language = request.getParameter( "language" );
	29 String isbn = books.get( language ).toString();
	30 Cookie cookie = new Cookie( language, isbn );
	31
	32 response.addCookie( cookie ); // must precede getWriter
	33 response.setContentType( "text/html" );
	34 PrintWriter out = response.getWriter();
	35
	36 // send XHTML page to client
	37
	38 // start XHTML document
	39 out.println( "<?xml version = \"1.0\"?>" );
	40
	41 out.println( "<!DOCTYPE html PUBLIC \"-//W3C//DTD " +
	42 "XHTML 1.0 Strict//EN\" \"http://www.w3.org" +
	43 "/TR/xhtml1/DTD/xhtml1-strict.dtd\">" );
	44
	45 out.println(
	46 "<html xmlns = \"http://www.w3.org/1999/xhtml\">" );
	47
	48 // head section of document
	49 out.println( "<head>" );
	50 out.println( "<title>Welcome to Cookies</title>" );
	51 out.println( "</head>" );
	52
	53 // body section of document
	54 out.println( "<body>" );
	55 out.println( "<p>Welcome to Cookies! You selected " +
	56 language + "</p>" );
	57
	58 out.println( "<p><a href = " +
	59 "\"/advjhtp1/servlets/CookieSelectLanguage.html\">" +
	60 "Click here to choose another language</a></p>" );
	63 "Click here to get book recommendations</a></p>" );
	64 out.println( "</body>" );
	65
	66 // end XHTML document
	67 out.println( "</html>" );
	68 out.close(); // close stream
	69 }
	70
	71 // read cookies from client and create XHTML document
	72 // containing recommended books
	73 protected void doGet( HttpServletRequest request,
	74 HttpServletResponse response )
	75 throws ServletException, IOException
	76 {
	77 Cookie cookies[] = request.getCookies(); // get cookies
	78
	79 response.setContentType( "text/html" );
	80 PrintWriter out = response.getWriter();
	81
	82 // start XHTML document
	83 out.println( "<?xml version = \"1.0\"?>" );
	84
	85 out.println( "<!DOCTYPE html PUBLIC \"-//W3C//DTD " +
	86 "XHTML 1.0 Strict//EN\" \"http://www.w3.org" +
	87 "/TR/xhtml1/DTD/xhtml1-strict.dtd\">" );
	88
	89 out.println(
	90 "<html xmlns = \"http://www.w3.org/1999/xhtml\">" );
	91
	92 // head section of document
	93 out.println( "<head>" );
	94 out.println( "<title>Recommendations</title>" );
	95 out.println( "</head>" );
	96
	97 // body section of document
	98 out.println( "<body>" );
	99
	100 // if there are any cookies, recommend a book for each ISBN
	101 if ( cookies != null && cookies.length != 0 ) {
	102 out.println( "<h1>Recommendations</h1>" );
	103 out.println( "<p>" );
	104
	105 // get the name of each cookie
	106 for ( int i = 0; i < cookies.length; i++ )
	107 out.println( cookies[ i ].getName() +
	108 " How to Program. ISBN#: " +
	109 cookies[ i ].getValue() + "<br />" );
	110
	111 out.println( "</p>" );
	112 }
	113 else { // there were no cookies
	116 }
	117
	118 out.println( "</body>" );
	119
	120 // end XHTML document
	121 out.println( "</html>" );
	122 out.close(); // close stream
	123 }
	Fig. 9.2 Storing user data on the client computer with cookies (part 1 of 3).


	Line 30 creates a new Cookie object (package javax.servlet.http), using the language and isbn val...
	Software Engineering Observation 9.1
	Browser users can disable cookies, so Web applications that use cookies may not function properly...

	Software Engineering Observation 9.2
	By default, cookies exist only for the current browsing session (until the user closes the browse...


	Line 32 adds the cookie to the response with method addCookie of interface HttpServletResponse. C...
	Common Programming Error 9.1
	Writing response data to the client before calling method addCookie to add a cookie to the respon...


	The XHTML document sent to the client in response to a post request includes a hyperlink that inv...
	Line 77 retrieves the cookies from the client using HttpServletRequest method getCookies, which r...
	If method getCookies does not return null (i.e., there were no cookies), lines 106–109 retrieve t...
	Software Engineering Observation 9.3
	Normally, each servlet class handles one request type (e.g., get or post, but not both).


	Figure�9.3 shows the XHTML document the user loads to select a language. When the user presses Su...
	2 <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
	3 "http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd">
	4
	5 <!-- Fig. 9.21: CookieSelectLanguage.html -->
	6
	7 <html xmlns = "http://www.w3.org/1999/xhtml">
	8 <head>
	9 <title>Using Cookies</title>
	10 </head>
	11
	12 <body>
	13 <form action = "/advjhtp1/cookies" method = "post">
	14
	15 <p>Select a programming language:</p>
	16 <p>
	17 <input type = "radio" name = "language"
	18 value = "C" />C <br />
	19
	20 <input type = "radio" name = "language"
	21 value = "C++" />C++ <br />
	22
	23 <!-- this radio button checked by default -->
	24 <input type = "radio" name = "language"
	25 value = "Java" checked = "checked" />Java<br />
	26
	27 <input type = "radio" name = "language"
	28 value = "VB6" />VB 6
	29 </p>
	30
	31 <p><input type = "submit" value = "Submit" /></p>
	32
	33 </form>
	34 </body>
	Fig. 9.3 CookieSelectLanguage.html document for selecting a programming language and posting the ...


	We use our advjhtp1 context root to demonstrate the servlet of Fig.�9.2. Place CookieSelectLangua...
	Select a language, and press the Submit button in the Web page to invoke the servlet.
	Various Cookie methods are provided to manipulate the members of a Cookie. Some of these methods ...
	Fig. 9.4 Deployment descriptor information for servlet CookieServlet.
	Fig. 9.5 Important methods of class Cookie (part 1 of 2).






