
A
access

free Internet, 49
hotspots

Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
searching, 297-298
services, 298-299
troubleshooting, 308-310
Windows XP, 302-304

networks, 328
security, 47-50

encryption, 52-55
SSID, 51

wireless access points, 11
wireless video cameras, 268-275
WPA, 53

ad hoc networks, 35, 54-55
adapters, wireless games, 282-283
adding

computers, 114-120
encryption, 123-135, 137

Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
troubleshooting, 167
WPA, 137, 140-141

addresses
IP

assigning, 177, 180, 210-216
dynamic, 277

MAC
enabling filtering, 327
locking, 166
troubleshooting filtering, 329

administration, passwords, 55. See also pass-
words
Advanced Encryption Standard. See also AES
advertising, stopping, 163
AES (Advanced Encryption Standard), 53
applications

Linksys EasyLink Advisor, 91-98
Viewer Client, 271-275

assigning
IP addresses, 177, 180, 210-216
IP ports, 275

associating
NICs with routers, 105-111, 113-120
routers, 176, 180, 193-195

attenuation, 187
authentication, 176, 209
automatic speed negotiation, 245-247
availability, future of, 319-320
avoiding proprietary extensions, 58

B
bad signals, verifying Windows XP, 246
base stations, 11
Boingo monitor, 252
Boingo utility, 305
bottlenecks, 239-242
broadband connections

speed, 243
testing, 239-242
upgrading from dial-up, 75

broadcasts
SSID settings, 51
troubleshooting, 192-193

browsers. See also interfaces
connections, 181-183
routers, 84-90

C
cables. See also connections

Ethernet, 263
overview of, 4
routers, 78

cameras, 259
accessing, 268-275
configuring as motion detectors, 277-279
connecting, 263-268
troubleshooting, 277
uses of, 261-262
viewing, 271, 276

cards, laptops, 59
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channels
IEEE 802.11n standard, 331-332
interference

cordless phones, 252-254
troubleshooting, 248-251

characters, WEP passphrases, 125
clients, troubleshooting, 215-216
CNET.com, 67
combinations of standards, 21
comparing ExpressCards/PCMCIA, 59
compatibility

cordless phones, 252-254
standards, 24-26

computers
adding, 114-120
capabilities, 40-41
USB wireless NICs, 103-104

configuring
DVRs, 289
Encryption, 123-137

Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
Troubleshooting, 167
WPA137, 140-141

hotspots, 310-316
NICs99

associating with routers, 105-111, 113-120
installing, 99-104

routers, 75-77
connecting, 74-75
Internet browsers, 84-90
Linksys EasyLink Advisor, 91-98
Linksys Setup Wizard, 77-84
viewing wireless camera images, 274-275

topologies, 6
wireless online gaming, 282-283
wireless video cameras, 277-279

connections, 11-12
DVRs, 288-292

configuring, 289
uses of, 289

future of, 317
availability, 319-320
devices, 321
portability, 320
range, 319
speed, 317

hotspots, 299-300
Boingo, 305
configuring, 310-316

Linksys WLAN Monitor, 300-301
membership tests, 305-308
troubleshooting, 308-310
Windows XP, 302-304

Linksys Setup Wizard, 80
managing, 108-120
NICs

wired, 40
wireless, 40-41

overview of, 4
profiles, 106-108
routers, 74-75
security, 52-55
slow

degraded signals, 248-254
speed tests, 243
testing broadband connections, 239-242
troubleshooting, 239-245
verifying speed, 245-247

SSID, 51
Troubleshooting, 174-181, 218

assigning IP addresses, 177, 180, 210-216
associating, 176, 180, 193-195
detecting, 181-183
matching, 176-179, 189, 192-193
scanning, 176-178, 184-188
securing, 176, 180, 196-204, 206-209
testing, 216-217

Wi-Fi, 10-11
wireless online gaming, 281-288
wireless video cameras, 263-268

consoles, wireless online gaming, 284-285
cordless phones, interference, 252-254
costs

hotspots, 298-299
standards, 29

customizing routers, 76

D
data rates, 10
decoding keys, 52
default channels

cordless phones, 252-254
troubleshooting, 248-251

degrading signals, 248-254
desktops. See also computers

NICs, 101-102
PCI wireless cards, 101-102
USB wireless NICs, 103-104

detecting connections, 181-183
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devices
future of, 321
interference, 252-254
purchases, 57

determining readiness, 57-61
selecting NICs, 63-65
selecting routers, 62-63
travel routers, 65-66
where to, 67-69

standards
IEEE 802.11, 16, 333-334
IEEE 802.11a, 17
IEEE 802.11b, 18
IEEE 802.11g, 19-20
IEEE 802.11n, 20-21, 331-332

wireless online gaming, 279
connecting, 281-288
options, 280-281
servers, 280

wireless video cameras, 259
accessing, 268-275
configuring as motion detectors, 277-279
connecting, 263-268
troubleshooting, 277
uses of, 261-262
viewing, 271, 276

DHCP (Dynamic Host Configuration Protocol),
210, 215-216
dial-up connections, upgrading to broadband, 75
digital video recorders. See also DVRs
disabling ad hoc networks, 54-55
drivers, war-drivers, 49. See also devices
dual-band products, 26
DVRs (digital video recorders), 288

configuring, 289
connecting, 290-292
uses of, 289

Dynamic Host Configuration Protocol. See also
DHCP
dynamic IP addresses, 277

E
e-mail, overview of, 7
EasyLink Advisor, 76, 91-98

connections, 113-120
encryption, 150-162

enabling
encryption, 126-127

Linksys EasyLink Advisor, 150-162
Linksys SES, 142-143, 150

NICs, 130-137
Routers, 128-129
WPA, 137-141

firewalls, 164
MAC address filtering, 327-329
NICs, 185-186

encoding keys, 52
encryption, 52-55. See also security

configuring123-137
connections, 196-197, 199-209
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
standards, 28-29
troubleshooting, 167
WPA137, 140-141

entering SSIDs, 82
episodes (TV), recording, 291. See also DVRs
Ethernets, 17, 263. See also connections
ExpressCards, 59
extending VoIP, 60
extensions, proprietary, 27, 58

F-G
filters (MAC addresses)

enabling, 327
troubleshooting, 329

firewalls. See also security
enabling, 164
encryption, 28-29

forwarding ports, 274
free Internet access, 49
frequency, unregulated ranges, 17
future of wireless networking, 317

availability, 319-320
devices, 321
portability, 320
range, 319
speed, 317

games, 279
connecting, 281-288
options, 280-281
servers, 280

good signals, verifying Windows XP, 246
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H
hackers, war-drivers, 49. See also security
hotspots, 295-297

Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
searching, 297-298
services, 298-299
troubleshooting, 308-310
Windows XP, 302-304

I-K
IEEE (Institute of Electrical and Electronic
Engineers) standards

combinations of, 21
comparing to WLAN, 30-31
compatibility, 24-26
cost, 29
IEEE 802.11, 16, 333-334
IEEE 802.11a, 17
IEEE 802.11b, 18
IEEE 802.11g, 19-20
IEEE 802.11n, 20-21, 331-332
range, 28
security, 28-29
selection of, 23-24
speed, 27-28

images (wireless video cameras)
troubleshooting, 277
viewing, 271, 276

incoming messages, 7
incompatible standards, 184-185
infrastructure, 35
installing

NICs, 99-104
wireless video cameras, 263-268

Institute of Electrical and Electronic Engineers.
See also IEEE standards
interfaces

connections, 181-183
NICs, 99
routers, 84-90
USB, 58

interference, 10, 17
cordless phones, 252-254
planning, 38
routers, 248-251

Internet
broadband connections

speed tests, 243
testing, 239-242

browsers, 84-90
connections, 80
images

troubleshooting, 277
viewing, 271-276

Wi-Fi, 305. See also Wi-Fi
wireless online gaming, 279

connecting, 281-288
options, 280-281
servers, 280

Internet Explorer, detecting connections, 181-
183
Internet Protocol. See also IP
Internet service provider. See also ISP
Interoperability, 10
IP (Internet Protocol)

addresses
assigning, 177, 180, 210-216
dynamic, 277

ports, 275
ISP (Internet service provider), 7

keys
encryption, 52

mismatch, 197-208
selecting, 53-54

PSKs, 125
renewal periods, 137
WEP, 125

L
LANs (local area networks)

connections, 11-12
overview of, 4-11

laptops
cards, 59
hotspots, 302
NICs, 99
PCMCIA cards, 102-103
travel routers, 314
TV episodes, 291

layouts, planning networks, 37-39
leeching onto networks, 49
limitations of IEEE 802.11g, 19
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Linksys. See also routers
EasyLink Advisor, 91-98

configuring encryption, 150-162
managing connections, 113-120

SES, 142-150
Setup Wizard, 76-84
wireless game adapters, 282-283
Wireless-N Broadband Router (WRT300N), 331
WLAN Monitor, 111-113, 300-301
WLAN utility, 131-132

local area networks. See also LANs
locking

MAC addresses, 166
Networks, 328

M
MAC (Media Access Control) addresses

enabling filtering, 327
locking, 166
troubleshooting filtering, 329

management
connections, 108-118, 120
profiles, 106-108

manually configuring encryption, 127
maps, channels, 332
matching SSIDs, 176, 179, 189-193
Mbps (megabits per second), 16
megabits per second. See also Mbps
membership tests, hotspots, 305-308
messages, 7. See also e-mail
methods, encryption, 53
Microsoft Xbox, 280. See also wireless online
gaming
MIMO (multiple inputs, multiple outputs), 20
mismatch (encryption)

keys, 197-208
type, 196-206

modes, IEEE 802.11n standard, 331-332
monitoring

Boingo monitor, 252
Linksys WLAN Monitor, 300-301

motion detectors, configuring video cameras as,
277-279
multiple inputs, multiple outputs. See also
MIMO

N
negotiation, automatic speed, 245-247
networks

computer capabilities
wired NICs, 40
wireless NICs, 40-41

connecting
assigning IP addresses, 177, 180, 210-216
associating, 176, 180, 193-195
detecting, 181-183
matching, 176, 179, 189-193
scanning, 176, 178, 184-188
securing, 176, 180, 196-209
testing, 216-217
troubleshooting, 174-181, 218

connections
degraded signals, 248-254
slow, 239, 244
speed tests, 243
testing broadband connections, 239-242
upgrading routers, 244-245
verifying speed, 245-247

disabling, 54-55
DVRs, 288

configuring, 289
connecting, 290-292
uses of, 289

encryption
configuring, 123-137
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
troubleshooting, 167
WPA, 137-141

future of, 317
availability, 319-320
devices, 321
portability, 320
range, 319
speed, 317

hotspots, 295-297
Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
searching, 297-298
services, 298-299
troubleshooting, 308-310
Windows XP, 302-304

layouts, 37-39
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locking, 328
purchases, 57

determining readiness, 57-61
selecting NICs, 63-65
selecting routers, 62-63
travel routers, 65-66
where to, 67-69

readiness, 44
security, 47-50

enabling firewalls, 164
encryption, 52-55
optimizing, 162
preventing roaming, 164-165
SSID, 51
stopping advertising, 163

topologies, 35-37
wireless online gaming, 279

connecting, 281-288
options, 280-281
servers, 280

wireless video cameras
accessing, 268-275
configuring as motion detectors, 277-279
connecting, 263-268
troubleshooting, 277
viewing, 271, 276

worksheets, 43-44
NICs (network interface cards)

compatibility, 25
configuring, 99

associating with routers, 105-114, 117-120
installing, 99-104

connecting
assigning IP addresses, 177, 180, 210-216
associating, 176, 180, 193-195
detecting, 181-183
matching, 176-193
scanning, 176-188
securing, 176, 180, 196-209
testing, 216-217
troubleshooting, 174-181, 218

encryption
configuring, 123-137
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
troubleshooting, 167
WPA, 137-141

hotspots
Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301

membership tests, 305-308
troubleshooting, 308-310
Windows XP, 302-304

locking, 328
proprietary extensions, 27
readiness, 57-61
selecting, 63-65
standards

costs, 29
ranges, 28
security, 28-29
speed, 27-28

topologies, 36
upgrading, 244
wired, 40
wireless, 40-41

O
omnidirectional signals, 47
optimizing

connections
degraded signals, 248-254
slow, 239, 244
speed tests, 243
testing broadband, 239-242
upgrading routers, 244-245
verifying speed, 245-247

security, 162
enabling firewalls, 164
preventing roaming, 164-165

stopping advertising, 163
options

hotspots, 298-299
routers, 76
wireless online gaming, 280-281

P
packets

firewalls, 164
SPI, 29

passphrases
generators, 53
selecting, 128
WEP, 125

passwords
routers, 80
wireless video cameras, 269

PCI wireless cards, installing on desktops,
101-102
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PCMCIA (Personal Computer Memory Card
International Association), 59-60, 102-103
peer-to-access point networks, 35
peer-to-peer networks, 35
performance, compatibility, 26
Personal Computer Memory Card International
Association. See also PCMCIA
ping utility, 241. See also testing
planning

networks
computer capabilities, 40
layouts, 37-39
readiness, 44
topologies, 35-37
wired NICs, 40
wireless NICs, 40-41
worksheets, 43-44

purchases, 57
determining readiness, 57-61
NICs, 63-65
selecting routers, 62-63
travel routers, 65-66
where to, 67-69

pools, troubleshooting, 215-216
portability, 320
ports. See also connections

forwarding, 274
IP, 275

power of transmissions, 10
preshared keys. See also PSKs
preventing roaming, 164-165
primary channels, 332
privacy, WEP, 52
profiles, 106-108, 110-120
proprietary extensions, 27, 58
protocols

DHCP, 210, 215-216
Ethernet, 7
IP. See also IP
TKIP, 53

providers, connecting to online games, 285-288
PSKs (preshared keys)125
purchases (planning), 57

determining readiness, 57-61
selecting NICs, 63-65
selecting routers, 62-63
travel routers, 65-69

R
radio frequency. See also RF
ranges

future of, 319
standards, 28
transmissions, 10
unregulated frequency, 17

readiness
determining, 57-61
planning networks, 44

recording, DVRs, 291. See also DVRs
relationships, wireless standards, 25
renewal periods, keys, 137
Repair function (Windows XP), 214
revisions, IEEE 802.11 standards, 333-334
RF (radio frequency), 9-10
ring topology, 6
roaming, preventing, 164-165
routers, 6

associating, 176, 180, 193-195
broadband connections

speed, 243
testing, 239-242

compatibility, 26
configuring, 74-77
connections, 4, 11-12
encryption

configuring, 123-137
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
troubleshooting, 167
WPA, 137, 140-141

extensions, 27
interference, 248-251
Internet browsers, 84-90
Linksys EasyLink Advisor, 91-98
Linksys Setup Wizard, 77-84
NICs, 105-114, 117-120
passwords, 80
purchases, 57
selecting, 62-63
travel, 65-66, 310-316
upgrading, 244-245

S
saving router configuration settings, 83
scanning signals, 176, 178-188
scrambling signals, 52-55

scrambling signals 351
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searching for hotspots, 297-298
secondary channels, 332
SecureEasySetup. See also SES
Security, 47-50

connections, 176, 180, 196-209
encryption, 52-55

configuring, 123-137
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
troubleshooting, 167
WPA, 137-141

hotspots
Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
troubleshooting, 308-310
Windows XP, 302-304

optimizing, 162
enabling firewalls, 164
preventing roaming, 164-165
stopping advertising, 163

SSID, 51
standards, 28-29
wireless video cameras

accessing, 268-275
configuring as motion detectors, 277-279
troubleshooting, 277
viewing, 276

selection
encryption keys, 53-54
IEEE 802.11n wireless channels, 331-332
NICs, 63-65
routers, 62-63
standards, 23-24

compatibility, 24-26
cost, 29
range, 28
security, 28-29
speed, 27-28

travel routers, 65-66
WEP passphrases, 128

servers, wireless online gaming, 280
Service Set Identification. See also SSID
services, hotspots, 298-299
SES (SecureEasySetup), 142-150
Setup Wizard, 263
setup. See also configuring

signals
Boingo monitor, 252
degrading, 248-254
omnidirectional, 47
RF, 9-10
scrambling, 52-55
scanning, 176, 178-188
troubleshooting, 187-188
Windows XP, 246

slow connections, 239, 244
degraded signals, 248-254
speed tests, 243
testing broadband connections, 239-242
upgrading routers, 244-245
verifying speed, 245-247

snooping, 8
SoloLink, 277
speed

broadband connections, 243
future of, 317
overview of, 244-245
standards, 27-28
verifying, 245-247

Speed Booster, 19, 58
SPI (stateful packet inspection), 29, 164
SSID (Service Set Identification), 11, 51

entering, 82
hotspots, 299-300
matching, 176, 179, 189-193

standard channel, 331-332
standards, 16

AES, 53
combinations of, 21
IEEE 802.11, 16, 333-334
IEEE 802.11a, 17
IEEE 802.11b, 18
IEEE 802.11g, 19-20
IEEE 802.11n, 20-21, 331-332
incompatible, 184-185
overview of, 244-245
selection of, 23-24

compatibility, 24-26
cost, 29
range, 28
security, 28-29
speed, 27-28

WLAN, 30-31
starting Linksys Setup Wizard, 78
stateful packet inspection. See also SPI
static IP addressing, 211
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stopping advertising, 163
strength, troubleshooting signals, 187-188
surveillance, 261, 277-279
switches, 6

T
T-Mobile, connecting, 307. See also hotspots
telephones, troubleshooting interference, 252-
254
Temporal Key Integrity Protocol. See also TKIP
testing

broadband connections, 239-243
connections, 216-217
hotspots, 305-308

TiVo, 288
configuring, 289
connecting, 290-292
TiVoToGo, 291
uses of, 289

TKIP (Temporal Key Integrity Protocol), 53
tools

Boingo, 252, 305
Linksys WLAN Monitor, 111-113, 300-301
Linksys WLAN utility, 131-132
ping, 241. See also testing
Windows Wireless network Connection 
utility, 109
Windows XP, 135-137

topologies
overview of, 6
types of, 35-37

transferring TV episodes (DVRs), 291
transmissions, power of, 10
travel routers, 65-66, 310-316
troubleshooting

connections, 174-181, 218
assigning IP addresses, 177, 180, 210-216
associating, 176, 180, 193-195
degraded signals, 248-254
detecting, 181-183
matching, 176, 179, 189-193
scanning, 176-178, 184-188
securing, 176, 180, 196-209
slow, 239, 244
speed tests, 243
testing, 216-217, 239-242
upgrading routers, 244-245
verifying speed, 245-247

cordless phones, 252-254
encryption, 167

hotspots, 308-310
MAC address filtering, 329
router interference, 248-251
wireless video cameras, 277

types
of encryption mismatch, 196-206
of NICs, 99
of topologies, 35-37
of wireless connection managers, 108

U
unregulated frequency ranges, 17
upgrading

dial-up connections to broadband, 75
NICs, 244
overview of, 244-245
routers, 244-245

USB (universal serial bus). See also connections
interfaces, 58
NICs, 103-104

V
verifying speed, 245-247
video

DVRs, 288
configuring, 289
connecting, 290-292
uses of, 289

wireless cameras, 259
accessing, 268-275
configuring as motion detectors, 277-279
connecting, 263-268
troubleshooting, 277
uses of, 261-262
viewing, 271, 276

Viewer Client, 271-275
viewing wireless video cameras, 271, 276
VoIP (Voice over IP), 17, 60
vulnerabilities, 50. See also security

W
W-Fi hotspots, 295-297

Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
searching, 297-298
services, 298-299
troubleshooting, 302-310

W-Fi hotspots 353
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war-drivers, 49
web sites, CNET.com, 67
WEP (Wired Equivalent Privacy), 52

keys, 125, 197-203
NICs, 130-137
passphrases, 125, 128
routers,128-129

Wi-Fi Protected Access. See also WPA
wide channel, 331-332
Windows XP

authentication, 209
hotspots, 302-304
Repair function, 214
speed, 246
WEP encryption, 135-137

Wired Equivalent Privacy. See also WEP
wired NICs, 40
wireless access points, 11
wireless devices

standards
IEEE 802.11, 16, 333-334
IEEE 802.11a, 17
IEEE 802.11b, 18
IEEE 802.11g, 19-20
IEEE 802.11n, 20-21, 331-332

wireless hotspots, 295-297
Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
searching, 297-298
services, 298-299
troubleshooting, 308-310
Windows XP, 302-304

wireless LAN. See also WLAN
wireless networks, 317

availability, 319-320
devices, 321
portability, 320
range, 319
speed, 317

wireless NICs, 40-41
wireless online gaming, 279

connecting, 281-288
options, 280-281
servers, 280

wireless profiles, 106-108, 110-120
Wireless Security Wizard, 152
wireless travel routers, 310-316

wizards
Setup, 263
Wireless Security Wizard, 152

WLAN (wireless LAN)
connections, 11-12
Linksys Monitor, 111-113
Linksys WLAN Monitor, 300-301
overview of, 4-11
standards, 30-31

worksheets, planning networks, 43-44
WPA (Wi-Fi Protected Access), 53

enabling, 137, 140-141
preshared key mismatch, 207-208
PSKs, 125
type mismatch, 203-206

X
Xbox, 280. See also wireless online gaming
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