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Introduction
The CCDE certification is a unique certification in the IT and networking industry and
is considered one of the most if not the only recognized vendor-neutral network Design
Expert level certification. When it comes to design, it is like art: It cannot be taught or
covered entirely through a single book or a training course, because each design has
different drivers, philosophy, and circumstances that collectivity create its unique characteristic. Therefore, this book uses a comparative and analytical approach to help the
reader answer the question why with regard to design or technology selections, and to
think of how to link the technical design decisions to other influencing factors (technical, nontechnical, or combination of both) to achieve a true and successful businessdriven design. In addition, multiple mini design scenarios and illustrations are included in
the chapters to explain the concepts, design options, and implications.
This book is the first book to target the CCDE practical exam. Also, It is the first book
that consists of diverse design aspects, principles, and options using a business-driven
approach for enterprise, service provider, and data center networks.
This book covers the different design principles and topics using the following approach:
■

Covers (that is, highlights, discusses, and compares) the different technologies,
protocols, design principles, and design options in terms of cost, availability,
scalability, performance, flexibility, and so on (along with the strength of the
various designs and design concerns where applicable)

■

Covers the drivers toward adopting the different technologies and protocols
(technical and nontechnical) (whether intended for enterprise or service provider
networks depends on the topic and technology)

■

Covers the implications of the addition or integration of any element to the overall
design, such as adding new applications or integrating two different networks

The design topics covered in this CCDE Study Guide aim to prepare you to be able to
■

Analyze and identify various design requirements (business, functional, and application) that can influence design decisions.

■

Understand the different design principles and their impact on the organization
from a business point of view

■

Understand and compare the various network design architectures and the associated implications on various design aspects of applying different Layer 2 and Layer 3
control plane protocols

■

Identify and analyze design limitations or issues, and how to optimize them, taking into consideration the technical and nontechnical design requirements and
constraints.

■

Identify and analyze the implication of adding new services or applications and how
to accommodate the design or the design approach to meet the expectations

xxi

This book references myriad sources, but presents the material in a manner tailored for
conscientious network designers and architects. The material also covers updated standards
and features that are found in enterprise and service provider networks. In addition, each
chapter contains further reading suggestions pointing you to recommended documents
that pertain to the topics covered in each chapter.
Therefore, you can use this book as an all-in-one study guide covering the various
networking technologies, protocols, and design options in a business-driven approach.
You can expand your study scope and depth of knowledge selectively on certain topics
as needed.
Whether you are preparing for the CCDE certification or just want to better understand
advanced network design topics, you will benefit from the range of topics covered
and the practical business-driven approach used to analyze, compare, and explain
these topics.

Who Should Read This Book?
In addition to those who are planning or studying for the CCDE certification, this
book is for network engineers, network consultants, network architects, and solutions
architects who already have a foundational knowledge of the topics being covered and
who would like to train themselves to think more like a design engineer rather than like
an implementation engineer.

CCDE Practical Exam Overview
The minimally qualified CCDE must have expert-level knowledge, experience, and skills
that cover complex networks design (ideally global-scale networks) by successfully
demonstrating the ability to translate business requirements and strategies into functional
and technical strategies. In other words, CCDEs are recognized for their expert-level
knowledge and skills in network infrastructure design. The deep technical networking
knowledge that a CCDE brings ensures that they are well qualified to address the most
technically challenging network infrastructure design assignments [1]. Therefore, to
test the CCDE candidate skills, knowledge, and expertise, the CCDE practical exam is
divided into multiple design scenarios, with each having a different type of network and
requirements. In addition, each design scenario is structured of different domains and
tasks that CCDE candidates have to complete to demonstrate expert-level abilities when
dealing with a full network design lifecycle (gather business requirements, analyze the
requirements, develop a design, plan the implementation of the design, and then apply
and optimize the design).
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Job Tasks
The CCDE exam is designed to cover different use cases, each of which may be
integrated in one or multiple design scenarios in the exam. The following are the primary
use cases at the time of this writing:
■

Merge or divest networks: This use case covers the implications and challenges
(technical and nontechnical) associated with merging or separating different
networks (both enterprise and service provider types of networks). This domain,
in particular, can be one of the most challenging use cases for network designers
because, most of the time, merging two different networks means integrating two
different design philosophies, in which multiple conflicting design concepts can
appear. Therefore, at a certain stage, network designers have to bring these two
different networks together to work as a one cohesive system, taking into consideration the various design constrains that might exist such as goals for the merged
network, security policy compliance, timeframe, cost, the merger constraints, the
decision of which services to keep and which ones to divest (and how), how to keep
services up and running after the divestiture, what the success criteria is for the
merged network, and who is the decision maker.

■

Add technology or application: This use case covers the impact of adding
technology or an application to an existing network. Will anything break as a
result of the new addition? In this use case, you must consider the application
requirements in terms of traffic pattern, convergence time, delay, and so on
across the network. By understanding these requirements, the CCDE candidate
as a network designer should be able to make design decisions about fine-tuning
the network (design and features such as quality of service [QoS]) to deliver this
application with the desired level of experience for the end users.

■

Replace technology: This use case covers a wide range of options to replace an
existing technology to meet certain requirements. It might be a WAN technology,
routing protocol, security mechanism, underlying network core technology, or so
on. Also, the implications of this new technology or protocol on the current design,
such as enhanced scalability or potential to conflict with some of the existing application requirements, require network designers to tailor the network design so that
these technologies work together rather than in isolation, so as to reach objectives,
such as delivering business applications and services.

■

Scale a network: This use case covers different types of scalability aspects at
different levels, such as physical topology, along with Layer 2 and Layer 3 scalability
design considerations. In addition, the challenges associated with the design
optimization of an existing network design to offer a higher level of scalability are
important issues in this domain. For example, there might be some constraints or
specific business requirements that might limit the available options for the network
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designer when trying to optimize the current design. Considerations with regard
to this use case include the following: Is the growth planned or organic? Are there
issues caused by the growth? Should one stop and redesign the network to account
for growth? What is the most scalable design model?

Exam Job Domains
In each of the CCDE exam use cases described in the preceding section, as part of each
CCDE design scenario the candidate is expected to cover some or all of the following
job domains:
■

Analyze: This domain requires identification of the requirements, constraints, and
risks from both business and technology perspectives. In this task, the candidate is
expected to perform multiple subtasks, such as the following:
■

Identify the missing information required to produce a design.

■

Integrate and analyze information from multiple sources (for example, from
e-mails or from diagrams) to provide the correct answer for any given question.

■

Design: In this domain, the CCDE candidate is usually expected to provide a
suggested design by making design choices and decisions based on the given and
analyzed information and requirements in the previous task. Furthermore, one of
the realistic and unique aspects of the CCDE exam is that there might be more than
one right design option. Also, there might be optimal and suboptimal solutions.
This aspect of the exam is based on the CCDE candidate’s understanding of the
requirements, goals, and constraints in making the most relevant and suitable
selection given the options available.

■

Implement and deploy: This domain contains multiple subtasks, such as the
following:
■

Determine the consequences of the implementation of the proposed design.

■

Design implementation, migration, or fallback plans.

Note No command-line interface (CLI) configuration is required on the CCDE practical
exam. The general goal behind this point is more about how and where you to apply a
network technology or a protocol and the implications associated with it, and how to
generate a plan to apply the proposed design.

■

Validate and optimize: Here the CCDE candidate is required to justify the design
choices and decisions in terms of the rationale behind the design’s selection.
The candidate’s justifications should evidence that the selected design is the best
available. Justifications are typically driven by technical requirements, business
requirements, and functional requirements, considered either in isolation or in
combination.
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Exam Technologies
As a general rule for the CCDE practical exam technologies, consider the written exam
(qualification) blueprint as a reference (see Figure I-1). However, remember that this is a
scenario-based design exam, in which you might expect expansion to the technologies
covered in the CCDE written blueprint. In other words, consider the blueprint as a foundation and expand upon it to a reasonable extent; it is not necessary to go deeply into
technologies that are not used in real-life networks.

L2 Control Plane

STP
Switch Fabric

L3 Control Plane

IGP (IS-IS, OSPF, EIGRP)
BGP (iBGP, eBGP, MP-BGP)

Network Virtualization
QoS
Network Security
Network Management
Figure I-1

L2VPN, L3VPN, VRF
Tunneling (IPSec, GRE, DMVPN)

DiffServ, Inserv

Service Provider and Enterprise
network infrastructure security

SNMP, Netflow

Exam Technologies

Note The above technologies include both IP versions (version 4 and 6) as well as
unicast and Multicast IP communications.

PPDIOO Approach and the CCDE Job Domains
With regard to IT services, businesses usually aim to reduce total cost of ownership,
improve its service availability, enhance user quality of experience, and reduce operational expenses. By adopting a lifecycle approach, organizations can define a set of
methodologies and standards to be followed at each stage of the IT network’s life. With
this approach, there will be a series of phases that all collectively construct a lifecycle.
With most lifecycle approaches, the information and findings of each phase can be used
to feed and improve the following phase. This ultimately can produce more efficient
and cost-effective IT network solutions that offer IT more elasticity to enhance current
investments and to adopt new IT technologies and justify their investment cost.
The PPDIOO lifecycle (see Figure I-2) stands for Prepare, Plan, Design, Implement,
Operate, and Optimize, which is Cisco’s vision of the IT network lifecycle. This vision is
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primarily based on the concept that understanding what is supposed to happen at each
stage is vital for a company (or architect, designer) to properly use the lifecycle approach
and to get the most benefit from it.

Prepare

Optimize

Plan

Operate

Design

Implement

Figure I-2

PPDIOO Lifecycle

Furthermore, this approach offers the flexibility to have a two-way directional
relationship between the phases. For instance, during the monitoring phase of the
newly designed and implemented network, issues might be discovered that can be
fixed by the addition of some features. This is similar to when there are issues related
to design limitations. Therefore, each phase can provide reverse feeding, as well, to
the previous phase or phases to overcome issues and limitations that appear during the
project lifecycle. As a result, this will provide an added flexibility to IT in general and
the design process in particular to provide a workable design that can transform the IT
network infrastructure to be a business enabler. Figure I-3 illustrates the PIDDO lifecycle
with the multidimensional relationship between the lifecycle phases.

Prepare

Figure I-3

Plan

Design

Implement

PPDIOO Multidimensional Relationship

Operate

Optimize
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PPDIOO and Tasks
In fact, the PPDIOO lifecycle is applicable to the CCDE job domains, just like any other
design project:
■

The CCDE candidate needs to analyze the provided information (Prepare).

■

Use this information to make design choices and decisions (Plan).

■

Generate, propose, or suggest a suitable design (Design).

■

Apply the selected design (for example, an implementation plan) (Implement).

■

Collect feedback or monitor (Operate) for optimization and enhancement
(Optimize).

Final Thoughts on the CCDE Practical Exam
Understanding the various domains and tasks expected in each of the exam’s design
scenarios can help CCDE practical exam candidates shape their study plans. This understanding can also help those who have the opportunity to practice it in their work
environment. If they are working on a design and architecture project, they will have a
tangible practical feeling and understand how the different stages of the design process
can be approached and handled.

How This Book Is Organized
Although this book could be read cover to cover, it is designed to be flexible and allow
you to easily move between chapters and sections of chapters to cover just the topics
that you need more work with.
This book is organized into six distinct sections.
Part I of the book explains briefly the various design approaches, requirements, and
principles, and how they complement each other to achieve a true business-driven
design.
■

Chapter 1, “Network Design Requirements: Analysis and Design Principles”
This chapter covers how the different requirements (business, functional, and
application) can influence design decisions and technology selection to achieve
a business-driven design. This chapter also examines, when applicable, the
foundational design principles that network designers need to consider.
Part II of this book focuses on the enterprise networks, specifically modern
(converged) networks. The chapter covers the various design options, considerations, and design implications with regard to the business and other design
requirements.

■

Chapter 2, “Enterprise Layer 2 and Layer 3 Design” This chapter covers different
design options and considerations related to Layer 2 and Layer 3 control plane
protocols and advanced routing concepts.
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■

Chapter 3, “Enterprise Campus Architecture Design” This chapter covers the
design options applicable to modern campus networks. The chapter also covers
some of the design options and considerations with regard to network virtualization
across the campus network.

■

Chapter 4, “Enterprise Edge Architecture Design” This chapter covers various
design options and considerations with regard to the two primary enterprise edge
blocks (WAN edge and Internet edge).
Part III of the book focuses on service provider-grade networks. It covers the various design architectures, technologies, and control protocols, along with the drivers
toward adopting the different technologies (technical and nontechnical).

■

Chapter 5, “Service Provider Network Architecture Design” This chapter covers
the various architectural elements that collectively comprise a service provider-grade
network at different layers (topological and protocols layers). The chapter also
covers the implications of some technical design decisions on the business.

■

Chapter 6, “Service Provider MPLS VPN Services Design” This chapter covers
various options and considerations in MPLS VPN network environments, focusing
on L2VPN and L3VPN networks. The chapter also examines different design
options and approaches to optimize Layer 3 control plane design scalability for
service provider-grade networks.

■

Chapter 7, “Multi-AS Service Provider Network Design” This chapter focuses on
the design options and considerations when interconnecting different networks or
routing domains. The chapter examines each design option and then compares them
based on various design aspects such as security and scalability.
Part IV of the book focuses on data center networks design for both traditional and
modern (virtualized and cloud based) data center networks. This part also covers
how to achieve business continuity goals.

■

Chapter 8, “Data Center Networks Design” This chapter covers various design
architectures, concepts, techniques, and protocols that pertain to traditional and
modern data center networks. In addition, this chapter analyzes and compares the
different design options and considerations, and examines the associated implications of interconnecting dispersed data center networks and how these different
technologies and design techniques can facilitate achieving different levels of
business continuity.
Part V of this book focuses on the design principles and aspects to achieve the
desired levels of operational uptime and resiliency by the business.

■

Chapter 9, “Network High-Availability Design” This chapter covers the different
variables and factors that either solely or collectively influence the overall targeted
operational uptime. This chapter also examines the various elements that influence
achieving the desired degree of network resiliency and fast convergence.
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Part VI of the book focuses on network technologies and services that are not core
components of the CCDE practical exam.
■

Chapter 10, “Design of Other Network Technologies and Services” This chapter
briefly explains some design considerations with regard to the following network
technologies and services, with a focus on certain design aspects and principles
and without going into deep technical detail or explanation: IPv6, multicast, QoS,
security, and network management.

Final Words
This book is an excellent self-study resource to learn how to think like a network
designer following a business-driven approach. You will learn how to analyze and
compare different design options, principles, and protocols based on various design
requirements. However, the technical knowledge forms only the foundation to pass
the CCDE practical exam. You also want to have a real feeling for gathering business
requirements, analyzing the collected information, identifying the gaps, and producing
a proposed design or design optimization based on that information. If you believe that
any topic in this book is not covered in enough detail, I encourage you to expand your
study scope on that topic by using the recommended readings in this book and by using
the recommended CCDE study resources available online at Learning@Cisco.com
Enjoy the reading and happy learning.

This page intentionally left blank

Chapter 3

Enterprise Campus
Architecture Design

A campus network is generally the portion of the enterprise network infrastructure
that provides access to network communication services and resources to end users and
devices that are spread over a single geographic location. It may be a single building or
a group of buildings spread over an extended geographic area. Normally, the enterprise
that owns the campus network usually owns the physical wires deployed in the campus.
Therefore, network designers typically tend to design the campus portion of the enterprise network to be optimized for the fastest functional architecture that runs on highspeed physical infrastructure (1/10/40/100 Gbps). Moreover, enterprises can also have
more than one campus block within the same geographic location, depending on the
number of users within the location, business goals, and business nature. When possible,
the design of modern converged enterprise campus networks should leverage the following common set of engineering and architectural principles [10]:
■

Hierarchy

■

Modularity

■

Resiliency

Enterprise Campus: Hierarchical Design Models
The hierarchical network design model breaks the complex flat network into multiple
smaller and more manageable networks. Each level or tier in the hierarchy is focused on
a specific set of roles. This design approach offers network designers a high degree of
flexibility to optimize and select the right network hardware, software, and features to
perform specific roles for the different network layers.
A typical hierarchical enterprise campus network design includes the following three
layers:
■

Core layer: Provides optimal transport between sites and high-performance routing.
Due the criticality of the core layer, the design principles of the core should provide
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an appropriate level of resilience that offers the ability to recover quickly and
smoothly after any network failure event with the core block.
■

Distribution layer: Provides policy-based connectivity and boundary control
between the access and core layers.

■

Access layer: Provides workgroup/user access to the network.

The two primary and common hierarchical design architectures of enterprise campus
networks are the three-tier and two-tier layers models.

Three-Tier Model
This design model, illustrated in Figure 3-1, is typically used in large enterprise campus
networks, which are constructed of multiple functional distribution layer blocks.

Core Layer

Distribution Layer

Access Layer

Figure 3-1

Three-Tier Network Design Model

Two-Tier Model
This design model, illustrated in Figure 3-2, is more suitable for small to medium-size
campus networks (ideally not more than three functional disruption blocks to be interconnected), where the core and distribution functions can be combined into one layer,
also known as collapsed core-distribution architecture.
Note The term functional distribution block refers to any block in the campus network
that has its own distribution layer such as user access block, WAN block, or data center
block.

Enterprise Campus: Modularity

Core/Distribution Layer

Access Layer

Figure 3-2

Two-Tier Network Design Model

Enterprise Campus: Modularity
By applying the hierarchical design model across the multiple functional blocks of the
enterprise campus network, a more scalable and modular campus architecture (commonly
referred to as building blocks) can be achieved. This modular enterprise campus architecture offers a high level of design flexibility that makes it more responsive to evolving
business needs. As highlighted earlier in this book, modular design makes the network
more scalable and manageable by promoting fault domain isolation and more deterministic traffic patterns. As a result, network changes and upgrades can be performed in a controlled and staged manner, allowing greater stability and flexibility in the maintenance and
operation of the campus network. Figure 3-3 depicts a typical campus network along with
the different functional modules as part of the modular enterprise architecture design.

Access layer

Distribution layer

Core layer

Distribution layer

Access layer
WAN
Data Center

Internet
Layer 3 link
Layer 2 link

Figure 3-3

Typical Modular Enterprise Campus Architecture

121

122

Chapter 3: Enterprise Campus Architecture Design

Note Within each functional block of the modular enterprise architecture, to achieve
the optimal structured design, you should apply the same hierarchal network design
principle.

When Is the Core Block Required?
A separate core provides the capability to scale the size of the enterprise campus network in a structured fashion that minimizes overall complexity when the size of the network grows (multiple campus distribution blocks) and the number of interconnections
tying the multiple enterprise campus functional blocks increases significantly (typically
leads to physical and control plane complexities), as exemplified in Figure 3-4. In other
words, not every design requires a separate core.

Core

Figure 3-4

Network Connectivity Without Core Versus With Core

Besides the previously mentioned technical considerations, as a network designer you
should always aim to provide a business-driven network design with a future vision
based on the principle “build today with tomorrow in mind.” Taking this principle into
account, one of the primary influencing factors with regard to selecting two-tier versus
three-tier network architecture is the type of site or network (remote branch, regional
HQ, secondary or main campus), which will help you, to a certain extent, identify the
nature of the site and its potential future scale (from a network design point of view).
For instance, it is rare that a typical (small to medium-size) remote site requires a threetier architecture even when future growth is considered. In contrast, a regional HQ site
or a secondary campus network of an enterprise can have a high potential to grow significantly in size (number of users and number of distribution blocks). Therefore, a core
layer or three-tier architecture can be a feasible option here. This is from a hypothetical
design point of view; the actual answer must always align with the business goals and
plans (for example if the enterprise is planning to merge or acquire any new business);
it can also derive from the projected percentage of the yearly organic business growth.
Again, as a network designer, you can decide based on the current size and the projected
growth, taking into account the type of the targeted site, business nature, priorities,
and design constraints such as cost. For example, if the business priority is to expand

Access-Distribution Design Model

without spending extra on buying additional network hardware platforms (reduce capital
expenditure [capex]), in this case the cost savings is going to be a design constraint and
a business priority, and the network designer in this type of scenario must find an alternative design solution such as the collapsed architecture (two-tier model) even though
technically it might not be the optimal solution.
That being said, sometimes (when possible) you need to gain the support from the business first, to drive the design in the right direction. By highlighting and explaining to
the IT leaders of the organization the extra cost and challenges of operating a network
that was either not designed optimally with regard to their projected business expansion
plans, or the network was designed for yesterday’s requirements and it will not be capable enough to handle today’s requirements. Consequently, this may help to influence
the business decision as the additional cost needed to consider three-tier architecture
will be justified to the business in this case (long-term operating expenditure [opex] versus short-term capex). In other words, sometimes businesses focus only on the solution
capex without considering that opex can probably cost them more on the long run if
the solution was not architected and designed properly to meet their current and future
requirements

Access-Distribution Design Model
Chapter 2, “Enterprise Layer 2 and Layer 3 Design,” discussed different Layer 2 design
models that are applicable to the campus LAN design, in particular to the access-distribution layer. Technically, each design model has different design attributes. Therefore,
network designers must understand the characteristics of each design model to be able
to choose and apply the most feasible model based on the design requirements.
The list that follows describes the three primary and common design models for the
access layer to distribution layer connectivity. The main difference between these design
models is where the Layer 2 and Layer 3 boundary is placed and how and where Layer 3
gateway services are handled:
■

Classical multitier STP based: This model is the classical or traditional way of connecting access to the distribution layer in the campus network. In this model, the
access layer switches usually operate in Layer 2 mode only, and the distribution
layer switches operate in Layer 2 and Layer 3 modes. As discussed earlier in this
book, the primary limitation of this design model is the reliance on Spanning Tree
Protocol (STP) and First Hop Redundancy Protocol (FHRP). For more information,
see Chapter 2.

■

Routed access: In this design model, access layer switches act as Layer 3 routing
nodes, providing both Layer 2 and Layer 3 forwarding. In other words, the
demarcation point between Layer 2 and Layer 3 is moved from the distribution
layer to the access layer. Based on that, the Layer 2 trunk links from access to
distribution are replaced with Layer 3 point-to-point routed links, as illustrated
in Figure 3-5.
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Classical – STP based

Routed access
Layer 3
Layer 3
Layer 2
Layer 2

Figure 3-5

Routed Access Layer

The routed access design model has several advantages compared to the multitier
classical STP-based access-distribution design model, including the following:
■

Simpler and easier to troubleshoot, you can use a standard routing troubleshooting techniques, and you will have fewer protocols to manage and troubleshoot
across the network

■

Eliminate the reliance on STP and FHRP and rely on the equal-cost multipath
(EMCP) of the used routing protocol to utilize all the available uplinks, which
can increase the overall network performance

■

Minimize convergence time during a link or node failure

Note The routed access design model does not support spanning Layer 2 VLANs
across multiple access switches, and this might not be a good choice for some networks.
Although expanding Layer 2 over routed infrastructure is achievable using other different
overlay technologies, this might add complexity to the design, or the required features
may not be supported with the existing platforms for the access or distribution layer
switches.

■

Switch clustering: As discussed in Chapter 2, this design model provides the simplest and most flexible design compared to the other models discussed already.
As illustrated in Figure 3-6, by introducing the switch clustering concept across
the different functional modules of the enterprise campus architecture, network
designers can simplify and enhance the design to a large degree. This offers a
higher level of node and path resiliency, along with significantly optimized network
convergence time.

The left side of Figure 3-6 represents the physical connectivity, and the right side shows
the logical view of this architecture, which is based on the switch clustering design
model across the entire modular campus network.

Access-Distribution Design Model

Logical Layout

Physical Layout

WAN
Data Center

Figure 3-6

Internet

WAN
Data Center

Internet

Switch Clustering Concept

Table 3-1 compares the different access-distribution connectivity design models from
different design angles.
Table 3-1

Comparing Access-Distribution Connectivity Models
Multitier STP Based Routed Access

Switch Clustering

Limited (For example, Flexible
spanning Layer 2
over different access
switches requires an
overlay technology)

Design flexibility

Limited (topology
dependent)

Scalability

Supports both scale
Supports scale up
and limited scale out up and scale out
(topology dependent)

Layer 3 gateway
services

Distribution layer
(FHRP based)

Access layer (Layer 3 Distribution layer (may
routing based)
or may not require
FHRP*)

Multichassis link
aggregation (mLAG)

Not supported

Not supported
(instead relies on
Layer 3 ECMP)

Scale up and
limited scale out
(typically limited to
2 distribution switches
per cluster)

Supported
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Table 3-1

continued
Multitier STP Based Routed Access

Switch Clustering
Fast

Access-todistribution
convergence time

Dependent on STP
and FHRP timers
(relatively slow)

Interior Gateway
Protocol (IGP)
dependent,
commonly fast

Operational
complexity

Complex (multiple
control protocols to
deal with [for
example, STP, FHRP])

Moderate (Advanced Simple
routing design
expertise may be
required)

* Some switch clustering technologies, such as Cisco Nexus vPC, use FHRP (Hot Standby Router Protocol [HSRP]).
However, from a forwarding plane point of view, both upstream switches (vPC peers) do forward traffic, unlike the
classical behavior, which is based on active-standby.

Note All the design models discussed in this section are valid design options. However,
the design choice must be driven by the requirements and design constraints, such as
cost, which can influence which option you can select. For example, an access switch
with Layer 3 capabilities is more expensive than a switch with Layer 2 capabilities only.
This factor will be a valid tiebreaker if cost is a concern from the perspective of business
requirements.

Enterprise Campus: Layer 3 Routing Design
Considerations
The hierarchal enterprise campus architecture can facilitate achieving more structured
hierarchal Layer 3 routing design, which is the key to achieving routing scalability in
large networks. This reduces, to a large extent, the number of Layer 3 nodes and adjacencies in any given routing domain within each tier of the hierarchal enterprise campus
network [27].
In a typical hierarchal enterprise campus network, the distribution block (layer) is considered the demarcation point between Layer 2 and Layer 3 domains. This is where Layer 3
uplinks participate in the campus core routing, using either an interior routing protocol
(IGP) or Border Gateway Protocol (BGP), which can help to interconnect multiple campus distribution blocks together for end-to-end IP connectivity.
By contrast, with the routed access design model, Layer 3 routing is extended to the
access layer switches. Consequently, the selection of the routing protocol is important
for a redundant and reliable IP/routing reachability within the campus, considering scalability and the ability of the network to grow with minimal changes and impact to the
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network and routing design. All the Layer 3 routing design considerations discussed in
previous chapters must be considered when applying any routing protocol to a campus
LAN. Figure 3-7 illustrates a typical ideal routing design that aligns the IGP design (Open
Shortest Path First [OSPF]) with the enterprise campus hierarchal architecture, along with
the different functional modules.

OSPF Passive
interfaces

Route Summarization

OSPF Area
per block

OSPF Area 0

OSPF NSSA
or Totally
NSSA Area
per block

WAN

Figure 3-7

Data Center

Internet

Campus Network: Layer 3 Routing

Note In the preceding example, the data center and other modules coexist within
the enterprise campus to illustrate a generic IGP design over multiple modules
interconnected over one core infrastructure (typical large campus design). However, in
some designs, the data center is interconnected over a WAN or dedicated fiber links with
the campus network. Also, the other blocks, such as Internet and WAN blocks, might
be coresident at the data center’s physical location as well. In this case, you can use the
same IGP design concept, and you can treat the WAN interconnect as an external link, as
illustrated in Figure 3-8. Also, the enterprise core routing (that is, OSPF backbone area)
can be extended over the WAN. In other words, all the concepts of IGP and BGP design
discussed earlier in this book have to be considered to make the right design decision.
(There is no single standard design that you can use in different scenarios.)
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OSPF Area 5

OSPF Area 10

OSPF Area 15

OSPF Area
per block

Route Summarization
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OSPF Backbone
area 0

OSPF NSSA, Totally NSSA Area,
or normal area if optimal path is
required.

OSPF Area 0

OSPF NSSA

P2P routed links

WAN

BGP AS 65000

Data Center

Figure 3-8

Campus Network: Layer 3 Design with WAN Core

EIGRP Versus Link State as a Campus IGP
As discussed in Chapter 2, each protocol has its own characteristics, especially when
applied to different network topologies. For example, Enhanced Interior Gateway
Routing Protocol (EIGRP) offers a more flexible, scalable, and easier-to-control design
over “hub-and-spoke” topology compared to link state. In addition, although EIGRP is
considered more flexible on multitiered network topologies such as three-tier campus
architecture, link-state routing protocols have still proven to be powerful, scalable, and
reliable protocols in this type of network, especially OSPF, which is one of the most
commonly implemented protocols used in campus networks. Furthermore, in large-scale
campus networks, if EIGRP is not designed properly with regard to information hiding
and EIGRP query scope containment (discussed in Chapter 2), any topology change may
lead to a large floods of EIGRP queries. In addition, the network will be more prone to
EIGRP stuck-in-active (SIA) impacts, such as a longer time to converge following a failure event and as a SIA timer puts an upper boundary on convergence times.
Consequently, each design has its own requirements, priorities, and constraints; and
network designers must evaluate the design scenario and balance between the technical
(protocol characteristics) and nontechnical (business priorities, future plans, staff knowledge, and so on) aspects when making design decisions.

Enterprise Campus Network Virtualization

Table 3-2 provides a summarized comparison between the two common and primary
IGPs (algorithms) used in large-scale hierarchal enterprise campus networks.
Table 3-2

Link State Versus EIGRP in the Campus

Design Consideration

EIGRP (DUAL)

Link State (Dijkstra)

Architecture flexibility

High (natively supports
multitier architectures with
routes summarization)

High, with limitations (The
more tiers the network has, the
less flexible the design can be.)

Scalability

High

High

Convergence time (protocol
level)*

Fast (ideally with route
summarization)

Fast (ideally with topology
hiding, route summarization,
and timers tuning)

MPLS-TE support

No

Yes

* This design aspect is covered in more detail in Chapter 9, “Network High-Availability Design.”

Enterprise Campus Network Virtualization
Virtualization in IT generally refers to the concept of having two or more instances of
a system component or function such as operating system, network services, control
plane, or applications. Typically, these instances are represented in a logical virtualized
manner instead of being physical.
Virtualization can generally be classified into two primary models:
■

Many to one: In this model, multiple physical resources appear as a single logical
unit. The classical example of many-to-one virtualization is the switch clustering
concept discussed earlier. Also, firewall clustering, and FHRP with a single virtual IP
(VIP) that front ends a pair of physical upstream network nodes (switches or routers) can be considered as other examples of the many-to-one virtualization model.

■

One to many: In this model, a single physical resource can appear as many logical
units, such as virtualizing an x86 server, where the software (hypervisor) hosts multiple virtual machines (VMs) to run on the same physical server. The concept of network function virtualization (NFV) can also be considered as a one-to-many system
virtualization model.

Drivers to Consider Network Virtualization
To meet the current expectations of business and IT leaders, a more responsive IT infrastructure is required. Therefore, network infrastructures need to move from the classical architecture (that is, based on providing basic interconnectivity between different
siloed departments within the enterprise network) into a more flexible, resilient, and
adaptive architecture that can support and accelerate business initiatives and remove
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inefficiencies. The IT and the network infrastructure will become like a service delivery
business unit that can quickly adopt and deliver services. In other words, it will become
a “business enabler.” This is why network virtualization is considered one of the primary
principles that enables IT infrastructures to become more dynamic and responsive to the
new and the rapidly changing requirements of today’s enterprises.
The following are the primary drivers of modern enterprise networks, which can motivate enterprise businesses to adopt the concept of network virtualization:
■

Cost efficiency and design flexibility: Network virtualization provides a level of
abstraction from the physical network infrastructure that can offer cost-effective
network designs along with a higher degree of design flexibility, where multiple
logical networks can be provisioned over one common physical infrastructure. This
ultimately will lead to lower capex because of the reduction in device complexity
and number of devices. Similarly, it will open lower because the operations team
will have fewer devices to manage.

■

Support a simplified and flexible integrated security: Network virtualization also
promotes flexible security designs by allowing the use of separate security policies per
logical or vitalized entity, where users’ groups and services can be logically separated.

■

Design and operational simplicity: Network virtualization simplifies the design and
provision of path and traffic isolation per application, group, service, and various
other logical instances that require end-to-end path isolation.

Note It is important that network designers understand the drivers toward adopting
network virtualization from a business point of view, along with the strengths and
weaknesses of each design model. This ensures that when a network virtualization
concept is considered on a given area within the network or across the entire network, it
will deliver the promised value (and not to be used only because it is easy to implement
or it is an innovative approach). As discussed earlier in this book, the design that
does not address the business’s functional requirements is considered a poor design;
consider the design principle “no gold plating” discussed in Chapter 1, “Network Design
Requirements: Analysis and Design Principles.”

Note One of the main concerns about network virtualization is the concept of fate
sharing, because any failure in the physical network can lead to a failure of multiple
virtual networks running over the same physical infrastructure. Therefore, when the
network virtualization concept is used, ideally a reliable and highly available network
design should be considered as well. Besides the concerns about virtual network
availability, there is always a concern about network virtualization (multitenant
environment) where multiple virtual networks (VNs) operate over a single physical
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network infrastructure and each VN probably has different traffic requirements
(different applications and utilization patterns). Therefore, there is a higher potential
of having traffic congestion and degraded application quality and user experience if
there is no efficient planning with regard to the available bandwidth, number of VNs,
traffic volume per VN, applications in use, and the characteristics of the applications.
In other words, if there is no adequate bandwidth available and quality of service (QoS)
policies to optimize and control traffic behaviors, one VN may overutilize the available
bandwidth of the underlying physical network infrastructure. This will usually lead to
traffic congestion because other VNs are using the same underlying physical network
infrastructure, resulting in what is known as fate sharing.

This section covers the primary network virtualization technologies and techniques that
you can use to serve different requirements by highlighting the pros and cons of each
technology and design approach. This can help network designers (CCDE candidates)
to select the best suitable design after identifying and evaluating the different design
requirements (business and functional requirements). This section primarily focuses
on network virtualization over the enterprise campus network. Chapter 4, “Enterprise
Edge Architecture Design,” expands on this topic to cover network virtualization design
options and considerations over the WAN.

Network Virtualization Design Elements
As illustrated in Figure 3-9, the main elements in an end-to end network virtualization
design are as follows:
■

Edge control: This element represents the network access point. Typically, it is a
host or end-user access (wired, wireless, or virtual private network [VPN]) to the
network where the identification (authentication) for physical to logical network
mapping can occur. For example, a contracting employee might be assigned to
VLAN X, whereas internal staff is assigned to VLAN Y.

■

Transport virtualization: This element represents the transport path that will carry
different virtualized networks over one common physical infrastructure, such as an
overlay technology like a generic routing encapsulation (GRE) tunnel. The terms
path isolation and path separation are commonly used to refer to transport virtualization. Therefore, these terms are used interchangeably throughout this book.

■

Services virtualization: This element represents the extension of the network virtualization concept to the services edge, which can be shared services among different
logically isolated groups, such as an Internet link or a file server located in the data
center that must be accessed by only one logical group (business unit).
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Access:
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Virtualization
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Transport
Virtualization
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Services
Virtualization

Figure 3-9

• VLAN
• VRF

• Tunneling
• MPLS + MP-BGP

• NFV
• Service Contexts

Network Virtualization Elements

Enterprise Network Virtualization Deployment Models
Now that you know the different elements that, individually or collectively, can be
considered as the foundational elements to create network virtualization within the
enterprise network architecture, this section covers how you can use these elements with
different design techniques and approaches to deploy network virtualization across the
enterprise campus. This section also compares these different design techniques and
approaches.
Network virtualization can be categorized into the following three primary models, each
of which has different techniques that can serve different requirements:
■

Device virtualization

■

Path isolation

■

Services virtualization

Moreover, you can use the techniques of the different models individually to serve certain requirements or combined together to achieve one cohesive end-to-end network
virtualization solution. Therefore, network designers must have a good understanding
of the different techniques and approaches, along with their attributes, to select the
most suitable virtualization technologies and design approach for delivering value to
the business.
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Device Virtualization
Also known as device partitioning, device virtualization represents the ability to
virtualize the data plane, control plane, or both, in a certain network node, such as a
switch or a router. Using device level virtualization by itself will help to achieve separation at Layer 2, Layer 3, or both, on a local device level. The following are the primary
techniques used to achieve device level network virtualization:
■

Virtual LAN (VLAN): VLAN is the most common Layer 2 network virtualization
technique. It is used in every network where one single switch can be divided into
multiple logical Layer 2 broadcast domains that are virtually separated from other
VLANs. You can use VLANs at the network edge to place an endpoint into a certain virtual network. Each VLAN has its own MAC forwarding table and spanningtree instance (Per-VLAN Spanning Tree [PVST]).

■

Virtual routing and forwarding (VRF): VRFs are conceptually similar to VLANs, but
from a control plane and forwarding perspective on a Layer 3 device. VRFs can be
combined with VLANs to provide a virtualized Layer 3 gateway service per VLAN.
As illustrated in Figure 3-10, each VLAN over a 802.1Q trunk can be mapped to a
different subinterface that is assigned to a unique VRF, where each VRF maintains
its own forwarding and routing instance and potentially leverages different VRFaware routing protocols (for example, OSPF or EIGRP instance per VRF).

Figure 3-10

VLAN X

VRF X

VLAN Y

VRF Y

VLAN Z

VRF Z

VRF X
VRF Y
VRF Z

Virtual Routing and Forwarding

Path Isolation
Path isolation refers to the concept of maintaining end-to-end logical path transport
separation across the network. The end-to-end path separation can be achieved using the
following main design approaches:
■

Hop by hop: This design approach, as illustrated in Figure 3-11, is based on deploying end-to-end (VLANs + 802.1Q trunk links + VRFs) per device in the traffic path.
This design approach offers a simple and reliable path separation solution. However,
for large-scale dynamic networks (large number of virtualized networks), it will be a
complicated solution to manage. This complexity is associated with design scalability limitation.
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Routing instance per VRF
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Virtual Network 3

Figure 3-11
■

Hop-by-Hop Path Virtualization

Multihop: This approach is based on using tunneling and other overlay technologies
to provide end-to-end path isolation and carry the virtualized traffic across the network. The most common proven methods include the following:
■

Tunneling: Tunneling, such as GRE or multipoint GRE (mGRE) (dynamic multipoint VPN [DMVPN]), will eliminate the reliance on deploying end-to-end VRFs
and 802.1Q trunks across the enterprise network, because the vitalized traffic
will be carried over the tunnel. This method offers a higher level of scalability
as compared to the previous option and with simpler operation to some extent.
This design is ideally suitable for scenarios where only a part of the network
needs to have path isolation across the network.
However, for large-scale networks with multiple logical groups or business units
to be separated across the enterprise, the tunneling approach can add complexity
to the design and operations. For example, if the design requires path isolation
for a group of users across two “distribution blocks,” tunneling can be a good fit,
combined with VRFs. However, mGRE can provide the same transport and path
isolation goal for larger networks with lower design and operational complexities. (See the section “WAN Virtualization,” in Chapter 4 for a detailed comparison between the different path separation approaches over different types of
tunneling mechanisms.)

■

MPLS VPN: By converting the enterprise to be like a service provider type of network, where the core is Multiprotocol Label Switching (MPLS) enabled and the distribution layer switches to act as provider edge (PE) devices. As in service provider
networks, each PE (distribution block) will exchange VPN routing over MP-BGP
sessions, as shown in Figure 3-12. (The route reflector [RR] concept can be introduced, as well, to reduce the complexity of full-mesh MP-BGP peering sessions.)
Furthermore, L2VPN capabilities can be introduced in this architecture, such as
Ethernet over MPLS (EoMPLS), to provide extended Layer 2 communications
across different distribution blocks if required. With this design approach, the
end-to-end virtualization and traffic separation can be simplified to a very large
extent with a high degree of scalability. (All the MPLS design considerations
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and concepts covered in the Service Provider part—Chapter 5, “Service Provider
Network Architecture Design,” and Chapter 6, “Service Provider MPLS VPN
Services Design,” —in this book are applicable if this design model is adopted by
the enterprise.)
MPLS + MP-BGP
VM VM VM

Dot1Q

Dot1Q

VLANs/VRF
(Per MPLS VPN)

MPLS MP-BGP (L3VPN)

VRF/VLANs
(Per VN)

Virtual Network 1
Virtual Network 2

VPN label MPLS Label (Top)

Virtual Network 3

Single MPLS path shared by
multiple virtual networks
using L3VPN Concept

Figure 3-12

MPLS VPN-Based Path Virtualization

Services Edge

Transport
Virtualization

Edge Control

Figure 3-13 illustrates a summary of the different enterprise campus network’s virtualization design techniques.
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Figure 3-13
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As mentioned earlier in this section, it is important for network designers to understand
the differences between the various network virtualization techniques. Table 3-3 compares these different techniques in a summarized way from different design angles.

Table 3-3

Network Virtualization Techniques Comparison
End to End
(VLAN +
802.1Q + VRF)

VLANs +
VRFs + GRE
Tunnels

VLANs +
VRFs + mGRE
Tunnels

MPLS Core
with MP-BGP

Scalability

Low

Low

Moderate

High

Operational
complexity

High

Moderate

Moderate

Moderate to high

Design flexibility Low

Moderate

Moderate

High

Architecture

Per hop end-to- P2P (multihop
end virtualization end-to-end
virtualization)

Basic
Operation staff
routing expertise
Ideal for

Limited NV
scope in terms
of size and
complexity

Medium

P2MP (multihop MPLSL3VPN-based
end-to-end
virtualization
virtualization)
Medium

Interconnecting Medium to large
overlaid NV
specific blocks
with NV or as an design
interim solution

Advanced
Large to very
large (global
scale) end-to-end
NV design

Service Virtualization
One of the main goals of virtualization is to separate services access into different logical
groups, such as user groups or departments. However, in some scenarios, there may be a
mix of these services in term of service access, in which some of these services must only
be accessed by a certain group and others are to be shared among different groups, such
as a file server in the data center or Internet access, as shown in Figure 3-14.
Therefore, in scenarios like this where service access has to be separated per virtual network or group, the concept of network virtualization must be extended to the services
access edge, such as a server with multiple VMs or an Internet edge router with single or
multiple Internet links.
Note The virtualization of a network can be extended to other network service
appliances, such as firewalls. For instance, you can have a separate virtual firewall
per virtual network, to facilitate access control between the virtual user network and
the virtualized services and workload, as shown in Figure 3-15. The virtualization of
network services appliance can be considered as a “one-to-many” network device level
virtualization.
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Figure 3-14
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Logical layout
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Firewall Virtual Instances

Furthermore, in multitenant network environments, multiple security contexts offer
a flexible and cost-effective solution for enterprises (and for service providers). This
approach enables network operators to partition a single pair of redundant firewalls
or a single firewall cluster into multiple virtual firewall instances per business unit or
tenant. Each tenant can then deploy and manage its own security polices and service
access, which are virtually separated. This approach also allows controlled intertenant
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communication. For example, in a typical multitenant enterprise campus network environment with MPLS VPN (L3VPN) enabled at the core, traffic between different tenants
(VPNs) is normally routed via a firewalling service for security and control (who can
access what), as illustrated in Figure 3-16.
Building Distribution Block

Core Block

802.1Q

VRF

Services Block
VRF

MPLS VPN

PE

802.1Q

PE

Virtualized Services at Tenant B - VPN - B

Services Block Firewalls

P

Tenant A - VPN - A

Tenant A - VPN - A

Inter-VRF/VPN traffic flow
Intra-VRF/VPN traffic flow

Figure 3-16

Intertenant Services Access Traffic Flow

Figure 3-17 zooms in on the firewall services contexts to show a more detailed view (logical/virtualized view) of the traffic flow between the different tenants/VPNs (A and B),
where each tenant has its own virtual firewall service instance located at the services
block (or at the data center) of the enterprise campus network.
Firewall Appliance
Services Block-PE
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5.
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2.

From MPLS Core 1.
VRF/VPN A
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Figure 3-17

Intertenant Services Access Traffic Flow with Virtual Firewall Instances

Enterprise Campus Network Virtualization

In addition, the following are the common techniques that facilitate accessing shared
applications and network services in multitenant environments:
■

VRF-Aware Network Address Translation (NAT): One of the common requirements in today’s multitenant environments with network and service’ virtualization
enabled, is to provide each virtual (tenant) network the ability to access certain services (shared services) either hosted on premise (such as at the emperies data center
or services block) or hosted externally (in a public cloud). Also, providing Internet
access to the different tenants (virtual) networks, is a common example of today’s
multitenant network requirements. To maintain traffic separation between the different tenants (virtual networks) where private IP address overlapping is a common
attribute in this type of environment, NAT is considered one of the common and
cost-effective solutions to provide NAT per tenant without compromising path
separation requirements between the different tenants’ networks (virtual networks).
When NAT is combined with different virtual network instances (VRFs), it is commonly referred to as VRF-Aware NAT, as shown in Figure 3-18.
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NAT
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Dot1Q
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Dot1Q

VRF-Aware NAT Inside

Global/VRF interface NAT
Outside

MPLS

Dot1Q

VRF-Aware NAT Inside Global/VRF interface NAT
Outside

Any
Transport

Dot1Q

GRE tunnel–per VRF

Figure 3-18

VRF-Aware NAT

Note VRF-aware service infrastructure (VASI) refers to the ability of an infrastructure or
a network node, such as a router, to facilitate the application of features and management
services (such as encryption and NAT) between VRFs internally within the same node,
using virtual interfaces. For two VRFs to communicate internally within a network node
(router), a VASI virtual interface pair can be configured. Each interface in this pair must be
associated with a different VRF so that those two virtual interfaces can be logically wired,1
as illustrated in Figure 3-19. This capability is available in some high-end Cisco routers.

1. “Configuring VRF-Aware Service Infrastructure,” http://www.cisco.com/c/en/us/td/docs/ios_xr_sw/iosxr_r3-8/vfw/
configuration/guide/vfc38/vfc38vas.pdf
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Network function virtualization (NFV): The concept of NFV is based on virtualizing network functions that typically require a dedicated physical node, appliances, or interfaces. In other words, NFV can potentially take any network function
typically residing in purpose-built hardware and abstract it from that hardware. As
depicted in Figure 3-20, this concept offers businesses several benefits, including
the following:
■

Reduce the total cost of ownership (TCO) by reducing the required number and
diversity of specialized appliances

■

Reduce operational cost (for example, less power and space)

■

Offer a cost-effective capital investment

■

Reduce the level of complexity of integration and network operations

■

Reduce time to market for the business by offering the ability to enable specialized network services (Especially in multitenant where a separate network
function/service per tenant can be provisioned faster)

Firewalling

Routing

Load
Balancing

Network Functions
Virtualization

Lower
TCO

Figure 3-20

Lower
OPEX

Fast
Provisioning

NFV Benefits

This concept helps businesses to adopt and deploy new services quickly (faster time to
market), and is consequently considered a business innovation enabler. This is simply

Further Reading

because purpose-built hardware functionalities have now been virtualized, and it is a
matter of service enablement rather than relying on new hardware (along with infrastructure integration complexities).
Note The concept of NFV is commonly adopted by service provider networks
nowadays. Nonetheless, this concept is applicable and usable in enterprise networks and
enterprise data center networks that want to gains its benefits and flexibility.

Note In large-scale networks with a very high volume of traffic (typically carrier grade),
hardware resource utilization and limits must be considered.

Summary
The enterprise campus is one of the vital parts of the modular enterprise network. It is
the medium that connects the end users and the different types of endpoints such as
printers, video endpoints, and wireless access points to the enterprise network. Therefore,
having the right structure and design layout that meets current and future requirements
is critical, including the physical infrastructure layout, Layer 2, and Layer 3 designs. To
achieve a scalable and flexible campus design, you should ideally base it on hierarchal
and modular design principles that optimize the overall design architecture in terms of
fault isolation, simplicity, and network convergence time. It should also offer a desirable
level of flexibility to integrate other networks and new services and to grow in size.
However, the concept of network virtualization helps enterprises to utilize the same
underlying physical infrastructure while maintaining access, and path and services access
isolation, to meet certain business goals or functional security requirements. As a result,
enterprises can lower capex and opex and reduce the time and effort required to provision a new service or a new logical network. However, the network designer must consider
the different network virtualization design options, along with the strengths and weaknesses of each, to deploy the suitable network virtualization technique that meets current and
future needs. These needs must take into account the different variables and constraints,
such as staff knowledge and the hardware platform supported features and capabilities.

Further Reading
“Borderless Campus 1.0 Design Guide,” http://www.cisco.com
“Enterprise Campus 3.0 Architecture: Overview and Framework,” http://www.cisco.
com
“Cisco Wired LAN, Cisco Validated Design,” http://www.cisco.com
“Network Virtualization Solutions, Design Guides,” http://www.cisco.com
“Network Services Virtualization,” http://www.cisco.com
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