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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the
Cisco IOS Software Command Reference. The Command Reference describes these conventions as
follows:

*  Bold indicates commands and keywords that are entered literally as shown. In actual configu-
ration examples and output (not general command syntax), bold indicates commands that the
user inputs (such as a show command).

e [talic indicates arguments for which you supply actual values.

e Vertical bars (I) separate alternative, mutually exclusive elements.
e Square brackets ([ ]) indicate an optional element.

e Braces ({ }) indicate a required choice.

e Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Foreword

When I was a telecom manager in the 1980s and early 1990s, deploying a high-availability voice system
was simple: You ordered a box and had your vendor bolt it down in the wiring closet. What could be
easier? But those systems were expensive to acquire and maintain. You needed one in every site, and the
key system you bought for a small office was completely different from the PBX you bought for a large
office. The data network in those days was just a convenience for file and print sharing, not a necessity.
And the pace of innovation for voice systems was incredibly slow. I still remember how thrilled my col-
leagues were the first time they saw the message waiting indicator on their phones light up!

Today, businesses around the world are moving more and more mission-critical services to their data
network. Whether it is an enterprise financial application, a help desk program, an IP-based contact cen-
ter, IP telephony services, or networked storage, these services must provide the same or better avail-
ability than the legacy systems they replace. This trend calls for a new approach to designing,
implementing, and managing mission-critical converged networks—one that is based on the 3Ps princi-
ple: predictive, preventative, and proactive.

The trend toward converged systems also calls for a new kind of communications professional. It is no
longer sufficient to be an expert in data only or voice only. Today, telecom and data network managers
must have expertise in both data systems and voice systems. For example, data network managers must
understand how to manage delay, jitter, and loss budgets for voice services on the IP network. Voice sys-
tem managers must understand the importance of QoS, security, and availability on the data network.
Whether you are a data professional or a voice professional, this book is designed to guide you in the
best practices for building a high-quality, secure, reliable converged IP telephony solution.

With the introduction of Cisco CallManager release 4.0, we have reached an important milestone in the
evolution of IP telephony solutions. Incorporating the traditional calling features businesses have come to
expect in legacy PBXs, standards-based protocols such as SIP and Q.SIG and innovative new features like
integrated videoconferencing and media encryption, CallManager 4.0 represents a new benchmark for
both employee productivity and ease of migration from existing TDM systems to new [P-based systems.

As of May 2004, Cisco has sold 3 million IP phones—more than all the IP phones sold by all other ven-
dors combined—and we have 15,000 IP customers using our IP Telephony, unified messaging, rich-media
conferencing, and customer contact solutions, including more than half of the Fortune 500.

The privileged position of Cisco in the IP telephony market means that we have learned more about
what it takes to design, implement, and manage mission-critical converged networks than anyone else in
the industry. Cisco CallManager Best Practices brings the benefit of that experience to you. The authors
have spent the last five years in the trenches building IP-based voice networks, from the bleeding edge
solutions of several years ago to the reliable and robust systems being used by all kinds of businesses
around the world today. This book is an invaluable resource in helping communications professionals
successfully manage the fundamental transition in the voice business we are experiencing today.

Donald R. Proctor

Vice President and General Manager
Voice Technology Group

Cisco Systems, Inc.



XXXiv

Introduction

This book describes best practices for CallManager and related IP Telephony components, such as

IP phones, gateways, and applications. Detailed coverage of other elements of the Cisco IP Telephony
solution is provided, including planning an implementation, installing, backing up and restoring, using
services and parameters, call detail records, and much more. You will get the most from this book if you
are already familiar with CallManager and the Cisco IP Telephony solution, but even if you haven’t yet
deployed the solution or you’re just planning the deployment, you can glean valuable information. Be
aware that concepts and components are not explained in detail; you can learn this information from
other books in the Cisco AVVID Solution published by Cisco Press or through the Cisco IP Telephony
documentation.

NOTE Not all best practices should be deployed for every installation, so we have tried to provide
an array of best practices. You should carefully consider which best practices make sense
for your deployment.

The inspiration for this book was fueled by customers, who time after time would ask the same ques-
tions: How do I track things? How do I know what’s going on? How do I configure intercom? How do
I know when a gateway is down? The management, monitoring, provisioning, and operations capabili-
ties of CallManager release 4.0 are a direct result of customer feedback. This book’s goal is to document
the best ways of taking advantage of all the capabilities CallManager offers.

The information contained in these chapters is the result of painstaking experience in the field, working
with real customers, combined with time spent in the lab on a new product. Although we’ve tried to
cover everything, there will invariably be things you don’t find as you read. The reason is that every
environment is different, and all customers need different things. We cast a wide net within Cisco, ask-
ing for input, and we received many suggestions. We polled systems engineers, Cisco partners, and cus-
tomers. Hopefully, our experiences, put on paper in this book, will enable you to run a top-notch system
and provide you with ideas you wouldn’t have considered.

Target CallManager Release

This book is written to CallManager release 4.0(1). Updates to this book might be provided after publi-
cation. You should periodically check the Cisco Press website for updates and free downloads. Go to

http://www.ciscopress.com/1587051397


http://www.ciscopress.com/1587051397
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Goals and Methods

The goal of this book is to provide you with best practices in the form of small, digestible nuggets of
information that make a real difference when you’re running a CallManager installation. The writing
style is meant to be “bursty” rather than providing long narratives and lots of screen captures. In some
cases, references are made to other books in the Cisco AVVID Solution series from Cisco Press and the
various release notes, tech notes, application notes, white papers, design guides, and configuration
guides that are posted on Cisco.com. Rather than repeat the information you can find on Cisco.com, we
reference those documents and provide links so that you can find that valuable information yourself.

Using Links

This book provides many links to Cisco.com and other websites. Over time, documents might get
moved, so it’s possible that some of the links referenced in this book may no longer work. You can use
the search engine at Cisco.com to try to find the document. For Cisco.com documentation links (which
have /univercd/cc/td/doc/ in the path), you can investigate to try to find the referenced document or a
newer document that might provide the same information.

Take the following link, for example:
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8_1/confg_gd/vtp.htm

If you try that link and find it broken, you can start removing pieces of the address from the end of the
link until you find the root and perhaps a newer document. For example, this link points to a document
called “Configuring VTP.” Remove the vtp.htm portion and retry the link. You’ll find the main page of
links for the Catalyst 6500 Series Software Configuration Guide, version 8.1. Look for a document that
might be related to VTP in that list of links.

If removing that portion of the address doesn’t return a hit, try removing the next portion, confg_gd/.
The link http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8_1 brings you to the Cata-
lyst 6500 Series Software Documentation for version 8.1. If you are using a newer version, you might
want to remove the version-specific portion of the address to see if relevant documentation for your ver-
sion exists. In that case, remove sw_8_1/ and try http://www.cisco.com/univercd/cc/td/doc/product/lan/
cat6000/, which brings you to the root of the Catalyst 6500 Series Switches documentation.

Who Should Read This Book?

This book is intended for voice and data networking professionals who either have CallManager
installed or are considering installing it. Some experience with CallManager and other Cisco

IP Telephony components will result in the best understanding of all the material presented here. This
book is written to be understood by the person with moderate skill levels in either voice or data
networking.

Some of the concepts introduced in this book have background material associated with them, but many
do not. The purpose of this book is to offer best practices, not repeat much of the basic conceptual and
configuration information you can easily find in other resources. References throughout the book point
you to various websites or other resources for more information. We also encourage you to read the
books listed in the “Further Reading” section.


http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8_1/confg_gd/vtp.htm
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8_1
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/cat6000/
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/cat6000/
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How This Book Is Organized

This book is organized as a useful guide in running a CallManager system. It should be read cover-to-
cover in a linear fashion if you currently don’t run CallManager. If you have a running system, feel free
to jump to individual chapters of interest.

¢ Chapter 1, “Planning the CallManager Implementation,” details planning considerations
such as assessing the current infrastructure and voice environment, choosing the right equip-
ment, establishing the rollout plan, and providing training.

e Chapter 2, “Planning Centralized Call Processing Deployments,”’ addresses the best prac-
tices to follow when you initially deploy CallManager. This chapter focuses on wide-area net-
work deployments, optimizing voice quality, and surviving outages with minimal user
disruption.

e Chapter 3, “Installing CallManager,’ describes preinstallation, installation, and post-
installation best practices to ensure the smoothest possible installation and the maximum
amount of uptime after the software is installed.

e Chapter 4, “Backing Up and Restoring the Environment,” helps you plan a backup strat-
egy, back up the environment, restore the environment, and troubleshoot typical backup prob-
lems.

e Chapter 5, “Upgrading and Patching CallManager,” continues where Chapter 3 left off.
This chapter addresses the best way of upgrading and patching the system so that you experi-
ence the least downtime, yet stay current.

e Chapter 6, “Securing the Environment,” describes a set of best practices to mitigate security
threats, including account and password management, OS hardening, security considerations
for remote administration, secure endpoint provisioning, and a variety of infrastructure preven-
tion and detection mechanisms that operate at layers 2 through 7.

e Chapter 7, “Configuring CallManager and IP Telephony Components,” provides best
practices and configuration tips for the CallManager system and features such as music on
hold, extension mobility, intercom, video, system and group speed dials, IP phones, gateways,
dial plan components, toll fraud prevention, tools, and applications such as IPMA, SoftPhone/
Communicator, BAT, and Attendant Console.

e Chapter 8, “Managing Services and Parameters,” describes best practices for CallManager-
related services and highlights some of the pertinent service and enterprise parameters. It also
provides several recommendations for which services should be activated on each server in a
cluster, based on the size of your deployment.

e Chapter 9, “Using Multilevel Administration,” details best practices associated with the
MLA feature in CallManager, including monitoring the Access log, creating custom groups,
and maintaining security.

e Chapter 10, “Mastering Directory Integration,” addresses the main design principles for
integrating CallManager with a corporate LDAP directory, and summarizes design consider-
ations for providing IP phones with access to a corporate LDAP directory.
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e Chapter 11, “Administering Call Detail Records,” details best practices associated with the
use of call detail records and call management records in CallManager, including troubleshoot-
ing, using CAR, and using third-party CDR applications.

e Chapter 12, “Managing and Monitoring the System,” provides best practices for the vari-
ous facilities available within the CallManager environment for management and monitoring.
These include things such as authentication, authorization, and accounting, Simple Network
Management Protocol (SNMP), Microsoft Performance, and syslog.

e Chapter 13, “Using Real-Time Monitoring Tool,” details the most important aspects of run-
ning RTMT. This chapter addresses how to set alerts and provides points of focus.

e The Appendix, ‘“CallManager 4.0 New Feature Description,” briefly describes the new fea-
tures in CallManager release 4.0. It is not a substitute for formal product documentation, but it
can help you understand the basics of the new features.

e The Glossary defines terms and acronyms used in this book.

Comments for the Authors
The authors are interested in your comments and suggestions about this book. Please send feedback to

ccmbestpractices@external .cisco.com

Updates and Free Downloads

Check the Cisco Press website for updates to chapters and free downloads, such as a starter spreadsheet
for interviewing users to develop user classes (FeatureInventory.xls, as discussed in Chapter 1), and a
sample dial plan document in Visio format (Sample-Dial-Plan.vsd, as discussed in Chapter 1). Check
the following link regularly

http://www.ciscopress.com/1587051397

Further Reading

The authors recommend the following resources for more information. You can find the books men-
tioned here at a technical bookseller near you or at an online bookseller.

Cisco Documentation
You should be familiar with and regularly using the documentation that is provided with the Cisco
IP Telephony system to supplement the information in this book.

You can find Cisco IP Telephony documentation by searching for a specific product on Cisco.com or by
starting at the following link

http://www.cisco.com/univercd/cc/td/doc/product/voice/index.htm


http://www.ciscopress.com/1587051397
http://www.cisco.com/univercd/cc/td/doc/product/voice/index.htm
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Cisco CallManager Fundamentals: A Cisco AVVID Solution

You’ll find detailed information about CallManager’s inner workings in the book Cisco CallManager
Fundamentals (ISBN 1-58705-008-0). You can examine this book at a technical bookseller near you or
at an online bookseller.

Troubleshooting Cisco IP Telephony: A Cisco AVVID Solution

You can find extensive troubleshooting information and methodology in the book Troubleshooting
Cisco IP Telephony (ISBN 1-58705-075-7). You can examine this book at a technical bookseller near
you or at an online bookseller.

Developing Cisco IP Phone Services: A Cisco AVVID Solution

You can find instructions and tools for creating custom phone services and directories for Cisco IP
Phones in the book Developing Cisco IP Phone Services (ISBN 1-58705-060-9). You can examine this
book at a technical bookseller near you or at an online bookseller.

Cisco IP Telephony

You can find installation, configuration, and maintenance information for Cisco IP Telephony networks
in the book Cisco IP Telephony (ISBN 1-58705-050-1). You can examine this book at a technical book-
seller near you or at an online bookseller.

Integrating Voice and Data Networks

You can find information on how to integrate and configure packetized voice networks in the book
Integrating Voice and Data Networks (ISBN 1-57870-196-1). You can examine this book at a technical
bookseller near you or at an online bookseller.

Ilcons Used in This Book

Throughout this book, you will see a number of icons used to designate Cisco-specific and general
networking devices, peripherals, and other items. The following icon legend explains what these icons
represent.
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CHAPTER

Installing CallManager

This chapter discusses the best practices for Cisco CallManager installation. Fortunately,

the installation routine is automated, but a few possible pitfalls still must be avoided.

The purpose of this chapter is to ensure the smoothest possible installation and the
maximum amount of uptime after the software is installed. At first glance, some of the

advice given in this chapter could be perceived as dictatorial; however, the instructions are

based on lessons learned the hard way by many engineers over the course of many

CallManager installations. The authors consulted the Cisco Technical Assistance Center
(TAC) teams that support CallManager for their view of the most common causes of failed
installations. In addition, the authors consolidated the experiences of several integrators.

Following the recommendations in this chapter will support the success of your instal-
lations.

Before the Installation

Chapter 1, “Planning the CallManager Implementation,” explored the planning necessary
before installing CallManager. Before you turn on the Media Convergence Server (MCS)

or the Cisco-certified server to install CallManager, you should consider the following
steps, which smooth out the installation process:

Determining the installation logistics
Preparing the installation checklist
Preparing the installation media
Verifying network connectivity

Verifying power, basic input/output system (BIOS) settings, and hardware
compatibility

Using only supported third-party hardware
Using dual network interface cards (NICs)
Having your Cisco SmartNet contract number or system serial number on hand

Reading the release notes
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Determine the Installation Logistics

Table 3-1

NOTE

Before performing any kind of installation, be sure you thoroughly organize all the instal-
lation logistics. The checklist shown in Table 3-1 highlights some of the most important
items. Use it to track completion of the necessary tasks and place a check mark in the first
column when you have completed the task.

Fartial Installation Checklist for Logistics
Logistics Installation Checklist

Task Comments
] Rack space available
[] Rack-mounting hardware
available
] Power outlets sufficient
[] Uninterruptible power
supply (UPS) available
[] Network connectivity in
place
] Date and time of

installation communicated
to interested parties

[] Network drop available in
the correct VLAN

In general, it’s best to perform CallManager installations in a test environment that is con-
figured to mimic the production network topology. Working first in a test environment
affords the time needed to perform all installation, testing, and documentation tasks without
the time pressure of an outage window. It also provides time for the logistics mentioned in
Table 3-1 to be addressed.

CallManager is so flexible that it really does not need to be installed on site. Often, network
integrators who are certified in IP Telephony perform most, if not all, of the phases of the
installation and configuration off-premises. They often arrive on the day of installation with
a fully configured server. This is normal and to be expected. Be sure to ask for full instal-
lation documentation if you are the customer, and be sure to provide it if you are the
integrator. If issues arise, proper documentation eases interactions with TAC. Table 3-2
provides a means for you to document the current server characteristics.
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If you follow the best practices described in this chapter, such as recommendations against
joining Windows domains, CallManager servers do not interfere with any other network
components. Therefore, if you cannot perform the installation in a lab environment, you can
safely do it on the production network, subject to your company’s policy on new server

introduction.

Check with your server administrators for their checklists of steps necessary to add servers
to the production network.

Prepare the Installation Checklist

Before beginning an installation, you should document the characteristics of each server by
using a document similar to that shown in Table 3-2. This table supplies the minimal
information necessary for troubleshooting. Use it to document the servers prior to instal-

Table 3-2

lation and place a check mark in the first column when you have documented the
information.

Pre-Installation Server Characteristics

Pre-Installation Server Characteristics

Item

Description

[l

Host name

0J

Windows operating system
(OS) version

Windows OS patch level

CallManager version

CallManager patch level

Workgroup name

IP address

IP subnet mask

IP default gateway

IP DNS servers

Publisher or Subscriber

00|00 |o oo oo

sa password (CallManager
3.3 and below)

0J

Password key (CallManager
4.0 and above)

DC Directory Manager
password

continues
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Table 3-2

TIP

Pre-Installation Server Characteristics (Continued)
Pre-Installation Server Characteristics
Item Description

Administrator password

Backup server or target

Location of backup
LMHOSTS file entries
NIC speed and duplex

O|\0 |00 |o

Be sure to place the information in Table 3-2 where the operations team can find it. You
would be surprised how much useful documentation often remains inaccessible in locked
desks just when needed. If you keep the documentation in printed form, be sure to either
black out password information or store passwords in accordance with your company’s
policy on documents that contain sensitive information. In addition to the server infor-
mation, it’s important that an updated network topology diagram be kept in the folder for
aid in troubleshooting. If the documentation is kept in electronic form, it’s best to password-
protect it.

Whenever you make changes on the server, be sure to update your documentation.

Prepare the Installation Media

NOTE

This might seem obvious, but it’s important to have all the media available at the time of
installation. Depending on the server you are using, you will use CD or DVD media for the
installation.

The CD/DVD pack from the factory has Windows OS CD/DVDs and CallManager appli-
cation software CDs. Depending on the type of server you use, Hewlett-Packard (HP) might
include SmartStart CDs in the package. CallManager definitely does not use these HP CDs,
although HP provides them in the standard server package.

In rare cases, the media shipped with your server are incorrect for your system. Be sure to
read the release notes to ensure that the labels on your media match the supported versions
of the hardware. If you find that your media are incorrect, contact the Cisco Technical
Assistance Center at 1-800-553-2447 or http://www.cisco.com/tac.



http://www.cisco.com/tac
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Verify Network Connectivity

Before performing an installation, be sure the system is connected to a network. Even if the
system is not connected to the production network at the time of installation, ensuring
Ethernet connectivity with the correct speed and duplex settings speeds up the boot se-
quences during installation.

If the network is unavailable, the CallManager service fails to start, causing errors on the
screen that could result in confusion. In addition, the timeout values for the various services
make the machine slow and unresponsive.

Verify That Both Power Plugs Are Connected

CallManager 4.0 still supports several older MCS platforms that have dual power supplies,
such as the MCS-7835-1266. By default, if both power supplies are not connected, the
system does not boot unless you press the F1 key. The default can be changed through the
BIOS, but this is not recommended, because it’s possible that future upgrades will disable
it. See the next section for BIOS information.

The point of the boot interruption is to remind you to replace a bad power supply so that
you’ll have a way of knowing something is wrong.

Do Not Modify the Original BIOS Settings

Do not change any of the BIOS settings before installation. It’s important to leave the com-
puter in the pristine state in which it arrived from the factory. Changing settings without ap-
proval from Cisco TAC only makes troubleshooting more difficult should you encounter a
problem.

In addition, changing the BIOS settings might cause the installation to fail or cause
Windows to behave abnormally. Cisco strongly recommends that you leave the factory
default settings as they are. Although many savvy server technicians might be able to make
perceived performance improvements by changing the BIOS settings, all the testing of
CallManager and the underlying Windows OS is done with the BIOS settings shipped from
the factory.

Do Not Add Unsupported Third-Party Hardware

Do not under any circumstances add any third-party hardware that is not supported.
Unsupported hardware includes

®  Unsupported sound cards
® RAID controllers
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®  Fibre Channel host/bus adapters
® Tape drives

®  Unsupported hard disks

® USB devices

® Memory

These devices are not recognized by the installation routine and therefore can potentially
cause the installation to fail. In addition, if an unsupported third-party device is installed in
the machine, TAC asks you to remove it before troubleshooting.

Use Dual Network Interface Cards (Adapter Teaming)

Several MCS platforms have two NICs onboard. Adapter teaming is supported starting with
CallManager 3.2 and Windows OS 2000.2.4. Adapter teaming provides a way for an MCS
server to have two connections to the network to provide continuous connectivity in the
event of network switch failure.

The following servers currently support the adapter teaming driver:

® Cisco MCS-7825H-2.2-EVV1

® Cisco MCS-7835H-2.4-EVV1

® Cisco MCS-7845H-2.4-EVV1

® Cisco MCS-7835-1266

® Cisco-verified, customer-provided HP DL380 G2 server

® Cisco-verified, customer-provided HP DL380 G3 server, including single and dual
processors

® Cisco-verified, customer-provided HP DL320 G2 server

Before you install the adapter teaming driver, Cisco requires that you have installed the
Cisco-provided OS version 2000.2 4 or later.

To install the driver, it’s crucial that you follow the Installing the Cisco Media Convergence
Server Network Teaming Driver instructions on Cisco.com at

http://www.cisco.com/en/US/products/hw/voiceapp/ps378 prod_installation_guide
09186a008015a131.html

Using adapter teaming is not a requirement for fault tolerance. Fault tolerance is also
achieved using CallManager SQL-based clustering. It’s important that you connect your
CallManager Publisher and Subscriber servers to different switches in the network to
provide fault tolerance in the event of a switch outage.


http://www.cisco.com/en/US/products/hw/voiceapp/ps378prod_installation_guide09186a008015a131.html
http://www.cisco.com/en/US/products/hw/voiceapp/ps378prod_installation_guide09186a008015a131.html
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Locate Your Cisco SmartNet Contract Number or System Serial
Number

Before starting any installation or upgrade, it’s a good idea to have your contract number in
hand. When you call TAC, the operator first requests your contract number. If you have a
new machine and have not received your contract number, the serial number of the MCS
server will work.

Read the Release Notes

It’s absolutely critical to read the release notes for the version of CallManager and the
Windows OS you will install. The Achilles’ heel of most installations is the failure of the
installer to read the release notes thoroughly, which causes him or her to miss something
during the setup.

Windows OS Version

As mentioned, you should not assume that you should use the Windows OS CDs that
shipped with your product. Which Windows OS you should install depends on the version
of CallManager you are installing. Read the section “Check the Compatibility Matrix” in
Chapter 1, “Planning the CallManager Implementation” for more information. The release
notes list the various OS versions and patch levels that have been tested with each version
of CallManager. Install the OS that correlates to the version of CallManager you are in-
stalling. If your server did not ship with the proper OS, open a case with TAC to obtain the
proper installation media.

CallManager Version

Do not assume that the CallManager CDs that shipped with your server are the most recent
or those you should actually install. As the software changes, the various Cisco distribution
channels are populated with servers and CDs. It’s quite possible that the server you ordered
came from a warehouse that had not yet been refreshed.

It’s key to determine the version of CallManager you want to run. After you do this, be sure
to check Cisco.com to find the latest patches available. Patches generally contain bug fixes
that keep your system running smoothly.

Read the release notes for the main CallManager version as well as the patches. The release
notes generally list all the bugs that the patch fixes.

For the latest CallManager release and service releases, check the Software Center at

http://www.cisco.com/kobayashi/sw-center/. You need a Cisco.com login ID and password
to access the Software Center. To ensure smooth installation, read the release notes for the
version you will install. For example, you might think that the latest Windows OS version


http://www.cisco.com/kobayashi/sw-center/
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posted on Cisco.com would be the right OS to use in every case. This is not true. In every
set of release notes, whether they are for CallManager or the Windows OS, a matrix lists
what has been tested and what is recommended. It’s essential to the success of your in-
stallation that you follow the guidelines in the release notes.

Hardware Compatibility

CallManager 4.0 does not support MCS-7820, MCS-7822, MCS-7830, IBM X330, or
IBMX340 servers. Be sure to check the release notes for hardware compatibility.

During the Installation

Whereas the preceding section focused on what you should do before starting the instal-
lation process, this section discusses the best practices to use during the installation itself
by covering the following topics:

® Locating key directories and files

®  Avoiding Windows domain participation

® Updating the LMHOSTS file

® Using consistent passwords across servers

The installation process has two stages —the Windows OS installation and the CallManager
installation. The Hardware Detection CD/DVD is used during the Windows OS phase.

Locate Key Directories and Files

After the Windows OS installation is completed, you are prompted for the CallManager
installation media. The CallManager media contains Microsoft SQL Server 2000, DC
Directory, and CallManager.

When installing CallManager, it’s useful to know the key directories and files and their
locations, as shown in Table 3-3. Knowing where these files are located makes trouble-
shooting easier and contributes to better overall knowledge of the environment.

Table 3-3  Important File Locations

Directory Files that the Directory Contains

C:\CiscoPlugins CallManager plugins listed under
Applications > Install Plug-Ins in
Cisco CallManager Administration

C:\CiscoWebs CallManager Administration web pages
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Table 3-3

Important File Locations (Continued)

Directory

Files that the Directory Contains

C:\program files\cisco\bin

CallManager application binary files and
tools such as CCM.EXE

C:\program files\cisco\CallDetail

Call detail record (CDR) files

C:\program files\cisco\CallManagerAttendant

Cisco CallManager Attendant Console files

C:\program files\cisco\common

Files common to many CallManager services

C:\program files\cisco\EM

Cisco Extension Mobility service

C:\program files\ciscoJRE

Java Runtime Engine

C:\program files\cisco\MA

Cisco IP Manager/Assistant application

C:\program files\cisco\MOH

Music on Hold service

C:\program files\cisco\QRT

Quality Reporting Tool

C:\program files\cisco\TFTPPath

Path from which IP phones and gateways get
their configuration files

C:\program files\cisco\trace

CallManager trace files

C:\program files\cisco\users

CallManager Attendant Console that
users share

C:\program files\cisco\xntp

XTNP Time Server, used to keep
CallManager server clocks synchronized

C:\utils\

Windows 2000 utilities such as KILL and
SHUTDOWN

C:\utils\vne

Virtual Network Computing, which can be
used instead of Terminal Services; upgrades
can be made using VNC

C:\dcdsrvr

DC Directory

C:\program files\common files\cisco\logs

Common installation log folder for OS and
CallManager installation and upgrades

C:\utils\DualNIC

HP adapter teaming driver
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Avoid Windows Domain Participation

One question often asked is, “Should I have CallManager servers participate in our Win-
dows domain?” The best practice is to create a workgroup instead of using the Windows
domain structure. Although it’s true that adding a CallManager server to the Windows do-
main allows for the use of existing groups and passwords, issues with domain participation
arise during installations or upgrades.

Most of the issues revolve around domain policies, such as password aging and system
access policies. For example, if the domain policy is to change passwords every 30 days,
and in this cycle the administrator password is changed, it’s very possible that the
CallManager services will not start on a reboot.

Although it’s possible to have CallManager in a domain, having it there is a potential
detriment that can cause difficulties.

Update the LMHOSTS File

The installation routine gives you the option of adding hosts and IP addresses to an
LMHOSTS file. It’s critical that you add the host names and IP addresses of all the servers
in your cluster to the LMHOSTS file on every server. Microsoft SQL replication depends
on NetBIOS name resolution, which is accomplished by the LMHOSTS file. If you do not
add the servers to the LMHOSTS file, Subscriber installations might experience problems
with database replication, which causes CallManager to be nonfunctional.

Sometimes the installation routine does not prompt you to add the servers, so you must
manually edit the file. All CallManager systems come with two files on the system:

C:\winnt\system32\drivers\etc\hosts
C:\winnt\system32\drivers\etc\Imhosts.sam

The latter is a sample LMHOSTS file provided by Microsoft as an example of the file’s
syntax. If the installation routine fails to prompt you, rather than editing that file, use the
following procedure to manually create a valid LMHOSTS file. Perform this procedure
after the OS installation and before CallManager installation.

Step 1 Click Start > Run.

Step 2 Enter notepad c:\winnt\system32\drivers\etc\lmhosts. (Be sure to
include the period.)

Step 3 After Notepad is loaded, enter your information as shown in Figure 3-1.
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Figure 3-1

LMHOSTS File Syntax Using Notepad

& Imhosts - Notepad o [l ]
Fie Edit Format Help
10.17.200.250 seadc-callmgrl =]
10.17.200.251  seadc-callmgr2
10.1.1.43 seaviewla
10.1.1.75 larackers

El

Use Consistent Passwords Across Servers

TIP

Before CallManager 4.0, you had to specify passwords for the Directory Manager, the SQL
Server 2000 sa, and CallManager Administrator.

CallManager 4.0 forces SQL 2000 to use Windows Authentication mode. This mode has no
internal SQL Server 2000 usernames and passwords to be specified. For security reasons,
however, the CallManager 4.0 installation still prompts for and sets the sa account password.

Although it’s not mandatory that all three passwords be the same, it is important that all the
passwords be the same across servers. In other words, the Publisher and all Subscribers
must use the same Directory Manager, sa, and Administrator passwords. If these passwords
are not the same, synchronization does not occur, and you are forced to use the CCM
Password Changer tool. To access the CCM Password Changer tool, open a DOS window
(Start > Run > type cmd), enter CCMPwdChanger, and press Enter.

Many installations complete unsuccessfully because of password issues. You will save
yourself much grief by making the passwords consistent.

Many keyboard, video, and mouse (KVM) switches inadvertently change the Caps Lock
status when switching between systems. Be sure to double-check that the Caps Lock is OFF
before entering any passwords.
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After the Installation

This section describes tasks to perform after the installation of CallManager is completed:

® Double-check the items from your pre-installation checklists in Tables 3-1 and 3-2.
® Do not add unauthorized software to CallManager servers.

® Do not change OS parameters.

® Do not create other accounts on the system.

® Do not add Microsoft software updates.

®  Verify database synchronization.

® Ensure that the NIC is set to 100/Full.

® Add the Cisco Security Agent.

® Add approved virus protection software.

Double-Check Your Pre-Installation Checklist

TIP

Whether you print the installation guide and check off the steps one by one, or you use the
checklist provided at the beginning of this chapter, be sure that your installation routine is
documented.

There are two main reasons for documentation: to verify that the appropriate steps were
taken, and to enable the replication of the procedure by other teams.

If possible, perform a dry run through the CallManager installation in a lab environment to
make sure your processes and procedures are sound.

Dry runs are useful for troubleshooting. If you encounter a problem during the installation,
TAC can review your procedure to ensure its validity.

Do Not Add Unsupported Software to CallManager Servers

Under no circumstances should any unapproved software be added to any CallManager
system. Unapproved software includes items such as backup utilities and unsupported
antivirus programs. CallManager is tested and supported by Cisco “as is” without any
unapproved modifications to the OS or hardware.
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WARNING

Table 3-4

Adding unapproved software can expose issues in the underlying OS and can adversely
affect CallManager operation. Utilities such as backup and virus protection can severely
affect a server’s CPU load, which can cause performance degradation that negatively
affects phone service. In addition, TAC cannot support any system on which unsupported
applications have been installed.

Your CallManager installation will not be supported by TAC if it has unapproved software
installed. This cannot be overemphasized. Cisco thoroughly tests the system’s performance
and cannot support any unauthorized software. Third-party software vendors must go
through a rigorous testing procedure to gain approval for the use of their products on a
CallManager server.

Backing up the system is always a concern, and that is addressed in Chapter 4, “Backing
Up and Restoring the Environment.” In addition, security and management are concerns.
Table 3-4 lists the various third-party applications that are supported on CallManager.

Supported Third-Party Applications

Application Category Vendor

Prognosis Management Integrated Research
Vivinet Management NetlQ

Norton AntiVirus Security Symantec

McAfee Netshield Security Network Associates
Cisco Security Agent Security Cisco Systems

Do Not Change OS Parameters

Many customers have an information technology (IT) checklist that must be completed
before a Windows 2000 system is allowed to be on the network. Although these policies
exist for good reason, sometimes one or more steps on the checklist should be skipped. If
you are challenged for skipping a step on the checklist, explain that this system should be
treated as a closed system even though it uses Windows 2000 as the OS, Microsoft SQL
Server 2000 as the database, and Internet Information Server (IIS) as the web server.

Cisco has gone to great lengths to harden the OS, thus obviating the need for further
lockdown. In addition, Cisco includes Cisco Security Agent (CSA) free with each
CallManager license. CSA protects the system from many types of network attacks. See
Chapter 6, “Securing the Environment,” for more information on security.
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In addition, any and all OS and IIS changes are wiped out during some types of upgrades
because the upgrades use a standard image. For example, the upgrade to version 3.3 from
versions 3.1 and 3.2 requires a complete server rebuild, and no OS changes are preserved.
It’s not practical to be required to repeat the changes for each server after each upgrade.

Do Not Create Other Accounts on the System

Several customers have a policy by which the local “administrator” account is disabled, and
other accounts with administrative privilege are created and used in day-to-day system
operation. This kind of policy is analogous to the types of post-installation tasks covered in
the preceding section.

You should avoid modifying or disabling the local administrator account at all costs.
CallManager upgrades use this account for various installation tasks, and the password
change prompt is presented at the end of every installation. Creating other accounts with
administrator privileges is not a problem, but disabling the local administrator account
causes many problems during upgrades.

Use Only Microsoft Patches and Updates That You Download from
Cisco.com

Under no circumstances should you ever install any Microsoft update or patch directly from
the Microsoft website. Do not enable the Windows 2000 Auto Update feature either,
because doing so would result in a system that is unstable and unsupported by TAC.

Patches and updates are supplied by Cisco at the Software Center on Cisco.com at
http://www.cisco.com/kobayashi/sw-center/. You must be logged in with a valid Cisco.com
account to access CallManager software. You must install only patches approved by
Cisco. Cisco performs regression testing on all patches, which ensures compatibility with
all applications.

In addition, various tools such as C:\utils\mcsver.exe and the Details button on
CallManager Administration (Help > About Cisco CallManager) use the information
contained in the Cisco-packaged updates to maintain the integrity of that data. If you install
a Microsoft patch and then you need assistance from TAC, the version of software that you
give the customer support engineer could easily be incorrect, which could lead to
unplanned downtime.

More information about patching and updates is provided in Chapter 5, “Upgrading and
Patching CallManager.”


http://www.cisco.com/kobayashi/sw-center/
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Verify Database Synchronization

When you install a Subscriber server, the Microsoft SQL 2000 Database Pull Subscriptions
are created automatically. However, it’s important to double-check the subscription’s
integrity.

To double-check subscriptions, follow this procedure on the Subscriber:

Step 1 Click Start > Programs > Microsoft SQL Server > Enterprise Manager.
Step 2 Double-click Microsoft SQL Servers.

Step 3 Double-click SQL Server Group.

Step 4 Double-click the Subscriber server.

Step 5 Double-click Databases.

Step 6 Double-click the CCMXXXX database with the highest value of XXXX.
Step 7 Click Pull Subscriptions.

Be sure the status of the subscription is set to Running. If the database status is not Running,
follow the procedure outlined in “Using DBLHelper to Reestablish a Broken

Cisco CallManager Cluster SQL Subscription,” Document ID 46082 at the following
link:

http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_tech_note
09186a00801e7ddf.shtml

Set the NIC to the Highest Link Speed and Full Duplex

Set the NIC to the highest speed supported by both the server and the switch. Also, be sure
to set the duplex to Full. A sample is shown in Figure 3-2. If this is left on auto-detect, which
is the default, problems can occur, such as signaling delays, voice cut-through, poor Music
on Hold quality, and poor quality on software-based conferences. The NIC is often the last
thing you check, but setting the NIC speed and duplex immediately after installation helps
you avoid problems related to speed and duplex mismatches.

Do not leave the switch port to which CallManager is connected in auto-negotiate mode.
Leaving the port in auto-negotiate mode creates speed and duplex mismatches. Instead, set
the port to match the server’s speed and duplex.

Follow these steps to change the switch port settings:
Step 1 Click Start > Settings > Network and Dialup Connections.

Step 2 Double-click Local Area Connection.


http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_tech_note09186a00801e7ddf.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_tech_note09186a00801e7ddf.shtml
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Figure 3-2  Setting the NIC Settings to 100/Full

Compaq MC3161 Fast Ethernet NIC Properties ﬂﬂ
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Adaptive Performance Tuning
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Transmit Control Blocks

s/Fuill Duplex

les
ed Address

Cancel |

Step 3 Click Properties.
Step 4 Click Configure.

Step 5 Click the Advanced tab.

At this point, each server provides a different way to set the speed and
duplex. As soon as you are at the screen described in Step 5, it should be
an intuitive operation to set the speed and duplex. If you have trouble
finding the right settings, contact your server support team.

On CatOS-based Cisco switches, run these commands:

set port speed x/y 100
set port duplex x/y full

On Cisco IOS software-based Cisco switches, the commands to apply at the interface level

are

speed 100
duplex full

NOTE When you perform an upgrade to CallManager or the OS, checking speed and duplex
should be part of the post-installation procedure, because the installation routine could reset

these settings.
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Use the Cisco Security Agent

Cisco Security Agent (CSA) provides protection against many kinds of malicious code,
including Trojan horses, worms, denial of service attacks, and buffer overflows.

CSA software is provided free with each license of CallManager. Download it from:
http://www.cisco.com/cgi-bin/tablebuild.pl/cmva-3des. You must be logged in with a valid
Cisco.com account to access CSA software.

Add Cisco-Supported Virus Protection Software

Although Cisco provides a headless license of Cisco Security Agent free of charge,

you may still want to install approved virus protection software on CallManager servers.
Search Cisco.com using keywords such as “virus protection CallManager” and check for
Cisco CallManager Bulletins at the following link for virus protection software that has
been approved by Cisco. Do not, under any circumstances, install a product that is not
specifically supported by Cisco. You may impair the operation of CallManager by doing so.

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_bulletins_list.html

Summary

The best practices for installation, which are detailed in this chapter, ensure that you have
a clean CallManager system ready to be configured. The system documentation you have
prepared as part of performing the installation will be useful when you upgrade the system.

The major steps for installation include the following:

® Before installation
— Determine the installation logistics.
— Prepare the installation checklist.
— Prepare the installation media.
— Verify network connectivity.
— Verity that both power plugs are connected.
— Do not modify the original BIOS settings.
— Do not add unsupported third-party hardware.
— Use dual NICs (adapter teaming).
— Locate your Cisco Smartnet contract number or system serial number.

— Read the release notes.


http://www.cisco.com/cgi-bin/tablebuild.pl/cmva-3des
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_bulletins_list.html
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® During the installation

Locate key directories and files.
Avoid Windows domain participation.
Update the LMHOSTS file.

Use consistent passwords acCross servers.

® After the installation

Double-check your preinstallation checklist.

Do not add unsupported software to CallManager servers.
Do not change OS parameters.

Do not create other accounts on the system.

Use only Microsoft patches and updates that you download from
Cisco.com.

Verify database synchronization.
Set the NIC to the highest link speed and full duplex.
Use the Cisco Security Agent.

Add Cisco-supported virus protection software.
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INDE X

Numerics

32-bit signed integer values, converting to IP
addresses, 420422
802.1Q tunneling
disabling, 185
dropping frames, 196
802.1x Ethernet port authentication, 170-174

A

AAA, 436437
accounting, 444
authorization, 442444
protocol selection, 437
restricting access, 439—440
RADIUS configuration, 440—442
TACACS+ configuration, 440
AAR (automated alternate routing), 66—69
configuring, 67-69
AccessXX log application log, 355
accounting (AAA)
configuring, 444
using CDR data, 394
AD (Active Directory), directory integration
planning, 375-377
preparing the directory, 377-382
User Creation Base, 383-387
adapter teaming, 96
adding hard drives to servers, 22
adds, moves, and changes for unsupported
CallManager operations, 390
adjusting bandwidth consumption on WANs, 58—-59
administrative control traffic, encrypting, 168
administrative operations, 388-389
administrator account modifications, caveats, 104
administrator training, 25-27
advanced services, 316
Alert Log format, 485
Alerting Timeout parameter (CallManager
service), 320

alerts (RTMT), preconfigured, 477-478
CallProcessingNodeCpuPegging, 478
CodeRedEntry, 478
CodeYellowEntry, 478
CriticalServiceDown, 479
DirectoryConnectionFailed, 479
DirectoryReplicationFailed, 479
Excessive VoiceQualityReports, 479
LowAuvailableDiskSpace, 480
LowAuvailableMemory, 480
LowCallManagerHeartbeatRate, 480
LowTcdServerHeartbeatRate, 480
LowTFTPServerHeartbeatRate, 480
MaliciousCallTrace, 480
MediaListExhausted, 476, 480
MgcpDChannelOutOfService, 481
NonCallProcessingNodeCpuPegging, 481
NumberOfRegisteredGatewaysDecreased,

481
NumberOfRegisteredGatewayslIncreased,
481
NumberOfRegisteredMediaDevicesDe-
creased, 481
NumberOfRegisteredMediaDevices-
Increased, 481
NumberOfRegisteredPhonesDropped, 481
recipients, selecting, 475
RouteListExhausted, 482

allocating IP addresses, 190-191

Alpha clusters, creating, 140

analyzers (syslog), 457

Annunciator, 497

application layer, 7

applications, CDR-related third-party, 428

assessing current data infrastructure, 5

availability, 6-7

documentation, 8

security, 7-8
assigning privileges to functional groups, 359
ATM (Asynchronous Transfer Mode), WAN

deployment architecture, 4647

authenticating

HSRP, 192-193

routing protocol traffic, 191-192
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authorization (AAA), configuring, 442-444

Automated Alternate Routing Enabled
parameter, 322

AutoSecure feature (IOS routers), 166

availability, maintaining, 67

avoiding single points of failure, 161-163

AVVID Partner Program, CDR partners, 428429

B

backup servers, versus backup target, 118
backup strategies, 112
backing up CallManager servers, 113
backing up Cisco Unity messaging
repository, 115
backing up frequently stored files, 114
backing up gateways, 115-116
backing up log files, 114
backing up MOH sources, 114
backing up router/switch configurations, 116
backing up Subscriber, 113-114
maintaining consistent private password
phrases, 123-124
mitigating misconfiguration disasters, 116-117
performing backups with BARS, 119
checking log files for errors, 122
default backup targets, 120-121
moving backup files, 122
planning, 117
scheduling backups, 118
selecting appropriate backup server, 117
staging, ensuring backup space, 123
bandwidth consumption, adjusting on WANs, 58-59
Barge enhancements for release 4.0(1), 503
BARS (Backup and Restore System), 113
checking log files for errors, 122
ensuring backup space, 123
moving backup files, 122
performing backups, 119
default backup targets, 120121
Restore Wizard, 126
restoring files, 125
baselining CDR data for jitter and latency, 415

BAT (Bulk Administration Tool), release 4.0
enhancements, 512

B-Channels, removing from service for
maintenance, 324-325

billing, CDR data, 394

collecting, 318

BPDU Guard, preventing BPDU Spanning-Tree
attacks, 181-182

broadcast storm control, disabling, 186

C

CAC (Call Admission Control)
locations-based, configuring, 62—-65
oversubscription, preventing, 60—65

call join feature (release 4.0), 502-503

Call Log format, 487489

call park, customizing, 326

Call Park Display Timer parameter, 326

Call Park Reversion Timer parameter, 327

callingPartyLoginUserID field (CDR), 406

callingPartyNumber field (CDR), 409

callingPartyNumberPartition field (CDR), 409

CallManager service
CDR data, collecting, 318
parameters

Automated Alternate Routing
Enabled, 322

Call Park Reversion Timer, 327

Digit Analysis Complexity, 319

Forward Maximum Hop Count, 321

Forward No Answer Timer, 321

International Number Prefix, 325

Locations Trace Details Enabled, 319

Max Forward Hops to DN, 322

Maximum Number of Registered
Devices, 320

Maximum Phone Fallback Queue
Depth, 320

Offhook to First Digit Timer, 321

Speed Dial Await Further Digits, 323

Statistics Enabled, 322

Status Enquiry Poll Flag, 319
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T301, 320
T302, 321
CallManager Serviceability
Alarm Facility
configuring, 448
SNMP traps, 465
restarting services, 314
starting/stopping services, 313
CallProcessingNodeCpuPegging alert, 478
calls, diverting to voice mail, 504—-505
CAR (CDR Analysis and Reporting Tool), 422
installing, caveats, 424
load settings, configuring, 422-423
quality of service, tracking, 426
reports
standard, 424-425
utilization, 425-426
users, tracking, 426
CatOS devices
CoS settings, ignoring, 174
OOB management, implementing, 167-168
cause codes
ITU Q.850,410-413
MLPP, 406-407
cBarge, 503
CBR (constant bit rate), 46
CCM Directory Manager account, permissions, 381
CCM trace data, customizing with service
parameters, 319
CCMAdministrator user account, 353
tracing logins, 361-362
ccmCallManagerFailed trap, 463
ccmGatewayFailed trap, 464
ccmGatewayLayer2Change trap, 464
ccmMaliciousCall trap, 465
ccmMediaResourceListExhausted trap, 464
ccmPhoneFailed trap, 463
ccmPhoneStatusUpdate trap, 463
ccmQualityReport trap, 465
ccmRouteListExhausted trap, 464
CDR data
32-bit signed integer values, converting to IP
addresses, 420422
collecting, 394-395
limiting entries, 395-396
method of, documenting, 15
service parameters, 395

enterprise parameters, 396-397
examples
of normal calls, 414415
of unsuccessful calls, 416
exporting, 418-419
fields, 399403
most commonly used, 409—410
updates for Release 4.0, 404-407
for billing, 394
jitter, baselining, 415
latency, baselining, 415
querying SQL database, 417
third-party applications, 428
time stamps, converting to human-readable
form, 419420
CDR UNC Path enterprise parameter, 345
centralized CallManager architecture, gateway
selection, 85-87
centralized deployment
AAR, 66, 68—69
with ATM, 46
with Frame Relay, 45
with leased lines, 44—45
with MPLS, 47-48
with V3PN, 48
changing
service parameters, 316
service status, 312
Cisco CallManager Attendant Console
enhancements (release 4.0), 514
Cisco CDR Insert service, 338
Cisco Customer Directory Configuration
Plugin, 374
Cisco Extended Functions service, 339-340
Cisco Extension Mobility service, 342
Cisco IOS Software, AutoSecure feature, 166
Cisco Secure ACS, configuring for DC Directory
communication, 437-439
Cisco Security Agent, hardening CallManager and
voice application servers, 200-202
Cisco Serviceability Reporter service, 340, 484
Cisco Telephony Call Dispatcher service, 335
Cisco Unity messaging repository, backing up, 115
Cisco VT Advantage, 499
ciscoatGUID attribute (User object), 372
ciscoatUserProfile attribute (User Object), 372
ciscoatUserProfileString attribute (User object), 372
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CiscoWorks syslog servers, 454-456
classes of service, documenting, 15-16
Cluster Security Mode enterprise parameter, 345
clusters
backing up CallManager servers, 113
backup server, selecting, 117
CDR data collection
enabling, 395
limiting entries, 395-396
Publisher, attempting MLA configuration
changes while down, 355
service parameters, 316
Subscribers, 111
backing up, 113-114
duplicating, 126
reinstalling, 126
CMI (Cisco Messaging Interface) service, 331-333
CMRs
examples of normal calls, 414415
fields, 399-404
codecs, centralized region configuration, 60-61
CodeRedEntry alert, 478
CodeYellowEntry alert, 478
collecting CDR data, 318, 394-395
limiting entries, 395-396
service parameters, 395
commands
copy running-config, 116
NBSTAT, 132
comment field (CDR), 405
community strings, 459
selecting, 460-461
comparing Event Viewer and syslog, 458
compartmentalizing services, 203
conferencing cause codes (MLPP), 407
conferencing infrastructure enhancements (release
4.0),508
configuring
AAR, 67-69
accounting, 444
authorization, 442— 444
CallManager Serviceability Alarm, 448
CAR, load settings, 422-423
Cisco Secure ACS for DC Directory
communication, 437-439
directory access, 370, 372
LFI with traffic shaping, 58
LLQ, 52-55

locations-based CAC, 62-65
Region setting in CallManager Administration,
60-61
RTMT, 473— 474
alerts, 475
polling interval, 476
SNMP traps, 462— 465
SRST, 71,73
syslog, multiple server configuration, 456457
WINS addresses, 129
connectivity
restricting with PVLANSs, 174— 175
verifying before installation, 95
consistent use of private password phrases, 123—124
contract number, verifying, 97
converting
32-bit signed integer values to IP addresses,
420422
CDR time stamps to human-readable form,
419-420
copy running-config command, 116
creating
Alpha clusters, 140
custom functional groups in MLA, 357
custom reports from RISDC data, 484
Alert Log format, 485
Call Log format, 487-489
Device Log format, 489-490
Perfmon Log format, 490-491
Server Log format, 485— 487
custom user groups in MLA, 358
feature inventory database, 9—-14
security policies, 161
training curriculum, 24-26
for administrators, 26-28
user information packets, 34
user-specific accounts in MLA, 357
CriticalServiceDown alert, 479
cron, 456
cRTP (Compressed Real-Time Transport Protocol),
adjusting bandwidth consumption, 58
CSA (Cisco Security Agent), 107
CTIManager service, 334
CTL (Cisco Certificate Trust List) Provider service,
338-339
current voice applications, assessing, 18-20
custom functional groups, creating in MLA, 357
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custom reports
Alert Log format, 485
Call Log format, 487-489
creating from RISDC data, 484
Device Log format, 489-490
Perfmon Log format, 490-491
Server Log format, 485
Service Log format, 486-487
custom user groups, creating in MLA, 358
customizing
call park, 326
CCM trace data with service parameters, 319
cutover method, establishing, 31-33

D

DAI (Dynamic ARP Inspection), enabling, 176-179
daily system monitoring, importance of, 436
Data Collection Enabled parameter (RIS Data
Collector service), 337
data link layer. See Layer 2 security
data retention. See backup strategies
Database Layer Monitor service, 338
database synchronization, verifying, 105
dateTimeConnect field (CDR), 410
dateTimeDisconnect field (CDR), 410
dateTimeOrigination field (CDR), 410
dateTimeStamp field (CDR), 410
DC Directory, communicating with Cisco Secure
ACS, 437439
decimal call clearing cause codes (ITU Q.850),
410413
dedicated servers, 303
TFTP, 329
Default MOH Volume Level parameter (MOH
Audio Translator service), 336
Default Network Locale enterprise parameter, 345
Default User Locale enterprise parameter, 345
dependencies among services, 301-302

deploying
SRST, 73-76
WANSs
with ATM, 46-47
with Frame Relay, 45
with leased lines, 43, 45
with MPLS, 47-48
with V3PN, 48
desktop video telephony, 498-501
destCause_value field (CDR), 404, 410
destlpAddr field (CDR), 410
destlpPort field (CDR), 404
destPrecedencelevel field (CDR), 404
destVideoCap_Codec field (CDR), 404
destVideoCap_Resolution field (CDR), 405
destVideoTransportAddress_IP field (CDR), 405
destVideoTransportAddress_Port field (CDR), 405
Device Log format, 489— 490
Device Search feature (RTMT), 483
Device Security Mode enterprise parameter, 345
devices
memory requirements, 22
selecting, 21
device-to-CallManager authentication, 514
DHCP snooping, 176
dial plan, documenting, 14—15
dial tone, selecting for OnNet and OffNet calls, 328
Digit Analysis Complexity parameter, 319
DirAndUIXX log application log, 354
directory access, 367-369
configuring, 370-372
directory integration, 367-368, 372-373
planning, 375-377
preparing the directory, 377-382
User Creation Base, 383-387
DirectoryConnectionFailed alert, 479
directoryNumPartition field (CDR), 409
DirectoryReplicationFailed alert, 479
DirTrfr (direct transfer), 506
disabling
802.1Q tunneling, 185
broadcast storm control, 186
DTP, 184
IIS on CallManager servers, 363
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Layer 2 control protocols, 179—185 encrypting administrative control traffic, 168
VTP, 183 endpoint provisioning, 207
displaying endpoint image authentication, 208
service parameters for every server, 317 enrollment, 208-215
service status, 312 operation, 215-218
distinctive rings, enabling for OnNet and OffNet ensuring
calls, 325 adequate backup space, 123
diverting calls to voice mail, 504-505 CallManager upgrade version compatibility
DNA (Cisco Dialed Number Analyzer), customizing with Windows OS, 141-142
data with service parameters, 319 enterprise-related CDR parameters, 396-397
documenting Epoch time, converting to human-readable form,
CallManager upgrades, 150-151 419-420
CDR method, 16 escalation plans, 35
classes of service, 15-16 establishing
current infrastructure, 8 escalation plans, 35
dial plan, 14-15 operations procedures, 3638
existing hardware, 20-21 problem reporting methods, 35
server characteristics, pre-installation checklist, rollout plan, 28
93-94 adding phones, 28-30
domains (Window), CallManger server cutover method, 31-33
participation, 100 second-day support centers, 34—35
DoS (denial of service) as security threat, 159 Ethernet port authentication, 170—174
downloading Event Viewer, 457458
CallManager maintenance releases, 144 examples of CDRs
Remote Desktop Client, 468 for normal calls, 414-415
Windows OS upgrades, 144 for unsuccessful calls, 416
downtime, surviving with SRST, 69-71, 73-76 Excessive VoiceQualityReports alert, 479
PSTN calling during fallback, 82— 84 exporting CDR data, 418-419
voice mail during fallback, 78— 80
dropping
802.1q frames on IP Phones, 196 F
parties from Ad Hoc conferences, 505
DTP, disabling, 184 failed Subscribers, reinstalling, 126
dual phone and flash cut migration method, 33 feature inventory database, creating, 8—11, 13
duplicating Subscribers, 126 feature list for release 4.0(1), 493

Ad Hoc conference party drop, 505
annunciator, 497

E BAT enhancements, 512
call join, 502-503
Enable Dependency Records enterprise cBarge, 503
parameter, 344 Cisco CallManager Attendant Console

enabling enhancements, 514
Access log file for MLA, 356 conferencing infrastructure enhancements, 508
CDR data collection, 394-395 desktop video telephony, 498-501
time synchronization, 398-399 DirTrfr, 506
trace logs for MLA, 355 display of configurable call forward

information, 505-506
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hunt group ehancements, 508, 510
iDivert, 504-505
IPMA enhancements, 506507
management and monitoring enhancements, 513
MCID, 510-511
MLA enhancements, 513
MLPP, 494-496
multiple calls per line appearance, 502
privacy, 504
published API enhancements, 511-512
Q.SIG enhancements, 496-497
security enhancements, 514-515
Service URL, 505
SIP trunk signaling interface, 497-498
fields
of CDR data, 399—403
frequently searched fields,
409410
updates for release 4.0, 404-407
of CMRs, 403-404
of syslog messages, 447
FIFO (first in, first out) queuing, 49
filtering network traffic, 187-190
with NBAR, 189-190
with PACLs, 188
finalCalledPartyLoginUserID field (CDR), 406
finalCalledPartyNumber field (CDR), 409
finalCalledPartyNumberPartition field (CDR), 409
First Digit Timeout parameter (CallManager
service), 321
flash cut, 31
forcing NetBIOS name lookups, 128
Forward Maximum Hop Count parameter, 321
Forward No Answer Timer parameter, 321
fractional PRI, 325
Frame Relay
jitter, reducing with LFI, 57
WAN deployment architecture, 45
frequently stored files, backing up, 114
functional groups
creating custom groups in MLA, 357
permissions, 349-352
overlapping, managing, 359-360
privileges
assigning, 359
user groups, 349

G-H

GARP, ignoring on IP Phones, 194-195
gateways
backing up, 115-116
selecting for centralized CallManager
architecture, 85-87
generating
CAR utilization reports, 425-426
privileges report in MLA, 356
globalCallID_callld field (CDR), 409

H323 FastStart Inbound parameter, 326
hard drives, adding to servers, 22
hardening
access via IP phones, 194-196
CallManager and Voice application
servers, 197
Cisco-provided hardening, 197
services, compartmentalizing, 203
with account/password policies, 204-207
with Cisco Security Agent, 200-202
with patches and updates, 197, 199
with Secure Remote Administration,
202-203
with virus protection software, 200
routers and switches, 165-167
hardware, documenting, 20-21
host-based monitoring, 434
HP Insight Agents, 462-463
HR, updating personnel changes in MLA, 362
HSRP (Hot Standby Routing Protocol),
authenticating, 192-193
hunt group enhancements (release 4.0), 508-510
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iDivert, 504-505
ignoring
CoS settings on CatOS devices, 174
GARP on IP Phones, 194—-195
IIS, disabling on CallManager servers, 363
implementing, OOB management on I0S/CatOS
devices, 167-168
infrastructure
security feature checklist, 164—165
documenting, 8
installing CallManager, 91
adapter teaming, 96
consistent server passwords, creating, 101
contract number, verifying, 97
installation media, preparing, 94
LMHOSTS file, updating, 100
locating key directories and files, 98-99
logistics checklist, 92-93
network connectivity, verifying, 95
post-installation tasks
adding Cisco virus protection
software, 107
caveats against unsupported software, 103
double-checking pre-installation
checklist, 102
maintaining current user accounts, 104
maintaining OS parameters, 103
patching, 104
verifying database synchronization, 105
verifying optimal NIC settings, 105-106
power supply connections, verifying , 95
reading release notes, 97-98
server characteristics, documenting, 93-94
service releases, 152—-155
VNC, 470471
Windows domain participation, avoiding, 100
installing CAR, caveats, 424
integrity, violations of, 160
Interdigit Timeout parameter (CallManager
service), 321
International Number Prefix parameter, 325
inventory database, creating, 9—-14
I10S routers, implementing OOB management,
167-168

10S-based gateways, backing up, 115-116
IP addresses
allocating, 190-191
converting from, 32-bit signed integer values,
420-422
IP Manager Assistant service, 341
IP phones
802.1Q frames, dropping, 196
directory access, configuring, 370-372
GARP, ignoring, 194-195
IP RTP priority, minimizing latency on WANs,
50-52
IP Voice Media Streaming App service, 333-334
IPMA enhancements (release 4.0), 506-507
IPSec, securing interserver communication, 219
ISAPI (Internet Service API) filter, 353
ISAPIFilterX XXXXX.txt application log, 354
ITU Q.850, cause codes, 410-413

J-L

jitter
CDR data, baselining, 415
reducing on WANSs, 56
with LFI, 56-57

labeling backup tapes, 117
lastRedirectDnPartition field (CDR), 409
lastRedirectRedirectOnBehalfOf field (CDR), 405
lastRedirectRedirectReason field (CDR), 406
latency, baselining CDR data, 415
Layer 2 security

802.1Q tunneling, disabling, 185

broadcast storm control, disabling, 186

connectivity, restricting, 174—175

control protocols, disabling, 179-184

CoS settings, restricting, 174

DAI, enabling, 177-179

DHCP replies, denying, 175

DHCP snooping, 176

Ethernet port access, restricting with Ethernet

port authentication, 170-174

HSRP, authenticating, 193

IP addresses, allocating, 191

MAC addresses, restricting on switch ports, 169

network traffic, filtering, 187
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on IP Phones
dropping, 802.1Q frames, 196-197
ignoring GARP, 194-195

voice traffic, prioritizing, 186-187
Layer 3 security

HSRP, authenticating, 192

IP addresses, allocating, 190

network traffic, filtering, 188—190

routing protocol traffic, authenticating,

191-192

layers of OSI reference model, 163
LDAP (Lightweight Directory Access Protocol), 353
leased lines, WAN deployment architecture, 43—45
LFI

reducing jitter on Frame Relay networks, 57

reducing jitter on point-to-point links, 56
limiting

CDR database entries, 395-396

DHCP responses with Option, 82, 175
Linux-based syslog servers, configuring, 451-454
LLP, minimizing latency on WANs, 52-55
LLQ, minimizing latency on WANs, 50
LMHOSTS file

name resolution, 129-131

updating, 100
load settings (CAR), configuring, 422423
LocalNetPriority, 377
locating key directories and files for installation,

98-99

locations-based CAC, configuring, 62, 64—65
Locations Trace Details Enabled parameter, 319
Lock-and-Key security, 469
log files

backing up, 114

for release 4 .x, 354
logistics checklist, CallManger installation, 92— 93
LowAuvailableDiskSpace alert, 480
LowAuvailableMemory alert, 480
LowCallManagerHeartbeatRate alert, 480
LowTcdServerHeartbeatRate alert, 480
LowTFTPServerHeartbeatRate alert, 480

M

MAC addresses, restricting on switch ports,
169-170
maintaining
availability, 6-7
password consistency across servers, 101
maintenance releases, downloading, 144
MaliciousCallTrace alert, 480
management and monitoring enhancements
(release 4.0), 513
managing
overlapping permissions in MLA, 359-360
trace facility file sizes, 467468
mandatory services, 302-305
mass storage media, labeling, 117
master file (Windows), reading, 152
Max CDR Records parameter (Database Layer
Monitor service), 338
Max Forward Hops to DN parameter, 322
Maximum Ad Hoc Conference parameter, 327
Maximum Login Time parameter (Cisco Extension
Mobility service), 342
Maximum MeetMe Conference Unicast
parameter, 327
Maximum Number of Registered Devices
parameter, 320
Maximum Phone Fallback Queue Depth
parameter, 320
MCID (malicious call identification), 510-511
MCSs (Media Convergence Servers), 111
MediaListExhausted alert, 476, 480
messages, syslog
CallManager Serviceability Alarm, 448
format, 447
router logging, 449-451
severity levels, 446
severity levels, selecting, 448
MgcpDChannelOutOfService alert, 481
MIBs, 459
Microsoft Excel, converting UTC and IP addresses,
421-422
Microsoft Performance, 466
migration, methods of, 31
flash cut, 31
PBX migration, 31-33
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minimizing latency on WANSs, 49-50
with IP RTP, 50-52
with LLP, 52-55
misconfigurations, mitigating disaster with backup
strategy, 116-117
mismatched SQLSvc passwords, troubleshooting,
134
mitigating security threats
routers and switches, hardening,165-167
on CallManager and voice application servers,
197-207
on I0S/CatOS devices, 168
on Layer 2
802.1Q tunneling, disabling, 185
broadcast storm control, disabling, 186
connectivity, restricting, 174—175
control protocols, disabling, 179-185
DAL, enabling, 176, 178-179
default native VLAN value,
reassigning, 184
DHCP snooping, 176
dropping 802.1Q frames on IP phones,
196-197
DTP, disabling, 184
ignoring CoS settings on CatOS
devices, 174
ignoring GARP on IP Phones, 194-195
limiting DHCP responses, 175
network traffic, filtering, 187-190
voice traffic, prioritizing, 186—187
VTP, disabling, 183
with Ethernet port authentication,
170-174
with port security, 169—-170
on Layer 3
HSRP, authenticating, 192—-193
IP addresses, allocating, 190-191
routing protocol traffic, authenticating,
191-192
MLA (multilevel administration), 349, 458
Access file, monitoring, 356, 360
access, restricting, 362
application logs, 354
attempting configuration changes while
Publisher is down, 355
CCMAdministrator user account, 353
tracing logins, 361-362

custom functional groups, creating, 357
custom user groups, creating, 358
enabling for release 4.x, 355
enhancements to release 4.0, 513
functional groups, 349
assigning privileges, 359
permissions, 349-352
overlapping permissions, managing, 359-360
privileges report, generating, 356
security audits, 364
standard user groups, permissions, 350-352
super user, 349
trace logs, enabling, 355
unauthorized web browser access,
preventing, 363
updates from previous release, 353
backup and restore operations, 354
disabled features, 353
log file location, 354
user-specific accounts
checking against HR, 362
creating, 357
MLPP (Multilevel Precedence and Preemption),
494-495
cause codes, 406407
conferencing cause codes, 407
precedence calls to another network, 496
precedence calls withing cluster, 496
precedence values, 407
modifying
administrator account, caveats against, 104
OS parameters, caveats against, 103
MOH Audio Translator service, 335-336
Default MOH Volume Level parameter, 336
MOH sources, backing up, 114
monitoring
CAR, 424-426
media resouces with RTMT
media resouces
monitoring with RTMT, 475
MLA Access log file, 356, 360
trunk utilization with RTMT, 476
utilization reports, 425-426
monitoring tools, 435
AAA, 436-437
accounting, configuring, 444
authorization, configuring, 442— 444
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protocol selection, 437
restricting access, 439-442
daily monitoring, 436
Microsoft Performance, 466
SNMP, 459460
community strings, 460-461
traps, 462— 465
SRA, 466
syslog, 445
analyzers, 457
CallManager Serviceability Alarm, 448
CiscoWorks syslog server, 454—456
cron, 456
Event Viewer, 457458
facilities, 446
Linux-based server configuration,
451-454
message format, 447
message severity levels, 446
multiple server configuration, 456457
router logging, 449-451
severity level, selecting, 448
Terminal Services, 468
security vulnerabilities, 469—470
unsupported agents, 435
versus host-based monitoring, 434
moving system into production, 152
MPLS (Multiprotocol Label Switching), WAN
deployment architecture, 4748
Multiple Login Behavior parameter (Cisco
Extension Mobility service), 343
multiple syslog server configuration, 456-457
multiple-domain AD forest, placing User Creation
Base, 383

N

NetBIOS
forcing name lookups, 128
name resolution issues, troubleshooting, 128
resolving names with LMHOSTS file, 129-132
network layer. See Layer 3 security
network traffic, filtering, 187-190
with NBAR, 189-190
with PACLs, 188
NICs (Network Interface Cards)
adapter teaming, 96
optimal settings, verifying, 105-106
no answer ring duration, 321
NonCallProcessingNodeCpuPegging alert, 481
nonrepudiation, violation of, 160
NTP (Network Time Protocol), enabling time
synchronization, 398-399
NumberOfRegisteredGatewaysDecreased alert, 481
NumberOfRegisteredGatewaysIncreased alert, 481
NumberOfRegisteredMediaDevicesDecreased
alert, 481
NumberOfRegisteredMediaDevicesIncreased
alert, 481
NumberOfRegisteredPhonesDropped alert, 481

o)

name resolution
LMHOSTS file, 129-131
WINS, configuring, 129
National Number Prefix parameter, 325
native VLAN value, reassigning, 184
NBAR (Network-Based Application Recognition),
filtering network traffic, 189—190
NBTSTAT command, 132

obtaining CallManager upgrade media, 143
Offhook to First Digit Timer parameter, 321
OffNet calls, selecting dial tone, 328
one-time passwords, implementing, 168
OnNet calls, selecting dial tone, 328
OOB (out-of-band) management, implementing on
IOS/CatOS devices, 167-168
operations procedures, establishing, 35, 37
optional services, 302-305
recommendations for 500+ user systems,
305-306
recommendations for 1500+ user systems,
306-307
recommendations for 10,000+ user systems,
307-308
recommendations for 20,000+ user systems,
309-312
origCalledPartyRedirectedOnBehalfOf field
(CDR), 405
origCalledPartyRedirectReason field (CDR), 406
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origCause_value field (CDR), 404,410 Subscriber Number Prefix, 325
originalCalledPartyNumber field (CDR), 409 Suppress MOH to Conference Bridge, 327
originalCalledPartyNumberPartition field changing, 316
(CDR), 409 customizing CCM traces and DNA data, 319
origlpAddr field (CDR), 410 displaying for every server, 317
origlpPort field (CDR), 403—404 enterprise parameters, 343-345
origPrecedenceLevel field (CDR), 404 Unknown Caller ID Text parameter,
origVideoCap_Codec field (CDR), 404 specifying, 322
origVideoCap_Resolution field (CDR), 404 Party Entrance Tone parameter, 327
origVideoTransportAddress_IP field (CDR), 405 passwords
origVideoTransportAddress_Port field (CDR), 405 consistent use of, 101, 123—-124
OSI reference model, layers of, 163 for CCMAdministrator user account,
overlapping permissions, managing in MLA, changing, 353
359-360 SQL mismatches, troubleshooting, 134
oversubscription patches, 104
monitoring with weekly voice messaging installing, 152, 154155
utilization reports, 426 versus upgrades, 138-139
preventing with CAC, 60—65 PerfMon, 466

Perfmon Log format, 490-491
performance counters, setting threshold triggers, 482

P performing backups with BARS, 119
checking log files for errors, 122
PACLs (port access control lists), filtering network default backup targets, 120-121
traffic, 188 moving backup files, 122
parameters permissions
CallManager service for CCM Directory Manager account, 381
Call Park Display timer, 326 for functional groups, 349-352
H323 FastStart Inbound, 326 for standard user groups, 350-352
Maximum Ad Hoc Conference, 327 PermissionsXXXXXX.txt application log, 354
Maximum MeetMe Conference personnel changes, updating through HR
Unicast, 327 department, 362
National Number Prefix, 325 planning
Party Entrance Tone, 327 backup strategies, 117
Preferred G711 Millisecond Packet consistent password phrases, 123-124
Size, 328 ensuring backup space, 123
Preferred G723 Millisecond Packet default backup targets, 120-121
Size, 328 moving backup files, 122
Preferred G729 Millisecond Packet performing backups with BARS, 119-122
Size, 328 scheduling backups, 118
Preferred GSM EFR Millisecond Packet selecting appropriate backup server, 117
Size, 328 directory integration, 375-377
Silence Suppression for Gateways, 328 plugins, Cisco Customer Directory Configuration
Speed Dial Await Further Digits, 323 Plugin, 374
Strip G.729 Annex B from point-to-point links, reducing jitter with LFI, 56

Capabilities, 328 polling interval, configuring on RTMT, 476
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post-installation tasks
caveats when using unsupported software, 103
database synchronization, verifying, 105
double-checking pre-installation checklist, 102
existing user accounts, maintaining, 104
optimal NIC settings, verifying, 105-107
OS parameters, maintaining, 103
patching, 104
power supplies, verifying connections before
installation, 95
precautions, observing while installing service
releases, 154—155
precedence values (MLPP), 407
preconfigured RTMT alerts, 477-478
CallProcessingNodeCpuPegging, 478
CodeRedEntry, 478
CodeYellowEntry, 478
CriticalServiceDown, 479
DirectoryConnectionFailed, 479
DirectoryReplicationFailed, 479
ExcessiveVoiceQualityReports, 479
LowAuvailableDiskSpace, 480
LowAvailableMemory, 480
LowCallManagerHeartbeatRate, 480
LowTcdServerHeartbeatRate, 480
LowTFTPServerHeartbeatRate, 480
MaliciousCallTrace, 480
MediaListExhausted, 480
MgcpDChannelOutOfService, 481
NonCallProcessingNodeCpuPegging, 481
NumberOfRegisteredGatewaysDecreased, 481
NumberOfRegisteredGatewaysIncreased, 481
NumberOfRegisteredMediaDevices-
Decreased, 481
NumberOfRegisteredMediaDevices-
Increased, 481
NumberOfRegisteredPhonesDropped, 481
RouteListExhausted, 482
Preferred G711 Millisecond Packet Size
parameter, 328
Preferred G723 Millisecond Packet Size
parameter, 328
Preferred G729 Millisecond Packet Size
parameter, 328
Preferred GSM EFR Millisecond Packet Size
parameter, 328

pre-installation tasks
adapter teaming, 96
contract number, verifying, 97
documenting server characteristics, 93-94
double-checking, 102
logistics checklist, 92
network connectivity, verifying, 95
power supply connections, verifying, 95
preparing installation media, 94
reading release notes, 97-98
preparing
CallManager upgrade checklist, 142—143
for directory integration, 377-382
installation media, 94
preventing
BPDU Spanning-Tree attacks with BPDU
Guard, 181-182
oversubscription with CAC, 60
location-based CAC, 62—-65
unathorized web browser access, 363
PRI fractional, 325
prioritizing voice traffic, 186-187
privacy
ehancements for release 4.0(1), 504
violations of, 160
private password phrases, consistent use of, 123—124
privileges, assigning to functional groups, 359
privileges report (MLA), generating, 356
problem reporting methods, establishing, 35
provisioning endpoints, 207
endpoing image authentication, 208
enrollment, 208-215
PSTN (public-switched telephone network), 69
published API enhancements (release 4.0), 511-512
Publisher, 111
attempting MLA configuration changes while
down, 355
PUT (Product Upgrade Tool), 143

Q

Q.SIG enhancements, 496-497
QoS (quality of service)
bandwidth consumption, adjusting on WANS,
58-59
jitter, minimizing on WANs, 56-57
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latency, minimizing on WANs, 49-55
tracking via CAR, 426
Query Builder, querying known CDR values, 417
queuing
FIFO, 49

IP RTP priority, minimizing latency on WANSs,

50-52
LLP, minimizing latency on WANs, 52-55
LLQ, minimizing latency on WANSs, 50

R

RADIUS (Remote-Access Dial-In User Service)
authentication, configuring, 440-442
RAID (redundant array of inexpensive disks)
implementing staging environments for
CallManager upgrades, 140
remirroring with spare drive, 150
README files, 152
reassigning default native VLAN value, 184
recipients to alerts (RTMT), selecting, 475
redundancy, backup strategies, 112
backing up CallManager servers, 113
backing up Cisco Unity messaging
repository, 115
backing up frequently stored files, 114
backing up gateways, 115-116
backing up log files, 114
backing up MOH sources, 114
backing up router/switch configurations, 116
backing up Subscriber, 113-114
reestablishing RAID mirroring, 150
Region setting (CallManager Administration),
configuring, 60-61
reinstalling Subscribers, 126
release 4.0(1)
feature list, 493
Ad Hoc conference party drop, 505
annunciator, 497
BAT enhancements, 512
call join, 502-503
cBarge, 503
Cisco CallManager Attendant Console
enhancements, 514

conferencing infrastructure
enhancements, 508
desktop video telephony, 498-501
DirTrfr, 506
display of configurable call forward
information, 505-506
hunt group enhancements, 508-510
iDivert, 504-505
IPMA enhancements, 506-507
management and monitoring
enhancements, 513
MCID, 510-511
MLA enhancements, 513
MLPP, 494-495
precedence calls to another network, 496
precedence calls within cluster, 496
multiple calls per line appearance, 502
privacy, 504
published API enhancements, 511-512
Q.SIG enhancements, 496-497
security enhancements, 514-515
Service URL, 505
SIP trunk signaling interface, 497-498
updated CDR fields, 404— 406
codec values, 407
MLPP cause codes, 406
MLPP precedence values, 407
redirect reason codes, 408-409
video resolution values, 408
release 4.x
MLA, enabling, 355
updates from previous release, 353-354
release notes, reading, 97-98
release timeline of CallManager components, 139
Remember the Last User Logged In parameter
(Cisco Extension Mobility service), 343
Remote Desktop Client, downloading, 468
remote upgrades, VNC, 470-471
replication (SQL), troubleshooting, 133—-134
reports (CAR), 424-425
utilization, 425-426
rerouting calls with AAR, 66, 68— 69
resolving NetBIOS names with LMHOSTS file,
129-132
restarting services in CallManager
Serviceability, 314
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Restore Wizard (BARS), 126
restoring from BARS backups, 125
restricting
access with AAA authentication, 439-440
RADIUS configuration, 440442
TACACS+ configuration, 440
access with MLA, 362
CDR database entries, 395-396
Ethernet port access, 170-174
Layer 2 connectivity, 174-175
MAC addresses on switch ports, 169-170
RIS Data Collector service, 336-337
rollout plan, establishing, 27-32
RouteListExhausted alert, 482
router/switch configurations, backing up, 116
routers
hardening, 165-167
syslog configuration, 449-451
routing protocol traffic, authenticating, 191-192
RTMT (Real-Time Monitoring Tool)
alerts, 475
preconfigured, 477-482
recipients, selecting, 475
changes from previous releases, 474
Cisco Serviceability Reporter service, 483
configuring, 473
counters, setting threshold triggers, 482
custom reports
Alert Log format, 485
Call Log format, 487-489
creating, 484
Device Log format, 489-490
Perfmon Log format, 490-491
Server Log format, 485
Service Log format, 486487
Device Search feature, 483
media resources, monitoring, 475
polling interval, configuring, 476
trunk utilization, monitoring, 476
running Upgrade Assistant Utility, 145

S

scheduling
backups, 118
change freezes, 147-150
searching CDR SQL database, 417
second-day support centers, establishing, 33-34
Secure Remote Administration, hardening
CallManager and voice application servers,
202-203
security, 7-8
802.1Q tunneling, disabling, 185
administrative control traffic, encrypting, 168
audits, performing, 364
AutoSecure feature (IOS routers), 166
broadcast storm control, disabling, 186
CoS settings, ignoring on CatOS devices, 174
DAL, enabling, 176-179
default native VLAN value, reassigning, 184
DHCP responses, limiting, 175
DHCP snooping, 176
DTP, disabling, 184
endpoint provisioning, 207
endpoint image authentication, 208
enrollment, 208-215
enhancements to release 4.0, 514-515
Ethernet port authentication, 170-174
HSRP, authenticating, 192-193
infrastructure security feature checklist,
164-165
interserver communication, facilitating with
1PSec, 219
IP addresses, allocating, 190-191
Layer 2
connectivity, restricting, 174—175
control protocols, disabling, 179-185
MLA, 349
Access file, monitoring, 360
Access log files, monitoring, 356
application logs, 354
attempting configuration changes while
Publisher is down, 355
CCMAdministrator account, tracing
logins, 361-362
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CCMAdministrator user account, 353
custom functional groups, creating, 357
custom user groups, creating, 358
functional groups, 349-352
overlapping permissions, managing,
359-360
privileges report, generating, 356
privileges, assigning to functional
groups, 359
restricting access, 362
standard user groups, 350— 352
super user, 349
trace logs, enabling, 355
updates from previous release, 353-354
user-specific accounts, creating, 357
network traffic, filtering, 187-190
on CallManager and voice application servers,
hardening, 197-207
on IP Phones
802.1Q frames, dropping, 196
GARP, ignoring, 194-195
one-time passwords, implementing, 168
policies, creating, 161
Port Security, 169-170
routers, hardening, 165-167
routing protocol traffic, authenticating,
191-192
single points of failure, avoiding, 161-163
unauthorized web browser access,
preventing, 363
voice traffic, prioritizing, 186—187
VTP, disabling, 183
X.509v3 certificates, 215
endpoint operation, 215-218

selecting

AAA protocol, 437
backup servers, 117
CallManager upgrade version, 141
community strings, 460-461
devices, 21
memory requirements, 22
dial tones for OnNet and OffNet calls, 328
gateways for centralized CallManager
architecture, 85— 87
phone types, 23-24
RTMT alert recipients, 475
syslog message severity levels, 448

serialization delay, 56

Server Log format, 485
servers
dedicates, 303
hardware vendor, selecting, 21-22
restoring, 125
Service Log format, 486—487
service releases. See also patches
installing, 152-155
Service URL, 505
services, 303, 304-305
advanced, 316
B-Channels, removing from service for
maintenance, 324-325
CallManager service
collecting CDR data, 318
parameters, 319-322
Cisco CDR Insert, 338
Cisco Extended Functions, 339-340
Cisco Extension Mobility, 342
Cisco Serviceability Reporter, 340
Cisco Telephony Call Dispatcher, 335
clusterwide parameters, 316
CMI, 331-333
compartmentalizing, 203
CTIManager, 334
CTL Provider, 338-339
Database Layer Monitor, 338
dedicated servers, 303
dependencies, 301-302
enterprise parameters, 343-345
IP Manager Assistant, 341
IP Voice Media Streaming App, 333-334
MOH Audio Translator, 335-336
Default MOH Volume Level
parameter, 336
optional

recommendations for 500+ user systems,

305-306

recommendations for 1500+ user systems,

306-307

recommendations for 10,000+ user
systems, 307-308

recommendations for 20,000+ user
systems, 309-312

parameters
changing, 316
checking for every server, 317
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Speed Dial Await Further Digits, 323
Unknown Caller ID Text parameter,
specifying, 322
restarting, 314
RIS Data Collector, 336-337
starting/stopping, 313
status, displaying, 312
TFTP, 328-331
WebDialer, 341
severity levels (syslog messages), selecting, 448
Show Ring Settings enterprise parameter, 345
Silence Suppression for Gateways parameter, 328
single points of failure, avoiding, 161, 163
single-domain AD forest, placing User Creation
Base, 383
SIP trunk signaling interface (release 4.0(1)),
497-498
SMDI (simplified message desk interface), CMI
service, 331-332
SNMP (Simple Network Management Protocol),
459460
community strings, 460461
traps, 462
ccmCallManagerFailed, 463
ccmGatewayFailed, 464
ccmGatewayLayer2Change, 464
ccmMaliciousCall, 465
ccmMediaResourceListExhausted, 464
ccmPhoneFailed, 463
ccmPhoneStatusUpdate, 463
ccmQualityReport, 465
ccmRouteListExhausted, 464
for CallManager Serviceability Alarm
facility, 465
HP Insight Agents, 462463
Speed Dial Await Further Digits parameter, 323
spreadsheets (Microsoft Excel), converting to UTC
and [P addresses, 421-422
SQL database (CDR)
exporting CDR data, 418-419
querying known CDR values, 417
replication, troubleshooting, 133—-134
SRA (Serviceability Reports Archive), 466

SRST (Survivable Remote Site Telephony), 69, 112

configuring, 71-73
deploying, 73-76
PSTN calling during fallback, 82— 84

user functionality, 70
voicemail during fallback, 78— staging servers,
performing CallManager upgrades, 140, 146
staging servers, performing CallManager upgrades,
140, 146
documentation, 150-151
moving system into production, 152
reestablishing RAID mirroring, 150
scheduling change freezes, 147-150
standard functional groups, 349
standard user groups, permissions, 350-352
starting services in CallManager Serviceability, 313
Statistics Enabled parameter, 322
Status Enquiry Poll Flag parameter, 319
storage media, labeling, 117
Strip G.729 Annex B from Capabilities
parameter, 328
Subscriber Number Prefix parameter, 325
Subscribers, 111
backing up, 113-114
duplicating, 126
IIS, disabling, 363
reinstalling, 126
super user, 349
Suppress MOH to Conference Bridge
parameter, 327
surviving WAN outages with SRST, 69-76
PSTN calling during fallback, 82— 84
voicemail during fallback, 78-80
switches, hardening, 165-167
syslog, 445
analyzers, 457
CallManager Serviceability Alarm, 448
CiscoWorks syslog server, 454-456
cron, 456
Event Viewer, 457-458
facilities, 446
Linux-based server configuration, 451-454
message format, 447
message severity levels, 446448
multiple server configuration, 456457
router logging, configuring, 449-451
versus Event Viewer, 458
system performance, managing with service
parameters, 320
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T301 Timer parameter, 320

T302 Timer parameter, 321

TACACS+ (Terminal Access Controller Access
Control Server plus), configuring
authentication, 440

TAPS (Tool for Auto-Registered Phones Support),

27-28
Terminal Services, 468
security vulnerabilities, 469-470
TFTP (Trivial File Transfer Protocol) service,
328-331
dedicated servers, 329
third-party applications
backup utilities, caveats when using, 121
CDR-related, 428
threats to security, 159
mitigating

hardening routers and switches, 165-167

on CallManager and voice application
servers, 197-207
on I0S/CatOS devices, 168
on Layer, 2, 169-190
on Layer 3, 190-193
single points of failure, 161-163
time stamps, converting Epoch time to human-
readable form, 419-420
time synchronization, enabling, 398-399
tool-based monitoring, 435
trace facility, managing file size, 467468
tracing
CCMAdministrator account logins, 361-362
enabling MLA log files, 355
tracking CAR statistics, 426
training curriculum
creating, 24— 26
for administrators, 26-28
traps
ccmCallManagerFailed, 463
ccmGatewayFailed, 464
ccmGatewayLayer2Change, 464
ccmMaliciousCall, 465
ccmMediaResourceListExhausted, 464
ccmPhoneFailed, 463
ccmPhoneStatusUpdate, 463
ccmQualityReport, 465

ccmRouteListExhausted, 464

configuring, 462

for CallManager Serviceability Alarm

Facility, 465

HP Insight Agents, 462-463
triggers, setting on performance counters, 482
troubleshooting

SQL replication problems, 133-134

using CDR data, 394

WINS name resolution, 128
troubleshooting reports (CAR), 424425
trunk utilization, monitoring with RTMT, 476

U

unauthorized access
as security threat, 159
to web browser, preventing, 363
Unknown Caller ID Text parameter, specifying, 322
unsuccessful calls, examples of generated
CDRs, 416
unsupported administrative CallManager
operations, 390
unsupported agents, caveats when using, 435
unsupported software, caveats when adding to
CallManager servers, 103
updating LMHOSTS file, 100
Upgrade Assistant Utility, running, 145
upgrading CallManger
maintenance releases, downloading, 144
media, obtaining, 143
preparing upgrade checklist, 142—143
running Upgrade Assistant Utility, 145
selecting appropriate version, 141
version compatibility with Windows OS,
ensuring, 141-142
versus patching, 138-139
Windows OS upgrades, downloading, 144
with staging server, 140, 146
documentation, 150-151
moving system into production, 152
RAID-capable servers, 140
reestablishing RAID mirroring, 150
scheduling change freezes, 147-150
with VNC, 470-471
user accounts, CCMAdministrator user account, 353
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user classes, 18 W_X-Y-Z

User Creation Base, 383-387
user groups, 349

creating custom groups in MLA, 358 WANs .
. . . deployment architectures

overlapping privileges, managing, 359-360 ATM. 4647
user information packets, creating, 34 Fram;: Relay. 45
User object attributes, 372 leased linesy;B 45
User Search Base, 380 MPLS 47—218
user training techniques, 25-26 V3PN748

for administrators, 26-28 QoS ’
user types, selecting appropriate phone types, 23-24 bandwidth consumption, adjusting, 58-59
user-specific accounts, creating in MLA, 357 . . ’ ’

. . jitter, reducing, 56-57
utilization reports, 425-426 latency, minimizing, 49-55
SRST, 69
V configuring, 71-73

deploying, 73-76
PSTN calling during fallback, 82-84
user functionality, 70
voice mail during fallback, 78-80
web browsers
password lists, 363
unauthorized access, preventing, 363
WebDialer service, 341
Windows domains, avoiding CallManager server
participation,100

V3PN (Voice and Video Virtual Private
Networking), 193-194
WAN deployment architecture, 48
VBR (variable bit rate), 46
verifying
optimal NIC settings, 105-106
database synchronization, 105
power supply connections, 95

pre-installation network connectivity, 95 Windows Event Viewer, 457-458
virus protection software Windows 9 x OS
adding to new CallManager installations, 107 ensuring compatibility with CallManager
hardening CallManager and voice application upgrade, 141142
servers, 200

service releases, installing, 152-155

VNC, 470471 update master file, reading, 152
VNC ove:.r SSH, 202-203 upgrades, downloading, 144
voice mail

S WINS (Windows Internet Naming Service)
dlv.emng calls t?’ 504—:505 addresses, configuring, 129
. during WAN.fgl}ure using SRST, 78-80 name resolution, troubleshooting, 128
voice traffic, prioritizing, 186—187 X 509v3 certificates. 215

VTP (VLAN Trunking Protocol), disabling, 183 endpoint operation, 215-216, 218
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