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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

Boldface indicates commands and keywords that are entered literally as shown.
In actual configuration examples and output (not general command syntax),
boldface indicates commands that are manually input by the user (such as a
show command).

Italics indicate arguments for which you supply actual values.
Vertical bars (|) separate alternative, mutually exclusive elements.
Square brackets [ ] indicate optional elements.

Braces { } indicate a required choice.

Braces within brackets [{ }] indicate a required choice within an optional element.
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Introduction

This book focuses on the basics of IPv6. There is a great deal to learn about IPvé. It is
much more than just becoming familiar with a larger address.

My approach to writing this book was to do my best to explain each concept in a sim-
ple, step-by-step approach, as well as to include the critical details. It was a challenging
balance between providing as much information as possible without overwhelming the
reader. IPv6 is not difficult to learn but involves multiple protocols and processes that
might be new to the reader.

Don’t be overwhelmed by all the details. For example, although I have included a brief
description for each field in the protocols discussed in the book, it isn’t necessarily
important that you understand the details of each one. I mention this throughout the
book. But I did feel it necessary not to leave out or hide these details from the reader.

RFCs are cited throughout the book. It was important to include these references for
two reasons. First of all, I wanted to give you the authoritative source for the material

in this book so that you have a resource for more information. Second, IPvé6 is cur-
rently and will continue to be a moving target for quite some time. Although it has been
around for many years, there is still additional development and fine-tuning that is taking
place. If you are not familiar with reading RFCs, don’t be intimidated. Most of them are
not difficult to read and do their best to explain the topic clearly.

At times I will introduce a technology or concept, but state that it is “beyond the scope
of this book.” I feel it is better to revisit some of the more advanced topics after you
have a more complete understanding of the entire IPv6 topic. I do suggest resources for
those who might be interested in learning more about those topics.

The objective of this book is to explain IPv6 as clearly as possible. At times it was like
herding cats, trying to decide which topic to cover first.

Readers are welcome to use the resources on my website for IPv6, CCNA, or CCNP
information, www.cabrillo.edu/~rgraziani. You can email me, graziani@cabrillo.edu, to
obtain the username and password for all my materials.

Goals and Methods

The most important goal of this book is to provide a thorough yet easy-to-understand
introduction to IPv6. This book is also intended to provide a foundation in IPv6 that will
allow you to build on it. This includes explaining topics that might be a little more chal-
lenging to grasp.

Another goal of this book is to be a resource for IPv6. I have included command syntax,
RFCs, and links to Cisco white papers to help guide you toward a further understanding
of many of the topics.


http://www.cabrillo.edu/~rgraziani
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Who Should Read This Book

This book is intended for anyone seeking a solid understanding of the fundamentals of
IPv6, such as network engineers, network designers, network technicians, technical staff,
and networking students, including those who are part of the Cisco Networking Academy.
The reader should have a basic familiarity with IPv4 and IPv4 routing protocols equivalent
to a CCNA certification or the applicable Cisco Network Academy courses.

Professionals planning to use Cisco technology to deploy IPv6 networks, provide IPv6
connectivity, and use IPv6 within their network will find this book useful. You will find
examples, figures, IOS commands, and tips for configuring Cisco I0S IPv6 technology.

How This Book Is Organized

If you are new to IPv6, this book should be read from cover to cover. However, if you
have some knowledge of IPvé, it is designed to be flexible and allows you to easily
move between chapters and sections of chapters to cover just the material that you want
to review.

Chapters 1 through 5 provide an introduction to IPv6, the protocol, addressing types,
and ICMPv6 Neighbor Discovery Protocol. These chapters also include Cisco I0S com-
mands and configuration examples. Chapters 6 through 9 use a common topology to
implement the IPv6 addressing in the previous chapters and also introduce IPv6 routing
protocols. DHCPv6 and other upper-layer protocols are also discussed. The last two
chapters, Chapters 10 and 11, cover methods of transitioning from IPv4 to IPv6. If you
do intend to read all the chapters, the order in the book is sequential.

The following list highlights the topics covered in each chapter and the book’s organization:

m Chapter 1, “Introduction to IPv6”: This chapter discusses how the Internet of
today requires a new network layer protocol, IPv6, to meet the demands of its
users. It also examines the limitations of IPv4 and describes how IPv6 resolves
these issues while offering other advantages as well. This chapter examines the
rationale of IPv6 and concerns regarding IPv4 address depletion. It presents a
brief history of both IPv4 and IPv6. A review of the IPv4 migration technologies
CIDR and NAT are also discussed.

m Chapter 2, “The IPv6 Protocol”: This chapter examines the IPv6 protocol and
its fields. The IPv4 protocol is first reviewed to provide a basis of comparison
and to highlight the changes with IPv6. It also explores how fragmentation is
handled. The IPv6 extension headers are discussed as well.

m Chapter 3, “IPv6 Addressing”: This chapter introduces IPv6 addressing and
address types. It begins with an explanation of the hexadecimal number system.
Representation of IPv6 addresses is discussed along with the different formats
of representing IPv6 addresses and the rules for compressing the IPv6 nota-
tion. This chapter provides an introductory look at the different types of IPv6
addresses. Subnetting IPv6 addresses is discussed, including subnetting on a
nibble boundary and within the nibble boundary.
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m Chapter 4, “IPv6 Address Types™: This chapter examines the different types

of IPv6 addresses in detail. Global unicast configuration methods, both manual
and dynamic, are described. It explains and provides examples of enabling IPv6
on router interfaces using static, EUI-64, IPv6 unnumbered, Stateless Address
Autoconfiguration (SLAAC), and DHCPv6. (DHCPv6 and SLAAC are exam-
ined in detail in later chapters.) Link-local addresses are described using static
and dynamic IOS configuration examples. Loopback and unspecified unicast
addresses are also discussed. Assigned and solicited node multicast addresses,
along with anycast addresses, are described as well.

Chapter 5, “ICMPv6 and Neighbor Discovery Protocol”: This chapter exam-
ines ICMPv6. There are similarites between ICMPvé6 and ICMPv4, but ICMPv6
is a much more robust protocol. ICMPv6 error messages are discussed, includ-
ing Destination Unreachable, Packet Too Big, Time Exceeded, and Parameter
Problem. ICMPv6 informational messages Echo Request and Echo Reply are
covered along with Multicast Listener Discovery messages. Neighbor Discovery
Protocol, Router Solicitation, Router Advertisement, Neighbor Solicitation,
Neighbor Advertisement, and Redirect messages are examined in detail. Not
only does IPv6 resolve larger address space issues, but ICMPv6 and Neighbor
Discovery Protocol also present a major change in the network operatons,
including link-layer address resolution (ARP in IPv4), Duplicate Address
Detection (DAD), Stateless Address Autoconfiguration (SLAAC), and Neighbor
Unreachability Detection (NUD). The IPv6 Neighbor Cache and Neighbor
Cache States, similar to those of the IPv4 ARP Cache, are discussed.

Chapter 6, “IPv6 Configuration”: This chapter illustrates the configuration

of IPv6 addressing using a common topology. Global unicast and link-local
addresses are configured using different options. This chapter includes examples
of the Neighbor Cache and modification of Router Adveristement messages

for tuning the Neighbor Discovery parameters. This chapter also explores IPv6
access control lists, with configuration examples using the common topology.

Chapter 7, “Introduction to Routing IPv6”: This chapter examines the IPv6
routing table and changes in the configurations pertaining to IPvé. It also
discusses the configuration of IPv6 static routes that are similar to static routes
for IPv4. CEF for IPv6 is also covered.

Chapter 8, “IPv6 IGP Routing Protocols”: This chapter discusses three routing
protocols: RIPng, EIGRP for IPv6, and OSPFv3. Differences between each pro-
tocol and their IPv4 counterpart are examined. A common topology is used to
configure and verify each of the routing protocols.

Chapter 9, “DHCPv6 (Dynamic Host Configuration Protocol version 6)”: This
chapter examines DHCP for IPv6, or DHCPv6. Stateful and stateless DHCPv6
services are discussed. DHCPv6 terminology and message types are covered
along with the DHCPv6 process between the client and server. The Rapid
Commit Option and relay agents are also explained. Other upper-layer proto-
cols are discussed: DNS, TCP, and UDP.
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m Chapter 10, “Dual-Stack and Tunneling”: This chapter covers two of three
strategies for IPv4 and IPv6 integration and coexistence: dual-stack and
tunneling. Dual-stack is used when devices will implement both IPv4 and
IPv6 protocols, enabling them to coexist in the same network. Tunneling is
the encapsulation of one IP packet inside another IP packet. Basic tunneling
terminology is discussed as well as an examination and configuration of three
tunneling technologies: manual, 6to4, and ISATAP.

m Chapter 11, “Network Address Translation IPv6 to IPv4 (NAT64)”: This
chapter discusses the third technique for transition from IPv4 and IPvé:
Network Address Translation, or NAT. Similar to NAT for IPv4, the use of
NAT for IPv6 is a translation between the IPv4 and IPv6 protocols. NAT64 is a
replacement for NAT-PT (NAT - Protocol Translation). NAT-PT is included in
this chapter to provide continuity between the newer NAT64 and the previous
technology that is still in use.
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Chapter 3

IPvE Addressing

The most recognizable difference between IPv4 and IPv6 is the address space. An IPv4
address is 32 bits and expressed in dotted-decimal notation, whereas an IPv6 address is
128 bits in length and written in hexadecimal. IPv6 addressing is defined in RFC 4291, IP
Version 6 Addressing Architecture.

In this chapter, you will become familiar with reading IPv6 addresses and recognizing the
different parts. You will take a brief look at the different types of IPv6 addresses and the
basic structure of a global unicast address. You will configure a router’s interface with an
IPv6 address and verify reachability with the ping command. This chapter also examines
how to subnet an IPv6 address, which in most cases, is much easier than subnetting in
IPv4.

At first, the longer, hexadecimal IPv6 address can look intimidating. This does not have to
be the case—as a matter of fact, IPv6 addresses can be easier to read and much simpler
to subnet than their IPv4 counterparts. By the end of this book, you might actually prefer
working with IPv6 addresses than with IPv4 addresses! I begin by making sure that you
understand the hexadecimal number system and IPv6 address notation.

Hexadecimal Number System

This section is intended for people who are unfamiliar with the hexadecimal number sys-
tem. If you are comfortable with hexadecimal numbers, you might want to skip this sec-
tion. An IPv6 address is 128 bits in length, and you will see that hexadecimal is the ideal
number system for representing long strings of bits.

If you understand the decimal, or base 10, number system, you can understand any num-

ber system, including the hexadecimal, or base 16, number system. Let’s assume that you

are already familiar with binary or base 2, but if you're not, you will still be able to under-
stand base 16. The same general rules apply to all number systems.
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When looking at integer-based number systems, there are three general rules:

Rule #1: Base n number systems have # number of digits:

m Base 10 (decimal) number system has 10 digits.
m Base 2 (binary) number system has 2 digits.

m Base 16 (hexadecimal) number system has 16 digits.

Rule #2: All number systems begin with 0.
Combining Rule #1 and Rule #2, we get:

m Base 10 has ten digits starting with 0: 0, 1, 2, 3, 4, 5, 6, 7, 8, 9.
m Base 2 has two digits starting with 0: 0, 1.

m Base 16 has 16 digits starting with 0: 0, 1, 2, 3,4, 5,6, 7, 8,9, A, B, C, D, E, F (I dis-
cuss the alphanumeric digits in a moment).

Rule #3: The first column, the rightmost column or least significant digit, is always the
column of 1s (ones). Each preceding column is # times the previous column. (n is the base
n number system.) Using base 10 as an example, the first column is the column of 1s; the
next column is 10 times the 1s column, resulting in a column of 10s; the next column is
10 times the 10s column, resulting in a column of 100s; and so on. This makes it very
easy when converting other number systems to base 10. This is illustrated in Table 3-1.

Table 3-1 Number Systems

Base n Number System nd n? n' n°
Base 10 1000 100 10 1
Base 2 8 4 2 1
Base 16 4096 256 16 1

m Base 10: 10,000s, 1000s, 100s, 10s, 1s
m Base 2: 128s, 64s, 32s, 16s, 8s, 4s, 2s, 1s
m Base 16: 256s, 16s, 1s

If you understand the three rules, it is time to examine the hexadecimal number system
more closely. The hexadecimal number system, base 16, has 16 digits beginning with 0.
Table 3-2 shows these 16 digits and their equivalence in decimal and binary.
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Table 3-2 Decimal, Hexadecimal, and Binary

Decimal (Base 10) Hexadecimal (Base 16) Binary (Base 2)
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

O | 0| N| || | W[N] =] O

—_
(e

—_
—_

—_
\S}

—_
w

—_
n

p—
wt
oo g|lo|w| ||| N|a|nsalw N RO

Applying the three rules to the hexadecimal number system:

m Rule #1: The hexadecimal number system has 16 digits.

m Rule #2: Table 3-2 illustrates the 16 hexadecimal digits and their decimal and binary
equivalents starting with 0. Notice that you needed unique alphanumeric digits, A
through F, to represent the decimal values 10 through 15.

m Rule #3: For representing IPv6 addresses in hexadecimal, you only need to use the
first column or column of 1s.

So, why use hexadecimal numbers to represent IPv6 addresses? Hexadecimal is a very
common number system used in computer science, computer networking, and other areas
of computer technology. This is because any 4 bits (half of a byte or half of an octet) can
be represented as a single hexadecimal digit. In other words, there are 16 unique combi-
nations of 4 bits, and there are also 16 digits in a hexadecimal number system, so it is a
perfect match. Because one hexadecimal digit can represent 4 bits, this means that two
hexadecimal digits can represent a single byte or octet.
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Note 4 bits is half a byte or half an octet, and is also known as a nibble. You will
sometimes see the alternative spellings of nybble or nyble.

Representation of IPv6 Addresses

IPv6 addresses are 128 bits in length and written as a string of hexadecimal digits. Every
4 bits are represented by a single hexadecimal digit, for a total of 32 hexadecimal values
(4 * 32 = 128). The alphanumeric characters used in hexadecimal are not case sensitive;
therefore, uppercase and lowercase characters are equivalent.

Note RFC 5952, A Recommendation for IPv6 Address Text Representation, recommends
that IPv6 addresses be represented in lowercase. Throughout this book, you will see many
cases where I have used uppercase characters. I have done this to make it easier for you to

visualize and differentiate the different types of addresses.

As described in RFC 4291, the preferred format is x:x:x:x:x:x:x:x. Each x is a 16-bit sec-
tion that can be represented using up to four hexadecimal digits separated by a colon.
This results in eight 16-bit sections (for a total of 128 bits) of the address, as shown in

Figure 3-1.
Each X’ represents up to four hexadecimal digits separated by colons:
X : X : X : X : X : X : X : X
‘Hextet’ | 0000|: 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000
to to to to to to to to
FFFF FFFF FFEF FFEFF FFEFF FFFF FFFF FFEF

0000 Every four hexadecimal digits are
equivalent to 16 bits (4 bits for
each hexadecimal value).

0000 0000 0000
to to to to
1111 1111 1111 1111

Figure 3-1 Preferred Formar of IPv6 Address

The preferred format is the longest representation of an IPv6 address. A total of 32 hexa-
decimal values are used. A colon separates every group of four hexadecimal digits. Once
again, each hexadecimal digit is equivalent to 4 bits.



Note The unofficial term for a section of four hexadecimal values is a hexter, similar to
the term octer used in IPv4 addressing. Therefore, an IPv6 address consists of eight hextets
separated by colons. As Figure 3-1 illustrates, each hextet with its four hexadecimal digits
is equivalent to 16 bits. For clarity, the term hexter will be used throughout this book
when referring to individual 16-bit segments. Table 3-3 shows several examples of IPv6
addresses using the preferred format. Notice that the last two addresses are the IPv6
addresses of PC1 and PC2 in the topology from Chapter 2, “The IPv6 Protocol.”
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Table 3-3 Examples of IPv6 Addresses Using the Preferred Format

Preferred Format of IPv6 Addresses

0000:0000:0000:0000:0000:0000:0000:0000
0000:0000:0000:0000:0000:0000:0000:0001
FF02:0000:0000:0000:0000:0000:0000:0001
FC00:0001:A000:0B00:0000:0527:0127:00AB
2001:DCBA:1111:000A:00B0:0000:9000:0200
2001:0000:0000:0000:ABCD:0000:0000:1234
2001:0DB8:AAAA:0001:0000:0000:0000:0100
2001:0DB8:AAAA:0001:0000:0000:0000:0200

At first glance, these addresses can look overwhelming. Don’t worry; later in this chapter,
you will be introduced to a technique to bolster your confidence in reading and using
IPv6 addresses. Besides the preferred format, RFC 2373 and RFC 5952 provide two help-

ful rules in reducing the notation of these addresses.

Rule 1: Omission of Leading Os

Leading Os (zeroes) in any hextet, 16-bit section, can be omitted. This applies only to
leading Os and not to trailing Os; otherwise, the address would be ambiguous. Using a list
of preferred IPv6 addresses, Table 3-4 shows how the leading Os can be removed.

Table 3-4 Examples of Omitting Leading Os in a Hextet

Format

IPv6 Address

Preferred

0000:0000:0000:0000:0000:0000:0000:0000

Leading Os omitted

0:
or

0:

0: 0:

0:0:0:0:0:0:0:0

0: 0:

0
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Format IPv6 Address

Preferred 0000:0000:0000:0000:0000:0000:0000:0001

Leading 0s omitted 0: 0: 0: 0: 0: 0: 0: 1
or
0:0:0:0:0:0:0:1

Preferred FF02:0000:0000:0000:0000:0000:0000:0001
Leading 0s omitted FF02: 0: 0: 0: 0: 0: 0: 1
or

FF02:0:0:0:0:0:0:1

Preferred FC00:0001:A000:0B00:0000:0527:0127:00AB
Leading 0s omitted FCO00: 1:A000: BOO: 0: 527: 127: AB
or

FC00:1:A000:B00:0:527:127:AB

Preferred 2001:0DB8:1111:000A:00B0:0000:9000:0200
Leading 0s omitted 2001: DB8:1111: A: BO: 0:9000: 200
or

2001:DB8:1111:A:B0:0:9000:200

Preferred 2001:0DB8:0000:0000:ABCD:0000:0000:1234
Leading 0s omitted 2001: DBS8: 0: 0:ABCD: 0: 0:1234
or

2001:DB8:0:0:ABCD:0:0:1234

Preferred 2001:0DB8:AAAA:0001:0000:0000:0000:0100
Leading 0s omitted 2001: DB8:AAAA: 1: 0: 0: 0: 100
or

2001:DB8:AAAA:1:0:0:0:100

Preferred 2001:0DB8:AAAA:0001:0000:0000:0000:0200
Leading 0s omitted 2001: DB8:AAAA: 1: 0: 0: 0: 200
or

2001:DB8:AAAA:1:0:0:0:200

Note In Table 3-4, the Os to be omitted are in bold. Spaces remain to better visualize
where the 0s were removed.



Chapter 3: IPv6 Addressing

It is important to remember that only leading Os can be removed; otherwise, it will make
the address ambiguous. For example, if trailing Os were also permitted, you wouldn’t
know what the correct address was. There can only be one correct interpretation; there-
fore, only leading 0Os can be omitted:

m Zeroes omitted: 2001:1944:100:A:0:BC:ABCD:DOB

m Incorrect (trailing Os): | 2001:1944:1000:A000:0000:BC00:ABCD:D0OBO

m Correct (leading Os): 2001:1944:0100:000A:0000:00BC:ABCD:0D0OB

Rule 2: Omission of all-0Os hextets

A double colon (::) can represent any single, contiguous string of one or more hextets
(16-bit segments) consisting of all 0s. This will help further reduce the size of an IPv6
address. Table 3-5 illustrates the use of the double colon.

Table 3-5 Example of Omitting a Single Contiguous String of All-0 Hextets
Format IPv6 Address

Preferred 0000:0000:0000:0000:0000:0000:0000:0000

(::) All-0 segments

Preferred 0000:0000:0000:0000:0000:0000:0000:0001
() All-0 segments ::0001

Preferred FF02:0000:0000:0000:0000:0000:0000:0001
(:2) All-0 segments FF02::0001

Preferred FC00:0001:A000:0B00:0000:0527:0127:00AB
() All-0 segments FC00:0001:A000:0B00::0527:0127:00AB
Preferred 2001:DCBA:1111:000A:00B0:0000:9000:0200
() All-0 segments 2001:DCBA:1111:000A:00B0::9000:0200
Preferred 2001:0000:0000:0000:ABCD:0000:0000:1234
(:2) All-0 segments 2001::ABCD:0000:0000:1234

Note: This address can also be written as 2001:0000:0000: 0000 :ABCD: : 1234 .
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Format IPv6 Address

Preferred 2001:0DB8:AAAA:0001:0000:0000:0000:0100
() All-0 segments 2001:0DB8:AAAA:0001::0100

Preferred 2001:0DB8:AAAA:0001:0000:0000:0000:0200
(“)[\H_O SCgH1CHtS 2001:0DB8:AAAA:0001::0200

Note In Table 3-5, the Os in bold in the preferred address are replaced by the double
colon.

Only a single contiguous string of all-0 segments can be represented with a double colon;
otherwise, the address would be ambiguous:

m Incorrect address using two double colons:

2001::ABCD::1234

m Possible ambiguous choices:

2001:0000:0000:0000:0000:ABCD:0000:1234
2001:0000:0000:0000:ABCD:0000:0000:1234
2001:0000:0000:ABCD:0000:0000:0000:1234
2001:0000:ABCD:0000:0000:0000:0000:1234

As you can see, if two double colons are used, there would be multiple possibilities, and
you wouldn’t know which address is the correct interpretation.

Note RFC 5952 suggests that the double colon should represent the longest string of 0s.

Combining Rule 1 and Rule 2

Combining both rules can reduce the address even further. Table 3-6 illustrates all three
formats. Again, spaces were left to better visualize where the Os were removed.
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Table 3-6 Combining Rule 1 and Rule 2

Format IPv6 Address
Preferred 0000:0000:0000:0000:0000:0000:0000:0000
N()Leading()s 0: 0: 0: 0: 0: 0: 0: 0

“” All-0 segments

Preferred 0000:0000:0000:0000:0000:0000:0000:0001
NOLeadingOS 0: 0: 0: 0: 0: 0: 0: 1
“” All-0 segments ~ ::1

Preferred FF02:0000:0000:0000:0000:0000:0000:0001
No Leadjng Os FF02: 0: 0: 0: 0: 0: 0: 1

“” All-0 segments ~ FF02::1

Preferred FC00:0001:A000:0B00:0000:0527:0127:00AB

No Leading Os FCO00: 1:A000: BOO: 0: 527: 127: AB

“” All-0 segments FC00:1:A000:B00::527:127:AB

Preferred 2001:DCBA:1111:000A:00B0:0000:9000:0200

No Leading 0Os 2001:DCBA:1111: A: BO: 0:9000: 200

. AH_O segments 2001:DCBA:1111:A:B0::9000:200

Preferred 2001:0000:0000:0000:ABCD:0000:0000:1234

No Leading Os 2001: 0: 0: 0:ABCD: 0: 0:1234

“” All-0 Segments 2001::ABCD:0:0:1234

Note: This address can also be written as 2001:0:0:0:ABCD: : 1234,

Preferred 2001:0DB8:AAAA:0001:0000:0000:0000:0100

No Leading Os 2001: DB8:AAAA: 1: 0: 0: 0: 100

“” All-0 segments ~ 2001:DB8:AAAA:1::100

Preferred 2001:0DB8:AAAA:0001:0000:0000:0000:0200

No Leadingos 2001: DB8:AAAA: 1: 0: 0: 0: 200

“” All-0 segments 2001:DB8:AAAA:1::200
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Table 3-7 shows the preferred IPv6 address format that you began with and the final com-
pressed format implementing both rules.

Table 3-7 IPv6 Preferred and Compressed Format

Preferred Format of IPv6 Addresses Compressed Format
0000:0000:0000:0000:0000:0000:0000:0000
0000:0000:0000:0000:0000:0000:0000:0001 HES
FF02:0000:0000:0000:0000:0000:0000:0001 FF02::1
FC00:0001:A000:0B00:0000:0527:0127:00AB FC00:1:A000:B00::527:127:AB
2001:DCBA:1111:000A:00B0:0000:9000:0200 2001:DCBA:1111:A:B0::9000:200
2002:0000:0000:0000:ABCD:0000:0000:1234 2002::ABCD:0:0:1234
2001:0DB8:AAAA:0001:0000:0000:0000:0100 2001:DB8:AAAA:1::100
2001:0DB8:AAAA:0001:0000:0000:0000:0200 2001:DB8:AAAA:1::200

Even with these rules to compress the format, an IPv6 address can still look unwieldy.
Soon, you will look at a technique that is called the “3-1-4.” It will help you recognize the
segments of an IPv6 address.

Prefix Notation

In IPv4, the prefix or network portion of the address can be identified by a dotted-dec-
imal netmask, commonly referred to as a subnet mask. For example, 255.255.255.0 indi-
cates that the network portion or prefix length of the IPv4 address is the leftmost 24 bits.

As defined in RFC 4291, IP Version 6 Addressing Architecture, the representation of
IPv6 address prefixes is similar to the way that IPv4 address prefixes are written in class-
less interdomain routing (CIDR) notation. An IPv6 address prefix (network portion of the
address) is represented using the following format:

ipv6-address/prefix-length

The prefix length is a decimal value indicating the number of leftmost contiguous bits of
the address. The prefix length identifies the prefix or the network portion of the address.

Let’s look at an example using the address 2001:0DB8:AA AA:1111:0000:0000:0000:0000/64.
Figure 3-2 illustrates how the /64 prefix length identifies the prefix or network portion

of the address. The /64 prefix length leaves us with another 64 bits, which is the Interface
ID portion of the address, known as the host portion in IPv4. I discuss the Interface ID in
the next section.
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Each hexadecimal digit is 4 bits, a hextet is a 16-bit segment.
2001:0DB8:AAAA:1111:0000:0000:0000:0000/64

2001 : ODB8 : AAAA : 1111 : 0000 =: 0000 0000 : 0000
> <> <> > > <> <>

<>
16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits

16 bits

Prefix Legnth = 64 bits

Figure 3-2 [Pvé6 Prefix

Using the rules learned for reducing the notation of an address, other valid representa-
tions of this address could also be written as

2001:0DB8:AAAA:1111:0:0:0:0/64
2001:0DB8:AAAA:1111::/64
2001:DB8:AAAA:1111::/64

Devices such as host computers would have an IPv6 address that is part of this prefix or

network address, as shown in Figure 3-3. Using the topology from Chapter 2, two valid
host addresses would be

2001:0DB8:AAAA:1111:0000:0000:0000:0100/64

or
2001:DB8:AAAA:1111::100/64
2001:0DB8:AAAA:1111:0000:0000:0000:0200/64

or

2001:DB8:AAAA:1111::0200/64

Each hexadecimal digit is 4 bits, a hextet is a 16-bit segment.
2001:0DB8:AAAA:1111:0000:0000:0000:0100/64

2001 : ODB8 : AAAA : 1111 : 0000 : 0000 0000 : 0100

—> ET—> E“—> E“—> E“—> “—> <—>

«—>
16 bits 16 bits 16 bits 16 bits 16 bits 16 bits

16 bits 16 bits

Prefix Legnth = 64 bits T Interface-ID = 64 bits .

Figure 3-3 IPv6 Prefix Length and Interface ID
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In IPv6, just as in IPv4, the number of devices you can have on your network depends on
the prefix length. As discussed in Chapter 1, “Introduction to IPv6,” as the Internet grew,
the limited IPv4 address space was quickly becoming depleted. A customer request for
an IPv4 address and a prefix length (subnet mask) to accommodate his network require-
ments must be justified by the customer. Most sites rely heavily on Network Address
Translation (NAT) to accommodate the number of internal IPv4 hosts in their networks.

With IPv6, this is no longer the case. There is plenty of IPv6 address space. Many people
have become accustomed to limiting the allocation of IPv4 addresses in networks. It’s
very common to use a /30 for point-to-point serial links on IPv4 networks. This is not a
concern with IPvé, and it can be a difficult habit to break.

The Internet Architecture Board (IAB) and the Internet Engineering Steering Group
(IESG) published a set of recommendations for IPv6 address allocations in RFC 3177,
TAB/IESG Recommendations on IPv6 Address Allocations to Sites. This is a recommenda-
tion from the IAB and IESG to the five Regional Internet Registries (RIR). It is helpful to
note that in their RFC, they state the following:

“The technical principles that apply to address allocation seek to balance healthy
conservation practices and wisdom with a certain ease of access. On one hand,
when managing a potentially limited resource, one must conserve wisely to prevent
exhaustion within an expected lifetime. On the other hand, the IPv6 address space
is in no sense as limited a resource as the IPv4 address space, and unwarranted con-
servatism acts as a disincentive in a marketplace already dampened by other factors.
So from a market development perspective, we would like to see it be very easy for
a user or an ISP to obtain as many IPv6 addresses as they really need without a pros-
pect of immediate renumbering or of scaling inefficiencies.”

In RFC 3177, the IESG and the IAB recommended using specific prefix lengths for different
size networks. One of their recommendations was that in general, all sites should get a /48,
including home networks and small to large enterprise networks. The RIRs adopted that
recommendation in 2002, but began reconsidering the policy in 2005. In 2011, RFC 6177,
IPv6 Address Assignments to End Sites, obsoleted RFC 3177 and stated the following:

“The exact choice of how much address space to assign end sites is an issue for the
operational community. The IETF’s role in this case is limited to providing guidance
on IPv6 architectural and operational considerations. . . . Moreover, this document
clarifies that a one-size-fits-all reccommendation of /48 is not nuanced enough for the
broad range of end sites and is no longer recommended as a single default.”

What this means is that the RIR allocation of addresses to their customers, such as
Internet service providers (ISP), will depend upon the RIR’s own policies. American
Registry for Internet Numbers (ARIN), the RIR for North America, has a current policy
that it will allocate a minimum /32 to ISPs and a maximum of a /24, unless justified
otherwise. End sites should get at least a /48 or a larger assignment if it can be justified.
Because a /48 still seems to be the normal allocation for end sites, this will be used in
these examples. RFC 6177 suggests that home sites might not need a /48, but something
more like a /56. This gives ISPs more addresses to allocate, and the only difference to the
home site is the number of subnets per home site network.
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Note There are two types of addresses that can be assigned to an end-user organization:
provider-independent (PI) and provider-aggregatable (PA). Provider-independent address
space is assigned by an RIR directly to the end-user organization. Provider-independent
address space allows organizations to change service providers without obtaining new
address space. Provider-aggregatable address space is assigned by the RIR to the ISP. This
allows the ISP to aggregate its address space for more efficient routing. These addresses
belong to the ISP. Unlike PI addresses, if an end user changes providers, PA addresses
cannot migrate with the end user.

As discussed in the next section, the typical host portion of an IPv6 unicast address is
64 bits, known as the Interface ID. If a site receives a /48 prefix, this allows 65,535 sub-
nets, with 18,446,744,073,709,551,616 (18 quintillion) interface addresses (hosts) for each
subnet! A /56 prefix for a home site means the same number of hosts per subnet but with
only 256 subnets. This is still more than adequate for most homes.

Note A single host can have multiple interfaces, with each interface having one or more
IPv6 addresses.

Brief Look at IPv6 Address Types

The following sections review the basic types of IPv6 addresses. They are examined in
more detail in Chapter 4, “IPv6 Address Types.” With IPv4, there are unicast, multicast,
and broadcast addresses. In IPv6, there are no broadcast addresses. The three types of
addresses in IPv6 are

m Unicast
m Anycast

m Multicast

Unicast Addresses

A unicast address uniquely identifies an interface on an IPv6 device. A packet sent to a
unicast address is delivered to the interface identified by that address. An IPv6 address
more accurately identifies an interface on a host rather than the host itself. A single inter-
face can have multiple IPv6 addresses and an IPv4 address in as well.

There are several types of unicast addresses in IPv6, in particular
m Global unicast

m Unique local unicast (site-local was deprecated in September 2004)
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m Link-local unicast
m Unspecified address

m Loopback address

There are also some special-purpose subtypes of global unicast, such as IPv6 addresses
with embedded IPv4 addresses. The structure of a global unicast address is discussed
later in the chapter.

Anycast Addresses

An anycast address is a unicast address assigned to several devices. A packet sent to an
anycast address is delivered only to one of the devices configured with that address. The
anycast packet will be routed to the nearest device.

There is an anycast address in IPv4 and, like IPv®, it is a common unicast address assigned
to multiple devices. In both IPv4 and IPv6, an anycast address is syntactically indistin-
guishable from a unicast address. In IPv6, the devices to which the anycast address is
assigned are explicitly configured to recognize that it is an anycast address. This is not
necessarily the case in IPv4.

Multicast Addresses

A multicast address identifies a group of interfaces, typically belonging to different
devices. A packet sent to a multicast address is delivered to all the devices identified by
that address. All members of the multicast group process the packet. So, the difference
between an anycast and a multicast address is that an anycast packet is only delivered to a
single device, whereas multiple devices can receive a multicast packet.

There are no broadcast addresses in IPv6. In its place is an all-nodes multicast address.

Structure of a Global Unicast Address

The following sections examine the basic structure of a global unicast address. Global
unicast addresses are also known as aggregatable global unicast addresses. These are
addresses that are globally routable and reachable on the IPv6 Internet. They are equiva-
lent to public IPv4 addresses.

Figure 3-4 shows the structure of a global unicast address for a typical site.

/48 /64

Global Routing Prefix Subnet ID Interface ID

J\ J\ J

48 bits 16 bits 64 bits

Figure 3-4 Structure of a Global Unicast Address for a Typical Site
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Global Routing Prefix

The global routing prefix is the prefix or network portion of the address assigned by

the provider, such as an ISP, to a customer or site. Although the IESG and IAB no longer
recommend specific prefix lengths for different-size networks, it is still common for RIRs
such as ARIN to have the policy for end sites to use a 48-bit prefix (/48). Figure 3-4
shows a typical /48 global routing prefix.

Note RFC 4291 does not specify the size of the Subnet ID. The 16-bit Subnet ID in
Figure 3-4 results from a site receiving a /48 global routing prefix. With a 128-bit Interface
ID, this leaves 16 bits for the Subnet ID. See RFC 3587, IPv6 Global Unicast Address
Format, for more information.

Subnet ID

A big difference between IPv4 and IPv6 addresses is the location of the subnet portion
of the address. In IPv4, bits are borrowed from the host portion of the address to create
subnets. With IPv6, the Subnet ID is a separate field and is not part of the host portion
of the address, known as the Interface ID in IPv6.

As shown in Figure 3-4, the IPv6 address has a 16-bit Subnet ID. This allows 65,536 indi-
vidual subnets. Just in case youre wondering—yes, you can use the all Os and the all 1s
subnets. Subnetting is discussed in the next section.

Interface ID

The Interface ID uniquely identifies the interface on the subnet. As shown earlier, the
64-bit Interface ID allows 18,446,744,073,709,551,616 (18 quintillion) addresses for each
subnet! The term Interface ID is used rather than Host ID because, as mentioned previ-
ously, a single host can have multiple interfaces, each having one or more IPv6 addresses.

Another important difference between the IPv6 and IPv4 addresses is that the all-Os and
all-1s addresses are legal IPv6 interface addresses. An IPv6 Interface ID can contain all Os
or all 1s. In IPv4, all Os in the host portion of the address are reserved for the network or
subnet address. All 1s in the host portion of an IPv4 address indicate a broadcast address.
Remember, there is no broadcast address in IPv6.

3-1-4 Rule

IPv6 global unicast addresses can look complicated, and it can be difficult to recognize
all the parts. A simple technique that I created to quickly break it down is my 3-1-4 rule,
as shown in Figure 3-5. Each number refers to the number of hextets, or 16-bit segments,
of that portion of the address. Perhaps an easy way to remember these numbers is to call
it the pi rule (pi = 3.14).
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m 3: This indicates the three hextets, or 48 bits, of the Global Routing Prefix.

m 1: This indicates the one hextet, or 16 bits, of the Subnet ID.

m 4: This indicates the four hextets, or 64 bits, of the Interface ID.

/48 164
1 1 1 1 1 1 1
| | | | | | |
16 bits : 16 bits : 16 bits : 16 bits : 16 bits : 16 bits : 16 bits : 16 bits
\ v J \ J \\ v J
Global Routing Prefix Subnet ID Interface ID
3 1 4

r A \f—%r A N\
2001 : 0DB8 AAAA 1111 0000 0000 : 0000 : 0100

Figure 3-5 Global Unicast Addresses and the 3-1-4 Rule

Note This technique is useful whenever the global unicast address has a /48 global
routing prefix and a 64-bit Interface ID, which is a common prefix allocation. As discussed
later in this chapter and later in the book, Global Routing Prefixes and Interface IDs do not
necessarily have to be 48 bits and 64 bits, respectively.

Table 3-8 shows several examples of /48 global unicast addresses using the 3-1-4 tech-
nique. Although the double colon compresses the notation of the address, it can some-
times make it more difficult to recognize the three parts of the address. Sometimes it can
be easier to start from the Interface ID, or from both ends toward the middle Subnet ID.

Table 3-8 Examples of /48 Global Unicast Addresses with the 3-1-4 Technique

/48 Global Unicast Address

Global Routing

Subnet Interface ID 4

Prefix 3 ID 1
2001:0DB8:AAAA:1234:1111:2222: 2001:0DB8:AAAA 1234 1111:2222:3333:4444
3333:4444
2001:0DB8:BBBB:4321:AAAA:BBBB: 2001:0DB8 :BBBB 4321 AAAA :BBBB: CCCC:DDDD
CCCC:DDDD
2001:0DB8:AAAA:0001:0000:0000: 2001:0DB8:AAAA 0001 0000:0000:0000:0100
0000:0100
2001:0DB8:AAAA:9:0:0:0:A 2001:0DB8:AAAA 0009 0000:0000:0000:000A
2001:0DB8:AAAA:0001::0200 2001:0DB8:AARAA 0001 0000:0000:0000:0200
2001:DB8:AAAA::200 2001:0DB8:AAAA 0000 0000:0000:0000:0200
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/48 Global Unicast Address Global Routing Subnet Interface ID 4
Prefix 3 ID 1

2001:DB8: :ABC:0 2001:0DB8:0000 0000 0000:0000:0ABC:0000

2001:DB8:ABC: : 2001:0DB8: 0ABC 0000 0000:0000:0000:0000

2001:DB8:ABC: :FFFF:FFFF:FFFF:FFFF 2001:0DB8:0ABC 0000 FFFF:FFFF:FFFF:FFFF

2001:DB8: :FFFF:FFFF:FFFF:FFFF:FFFF 2001:0DB8:0000 FFFF FFFF:FFFF:FFFF:FFFF

Notice that both of the following addresses are legal interface (host) addresses in IPv6:

m All Os address: 2001:DB8:ABC:: or 2001:0DB8:0ABC:0000:0000:0000:0000:0000

m All 1s address: 2001:DB8::FFFF:FFFF:FFFF:FFFF:FFFF or 2001:DB8:0000:FFFF:FF
FF.FFFF.FFFF.FFFF

Putting It Together
You should now have a basic understanding of IPv6 global unicast addresses. Figure 3-6
illustrates your IPv6 network.

2001:0DB8:AAAA::/48

e 2001 :ooBa:AAAA:oooz:Jme 2001:0DB8:AAAA:0003::/64 e
N 2

B Ser0/0
2

Fa0/0

Fa0/0
A 1

——

/ 2001:0DB8:AAAA:0001::/64 2001:0DB8:AAAA:0004::/64

.'U
) —
A
.'U
N
S

A— A—
2001:0DB8:AAAA:1::0100  2001:0DB8:AAAA:1::0200 2001:0DB8:AAAA:4::4444

Figure 3-6 IPvé6 Topology

Begin with using the 2001:0DB8:AAAA::/48 address. These first three hextets identify
the global routing prefix or, in other words, the IPv6 network addresses that have been
received from the provider. The /48 network is divided into four /64 subnets—0001,
0002, 0003, and 0004. The four subnets are

m 2001:0DB8:AAAA:0001::/64
m 2001:0DB8:AAAA:0002::/64

67



68 IPv6 Fundamentals

m 2001:0DB8:AAAA:0003::/64
m 2001:0DB8:AAAA:0004::/64

Using the 3-1-4 technique, you can quickly see that the first three hextets comprise the
Global Routing Prefix (2001:0DB8:AAAA) and the fourth hextet is the Subnet ID.

Note 2001:0DB8:AAAA::/48 is part of the 2001:0DB8::/32 block of addresses reserved
for examples and documentation.

Configuring an IPv6 address on a router’s interface is very similar to that of IPv4. As
shown throughout this book, most of the commands are identical, except the parameter
ipv6 is used in place of ip.

Table 3-9 illustrates the commands necessary to manually configure an IPv6 address
on a router’s interface. Chapter 4 explains some of the optional parameters for the ipvé
address command.

Note IPv6 address configuration is discussed in Chapter 4. The ipv6 address interface
command is only included here to show the similarity between IPv6 and IPv4 commands.
The global configuration command ipv6 unicast-routing is required to enable a router to
route IPv6 packets. This command is also discussed in Chapter 4.

Table 3-9 ipv6 address Command

Command Description
Router(config)# interface interface-type Specifies the interface type and interface
interface-number number.

Router(config-if)# ipv6 address ipv6-address/  Specifies the IPv6 address and prefix length

prefix-length to be assigned to the interface. To remove
the address from the interface, use the no
form of this command.
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Now configure the devices for the first subnet. Using the 3-1-4 technique and the topol-
ogy shown in Figure 3-6, all three components of the address are easily recognizable, as
shown in Table 3-10.

Table 3-10 IPv6 Address Chart for 2001:0DB8:AAAA:0001::/64
Device Global Routing Prefix 3 Subnet ID 1 Interface ID 4

Router R1  2001:0DB8:AAAA 0001 0000:0000:0000:0001
PC1 2001:0DB8 : AAAA 0001 0000:0000:0000:0100
PC2 2001:0DB8 : AAAA 0001 0000:0000:0000:0200

Example 3-1 shows the commands for configuring Router R1’s Fast Ethernet 0/0 interface
with the IPv6 address 2001:0DB8:AAAA:0001::0100 and the prefix length /64.

Example 3-1 Cisco Router IPv6 Interface Configuration

config)# interface fastethernet 0/0

R1(
Rl (config-if)# ipvé address 2001:0db8:aaaa:0001::1/64
Rl (config-if)# no shutdown

R1(

config-if)# end
R1#

Note When configuring an IPv6 address in Cisco IOS, there is not a space between the
IPv6 address and the prefix length.

Figure 3-7 shows PC1’s IPv6 address configuration. Router R1’s IPv6 address is being used
for the PC’s default gateway. You can verify the configuration on both Windows PCs by
using the ipconfig command. In this example, the IPv6 address is configured manually. It
is more likely that end devices will receive their IPv6 address configuration dynamically
using Stateless Address Autoconfiguration or a DHCPv6 server. Both of these techniques
are discussed in Chapter 4.
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Internet Protocol Version 6 (TCP/IPv6) Properties m

General

You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

Obtain an IPv6 address automatically
@ Use the following IPv6 address:

IPv6 address: 2001:db8:aaaa: 1:: 100
Subnet prefix length: 64
Default gateway: 2001:db8:aaaa: 1::1

@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Figure 3-7 PC1 IPv6 Interface Configuration

In Example 3-2, IPv6 communications are verified by pinging PC1 and PC2. Notice that
the same ping command is used as with IPv4. The only difference is that the destination
is an IPv6 address. The ping command sends ICMPv6 Echo Request messages to the
IPv6 destination address. The ! indicates that the ICMPv6 Echo Reply messages from the
destination interface have been received, therefore verifying end-to-end communications.
ICMPv6 is discussed in more detail in Chapter 5, “ICMPv6 and Neighbor Discovery
Protocol.”

Example 3-2 Router R1 Pinging PC1 and PC2

R1# ping 2001:db8:aaaa:0001::0100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:DB8:AAAA:1::100, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

R1# ping 2001:db8:aaaa:0001::0200

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:DB8:AAAA:1::200, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

R1#
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Subnetting

Depending on the size of environment, developing an IPv6 addressing can require sub-
stantial planning. However, basic subnetting of an IPvé6 address is very straightforward. In
many ways, it is much simpler than subnetting an IPv4 address. Unless you are subnetting
on a natural octet boundary in IPv4, the specific subnets are not always obvious.

Note RFC 5375, IPv6 Unicast Address Assignment Considerations, offers guidelines for
subnet prefix considerations. Many RIRs also offer guidelines to assist in developing an
IPv6 addressing plan:

m ARIN’s IPv6 Addressing Plans: www.getipvé.info/index.php/IPv6 _Addressing Plans

m RIPE’s Preparing an IPv6 Addressing Plan: https://labs.ripe.net/Members/steffann/
preparing-an-ipv6-addressing-plan

It is important to clarify a couple of terms. As illustrated in Figure 3-8, there is both a
Subnet ID and a Subnet Prefix. The term Subner ID refers to the contents of the 16-bit
field used to allocate individual subnets. Subnet Prefix refers to the Global Routing Prefix
and the Subnet ID addressing bits.

/48 /64
48 bits v 16bits |, 64 bits
Global Routing Prefix
(Assigned by ISP) Subnet ID Interface ID
Subnet Prefix
/64

Figure 3-8 Subner Prefix

A typical IPv6 site prefix will have a /48 assigned by its provider, usually from an ISP.
This creates a 16-bit Subnet ID, allowing 2', or 65,536, subnets. The all-Os and all-1s
subnets are valid subnets. This leaves 64 bits for the Interface ID, giving us 2%, or 18 quin-
tillion, interfaces (hosts) per subnet. Site prefixes and subnetting are examined later in
Chapter 4.

Using the topology in Figure 3-6, the /48 network has been segmented into four /64 sub-
nets, as shown in Table 3-11.
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Table 3-11 [Pv6 Address Chart for 2001:0DB8:AAAA:0001::/64

Subnet Prefix

Global Routing Prefix Subnet ID
2001:0DB8:AAAA: 0001
2001:0DB8:AAAA: 0002
2001:0DB8:AAAA: 0003
2001:0DB8:AAAA: 0004

Valid abbreviations for the four subnets are

m 2001:DB8:AAAA:1:/64

m 2001:DB8:AAAA:2:/64

m 2001:DB8:AAAA:3::/64

m 2001:DB8:AAAA:4::/64

With a 16-bit Subnet ID, the values can range from 0000 to FFFF, which provides 65,536
total subnets. Subnetting is painless because you can start with 0000 and increment by 1.
Remember that this is in hexadecimal, so after 0009, the next Subnet ID would be 000A.
Subnetting by using the 16-bit Subnet ID is easy to perform, as illustrated in Table 3-12.

Table 3-12 Subnetting Using the 16-bit Subner ID

Range

Subnet ID

First 16 subnets

0000

0001

0002

through . ..

0009

000A

000B

000C

000D

000E

000F
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Next 16 subnets 0010

0011

0012

through . ..

001F

Next 16 subnets 0020

0021

0022

through . ..

002F

And so on 0030

0031

Etc.

Extending the Subnet Prefix

Subnetting is not limited to a 16-bit Subnet ID. Any number of subnet bits can be cho-
sen for the Subnet ID. Just as with IPv4, if you want to extend the number of subnets or
more likely to reduce the number of hosts per subnet, you must borrow bits from the
Interface ID. It is important to note that best practice dictates that this should only be
done on network infrastructure links. Any segment that includes end systems should
stay with a /64 prefix. A /64 prefix length is required for supporting Stateless Address

Autoconfiguration.

As shown in Figure 3-9, you can use a /112 prefix length, extending the original /48 pre-
fix by 64 bits (four hextets), giving it a prefix of /112.

/48 2
48 bits v 64 bits ¥ 16 bits
Global Routing Prefix
(Assigned by ISP) Subnet ID
\ v N —
Subnet Prefix Interface ID

Figure 3-9 /112 Subnet Prefix
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The first four subnets would be

m 2001:0DB8:AAAA:0000:0000:0000:0000::/112
m 2001:0DB8:AAAA:0000:0000:0000:0001::/112
m 2001:0DB8:AAAA:0000:0000:0000:0002::/112
m 2001:0DB8:AAAA:0000:0000:0000:0003::/112

Figure 3-10 shows the range of subnet prefixes using a /112 prefix length.

Subnet Prefix

A
r A}

Global Routing Prefix Subnet-ID Interface ID
r - N 7 A N
2001 : ODB8 : AAAA : FFFF : 0000 : 0000 : 0000 : 0000 : 0000
2001 : ODB8 : AAAA : FFFF : 0000 : 0000 : 0000 : 0001 : 0000
2001 : ODB8 : AAAA : FFFF : 0000 : 0000 : 0000 : 0002 : 0000
2001 : ODB8 : AAAA : FFFF : 0000 : 0000 : 0000 : 0003 : 0000
2001 : ODB8 : AAAA : FFFF : 0000 : 0000 : 0000 : 0004 : 0000
thru
2001 : ODB8 : AAAA : FFFF : FFFF : FFFF : FFFF : FFFF : 0000
2001 : ODB8 : AAAA : FFFF : FFFF : FFFF : FFFF : FFFF : 0000

Figure 3-10 Range of /112 Subnet Prefixes

Note SURFnet, a nonprofit organization that forms partnerships between Dutch higher-
education and research institutions in Information Technology, held a workshop with its
customers on IPv6. From this workshop, an IPv6 addressing plan was developed. The docu-
ment, Preparing an IPv6 Addressing Plan, can be downloaded from the Regional Internet
Registry RIPE’s website:

https://labs.ripe.net/Members/steffann/preparing-an-ipv6-addressing-plan

Even with extending the Subnet ID, subnetting is very straightforward as long as you sub-
net on a nibble boundary.
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Subnetting on a Nibble Boundary

If you are going to extend the Subnet ID, which means using bits from the Interface ID, it
is best practice to subnet on a nibble boundary. A nibble is 4 bits, as shown in Table 3-13.

Table 3-13 Decimal, Hexadecimal, and Binary Chart

Decimal Hexadecimal Binary (Nibble)
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

O | 0| N| || | W[N] =] O

—_
(e

—_
—

—_
NS}

—_
w

—_
o

mim|g|lo|w| ||| N|a|n|slw N RO

—_
91

In Figure 3-11, you are extending the /64 subnet prefix by 4 bits, one nibble, to a /68.
This increases the Subnet ID from 16 bits to 20 bits. By doing so, this will allow more
subnets but reduce the size of the Interface ID. In this case, there isn’t any practical rea-
son for doing this except to illustrate the concept. By extending the Subnet Prefix by 4
bits, or one full nibble, you are implementing the best practice of subnetting on a nibble
boundary. Using 20 bits, a factor of 4 bits makes it very easy to list the subnets. This is
illustrated in Figure 3-11.
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/48 /68
48 bits v 20bits | 60 bits
Global Routing Prefix
(Assigned by ISP) Subnet ID Interface ID
Subnet Prefix

/68

Subnetting on a nibble (4 bit) boundary makes it easier to list the subnets.
2001:0DB8:AAAA:0000:0000::/68
2001:0DB8:AAAA:0000:1000::/68
2001:0DB8:AAAA:1111:2000::/68

thru

2001:0DB8:AAAA:FFFF:F000::/68

Figure 3-11 Subnerting on a Nibble Boundary

Subnetting Within a Nibble

For most customer networks, subnetting within a nibble is not recommended. It provides
little if any benefits and only makes implementation and troubleshooting more difficult.
However, there can be cases when subnetting on a nibble is potentially wasteful and it is
beneficial to subnet within the 4-bit nibble. The addressing plans discussed previously
help address some of those instances.

When you subnet within a nibble, life becomes a little more problematic. In Figure 3-12,
you are using a /70 subnet prefix, extending the simple /68 to a more difficult /70.
Because it is extended by only 2 bits instead of a nibble (4 bits), it makes the conversion a
little more troublesome. Of course it is perfectly valid; it just makes it more cumbersome

to convert.
/48 /70
48 bits v 22bits | 58 bits
Global Routing Prefix
(Assigned by ISP) Subnet ID Interface 1D
Subnet Prefix
/70
2001:0DB8:AAAA:0000:0000::/70 0000 Four Bits: The two leftmost
2001:0DB8: AAAA:0000:0400: : /70 0100 Dits are part of the Subnet-
ID, whereas the two

2001:0DB8:AAAA:0000:0800::/70 1000 rightmost bits belong to
2001:0DB8:AAAA:0000:0C00::/70 1100 the Interface ID.

Figure 3-12 Subnerting Within a Nibble



Chapter 3: IPv6 Addressing

Looking at the first four subnets, you get

m 2001:0DB8:AAAA:0000:0000::/70
m 2001:0DB8:AAAA:0000:0400::/70
m 2001:0DB8:AAAA:0000:0800::/70
m 2001:0DB8:AAAA:0000:0C00::/70

The first subnet is easy enough to figure out, but right away, you can see that the second
subnet requires a little more thinking. IPv6 addresses use hexadecimal values to represent
each 4 bits. Because a /70 subnet prefix was chosen, the first half of the last hexadecimal
digit belongs to the Subnet ID and the other half belongs to the Interface ID. So, only the
first 2 bits of the last digit of the Subnet ID are modified, as shown in Table 3-14.

Table 3-14 Subnetting Within a Nibble

Subnetting Within a Nibble Last Digit of Subnet ID
Binary to Hexadecimal

2001:0DB8:AAAA:0000:0000::/70 0000 0

2001:0DB8:AAAA:0000:0400::/70 0100

4
2001:0DB8:AAAA:0000:0800::/70 1000 = 8
2001:0DB8:AAAA:0000:0C00::/70 1100 C

Limiting the Interface ID Space

Although IPv6 address space is plentiful, there can be reasons for limiting the size of the
Interface ID within a network infrastructure. There is much debate on this issue. This sec-
tion includes a brief explanation for a basic understanding of the topic.

RFC 6164, Using 127-Bit IPv6 Prefixes on Inter-Router Links, recommends employing
127-bit IPv6 prefixes (/127) on inter-router point-to-point links, for security and other
reasons. This is similar to the use of 31-bit (/31) prefixes in IPv4. An issue of considerable
debate centers around what is known as an NDP (Neighbor Discovery Protocol) exhaus-
tion attack.

A 64-bit Interface ID allows an abundance of interface addresses, more than 18 quintil-
lion interfaces (hosts) per subnet. IPv4 hosts have Address Resolution Protocol (ARP)
caches to maintain a list of IPv4 addresses and their relative Layer 2 MAC addresses. In
IPv6, there is something similar known as a Neighbor Cache, which is also explained in
Chapter 5.
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There is concern that with such a large IPv6 Interface ID space, an attacker could send

a continuous stream of packets to routers or other devices on the subnet from hundreds
of millions of fake source IPv6 addresses. This would cause the recipient to create a
Neighbor Cache for each address, consuming large amounts of memory. Depending upon
the type of packet sent, it might cause the recipient to respond with a large number of
Neighbor Solicitation packets that will never receive replies, thereby consuming large
amounts of memory and processing. (Neighbor Solicitation messages are part of NDP
and will also be discussed in Chapter 5.) This is the equivalent to filling a device’s ARP
cache in IPv4.

RFC 3756, IPv6 Neighbor Discovery (ND) Trust Models and Threats, propose some
techniques to address the NDP exhaustion attack issue such as Secure Neighbor Discover
(SeND). The ultimate resolution is the source of much debate and beyond the scope of
an IPv6 Fundamentals book. For more information on this topic, read “IPv6 NDP Table
Exhaustion Attack,” by Jeff S Wheeler. His presentation can be downloaded from http://
inconcepts.biz/~jsw/IPv6_ NDP Exhaustion.pdf.

There are also reasons for using the larger 64-bit Interface ID. As shown in Chapter
4, Stateless Address Autoconfiguration (SLAAC) used on segments with end systems
requires a /64 prefix and a 64-bit Interface ID.

Summary

This chapter explained the basics of IPv6 addressing. The preferred format of an IPv6
128-bit address is written as eight 16-bit segments (hextets) and separated by colons. The
notation of the address can be reduced by omitting leading Os and by using the double
colon to replace contiguous hextets of 0Os.

The IPv6 prefix length was discussed as well as the recommended size of the global rout-
ing prefix for different organizations. There was an introduction to the different IPv6
address types: unicast, anycast, and multicast.

The basic structure of a global unicast address has three parts: the Global Routing Prefix,
Subnet ID, and Interface ID. Using the 3-1-4 technique can help to recognize the hextets
in a /48 global unicast address.

The simplicity of subnetting an IPv6 address using the Subnet ID or extending the
Subnet ID on a nibble boundary was also acknowledged. Subnetting within a nibble can
be done, but it is a little more difficult and not recommended.
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valid subnet abbreviations, 72
syntax

IPv6 address format in URL syntax,
336-337

ipv6 route command, 238-239
show ipv6 route command, 229

T

TCP, 328-329

telnet access, permitting
with ACLs, 220-223

Teredo, 373
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configuring, 193-195, 200-202
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