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Corrections for June 20, 2013
	Pg
	Error and Correction
	

	50
	Chapter 3, Second Paragraph, Header

Reads:

Cisco Configuration Professional (CPP)
	Should read:

Cisco Configuration Professional (CCP)

[Replace two other references to CPP and replace with CCP (first and last sentence)


Corrections for June 7, 2013
	Pg
	Error and Correction
	

	71
	Chapter 4, Example 4-6, Fifth Config
Reads:

Switch(config)# vlan dot1q vlan native
	Should read:
Switch(config)# vlan dot1q tag native

	71
	Chapter 4, Example 4-6, last config

Reads:

Switch(config-if)# switchport trunk vlan native tag
	Should read:

Switch(config-if)# switchport trunk native vlan vlan-id

	75
	Chapter 4, Example 4-9, Last Config

Reads:

Switch(config-if)# spanning-tree bpdu-guard disable
	Should read:

Switch(config-if)# spanning-tree bpduguard disable

	76
	Chapter 4, Table 4-5, Fourth Command Syntax

Reads:

Switch(config)# ip dhcp snooping binding
mac-address vlan vlan-id ip-address
interface interface expiry seconds
	Should read:
Switch# ip dhcp snooping binding

mac-address vlan vlan-id ip-address

interface interface expiry seconds

	79
	Chapter 4, Example 4-13, Last Config
Reads:

Switch(config)# ip arp inspection rate 50
	Should read:
Switch(config)# ip arp inspection limit rate 50

	79
	Chapter 4, Example 4-14, Third and Fourth Config

Reads:

Switch(config-arp-acl)# permit ip host 192.168.1.50 mac host abcd.ef01.1234

Switch(config-arp-acl)# exit
	Should read:

Switch(config-arp-nacl)# permit ip host 192.168.1.50 mac host abcd.ef01.1234

Switch(config-arp-nacl)# exit

	79
	Chapter 4, Table 4-7, Command Syntax

Reads:

Switch(config-if)# ip verify source vlan dhcp-snooping[port-security]
	Should read:

Switch(config-if)# ip verify source [port-security]

	81
	Chapter 4, Table 4-8, Fourth Command Syntax
Reads:

Switch(config-if)# switchport private-vlan mapping primary-vlan secondary-vlan-list [add secondary-vlan-list] [remove secondary-vlan-list]
	Should read:
Switch(config-if)# switchport private-vlan mapping primary-vlan-id {add l remove}  secondary-vlan-list}

	82
	Chapter 4, Table 4-16, Last Six Config lines

Remove last six lines and replace
	Replace with:

Switch(config)# int f0/0

Switch(config-if)# switchport mode private-vlan promiscuous

Switch(config-if)# switchport private-vlan mapping 100 add 200,300

Switch(config-if)# int f0/1
Switch(config-if)# switchport mode private-vlan host
Switch(config-if)# switchport private-vlan host-association 100 200
Switch(config-if)# int f0/2
Switch(config-if)# switchport mode private-vlan host
Switch(config-if)# switchport private-vlan host-association 100 300

	82
	Chapter 4, Table 4-9, First Task

Reads:

Configure a VLAN as private primary, community, or isolated
	Should read:

Configure an interface as protected

	82
	Chapter 4, Table 4-9, Second Command Syntax

Reads:

show interfaces interface switchport
	Should read:

show interfaces interface switchport


	88
	Chapter 4, Table 4-17, Last Command Syntax

Reads:

show interfaces interface switchport
	Should read:

show interfaces interface switchport

	191
	Chapter 8, Example 8-1, Third Config Line

Reads:

router(config-if)#  access-group 1 in
	Should read:

router(config-if)#  ip access-group 1 in

	192
	Chapter 8, Extended IP ACLs, Second Paragraph, First Sentence

Reads:

In all software releases, the access list number for extended IP access lists can be 101 to 199.
	Should read:
In all software releases, the access list number for extended IP access lists can be 100 to 199.

	261
	Example 10-13, Second Config Line

Reads:

Router(config)# snmp=server host 10.10.1.100 traps first
	Should read:

Router(config)# snmp-server host 10.10.1.100 traps first


Corrections for June 6, 2013
	Pg
	Error and Correction
	

	69
	Chapter 4, Table 4-2, Last Command Syntax

Reads:

show vlan vlan-id
	Should read:

show vlan id vlan-id

	380
	Chapter 14, Table 14-7, third and fifth recommendations in table

Read:

SHA-1 or HMAC
	Should read:

SHA-1 or MD5

	396
	Chapter 15, Verify IKE Policies, second sentence, fifth line in paragraph

Reads:

show isakmp policy
	Should read:

show crypto isakmp policy

	577
	Chapter 21, Example 21-2, last config

Reads:

Router(ipsec-profile)# set transform set MY-TSET
	Should read:

Router(ipsec-profile)# set transform-set MY-TSET

	579
	Chapter 21, Example 21-6, first config 

Reads:

Router(config)# aaa authorization login LOCAL-AUTHEN local
	Should read:

Router(config)# aaa authentication login LOCAL-AUTHEN local

	599
	Appendix A, Chapter 1, Answer to Question 10

Reads:

10.  E
	Should read:

10.  A


Corrections for May 30, 2013
	Pg
	Error and Correction
	

	viii thru ix
	Contents at a Glance

Replace with:

Part I
Network Security Technologies Overview

Chapter 1
Network Security Fundamentals 

Chapter 2
Network Security Threats 

Chapter 3
Network Foundation Protection (NFP) Overview 

Part II
Cisco IOS Foundation Security Solutions

Chapter 4
Configuring and Implementing Switched Data Plane Security Solutions 

Chapter 5
802.1X and Cisco Identity Based Networking Services (IBNS) 

Chapter 6
Implementing and Configuring  Basic 802.1X 

Chapter 7
Implementing and Configuring  Advanced 802.1X 

Chapter 8
Implementing and Configuring Cisco IOS Routed Data Plane Security 

Chapter 9
Implementing and Configuring IOS Control Plane Security 

Chapter 10
Implementing and Configuring IOS Management Plane Security 

Part III
Cisco IOS Threat Detection and Control

Chapter 11
Implementing and Configuring Network Address Translation (NAT)  

Chapter 12
Implementing and Configuring Zone Based Firewalls 

Chapter 13
Implementing and Configuring IOS Intrusion Prevention System (IPS) 

Part IV
Managing and Implementing Cisco IOS Site-to-Site Security Solutions

Chapter 14
Introduction to Cisco IOS Site-to-Site Security Solutions 

Chapter 15
Deploying VTI-based Site-to-Site IPsec VPNs 

Chapter 16
Deploying Scalable Authentication in Site-to-Site IPsec VPNs 

Chapter 17
Implementing and Configuring Dynamic Multipoint VPNs 

Chapter 18
Deploying High Availability in Tunnel-Based IPsec VPNs 

Chapter 19
Implementing and Configuring Group Encrypted Transport (GET) VPNs 

Part V
Managing and Implementing Cisco IOS Secure Remote Access Solutions

Chapter 20
Deploying Remote Access Solutions Using SSL VPN 

Chapter 21
Implementing and Configuring IOS Based VPN Solutions using EZVPN 

Part VI
Exam Preparation

Chapter 22
Final Exam Preparation 

Part VII
Appendixes

Appendix A
Answers to Chapter DIKTA Quizzes and Fill in the Blanks Questions

Appendix B
CCNP Security 642-637 SECURE Exam Updates, Version 1.0

Appendix C
Memory Tables (CD-only)

Appendix D
Memory Table Answers (CD-only)

Glossary of Key Terms


Corrections for August 14 2012
	Pg
	Error
	Correction

	378
	Chapter 14, Figure 14-1, second title/label 

Reads:

IPV4 Packet Without ESP Encapsulation
	Should read:

IPV4 Packet With ESP Encapsulation

	571
	Chapter 21, Question 7, Answer a.

a.  Rrouter
	Should read

a. Router

	584
	Chapter 21, Example 21-8, third line

Reads:

Router(config-if)# crypto ipsec client ezvpn MY-EXVPN-CLIENT  inside
	Should read:

Router(config-if)# crypto ipsec client ezvpn MY-EZVPN-CLIENT  inside

	584
	Chapter 21, Example 21-9, last line

Reads:

Router(config-if)# crypto ipsec client exvpn MY-EXVPN-CLIENT  inside
	Should read:

Router(config-if)# crypto ipsec client ezvpn MY-EZVPN-CLIENT  inside


Corrections for March 9, 2012
	Pg
	Error
	Correction

	433
	Chapter 16, Example 16-9, First command

Reads:

Router(config)# crypto pki authenticate VPN-PKI
	Should read:

Router(config)# crypto pki authenticate MY-CS

	438
	Chapter 16, Example 16-12, Third command

Reads:

Router (config-isa-prof)# ca trust-point VPN-PKI
	Should read:

Router (config-isa-prof)# ca trust-point MY-CS


Corrections for February 1, 2012
	Pg
	Error
	Correction

	123
	Chapter 6, Task 1: Configure a RADIUS Server, Step 5
Reads:

Step 5.   Enter the session key in the Key field.  This is the same key that you configured on the switch in the aaa-server host command used to add the RADIUS server to the switch.
	Should read:
Step 5.   Enter the session key in the Key field.  This is the same key that you configured on the switch in the radius-server host command used to add the RADIUS server to the switch.


Corrections for January 11, 2012
	Pg
	Error
	Correction

	303
	Chapter 12, Example 12-1

Reads:

Router#configure terminal
Router(config)#access-list 150 permit any 192.168.1.0 255.255.255.0
Router(config)#access-list 151 permit 192.168.1.0 255.255.255.0 any
Router(config)#class-map type inspect DMZ-Internal-class
Router(config-cmap)#match access-group 150
Router(config-cmap)#match protocol ftp
Router(config)#class-map type inspect Internal-DMZ-class
Router(config-cmap)#match access-group 151
Router(config-cmap)#match protocol ftp
	Should read:

Router#configure terminal
Router(config)#access-list 150 permit any 192.168.1.0 0.0.0.255
Router(config)#access-list 151 permit 192.168.1.0 0.0.0.255 any
Router(config)#class-map type inspect DMZ-Internal-class
Router(config-cmap)#match access-group 150
Router(config-cmap)#match protocol ftp
Router(config-cmap)#exit
Router(config)#class-map type inspect Internal-DMZ-class
Router(config-cmap)#match access-group 151
Router(config-cmap)#match protocol ftp

	322
	Chapter 12, Example 12-21

Reads:

Router#configure terminal
Router(config)#policy-map type inspect http http_DPI_policy_map
Router(config-pmap)#class-map type inspect http http_DPI_class_map
Router(config-pmap-c)#reset
	Should read:

Router#configure terminal
Router(config)#policy-map type inspect http http_DPI_policy_map
Router(config-pmap)#class type inspect http http_DPI_class_map
Router(config-pmap-c)#reset

	344
	Chapter 13, Example 13-2, Heading

Reads:

Import RSA Key to Cisco ISR
	Should read:

Create and Apply Named IPS Ruleset

	352
	Chapter 13, Example 13-6, Heading

Reads:

Tune Individual Signatures Using the CLI
	Should read:

Configure Target Value Ratings

	361
	Chapter 13, Example 13-12, third command down

Reads: 

Router (config)# aaa authentication default local
	Should read:

Router (config)# aaa authentication login default local

	397
	Chapter 15, Troubleshooting IKE Peering, first paragraph, third sentence

Reads:

Use the traceroute command to troubleshoot connectivity issues if pings pail.
	Should read:

Use the traceroute command to troubleshoot connectivity issues if pings pail.

	396
	Chapter 15, Verify Local IKE Policies, second sentence

Reads:

Unless you have added custom IKE policies with the crypto isakmp policy command or have removed the default IKE policies with the no crypto isakmp policy command, the default IKE policies will be displayed as the output of the show isakmp policy command.
	Should read:

Unless you have added custom IKE policies with the crypto isakmp policy command or have removed the default IKE policies with the no crypto isakmp policy command, the default IKE policies will be displayed as the output of the show crypto isakmp policy command.


	405
	Chapter 15, Example 15-11

Reads:

Crypto keyring NEWKEYRING

 Pre-Shared-key address 172.17.2.4 key ier58ewrui90aEEQEd0erq9u2i3j5p

  Pre-shared-key address 172.17.2.7 key iqwur@#S7234898245@#3jk23jh244
	Should read:

Router(config)#crypto keyring NEWKEYRING
Router(config-keyring)#pre-shared-key address 172.17.2.4 key ier58ewrui90aEEQEd0erq9u2i3j5p
Router(config-keyring)#pre-shared-key address 172.17.2.7 key iqwur@#S7234898245@#3jk23jh244

	432
	Chapter 16, Task 2, heading

Reads:

Create an RSA Key Pair
	Should read:

Create a PKI Trustpoint

	438
	Chapter 16, Example 16-12

Remove second command:

Router (conf-isa-prof)# match certificate MYCERTMAP
	

	459
	Chapter 17. Example 17-2

Remove fourth command:

Hub(config-if)# tunnel destination 172.17.2.4
	

	472
	Chapter 17, Example 17-24, fifth command down

Reads:

router(config-if)#no ip next-hop-self eigrp
	Should read:

router(config-if)#no ip next-hop-self eigrp 1

	472
	Chapter 17, Example 17-24,  sixth command down

Reads:

Routet(config-if)# no ip split-horizon eigrp 1
	router(config-if)# no ip split-horizon eigrp 1


	491
	Chapter 18, Example 18-1, last command on page

Reads:

router(config-if)#yunnel mode gre multipoint
	Should read:

router(config-if)#tunnel mode gre multipoint

	512
	Chapter 19, Example 19-4, last command 

Reads:

Router(config-acl)#permit ip 10.0.0.0 0.255.255.255 10.0.0.0 0.255.255.255
	Should read:

Router(config-acl)#permit ip 192.168.0.0 0.0.0.255 192.168.0.0 0.0.0.255

	524
	Chapter 19, Troubleshooting Flow, Key Topic, Step 2

Reads:

Verify the key server COOP mesh using the show crypto gdoi ks coop, show logging | include COOP, and debug crypto gdoi coop commands.
	Should read:

Verify the key server COOP mesh using the show crypto gdoi ks coop, show logging | include COOP, and debug crypto gdoi ks coop commands.

	548
	Chapter 20, Example 20-6, third command

Reads:

router(config)# webvpn context MY-CONTEXT
router(config-webvpn-context)# policy group MY-POLICY
router(config-webvpn-context)# banner “Welcome to SSL VPN”
router(config-webvpn-context)# default-group-policy MY-POLICY
	Should read:

router(config)#webvpn context MY-CONTEXT

router(config-webvpn-context)#policy group MY-POLICY

router(config-webvpn-group)#banner "Welcome to SSL VPN"

router(config-webvpn-group)#exit
router(config-webvpn-context)#default-group-policy MY-POLICY

	553
	Chapter 20, Task 1 heading

Reads:

Enable Full Tunneling Access
	Should read:

Install the AnyConnect Client


	560
	Chapter 20, Task 1 heading

Reads:

Enable Full Tunneling Access
	Should read:

Configure SSL VPN Portal Features

	560
	Chapter 20, Example 20-14 heading

Reads:

Configure Split Tunneling
	Should read:

Configure SSL VPN Portal Features

	579
	Chapter 21, Example 21-6, first command

Reads:

Router(config)# aaa authorization login LOCAL-AUTHEN local
	Should read:

Router(config)# aaa authentication login LOCAL-AUTHEN local

	585
	Chapter 21, Example 21-10, next to last command 

Reads:

Router(config-isa-prof)#ca trust-poitn MY-TP
	Should read:

Router(config-isa-prof)#ca trust-point MY-TP

	585
	Chapter 21, Example 21-10, last command

Reads:

  Match identity group MY-GROUP
	Should read:

Router(conf-isa-prof)#match identity group MY-GROUP

	612
	Chapter 15 “Do I Know This Already?” Quiz Answers, Number 3

Reads:

3. E?
	Should read:

3. E


Corrections for January 10, 2012
	Pg
	Error
	Correction

	460
	Chapter 17, Example 17-3, 

Reads:

Spoke (config)# interface tunne10
Spoke (config-if)# tunnel mode gre ip
Spoke (config-if)# tunnel source 172.17.2.4
Spoke (config-if)# tunnel source 172.17.0.1
Spoke (config-if)# tunnel destination 172.17.0.1

Spoke (config-if)#ip address 10.1.1.2 255.255.0.0
	Should read:

Spoke (config)#interface tunne10
Spoke (config-if)#tunnel mode gre ip
Spoke (config-if)#tunnel source 172.17.2.4
Spoke (config-if)#tunnel destination 172.17.0.1
Spoke (config-if)#ip address 10.1.1.2 255.255.0.0

	545
	Chapter 20, Example 20-2, missing last two commands

Reads:

Router(config)# webvpn gateway MY-GATEWAY
Router (config-webvpn-gateway)#? Ip address 172.16.1.1 port 443

Router (config-webvpn-gateway)# ss1 trustpoint MY-TRUSTPOINT

Router (config-webvpn-gateway)# logging enable
Router (config-webvpn-gateway)# inservice
!
	Should read:

Router(config)# webvpn gateway MY-GATEWAY
Router (config-webvpn-gateway)#ip address 172.16.1.1 port 443

Router (config-webvpn-gateway)#ss1 trustpoint MY-TRUSTPOINT

Router (config-webvpn-gateway)#logging enable
Router (config-webvpn-gateway)#inservice
Router (config-webvpn-gateway)#exit

!

Router (config)#webvpn context MY-CONTEXT

Router (config-webvpn-context)#gateway MY-GATEWAY

Router(config-webvpn-context)# inservice


	560
	Chapter 20, Example 20-14, ninth command down

Reads:

router(config-webvpn-context)# policy-group MY-POLICY
	Should read:

router(config-webvpn-context)#policy group MY-POLICY

	585
	Chapter 21, Example 21-10, seventh command down

Reads:

Router(conf-isa-prof)# ca-trust-poitn MY-TP
	Should read:

Router(conf-isa-prof)#ca-trust-point MY-TP

	612
	Chapter 15 “Do I Know This Already?” Quiz Answers, Number 7

Reads

7.  S
	Should read:

7.  A


Corrections for October 12, 2011
	Pg
	Error
	Correction

	82
	Chapter 4, Example 4-17, Configuring Private VLANs

Reads:

Switch# configure terminal
Switch(config)# interface vlan 200
Switch(config-if)# private-vlan mapping add 200,300
	Should read:

Switch#configure terminal

Switch(config)#interface vlan 100
Switch(config-if)#private-vlan mapping add 200,300




This errata sheet is intended to provide updated technical information. Spelling and grammar misprints are updated during the reprint process, but are not listed on this errata sheet.
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