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Introduction

This book is designed to help you prepare for the Cisco FIREWALL v1.0 certification
exam. The FIREWALL exam is one in a series of exams required for the Cisco Certified
Network Professional Security (CCNP Security) certification. This exam focuses on the
application of security principles with regard to the Cisco Adaptive Security Appliance
(ASA) device.

Who Should Read This Book

Network security is a complex business. It is important that you have extensive experi-
ence in and an in-depth understanding of computer networking before you can begin to
apply security principles. The Cisco FIREWALL program was developed to introduce the
ASA security products, explain how each product is applied, and explain how it can be
leveraged to increase the security of your network. The FIREWALL program is for net-
work administrators, network security administrators, network architects, and experi-
enced networking professionals who are interested in applying security principles to their
networks.

How to Use This Book

The book consists of 16 chapters. Each chapter tends to build upon the chapter that pre-
cedes it. Each chapter includes case studies or practice configurations that can be imple-
mented using both the command-line interface (CLI) and Cisco Adaptive Security Device
Manager (ASDM). 

The chapters of the book cover the following topics:

■ Chapter 1, “Cisco ASA Overview”: This chapter discusses basic network security
and traffic filtering strategies. It also provides an overview of ASA operation, includ-
ing the ASA feature set, product licensing, and how various ASA models should be
matched with the environments they will protect.

■ Chapter 2, “Working with a Cisco ASA”: This chapter reviews the basic methods
used to interact with an ASA and to control its basic operation. Both the CLI and
ASDM are discussed.

■ Chapter 3, “Configuring ASA Interfaces”: This chapter explains how to configure
ASA interfaces with the parameters they need to operate on a network.

■ Chapter 4, “Configuring IP Connectivity”: This chapter covers the ASA features
related to providing IP addressing through DHCP and to exchanging IP routing infor-
mation through several different dynamic routing protocols.

■ Chapter 5, “Managing a Cisco ASA”: This chapter reviews the configuration com-
mands and tools that can be used to manage and control an ASA, both locally and
remotely.
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■ Chapter 6, “Recording ASA Activity”: This chapter describes how to configure an
ASA to generate logging information that can be collected and analyzed. The logging
information can be used to provide an audit trail of network and security activity.

■ Chapter 7, “Using Address Translation”: This chapter describes how IP addresses
can be altered or translated as packets move through an ASA. The various types of
Network Address Translation (NAT) and Port Address Translation (PAT) are covered.

■ Chapter 8, “Controlling Access Through the ASA”: This chapter reviews access
control lists and host shunning, and how these features can be configured to control
traffic movement through an ASA.

■ Chapter 9, “Inspecting Traffic”: This chapter covers the Modular Policy
Framework, a method used to define and implement many types of traffic inspec-
tion policies. It also covers ICMP, UDP, TCP, and application protocol inspection
engines, as well as more advanced inspection tools such as botnet traffic filtering and
threat detection.

■ Chapter 10, “Using Proxy Services to Control Access”: This chapter discusses the
features that can be leveraged to control the authentication, authorization, and
accounting of users as they pass through an ASA.

■ Chapter 11, “Handling Traffic”: This chapter covers the methods and features that
can be used to handle fragmented traffic, to prioritize traffic for QoS, to police traf-
fic rates, and to shape traffic bandwidth.

■ Chapter 12, “Using Transparent Firewall Mode”: This chapter reviews transparent
firewall mode and how it can be used to make an ASA more stealthy when intro-
duced into a network. The ASA can act as a transparent bridge, forwarding traffic at
Layer 2.

■ Chapter 13, “Creating Virtual Firewalls on the ASA”: This chapter discusses the
multiple context mode that can be used to allow a single physical ASA device to
provide multiple virtual firewalls or security contexts.

■ Chapter 14, “Deploying High Availability Features”: This chapter covers two
strategies that can be used to implement high availability between a pair of ASAs. 

■ Chapter 15, “Integrating ASA Service Modules”: This chapter explains the basic
steps needed to configure an ASA to work with the AIP and CSC Security Services
Modules (SSM), which can be used to offload in-depth intrusion protection and
content handling.

■ Chapter 16, “Final Preparation”: This short chapter lists the exam preparation tools
useful at this point in the study process and provides a suggested study plan now
that you have completed all the earlier chapters in this book.

■ Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes”: This appendix
provides the answers to the “Do I Know This Already?” quizzes that you will find at
the beginning of each chapter.
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■ Appendix B, “CCNP Security 642-617 FIREWALL Exam Updates: Version 1.0”:
This appendix is intended to provide you with updated information if Cisco makes
minor modifications to the exam upon which this book is based. When Cisco releas-
es an entirely new exam, the changes are usually too extensive to provide in a simple
update appendix. In those cases, you will need to consult the new edition of the
book for the updated content. This additional content about the exam will be posted
as a PDF document on this book’s companion website, at
www.ciscopress.com/title/9781587142796.

■ Appendix C, “Traffic Analysis Tools”: This appendix discusses two troubleshooting
tools that you can use to test and confirm packet movement through an ASA.

■ Glossary of Key Terms: This glossary defines the key terms that appear at the end
of each chapter, for which you should be able to provide definitions on your own in
preparation for the exam.

Each chapter follows the same format and incorporates the following tools to assist you
by assessing your current knowledge and emphasizing specific areas of interest within
the chapter:

■ “Do I Know This Already?” Quiz: Each chapter begins with a quiz to help you
assess your current knowledge of the subject. The quiz is divided into specific areas
of emphasis that enable you to best determine where to focus your efforts when
working through the chapter.

■ Foundation Topics: The foundation topics are the core sections of each chapter.
They focus on the specific protocols, concepts, or skills that you must master to
successfully prepare for the examination. 

■ Exam Preparation: Near the end of each chapter, the Exam Preparation section
highlights the key topics from the chapter and the pages where you can find them for
quick review. This section also provides a list of key terms that you should be able to
define in preparation for the exam. It is unlikely that you will be able to successfully
complete the certification exam by just studying the key topics and key terms,
although they are a good tool for last-minute preparation just before taking the
exam.

■ Command References: Each chapter ends with a series of tables containing the com-
mands that were covered. The tables provide a convenient place to review the com-
mands, their syntax, and the sequence in which they should be used to configure a
feature. 

■ CD-ROM-based practice exam: This book includes a CD-ROM containing several
interactive practice exams. It is recommended that you continue to test your knowl-
edge and test-taking skills by using these exams. You will find that your test-taking
skills will improve by continued exposure to the test format. Remember that the
potential range of exam questions is limitless. Therefore, your goal should not be to
“know” every possible answer but to have a sufficient understanding of the subject
matter so that you can figure out the correct answer with the information provided.

xxv

www.ciscopress.com/title/9781587142796


Certification Exam and This Preparation Guide

The questions for each certification exam are a closely guarded secret. The truth is that if
you had the questions and could only pass the exam, you would be in for quite an embar-
rassment as soon as you arrived at your first job that required these skills. The point is to
know the material, not just to successfully pass the exam. 

We do know which topics you must know to successfully complete this exam because
Cisco publishes them as “642-617 Deploying Cisco ASA Firewall Solutions Exam Topics
(Blueprint)” on the Cisco Learning Network. Table I-1 lists each FIREWALL v1.0 exam
topic listed in the blueprint, along with a reference to the chapter that covers the topic.
These are the same topics you should be proficient in when configuring the Cisco ASA in
the real world. 

Table I-1 FIREWALL v1.0 Exam Topics and Chapter References

Exam Topic Chapter Where

Topic Is Covered

Pre-Production Design

Choose ASA Perimeter Security technologies/features Chapter 1
to implement HLD based on given security requirements

Choose the correct ASA model to implement HLD based Chapter 1
on given performance requirements

Create and test initial ASA appliance configurations using CLI Chapters 2–15

Determine which ASA licenses will be required based Chapter 1
on given requirements

Complex Operations Support

Optimize ASA Perimeter Security features performance, Chapters 2–15
functions, and configurations

Create complex ASA security perimeter policies such as ACLs, Chapters 7–11
NAT/PAT, L3/L4/L7 stateful inspections, QoS policies, cut-through 
proxy, threat detection, and botnet detection/filter using 
CLI and/or ASDM

Perform initial setup on the AIP-SSM and CSC-SSM Chapter 15
using CLI and/or ASDM

Configure, verify, and troubleshoot High Availability Chapter 14
ASAs (A/S and A/A FO) operations using CLI and/or ASDM

Configure, verify, and troubleshoot static routing and dynamic Chapter 4
routing protocols on the ASA using CLI and/or ASDM
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Table I-1 FIREWALL v1.0 Exam Topics and Chapter References

Exam Topic Chapter Where

Topic Is Covered

Pre-Production Design

Configure, verify, and troubleshoot ASA transparent Chapter 12
firewall operations using CLI

Configure, verify, and troubleshoot management Chapters 5 and 6
access/protocols on the ASA using CLI and/or ASDM

Describe Advanced Troubleshooting

Advanced ASA security perimeter configuration/software/hardware Chapters 2–15
troubleshooting using CLI and/or ASD fault finding and repairing

Notice that not all the chapters map to a specific exam topic. Each version of the exam
can have topics that emphasize different functions or features, while some topics can be
rather broad and generalized. The goal of this book is to provide the most comprehensive
coverage to ensure that you are well prepared for the exam. In order to do this, all possi-
ble topics that have been addressed in different versions of this exam (past and present)
are covered. Many of the chapters that do not specifically address exam topics provide a
foundation that is necessary for a clear understanding of network security. Your short-
term goal might be to pass this exam, but your long-term goal should be to become a
qualified network security professional. 

It is also important to understand that this book is a “static” reference, whereas the exam
topics are dynamic. Cisco can and does change the topics covered on certification exams
often. 

This exam guide should not be your only reference when preparing for the certification
exam. You can find a wealth of information available at Cisco.com that covers each topic
in great detail. The goal of this book is to prepare you as well as possible for the FIRE-
WALL exam. Some of this is completed by breaking a 600-page (average) implementation
guide into a 30-page chapter that is easier to digest. If you think that you need more
detailed information on a specific topic, you should read the Cisco documentation that
focuses on that topic. 

Note that because security vulnerabilities and preventive measures continue to develop,
Cisco reserves the right to change the exam topics without notice. Although you can
refer to the list of exam topics listed in Table I-1, always check Cisco.com to verify the
actual list of topics to ensure that you are prepared before taking the exam. You can view
the current exam topics on any current Cisco certification exam by visiting the Cisco.com
website, hovering over Training & Events, and selecting from the Certifications list. Note
also that, if needed, Cisco Press might post additional preparatory content on the web
page associated with this book at www.ciscopress.com/title/9781587142796. It’s a good
idea to check the website a couple of weeks before taking your exam to be sure that you
have up-to-date content.
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Overview of the Cisco Certification Process

The network security market is currently in a position where the demand for qualified
engineers vastly surpasses the supply. For this reason, many engineers consider migrating
from routing/networking over to network security. Remember that “network security” is
just “security” applied to “networks.” This sounds like an obvious concept, but it is actu-
ally an important one if you are pursuing your CCNP Security certification. You must be
familiar with networking before you can begin to apply the security concepts. For exam-
ple, the skills required to complete the CCNA or CCNP will give you a solid foundation
that you can expand into the network security field.

Taking the FIREWALL Certification Exam

As with any Cisco certification exam, you should strive to be thoroughly prepared before
taking the exam. There is no way to determine exactly what questions are on the exam,
so the best way to prepare is to have a good working knowledge of all subjects covered
on the exam. Schedule yourself for the exam and be sure to be rested and ready to focus
when taking the exam.

The best place to find out the latest available Cisco training and certifications is under the
Training & Events section at Cisco.com.

Tracking CCNP Status

You can track your certification progress by checking www.cisco.com/go/certifications/
login. You must create an account the first time you log in to the site.

How to Prepare for an Exam

The best way to prepare for any certification exam is to use a combination of the prepa-
ration resources, labs, and practice tests. This guide has integrated some practice ques-
tions and example scenarios to help you better prepare. If possible, you should get some
hands-on experience with the Cisco ASA. There is no substitute for real-world experi-
ence; it is much easier to understand the commands and concepts when you can actually
work with a live ASA device. 

Cisco.com provides a wealth of information about the ASA and its software and features.
No single source can adequately prepare you for the FIREWALL exam unless you already
have extensive experience with Cisco products and a background in networking or net-
work security. At a minimum, you will want to use this book combined with the Support
and Downloads site resources (www.cisco.com/cisco/web/support/index.html) to prepare
for the exam.
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Assessing Exam Readiness

Exam candidates never really know if they are adequately prepared for the exam until
they have completed about 30 percent of the questions. At that point, if you are not pre-
pared, it is too late. The best way to determine your readiness is to work through the “Do
I Know This Already?” quizzes at the beginning of each chapter, review the foundation
and key topics presented in each chapter, and review the command reference tables at the
end of each chapter. It is best to work your way through the entire book unless you can
complete each subject without having to do any research or look up any answers.

Cisco Security Specialist in the Real World

Cisco has one of the most recognized names on the Internet. Cisco Certified Security
Specialists can bring quite a bit of knowledge to the table because of their deep under-
standing of the relationship between networking and network security. This is why the
Cisco certification carries such high respect in the marketplace. Cisco certifications
demonstrate to potential employers and contract holders a certain professionalism,
expertise, and dedication required to complete a difficult goal. If Cisco certifications
were easy to obtain, everyone would have them.

Exam Registration

The FIREWALL exam is a computer-based exam, with around 60 to 70 multiple choice,
fill-in-the-blank, list-in-order, and simulation-based questions. You can take the exam at
any Pearson VUE (www.pearsonvue.com) testing center. According to Cisco, the exam
should last about 90 minutes. Be aware that when you register for the exam, you might be
told to allow a certain amount of time to take the exam that is longer than the testing
time indicated by the testing software when you begin. This discrepancy is because the
testing center will want you to allow for some time to get settled and take the tutorial
about the test engine.

Book Content Updates

Because Cisco occasionally updates exam topics without notice, Cisco Press might
post additional preparatory content on the web page associated with this book at
www.ciscopress.com/title/9781587142796. It is a good idea to check the website a
couple of weeks before taking your exam, to review any updated content that might be
posted online. We also recommend that you periodically check back to this page on the
Cisco Press website to view any errata or supporting book files that may be available.
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This chapter covers the following topics:

■ System Time: This section describes configuration
of system time, both locally on the Cisco Adaptive
Security Appliance and through the use of NTP.

■ Managing Event and Session Logging: This sec-
tion gives an overview of the security appliance log-
ging subsystem, including event destinations,
severity levels, and NetFlow support.

■ Configuring Event and Session Logging: This
section describes the configuration of logging on
the security appliance. It covers the setting of
global parameters, the creation of event lists and fil-
ters, and the details on configuring a number of
event destinations.

■ Verifying Event and Session Logging: This sec-
tion covers commands used to verify proper func-
tioning of logging on the security appliance.

■ Troubleshooting Event and Session Logging:

This section covers commands used to troubleshoot
logging functionality.

Note: The terms Cisco Adaptive Security Appliance,
ASA, and security appliance are used interchangeably.



CHAPTER 6

Recording ASA Activity

Table 6-1 “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

System Time 1–4

Managing Event and Session Logging 5–7

Configuring Event and Session Logging 8–12

Verifying Event and Session Logging 13

Troubleshooting Event and Session Logging 14

Effective troubleshooting of network or device activity, from the perspective of the secu-
rity appliance, requires accurate information. Many times, the best source of accurate and
complete information will be various logs, if logging is properly configured to capture the
necessary information. A Cisco security appliance has many potential destinations to
which it can send logging information.

“Do I Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 6-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers
in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”

Caution: The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving your-
self credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security.
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1. Which are two of the most important reasons for ensuring accurate time on the secu-
rity appliance? (Choose two.)

a. Synchronization with AAA servers

b. Use of digital certificates

c. Time-based Modular Policy Framework rules

d. Time stamps in log messages

2. Where in ASDM do you configure NTP authentication and servers?

a. Configuration > Device Setup > System Time > NTP

b. Configuration > Device Management > System Time > NTP

c. Configuration > Device Management > System Time > NTP > Parameters

d. Configuration > Device Setup > System Time > NTP > Parameters

3. Consider the following command:
ntp authentication-key 1 md5 UEB34mid@#9C

What does this command mean?

a. This is the first authentication key in a key ring, and the MD5 hash value is the
value UEB34mid@#9C.

b. The key number is 1, which will be sent by the NTP server in all packets. The key
of UEB34mid@#9C is used to create an MD5 keyed hash value to verify the
server message.

c. The key number is 1, which is locally significant and allows the creation of multi-
ple trusted keys per server. The key of UEB34mid@#9C is used to create an
MD5 keyed hash value to verify the server message.

d. None of these answers are correct. This is not a valid command string.

4. Consider the following command:
ntp server 10.0.0.5 key 1 source inside prefer

What is the meaning of the word “prefer” in this command?

a. This NTP server is preferred over all other time sources.

b. The security appliance prefers the use of NTP authentication key 1 over other
keys in the key ring.

c. The security appliance prefers the use of NTP authentication using key 1, but is
willing to accept unauthenticated NTP messages from this server.

d. This NTP server is preferred over other time sources of similar accuracy, but can
be overridden by a more accurate time source.

e. None of these answers are correct. This is not a valid command string.

5. What are the two major classifications of security appliance events? (Choose two.)

a. System events

b. Security events

c. Network events



Chapter 6: Recording ASA Activity 235

d. Syslog events

e. None of these answers are correct. This is not a valid command string.

6. Consider the following partial event message:

Jan 5 2011 09:27:16 FIREWALL : %ASA-6-725002: Device completed ...

What is the severity level of this event message?

a. Notifications

b. Informational

c. Warnings

d. Debugging

e. Errors

7. Which version of NetFlow is supported by the security appliance?

a. 9

b. 2

c. 7.2

d. 5

8. If the internal buffer logging destination becomes full, which two locations can its
contents be copied to, to ensure no loss of information?

a. An HTTP server

b. An FTP server

c. Internal flash memory

d. A TFTP server

e. An SCP server

9. How are time stamps enabled/disabled for logging event messages to destinations?

a. Once, globally, by navigating to Configuration > Device Management > 
Logging > Syslog Setup

b. Once, globally, by navigating to Configuration > Device Management > 
Logging > Logging Setup

c. Once, globally, but this can be done only from the CLI

d. Per log destination, by navigating to Configuration > Device Management >
Logging > screen for destination being configured

e. Per log destination, but this can be done only from the CLI interface

10. You want to change the level at which message 106018 is logged to Notifications,
from its default setting. The message will be sent to your syslog server destination.
Which of the following is the correct command syntax?

a. logging trap message 106018 level Notifications

b. message 106018 syslog level Notifications
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c. logging message 106018 level Notifications

d. logging level Notifications message 106018

e. logging message 106018 new level Notifications

11. What is an event list? (Choose all that apply.)

a. A grouping of messages, based on which logging subsystem generated the events
in the list.

b. A reusable group of messages, selected by a combination of event class, event
severity, and separately by message IDs.

c. A filter, used to determine which messages generated by the logging subsystem
are forwarded to a particular log destination.

d. All of these answers are correct.

12. You want to configure logging so that email messages are sent to administrators when
events of maximum level Errors are generated by the system. Which of the following
is the correct syntax for the command you need to use?

a. logging smtp Errors

b. logging trap smtp Errors

c. logging email Errors

d. logging trap email Errors

e. logging mail Errors

f. logging trap mail Errors

13. You want to verify that the security appliance is sending NetFlow v9 records to the
configured NetFlow collector. Which of these items will do that?

a. Use the show logging command and look for a non-zero number as messages
logged for the NetFlow destination.

b. Use the show logging command and look for a non-zero number as packets sent
for the NetFlow destination.

c. Use the show flow-export counters command and look for a non-zero number
as messages logged.

d. Use the show flow-export counters command and look for a non-zero number
as packets sent.

14. You suspect your syslog server is not receiving all messages generated by the security
appliance, possibly due to excessive logging leading to a queue overflow. What com-
mand would you use to verify your suspicions?

a. show logging

b. show logging queue

c. show logging drops

d. show logging queue drops
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Foundation Topics

This chapter discusses methods for gathering information on network or device activity,
including the use of system event logs. It also discusses how to ensure accurate time on
the system clock, because accurate time stamps on gathered information are critical to
properly analyzing that information.

System Time

Having a correct time set on a Cisco ASA is important for a number of reasons. Possibly
the most important reason is that digital certificates compare this time to the range
defined by their Valid From and Valid To fields to define a specific validity period. Having
a correct time set is also important when logging information with the timestamp option.
Whether you are sending messages to a syslog server, sending messages to an SNMP mon-
itoring station, or performing packet captures, time stamps have little usefulness if you
cannot be certain of their accuracy.

The default ASA time is set to UTC (Coordinated Universal Time), but you can add local
time zone information so that the time displayed by the ASA is more relevant to those
who are viewing it. Even if you set local time zone information, the ASA internally tracks
time as UTC, so if it is interacting with hosts in other time zones (which is fairly common
when using digital certificates for VPN connectivity, for example), they have a common
frame of reference.

To set the time locally on the ASA (that is, not using Network Time Protocol [NTP]), first
navigate to Configuration > Device Setup > System Time > Clock to display the Clock
settings window, shown in Figure 6-1. If you want to set the clock to UTC time, simply
enter a new date and time, as UTC is the default time zone. If you prefer to set the clock
using your local time zone, choose that time zone from the drop-down list before you
enter a new date and time (Figure 6-1 shows the North American Central Time Zone being
selected).

You can then set the date and time accordingly. Time is set as hours, minutes, and seconds,
in 24-hour format. Optionally, you can click the Update Displayed Time button to update
the time shown in the bottom-right corner of the Cisco ASDM status bar. The current
time updates automatically every ten seconds. Click Apply to complete the setting of the
internal clock.

The configured time is retained in memory when the power is off, by a battery on the
security appliance motherboard.

NTP

Of course, to ensure precise synchronization of the ASA’s clock to the rest of your net-
work, you should configure the ASA to obtain time information from a trusted NTP
server. To do so, navigate to Configuration > Device Setup > System Time > NTP. The
NTP settings window opens. To define a new NTP time source, click Add to open the Add
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Figure 6-1 Setting Local Time Parameters

Figure 6-2 shows the configuration of an internal NTP server, 10.0.0.5, which is preferred
to other NTP sources and uses NTP authentication for added security. To use NTP
authentication, both the server and any clients must be configured with the same trusted
key number and key (effectively, a password). The key number must be included in NTP
packets from the server in order for the ASA to accept synchronization to that server. The
key is used to create a keyed hash for verification that NTP advertisements are from an
authorized source, and have not been tampered with. You must check the Trusted check
box for the configured key ID for authentication to work. You must also check the Enable
NTP Authentication box at the bottom of the NTP server window (shown in the back-
ground in Figure 6-2).

Note: The security appliance can act only as an NTP client, not as an NTP server.

You can configure additional NTP servers (a minimum of three associations is recom-
mended for optimal accuracy and redundancy). Figure 6-3 shows the result of configuring
TIME.NIST.GOV as an additional NTP server (it is not set as preferred, and does not use
authentication). Note that, although the name command was used in Chapter 5 to map
TIME.NIST.GOV to the IP address 192.43.244.18, if you tried to configure

NTP Server Configuration dialog box, shown in Figure 6-2. Define the IP address of the
new NTP time source, the ASA interface through which this NTP server can be reached,
and any information relevant to the use of authenticated NTP communication.



Chapter 6: Recording ASA Activity 239

Figure 6-2 Configuring an NTP Server

Using an NTP server reachable through the outside interface, and not using authentica-
tion, is inherently subject to potential compromise, so it should be done only as a backup
to an internal NTP server, if available. Note also that, because NTP Authentication is
enabled on this ASA, time would not currently be accepted from the TIME.NIST.GOV
server, because it is not configured for authenticated NTP messaging. Thus, the addition
of this server is for example purposes only.

Time derived from an NTP server overrides any time set manually in the Clock pane. How-
ever, in the unlikely event of an extended period of unavailability of any configured NTP
servers, the local clock can serve as a fallback mechanism for maintaining time on the
security appliance. Setting a server as preferred does not guarantee that the ASA will
accept the time advertised by such a server. The security appliance will choose the NTP
server with the lowest stratum number and synchronize to that server. (A stratum number
indicates the distance from the reference clock, so a lower stratum number implies that a
server is more reliable than others with a higher stratum number. The atomic clock at
NIST, for instance, is considered stratum 0.) If several servers have similar accuracy, the
preferred server is used. If another server is significantly more accurate than the preferred
server, however, the ASA uses the more accurate one.

Key 
Topic

TIME.NIST.GOV in the server field, it will result in an Invalid IP Address error. You can
enter IP addresses only when defining NTP servers.
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Figure 6-3 Configuring Multiple NTP Servers

The CLI commands generated by the changes made are as follows:

clock set 21:24:37 NOV 1 2010

clock timezone CST -6 0

clock summer-time CDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00 60

ntp server 10.0.0.5 key 1 source inside prefer

ntp server 192.43.244.18 source outside

ntp authenticate

ntp authentication-key 1 md5 UEB34mid@#9C

ntp trusted-key 1

If you are configuring the security appliance from the CLI, you can enter these commands
directly in global configuration mode (the clock set command can actually be entered
from privileged mode as well).

Note that if you set the time zone using ASDM, the use of Daylight Saving Time (DST) is
automatically enabled, if appropriate, with the correct date and time parameters for the
selected time zone. To alter the start and end dates of DST, should they be incorrect, you
would need to make the change from the CLI.

The clock set command is used to manually set the security appliance date and time infor-
mation. It can be used from the CLI in privileged EXEC mode (use of configuration mode
is not necessary). When setting from the CLI, the date can be specified as MONTH DAY
YEAR or DAY MONTH YEAR, whichever you prefer.
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Key 
Topic

The clock timezone command defines a name for your local time zone (in Standard Time)
as well as its offset from UTC in hours (the -6 in the example), and in minutes (the 0 in the
example) if you live in a time zone with an offset that is not in whole hours.

The clock summer-time command defines a name for your local time zone (in DST), and
uses the keyword recurring to set a recurring range, defined as a day and time of a given
month, rather than a specific date, so that you do not need to alter the setting yearly. Use
it to set the beginning and ending days and times for DST in your time zone (in the exam-
ple, DST begins on the second Sunday in March at 2 a.m., and ends on the first Sunday of
November at 2 a.m.) and the DST offset from Standard Time (in the example, 60 minutes).

The ntp server command defines a server to be used as a time source by the security
appliance. This command sets the server IP address, authentication key number (if used),
source interface, and whether or not it is a preferred server.

To enable authentication with an NTP server, you must use the ntp authenticate com-
mand from global configuration mode. The ntp authentication-key command ties the
key number to the specific key used to create an MD5 keyed hash for source validation
and integrity check. For NTP authentication to succeed, any key ID to be accepted by
the security appliance must be defined as trusted. This is done using the ntp trusted-key
command.

Verifying System Time Settings

Security appliance time can be verified using two commands, show clock and show ntp
associations. Both have an optional keyword of detail. Example 6-1 shows the use of
both the standard and detailed version of the show clock command.

Example 6-1 Verifying System Time with show clock

FIREWALL# show clock

10:09:16.309 CDT Tue Nov 2 2010

FIREWALL# show clock detail

10:03:55.129 CDT Tue Nov 2 2010

Time source is NTP

Summer time starts 02:00:00 CST Sun Mar 14 2010

Summer time ends 02:00:00 CDT Sun Nov 7 2010

As shown in the example, using the detail keyword with the show clock command adds
information on the time source, and the local time zone DST information. Note the source
of NTP in this example.

Example 6-2 shows the use of the show ntp associations command, which displays the
configured NTP server and whether the security appliance is successfully synced.
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Figure 6-4 The Cisco ASA Logging Subsystem

Example 6-2 Verifying System Time with show ntp associations

FIREWALL# show ntp associations

address         ref clock     st  when  poll reach  delay  offset    disp

*~10.0.0.5         127.0.0.1         3    87  1024  377     2.5   -0.23     1.8

-~192.43.244.18    .ACTS.           1   147  1024  377    41.5   -1.08    16.5

* master (synced), # master (unsynced), + selected, - candidate, ~ configured

Managing Event and Session Logging

The Cisco Adaptive Security Appliance supports a full audit trail of system log messages
that describe its activities and security events. The two major classifications of events are
system events, such as resource depletion, and network events, such as denied sessions
or packets. These messages are used to create log files, which can be filtered and sent to a
number of differing destinations for storage, display, or analysis.

Figure 6-4 provides a graphical illustration of the Cisco ASA logging subsystem, showing
the two major event classifications as sources, and the eight possible destinations.
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The security appliance supports sending log messages to the following destinations:

■ Console: The security appliance console, a low-bandwidth serial connection to
which messages can be sent for display on a console CLI session. This mode is useful
for limited debugging, or in production environments with limited traffic or a lack of
centralized management tools.

■ ASDM: The ASDM graphical user interface, which provides a powerful real-time
event viewer useful for troubleshooting issues or monitoring network activity.

■ Monitor: Telnet or SSH administrative sessions. This mode is useful to receive real-
time debugging information when troubleshooting.

■ Buffered: The internal in-memory buffer on the security appliance. Although useful
for storage and analysis of recent activity, the internal buffer is limited in size, and it is
not persistent, by default, across appliance reboots. The buffer can optionally be
archived to an external FTP server or to the security appliance’s internal flash memory.

■ Host: Remote syslog servers, using the standard syslog protocol. Use the logging
host command in conjunction with the logging trap command to define both a desti-
nation server and a logging level.

■ SNMP: Remote network management servers, using the standard Simple Network
Management Protocol (SNMP) Trap to send event messages. This mode is configured
with the snmp-server enable traps syslog command, rather than directly with a
logging destination command.

■ Mail: Remote email systems, using the standard Simple Mail Transfer Protocol
(SMTP) to send event messages to a defined SMTP server, or set of SMTP servers.

■ Flow-export-syslogs: Remote NetFlow collectors, using the standard NetFlow v9
protocol to send event messages to the defined collector.

NetFlow Support

Cisco NetFlow efficiently provides a key set of services for IP applications, including net-
work traffic accounting, usage-based network billing, network planning, security, denial-
of-service monitoring capabilities, and network monitoring. NetFlow provides valuable
information about network users and applications, peak usage times, and traffic routing.

The basic output of NetFlow is known as a flow record. Several different formats for flow
records have existed as NetFlow has evolved and matured. The current version of NetFlow
formatting is known as NetFlow version 9. The Cisco ASA supports providing NetFlow
Secure Event Logging (NSEL), beginning with version 8.2(1). NSEL allows specific, high-
volume, traffic-related events to be exported from the security appliance in a more effi-
cient and scalable manner than that provided by standard syslog logging. You may use any
NetFlow v9–capable collector to receive ASA NetFlow data.

The ASA implementation of NSEL is a stateful, IP flow tracking method that exports only
those records that indicate significant events in a flow. In stateful flow tracking, tracked
flows go through a series of state changes. NSEL events are used to export data about
flow status, and are triggered by the events that cause state changes. Examples of events
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Table 6-2 Message Severity Levels

Numeric

Level

Equivalent

String

Definition

0 Emergencies Extremely critical “system unusable” messages

1 Alerts Messages that require immediate administrator action

2 Critical A critical condition

3 Errors An error message (also the level of many access list deny
messages)

that are tracked include flow-create, flow-teardown, and flow-denied (excluding flows that
are denied by EtherType ACLs, which are discussed in Chapter 12, “Using Transparent
Firewall Mode”). Each NSEL record has an event ID and an extended event ID field, which
describe the flow event.

The Cisco ASA supports multiple NetFlow export destinations and can therefore store its
NetFlow information on multiple NetFlow collectors.

For a detailed discussion on Cisco ASA NetFlow event generation, consult the “Cisco
ASA 5500 Series Implementation Note for NetFlow Collectors, 8.2,” at www.cisco.com/
en/US/docs/security/asa/asa82/netflow/netflow.html.

Logging Message Format

Most Cisco ASA messages generated by the logging subsystem are simple text messages
that conform to a particular message format, as demonstrated here:

Jan 5 2011 09:27:16 FIREWALL : %ASA-6-725002: Device completed SSL handshake with

client management:192.168.1.8/49287

This message consists of the following:

■ An optional timestamp (disabled by default)

■ An optional device-id (disabled by default), which can include the interface name, IP
address, hostname, context name, or a custom string up to 16 characters, if configured

■ A message identifier (%ASA-6-725002 in the example), which identifies the device
type (ASA), the message severity level (6, Informational), and the event message num-
ber (725002)

■ The message text (Device completed SSL handshake...)

Additional data may be added to the message, depending on its destination. For example,
a time stamp and hostname may be added for the syslog destination.

Message Severity

Each log message is assigned a severity level that indicates its relative importance. Lower
numbers are of higher severity than higher numbers. Possible number and string values for
message severity are shown in Table 6-2.
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Table 6-2 Message Severity Levels

Numeric

Level

Equivalent

String

Definition

4 Warnings A warning message (also the level of many other access list
deny messages)

5 Notifications A normal but significant condition (such as an interface com-
ing online)

6 Informational An informational message (such as a session being created or
torn down)

7 Debugging A debug message or very detailed accounting message

Note: Take care in setting the severity level of messages being sent to various destina-
tions, particularly the console. Too low a severity (a high number), when coupled with a lot
of traffic, can severely impact system performance, or potentially exhaust system resources,
and make it difficult or impossible to regain access to the device CLI. It is important to
remember that the security appliance will send all messages of the selected level and all
higher severity (lower number) messages, not just messages of the configured level.

Configuring Event and Session Logging

Configuring event and session logging consists of some or all of the following tasks:

■ Globally enabling system logging and configuring global logging properties

■ Optionally, disabling logging of specific messages

■ Optionally, changing the level of specific messages

■ Optionally, configuring message event filters that will govern which system messages
to send to particular destinations

■ Configuring event destinations and specifying message filters that apply to each of
those destinations

Configuring Global Logging Properties

To globally enable system logging and set general logging properties, navigate in ASDM
to Configuration > Device Management > Logging > Logging Setup. The Logging
Setup pane opens, as shown in Figure 6-5. In this pane, you can set several global logging
properties.

In Figure 6-5, the Enable Logging check box is selected. This is necessary because, by
default, all logging on the security appliance is disabled. Options within this same pane,
none of which are selected in the figure, are as follows:

■ Enable logging on the failover standby unit: Check this box to enable logging for
a standby security appliance, if one exists. By default, if this box is not checked, only
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Figure 6-5 Setting Global Logging Parameters

■ Send debug messages as syslogs: Check this box to redirect all debug output to
system logs. By default, debug output is not included in system log messages. Check-
ing this box redirects debug messages to logs as syslog message 711001, with sever-
ity level 7.

■ Send syslogs in EMBLEM format: Check this box to enable Cisco EMBLEM for-
mat for all log destinations other than syslog servers. EMBLEM format is designed to
be consistent with the Cisco IOS format. Many event management solutions will not
recognize EMBLEM format messages, however. It is used primarily for the
CiscoWorks Resource Manager Essentials (RME) Syslog Analyzer.

In Figure 6-5, the Buffer Size setting is left at the default of 4096 bytes (valid sizes are
from 4096 to 1048576 bytes). This pertains to the internal buffer, maintained in memory.
When this buffer gets full, it is overwritten in circular fashion, with each new message
overwriting the oldest message in the buffer. If you do not want to lose information to
these overwrites, there are two options for preserving buffered log messages: sending the
buffer contents to an FTP server or saving them to internal flash memory. In Figure 6-5,
the check box for FTP Server is checked, and the Configure FTP Settings button has been
clicked, opening the Configure FTP Settings dialog box on the right side of the figure.

To enable saving of buffer contents to an FTP server, in the Configure FTP Settings dialog
box, check the Enable FTP Client check box and configure information on the FTP server

severity level 1 messages are available on the standby unit (severity level 1 messages
on the standby unit are related to failover events). Failover configurations are dis-
cussed in a later chapter.
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address, directory path for storing buffer log contents, and a username and password used
to log in to the FTP server. In Figure 6-5, a server is defined in the out-of-band (OOB)
management network, at IP address 192.168.1.15; the /ASALogs directory of the FTP server
is used for storage; the username is set to CiscoASA; and a password of CCNPSecurity
is entered twice, the second time to verify it is entered correctly. Clicking OK would
complete the FTP server definition.

If you were saving buffered log contents to internal flash memory, you would need to
define two parameters: the maximum amount of flash memory to be used for storing log
information, and the minimum free space to be preserved in flash memory. Selecting this
option creates a directory named “syslog” on the device disk on which messages are stored.

Finally, Figure 6-5 leaves the default queue size of 100 for messages retained in the ASDM
log buffer. The ASDM log buffer is a different buffer than the internal log buffer.

Once the FTP server window is completed and saved, clicking Apply in the Logging Setup
pane will send the new settings to the security appliance.

The CLI commands generated by the changes made are as follows:

logging enable

logging ftp-bufferwrap

logging ftp-server 192.168.1.15 /ASALogs CiscoPress CCNPSecurity

If you are configuring the security appliance from the CLI, you can enter these commands
directly in global configuration mode.

Two other settings that are global for syslog messages are the syslog Facility Code and
whether messages carry a time stamp when sent by the security appliance. These settings
are not made in the same pane in which the other settings are made.

To modify these settings, navigate to Configuration > Device Management > Logging >
Syslog Setup. This pane is shown in Figure 6-6. In the Syslog Format area, at the top of
the pane, you can set the Facility Code and enable/disable time stamps.

In Figure 6-6, the default syslog Facility Code of LOCAL4(20) is left unchanged. Syslog
Facility Codes are included in messages sent to syslog servers. The codes are used by sys-
log servers to organize event messages as they arrive. Eight logging facilities are available,
LOCAL0 to LOCAL7 (if set in decimal only, 16–23). LOCAL4(20) is the default setting
for all Cisco ASA syslog events. In the figure, the check box to enable time stamps is
selected. Click Apply to send the change to the security appliance.

The CLI command generated by the change is as follows:

logging timestamp

If you are configuring the security appliance from the CLI, you can enter this command
directly in global configuration mode.

Altering Settings of Specific Messages

Sometimes a default system message does not contain any useful information, or the
default severity assigned to a message is not suitable to a particular environment. In such
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Figure 6-6 The Syslog Setup Pane

The Syslog ID Setup area comprises most of the Syslog Setup pane. The first option avail-
able is to change what message IDs are displayed in the main portion of this area. The
default option is the display of all syslog message IDs. Other options available in the Show
drop-down list are as follows:

■ Disabled syslog IDs: Display only message IDs that have been explicitly suppressed.

■ Syslog IDs with changed logging: Display only message IDs with severity levels
that have been changed from their default values.

■ Syslog IDs that are suppressed or with a changed logging level: Display all
message IDs that have been modified by being suppressed or having their default
level modified.

To modify a specific message ID, click the message to select it, and then click the Edit but-
ton to open the Edit Syslog ID Settings dialog box, shown in Figure 6-7. In this dialog box,
you can suppress (disable) a particular message or change its configured logging level.

In Figure 6-7, message ID 113007 has been selected for editing, and the Disable Messages
check box has been selected. Clicking OK will configure global suppression of this partic-
ular message. Message 113007 is generated when a locked user account is unlocked by an
administrator, and in this scenario, it has been decided that this information is unimpor-
tant—what is important is to log when an account is locked for excessive incorrect pass-
word attempts.

cases, you can tune individual system messages by globally suppressing them or by alter-
ing their default severity. You tune these aspects in the Syslog Setup pane, also.
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Figure 6-7 Disabling a Message ID

Note: There is a difference between suppressing a message ID and filtering it (covered
later). If a message ID is disabled, the security appliance will not generate that particular
message to any logging destination. Filtering a message is a means of not delivering a par-
ticular message to a particular logging destination, but the security appliance still gener-
ates the message, and can deliver it to other destinations.

There are also times when you may want to log a particular message ID, but alter the
severity level at which it is reported. You do so from the same Edit Syslog ID Settings dia-
log box. Click a message to select it, and then click the Edit button. Figure 6-8 shows an
example of modifying the severity level of a syslog message.

In Figure 6-8, message ID 106018 has been selected for modification. As you can see in
the background, the default setting for this message ID is Critical (2). This particular mes-
sage is generated if an ICMP packet is denied by an outgoing access list. Because outgoing
filters do not exist by default on the security appliance, this means an administrator
explicitly configured the security appliance to block such packets. However, given that an
internal user generating a ping that is dropped by the security appliance would generate
such a message, in this scenario it has been decided to alter the level from Critical to Noti-
fications (5). Click OK to complete the modification of this message, and then click Apply
to send these changes to the security appliance.
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Figure 6-8 Modifying a Syslog Message Severity Level

The CLI commands generated by the changes made are as follows:

logging message 106018 level Notifications

no logging message 113007

If you are configuring the security appliance from the CLI, you can enter these commands
directly in global configuration mode.

Configuring Event Filters

For each logging destination, you can configure filters (known as event lists) that deter-
mine which subset of all generated messages will be forwarded to that destination. You
can configure such filters based on the following:

■ Event (message) severity only: For example, by specifying a maximum severity
of 4 (Warnings), all messages with a severity of Warnings or higher (severity levels 0
to 4) would be forwarded to the logging destination. All messages with severities of 5
to 7 would be dropped.

■ Event classes: All system messages are grouped into event classes based on the sub-
system that created the messages. For example, there is an event class for the Authen-
tication subsystem.

■ A combination of event class and event severity: For example, all Authentica-
tion messages with a maximum severity of 4 (Warnings).

■ The message ID: Each message has a unique message ID. Therefore, you can select
individual messages for forwarding to particular logging destinations.
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Figure 6-9 Configuring an Event List

Event lists are reusable groups of messages, which can be selected by a combination of
event class and severity, or individually by message ID. When you create an event list, you
can apply that same event list to multiple logging destinations, thus simplifying the con-
figuration of message filters.

To create an event list, navigate to Configuration > Device Management > Logging >
Event Lists. Click Add to create a new event list. This opens the Add Event List dialog
box, which is shown in Figure 6-9. You assign a unique name to each event list, and then
configure the parameters that define your desired filter.

In Figure 6-9, a name of ALERT_ADMIN_BY_EMAIL has been defined. The Add button
in the Event Class/Severity Filters area was clicked to open the Add Class and Severity Fil-
ter dialog box, in which a specific class and severity can be defined. In this example, All
Event Classes has been selected, and a severity level of Alerts (1) has been selected. In this
scenario, it has been determined that any syslog message of severity 0 or 1 should gener-
ate an immediate email notification to an administrator (setup of the SMTP log destina-
tion is covered in the “Email” section of this chapter). This event list will accommodate
such a configuration. Click OK twice to complete the configuration of the event class fil-
ter and the creation of the event list. Finally, click Apply to send the configuration to the
security appliance.

The CLI command generated by the change is as follows:

logging list ALERT_ADMIN_BY_EMAIL level Alerts
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Figure 6-10 Configuring the Internal Buffer Logging Filter

If you are configuring the security appliance from the CLI, you can enter this command
directly in global configuration mode.

Configuring Individual Event Destinations

After you have enabled logging globally, optionally set up global logging properties, and
optionally configured event lists, you can configure the security appliance to send logging
messages to one or more logging destinations. For each destination, you specify a filter
that will select a subset of generated messages to be forwarded to that destination.

To configure logging destinations and filters, navigate to Configuration > Device Man-
agement > Logging > Logging Filters. In the Logging Filters pane that opens, you can
activate logging to any of the eight available destinations and configure filters that deter-
mine which generated messages are forwarded to each.

Internal Buffer

The first example will be to configure the internal buffer as a logging destination. In the
Logging Filters pane, select the Internal Buffer destination, and click Edit to open the
Edit Logging Filters dialog box, shown in Figure 6-10.

As you can see in Figure 6-10, you have several options for determining the logging filter
for a particular log destination. To create a filter that applies to all event classes, choose
one of the following radio buttons in the top, Syslogs from All Event Classes area:
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■ Filter on severity: Filters system log messages by their severity level, and allows you
to specify the level of messages that should be forwarded to the log destination. In
Figure 6-10, this choice is selected, and the filter level is set to Debugging, which
sends all system messages to the destination being configured (internal buffer). De-
pending on traffic, this particular choice can overwhelm the destination service (es-
pecially the console) or the user attempting to analyze events. You should carefully
consider the impact of your choice before applying the configuration to the security
appliance. If you wish to log all messages from all severity levels, it is strongly recom-
mended that you do so to the internal buffer, and never to the console. In fact, it is
generally recommended to leave console logging disabled.

■ Use event list: Filters system log messages based on a previously defined event list,
and allows you to specify which event list to use, or create a new event list.

■ Disable logging from all event classes: Disables all forwarding of system mes-
sages to the destination being configured.

You can also create specific logging filters in this dialog box by entering the filter criteria
in the Syslogs from Specific Event Classes area. This is equivalent to creating an event list
for just this specific logging destination.

Click OK to complete the configuration of a logging filter to the internal buffer logging
destination. Click Apply to send the modified settings to the security appliance.

The CLI command generated by the change made is as follows:

logging buffered Debugging

If you are configuring the security appliance from the CLI, you can enter this command
directly in global configuration mode.

Note: A full log buffer can be saved to flash memory or transmitted to an FTP server for
retention, as discussed in the earlier section “Configuring Global Logging Properties.”

ASDM

Cisco ASDM contains a powerful event viewer that you can use to display a real-time
message feed from the security appliance. This event viewer is particularly useful when
you are troubleshooting security appliance software and configuration issues, or when
you are monitoring real-time activity over the security appliance.

You enable logging to the internal ASDM event viewer by configuring the ASDM logging
destination and specifying a logging filter, in the same manner as for other logging desti-
nations. Messages are forwarded to ASDM over the HTTPS session and are displayed in a
log viewer window at the bottom of the ASDM Home page.

This example assumes that the ASDM logging destination has been configured to receive
messages from all event classes, containing a maximum severity level of Informational.
Click Apply to send the modified settings to the security appliance.
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Figure 6-11 Real-Time Log Viewer

The CLI command generated by the change made is as follows:

logging asdm Informational

If you are configuring the security appliance from the CLI, you can enter this command
directly in global configuration mode.

To use the full event viewer functionality, start the viewer by navigating in ASDM to
Monitoring > Logging > Real-Time Log Viewer, selecting a logging level, and clicking
the View button. The ASDM Real-Time Log Viewer opens in a dedicated window and
starts displaying log messages as selected by the configured message filter. Figure 6-11
shows an example of the Real-Time Log Viewer.

In the Real-Time Log Viewer, you can set additional keyword-based filtering by entering a
keyword in the Filter By field in the log viewer toolbar. Above this field are toolbar icons
that can be used to pause, resume, and clear the event display, copy individual messages
to the clipboard, and set message colors.

The log viewer interface also allows you to select a particular message, and invoke various
options by right-clicking it. You can, for example, show or even create specific access
rules based on log messages. For example, if a log message showed that a packet had been
denied by an access rule, you could immediately create a rule to allow such packets in the
future. Or, for all session-related messages, you could right-click the interface and select
Show Access Rule to jump immediately to the table of access rules and to the exact rule
permitting or denying this particular connection.
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At the bottom of the Real-Time Log Viewer, a context-sensitive help window shows mes-
sage descriptions, recommends actions to administrators, and offers full message details.
This is the only tool in ASDM that provides an administrator with such detailed explana-
tions of log messages. Additionally, the suggestion of remedies is an invaluable aid in
rapid troubleshooting and resolution of identified problems.

You can also use ASDM to view a snapshot of the current appliance internal log buffer, by
navigating to Monitor > Logging > Log Buffer, selecting a maximum severity level, and
clicking View.

Syslog Server(s)

Probably the most common destination to configure for log messages is one or more sys-
log servers in your network. Configuring the security appliance to send logs to syslog
servers enables you to easily archive logs, limited only by the available disk space on the
remote syslog server. You can specify up to 16 syslog servers as log destinations. Further,
the security appliance can deliver syslog messages to servers using either UDP (standard
syslog) or TCP (specialized for firewall syslog) as transport protocols.

Prior to ASA software version 8.0, all syslog messages were transferred in clear text.
Beginning with software version 8.0(2), support was introduced for secure logging, using
a SSL/TLS transport layer between the security appliance and syslog servers. Certificate-
based authentication and encrypted data transfer help mitigate security threats to the log-
ging service when messages are crossing an untrusted network. To use secure logging, you
must set up an SSL/TLS connection between the security appliance and a remote syslog
server supporting SSL/TLS. Also, the SSL syslog server must be added to the ASA as a
certificate trust point. Configuration of secure logging is not covered in this book, but
more information can be obtained from the Cisco ASDM User Guide available at
Cisco.com.

When a security appliance is configured to use TCP-based syslog to at least one syslog
server, by default, the security appliance will block all traffic attempting to go through the
appliance if the TCP-based syslog server is down or unable to record further messages in
its logs (that is, it is out of disk space). This feature is designed to prevent traffic from tra-
versing a security appliance that is unable to log events, a common requirement in high-
security networks. Use this feature if your local security policy requires this level of risk
control.

To configure (non-SSL/TLS) syslog servers as log destinations, navigate to Configuration
> Device Management > Logging > Syslog Servers. In the Syslog Servers pane, click
Add to define a new syslog server log destination. The Add Syslog Server dialog box
opens, as shown in Figure 6-12. Here, you define which interface the security appliance
uses to reach the server, the server’s IP address, whether to use TCP or UDP as the trans-
port protocol, the destination port on the server, and, optionally, the use of EMBLEM
format (only if using UDP) or SSL/TLS encryption (only if using TCP).

In Figure 6-12, a syslog server is defined, reachable through the management interface (in
the OOB management network), using IP address 192.168.1.7, and standard UDP-based
syslog transport to port 514 (the default UDP port; the default TCP port is 1470). Click
OK to complete the configuration of this server.
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Figure 6-12 Adding a Syslog Server Destination

If you are using TCP-based syslog, you have the option to allow user traffic to traverse the
ASA even when the TCP syslog server is down. To do so, in the main Syslog Servers pane,
check the Allow User Traffic to Pass when TCP Syslog Server Is Down check box and
then click Apply to send the new server definitions to the security appliance. Selecting
this option generates the logging permit-hostdown command in the security appliance
configuration.

After you have defined one or more syslog servers, you must configure a logging filter for
the destination syslog servers, before the security appliance actually sends event messages
to the configured servers. You do this the same way as covered previously. This example
assumes that you have configured a logging filter to send all event classes, with a maxi-
mum severity of Warnings (4) to the logging destination of syslog servers.

The CLI commands generated by the changes made are as follows:

logging trap Warnings

logging host management 192.168.1.7

If you are configuring the security appliance from the CLI, you can enter these commands
directly in global configuration mode.

In most cases, using remote syslog servers as the primary method of reporting events to a
central repository is recommended, as syslog is a widely supported and easily deployed
logging protocol. Because UDP transport does not guarantee delivery, and should be used
only over trusted or OOB networks, you should consider the use of TCP-based syslog
when operating over a congested network subject to frequent packet loss. Also, consider
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Figure 6-13 Adding an Email Recipient

the use of SSL/TLS if you are using untrusted (“sniffable”) transport networks between
the security appliance and the syslog server.

Email

Sending log messages to an email system is useful, as it provides a simple way to integrate
event notification with many messaging solutions, including simple email, mobile email,
and SMS or pager systems, using appropriate gateways.

Configuring the security appliance to send email notifications is similar to configuring
syslog servers, in that you must first define how the security appliance reaches intended
recipients (sender and receiver addresses, SMTP servers, and so on), and then create a log-
ging filter instructing the security appliance to use email as a logging destination and what
events to send.

To configure email sender and recipient addresses, navigate to Configuration > Device
Management > Logging > E-Mail Setup. Enter a source email address in the provided
field, and then click the Add button to add recipient information. Figure 6-13 shows an
example, where a source address of ASA@CiscoPress.CCNP has been entered in the
Source E-Mail Address field.

In the Add E-Mail Recipient dialog box, the Destination E-Mail Address field has been
completed with Admin@CiscoPress.CCNP as the recipient. Finally, the maximum severity
of event messages that should generate an email to this recipient is configured in the Sys-
log Severity field, as Alerts.
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Figure 6-14 Defining SMTP Servers

After you have configured recipients, you must configure the security appliance with
information about the SMTP server(s) through which the security appliance will send
notifications. To do this, navigate to Configuration > Device Management > Logging >
SMTP. The SMTP pane, as shown in Figure 6-14, is where you configure a primary and,
optionally, secondary SMTP server address for the security appliance to send email
through.

Figure 6-14 shows an example where two SMTP servers on the DMZ network—172.16.0.5
as primary and 172.16.0.6 as secondary—are configured.

After configuring sender and recipient addresses and SMTP servers, you configure email
notifications just like any other logging destination. In this example, however, rather than
simply set a maximum severity for all event classes, Figure 6-15 shows the configuration
of a logging filter for the E-Mail destination, using the previously created event list named
ALERT_ADMIN_BY_EMAIL.

It is important to limit the amount of notifications sent via email, so use this destination
only for exceptional events of critical importance. In this example, recall that event list
ALERT_ADMIN_BY_EMAIL was defined with a maximum severity level of Alerts (1).
This example might be overly restrictive, so use an appropriate level based on your local
security policy.

Click OK in the Edit Logging Filters dialog box, and then click Apply in the Logging Fil-
ters pane, to complete the configuration of email as a logging destination.
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Figure 6-15 Configuring Email Logging Filter

The CLI commands generated by the changes made are as follows:

logging mail ALERT_ADMIN_BY_EMAIL

smtp-server 172.16.0.5 172.16.0.6

logging from-address ASA@CiscoPress.CCNP

logging recipient-address Admin@CiscoPress.CCNP level Alerts

If you are configuring the security appliance from the CLI, you can enter these commands
directly in global configuration mode.

NetFlow

To configure NSEL in the security appliance, you must first configure NetFlow export
destinations by defining the location of NetFlow collectors. To do so, navigate to
Configuration > Device Management > Logging > NetFlow. In the NetFlow pane,
shown in Figure 6-16, you can configure NetFlow destinations, and also some options
that might impact performance with NetFlow export enabled.

In Figure 6-16, a NetFlow collector has been defined through the management interface,
with IP address 192.168.1.13, and the default NetFlow port of UDP 2055. Additionally, the
option Delay Transmission of Flow Creation Events for Short-Lived Flows has been
enabled, and the delay set to 10 seconds. Finally, because use of NetFlow makes some
syslog messages redundant, the option to Disable Redundant Syslog Messages has been
selected. (Neither of the preceding options is enabled by default.)

Defining flows to be exported to NetFlow collectors is unique among logging destina-
tions. With NSEL, you can granularly select which flows through the security appliance
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Figure 6-16 Configuring NetFlow Settings

The CLI commands generated by the changes made are as follows:

no logging message 106015

no logging message 106023

...output omitted...

flow-export delay flow-create 10

flow-export destination management 192.168.1.13 2055

If you are configuring the security appliance from the CLI, you can enter these commands
directly in global configuration mode.

Telnet or SSH Sessions

To enable the security appliance to display system event messages in Telnet or SSH ses-
sions, you can configure a logging filter for the Telnet and SSH Sessions destination, like
any other destination. This generates the logging monitor command in the security appli-
ance’s configuration file. Although these messages are sent to the Telnet or SSH session,
the user must also use the terminal monitor command to see the messages displayed in
their remote terminal session.

are exported using NetFlow, based on flow properties such as IP addresses, protocols, and
ports. You configure this selection using Cisco Modular Policy Framework (MPF) service
policies, which are covered in a later chapter.
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Verifying Event and Session Logging

Only a few commands are used to verify the configuration and functionality of logging.
Example 6-3 shows the use of the show logging command to see a summary of the log-
ging configuration, along with any internally buffered log messages.

Example 6-3 Verifying Logging

FIREWALL# show logging

Syslog logging: enabled

Facility: 20

Timestamp logging: enabled

Standby logging: disabled

Debug-trace logging: disabled

Console logging: disabled

Monitor logging: disabled

Buffer logging: level debugging, 5548 messages logged

Trap logging: level warnings, facility 20, 2145 messages logged

Logging to management 192.168.1.7

History logging: disabled

Device ID: hostname “FIREWALL”

Mail logging: list ALERT_ADMIN_BY_EMAIL, 0 messages logged

ASDM logging: level informational, 802 messages logged

Jan 03 2011 16:10:13 FIREWALL : %ASA-7-609001: Built local-host   
management:192.168.1.15

Jan 03 2011 16:10:19 FIREWALL : %ASA-4-418001: Through-the-device packet to/from
management-only network is denied: tcp src management:192.168.1.3/50388 dst out-

side:192.168.100.4/22

Jan 03 2011 16:10:23 FIREWALL : %ASA-7-609002: Teardown local-host manage-

ment:192.168.1.15 duration 0:00:10

...output omitted...

The output shows several important pieces of information, which are shaded for easy ref-
erence. Logging is globally enabled. Timestamps are enabled. Console logging is disabled,
as it should be on production devices, except in rare circumstances. For each configured
destination, you can see the number of logged messages. Additionally, if you are using a
TCP syslog server, the connection from the ASA to the syslog server will be shown.

At the end of the configuration summary, you will see the full contents of the internal log
buffer. This output is truncated here.

To verify NetFlow export operation, use the show flow-export counters command, as
shown in Example 6-4. A non-zero packet count will prove that the security appliance is
sending NetFlow v9 records to the configured NetFlow collector.



262 CCNP Security FIREWALL 642-617 Official Cert Guide

Example 6-4 Verifying NetFlow Export

FIREWALL# show flow-export counters

destination: management 192.168.1.13 2055

Statistics:

packets sent                                              14327

Errors:

block allocation failure                                    0

invalid interface                                           0

template send failure                                       0

no route to collector                                       0

Implementation Guidelines

When implementing event and session logging, consider the following implementation
guidelines:

■ Depending on the requirements of your local security policy, some events can be
deleted, archived, or partially archived. This depends on the amount of event history
available for online retrieval, the need for long-term reporting, and regulatory and le-
gal requirements, which might require a specific retention period or, conversely, not
allow certain types of personal information to be stored in an event database or event
archives. Therefore, you should create a log retention policy that will enable you to
store appropriate logs for an appropriate amount of time.

■ It is generally best to log too much information as opposed to too little. Gathering too
much information typically is harmless, unless it causes performance or capacity
issues, whereas gathering too little information might prevent you from having infor-
mation necessary to respond effectively to incidents or to meet regulatory require-
ments.

■ Tune logging to exclude duplicate information. Some events might be redundant or
not needed in your local environment. Make sure you analyze the event feed thor-
oughly to review and confirm these duplicates.

■ Use multiple destinations for logging, to increase reliability of the information
gathered.

■ Try to handle boundary conditions, such as excessive event rate and lack of storage
space, appropriately and without interruptions to service. Monitoring should be regu-
larly tested and validated for accuracy, to ensure that changes to the system have not
disabled desired functionality.

■ Synchronize the security appliance clock to a reliable time source, to ensure trust-
worthy logging of time stamps.

■ Transport events over the network using reliable and secure channels, if possible. Use
a trusted network, or at least authenticate and verify the integrity of messages. To



Chapter 6: Recording ASA Activity 263

ensure reliability and no packet loss, consider using TCP transport for log messages
to remote servers.

■ To provide the most scalable remote event export in high-connection-rate environ-
ments, consider using NetFlow instead of syslog to report on network events.

■ Limit access to the security appliance logging subsystem (so that logging cannot be
disabled without detection), the central event database, and long-term event archives.
Implement mechanisms to prevent or detect changes to stored event data.

■ Consider using an appliance-based logging server, especially when output from mul-
tiple sources will be collected, or where real-time event parsing along with event cor-
relation might be required.

Troubleshooting Event and Session Logging

The recommended troubleshooting task flow when troubleshooting remote logging is as
follows:

■ For remote logging, verify mutual connectivity between the security appliance and
the server using ping, traceroute, or similar tools.

■ If you are using a TCP syslog server with a fail-closed policy (the default), use the
show logging command (shown in Example 6-3) to determine if the host is reachable.

■ Use show logging on the security appliance to determine the configuration of the
event source. Verify logging filters to ensure that they are not filtering out desired
event messages. You can also use the capture command to verify that events are actu-
ally being sent through security appliance interfaces. On the remote log destination,
view stored logs and consider running a network analyzer to determine if events are
arriving properly at the destination.

■ Finally, there could be a performance problem at the security appliance that prevents
it from sending messages to a destination. Use show logging queue (detailed in the
next section) to examine the logging queue length and any drops, to determine if
such a problem exists.

Troubleshooting Commands

Oversubscription of the logging queue indicates local performance issues. If you
encounter oversubscription, consider logging less, rate-limiting a logging destination, tun-
ing the logging queue, or using alternative logging methods such as NetFlow.

Example 6-5 shows the use of the show logging queue command to look for performance
issues. A large number of discarded event messages is indicative of a logging subsystem
performance problem.
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The logging queue is where messages wait to be dispatched to their destinations. This
queue is 512 messages long by default, but can be made larger or smaller. Rare drops due
to queue overflow might not be indicative of a serious problem. Frequent drops due to
queue overflow is a sign that the security appliance is not able to keep up with the number
of messages being generated, and cannot dispatch them all to their intended destinations.
If this occurs, first consider extending the size of the logging queue, using rate-limiting or
more efficient logging methods (such as NetFlow), and reducing the amount of informa-
tion being logged.

You can use the logging queue command to extend the size of the queue. Valid values
range from 0 to 8192 messages. The following command doubles the size of the queue
from the default value of 512 to a new value of 1024:

FIREWALL (config)# logging queue 1024

If a TCP-based syslog server is being used as a destination, with a fail-closed policy, and
the server is not reachable, this will be indicated in the output of the show logging com-
mand, and will also appear as a recurring syslog message in an available destination (such
as Internal Buffer or ASDM):

Jan 03 2011 18:49:56 FIREWALL : %ASA-3-414003: TCP Syslog Server manage-

ment:192.168.1.7/1470 not responding, New connections are denied based on logging

permit-hostdown policy

FIREWALL# show logging queue

Logging Queue length limit : 512 msg(s)

412366 msg(s) discarded due to queue overflow

10 msg(s) discarded due to memory allocation failure

Current 216 msg on queue, 512 msgs most on queue

Example 6-5 Verifying Logging Queue Performance
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Table 6-3 Key Topics for Chapter 6

Key Topic Element Description Page Number

Paragraph Describes the NTP preference hierarchy 239

Paragraph Explains how to configure NTP authentication 241

Section Explains logging message format, including options 244

Table 6-2 Lists and defines message severity levels 244

Paragraph/Figure 6-6 Demonstrates how to enable logging time stamps 247–248

Paragraph Explains use of the ASDM Real-Time Log Viewer 254

Paragraph Explains use of TCP-based syslog servers 255

Exam Preparation Tasks

As mentioned in the section “How to Use This Book” in the Introduction, you have a cou-
ple of choices for exam preparation: the exercises here, Chapter 16, “Final Preparation,”
and the exam simulation questions on the CD-ROM.

Review All Key Topics

Review the most important topics in this chapter, noted with the Key Topics icon in the
outer margin of the page. Table 6-3 lists a reference of these key topics and the page num-
bers on which each is found.

Key 
Topic

Command Reference to Check Your Memory

This section includes the most important configuration and EXEC commands covered in
this chapter. It is not necessary to memorize the complete syntax of every command, but
you should be able to remember the basic keywords that are needed.

To test your memory of the commands, cover the right side of Tables 6-4 and 6-5 with a
piece of paper, read the description on the left side, and then see how much of the com-
mand you can remember.

The FIREWALL exam focuses on practical, hands-on skills that are used by a networking
professional. Therefore, you should be able to identify the commands needed to configure
and test an ASA feature.
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Table 6-5 ASA Logging Configuration Commands

Task Command Syntax

Globally enable logging ciscoasa(config)# logging enable

Configure save of buffered log to an FTP
server before wrapping, and define an FTP
server

ciscoasa(config)# logging ftp-bufferwrap

ciscoasa(config)# logging ftp-server
ftp_server path username [0 | 8] password

Include a time stamp on logged messages ciscoasa(config)# logging timestamp

Include a device identifier on logged 
messages

ciscoasa(config)# logging device-id {context-
name | hostname | ipaddress interface_name |
string text}

Disable a system message ciscoasa(config)# no logging message
syslog_id

Change the severity level of a system
message

ciscoasa(config)# logging message syslog_id

level level

Table 6-4 ASA Time-Related Commands

Task Command Syntax

Set system time ciscoasa# clock set hh:mm:ss {month day | day

month} year

Set system time zone ciscoasa(config)# clock timezone zone [-]hours

[minutes]

Set Daylight Saving Time parameters ciscoasa(config)# clock summer-time zone recurring
[week weekday month hh:mm week weekday month

hh:mm] [offset]

OR

ciscoasa(config)# clock summer-time zone date {day

month | month day} year hh:mm {day month |

month day} year hh:mm [offset]

Configure an NTP server ciscoasa(config)# ntp server ip_address [key key_id]
[source interface_name] [prefer]

Enable NTP authentication ciscoasa(config)# ntp authenticate

Set a key to authenticate with an
NTP server

ciscoasa(config)# ntp authentication-key key_id

md5 key

Specify that a key is trusted 
(required for NTP authentication)

ciscoasa(config)# ntp trusted-key key_id

Display system time ciscoasa# show clock [detail]

Display NTP associations ciscoasa# show ntp associations [detail]
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Table 6-5 ASA Logging Configuration Commands

Task Command Syntax

Create a logging list to be used with other
commands

ciscoasa(config)# logging list name {level
level [class event_class] | message start_id

[-end_id]}

Log event messages to a particular
destination

ciscoasa(config)# logging [asdm | buffered |
console | mail | monitor | trap] [logging_list |
level]

Define a syslog server ciscoasa(config)# logging host
interface_name syslog_ip [tcp/port |
udp/port] [format emblem] [secure] 
[permit-hostdown]

Define an SMTP server ciscoasa(config)# smtp-server
{primary_server} [backup_server]

Configure source and destination email
addresses

ciscoasa(config)# logging from-address from-

email-address

ciscoasa(config)# logging recipient-address
address [level level]

Delay export of NetFlow flow-create events ciscoasa(config)# flow-export delay 
flow-create seconds

Define a NetFlow collector ciscoasa(config)# flow-export destination
interface-name ipv4-address | hostname

udp-port

Display log settings and buffered messages ciscoasa# show logging

Display NetFlow counters ciscoasa# show flow-export counters

Display logging queue statistics ciscoasa# show logging queue

Adjust logging queue size ciscoasa(config)# logging queue [size]
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567-569

cut-through proxy, 522

DHCP relay, 107-108

DHCP servers, 108-111

downloadable ACLs, 531

dynamic protocol inspection

custom protocol inspection, 
450-451

global HTTP inspection, 446-447

EIGRP, 125-134

route filtering, 131

route redistribution, 128

stub routing, 128-129

events

destinations, 252-253

filters, 250-252

failover

active-active failover mode, 
621-629

active-standby failover mode, 
612-621

asymmetric routing, 632-634

health monitoring, 631-632

HTTP redirection, 527

interfaces

access rules, 350-366

MTU, 94-96

security, 88-94

VLAN interfaces, 83-88

Layer 3/4 traffic inspection, 420-435

local network integration (Cisco ASA)

basic authentication, 160-162

local name-to-address mappings,
162-164

local network integration, 
device identity, 159-160

logging, global logging properties, 
245-247

management access, 179-194

banners, 191-194

out-of-band management 
interface, 182

remote management access, 181

remote management access 
with HTTPS, 187

remote management access 
with SSH, 185-187

remote management access 
with Telnet, 182-185

MPF, 418-420
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NAT

dynamic identity NAT, 314-316

dynamic inside NAT, 287-292

dynamic inside PAT, 292-297

dynamic inside policy NAT, 
297-300

NAT bypass, 318-319

network static inside NAT, 
304-306

outside NAT, 320-322

static inside NAT, 301-304

static inside PAT, 307-310

static inside policy NAT, 310-312

NAT control, 285-286

NTP time source on Cisco ASA, 
237-241

OSPF, 134-144

authentication, 136

example configuration, 140-144

example scenario, 140-144

route filtering, 137

route redistribution, 138-140

physical interfaces, 77-83

default interface, 78-80

redundancy, 81-83

RIPv2, authentication, configuring, 
124-125

routing protocols, RIPv2, 122-125

SSMs, CSC-SSM, 655

static routing, 115-122

backup static routes, 119-120

conditional static routes, 117-119

threat detection, 503-510

traffic inspection

application layer inspection, 
451-452

DNS inspection, 479-485

dynamic protocol inspection, 
441-451

ESMTP inspection, 487-492

FTP inspection, 473-479

HTTP inspection, 452-472

ICMP inspection, 441

TCP normalizer, 435-439

traffic policing, 550-553

traffic shaping, 553-556

Virtual Firewalls, security contexts,
589-590

virtual HTTP, servers, 527-528

VLAN interfaces

on ASA 5505, 86-88

trunk links, 85-86

connection methods, CLI, 38

connection table, 339-344

contents of files, viewing, 59

context-based help (CLI), 41-42

contexts. See security contexts

controlling

management access with AAA, 194-216

local user authentication, 198-200

local users, creating in database,
196

remote AAA servers, 200-204

packet capture sessions, 688

traffic, transparent firewall mode, 
569-571

traffic bandwidth, 547-556

copy command, 168

copying

capture buffer contents, 688-689

files in file system (Cisco ASA), 58-60

creating

resource classes, 594-596

security contexts, 590

self-signed certificates, 187-188
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criteria for NAT deployments, 284

CSC-SSM (Content Security and Control
Security Services Module), 23, 649

configuring, 655

Ethernet connections, 654

feature management, 654

initializing, 654

installing, 653

custom protocol inspection, 
configuring, 450-451

cut-through proxy, 518-519

configuring, 522

deployment, 520-521

preconfiguration steps, 520

Cut-through Proxy, integrating with
NAT, 326

D

default factory configuration (Cisco
ASA), 50-52

default interface, configuring, 78-80

default routes, 115

defining, backup static routes, 119-120

delete command, 168

deleting files in file system, 61

deploying

SSMs, 649

Virtual Firewalls, 587-589

deployment options, NAT, 280-285

input parameters, 283

when not to use, 285

destinations (events)

ASDM, configuring, 253-255

configuring, 252-253

email, configuring, 257-259

internal buffer, configuring, 252-253

NetFlow, configuring, 259-260

syslog server, configuring, 255-257

detecting

ASA failures, 611-612

botnet traffic, 497

device identity, configuring, 159-160

dhcp enable interface command, 108

DHCP relay, configuring, 107-108

DHCP servers, configuring, 108-111

dhcprelay server ip-address interface
command, 107

dhcprelay setroute interface command,
108

dir command, 168

direct HTTP authentication, 521-522

direct Telnet authentication, 522

configuring, 528

direction, interface access rules, 
349-350

directly connected subnets, 111

disabling

automatic route summarization 
for RIPv2, 123

commands, 39

MAC address learning, 575-578

password recovery, 223-224

displaying

Cisco ASA platform version, 62

command history, 43

interfaces, MTU, 95

distribute lists, 123

DMZ (demilitarized zone), 9

DNS inspection, configuring, 479-485

DNS Rewrite, 323-325

DNS server groups, configuring local
network integration (Cisco ASA),
164-165

downloadable ACLs, configuring, 531
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downloading practice exam, 660

DPI (deep packet inspection), 13, 442

dropped packets, capturing, 689-697

DTP (Dynamic Trunking Protocol), 85

DUAL (Diffusing Update Algorithm), 127

dynamic identity NAT, configuring, 
314-316

dynamic inside NAT

configuring, 287-292

verifying, 300-301

dynamic inside PAT

configuring, 292-297

verifying, 300-301

dynamic inside policy NAT, 
configuring, 297-300

dynamic protocol inspection

configuring, 441-451

custom protocol inspection, 
configuring, 450-451

global HTTP inspection, 
configuring, 446-447

E

editing commands, 40

EIGRP

configuring, 125-134

DUAL, 127

neighbor authentication, 129

operation, verifying, 130

route filtering, configuring, 131

route redistribution, configuring, 128

stub routing, 128-129

VLSM, 127

election process, failover pairs, 611-612

email as event logging destination

configuring, 257-259

enabling password recovery, 224

enforcing NAT, 279

entering CLI commands, 39-41

ESMTP (Extended Simple Mail Transfer
Protocol) inspection, configuring,
487-492

Ethernet connections

AIP-SSM/AIP-SSC, 651

CSC-SSM, 654

EtherType values, 570

events

destinations

ASDM, 253-255

configuring, 252-253

email, 257-259

internal buffer, 252-253

NetFlow, 259-260

syslog server, 255-257

filters, configuring, 250-252

exam, preparing for, 661

example configuration, OSPF, 140-144

F

failover, 605-638

active-active failover mode

asymmetric routing, 632-634

configuring, 621-629

active-standby failover mode, 
configuring, 612-621

administering, 634

health monitoring, configuring, 631-632

tuning, 630-634

verifying, 635-637

zero downtime upgrades, performing,
637-638

failover clustering, 16
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failover pairs, election process, 611-612

failures (ASA), detecting, 611-612

feature licenses (Cisco ASA), 29

features

of AIP-SSM/AIP-SSC, 652

of Cisco ASA, 15-17

of Cisco ASA models, feature licenses, 29

file system (Cisco ASA), 56-61

file management, 58-61

files, copying, 58-60

files, deleting, 61

files, renaming, 60

managing

with ASDM, 166-167

with CLI, 167-171

files

contents, viewing, 59

upgrading, 173-175

filtering

Botnet Traffic Filtering, 497

command output, 43-45

events, 250-252

LSAs, 138

stateful filtering, 347-348

flash file system (Cisco ASA), 
navigating, 57-58

flash memory, moving image files to, 
56-57

flow records, 243

format command, 171

format of logging messages, 244

fragmented traffic

handling, 541-543

virtual packet reassembly, 541-543

frames, jumbo frames, 94

fsck command, 170

FTP inspection, configuring, 473-479

G

global configuration mode (CLI), 39

global DHCP server parameters, 
configuring, 111

global HTTP inspection

configuring, 446-447

global logging properties, 
configuring, 245-247

H

handling fragmented traffic, 541-543

health monitoring (failover), 
configuring, 631-632

help passwd command, 42

help system (CLI), 41-42

high availability

of Cisco ASA models, 27

failover

active-active failover mode, 
configuring, 621-629

active-standby failover mode, 
configuring, 612-621

administering, 634

verifying, 635-637

zero downtime upgrades, 
performing, 637-638

failover pairs

election process, 611-612

roles, 605-611

Home view (ASDM), 48

HTTP inspection, configuring, 452-472

HTTP redirection, 521

configuring, 527

HTTPS, remote management access, 187
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I

ICMP inspection, configuring, 441

identity certificates

deploying, 190-191

obtaining, 189-190

IEEE 802.1Q trunk links, 84

images

bootable image for Cisco ASA, 
selecting, 61-62

managing, 171-173

transferring to flash memory, 56-57

implementing

event/session logging, 262-263

security domains, 7-11

implicit deny statements, 683

improper NAT translation, 
troubleshooting, 327

incompatible protocols, troubleshooting
NAT, 327-328

initializing

AIP-SSM/AIP-SSC, 653

CSC-SSM, 654

inline operation, AIP-SSM/AIP-SSC, 650

input parameters, NAT/PAT 
deployment, 283

installing

CSC-SSM, 653

enclosed CD, 659-660

SSMs, AIP-SSM, 651

integrating

ASA access control with NAT, 325-326

Cut-through Proxy with NAT, 326

MPF with NAT, 326

interface redundant number 
command, 82

interfaces

access control, time-based, 366-370

access rules, 346-366

configuring, 350-366

direction, 349-350

organizing with object groups,
376-387

stateful filtering, 347-348

verifying, 371-376

Cisco ASA support, 26

MTU, configuring, 94-96

operation, verifying, 96-98

physical interfaces

configuring, 77-83

listing, 78

redundancy, configuring, 81-83

security levels, 349

security parameters

configuring, 88-94

security level, setting, 90-94

VLAN interfaces

configuring, 83-88

trunk links, configuring, 85-86

internal buffer, configuring as event 
logging destination, 252-253

ip address dhcp command, 89

IP addressing

ARP inspection, configuring, 571-575

DHCP relay, configuring, 107-108

DHCP servers, configuring, 108-111

directly connected subnets, 111

DNS server groups, local network 
integration, configuring on Cisco
ASA, 164-165

IP address, assigning to interface, 89-90

local name-to-address mappings, 
configuring on Cisco ASA, 162-164
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name-to-address mappings, verifying,
166

NAT, 277-279

deployment options, 280-285

DNS Rewrite, 323-325

dynamic inside NAT, configuring,
287-292

dynamic inside PAT, configuring,
292-297

dynamic inside policy NAT, 
configuring, 297-300

enforcing, 279

improper translation, 
troubleshooting, 327

incompatible protocols, 
troubleshooting, 327-328

integrating with ASA access 
control, 325-326

integrating with Cut-through
Proxy, 326

network static inside NAT, 
configuring, 304-306

outside NAT, configuring, 320-322

proxy ARP, troubleshooting, 
327-328

static inside NAT, configuring,
301-304

static inside PAT, configuring, 
307-310

static inside policy NAT, 
configuring, 310-312

syslog messages, 
troubleshooting, 328

when not to use, 285

NAT control, configuring, 285-286

static routing

backup static routes, 
defining, 119-120

configuring, 115-122

IP telephony, proxy services, 532-533

IPv6, Cisco ASA support for, 17

ISAKMP (Internet Security Association
and Key Management Protocol), 347

J-K-L

jumbo frame reservation command, 95

jumbo frames, 94

keyword-completion function (CLI), 40

Launcher application (ASDM), 47

Layer 3/4 traffic inspection, 
configuring, 420-435

licenses

CSC-SSM, 649

managing, 175-179

selecting, 28-30

limitations of Virtual Firewall 
deployment, 588-589

listing physical interfaces, 78

LLQ (low-latency queueing), 544-546

local command authorization, 
configuring, 208-211

local host table, 344-346

local network integration (Cisco ASA)

basic authentication, configuring, 
160-162

device identity, configuring, 159-160

DNS server groups, configuring, 
164-165

local name-to-address mappings, 
configuring, 162-164

logging, 242-243

event filters, configuring, 250-252

event logs

ASDM as destination, 
configuring, 253-255
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email as destination, 
configuring, 257-259

internal buffer as destination, 
configuring, 252-253

NetFlow as destination, 
configuring, 259-260

syslog server as destination, 
configuring, 255-257

global logging properties, configuring,
245-247

messages

format, 244

settings, modifying, 247-250

severity levels, 244-245

NetFlow, 243-244

NSEL, 243

oversubscription, 263

troubleshooting, 263-264

verifying, 261-262

logical network separation, 10

LSAs (link-state advertisements), 
filtering, 138

M

MAC address spoofing, mitigating, 
575-578

management access

banners, configuring, 191-194

configuring, 179-194

controlling with AAA, 194-216

local user authentication, 198-200

local users, creating in database,
196

remote AAA servers, 200-204

remote authentication, 
configuring on Cisco ACS, 
204-207

identity certificates

deploying, 190-191

obtaining, 189-190

out-of-band management interface, 
configuring, 182

remote management access

configuring, 181

with HTTPS, configuring, 187

with SSH, configuring, 185-187

with Telnet, configuring, 182-185

troubleshooting, 221-223

self-signed certificates, creating, 
187-188

verifying, 215-216

management control, 17

managing

AIP-SSM/AIP-SSC features, 652

file system (Cisco ASA)

with ASDM, 166-167

with CLI, 167-171

files in file system (Cisco ASA), 58-61

images, 171-173

interface access rules

in ASDM, 372-373

in CLI, 375-376

licenses, 175-179

security contexts, 592-593

man-in-the-middle attacks, mitigating
with ARP inspection, 571-575

manual upgrade, performing on Cisco
ASA, 65-68

mapping Cisco ASA 5505 interfaces 
to VLANs, 80-81

messages (logging)

format, 244

settings, modifying, 247-250

severity levels, 244-245
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mitigating attack with ARP inspection,
571-575

mkdir command, 169

Mobility Proxy, 533

mode multiple noconfirm command, 590

modes (Cisco ASA)

comparing, 565-566

routed firewall mode, 564-565

transparent firewall mode, configuring,
567-569

modifying logging message settings,
247-250

Monitoring view (ASDM), 50

monitoring with SNMP, 216-221

more command, 58, 168

moving image files to flash memory, 
56-57

MPF (Modular Policy Framework), 
17, 415-435

ASA management traffic policy, 
configuring, 492-494

configuring, 418-420

dynamic protocol inspection, 
configuring, 442

integrating with NAT, 326

Layer 3/4 inspection, configuring, 
420-435

viewing in ASDM, 417

MPLS VPN (Multiprotocol Label
Switching Virtual Private Networks),
10

MTU (maximum transmission unit)

interfaces, configuring, 94-96

verifying, 541

mtu if_name bytes command, 94

multiple mode Cisco ASA

resource classes, creating, 594-596

resource management, 594-596

verifying, 596

N

name-to-address mappings, verifying,
166

naming interfaces, 88-89

NAT (Network Address Translation), 
17, 277-279

deployment options

comparing with PAT, 281-282

criteria, 284

input parameters, 283

when not to use, 285

DNS Rewrite, 323-325

dynamic identity NAT, configuring,
314-316

dynamic inside NAT, configuring, 
287-292

dynamic inside NAT, verifying, 300-301

dynamic inside PAT, configuring, 
292-297

dynamic inside PAT, verifying, 300-301

dynamic inside policy NAT, 
configuring, 297-300

enforcing, 279

improper translation, troubleshooting,
327

incompatible protocols, 
troubleshooting, 327-328

integrating

with ASA access control, 325-326

with Cut-through Proxy, 326

with MPF, 326

network static inside NAT, configuring,
304-306

outside NAT, configuring, 320-322

proxy ARP, troubleshooting, 327-328

static identity NAT, configuring, 
316-317
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static inside NAT

configuring, 301-304

verifying, 313

static inside PAT

configuring, 307-310

verifying, 313

static inside policy NAT, configuring,
310-312

syslog messages, troubleshooting, 328

NAT bypass, configuring, 318-319

NAT control

configuring, 285-286

no-translation rules

configuring, 313-319

dynamic identity NAT, 
configuring, 314-316

NAT bypass, configuring, 318-319

static identity NAT, configuring,
316-317

rules, precedence of, 319-320

navigating flash file system (Cisco ASA),
57-58

NBA (network behavior analysis), 13

attributes, 14

neighbor authentication, EIGRP, 129

NetFlow, 243-244

as event logging destination, 
configuring, 259-260

network layer (OSI model), access 
control, 11

network static inside NAT, 
configuring, 304-306

networks

DMZ, 9

logical separation, 10

NBA, 13

physical separation, 10

security domains, 7-11

trust boundaries, 8

NIPS (network intrusion prevention 
system), 13

no-translation rules

dynamic identity NAT, configuring,
314-316

NAT bypass, configuring, 318-319

static identity NAT, configuring, 
316-317

NSEL (NetFlow Secure Event Logging),
243

NSSAs (not-so-stubby areas), 137

NTP (Network Time Protocol)

server authentication, configuring, 241

stratum number, 239

time source, configuring on Cisco 
ASA, 237-241

O

object groups

access rules, organizing, 376-387

verifying, 387-390

obtaining identity certificates, 189-190

organizing access rules with object
groups, 376-387

OSI (Open Systems Interconnection)
model, 11

application layer

ALG, 14-15

traffic inspection, configuring,
451-452

Layer 3/4 traffic inspection, 
configuring, 420-435

OSPF (Open Shortest Path First)

Area 0, 134

configuring, 134-144

LSAs, filtering, 138

NSSAs, 137

route filtering, configuring, 137

route redistribution, configuring, 
138-140



732 out-of-band management interface, configuring

out-of-band management interface, 
configuring, 182

outside NAT, configuring, 320-322

oversubscription, 263

P

packet capture feature (Cisco ASA), 
682-702

capture buffer contents, copying, 
688-689

combining with Packet Tracer, 697-698

dropped packets, capturing, 689-697

sessions, controlling, 688

packet capture utility, troubleshooting
access control, 395-398

Packet Capture Wizard (ASDM), 
98-702

packet filtering

SPF, 12-13

AIC, 13

stateless, 11-12

Packet Tracer, 678-682

combining with packet capture feature,
697-698

packets, capturing from CLI, 683-687

password-only authentication, 
configuring, 197-198

passwords, recovering on Cisco ASA,
223-224

PAT (Port Address Translation)

deployment options, comparing with
NAT, 281-282

deployment options, criteria, 284

dynamic inside PAT, configuring, 
292-297

Pearson Cert Practice Test engine, 
659, 662

performance

of Cisco ASA models, 25-28

high availability, 27

supported interfaces, 26

traffic performance, 25

VPN performance, 27-28

failover, tuning, 630-634

permissive access control, 11

per-user cryptographic UC proxy 
licenses (Cisco ASA), 29

per-user Premium SSL VPN licenses
(Cisco ASA), 30

Phone Proxy, 532

physical interfaces

configuring, 77-83

default interface, configuring, 78-80

listing, 78

physical network separation, 10

PKI (Public Key Infrastructure), 
obtaining identity certificates, 
189-190

platform-specific licenses (Cisco ASA),
28

practice exam, activating, 660

preconfiguration steps, cut-through
proxy, 520

Premium Edition product page, 661

preparing for exam, 661

Presence Federation Proxy, 533

prioritizing traffic, 543-547

BEQ, 543-544

LLQ, 544-546

priority queueing, 547

priority queueing, 547

privileged-EXEC mode (CLI), 38

proactive access control, 11

promiscuous operation 
(AIP-SSM/AIP-SSC), 650
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prompts (authentication), 
configuring, 529

proxies, 14-15

cut-through proxy, 518-519

configuring, 522

deploying, 520-521

preconfiguration steps, 520

IP telephony proxy services, 532-533

UC proxy, 16

proxy ARP, troubleshooting NAT, 
327-328

pwd command, 170

Q-R

queueing

BEQ, 543-544

LLQ, 544-546

priority queueing, 547

reactive access control, 11

recovering passwords on Cisco ASA,
223-224

redundancy

interface redundancy, 16

interfaces, configuring, 81-83

regular expressions, filtering command
output, 43

reloading Cisco ASA, 64-65

remote AAA servers, configuring, 
200-204

remote access VPNs, 16

remote command authorization, 
configuring, 211-214

remote management access

configuring, 181

with HTTPS, configuring, 187

with SSH, configuring, 185-187

with Telnet, configuring, 182-185

troubleshooting, 221-223

rename command, 168

renaming files in file system 
(Cisco ASA), 60

resource classes, creating, 594-596

resource management

on multiple mode Cisco ASA, 594-596

verifying, 596

restrictive access control, 11

RIPv2

authentication, 124-125

automatic route summarization, 
disabling, 123

configuring, 122-125

distribute lists, 123

rmdir command, 169

roles, failover pairs, 605-611

ROMMON mode (CLI), 39

route filtering

EIGRP, configuring, 131

OSPF, configuring, 137

route redistribution

EIGRP, configuring, 128

OSPF, configuring, 138-140

routed firewall mode (Cisco ASA), 
564-565

router eigrp as-num command, 127

routing. See also routing protocols

default interface, 115

static routing

configuring, 115-122

tracking, 117-122

routing protocols

EIGRP

configuring, 125-134

DUAL, 127

neighbor authentication, 129
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operation, verifying, 130

route filtering, 131

stub routing, 128-129

VLSM, 127

OSPF

Area 0, 134

authentication, configuring, 136

configuring, 134-144

LSA, filtering, 138

NSSAs, 137

route redistribution, configuring,
138-140

RIPv2

authentication, configuring, 
124-125

configuring, 122-125

distribute lists, 123

routing table, verifying in Cisco ASA,
144-146

rules (NAT), precedence of with NAT
control enabled, 319-320

running configuration (Cisco ASA), 53

S

scheduling

reloads, 65

SLA monitor tests, 118

searching for specific commands, 43

security

authentication

AAA, 519-520

direct HTTP authentication, 
521-522

direct Telnet authentication, 522

direct Telnet authentication, 
configuring, 528

neighbor authentication, 129

on NTP servers, configuring, 241

OSPF, configuring, 136

password-only authentication,
197-198

prompts, configuring, 529

remote authentication, 
configuring on Cisco ACS, 
204-207

timeouts, configuring, 529-530

interfaces, configuring, 88-94

IP address, assigning, 89-90

naming the interface, 88-89

passwords, recovering passwords on
Cisco ASA, 223-224

RIPv2, authentication, configuring, 
124-125

security contexts, 587

admin context, 590

configuring, 589-590

managing, 592-593

troubleshooting, 596-597

verifying, 592

security domains, 7-11

logical separation, 10

physical separation, 10

selecting

authentication, cut-through proxy, 
518-519

bootable image for Cisco ASA, 61-62

Cisco ASA licenses, 28-30

Cisco ASA model, 18-22

ASA 5505, 18-19

ASA 5510, 19-20

ASA 5520, 19-20

ASA 5540, 19-20

ASA 5550, 20-21

ASA 5580, 21-22

ASA 5585-X, 24

self-signed certificates, creating, 187-188
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servers

AAA, configuring, 524

virtual HTTP, configuring, 527-528

session auditing, 15

session logging

implementing, 262-263

oversubscription, 263

troubleshooting, 263-264

verifying, 261-262

severity levels of logging messages, 
244-245

show bootvar command, 63

show command, 43

show running-config command, 39

show startup-configuration command, 53

show version command, 62

shunning, 392-393

site-to-site VPNs, 16

sla monitor command, 118

SLAs (service-level agreements), config-
uring conditional static routes, 
117-119

SNMP (Simple Network Management
Protocol), monitoring, 216-221

SOHO (small office/home office), Cisco
ASA 5505, 18-19

SPF (stateful packet filtering), 12-13

AIC, 13

SSH (Secure Shell), configuring remote
management access, 185-187

SSMs (Security Service Modules), 15,
648-655

4GE-SSM, 24

AIP-SSM, 22-23, 649-653

configuring, 653

Ethernet connections, 651

feature management, 652

initializing, 653

inline operation, 650

installing, 651

promiscuous operation, 650

components, 648

CSC-SSM, 23, 649

configuring, 655

Ethernet connections, 654

feature management, 654

initializing, 654

installing, 653

deploying, 649

startup configuration (Cisco ASA), 52

state tables

connection table, 339-344

local host table, 344-346

stateless packet filtering, 11-12

static identity NAT, configuring, 
316-317

static inside NAT

configuring, 301-304

verifying, 313

static inside PAT

configuring, 307-310

verifying, 313

static inside policy NAT, configuring,
310-312

static routing

backup static routes, configuring, 
119-120

conditional static routes, configuring,
117-119

configuring, 115-122

tracking, 117-122

stratum number, 239

stub routing, EIGRP, 128-129

subnets

directly connected subnets, 111

static routing, configuring, 115-122

VLSM, 127
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syslog messages, troubleshooting NAT,
328

system time

NTP

stratum number, 239

time source, configuring on Cisco
ASA, 237-241

verifying, 241-242

T

TCP connection flags, 342-343

TCP normalizer, configuring, 435-439

Telnet

direct Telnet authentication, 522

remote management access, 
configuring, 182-185

terminal screen format, 45

threat detection, configuring, 503-510

time-based access rules, 366-370

timeouts (authentication), configuring,
529-530

TLS Proxy, 532

tracking static routing, 117-122

traffic

bandwidth, controlling, 547-556

controlling, transparent firewall mode,
569-571

fragmented traffic, handling, 541-543

prioritizing, 543-547

BEQ, 543-544

LLQ, 544-546

priority queueing, 547

traffic analysis tools, 678-682

traffic correlation, 16

traffic inspection

DNS inspection, configuring, 479-485

dynamic protocol inspection

configuring, 441-451

global HTTP inspection, 
configuring, 450-451

ESMTP inspection, configuring, 
487-492

FTP inspection, configuring, 473-479

HTTP inspection, configuring, 452-472

ICMP inspection, configuring, 441

Layer 3/4, configuring, 420-435

TCP normalizer, configuring, 435-439

traffic performance

of Cisco ASA models, 25

fragmented traffic, virtual packet
reassembly, 541-543

traffic policing, configuring, 550-553

traffic shaping, configuring, 553-556

transferring  image files to flash 
memory, 56-57

transparent firewall mode, 17

configuring, 567-569

traffic, controlling, 569-571

troubleshooting

access control, 393-399

best practices, 399

with packet capture utility, 
395-398

event/session logging, 263-264

NAT

improper translation, 327

incompatible protocols, 327-328

proxy ARP, 327-328

syslog messages, 328

remote management access, 221-223

security contexts, 596-597

trunking

802.1Q trunk links, 84

DTP, 85

trunk links, configuring, 85-86



virtualization licenses (Cisco ASA) 737

trust boundaries, 8

tuning failover operation, 630-634

health monitoring, configuring, 631-632

U

UC (Unified Communications) proxy, 16

Unified TelePresence, proxy services,
532-533

upgrading

Cisco ASA, 63-64

manual upgrade, performing, 
65-68

files, 173-175

zero downtime upgrades, performing,
637-638

uRPF (Unicast Reverse Path
Forwarding), configuring, 390-392

user authentication, verifying, 526-527

user authorization, configuring, 530-531

user session accounting, configuring,
531-532

user-based access control, 15

user-based proxy, 518-519

configuring, 522

deployment, 520-521

preconfiguration steps, 520

user-exec mode (CLI), 38

V

verifying

dynamic inside NAT, 300-301

dynamic inside PAT, 300-301

EIGRP operation, 130

event logging, 261-262

failover operation, 635-637

interface access rules, 371-376

interface operation, 96-98

management access with AAA, 215-216

MTU settings, 541

name-to-address mappings, 166

object groups, 387-390

resource management, 596

routing table in ASA, 144-146

security contexts, 592

static inside NAT, 313

static inside PAT, 313

system time, 241-242

user authentication, 526-527

version of ASA platform, displaying, 62

viewing

command history, 43

event logs in ASDM, 253-255

file contents, 59

MPF in ASDM, 417

Virtual Firewalls

deploying, 587-589

security, creating, 590

security contexts

admin context, 590

configuring, 589-590

managing, 592-593

troubleshooting, 596-597

verifying, 592

virtual HTTP, 522

servers, configuring, 527-528

virtual packet reassembly, 541-543

virtualization, 586-587

security contexts, 587

virtualization licenses (Cisco ASA), 29
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VLANs

interfaces

Cisco ASA 5505, configuring, 
86-88

configuring, 83-88

trunk links, configuring, 85-86

mapping to Cisco ASA 5505 interfaces,
80-81

VLSM (variable-length subnet masks), 127

VPNs (virtual private networks)

performance on Cisco ASA models, 
27-28

remote access VPNs, 16

site-to-site VPNs, 16

W-X-Y-Z

web browsers, accessing ASA interface,
46

websites, Premium Edition product
page, 661

well-known EtherType values, 570

when not to use NAT, 285

write terminal command, 39

zero downtime upgrades, performing,
637-638
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