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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conventions
as follows:

m  Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

m  [ralic indicates arguments for which you supply actual values.

m  Vertical bars (|) separate alternative, mutually exclusive elements.
m  Square brackets ([ ]) indicate an optional element.

m  Braces ({ }) indicate a required choice.

m  Braces within brackets () indicate a required choice within an optional element.



Introduction

There are many sources of information and documentation for configuring Cisco networking
devices, but few provide a quick and portable solution for networking professionals. This
book is designed to provide a quick-and-easy reference guide for a wide range of commonly
used features that can be configured on Cisco routers. In essence, the subject matter from an
entire bookshelf of Cisco IOS Software documentation, along with other networking refer-
ence material, has been “squashed” into one handy volume that you can take with you.

This idea for this book began with my study habits for the CCIE written and lab exam. Over
time, I found that I had put together a whole notebook of handwritten notes about how to
configure a variety of Cisco router features. I also found that I began carrying this notebook
with me into the field as a network consultant. When you’re on the job and someone requires
you to configure a feature you're not too familiar with, it’s nice to have your handy reference
notebook in your bag! Hopefully, this book will be that handy reference for you.

Features and Organization

This book is meant to be used as a tool in your day-to-day tasks as a network administrator or
engineer. As such, we have avoided presenting a large amount of instructional informa-tion or
theory on the operation of protocols or commands. That is better handled in other textbooks
dedicated to a more limited subject matter.

Instead, this book is divided into parts that present quick facts, configuration steps, and
explanations of configuration options for each feature in the Cisco IOS Software.

How to Use This Book

All the information in this book has been designed to follow a quick-reference format. If you
know what feature or technology you want to use, you can turn right to the section that deals
with it. Sections are numbered with a quick-reference index, showing both chapter and section
number. For example, 13-3 is Chapter 13, Section 3. You'll also find shaded index tabs on each
page, listing the section number, the chapter subject, and the topic dealt with in that section.

Facts About a Feature

Each section in a chapter includes a bulleted list of quick facts about the feature, technol-ogy,
or protocol. Refer to these lists to quickly learn or review how the feature works. Immediately
following, we have placed a note that details what protocol or port number the feature uses. If
you are configuring filters or firewalls and you need to know how to al-low or block traffic
from the feature, look for these notes.

XXI
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Configuration Steps

Each feature covered in a section includes the required and optional commands used for com-
mon configuration. The difference is that the configuration steps are presented in an outline
format. If you follow the outline, you can configure a complex feature or technol-ogy. If you
find that you don't need a certain feature option, skip over that level in the out-line.

Sample Configurations

Each section includes an example of how to implement the commands and their options. We
have tried to present the examples with the commands listed in the order you would actually
enter them to follow the outline. Many times, it is more difficult to study and un-derstand a
configuration example from an actual router, because the commands are dis-played in a prede-
fined order, not in the order you entered them. Where possible, the ex-amples have also been
trimmed to show only the commands presented in the section.

Further Reading

Each chapter ends with a recommended reading list to help you find more in-depth sources of
information for the topics discussed.



Chapter 10

Multiprotocol Label Switching

This chapter covers the background and configuration of frame mode Multiprotocol Label
Switching (MPLS). The following common configurations and features are discussed:

m  10-1: Configuring Basic MPLS—MPLS is a high-performance packet forwarding
technology that is based on Layer 2 switching instead of relying only on Layer 3 rout-
ing. Routers use labels added between the Layer 2 and Layer 3 headers for forwarding
decisions.

m  10-2: MPLS Traffic Engineering—Service providers can use traffic engineering on
MPLS-enabled routers to route a customer’s network traffic based on throughput
and delay. Tunnels are created for label switch paths (LSP) using the Resource
Reservation Protocol (RSVP).

m  10-3: MPLS Virtual Private Networks (VPN)—MPLS VPNs have separate virtual
routing and forwarding (VRF) instances for each customer in addition to a global
routing table that is used to reach other routers in the provider network. Each VRF
has a 64-bit route distinguisher (RD) to keep each customer’s IP subnet separate from
other routing and forwarding tables. BGP route target communities are used in ex-
changing route information between routers.

10-1: Configuring Basic MPLS

Multiprotocol Label Switching (MPLS) is a high-performance packet forwarding tech-
nology based on Layer 2 switching instead of Layer 3 routing. Routers are configured
for MPLS forward frames based on labels instead of traditional Layer 3 IP unicast rout-
ing that performs Layer 3 lookups on the destination address at each hop. MPLS labels
are inserted between the Layer 2 and Layer 3 headers and can be pushed (added),
popped (removed), swapped, or aggregated (removing the top label and performing a
Layer 3 lookup).
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MPLS is attractive to service providers because of its scalability and features.
Providers can scale easier with MPLS than using Asynchronous Transfer Mode
(ATM) or Frame Relay permanent virtual circuits (PVC). The traffic engineering fea-
tures of MPLS enable providers to route traffic not just on a destination address but
also on other factors such as bandwidth requirements and quality of service (QoS).

A label switch router (LSR) is any router or switch that implements label distribution
and can forward packets based on labels. An edge-LSR is any router that performs
label imposition (push) or label disposition (pop). An ATM LSR is an ATM switch
that can act as an LSR. With ATM LSRs, cell switching is used for the label forward-
ing table.

MPLS-enabled routers communicate with each other using the Label Distribution
Protocol (LDP). LSRs discover each other using hello packets, and peer relationships
are maintained using keepalives. LSRs share label binding information with other
LSRs. The label bindings build a forwarding equivalence class (FEC). A forwarding
equivalence class is a group of IP packets forwarded in the same manner, over the
same path, with the same forwarding treatment.

Routers still rely on Layer 3 routing protocols for determining the path a packet
should take. However, routing information, along with VPN, traffic engineering, and
QoS information, is sent to the data plane to build a label forwarding information
base (LFIB) for optimal forwarding performance.

Note The commands that follow are based on the IETF Label Distribution Protocol
(LDP) that uses a different syntax for commands than the older proprietary Tag
Distribution Protocol (TDP). Prior to Cisco IOS Software Release 12.4(2)T, LDP-related
commands were saved in the configuration in the older syntax. Starting with Cisco IOS
Software Release 12.4(2)T, commands are saved in the configuration as they are entered.

Configuration

1.

(Required) Enable Cisco Express Forwarding (CEF):
(global) ip cef [distributed]

CEF must be enabled on all routers running MPLS and on interfaces receiving unla-
beled IP packets. Core routers do not perform CEF switching but must have CEF
enabled globally to exchange labels. Enter the distributed keyword if your router
supports distributed CEF (dCEF). Use dCEF when you want your line cards (for
example, VIP cards) to perform the express forwarding so that the route processor
(RP) can handle routing protocols.

Note dCEF is not compatible with the RSVP. If you plan on configuring MPLS traffic
engineering with RSVP, you must use CEF and not dCEFE.
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(Required) Start MPLS packet switching:

(global and interface) mpls ip

You must enable MPLS forwarding both globally and on the router interfaces for
which you want to participate in MPLS forwarding. This command enables label
switching of IPv4 packets according to normally routed paths. (Additional configura-
tion is needed to support traffic engineering, QoS, and VPNs.) When this command
is entered, Label Distribution Protocol (LDP) hello and keepalives are sent and
received on the interfaces enabled for MPLS.

(Optional) Select the distribution protocol either globally or on a particular interface:

(global) mpls label protcol {1ldp | tdp}

-0r-

(interface) mpls label protocol {1ldp | tdp | both}

Starting with Cisco IOS Software Release 12.4(3), the default protocol changed from
Cisco Tag Distribution Protocol (TDP) to the IETF LDP. When changing the proto-
col on an interface, you have the option of enabling both TDP and LDP. LSRs must
run the same distribution protocol to establish a peer session and exchange label
information.

(Optional) Manually configure the LDP identifier:

(global) mpls 1dp router-id interface [force]

MPLS-enabled routers identify themselves in LDP messages using an identifier. By
default, the identifier is the highest IP address of all loopback interfaces. If there are
no loopback interfaces, the router uses the highest IP address of all active interfaces.
You can manually configure the LDP identifier with this command. The router then
uses whatever IP address is configured on the interface you specify. The IP address
entered must be reachable by adjacent LSRs. A common symptom of having an
unreachable LDP ID IP address is that the forwarding information base (FIB) is popu-
lated, but there is no information in the label information forwarding base (LFIB). By
default, a router ID is not changed until the interface currently used for the router ID
is shut down, the IP address on that interface changes or is removed, or the router is
rebooted. You can use the force keyword to force the router to change the router ID.

(Optional) Enable the distribution of labels associated with the IP default route:

(global) mpls ip default-route

By default, Cisco routers will not distribute labels for the IP default route. Enter this
command to enable dynamic switching of labels for a router’s default route.

(Optional) Enable MD5 authentication between peers:

(global) mpls 1ldp neighbor ip-address password password-string

MDS5 authentication can be configured to verify TCP communication between two
LDP peers. Both peers must be configured to use the same password.
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7. (Optional) Enable the MPLS LDP autoconfiguration feature for OSPF interfaces:

(router) mpls ldp autoconfig [area area-id]

Normally, you must enter the mpls ip command both globally and on each interface
for which you want to send and receive LDP packets. This process might be time-
consuming and prone to human errors when configuring a router with many inter-
faces. The autoconfiguration feature helps with these issues by automatically
enabling LDP on every interface associated with an OSPF or IS-IS instance. Note
that you still need to enable LDP globally. When configuring LDP autoconfiguration
for OSPF, you can choose to only enable LDP for interfaces belonging to a particular
area by entering the area keyword followed by the area number.

8. (Optional) Enable the MPLS LDP autoconfiguration feature for IS-IS interfaces:

(router) mpls 1ldp autoconfig [level-1 | level-2]

Like autoconfiguration for OSPF, you must first enter the global mpls ip command
before you can allow the autoconfiguration feature. Optionally, you can allow auto-
configuration on interfaces configured for level-1 or level-2 routing by entering the
level-1 or level-2 keywords, respectively.

Example

Figure 10-1 is used for this example. The three routers are configured for MPLS with
manually configured LDP identifiers and MDS5 peer authentication. Additionally, RouterB
is configured for OSPF autoconfiguration for Area 0, and LDP is disabled on RouterA’s
FastEthernet0/0 interface.

Fa0/0 — ~Z Fa0/1 Fa0/0 — ~Z Fa0/ Fa0/0 — 7~ Faon
lqoute‘ houte‘ l?oute‘
1.1.1.1 2222 3.3.3.3

Figure 10-1 Basic MPLS Configuration Example

RouterA

hostname RouterA

!

ip cef

mpls ip

mpls ldp router-id 1.1.1.1

mpls ldp neighbor 2.2.2.2 password C1sc0
!

interface fastethernet0/0

ip address 172.16.0.1 255.255.0.0
no mpls ip

!
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interface fastethernet0/1
ip address 172.17.0.1 255.255.0.0
mpls ip

!

interface loopback 0

ip address 10.1.1.1 255.255.255.255

|

interface loopback 1

ip address 1.1.1.1 255.255.255.255

!

router ospf 1

router-id 10.1.1.1

network 172.16.0.0 0.0.255.255 area 0
network 172.17.0.0 0.0.255.255 area 0
network 10.1.1.1 0.0.0.0 area 0
network 1.1.1.1 0.0.0.0 area 0

RouterB
hostname RouterB
!
mpls ip
mpls ldp router-id 2.2.2.2
mpls 1ldp neighbor 1.1.1.1 password C1sc0
mpls ldp neighbor 3.3.3.3 password C1sc0
!
interface fastethernet®/0
ip address 172.17.0.2 255.255.0.0
!
interface fastethernet®/1
ip address 172.18.0.1 255.255.0.0
!
interface loopback®
ip address 10.2.2.2 255.255.255.255
!
interface loopbackl
ip address 2.2.2.2 255.255.255.255
!
router ospf 1
router-id 10.2.2.2
network 172.17.0.0 0.0.255.255 area 0
network 172.18.0.0 0.0.255.255 area 0
network 10.2.2.2 0.0.0.0 area 0
network 2.2.2.2 0.0.0.0 area 0
mpls ldp autoconfig area 0
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RouterC

hostname RouterC

!

mpls ip

mpls 1ldp router-id 3.3.3.3

mpls ldp neighbor 2.2.2.2 password C1sc0
!

interface fastethernet®/0
ip address 172.18.0.2 255.255.0.0
mpls ip

!

interface fastethernet®/1
ip address 172.19.0.1 255.255.0.0
mpls ip

!

interface loopback®
ip address 10.3.3.3 255.255.255.255

!

interface loopbacki
ip address 3.3.3.3 255.255.255.255

!

router ospf 1
router-id 10.3.3.3
network 172.18.0.0 0.0.255.255 area 0
network 172.19.0.0 0.0.255.255 area 0
network 10.3.3.3 0.0.0.0 area 0
network 3.3.3.3 0.0.0.0 area 0

10-2: MPLS Traffic Engineering

Service providers can use traffic engineering on MPLS-enabled routers to route a cus-
tomer’s network traffic based on throughput and delay. Traffic engineering (TE) tunnels
are created for label switch paths (LSP) using the RSVP. A tunnel interface represents the
head of the LSP and is configured with a set of resource requirements (for example,
bandwidth requirements, media requirements, and priority):

m  Topology and resource information is flooded using either IS-IS or OSPF. Traffic engi-
neering extensions are added to the routing process to enable MPLS traffic engineering.

m  IS-IS routers must be configured to use the new style of IS-IS metric to support new
type, length, and value objects (TLV) for traffic engineering. The new TLVs are 22
and 135 and have sub-TLVs that enable you to add properties to a link for purposes
of traffic engineering.
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The Shortest Path First (SPF) algorithm used by IS-IS and OSPF chooses the tunnel
interface before choosing an alternative path over main interfaces.

Multiple tunnels might be configured to load-share traffic.

(Required) Allow CEF and LDP as explained in Section 10-1.

(Required) Allow the MPLS traffic engineering feature:

(global) mpls traffic-eng tunnels

Before you can allow interfaces for traffic engineering, you must first allow traffic
engineering globally.

(Required) Allow traffic engineering on interfaces:

(interface) mpls traffic-eng tunnels

When you have allowed MPLS traffic engineering globally, you can then allow it on
interfaces. Configuring this command causes its resource information to be flooded
into the appropriate interior gateway protocol (IGP) link-state database (either IS-IS
or OSPF). This command also enables the interface to accept traffic engineering tun-
nel signaling requests.

(Required when using CAC with RSVP) Allow RSVP on an interface and specify the
amount of bandwidth to reserve:

(interface) ip rsvp bandwidth [bandwidth]

This command enables the resource reservation protocol (RSVP) on the interface.
You must enter this command if you use Call Admission Control (CAC) with RSVP.
If you do not specify a bandwidth value, a default bandwidth value of 75 percent
will be used.

Configure OSPF for MPLS traffic engineering.

a. (Required) Allow traffic engineering for each area:
(router) mpls traffic-eng area area-number

b. (Required) Set the traffic engineering router identifier:
(router) mpls traffic-eng router-id interface

Unlike OSPF and MPLS router IDs, MPLS traffic engineering will not automati-
cally set a router ID. The router ID will be the IP address on the interface you
enter in this command. It is recommended that you use a loopback interface and
that it match that of the interface used for the OSPF process router ID. The router
ID is flooded to other routers and is used as the tunnel destination IP address.
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6. Configure IS-IS for MPLS traffic engineering.
a. (Required) Allow traffic engineering:
(router) mpls traffic-eng {level-1 | level-2}
You can choose to flood traffic engineering into IS-IS level-1 or level-2.
b. (Required) Set the traffic engineering router identifier:
(router) mpls traffic-eng router-id interface
c. (Required) Configure the router to generate and accept new-style TLVs:
(router)metric-style wide

The original metric used by IS-IS does not support traffic engineering. You must
enter this command to support the new type, length, value objects (TLV), and
sub-TLVs used for traffic engineering.

Note See RFC 3784, “Intermediate System to Intermediate System (IS-IS) Extensions for
Traffic Engineering (TE),” for more on the new TLVs and sub-TLVs used for traffic engi-
neering.

7. Create a tunnel interface:

(global) interface tunnel number

This command creates a new tunnel interface.

8. Assign an IP address to the tunnel interface:

(interface) ip unnumbered interface
Tunnel interfaces should be unnumbered because the tunnel interface represents a

unidirectional link. It is recommended that you use a loopback interface for the
interface value.

9. Set the tunnel destination IP address:
(interface) tunnel destination ip-address
The tunnel destination IP address should be set to the far-end router’s IP address that

was configured with the mpls traffic-eng router-id command under the IS-IS or
OSPF router process.

10. Set the tunnel type to MPLS traffic engineering:

(interface) tunnel mode mpls traffic-eng

There are many types of tunnel interfaces (for example, GRE, 6to4, and so on), so
you must manually set the interface type.

11. Configure the bandwidth for the tunnel:

(interface) tunnel mpls traffic-eng bandwidth bandwidth
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The range of valid bandwidrh values is 1-4294967295.
12. Configure a dynamic or explicit path option:

(interface) tunnel mpls traffic-eng path-option number { dynamic | explicit
{name path-name | identifier path-number}}

You can configure the tunnel to be dynamic, meaning the router will rely on the IS-
IS or OSPF routing information to determine the best path for the tunnel. You can
also manually define the path using the explicit option. If you choose to explicitly
map out the tunnel path, you need to enter either a name or identifier to reference
the configured path. The steps for configuring an explicit path follow:

a. Configure the explicit path (if applicable).
m Enter IP explicit path configuration mode:
(global) ip explicit-path {name path-name | identifier path-number}

The path-name or path-number should match what you configured with the
tunnel mpls traffic-eng path-option command earlier.

m Enter the IP addresses for each hop:
(explicit-path-configuration) next-address [loose | strict] ip-address

Enter the next IP addresses one at a time for the path you want the tunneled traffic
to take. The loose and strict keywords are optional. The loose option tells the
router that the previous address in the explicit path does not need to be directly
connected to the next address. The router is therefore free to determine the path
from the previous address to the next. The strict option tells the router that the
previous address must be directly connected to the next address.

Note The next IP address can be either the link (interface) IP address of the next-hop
router or the MPLS node address (set with the mpls traffic-eng router-id inrerface router
process command). However, for Cisco IOS releases 12.4(24)T and earlier, you cannot use a
link address as the first hop followed by node addresses for subsequent hops. You do not
have this restriction for releases after 12.4(24).

13. Allow the IGP (that is, IS-IS or OSPF) to use the tunnel when performing its SPF
route calculation:

(interface) tunnel mpls traffic-eng autoroute announce

The only way to forward traffic onto a tunnel is to allow this feature or to configure
a static route to the interface.

14. (Optional) Manually configure the metric used by the SPF calculation:

(interface) tunnel mpls traffic-eng autoroute metric absolute metric
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You can allow the IGP to automatically assign the metric for the tunnel or manually
configure the metric value using this command.

Example

Figure 10-2 is used for this example. RouterA is configured for MPLS traffic engineering.
An explicit tunnel is configured with a backup dynamic tunnel. The tunnel is configured

with a metric of 10 and announced to IS-IS so that IS-IS will consider the tunnel when it

performs its SPF calculation.
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Figure 10-2 MPLS Traffic Engineering Example

hostname RouterA
!
ip cef
mpls ip
mpls 1ldp router-id 1.1.1.1
mpls traffic-eng tunnels
!
interface fastethernet®/0
ip address 10.1.1.5 255.255.255.252
mpls ip
ip router isis
mpls traffic-eng tunnels
ip rsvp bandwidth 512
!
interface loopback 0
ip address 1.1.1.1 255.255.255.255
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ip router isis

router isis
net 49.0001.0000.0000.0001.00
is-type level-1

metric-style wide

mpls traffic-eng router-id loopback 0

mpls traffic-eng level-1

interface tunnel 0

ip unnumbered loopback 0

tunnel
tunnel
tunnel
tunnel
tunnel
tunnel

tunnel
!

destination 4.4.4.4

mpls
mode
mpls
mpls
mpls
mpls

traffic-eng bandwidth 512

mpls traffic-eng

traffic-eng autoroute announce
traffic-eng autoroute metric absolute 10

traffic-eng path-option 1 explicit name TUNNEL
traffic-eng path-option 2 dynamic

ip explicit-path name TUNNEL
next-address 2.2.2.2
next-address 4.4.4.4

10-3: MPLS Virtual Private Networks (VPN)

m  MPLS virtual private networks (VPN) offer greater scalability than Frame Relay or
ATM overlay VPN solutions.

m  MPLS VPNs have a separate routing and forwarding (VRF) instance for each customer.

m  Each VRF has a 64-bit route distinguisher (RD) to keep each customer’s IP subnet
separate from other routing and forwarding tables.

®  Routers maintain a global routing table that is used to reach other routers in the
provider’s network.

®  BGP route target communities are used to exchange route information between routers.

m  There is a separate CEF and routing table for each VRE.

Configuration

1. Configure MPLS according to Section 10-1.

2. Create the VRF and enter into VRF configuration mode:

(global) ip vrf name

Every customer will have their own VRE
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Table 10-1 RD Formats

Format Example
16-bit autonomous system number: a 32-bit number 65501:1
32-bit IP address: a 16-bit number 192.168.0.1:1

3. Create a route distinguisher for the VRF:

(vrf) rd route-distinguisher

You must configure a route distinguisher for the VRF to be functional. This com-
mand adds an 8-byte value to an IPv4 prefix to create a VPN IPv4 prefix. The RD
can be entered in one of the two formats shown in Table 10-1.

4. Create a route target for import, export, or both import and export:

(vrf) route-target {import | export | both} route-target-community-number

This command creates a list of import and export route target extended communi-
ties for the VRE. Learned routes that carry the same extended community number as
the route-rarget-community-number you configure can be either imported into the
VRF or exported out of the VRF (or both). Extended communities follow the same
format as RDs.

5. Associate the VRF with an interface facing a customer edge (CE) router:

(interface) ip vrf forwarding vrf-name

This command associates the VRF instance you created earlier in Step 2 with an
interface. Configuring this command removes the IP address so you need to recon-
figure the IP address after applying this command.

6. Configure the VRF instance under the BGP process:

a. Enter BGP configuration mode:
(global) router bgp autonomous-system-number

b. Enter the address family configuration mode for the VRF instance:
(router) address-family ipv4 vrf vrf-name
Enter the VRF name you created earlier in Step 2.

c. Configure the customer edge neighbor:
(address-family) neighbor ip-address remote-as autonomous-system-number

This command goes on the provider edge (PE) router and associates the VRF
created in Step 2 with the BGP neighbor defined here under the VRF address
family mode.
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d. Activate the CE BGP neighbor:
(address-family) neighbor ip-address activate
7. Configure the provider edge (PE) to provider edge (PE) routing:
a. Enter BGP configuration mode:
(global) router bgp autonomous-system-number
b. Configure the PE BGP neighbor:
(router) neighbor ip-address remote-as autonomous-system-number

There is a separate VRF instance for each customer and a global routing table. The
global routing is created here by defining the BGP peers within the provider.

c. Activate the PE BGP neighbor:

(router) neighbor ip-address activate

d. Enter the vpn4 unicast address family:
(router) address-family vpnv4 unicast

This address family configures an IPv4 unicast VPN routing instance that enables
the PE routers to exchange BGP information with each other while still remaining
separate from the customers’ VRF instances.

e. Define and activate the PE BGP neighbors:

(address-family) neighbor ip-address remote-as autonomous-system-number
(address-family) neighbor ip-address activate

f. Allow extended communities for the PE BGP neighbor:
(address-family) neighbor ip-address send-community extended

Configuring this command activates support for extended communities. Extended
communities are necessary for route targets to work with VRFs.

Note For more on BGP configuration, see Chapter 6, “IP Routing Protocols.”

Example

Figure 10-3 is used in this example. The configuration that follows shows the configura-
tion on the PE1 router. A VRF instance is created for Customer A and Customer B. For
Customer_A, the router is configured to both import and export all routes tagged with
the extended community 100:1. For Customer B, the router is configured to both import
and export all routes tagged with the extended community 100:2:

hostname PE1
!

ip cef

|
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Figure 10-3 MPLS VPN Example

ip vrf Customer_A
rd 100:1
route-target both 100:1
!
ip vrf Customer_B
rd 100:2
route-target both 100:2
!
interface serial0@/0
ip address 192.168.1.5 255.255.255.252
mpls ip
description Link to PE
!
interface serial@/1
ip address 192.168.1.9 255.255.255.252
description Link to Customer_A
ip vrf forwarding Customer_A
!
interface serial@/2
ip address 192.168.1.13 255.255.255.252
description Link to Customer_B
ip vrf forwarding Customer_B
!
router bgp 100
neighbor 192.168.1.6 remote-as 100
neighbor 192.168.1.6 activate
address-family vpnv4 unicast
neighbor 192.168.1.6 remote-as 100
neighbor 192.168.1.6 activate
neighbor 192.168.1.6 send-community extended
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address-family ipv4 unicast vrf Customer_A
redistribute connected

neighbor 192.168.1.10 remote-as 65535
neighbor 192.168.1.10 activate
address-family ipv4 unicast vrf Customer_B
redistribute connected

neighbor 192.168.1.14 remote-as 65534
neighbor 192.168.1.14 activate
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configuring

route filtering, 305-308
route redistribution, 298-305

IPv6 addressing, 198
DHCPvé6, 199-202
GLBPv6, 202-207
HSRP version 2, 208-211
Mobile IPv6, 211-214
NAT-PT, 215-220
tunneling, 221-224

IPv6 EIGRP, 239-242

IPv6 IS-IS, 257

IPv6 RIP, 233-234

ISDN
BRI, 131-133
PRI, 129-131

IVR, 415-417

link-state routing protocols
IS-IS, 252-257
OSPFE, 242-250

logging, 34-37

login authentication, 13-14

MBGP, 270

modems, 122-128

MPLS, 363-364
TE, 364-369
VPNs, 369-373

NTP, 30-34

ODR, 146-147

OSPFv3, 250-252

PIM, 277-280

POS (Packet-Over-SONET)
interfaces, 91-95

PPP, 148-152

QoS
AutoQoS, 353-357
CAR, 342-343

633



634 configuring

CQ, 333-337
CRTP, 352-353
FRTS, 345-347
GTS, 344-345
LFI, 351-352
MQC, 314-321
NBAR, 322-327
PBR, 327-329
policy propagation, 330-332
PQ, 332-333
RSVP, 348-351
for voice, 376-381
for VPNs, 329-330
WFQ, 337-340
WRED, 340-341
SAA, 47-56
security
AAA, 429-438
authentication proxy, 438-442
AutoSecure, 473-474
CBAC, 451-457
CoPP, 471-473
Lock and Key, 442-446
login timing options, 425-426
TCP Intercept, 448-451
session menus, 16-18
snapshot routing, 145-146
SNMP, 38-47
switching, Frame Relay, 105-109
system banners, 15-16
system buffers, 57-61

telephony, SRS (Survivable Remote
Site) Telephony, 417-421

tunnel interfaces, 79-81
voice ports, 382-395
call fallback, 392-394
trunk connections, 390-392

VPNs
DMVPN, 504-514
bigh availability, 493-504
IKE, 476-483
IPSec VPN tunnels, 483-492
SSL VPNs, 514-517
connector pinouts, 554
context-sensitive help, 3-4

controlling access to routers,
424-425

CoPP (Control Plane Policing),
configuring, 471-473

CQ (custom queuing), configuring,
333-337

crashes, troubleshooting, 69

CRTP (Compressed Real-Time
Protocol), configuring, 352-353

crypto maps, 486-490

D

DDR (Dial-on-Demand Routing),
configuring, 133-141

DE (Discard Eligible), 96
debugging output, 65-67

default administrative distances, 307

default routes, configuring, 294-295
deleting files from flash, 22-23

DHCP (Dynamic Host Configuration
Protocol), configuring, 167-172

DHCPv®6, configuring, 199-202
dial backup, configuring, 141-143
dial peers, configuring, 395-405
dialer watch, configuring, 143-144

dial-up networks, routing over,
144-147

DiffServe, 313



directed broadcast, configuring,
158-160

disabling unnecessary services,
428-429

distance limitations for cabling,
551-553

distance vector routing protocols
BGP
configuring, 257-270
policy propagation,
configuring, 330-332
EIGRP, configuring, 234-239
RIP, 232-233

DLCI (Data Link Connection
Identifier), 95

DMVPN (Dynamic Multipoint VPN),
configuring, 504-514

DoS attacks, preventing with TCP
Intercept, 448-451

DPD (dead peer detection),
configuring, 494

DSCP byte format, 313
dynamic port numbers, 587-599

E

Early Deployment releases, 546

EIGRP (Enhanced Interior Gateway
Routing Protocol), configuring,
234-239

enabling web browser interface, 18-19
Ethernet

connections, 555

interfaces, configuring, 74-75

type codes

extended IP access lists, configuring,
522-525

extended ping, 62-63

H.323

F

FDDI interfaces, configuring, 76

FECN (Forward Explicit Congestion
Notification), 96

file management, related commands,
26-27

file systems, navigating, 19-21

filenaming convention (Cisco 10S
Software), 548-550

files, deleting from flash, 22-23
filtering command output, 4-6

flash memory, deleting files from,
22-23

Frame Relay
interfaces, configuring, 95-104
switching, configuring, 105-109

FRTS (Frame Relay Traffic Shaping),
configuring, 345-347

G

gatekeepers (H.323), configuring,
408-415

gateways (H.323), configuring,
405-408

GLBPv6 (Gateway Load Balancing
Protocol Version 6), 202-207

GRE tunnels, configuring, 221-222

GTS (Generic Traffic Shaping),
configuring, 344-345

H

H.323
gatekeepers, configuring, 408-415
gateways, configuring, 405-408
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636 high availability for VPNs, configuring

high availability for VPNs,
configuring, 493-504

HSRP (Hot Standby Routing Protocol)

configuring, 160-165
for IPSec VPNSs, configuring, 495

HSRP version 2, configuring,
208-211

hub and spoke topologies, DMVPN
configuration, 504-514

IANA (Internet Assigned Numbers
Authority)

well-known IP port numbers,
587-599

well-known IP protocol numbers,
577-586

ICMP (Internet Control Message
Protocol) type codes, 601-604

IGMP (Internet Group Management
Protocol), 276

configuring, 280-284

IK (Internet Key Exchange),
configuring, 476-483

image files, naming conventions,
548-550

interfaces, configuring
ATM, 110-117
Ethernet, 74-75
FDDI, 76
Frame Relay, 95-104
loopback, 77
null, 77
POS, 91-95
synchronous serial interfaces, 82-91
tunnel interfaces, 79-81
VLAN, 78-79

IP addressing
ARP, configuring, 154-158
broadcast handling, 158-160
DHCP, configuring, 167-172
HSRP, configuring, 160-165
Mobile IP, configuring, 172-178
NAT, configuring, 178-185
SLB, configuring, 185-192
unicast addresses, 197
VRRP, configuring, 165-166

IP multicast
IGMP, configuring, 280-284
IPv6 multicast, configuring, 290-292
MBGP, configuring, 284-287
MSDP, configuring, 287-290
PIM, 279-280

configuring, 277-280

well-known IP multicast addresses,
605-617

IP route processing
load balancing, configuring, 308-309
manual route configuration, 294-295
policy routing, configuring, 296-298
route filtering, configuring, 305-308

route redistribution, configuring,
298-305

IPSec VPN tunnels, configuring,
483-492

IPSec VPNs, HSRP, 495

IPv6 access lists, configuring,
533-538

IPv6 addressing, 196-198
configuring, 198
DHCPv6, configuring, 199-202
GLBPv6, configuring, 202-207

HSRP version 2, configuring,
208-211



NAT-PT, configuring, 215-220

tunneling, configuring, 221-224
IPv6 EIGRP, configuring, 239-242
IPv6 IS-IS, configuring, 257
IPv6 multicast, configuring, 290-292
IPv6 RIP, configuring, 233-234
ISATAP tunnels, configuring, 222-223
ISDN, 128-133

BRI, configuring, 131-133

PRI, configuring, 129-131
IS-IS, configuring, 252-257

IVR (Interactive Voice Response),
configuring, 415-417

L

Layer 2 switching, MPLS
configuration, 363-364

LFI (Link Fragmentation and
Interleaving)

configuring, 351-352

recommended packet sizes, 379
link efficiency mechanisms, 351-353
link-local addresses, 197
link-state routing protocols

IS-IS, configuring, 252-257

OSPYF, configuring, 242-250
LLQ (Low Latency Queuing), 379
load balancing, configuring, 308-309

local voice busyout, configuring,
394-395

Lock and Key, configuring, 442-446
logging, 34-38
configuring, 34-37
verifying, 37-38
login authentication, configuring,
13-14

NAT (Network Address Translation), configuring

login timing options, configuring,
425-426

loopback interfaces, configuring, 77
lost passwords, recovering, 561-568

M

manual route configuration, 294-295
MBGP (Multiprotocol BGP)

configuring, 270, 284-287
memory, buffer management, 56-61
MIB structure (SNMP), 557-559
Mobile IP, configuring, 172-178
Mobile IPv6, configuring, 211-214
modems

chat scripts, 126-128

configuring, 122-128

monitoring, router activity, 69
moving system files, 23-25

MPLS (Multiprotocol Label
Switching)

configuring, 363-364
TE, configuring, 364-369
VPNs, configuring, 369-373

MQC (modular QoS command-line
interface), configuring, 314-321

MSDP (Multicast Source Discovery
Protocol), configuring, 287-290

N

named access lists, configuring,
525-527

NAT (Network Address Translation),
configuring, 178-185
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NAT-PT (Network Address
Translation-Protocol Translation),
configuring, 215-220

navigating file systems, 19-21

NBAR (Network-Based Application
Recognition), configuring, 322-327

network management, SNMP MIB
structure, 557-559

network media, distance limitations,
551-553

NTP (Network Time Protocol),
configuring, 30-34

null interfaces, configuring, 77

O

ODR (On-Demand Routing),
configuring, 146-147

OGACL (Object Groups for ACLs),
configuring, 527-528

OSPF (Open Shortest Path First),
configuring, 242-250

OSPFv3, configuring, 250-252
output, debugging, 65-67

P

638 NAT-PT (Network Address Translation-Protocol Translation), configuring

policy routing, configuring, 296-298
Poor Man’s Sniffer, 67-69

POS (Packet-Over-SONET) interfaces,
configuring, 91-95

PPP (Point-to-Point Protocol),
configuring, 148-152

PQ (priority queuing), configuring,
332-333

preventing

DosS attacks with TCP Intercept,
448-451

password recovery, 568
PRI, configuring, 129-131
private port numbers, 587-599
privileged EXEC mode, 2
privileged mode, accessing, 14-15

Q

passwords, recovering, 561-568

pattern matching, configuring regular
expressions, 539-541

PBR (Policy-Based Routing),
configuring, 327-329

performance, SAA configuration,
47-56

PIM (Protocol Independent
Multicast), 279-280

configuring, 277-280
ping, 62

policy propagation, configuring,
330-332

QoS (Quality of Service)
AutoQoS, configuring, 353-357
CAR, configuring, 342-343
CQ, configuring, 333-337
CRTP, configuring, 352-353
DiffServe, 313
FRTS, configuring, 345-347
GTS, configuring, 344-345
LFI, configuring, 351-352
MQC, configuring, 314-321
NBAR, configuring, 322-327
PBR, configuring, 327-329
PQ, configuring, 332-333
RSVP, configuring, 348-351
for voice, configuring, 376-381
for VPNs, configuring, 329-330
WFQ, configuring, 337-340
WRED, configuring, 340-341



R

recovering lost passwords, 561-568

reflexive access lists, configuring,
446-448

registered port numbers, 587-599

regular expressions, configuring,
539-541

RIP (Routing Information Protocol),
configuring, 232-233

route filtering, configuring, 305-308

route redistribution, configuring,
298-305

routers
controlling access to, 424-425
monitoring activity, 70-71

routing over dial-up networks,
144147

routing protocols
MPLS, configuring, 364-369
redistribution, configuring, 298-305

RRI (Reverse Route Injection),
configuring, 494-495

RSVP (Resource Reservation
Protocol), configuring, 348-351

S

SAA (Service Assurance Agent),
configuring, 47-56

scripting, Tcl, 619-620
secure shell connections, 10-12
security, 423-424

AAA, configuring, 429-438

address spoofing, preventing,
427-428

authentication proxy, configuring,
438-442

SSO (stateful switchover), configuring

AutoSecure, configuring, 473-474
CBAC, configuring, 451-457
Cisco IOS IPS, 458-471
attack signatures, 459-470
configuring, 458-471

controlling access to routers,
424-425

CoPP, configuring, 471-473
Lock and Key, configuring, 442-446

login timing options, configuring,
425-426

reflexive access lists, configuring,
446-448

TCP Intercept, configuring, 448-451

unnecessary services, disabling,
428-429

user authentication, 424

warning banners, configuring, 426
services, disabling, 428-429
session menus, configuring, 16-18
show version command, 71

SLB (Server Load Balancing),
configuring, 185-192

snapshot routing, configuring,
145-146

SNMP (Simple Network Management
Protocol)

configuring, 38-47
MIB structure, 557-559

software releases (Cisco 1I0S),
544-545

spoofed addresses, 427-428

SRS (Survivable Remote Site)
Telephony, configuring, 417-421

SSL VPN, configuring, 514-517

SSO (stateful switchover),
configuring, 495-497
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640 standard IP access lists, configuring

standard IP access lists, configuring,
521-531

standard MAC address access lists,
configuring, 532-533

static routes, configuring, 294

switching, Frame Relay configuration,
105-109

synchronous serial interfaces,
configuring, 82-91

system banners, configuring, 15-16
system buffers, configuring, 57-61
system files, moving, 23-25

system monitoring, SNMP
configuration, 38-47

system time, NTP configuration,
30-34

T

T1/E1 CSU/DSU connections, 556

TAC (Technical Assistance Center),
71-72

Tcl (Tool Command Language),
619-620

TCP Intercept, configuring, 448-451

TE (Traffic Engineering), configuring,
364-369

telephony
dial peers, configuring, 395-405
SRS Telephony, configuring, 417-421
Telnet, 65
terminal sessions, 6-10
ToS byte formats, 313
traceroute, 63-65
traffic inspection, CBAC, 453-457
troubleshooting crashes, 69

troubleshooting tools
extended ping, 62-63
ping, 62
Telnet, 65
traceroute, 63-65

trunk connections, voice port
configuration, 390-392

tunnel interfaces, configuring, 79-81
tunneling
configuring, 221-224

IPSec VPN tunnels, configuring,
483-492

type codes
Ethernet
ICMP, 601-604

U

unicast addresses (IPv6), 197
unique local addresses, 198

unnecessary services, disabling,
428-429

user authentication, 424
user EXEC mode, 2
user interface modes, 2-3

\'}

verifying, logging, 37-38

virtual configuration register settings,
changing, 569-576

VLAN interfaces, configuring, 78-79
voice ports, 381-395
call fallback, configuring, 392-394

local voice busyout, configuring,
394-395

trunk connections, 390-392



WRED (weighted random early detection), configuring 641

voice traffic, QoS configuration,
376-381

VPNs
DMVPN, configuring, 504-514

high availability, configuring,
493-504

IKE, configuring, 476-483

IPSec VPN tunnels, configuring,
483-492

MPLS, configuring, 369-373
QoS, configuring, 329-330
SSL VPN, configuring, 514-517

VRRP (Virtual Router Redundancy
Protocol), configuring, 165-166

W

warning banners, configuring, 426

web browser interface, enabling,
18-19

well-known IP multicast addresses,
1.1-1.593
well-known IP port numbers, 587-599

well-known IP protocol numbers,
577-586

WEFQ (weighted fair queuing),
configuring, 337-340

wildcards, access list regular
expressions, 539-540

WRED (weighted random early
detection), configuring, 340-341
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