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Configuration Basics







Note If the router displays a console informational or error message while you are typing
a command line, you can press Ctrl-I or Ctrl-r to redisplay the line and continue editing.
You can also configure the lines (console, vty, or aux) to use logging synchronous. This

causes the router to automatically refresh the lines after the router output. If you issue
debug commands with logging synchronous enabled, you might have to wait for the router
to finish the command (such as a ping) before you see the output.
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Note The up- and down-arrow keys require the use of an ANSI-compatible terminal emu-

lator (such as VT100).







Note It is possible to have nested Telnet sessions open. For example, from the local
router, you can Telnet to another router A, then Telnet to another router B, and so forth. To
suspend one of these sessions, you must also nest your escape sequences. Pressing a si

Ctrl-"x suspends the session to router A and returns you to the local router. PressinGtrl-"
Ctrl-*x suspends the session to router B and returns you to router Ass prompt. (Press the
only at the final escape sequence.)




Note When you resume the connection, you are prompted with the message *[Resuming

connection 2 to Router ... ]Z. You must press Enter again to actually resume the connection.
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Note You will be Telnetting to an active IP address on the router. Although this can be
any address on the router, it is a common practice to configure a loopback address on the

router. See Chapter 2, sInterface Configuration,Z for more information on loopback address-
es.







Note Cisco IOS supports only SSH version 1, with User ID and Password authentication.
To use SSH, you must have an IPSec encryption software image. A DES (56-bit) image su(
ports only DES encryption, and a 3DES (168-bit) image supports either DES or 3DES. (See

Appendix A, «Cisco IOS Software Releases and Filename Conventions,Z for details on
determining what feature sets your software image supports.) SSH uses UDP and TCP port
number 22.










Note VTY lines require a password to be configured before user access is enabled.

Otherwise, the router closes any incoming Telnet sessions immediately.
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Note An enable or enable secretpassword is not required for the router. If you donst have
one configured, you are not prompted for the password when you issue theenable com-

mand from the console. If you do not have anenable or enable secretpassword, however,
you canet access privileged EXEC mode from any Telnet or other line into the router.










Note You can also define a menu item that allows the user to return to a command
prompt or a higher-level menu and end the current menu. Define a menu item withmenu-

exit as the command (that ismenu hame command item menu-exit).
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Note The router web interface should not be used, especially for access from a public
(Internet) network, due to a major vulnerability with the HTTP server service. This vulnera-
bility is documented as Cisco Bug ID CSCdt93862. To disable the HTTP server, use theo

ip http-server command. In addition to this bug, the default authentication uses cleartext
passwords. If you must use the web interface, be sure to configure a stronger authentication
method and limit access in Steps ¢ and d, which follow.




Note IFS is an extremely powerful way of managing files within the router file systems
and on remote systems. In order to provide backward compatibility, many aliases map to

older commands for file management. See Table 1-4 at the end of this section for a listing of
the older commands and the IFS equivalents.
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Note Configuration compression is supported only on routers that have Release 10 or
later of boot ROM. If your router does not have this version or a later version, you need to

perform a ROM upgrade to compress your configuration file. Check your devicees docu-
mentation to find out how to perform a ROM upgrade.

























Note Logging to a syslog server uses UDP port 514.



Caution By setting up buffering, you use system resources that can be used for opera-

tional aspects of routing. If you set up buffering, be sure not to waste system memory.

Note The history file is different from the buffer. History stores a cyclic list of the logging
information from 1 to 500 entries. It was designed to keep the last few messages in the

event that they were not logged to an SNMP device. Buffering syslog messages is a way of
storing the messages to memory instead of to a syslog or SNMP device.
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Note SNMP requests and responses are sent using UDP port 161. Notifications or traps

are sent using UDP port 162.

Note For more information about the MIB tree structure and MIBs in general, see

Appendix C, *SNMP MIB Structure.Z
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Note If either local or remote engine ID names change after these commands are used,

the authentication keys become invalid, and users have to be reconfigured. MD5 and SHA
keys are based on user passwords and the engine IDs.




Note In order to use des56 and SHA encryption, you must have the cryptographic soft-

ware image for your router.
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Note RMON analysis is CPU-intensive. Enable RMON only after you have determined

that it will not adversely affect the routeres performance. Obviously, promiscuous mode
causes more CPU overhead, because more packets are examined.
















Note A measurement of the one-way delay between the requesting and responding
routers can also be taken. To do this, the jitter operation requires that the clocks be syn-

chronized by configuring Network Time Protocol (NTP) on both routers. (See Section 1-4
for more information.)

/-T UONI8S






Note The SAA statistics commands should be used only when statistical information is

needed for network modeling. Otherwise, the default values provide the correct resources
for response-time operations.
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Note You should use the SAA history commands only if you suspect a network problem.

History collection records the last specified number of data points and therefore uses more
router memory. By default, history collection is not performed.










Note System buffers can be tuned to improve certain router performance conditions.
However, buffer tuning should be attempted with caution. Ideally, you should open a case

with Cisco TAC to obtain engineering guidance before tuning the buffers.
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247323938 packets input, 2280365753 bytes, 108 no buffer



1347 failures (0 no memory)

1608 failures (0 no memory)
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664 failures (0 no memory)

537 failures (0 no memory)

361 failures (0 no memory)

352 failures (0 no memory)

Note You can also tune the interface buffer pools using the interfacetype and number

values. You should not attempt to change the values associated with interface buffers. Thesd
values were carefully calculated by Cisco for proper operation.




Small buffers, 104 bytes (total 480, permanent
480):

467 in free list (20 min, 1000 max allowed)

353917332 hits, 1867 misses, 402 trims, 402 created
1347 failures (0 no memory)
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Note This section does not present a complete list of troubleshooting commands.

However, you should find a set of useful commands and tools here to use for a variety of
situations.

Note For the regular ping command, only the destination address may be given. The

source address used in the ping packets comes from the router interface that is closest to
the destination. This might or might not be helpful in determining connectivity.










Note Some routers do not respond to traceroute probes correctly. In this case, some or all

of the probes sent are reported with asterisks (*) in the display.

Note The router initiates a Telnet connection using a source IP address taken from the
interface that is «closestZ to the destination. To force Telnet to use a specific active interface

and IP address as a source address, use the ip telnet source-interfanterface command in
global configuration mode.
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Note Use caution when sending debugging output to various destinations. Debugging
commands can output a large volume of message data in a short amount of time, resulting i
very sluggish router performance. Therefore, choose a destination that can collect and pres-
ent the data efficiently. The logging buffered command is the most efficient method, because
the messages are stored directly in a router buffer. The debug logging methods, in increasing
order of system overhead, are logging buffered (the least overhead), loggingost, terminal

monitor, and logging console (the most overhead). In fact, debugging to the console can act
ally crash a router because of the overhead involved in large outputs. You should usextreme
caution when using any debug command and use debug commands that focus on the infor-
mation you want to look at (that is, debug events or use access lists to control the debugging
actions).

Note Before time stamps are enabled, be sure that the router clock (and hardware calen-

dar) have been set correctly. Refer to Section 1-4 for more information.













00:20:43:

IP: s=10.5.1.1 (local), d=10.5.1.5 (Ethernet0), len 53,encapsulation failg









Interface Configuration







Section 2-1










Note When bridging is configured, each VLAN with an ISL trunk has its own Spanning-
Tree Protocol (STP) running. This is called Per-VLAN Spanning Tree (PVST). An IEEE

802.1Q trunk can have only a single instance of STP. However, Cisco supports PVST+,
which allows PVST by tunneling STP instances across the dotlg domain. See Section 4-1 fd

more information.




Note Routing protocols for the tunnel transport should not intermingle with routing pro-
tocols for the passenger or transported traffic. Otherwise, recursive routing can result,

causing the tunnel interface to shut down.
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Note For a given tunnel mode, source and destination address pairs must be unique. If

you need to define more than one tunnel, create a loopback interface for each tunnel, and
use the loopback as the tunnel source.

Note GRE encapsulation uses IP protocol number 47.
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Note For channelized T3, E3, T1, or E1 interfaces, first configure the channelized inter-

face and channel groups. Then you can treat the channel groups as a logical serial interface]
for the next configuration steps.

Note

Some routers have interfaces that can operate in either asynchronous or synchro-

nous mode. Before continuing with the synchronous serial commands, the interface should
be set for synchronous mode with the (interface)physical-layer sync command.
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Note Be aware that higher speeds work properly only at shorter cable distances. Refer to

Appendix B, «Cabling Quick Reference,Z for distance limitations.
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Note DLCI 0 is used for LMI under ANSI and ITU encapsulations, whereas DLCI 1023 is

used under the Cisco encapsulation.































Note By default, LMI autosensing is enabled. For Frame Relay switching, the local router-

should provide one type of LMI to other devices. Therefore, you should configure aspecific
LMI type.










Section 2-9













Note Steps b through g define specific parameters for a virtual circuit. These commands
can be applied to a PVC (with thepvc command in Step 2b), an SVC (with thesvc command

in Step 3d), or a VC class template (with thesc-class atm command in Step 4a). For simplic-
ity, these commands are all shown in atm-vc configuration mode.
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Dial Solutions







Note You can view the Call Tracker history from the command line by using the show call
calltracker active (active calls) and the show call calltracker history (disconnected calls)

commands. To see detailed information about the last call on a specific modem, use the
show modem calltracker [slot/port] command.
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Note If a chat script is not working properly, you can use the debug chat line line-num-

ber command to watch the interactive expect-send process.




Note To use QSIG signaling, use awitch-type of basic-gsig.
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Note To reference the serial interfaces corresponding to the PRI channels, usaterface
serial controller:channel, where controller is the T1 controller number for the physical
connection and channel is 0 to 22 for B channels 1 to 23 and 23 for the D channel.
(Interface channel numbering begins at 0, and T1/E1 channel numbering begins at 1.) For a

E1 controller, the channelis 0 to 30 for B channels and 15 for the D channel.

When you are configuring a PRI for dial-related features, always configure the features on
the D channel.
















Note By default, the interface number of a logical dialer interface corresponds to a rotary

group number. Physical interfaces can be assigned to this rotary group if desired. However,
you can assign the physical interfaces to a dialer pool instead. This offers more flexibility.
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Note

Remember that an ISDN BRI is handled as a rotary group of two B channels. Setting

a load threshold lets the router bring up the second B channel if needed.
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Note Interfaces that are members of a dialer rotary group inherit the configuration com-
mands that were entered for the correspondinginterface dialer . ISDN BRI interfaces are

inherently part of a rotary group so that outbound calls will rotate through the B1 and B2
channels if needed.
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Note If the traffic threshold is not defined, dial backup is triggered only if the primary

interface goes down.
















Note Routes can be filtered as they are collected by ODR. Refer to Section 8-4 for more
information. Routes can also be redistributed into or out of ODR by using the IP route

redistribution commands. Refer to Section 8-3 for more information.
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Note If AAA authentication is not used, you must configure the remote router host
names and their shared secret passwords before CHAP will work. Usesername name

password password to define the routeres host name as the username. For further informa-
tion, refer to Section 1-1 for local username authentication, and refer to Section 13-1 for
AAA authentication configuration.
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Note

If the remote dial-in PPP peer is another router, you must configure the remote PPP

interface to accept a negotiated IP address. Use the (interfacap address negotiated com-

mand.
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IPv4 Addressing and Services







Note Before an unnumbered interface can be configured, the interface that will be used to

host the IP address must be configured, enabled, and active. Only the following encapsula-
tions can be used with IP unnumbered: HDLC, PPP, LAPB, Frame Relay, SLIP, and tunnels.

T-¥ uonoss









Note The «all-1sZ broadcast address 255.255.255.255 is used as a function of two bits (1
and 14) in the router configuration register. These bits can be set to define the following
broadcast address as a combination of 1s or Os in the network and host portions of the
address, as shown in the following table:

Bit 14 Bit 10 Broadcast Address <net>.<host>

0 0 <ls>.<ls>
0 1 <0s>.<0s>
1 (0] <network>.<0s>
1 1 <network>.<1s>







Note HSRP can run multiple instances on a single interface. Each instance is given a
group number and has its own MAC and IP address. Because of this, each groupes config
ration and setting might be different. The [group-number ] option is a possible configura-
tion point in each command. A common use of this is on the subinterfaces of a Fast
Ethernet or Gigabit Ethernet interface, where the HSRP group number can be set to match

the VLAN number. If no group-number is configured, the default is group 0. There are
some exceptions to multiple groups: A Cisco 1000, 2500, 3000, or 4000 series router using
the LANCE hardware for the Ethernet controller cannot support multiple groups. Token
Ring interfaces can support only the group numbers 0, 1, and 2, and they support a maxi-
mum of three groups per interface.




Note HSRP uses the virtual MAC address of 0000.0c07.2€X, where XX is the hexadec-

imal value of the group number.
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Section 4-4







Note DHCP uses UDP ports 67 and 68 to convey IP assignment and parameter information.

G- UoNdaS


















Note Mobile IP is based on the following protocols and ports:

Mobile IP (RFC 2002), which uses TCP port 434

IRDP (RFC 1256), which uses IP protocol number 1 (ICMP) over both broadcast

address 255.255.255.255 and multicast address 224.0.0.1
GRE tunneling (RFC 1701), which uses IP protocol number 47

IP-in-IP tunneling (RFC 2003), which uses IP protocol number 4
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Section 4-6




Note NAT is fully compatible with TCP and UDP traffic that does not contain source or
destination addresses within the payload. In other words, packets that have IP addresses
located within the packet header can easily be translated. These protocols include HTTP,

TFTP, Telnet, finger, NTP, NFS, and rlogin/rsh/rcp.

However, many protocols do contain source and/or destination IP addresses embedded in
the data portion of the packet. For these, NAT must look further into the packet payload




and perform the necessary translations so that the protocols work properly after the trans-
lation occurs. Protocols that are compatible with Cisco I0S NAT include ICMP, FTP,
NetBIOS over TCP/IP, RealAudio, CuSeeMe, DNS queries, NetMeeting, VDOLIive,

Vxtreme, IP multicast, PPTP, H.323v2, H.225/245 (except RAS), and Ciscoes IP Phone
Skinny Client Protocol.
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Section 4-7
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IPv6 Addressing and Services




Note The IPv6 loopback address is 0:0:0:0:0:0:0:1, or ::1 in compressed format. This

address is functionally equivalent to the IPv4 127.0.0.1 loopback address.




Note For interfaces that do not have MAC addresses (for example, serial interfaces), the
MAC address used to generate the EUI-64 address is the first MAC address from a pool of

MAC addresses in the router. For tunnel interfaces, the interface ID is the IPv4 address
assigned to the tunnel interface with all zeros in the high-order 32 bits of the identifier.
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Note DHCPV6 uses UDP ports 546 and 547 to convey IPv6 assignment and parameter
information. Hosts communicate with the local DHCPvV6 router using the all-DHCPv6-

agents multicast address of FF02::1:2 with its link-local address (FE80::/10) as the source
address.
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Note A DUID is an optional parameter to uniquely identify clients. You can read more
about the DUID option, and its format, in RFC 3315. To view an example of a DUID

address, you can enter the privileged EXECshow ipv6 dhcp command that shows the
local routerss DUID.










Note GLBPv6 members communicate with hello messages sent every 3 seconds to the
multicast group address FF02::0100:5E00:0066 using a source and destination UDP port

of 3222. Virtual MAC addresses start with 0007.b4 and are derived from the virtual link-
local address and the GLBPv6 group number.

Caution Be careful when enabling a GLBP group on an interface before customizing it
because the router might take over as the AVG for the group before you finish customizing

GLBP on the interface.
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Note Key-chains are used for other purposes beside GLBP. They are commonly found in
routing protocol authentication and VPN configurations. There are other configurable

parameters, such as accept-lifetime and send-lifetime, that you can use to fine-tune how
the key-chain should be used. See «Chapter 6: IP Routing Protocols,Z «Chapter 12, sRouter
Security,Z and *Chapter 13, Virtual Private NetworksZ for more information.




Section 5-3




Note IPv6 RAs are used with the Neighbor Discovery Protocol (NDP). NDP enables
nodes on the same link to exchange messages to discover each otheres presence, any route
on the local network, and other hostse link-layer addresses. NDP also includes duplicate

address detection that enables a host to verify that the address it wants to use is not in use
by another node. Because NDP relies on a number of ICMP messages, you need to be




careful not to filter these ICMP messages when securing the nodes on your network. You

can read more about router advertisements and NDP in RFCs 5175 and 4861, respectively.

Note In large environments, you might have multiple HSRP groups that are all capable of
failing over to each other. You can configure an HSRP group to become an IP redundancy

client of another HSRP group by entering the interface standby follow command. Note
that if this command is used, you do not enter any priority or preemption commands for
the group that is followed.
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5-6: Network Address Translation-Protocol Translation

Network Address Translation with Protocol Translation (NAT-PT) is necessary when
you need to communicate between IPv6 and IPv4 networks.

NAT-PT can be implemented asstatic NAT-PT, dynamic NAT-PT, NAT-PT with port
address translation (PAT), or as an IPv4-mapped operation.

Static NAT-PT is a one-to-one mapping between an IPv6 and IPv4 address. It is use-
ful when you have a server or a few hosts that need to be accessible on a network
running a different protocol stack.

Dynamic NAT-PT enables for multiple IPv6-to-IPv4 mappings using a pool of
addresses. When a host needs to send packets through a router, a temporary address
is assigned to that hostes traffic. The router can be configured with an IPv6 access
list, prefix list, or route map to determine which packets are allowed to be translated

by NAT-PT.

Dynamic NAT-PT requires at least one static mapping to a DNS server. IPv4 host-to-
name mappings use *AZ records in the DNS server while IPv6 host-to-name mappings
use AAAAZ records.

Port Address Translation (PAT), or NAT-PT overload, enables a single IPv4 address
to be used among multiple IPv6 sessions. When an IPv6 host sends tféic to the
NAT-PT-enabled router, the router maps the IPv6 address to either the IP address
on an interface or to a pool of addresses. Multiple hosts can share the same trans-
lated address because the router maintains a mapping not just of IP addresses, but
of port numbers.

With IPv4 mapped operation, a user can send traffic from an IPv6 to an IPv4 net-
work without configuring explicit mappings. Instead, a packet arriving on an IPv6-
enabled interface is checked against the configuration to see if the packet is allowed
to be translated. If it is, the last 32 bits of the destination IPv6 address is used as the
IPv4 destination address.

Note Just as with NAT for IPv4, NAT-PT might cause problems with certain applications.
For example, problems often occur when trying to implement IPsec or Voice over IP (VoIP)
through NAT-PT. Cisco provides a limited Application Layer Gateway (ALG) support for
some common services (for example, ICMP, FTP, DNS) to handle services that might other-
wise be problematic when translating between IPv4 and IPv6 networks. Because of these
challenges, many engineers look at other tunnel approaches (see *Section 5-7: TunnelingZ
later in this chapter) and only use NAT-PT when tunneling is not possible. Fogeneral
information on NAT-PT, see RFC 2766. For specific information about the problems you
might face with using NAT-PT in your network, see RFC 4966.
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Note GRE uses IP protocol 47. You can read more about GRE in RFC 2784.
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IP Routing Protocols




Note RIP uses UDP port 520 to communicate. RIP-1 broadcasts out the defined broadcast
address for participating interfaces (the default defined address is 255.255.255.255). RIP-2

sends out multicast to the well-known address 224.0.0.9 on participating interfaces. If a neigh-
bor is defined, Versions 1 and 2 send out as a unicast message to the neighbor address.

Note By default, when the RIP protocol is enabled, the router sends Version 1 packets but
receives and processes both RIP-1 and RIP-2 packets. When you use tkiersion command,

the router sends and receives only the specified version. This behavior can be changed on a
per-interface basis, as described in Steps 4 and 5.







Caution  You must adjust routing timers with great care. If these timers are inconsistent

between neighboring devices, route flapping could occur.




Note For proper key chain operation using accept-lifetime and/or send-lifetime parame-
ters, the routeres clock must be set and synchronized to other routers in the network.
Network Time Protocol (NTP) can be used as a synchronization method, if desired. The

accept and send lifetimes should also be specified with some overlap in case there is a dis-
crepancy in router clocks or a migration in key values.
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Note The manner in which IPv6 RIP operates is not that different from RIPv2. Refer to

RFC 2080, *RIPng for IPv6,Z for more information on IPv6 RIP.

Note Most of the configuration options available for RIPv1 and RIPv2 are also available
for IPv6 RIP. To customize IPv6 RIP, first navigate to the RIP process by entering the global
configuration command ipv6 router rip name, where name is the RIP process name you

entered when activating RIP on the interfaces. When in this mode, you can customize RIP
as you would for RIPv1 or RIPv2 (for example, configuring the maximum paths or redistrib-
uting routing protocols).
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Note EIGRP uses IP protocol 88 to communicate with its neighbors over multicast

address 224.0.0.10. If specific neighbors are defined, their unicast IP addresses are used
instead.




Note If you are transitioning from IGRP, run both IGRP and EIGRP on the transition
routers. The AS or process humber must be the same in both IGRP and EIGRP to automati

cally redistribute routes. As soon as redistribution is complete, IGRP can be turned off.
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Note The bandwidth command can be used to alter the EIGRP route metric. However,
this affects both EIGRP and OSPF, because both use the bandwidth value for metric com-

putation. To affect only EIGRP, modify the metric using the delay interface configuration
command.







Note For proper key chain operation using the accept-lifetime and/or send-lifetime
parameters, the routeres clock must be set and synchronized to other routers in the network.

NTP can be used as a synchronization method. The accept and send lifetimes should also
be specified with some overlap in case there is a discrepancy in router clocks or a migration
in key values.




Section 6-4













Note OSPF uses IP protocol 89 to communicate and uses the multicast address of
224.0.0.5 to send updates to all OSPF routers. OSPF uses the multicast address of 224.0.0.4

to send updates to OSPF-designated routers.

Note An OSPF network must have abackbone area, defined by routers with an OSPF

area of 0 or 0.0.0.0.

G-9 UONOAS



Note The virtual-link command must be configured on each device that forms the connec-

tion from a remote area to the backbone (area 0 or 0.0.0.0). Because this is an extension of the
backbone, any authentication parameters or timers must also be set for the virtual link.




Note Beware of making the OSPF priority 0 on all routers connected to a broadcast

domain. If all of them are priority O, none of them will be able to form adjacencies. Also,
there will be no elected DR.
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Caution  You should choose a reference bandwidth value that is just high enough to dif-
ferentiate your highest-speed interfaces. Choosing aef-bw value that is too high will result
in an interface cost that looks unreachable. For example, with a reference bandwidth of
5000 Mbps (5000000000 bps) and an interface bandwidth of 64 kbps (64000 bps), the
resulting cost would be 5000000000/64000, or 78125, a value that is greater than the
maximum OSPF cost of 65535.

A reference bandwidth of 12000 or 2000 would provide a much more reasonable cost for a
64 kbps interface, at 15625 or 31250, respectively.

Note A loopback interface will automatically be flagged as OSPF network type <loop-

backZ and will be advertised as a /32 route.







Caution Because this command starts very much like an OSPF interface command, it is

often enabled inadvertently during OSPF configuration. If this command is inadvertently
turned on, OSPF displays might become very slow.













' Fa0/0 2001:F8C:32::1/64 NI /«l Fa0/1 2001:F8C:33::1/64 '
i Area 0 - Area 1 ‘



















Note BGP uses both UDP port 179 and TCP port 179 to form reliable transport connec-

tions between peer or neighbor routers.




Note IBGP neighbors do not redistribute or forward received routes to all other IBGP
neighbors within an AS. Rather, they forward that information to their EBGP neighbors. It
is important to configure IBGP relationships with all other neighbors within an AS as a full

mesh of connections. If this is too complex, use either BGP confederations or route reflec-
tors.

EBGP neighbors must be directly connected to each other and must share a subnet. In som
cases, this is not possible. An IGP or static route should then be configured so that the two
neighbors can reach each other. Then, EBGP multihop can be configured:

(router) neighbor  ip-address ebgp-multihop ttl

The ttl value specifies a time-to-live in the form of a hop count (1 to 255; the default is 255
hops).
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Note Normally, a router only compares metrics from neighbors in a common AS. To com-
pare metrics for paths advertised by all neighbors, regardless of AS, use this command:

(router) bgp always-compare-med
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Note In the case of filtering a supernet network number, an extended access list must
be used to match both network number and subnet mask:

(global) access-list list-number {deny | permit } ip network net-wildcard
subnet-mask mask-wildcard
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Note Recall that as each BGP peer sends an updatepitepends its own AS number onto
the AS path. This means that the AS path builds from right to left, such that the originating
AS is on the rightmost end of the AS path string. The last peer to send an update has its AS

on the leftmost end of the path. To test the results of a regular expression prior to using it
in an AS path access list, use thehow ip bgp regexp regular-expression command.







Note Each AS within the confederation must have a full mesh of IBGP peers defined,
through the use of BGPneighbor commands. Although a confederation reduces the total

IBGP mesh inside the overall confederation AS, the full-mesh requirement must be kept
within the smaller internal ASs.
















Note Most of the commands previously listed for BGP work with MBGP. Although the

commands are the same, it is the address family configuration mode that makes the differ-
ence.
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|IP Multicast Routing




























Note MBGP is defined by RFC 2858. Beginning with Cisco I0S Software Release 12.1,
MBGP runs over a BGP session and uses separate address families and databases for un

cast and multicast information. MBGP operates over BGP (both UDP port 179 and TCP
port 179), with additional BGP attributes.




Note The neighbor activate command must be used to enter address family configura-
tion mode (router-af). In this mode, many of the normal BGP commands can be used and
applied to multicast or MBGP. Although the following configuration steps seem identical

to the BGP commands presented in Section 7-6, it is the address family configuration
mode that makes the difference.
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Section 7-5







IP Route Processing




Note Static routes that point to an interface are considered directly connected. When
the interface is up, these routes appear in the routing table. These routes are also adver-

tised by dynamic routing protocols as long as the interface belongs to a network speci-
fied in the routing protocolss network command.













Note Use caution when redistributing routes between different routing protocaols,

because the resulting route metrics might not be what you expect. Always use a default
metric or a route map to assign new metrics that agree with the new routing protocol.




Note Table 8-3 compares routing protocol metrics. Metrics do not automatically scale
or translate when you redistribute routes between routing protocols. This table provides

an idea of the range of metric values and how they are computed so that you can
choose appropriate default metric values.
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Note Normally, a standard access list is used to match the destination network address.
However, exactly matching a network address that is a summary or aggregate address
(that is, 128.0.0.0) and not any of the more-specific routes contained within the summary
requires the use of an extended access list. Here, both the network number and subnet
mask are matched. The source address and mask portions of the access list correspond tg
the routees network number (that is, 128.0.0.0 0.255.255.255). The destination address and
mask portions are used to match the subnet mask (that is, 255.0.0.0 0.0.0.0).

Note Alternatively, an IP prefix list can be used to exactly match the summary address.













Note An OSPF router that redistributes routes from another source becomes an ASBR.







Note EIGRP has two forms of this command to assign independent distances to internal

(intra-AS) and external (inter-AS) routesdistance eigrp internal-distance external-distance .




Note Inbound route filtering does not apply to the link-state protocols OSPF or IS-IS. By
definition, the entire routing topology database is kept on each router. Therefore, specific

routes are not received and processed independently.
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Quality of Service













Note Use the match criteria keywords to match against a specific parameter. To match

against a negated parameter, usmatch not criteria .
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Note The available bandwidth for WFQ is the interface bandwidth minus the sum of the

bandwidth reservations for RSVP, LLQ, and IP RTP priority.




Note The strict priority queue that is used with WFQ can be assigned to a class map for
traffic that matches a certain criteria. For voice traffic, the (interface) ip rtp priority com-

mand can be used instead to assign RTP packets to the strict priority queue. See Step 4 fo
details.
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Note NBAR allocates 1 MB of DRAM memory to handle up to 5000 concurrent traffic

flows. If more memory is needed later, it is allocated in increments of 200 to 400 KB. Each
flow uses about 150 bytes of memory.

























Note CEF must be enabled on the router. BGP should also be configured in advance. Ses

Section 7-6 for more information about BGP configuration.







Note For each packet,priority list commands are evaluated in sequential order (the order|

you enter them) until a matching condition is found. Therefore, order can be important.





































Note GTS can be used on a Frame Relay interface to shape traffic for all VCs on an inter
face or subinterface. To shape traffic on a per-DLCI basis, you can configure one DLCI per

subinterface and use GTS, or you can use Frame Relay Traffic Shaping (FRTS). See Sectig
9-12 for more information.













Note RSVP must be used in conjunction with WFQ or WRED. RSVP performs resource

reservations, and WFQ or WRED performs the actual reservation implementation.



















Note Cisco has released two types of AutoQoS: AutoQoS for VolP and AutoQoS for the
Enterprise. AutoQoS for VoIP was released first, can be configured on both switches and
routers, and, as the name implies, is designed for VoIP networks. It also requires CDP to be
enabled. AutoQosS for the Enterprise was introduced with Cisco I0S Software Release
12.3(7)T, and is configured on routers only, and supports a much wider range of protocols.
AutoQoS for VolP and AutoQoS for the Enterprise cannot be configured concurrently on a
router.

Note On ATM PVCs, you need to either configure the variable bit rate (VBR) with the
vbr-nrt or vbr-rt command or configure the constant bit rate (CBR) with thecbr command.
















Multiprotocol Label Switching




Note The commands that follow are based on the IETF Label Distribution Protocol
(LDP) that uses a different syntax for commands than the older proprietary Tag

Distribution Protocol (TDP). Prior to Cisco I0OS Software Release 12.4(2)T, LDP-related
commands were saved in the configuration in the older syntax. Starting with Cisco 10S
Software Release 12.4(2)T, commands are saved in the configuration as they are entered.

Note dCEF is not compatible with the RSVP. If you plan on configuring MPLS traffic

engineering with RSVP, you must use CEF and not dCEF.



















Note See RFC 3784, «Intermediate System to Intermediate System (I1S-1S) Extensions for

Traffic Engineering (TE),Z for more on the new TLVs and sub-TLVs used for traffic engi-
neering.




Note The next IP address can be either the link (interface) IP address of the next-hop
router or the MPLS node address (set with thempls traffic-eng router-id interface router

process command). However, for Cisco I0OS releases 12.4(24)T and earlier, you cannot use
link address as the first hop followed by node addresses for subsequent hops. You do not
have this restriction for releases after 12.4(24).
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Note

For more on BGP configuration, see Chapter 6, «IP Routing Protocols.Z

€-0T uonass












Voice and Telephony




Note This chapter presents voice configuration for the Cisco 1700, 1800, 1900, 2600,
2800, 2900, 3600, 3700, 3800, 7200, 7300, 7500, 7600, and AS5x00 series routers and acces

servers. Voice configuration for the MC3810 and the 800 series routers is not covered.




Note For more information about IP Precedence, DSCP, Class of Service (CoS), and

class-based packet marking with class maps, refer to Tables 9-1 and 9-2 and Section 9-1.
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Note Switches connected to IP phones can also be configured to trust the CoS values sent

by the IP phone. If you trust the CoS values, configure the mls gos trust device cisco-phone
command in the interface configuration mode on switch ports connected to IP phones.







Note G.711 has a Mean Opinion Score (MOS) of 4.1 (out of 5) and is the standard for
LANs. G.729 has a MOS of 3.92 and is the standard for WANs. G.729 Annex A (G.729A) is

an improvement on G.729 but is a less complex codec, which decreases the load on Digital
Signal Processors (DSP). Its MOS is 3.90.










Note Refer to Tables 11-2 and 11-6 for more on codecs. G.711 is the standard for LANS.
G.729 is the standard for WANs. Also, low bitrate codecs such as G.729 distort tones used

by faxes, modems, and dual tone multifrequency (DTMF) so you should use a high bit-rate
codec for sending the tones. VoIP signaling protocols have mechanisms to handle this (for
example, SIP provides in-band dtmf-relay).

Note Cisco AS5300 access servers have Codec capabilities set within the voice feature
cards (VFCs). Cisco AS5800 access servers have Codec configuration performed within

dial-peer configuration.

Note To use QSIG signaling, use awitch-type of basic-gsig.
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Note See Appendix J, *Tool Command Language (TCL) Reference,Z for more on TCL

scripting within Cisco I0S Software.






















Note To use IVR on VolIP call legs, you must use the G.711 u-law Codec for audio
prompt playing and the call. In addition, DTMF relay must be configured so that the
callerss digits can be collected.

Note For more on TCL scripting within the Cisco 10S, see Appendix J.
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Router Security




Note You should use the (global)service password-encryption command so that pass-
words contained in the router configuration are encoded before they are displayed. This can
be useful when you need to view or share a configuration with other people. However, the

sencryptionZ algorithm is a simple one based on a Vigenere Cipher, and it should not be a
substitute for proper security. Make sure you store and protect your configuration files as if
they have cleartext passwords displayed.







Note If you use a login banner, donet display any specific information about your router
or your network. Examples of this include the router name, model, manufacturer, software,

or who owns or maintains the router. Unauthorized users (crackers) can use unintentional
hints as leverage to find a way to compromise your network.


























































Note The autocommand command can be omitted if an automatic dynamic entry is not

desired. In this case, the user must Telnet to the router, be authenticated, and then manuall
run the EXEC command access-enable hostto generate the dynamic entry.
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Note Only unencapsulated (not in .zip or .jar format) Java applets can be inspected and

blocked. Applets loaded by FTP or gopher, as well as applets from a nonstandard HTTP port|
(including HTTPS or port 443), cannot be inspected.














































Note You need to reapply the IPS rule on an interface anytime you make a change. To do

this, remove the IPS rule with the interfaceno ip ips name [in | out] command; then reapply
it with the ip ips name [in | out] command.

6-¢T Uuondas












Virtual Private Networks




Note IKE uses UDP port 500 for negotiations. Be sure port 500 is not blocked.













Note The enrollment and certificate request process can take considerable time, especial
ly if the CA grants certificates through a manual process. The router returns to a configu-
ration prompt, making it seem as though the process is complete. However, the enroliment

process is running in the background while waiting for the certificate to be returned. A
message is posted to the console as soon as the certificate arrives. You can also ssew
crypto ca certificates to view all the routerss certificates.




Note It is good practice to use a unique preshared key between every pair of IPSec
peers. When entering the preshared key into the router configurations, use an out-of-band

channel (telephone, fax, modem dialup, and so forth) so that the secret key is not revealed
as cleartext on the network.
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Note At this point, the crypto key generate rsa command should be run from the global
configuration prompt:

Note At this point, the crypto ca authenticate mydomain command should be run from
the EXEC-level prompt. This requests the CAss self-signed certificate. As soon as the CA
sends it, the certificate is added to the configuration as something like this:

crypto ca certificate chain mydomain
certificate ca 01
308201E5 ...
quit
After that, the crypto ca enroll mydomain command can be run from the EXEC-level

prompt. This requests a certificate from the CA for the local router. As soon as the CA

approves and returns the certificate, it too is added to the configuration as something
like this:

certificate 08
308201B2 ...

quit
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Note IPSec ESP and AH protocols use protocol numbers 50 and 51, and IKE uses UDP

port 500. Be sure that these protocol and port numbers are not blocked. Also, if NAT is
used, use static translations so that IPSec works with global addresses.




Note On the remote IPSec peer, you need to define a similar crypto access list. However,

that access list should be a *mirror imageZ of this one. In other words, the source and desti
nation addresses should be reversed in the remote peerss crypto access list.
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Note At this point, the crypto key generate rsa command should be run from the
EXEC-level prompt.

crypto ca identity mydomain
enrollment url http://ca.mydomain.com:80

crl optional

Note At this point, the crypto ca authenticate mydomain command should be run from
the EXEC-level prompt. This requests the CAss self-signed certificate. As soon as the CA
sends it, the certificate is added to the configuration as something like this:

crypto ca certificate chain mydomain
certificate ca 01
308201ES5 ...
quit



















Public
Network - ‘



















Note If you are using OSPF as your routing protocaol, it is recommended (but not
required) that you configure all mGRE interfaces as point-to-multipoint. To minimize rout-

ing update traffic, unnecesssary SPF calculations, and unstable connections over public
networks, it is also recommended that you configure theip ospf database filter-all out




command on the hub router and configure static default routes via tunnel interface on the

spoke routers.

Note You can segment traffic with DMVPNs by using the multiprotocol Border
Gateway Protocol (MBGP) and Multiprotocol Label Switching (MPLS). See Chapter 10,

Multiprotocol Label Switching,Z for more on configuring MPLS and mBGP.
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Note Configuring the bandwidth to at least 1000 is especially important if you are using

EIGRP. If not, EIGRP may not properly establish and maintain neighbor relationships
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during times of heavy traffic. It is also recommended that you change the delay to 1000

with the interface-level delay 1000 command.




Note Configuring the bandwidth to at least 1000 is especially important if you are
using EIGRP. If not, EIGRP may not properly establish and maintain neighbor relation-

ships during times of heavy traffic. It is also recommended that you change the delay to
1000 with the interface-level delay 1000 command.
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Access Lists and

Regular Expressions
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