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Command Syntax Conventions
The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conventions
as follows:

� Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

� Italic indicates arguments for which you supply actual values.

� Vertical bars (|) separate alternative, mutually exclusive elements.

� Square brackets ([ ]) indicate an optional element.

� Braces ({ }) indicate a required choice.

� Braces within brackets () indicate a required choice within an optional element.
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Introduction
There are many sources of information and documentation for configuring Cisco networking
devices, but few provide a quick and portable solution for networking professionals. This
book is designed to provide a quick-and-easy reference guide for a wide range of commonly
used features that can be configured on Cisco routers. In essence, the subject matter from an
entire bookshelf of Cisco IOS Software documentation, along with other networking refer-
ence material, has been •squashedŽ into one handy volume that you can take with you.

This idea for this book began with my study habits for the CCIE written and lab exam. Over
time, I found that I had put together a whole notebook of handwritten notes about how to
configure a variety of Cisco router features. I also found that I began carrying this notebook
with me into the field as a network consultant. When you•re on the job and someone requires
you to configure a feature you•re not too familiar with, it•s nice to have your handy reference
notebook in your bag! Hopefully, this book will be that handy reference for you.

Features and Organization

This book is meant to be used as a tool in your day-to-day tasks as a network administrator or
engineer. As such, we have avoided presenting a large amount of instructional informa-tion or
theory on the operation of protocols or commands. That is better handled in other textbooks
dedicated to a more limited subject matter.

Instead, this book is divided into parts that present quick facts, configuration steps, and
explanations of configuration options for each feature in the Cisco IOS Software. 

How to Use This Book

All the information in this book has been designed to follow a quick-reference format. If you
know what feature or technology you want to use, you can turn right to the section that deals
with it. Sections are numbered with a quick-reference index, showing both chapter and section
number. For example, 13-3 is Chapter 13, Section 3. You'll also find shaded index tabs on each
page, listing the section number, the chapter subject, and the topic dealt with in that section.

Facts About a Feature

Each section in a chapter includes a bulleted list of quick facts about the feature, technol-ogy,
or protocol. Refer to these lists to quickly learn or review how the feature works. Immediately
following, we have placed a note that details what protocol or port number the feature uses. If
you are configuring filters or firewalls and you need to know how to al-low or block traffic
from the feature, look for these notes.
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Configuration Steps

Each feature covered in a section includes the required and optional commands used for com-
mon configuration. The difference is that the configuration steps are presented in an outline
format. If you follow the outline, you can configure a complex feature or technol-ogy. If you
find that you don't need a certain feature option, skip over that level in the out-line.

Sample Configurations

Each section includes an example of how to implement the commands and their options. We
have tried to present the examples with the commands listed in the order you would actually
enter them to follow the outline. Many times, it is more difficult to study and un-derstand a
configuration example from an actual router, because the commands are dis-played in a prede-
fined order, not in the order you entered them. Where possible, the ex-amples have also been
trimmed to show only the commands presented in the section.

Further Reading

Each chapter ends with a recommended reading list to help you find more in-depth sources of
information for the topics discussed.



Chapter 1

Configuration Basics

This chapter presents background and configuration information for the following config-
uration basics:

� 1-1: User Interfaces

� 1-2: File Management

� 1-3: Cisco Discovery Protocol (CDP)

� 1-4: System Time

� 1-5: Logging

� 1-6: System Monitoring

� 1-7: Service Assurance Agent (SAA)

� 1-8: Buffer Management

� 1-9: Some Troubleshooting Tools

1-1: User Interfaces
A router supports user access by command-line interface (CLI), a web browser, or by GUI
device management tools. A router also provides a user interface to the ROM monitor
bootstrap code.

Users can execute IOS commands from a user level or from a privileged level. User level
offers basic system information and remote connectivity commands. Privileged level
offers complete access to all router information, configuration editing, and debugging
commands.

A router offers many levels of configuration modes, allowing the configuration to be
changed for a variety of router resources.

A context-sensitive help system offers command syntax and command choices at any user
prompt.
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A history of IOS commands executed can be kept. Command lines can also be edited and
reused.

The output from a command can be searched and filtered so that useful information can
be found quickly.

Parameters for the CLI connection to the router can be set to preferred values.

Asynchronous ports on a router can be connected to other serial devices. You can open
reverse-Telnet connections to the external devices for remote access.

Banners can be defined and displayed at various points in the login process.

Menus can be defined to give terminal session users easy access to other functions or
remote systems.

Role Based Access Control (RBAC) enables you to define the rules for an assigned role that
restricts the authorization that the user has to access for management and configuration.

Access to the router can be configured for Secure Shell (SSH) version 1 or version 2.

Configuration

1. User interface modes.

a. User EXEC mode: Users can connect to a router via the console port, auxiliary
port, Telnet session, SSH session, or the Security Device Manager (SDM). By
default, the initial access to a router places the user in user EXEC mode and offers
a limited set of commands. When connecting to the router, a user-level password
might or might not be required.

b. Privileged EXEC mode:

(exec) enable

password: [password]

As soon as a user gains access in user EXEC mode, the enable command can be
used to enter privileged EXEC or enable mode. Full access to all commands is
available. To leave privileged EXEC mode, use the disable or exit commands.

c. Configuration mode:

(exec) configure terminal

From privileged EXEC mode, configuration mode can be entered. Router com-
mands can be given to configure any router feature that is available in the IOS soft-
ware image. When you are in configuration mode, you are managing the router•s
active memory. Anytime you enter a valid command in any configuration mode
and press Enter, the memory is immediately changed. Configuration mode is
organized in a hierarchical fashion. Global configuration mode allows commands
that affect the router as a whole. Interface configuration mode allows commands
that configure router interfaces. There are many other configuration modes that
you can move into and out of, depending on what is being configured. To move
from a lower-level configuration mode to a higher level, type exit . To leave global
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configuration mode and return to privileged EXEC mode, type exit at the global
configuration prompt. To leave any configuration mode and return to privileged
EXEC mode, type end or press Ctrl-z .

2. User interface features.

a. Entering commands:

(any mode) command

(any mode) no command

Commands can be entered from any mode (EXEC, global, interface, subinterface,
and so on). To enable a feature or parameter, type the command and its options
normally, as in command. To disable a command that is in effect, begin the com-
mand with no, followed by the command. You can see the commands that are in
effect by using the show running-config command. Note that some commands
and parameters are set by default and are not shown as literal command lines in the
configuration listing.

Commands and their options can also be abbreviated with as few letters as possi-
ble without becoming ambiguous. For example, to enter the interface configura-
tion mode for ethernet 0, the command interface ethernet 0 can be abbreviated as
int e 0 .

A command line may be edited using the left and right arrow keys to move within
the line. If additional characters are typed, the remainder of the line to the right is
spaced over. The Backspace and Delete keys may be used to make corrections.

S
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Note If the router displays a console informational or error message while you are typing
a command line, you can press Ctrl-l or Ctrl-r to redisplay the line and continue editing.
You can also configure the lines (console, vty, or aux) to use logging synchronous. This
causes the router to automatically refresh the lines after the router output. If you issue
debug commands with logging synchronous enabled, you might have to wait for the router
to finish the command (such as a ping) before you see the output.

b. Context-sensitive help.

You can enter a question mark (?) anywhere in a command line to get additional
information from the router. If the question mark is typed alone, all available com-
mands for that mode are displayed. Question marks can also be typed at any place
after a command, keyword, or option. If the question mark follows a space, all
available keywords or options are displayed. If the question mark follows another
word without a space, a list of all available commands beginning with that sub-
string is displayed. This can be helpful when an abbreviated command is ambigu-
ous and flagged with an error.

An abbreviated command may also be typed, followed by pressing the Tab key.
The command name is expanded to its full form if it is not ambiguous.
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If a command line is entered but doesn•t have the correct syntax, the error •%
Invalid input detected at •^• markerŽ is returned. A caret (^) appears below the com-
mand character where the syntax error was detected.

c. Command history.

(Optional) Set the number of commands to save (default 10). To set the history size
for the current terminal session, enter

(exec) terminal history [ size lines]

To set the history size for all sessions on a line, enter

(line) history [size lines]

Recall commands to use again.

From any input mode, each press of the up arrow (q) or Ctrl-p recalls the next
older command. Each press of the down arrow (Q) or Ctrl-n recalls the next most
recent command. When commands are recalled from history, they can be edited as
if you just typed them. The show history command displays the recorded com-
mand history.

Note The up- and down-arrow keys require the use of an ANSI-compatible terminal emu-
lator (such as VT100).

d. Search and filter command output.

Sift through output from a show command:

(exec) show command ... | {begin | include | exclude} reg-expression

A show command can generate a long output listing. If the listing contains more
lines than the terminal session can display (set using the length parameter), the
output is displayed a screenful at a time with a --More-- prompt at the bottom. To
see the next screen, press the spacebar. To advance one line, press the Enter key.
To exit to the command line, press Ctrl-c, q , or any key other than Enter or the
spacebar.

To search for a specific regular expression and start the output listing there, use
the begin keyword. This can be useful if your router has many interfaces in its
configuration. Rather than using the spacebar to eventually find a certain configu-
ration line, you can use begin to jump right to the desired line. To display only the
lines that include a regular expression, use the include keyword. To display all
lines that don•t include a regular expression, use the exclude keyword.

Sift through output from a more command:

(exec) more file-url | {begin | include | exclude} reg-expression
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Table 1-1 Operator Characters

Character Meaning

. Matches a single character.

* Matches zero or more sequences of the preceding pattern.

+ Matches one or more sequences of the preceding pattern.

? Matches zero or one occurrence of the preceding pattern.

^ Matches at the beginning of the string.

$ Matches at the end of the string.

_ Matches a comma, braces, parentheses, beginning or end of a string, or a space.

[ ] Defines a range of characters as a pattern.

( ) Groups characters as a pattern. If this is used around a pattern, the patterncan be
recalled later in the expression using a backslash (\) and the patternoccurrence
number.

The more command displays the contents of a file on the router. A typical use is to
display the startup (more nvram:startup-config ) or running (more system:running-
config ) configuration file. By default, the file is displayed one screen at a time with
a --More-- prompt at the bottom.

To search for a specific regular expression and start the output listing there, use
the begin keyword. To display only the lines that include a regular expression, use
the include keyword. To display all lines that don•t include a regular expression,
use the exclude keyword.

Search through the output at a --More-- prompt:

(--More--) {/ | + | -}regular-expression

At a --More-- prompt, you can search the output by typing a slash (/ ) followed by
a regular expression. To display only lines that include the regular expression,
type a plus (+). To display only lines that don•t include the regular expression,
type a minus (-).

What is a regular expression?

A regular expression can be used to match lines of output. Regular expressions
are made up of patterns„either simple text strings (such as ethernet or ospf) or
more-complex matching patterns. Typically, regular expressions are regular text
words that offer a hint to a location in the output of a show command.

A more-complex regular expression is made up of patterns and operators. Table 
1-1 lists the characters that are used as operators.
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3. Terminal sessions.

a. Start a new session:

(exec) telnet host

This initiates a Telnet connection to host (either an IP address or a host name).
Then, from the router CLI, you can continue communicating with the remote host.

b. Name a session:

(exec) name-connection

(exec) Connection number: number

(exec) Enter logical name: name

An active session can be assigned a text string name to make the session easier to
identify with the show sessionsor where command.

c. Suspend a session to do something else.

During an active Telnet session to a host, press the escape sequence Ctrl-Shift-6,
x, also written as Ctrl-^, x . Ctrl-^ is the IOS escape sequence, and the additional
x tells the router to suspend a session. This suspends the Telnet session and returns
you to the local router command-line prompt.

Note It is possible to have nested Telnet sessions open. For example, from the local
router, you can Telnet to another router A, then Telnet to another router B, and so forth. To
suspend one of these sessions, you must also nest your escape sequences. Pressing a single
Ctrl-^x suspends the session to router A and returns you to the local router. Pressing Ctrl-^
Ctrl-^x suspends the session to router B and returns you to router A•s prompt. (Press the x
only at the final escape sequence.)

d. Show all active sessions:

(exec) show sessions

All open sessions from your connection to the local router are listed, along with
connection numbers. You can also use the where command to get the same infor-
mation.

e. Return to a specific session.

First, use the show sessionscommand to get the connection number of the
desired session. Then, just type the connection number by itself on the command
line. The session is reactivated. You can also just press Return or Enter at the com-
mand-line prompt, and the last active connection in the list is reactivated. The last
active connection in the list is denoted by an asterisk (*). This makes toggling
between the local router and a single remote session easier.
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Note When you resume the connection, you are prompted with the message •[Resuming
connection 2 to Router ... ]Ž. You must press Enter again to actually resume the connection.

f. End an active session:

(remote session) Ctrl-^ x

(exec) disconnect connection-number

As soon as the remote session is suspended, you can use the disconnect command
to end the session and close the Telnet connection. Otherwise, your session
remains open until the remote host times out the connection (if at all).

g. Terminal screen format.

Set the screen size for the current session only:

(exec) terminal length lines

(exec) terminal width characters

Set the screen size for all sessions:
(line) length lines

(line) width characters

The screen is formatted to characters wide by lines high. When the number of
lines of output from a command exceeds lines, the --More-- prompt appears. If
you don•t want the output displayed by page with --More --, use length 0. The
default length for sessions is 24 lines, and the default width for settings is 80 char-
acters.

h. Allow for temporary locking of your terminal session.

(line) lockable

You can prevent access to your session while still keeping the session open by set-
ting a temporary password. To enable this feature, first configure the lockable line
configuration command. Then, to temporarily lock your session, enter the lock
command in either user or privileged EXEC mode. You will be prompted for a
password that you can use later when resuming your session.

i. Reverse Telnet connections.

Connect an asynchronous serial router line.

Any asynchronous line on a router can be used to support remote connections to
external devices (that is, console ports on other Cisco routers or switches). Using
a console •rolloverŽ cable or a high-density access server cable, connect an async
line on the local router to an asynchronous serial port on the external device. The
AUX port or any async serial line on a Cisco access server can be used for this
purpose.
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Enable the Telnet protocol on a line:

(line) transport input telnet

(line) no login

(line) no exec

To choose the appropriate line, use either line aux 0 or line number, where
number is the async line number. Because this line is used as a transparent con-
nection between the external device and a remote user, no interactive process
should be running on the local router that would interfere. Therefore, the no login
command should be used to stop any local login prompting process, and no exec
should be used to stop the executive process from interacting with any local char-
acter interpretation from devices attached to the line.

Set the async serial parameters:

(line) speed baud

(line) databits {5 | 6 | 7 | 8}

(line) stopbits {1 | 1.5 | 2}

(line) parity {none | even | odd | space | mark}

The async line should be set to match the characteristics of the remote device.
speed sets both receive and transmit baud rates, baud. Common values are 300,
1200, 2400, 4800, 9600, 19200, 38400, and 115200. To view the default or cur-
rent line settings, use theshow line line command.

Open a reverse Telnet connection to the line:

(exec) telnet ip-address port

From a remote location (or from the local router if desired), open a Telnet session
to the IP address of the local router. In addition, a TCP port number must be
given, as port . Reverse Telnet connections to async lines use TCP port numbers,
beginning with 2000. You determine the port number by adding the line number
(in decimal) to 2000 (also in decimal). For example, line 1 is port 2001, and line 15
is port 2015.

Note You will be Telnetting to an active IP address on the router. Although this can be
any address on the router, it is a common practice to configure a loopback address on the
router. See Chapter 2, •Interface Configuration,Ž for more information on loopback address-
es.

If you have a router with many async lines, it might be difficult to determine the
correct line number for a specific line. Use show users all to display all available
lines on the router, including the console, AUX line, and vty or Telnet lines. The
physical line number is displayed in the leftmost column of the output, under the
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heading •Line.Ž Usually, the console is line 0 (but it can•t be used for reverse
Telnet), and the AUX line is line 1, followed by other async lines and/or vty lines.

Also, you might sometimes receive a response that the port is unavailable. In this
case, either another user has an active Telnet session open on that port, or the
physical line needs to be reset. To reset the line, use the clear line line-number
command on the local router.

Close the reverse-Telnet session:

(session ) Ctrl-^ x

(exec) disconnect session

To suspend the current reverse-Telnet session and return to the local router
prompt, press the escape sequence (the default is Ctrl-^ x or Ctrl-Shift-6 x ). To
end the reverse-Telnet session, use the disconnect command along with the ses-
sion number. If you forget the session number of the reverse-Telnet session, use
the show sessionsor where command.

j. Send a message to another terminal session:

(exec) send {line-number | * | aux number | console number | tty number |

vty number}

Sometimes it is convenient to send quick messages to users who are Telnetted into
a router. For example, you and a colleague might be logged into the same router
but be located in different cities. A text message can be sent to either a specific
line number (line-number ), all lines (*), the AUX line ( aux number), the router
console (console number), a specific tty line (tty number), or a specific vty line
(vty number). To find a user on a specific line, use theshow users command. The
router prompts for a text message to send. After typing the message, end with
Ctrl-z .

k. Configure session timeout values.

Define an absolute timeout for a line:

(line) absolute-timeout minutes

All active sessions on the line are terminated after minutes have elapsed. (The
default is 0 minutes, or an indefinite session timeout.)

Define an idle timeout for a line:

(line) session-timeout minutes [output]

All active sessions on the line are terminated only if they have been idle for
minutes . (The default is 0 minutes, or an indefinite idle timeout.) The output key-
word causes the idle timer to be reset by outbound traffic on the line, keeping the
connection up.
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Define an idle timeout for all EXEC-mode sessions:

(line) exec-timeout minutes [seconds]

Active EXEC mode sessions are automatically closed after an idle period of
minutes and seconds(the default is 10 minutes). To disable idle EXEC timeouts
on the line, use the no exec-timeout or exec-timeout 0 0 command.

Enable session timeout warnings:

(line) logout-warning [seconds]

Users are warned of an impending logout secondsbefore it occurs. By default, no
warning is given. If the secondsfield is left off, it defaults to 20 seconds.

4. Secure Shell connections.

Note Cisco IOS supports only SSH version 1, with User ID and Password authentication.
To use SSH, you must have an IPSec encryption software image. A DES (56-bit) image sup-
ports only DES encryption, and a 3DES (168-bit) image supports either DES or 3DES. (See
Appendix A, •Cisco IOS Software Releases and Filename Conventions,Ž for details on
determining what feature sets your software image supports.) SSH uses UDP and TCP port
number 22.

a. Configure a host name and a domain name for the router:

(global) hostname hostname

(global) ip domain-name domain

The router must have both a host name and an IP domain name assigned, although
the router does not have to be entered in a domain name server. The host name and
domain name are used during encryption key computation.

b. Generate the RSA key pair for authentication:

(global) crypto key generate rsa

A public and private key pair is generated for authentication to a remote session.
This command is executed once at the time it is entered. Neither the command nor
the keys are shown as part of the router configuration, although the keys are
stored in a private NVRAM area for security. This command prompts for a modu-
lus length (360 to 2048 bits; the default is 512). The higher the modulus, the better
the encryption and the longer the computation time. Cisco recommends a mini-
mum modulus of 1024 bits. You can view your public key by executing the show
cry key mypubkey rsa privileged EXEC command. You can delete the RSA key
pair with the crypto key zeroize rsa privileged EXEC command.
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c. Enable Authentication, Authorization, and Accounting (AAA) authentication:

(global) aaa new-model

or

(line) login local

The aaa new-model command causes the local username and pasword to be used
on the router in the absence of other AAA statements. Alternatively, you can use
the login local line command to accomplish the same task.

AAA user authentication:

Users can be authenticated by a remote AAA server. For more information on con-
figuring an AAA server, see Section 12-2.

d. Configure user authentication.

Local user authentication:

(global) username username password password

Users can be authenticated locally on the router, provided that both a username
and password are configured. The password is entered as a cleartext string con-
taining up to 80 alphanumeric characters, including embedded spaces. Passwords
are case-sensitive.

e. Configure SSH parameters:

(global) ip ssh {[timeout seconds] | [authentication-retries retries]}

The timeout keyword defines the maximum time for SSH negotiation with the
remote device (the default is 120 seconds). The number of authentication retries
can be defined with the authentication-retries keyword (the maximum is 5 retries;
the default is 3).

f. Enable the SSH protocol on a line:

(line)# transport input ssh

By default, all input protocols are allowed on lines. Enter the no transport input
all command to disable all inbound connections on a line. Then enter the
transport input ssh command to allow only inbound SSH connections on a line.

g. Configure the SSH version:

(config)# ip ssh version [ 1 | 2]

Starting with IOS 12.1(19)E, you can use SSH version 2. To support both versions 1
and 2, enter the no ip ssh version global configuration command. This IOS version
also introduced the capability to display a login banner prior to connecting to a
router unless the router is configured to use only SSH version 1.
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h. Telnet to the router from an SSH-capable device.

All inbound SSH sessions to the router are opened to the VTY (Telnet) lines. The
number of concurrent Telnet sessions (both non-SSH and SSH) is limited by the
number of VTY lines that are configured.

i. (Optional) Open an outbound SSH session from the router:

(exec) ssh [ -v 2 ][-l userid] [-c {des | 3des | aes192-cbc | aes256-cbc }] 
[-m hmac-md5

| hmac-md5-96 | hmac …sha1 | hmac-sha1-96 ][ -o numberofpasswdprompts

prompts] [ - p port] {ip-address | hostname} [command]

An SSH session is opened to the host given by ip-address or hostname. Starting
with IOS 12.1(19)E, you can specify SSH 2 with the …v 2keyword. By default, the
current username on the local router is used for authentication on the remote
device. This can be overridden by the -l userid keyword. The type of encryption
is specified as either DES, 3DES, AES192-cbc, or AES256-cbc using the -c key-
word. The …mkeyword sets the hashing algorithm used for authentication if con-
figured on the SSH router. The number of prompts for a password can be set by
the -o numberofpasswdprompts keyword. (1 to 5; the default is 3.) The port
number used for the SSH session can be set using the -p port keyword. (The
default is 22.) The command field specifies the command to be run on the remote
device, assuming that the authenticated user has access to that command. If
embedded spaces are needed, enclose the command string in double quotation
marks.

5. Configuring access to the router.

a. (Optional) Set up authentication for users.

Define a username and password:

(global) username name { password password | password encrypt-type

encrypted-password}

Enable authentication for a specific username name. The password keyword can
define a text string password to be used at login time. An encrypted password
from a previous router configuration can be copied and pasted into this command
using the encrypt-type encrypted-password fields. An encrypt-type of 0 means
that the password is unencrypted and is in clear text, and 7 means that the pass-
word is already encrypted.

Define a username to run a command automatically:

(global) username name nopassword autocommand command

The usernamename is defined as a login name. When it is used, no password is
required, and the router command command is run automatically. Afterward, the
user is logged out and disconnected.
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Alter a user•s access privileges:

(global) username name [ access-class acc-list ] [ noescape ] [ nohangup ]

[privilege level]

The access-classkeyword specifies an access list for the username that overrides
one used in a line•s access-classcommand. The noescapekeyword prevents the
user from using the escape sequence to suspend the session. The nohangup key-
word returns the user to EXEC mode after an automatic command completes. A
user•s default privilege level (1) can be set using the privilege keyword.

b. Configure login authentication.

First, you must choose a line for incoming users.

For an asynchronous port (line), enter the following command:

(global) line {console 0 | aux 0 | number}

Asynchronous ports are called lines in the router configuration. Lines are identi-
fied by number. If you aren•t sure of the line number on an async port, use the
show users all command to display all lines and their numbers. You can configure
the following lines: console port ( line console 0), auxiliary port (line aux 0), and
async lines on an access server (line number).

For a virtual terminal line (vty) for Telnet access, enter the following command:

(global) line vty first [last]

vty ports are also calledlines in the router configuration. Several vty lines can be
configured so that more than one Telnet session can be active to the router. A range
of vty lines can be configured at one time by using both first and last vty numbers.

Note VTY lines require a password to be configured before user access is enabled.
Otherwise, the router closes any incoming Telnet sessions immediately.

To enable login authentication without a username, enter the following command
sequence:

(line) login

(line) password password

Users are prompted for a password on the specified line. The password text string
can be up to 80 alphanumeric characters with embedded spaces. The first charac-
ter cannot be a number.
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To enable login authentication with a router-defined username, enter the following
command:

(line) login local

Individual usernames must first be configured as shown in Step 5a. The router
then authenticates users on the specified line against the locally defined user-
names and passwords.

To enable logins with TACACS authentication, enter the following command:

(line) login tacacs

The router authenticates users by interacting with a standard or extended TACACS
(not TACACS+) server.

To enable logins with AAA/TACACS+, enter the following command:

(line) login authentication

The router authenticates users by interacting with an external AAA server. Refer
to Section 13-2 for more information on configuring AAA features.

c. Privileged mode (enable mode):

(global) enable secret enable-password

To access privileged mode, you must enter the enable password. This password
can be set to enable-password. The password is encrypted using a strong nonre-
versible encryption algorithm and is then stored in a special secure location in
NVRAM. The password must have 1 to 25 alphanumeric characters. The first char-
acter cannot be a number, and embedded spaces are accepted.

The enable password can also be set using the enable password command. Cisco
recommends using the enable secret command instead, because the password has
a stronger encryption and is not stored in the router configuration.

The enable secret [level level] enable-password command can be used to set the
password required for entering the privilege level specified. Levels range from 0 to
15, where 1 is the normal EXEC level and 15 is enable mode.

Note An enable or enable secretpassword is not required for the router. If you don•t have
one configured, you are not prompted for the password when you issue the enable com-
mand from the console. If you do not have an enable or enable secretpassword, however,
you can•t access privileged EXEC mode from any Telnet or other line into the router.

Access to specific IOS commands can be granted to privilege levels so that you
can create user communities with varying capabilities. For example, you might
want to allow a group of users to access the show cdp neighbors command with-
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out being in enable mode at level 15. Use the following command to allow a privi-
lege level to run a command:

(global) privilege mode [level level command | reset command]

Here, mode is the basic mode of the user-level interface. There are many modes to
choose from, but the most common ones are configure (global configuration
mode) and exec (EXEC mode). The desired privilege level is given as level and the
IOS command as command. The reset keyword can be used to reset the com-
mand•s privilege level to the default.

d. Encrypt passwords displayed in the router configuration:

(global) service password-encryption

By default, passwords on lines and usernames, as well as the enable password, are
displayed as clear text (not encrypted) in the router configuration. This command
can be used to cause the passwords to be displayed in a basic encrypted form.
(The passwords themselves are not stored encrypted; rather, they are only dis-
played encrypted with commands such as show running-config .)

6. (Optional) Configure system banners:

(global) banner { motd | login | exec | incoming } delimiter

(global) ... text ...

(global) delimiter

The message-of-the-day banner is defined with the motd keyword. It displays before
the router login prompt when connecting via Telnet and after a user logs into the
router when connecting via SSH. The login banner, defined with the login keyword,
displays after the message of the day and just before the login prompt. The login ban-
ner does not display when a router is configured to use only SSHv1. The exec banner,
defined with the exec keyword, displays just after a user logs into the router. The
reverse-Telnet banner, defined with the incoming keyword, displays after the mes-
sage-of-the-day banner when a user connects to the router using reverse Telnet.

The banner text can be one or more lines. It is bounded by the delimiter character.
Choose an uncommon character as the delimiter (such as ~ or %). The message-of-the-
day banner is useful when important network news or an access policy or legal warn-
ings must be presented to potential users. The remaining banners can relay specific
information about the system, such as the name, location, or access parameters.

The following built-in tokens can be used to include other configured information in
a banner:

$(hostname)„The host name of the router (from hostname)

$(domain)„The domain name of the router (from ip domain-name)

$(line)„The line number of the async or vty line
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$(line-desc)„The line description (from the description command on the async
interface associated with the line)

$(peer-ip) „The IP address of the peer machine

$(gate-ip)„The IP address of the gateway machine

$(encap)„The encapsulation type (SLIP or PPP)

$(encap-alt)„Displays the encapsulation type as SL/IP instead of SLIP

$(mtu)„ The maximum transmission unit size

7. (Optional) Configure session menus.

a. (Optional) Configure a title message:

(global) menu name title delimiter

(global) ... text ...

(global) delimiter

A title or banner can be defined and displayed prior to menu options. The title can
be used to display a welcome message and instructions on making menu choices.
All commands pertaining to a menu must be linked to the menu name. Title text
can be one or more lines, bounded by the delimiter character. To clear the screen
prior to the menu title, use the menu name clear-screen command.

b. Configure a prompt:

(global) menu name prompt delimiter

(global) ... text ...

(global) delimiter

The menu prompt displays a text message after the menu items, as the user is being
prompted for a response.

c. Configure menu items.

Next, you configure your menu items. You can have up to 18 menu items. To cre-
ate them, repeat Steps d through f that follow for each item.

d. Define an item title:

(global) menu name text item text

Each item in the menu named name has a key that the user must press to select the
item. This is defined as item. It can be a character, number, or word. The item key
is displayed to the left of the item text in the menu.

e. Define an item command:

(global) menu name command item command
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When a menu item is selected by the item key, the command string is executed.
For example, the command could open a Telnet session to a remote system. A
command can also be defined as a •hiddenŽ command such that no item text is dis-
played for the user to see. To do this, configure the menu command but don•t con-
figure the companion menu text.

Menus can also be nested so that a menu selection can invoke an entirely different
menu of choices. To do this, use the keyword menu as the command string (such
as menu name command item menu name2). Then define the new nested menu
with the menu text and menu command lines.

Note You can also define a menu item that allows the user to return to a command
prompt or a higher-level menu and end the current menu. Define a menu item with menu-
exit as the command (that is, menu name command item menu-exit ).

f. Define a default menu item:

(global) menu name default item

If the user presses the Enter key without specifying an item, the item is selectedby
default.

g. Execute a menu.

Execute from the command line:

(exec) menu name

The menu called name is executed at the command-line prompt. In this case,
remember to include a menu item that allows the menu to terminate (menu name
command item menu-exit ). Otherwise, you will be caught in an endless loop of
menu choices.

Execute automatically on a line:

(line) autocommand menu name

The menu name is executed automatically as soon as a user accesses the line with
a terminal session. In this case, it would be wise to keep the user in a menu loop so
that he or she won•t end up in an unknown or potentially dangerous state, such as
the command-line prompt.

Execute automatically for a user:

(global) username user autocommand menu name

The menu name is executed automatically as soon as the user named user success-
fully logs into the router.
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h. (Optional) Configure the menu to operate in line mode:

(global) menu name line-mode

You can configure the menu to have users enter a line # instead of a key. This com-
mand is automatically enabled with menus that contain more than nine menu items.

i. (Optional) Configure single-spaced menus:

(global) menu name single-space

Menus are double-spaced by default when there are fewer than nine items. They
are single-spaced when there are a nine or more items. This command causes
menus with fewer than nine items to display as single-spaced.

j. (Optional) Display informational status:

(global) menu name status-line

An informational status line can be displayed before the menu title. This line indi-
cates the router hostname, user line number, and the current terminal type.

8. Web browser interface.

a. Enable the web interface:

(global) ip http server

The web interface server is started, allowing users to monitor or configure the
router through a web browser.

Note The router web interface should not be used, especially for access from a public
(Internet) network, due to a major vulnerability with the HTTP server service. This vulnera-
bility is documented as Cisco Bug ID CSCdt93862. To disable the HTTP server, use the no
ip http-server command. In addition to this bug, the default authentication uses cleartext
passwords. If you must use the web interface, be sure to configure a stronger authentication
method and limit access in Steps c and d, which follow.

b. (Optional) Set the web browser port number:

(global) ip http port number

HTTP traffic for the web interface can be set to use TCP port number (default 80).

c. (Optional) Limit access to the web interface:

(global) ip http access-class access-list

A standard IP access list (specified by either number or name) can be used to limit
the source IP addresses of hosts accessing the web interface. This should be used
to narrow the range of potential users accessing the router•s web interface.
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d. (Optional) Choose a method for user authentication:

(global) ip http authentication {aaa | enable | local | tacacs}

Users attempting to access the router•s web interface can be challenged and
authenticated with several different mechanisms. By default, the enable method
(the cleartext enable password must be entered) is used for authentication. You
should use one of the stronger authentication methods: aaa(AAA/TACACS+; see
Section 13-2 for more information), local (authentication is performed locally on
the router, using usernames and passwords), and tacacs (standard or extended
TACACS authentication).

e. View the router•s home page.

From a web browser, use the URL http:// router / where router can be the router•s
IP address or host name. The default router home page is available to users with a
privilege level of 15. Only IOS commands available to lesser privilege levels are
available to users who are limited to a privilege level less than 15.

1-2: File Management
Cisco IOS has many files and file systems that require management.

File management consists of managing configuration files and operating system files.

Cisco routers use a file system known as IFS (IOS File System).

IFS commands replace many older file-management commands.

IFS commands allow for viewing and classification of all files, including fileson remote
servers.

With IFS, there are no longer any differences for management of files on different platforms.

With IFS, you can copy files with complete path information to eliminate the need for
system prompting.

Three Flash file system types are supported on Cisco platforms„Class A, Class B, and
Class C.

Note IFS is an extremely powerful way of managing files within the router file systems
and on remote systems. In order to provide backward compatibility, many aliases map to
older commands for file management. See Table 1-4 at the end of this section for a listing of
the older commands and the IFS equivalents.

Navigating File Systems

1. Viewing the available file systems:

(privileged) show file systems

This command gives you a detailed listing of all the file systems available on the
router. This command lists the total size and the amount of free space on the file sys-
tem in bytes, the type of file system, the flags for the file system, and the alias name
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Table 1-2 Cisco File Systems

Prefix File System

system: Contains the system memory, including the running configuration.

Prefix File System

nvram: Nonvolatile Random-Access Memory. This contains the startup configuration.

flash: Flash memory typically is the location of the IOS. This is the default or starting
file system for file system navigation. The prefix flash: is available on all plat-
forms. For platforms that do not have a device named flash:, the prefix flash: is
aliased to slot0:. Therefore, you can use the prefix flash: to refer to the main
Flash memory storage area on all platforms.

bootflash: Boot Flash memory typical location for Rxboot IOS image.

slot0: First PCMCIA Flash memory card.

slot1: Second PCMCIA Flash memory card.

tftp: Trivial File Transfer Protocol (TFTP) network server.

ftp: File Transfer Protocol (FTP) network server.

slavenvram: NVRAM on a slave RSP card of a high-end router, such as a 7513, configured
for redundancy.

slavebootflash: Internal Flash memory on a slave RSP card of a high-end router, such as a 7513,
configured for redundancy.

slaveslot0: First PCMCIA card on a slave RSP card of a high-end router, such as a 7513,
configured for redundancy.

slaveslot1: Second PCMCIA card on a slave RSP card of a high-end router, such as a 7513,
configured for redundancy.

flh: Flash load helper log files.

null: Null destination for copies. You can copy a remote file to null to determine its
size.

rcp: Remote copy protocol (rcp) network server.

disk0: Rotating media.

xmodem: Obtain the file from a network machine using the Xmodem protocol.

ymodem: Obtain the file from a network machine using the Ymodem protocol.

used to access the file system. File system types include Flash, NVRAM, and net-
work, as well as some others, such as ROM file systems, which contain microcode.
Table 1-2 lists some of the file systems that are available. Note that not all file systems
are available on all platforms.
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2. Change the default file system directory:

(privileged) cd [filesystem:]

Use this command to move to a specific file system or directory within that file sys-
tem. By moving to a specific file location, you can use file system commands without
having to specify the filesystem: option. For example, if you do a dir command with-
out specifying the filesystem:, it uses the directory that was specified by the default
directory or the cd command. The default file system directory is flash.

3. List the current directory:

(privileged) pwd

This command prints the working directory. By using this command, you can deter-
mine the default file system directory. Use this command to verify that you have
moved into the appropriate directory when using the cd command.

4. Display information about the files:

(privileged) dir [/all] [filesystem:][path/filename]

This command displays a directory of the default directory structure as specified by
the cd command. By using the option /all, you see files that have been deleted but
not permanently removed from a file system. You can also specify a file system by
using the filesystem: option. If you want to view a single file, provide the path and
filename also. You can use an asterisk (*) as a wildcard to display a group of files with
common starting characters. You can use this command to get a list of files on any
available local file system.

(privileged) show filesystem:

This command displays the contents of a file system. It is similar to the dir command,
but the output is formatted differently. This command does not allow individual files
or remote file systems to be displayed.

5. View the information about a local or remote file:

(privileged) show file information filesystem:path

This command allows you to view information about a file on a remote or local file
system. The output displays the image type and size.

6. View the contents of a local or remote file:

(privileged) more [ /ascii | /binary | /ebcdic ] filesystem:path

Use this command to view the contents of a remote or local file. The options ascii,
binary , and ebcdic allow you to specify the type of format in which you would like
to see the file presented. The filesystem:path options allow you to specify a particu-
lar file on a valid file system. For example, more /ascii tftp://172.16.3.1/myconfig.txt
displays the file myconfig.txt located on TFTP server 172.16.3.1 in ASCII format.
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Table 1-3 File System Types

File System
Type

Platforms

Class A Cisco 7000 family, C12000, LS1010, Catalyst 6500 series, 12000 Gigabit
Switch Router (GSR), LS1010

Class B Cisco 1003, Cisco 1004, Cisco 1005, Cisco 1600 series, Cisco 1700 series,
Cisco 2500 series, Cisco 2600 series, Cisco 3600 series, Cisco 4000 series,
Cisco AS5200

Class C Cisco MC3810, disk0 of SC3640

Deleting Files from Flash

Cisco hardware platforms have three different classifications of file systems. Each of these
file systems deals differently with deleting and permanently removing files from the Flash
file system. Table 1-3 lists these three types of file systems and the platforms that use
them.

1. Delete a file from Flash memory:

(privileged) delete [ filesystem: ] filename

This command deletes a file from Flash on any of the three classifications of file sys-
tems. For Type A and B file systems, the file is marked as deleted and shows up only
if the command dir /all is used. Files that are marked as deleted can be restored using
the undelete command. For type C file systems, the delete command permanently
removes the file from the system. The file system must be a Flash file system.

2. Restore a deleted file:

(privileged) undelete index [filesystem:]

For type A and B file systems, if a file has been deleted, you can restore it using the
undelete command. You must provide the index number of the file listed by the
dir/all command. If the file is not located in your working directory, determined by
the pwd command, you can specify the filesystem : option.

3. Permanently remove a file from Class A Flash memory:

(privileged) squeeze filesystem:

If you want to permanently remove a file that has been deleted from a Class A file
system, you must squeezethe file system. This command removes any file on the file
system that has been marked as deleted.

4. Permanently remove a file from Class B Flash memory or NVRAM:

(privileged) erase [flash: | bootflash: | nvram:filename]
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To permanently remove a file from a Class B file system, you must erasethe file sys-
tem device. This command removes all the files in the device. By using the command
erase nvram:filename, you can delete a file from NVRAM.

5. Reformat the file system:

(privileged) format filesystem:

For Class A and Class C devices, you can remove all the files and reformat the device
using the format command.

Moving System Files

With most computer systems, it is important to be able to move files from one location to
another. To move system files, you use the copy command. This command, along with
path parameters, moves system files. The results of some file-system moves are unique. For
example, when a file is copied to the system:running-configuration file, the result is a file
merge. This section discusses some common copy commands and the results, but on the
whole, files can be moved to file systems that allow you to write to the system. The com-
mand structure for copy commands is copy [/erase] source-location destination-loca-
tion . The source and destination locations can be any writeable file system and path. By
using the /erase option, you can always erase the destination of a writeable file system
before the file is copied. The source location can be any file system that contains files that
need to be moved. With all these commands, you can specify the address and filename, or
you can leave them out, and the system will prompt you for the information.

1. Save the active configuration file to be used for startup:

(privileged) copy system:running-config nvram:startup-config

This command copies the system•s current active configuration into the startup con-
figuration file. When anything is copied to the location nvram:startup-config,it is a
complete overwrite. In other words, any information that was in that file is completely
lost and is overwritten with the source file. The startup configuration file is loaded at
startup.

2. Copy a file into the active configuration:

(privileged) copy source system:running-config

This command copies a file into the current running configuration. The source can be
any location that contains a text file that has configuration parameters framed in the
appropriate syntax. When files are copied to the running configuration, they are
merged with the current configuration. In other words, if a configuration parameter
such as an address exists in both places„running and source„the running is
changed by the parameter that is being copied from the source location. If the config-
uration parameter exists only in the source location, it is added to the running config-
uration. If a parameter exists in the running configuration but is not modified in the
source configuration, there is no change to the running configuration. The source
location can be a file in any location, including a file on a TFTP server or FTP server
or a text file that has been written to Flash memory.
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3. Save a file to a TFTP server:

(privileged) copy source tftp:// address/ filename

This command allows you to save any readable file from an IFS source location to a
TFTP server specified in the address of the destination parameter. If you do not sup-
ply a filename and address, you are prompted by the system for this information.

4. Save a file to an FTP server with anonymous login:

(privileged) copy source ftp:// directory / filename

You can also save files to an FTP server. FTP offers a more reliable and robust method
of file transfer. As with TFTP, you can copy from any source location to an FTP serv-
er. Any readable file can be copied. The main difference is that FTP requires a user-
name and password for the transfer of traffic. The username and password can be
specified in global configuration or on the command line. If you don•t specify a user-
name in the command or globally for the router, the router uses an anonymous login.
The username is anonymous, and the e-mail type password is formed by the router
using the current session as the username, the router name as the host name, and the
IP domain as the domain name (session@hostname.domain).

5. Save a file to an FTP server using the username and password specified in global con-
figuration:

(global) ip ftp username username

(global) ip ftp password password

(privileged) copy source ftp:// address / directory / filename

If you have configured an IP FTP username and password, and you do not specify a
password in the command line, the configured username and password are used when
you copy files to and from an FTP server.

6. Save a file to an FTP server using the username and password specified in the com-
mand line:

(privileged) copy source ftp:// username : password @address / directory / filename

If you want to specify the password in the command line, you can do so with the for-
mat username:password@address. The username and password are separated by a
colon (:), and the address of the FTP server follows the at (@) symbol.

7. Save a file to Flash memory:

(privileged) copy source flash-filesystem : // path/filename

You can copy a file to any Flash file system of a router with the copy command.
Some writeable file systems, such as a Class A file system, allow you to create and
write to directories as well as files. This copy command allows you to move files into
a Flash file system. Files that are moved into Flash are usually IOS files, but Flash can
be used to store any file as long as you have room to place it. If fact, as soon as a file
has been placed in Flash memory, the router can be configured as a TFTP server and
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can then serve that file to other devices. See the following subsection for more infor-
mation about configuring your router to act as a TFTP server.

8. Save a file to an RCP server:

(privileged) copy source rcp:// directory / filename

You can also transfer files using the RCP protocol. Like FTP, RCP requires a username
and password that can be configured in either global configuration or on the com-
mand line.

9. Save a file to an RCP server using the username and password in global configuration:

(global) ip rcmd remote - username username

(global) ip ftp username password

(privileged) copy source rcp:// address / directory / filename

If you configure an IP RCMD username and password and you do not specify a pass-
word in the command line, the configured username and password are used when you
copy files to and from an FTP server.

10. Save a file to an RCP server using the username and password specified in the com-
mand line:

(privileged) copy source rcp:// username : password @address / directory / filename

If you want to specify the password in the command line, you can do so with the for-
mat username:password@address. The username and password are separated by a
colon (:), and the address of the RCP server follows the at (@) symbol.

Configuration Rollback

The configruation rollback feature enables you to archive IOS configuration files if you
need to rollback to a previous configuration file. Only the differences between the current
configuration and the archived configuration file are applied when performing rollback.

1. Enter arcchive configuration mode:

(global) archive

2. Specify the location and filename prefix for the archived file:

(config-archive) path disk0:myconfig

If your platform has a disk0, you can save the archive in disk0:, disk1:, ftp:, pram:,
rcp:, slavedisk0:, slavedisk1:, or tftp:. If your platform does not have disk0, you can
save the archive to ftp:, http:, pram:, rcp:, or tftp:.

3. Optionally, configure the maximum number of archived files to be saved:

(config-archive) maximum number

The number of maximum archive files can be set to any value between 1 to 14. The
default is 10.
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4. Optionally, set the time increment for automatically saving an archive of the current
running configuration:

(config-archive) time-period minutes

5. Optionally, replace a current configuration file with a saved configuration file:

(privileged) configure replace path:configuration-file [ list ]

The list keyword lists the lines applied during the configuration rollback.

Related File Management Commands

1. Compress the configuration file:

(global) service compress-config

This command allows you to compress your configuration file. Because NVRAM is
limited on a router, a very large configuration file might need to be compressed
before being stored in NVRAM. The service compress-config command compresses
the file to one-third of its normal size.

Note Configuration compression is supported only on routers that have Release 10 or
later of boot ROM. If your router does not have this version or a later version, you need to
perform a ROM upgrade to compress your configuration file. Check your device•s docu-
mentation to find out how to perform a ROM upgrade.

2. Specify an IOS image to boot from in a Flash file system:

(global) boot system flash flash-filesystem :/ directory / filename

By default, routers boot the first valid image in the default Flash location. If you have
more than one file in Flash memory and you do not want to boot the first file, you
must specify which file is to be used as the IOS image. Theboot system flash com-
mand specifies which file to use.

3. Change the config-file environment parameter for Class A file systems:

(global) boot config flash-filesystem : directory / filename
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For a Class A file system, you can copy configuration files to the Flash filesystem.
You can also specify to the router that it is to load a configuration from Flash instead
of the startup-config file located in NVRAM. To do this, you must first copy the
active configuration to the Flash file system. Then, in global configuration mode, use
the boot config parameter followed by the file system name and file location and
name. After you save this configuration, the router attempts to load the configuration
from the specified location.

4. Configure the router to act as the TFTP server for files in Flash memory:

(global) tftp-server flash flash-filesystem :/ directory / filename

5. The command in step 4 specifies a file to be served out of the Flash memory file sys-
tem by the router acting as a TFTP server. You can serve multiple files out of Flash
using the following command to disable the parser cache:

(global) no parser cache

Starting with IOS 12.1(5)T, Cisco routers enable the parser cache feature by default.
This feature enables the rapid recognition and translation of configuration lines in the
configuration file that differ slightly from previously used lines. This improves per-
formance and is especially useful if you have a large number of access-list statements
or virtual circuits. You can disable this feature to free up resources.

6. Enable exclusive configuration change access:

(global) configuration mode exclusive { auto | manual }

The configuration lock prevents multiple users from modifying the running configu-
ration file at the same time. This feature can be set to auto to enable this feature any
time someone enters the configure terminal command, or it can be set to manual to
enable this feature any time the configure terminal lock command is entered.

Alias Commands

Because the IFS is the third-generation file-management system for Cisco IOS, alias com-
mands have been established to provide backward compatibility for commands that exist-
ed in previous operating systems. This allows you to use file-management commands that
you might have learned in previous releases without having to learn the new command
structure. Table 1-4 shows the alias commands and the IFS equivalent commands.
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1-3: Cisco Discovery Protocol (CDP)
Cisco Discovery Protocol allows for dynamic discovery of directly connected Cisco 
devices across SNAP-supported media.

CDP runs on all Cisco hardware running Cisco IOS 10.2 or later.

CDP provides information on neighboring platform, operating system, and Layer 3
addressing.

CDP version 2 supports information about duplex and VLAN settings.

CDP is enabled by default on all interfaces and can be disabled on a global or 
per-interface basis.

CDP is media- and protocol-independent. CDP operates as a Layer 2 SNAP frame and 
requires only that the media support SNAP frames.

Configuration

CDP is enabled by default. Step 1 is not required, because it is a default setting. The steps
listed here are designed to help you manage CDP on your router.

Table 1-4 File Management Alias Commands

Release 10.2 and 
Earlier Command

Release 10.3 to 
11.3 Command

Release 12.0 and Later (IFS)
Command

write terminal show running-config show system:running-config or 
more system:running-config

show config show startup-config show system:startup-config or 
more system:startup-config

write memory copy running-config
startup-config

copy system:running-config 
nvram:startup-config

write erase erase startup-config erase nvram:

write network copy running-config
tftp:

copy system:running-config
tftp:// address/ filename

config memory copy startup-config 
running-config

copy nvram:startup-config 
system:running-config

config network copy tftp running-
config

copy tftp:// address/ filename
system:running-config

config overwrite copy tftp startup-
config

copy tftp:// address/ filename
nvram:startup-config

Cisco•s official stance on older commands is that they might not be supported in future releas-
es, so it is conceivable that commands that existed before Release 12.0 might not be supported
in future releases of Cisco IOS.
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1. Enable CDP globally (the default is on):

(global) cdp run

This enables the CDP process. This is the default setting. To disable CDP for the
whole router, use the no cdp run command.

2. (Optional) Set the update time for CDP advertisements:

(global) cdp timer seconds

This command sets the update interval in seconds. This is a global command, so you
can specify only a single time interval, and all interfaces will use the same update
interval. The default setting is 60 seconds.

3. (Optional) Specify the holdtime of the CDP information:

(global) cdp holdtime seconds

This command specifies the holdtime that is to be sent with the CDP update. This
holdtime tells the neighboring router how long to keep the CDP information. If no
update is received by the neighboring router at the end of the holdtime, that router
discards the cdp information.

4. Change the CDP send parameters for a given interface (this is on by default):

(global) cdp advertise-v2

This command allows the router to send out Version 2 updates for CDP. CDP Version
2 supports three new type length values (TLVs)„VTP management domain, native
VLAN, and duplex mode. If a router does not support V2 updates, the new TLVs are
ignored, and CDP continues operating normally.

5. (Optional) Enable CDP on an interface:

(interface) cdp enable

This command lets CDP updates be sent out a particular interface. The default config-
uration is on for all interfaces. To disable CDP on a particular interface, use the no
cdp enable command. Disabling CDP can be useful for conserving bandwidth or if
the device on the other side of the link is not a Cisco device.

Use the show cdp and show cdp interface commands to verify the configuration of
CDP.

Example

This example alters CDP•s operational parameters by changing the holdtime to 480 sec-
onds and the update time to 120 seconds. The Ethernet interface is operating normally,
but we are assuming that the serial interface is connected to a non-Cisco router. Therefore,
to conserve bandwidth, CDP is disabled on that interface.

cdp holdtime 480

cdp timer 120
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interface ethernet 0

ip address 1.2.2.1 255.255.255.0

interface serial 0

ip address 1.4.4.1 255.255.255.0

encapsulation ppp

no cdp enable

1-4: System Time
System time is maintained by the IOS software. When a router is initialized, the system
time is set from a hardware time clock (system calendar) in the router.

An accurate system clock is important to maintain for logging and debugging time
stamps, various show commands, and timed access lists.

System time is maintained as Coordinated Universal Time (UTC or GMT). The format of
time as it is displayed can be configured with IOS commands.

System time can be set manually or by Network Time Protocol (NTP). In addition, a
router•s hardware time clock can be updated by NTP if desired.

NTP uses the concept of stratum to determine how close an NTP speaker is to an authori-
tative time source (an atomic or radio clock). Stratum 1 means that an NTP server is
directly connected to an authoritative time source. NTP also compares the times reported
from all configured NTP peers. It doesn•t listen to a peer that has a significantly different
time.

NTP associations with other NTP peers can be protected through access lists and through
an encrypted authentication.

For an authoritative time source, NTP can be configured to listen to public NTP servers
on the Internet. Alternatively, NTP can be contained within an enterprise network by con-
figuring one router to act as if it has an authoritative time source. Other NTP peers within
the organization then synchronize their time with that router.

NTP version 3 is based on RFC 1305 and uses UDP port 123 and TCP port 123.
Information about public NTP servers and other NTP subjects can be found at
www.eecis.udel.edu/~ntp/.

Configuration

You can set the system time either manually or using the Network Time Protocol (NTP).

With manual configuration, you set the time and date on the router, along with the time
zone and whether to observe daylight saving time. With manual configuration, the router
has no way to preserve the time settings and cannot ensure that the time remains accurate.
NTP is defined by RFC 1305. It provides a mechanism for the devices in the network to
get their time from an NTP server. With NTP, all the devices are synchronized and keep
very accurate time.
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Setting the System Time Manually

1. Set the time zone:

(global) clock timezone zone hrs-offset min-offset

The time zone is set to the abbreviated name zone (such as EST, PST, or CET). This
name is used only for display purposes. It can be any common zone name. The actual
displayed time is defined by an offset in hours (hrs-offset) and minutes (min-offset )
from UTC.

2. (Optional) Configure daylight saving time:

(global) clock summer-time zone recurring [ week day month hh:mm week day

month hh:mm [offset]]

(global) clock summer-time zone date [date month | month date] year hh:mm

[date month | month date] year hh:mm [offset]

If daylight saving time begins and ends on a certain day and week of a month, use the
command with the recurring keyword. The week number week (including the words
•firstŽ and •lastŽ), the name of the day, the name of the month , and the time hh:mm
in 24-hour format can all be given to start and stop daylight saving time. The offset
value gives the number of minutes to add during daylight saving time (the default is
60).

Otherwise, the date keyword can be used to specify the exact date and time that
daylight saving time begins and ends in a given year.

3. (Optional) Set the system clock (IOS clock):

(exec) clock set hh:mm:ss [day month | month day] year

The time is given in 24-hour format. day is the day number, month is the name of the
month, and year is the full four-digit year.

The system clock is set from the hardware calendar when the router is restarted. It
also can be set manually from the hardware calendar using the (exec) clock read-
calendar command.

4. (Optional) Set the system calendar (hardware clock):

(exec) calendar set hh:mm:ss [day month | month day] year

The hardware clock is set to the given time (24-hour format) and date. Themonth is
the name of the month, day is the day number, andyear is the full four-digit year.
As an alternative, the system calendar can also be set from the system clock using
the (exec)clock update-calendar command.

Setting the System Time Through NTP

1. Define one or more NTP peer associations:

(global) ntp peer ip-address [ version number] [ key keyi d]

[ source interfac e] [ prefer ]
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The NTP peer is identified at ip-address. The NTP version can be given with the
version keyword (1 to 3; the default is version 3). If NTP authentication will be used,
the key keyword identifies the authentication key to use (see Step 3b). If desired, the
source address used in NTP packets can be taken from an interface using the source
keyword. Otherwise, the router uses the source address from the outbound interface.
The preferred keyword forces the local router to provide time synchronization if
there is contention between peers.

2. (Optional) Configure NTP delivery.

a. Configure NTP broadcast service:

(global) ntp broadcast [version number]

(global) ntp broadcast client

(global) ntp broadcastdelay microseconds

By default, NTP sends and receives unicast packets with peers. Broadcasts can be
used instead if several NTP peers are located on a common network. The ntp
broadcast command enables the sending of broadcast packets. The ntp broadcast
client command enables the reception of broadcast packets. The ntp broadcastde-
lay command sets the round-trip delay for receiving client broadcasts (1 to 999999
microseconds; the default is 3000).

b. Set the NTP source IP address:

(global) ntp source interface

The source address used for all NTP packets is taken from interface . This address
can be overridden for specific NTP peers with the ntp peer command.

c. Disable NTP on an interface:

(interface) ntp disable

By default, NTP is enabled on all interfaces. This command disables the reception
and processing of NTP packets on a single interface.

3. (Optional) Restrict access to NTP.

a. Restrict by access list:

(global) ntp access-group {query-only | serve-only | serve | peer} acc-list

A standard IP access list can be used to limit NTP communication to only those
addresses permitted by the list. A specific NTP transaction can be applied to the
access list using the following keywords: query-only (allow only control queries),
serve-only (allow only time requests), serve (allow requests and queries, but don•t
synchronize to a remote peer), and peer (allow requests and queries, and allow
synchronization to a remote peer).

More than one ntp access-group command can be given, each with different
transactions and access lists. The first match found in sequential order is granted.
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b. Restrict by NTP authentication.

Enable NTP authentication:

(global) ntp authenticate

Define an authentication key:

(global) ntp authentication-key key-number md5 value

An MD5 authentication key numbered key-number is created. The key is given a
text-string value of up to eight cleartext characters. As soon as the configuration
is written to NVRAM, the key value is displayed in its encrypted form.

Apply one or more key numbers to NTP:

(global) ntp trusted-key key-number

Remote NTP peers must authenticate themselves using the authentication key
numbered key-number . This command can be used multiple times to apply all
desired keys to NTP.

4. (Optional) Make the router an authoritative NTP source.

a. Use the hardware calendar as an authoritative source:

(global) clock calendar-valid

If no outside authoritative NTP time source is available or desirable, the local
router can be configured to use its hardware system calendar as an authoritative
source. The calendar time can then be forwarded by NTP to other peer routers.

b. Enable NTP authoritative source service:

(global) ntp master [stratum]

The local router is configured as an authoritative source at stratum level stratum (1
to 15; the default is 8). If no NTP peers at a lower stratum level can be found, the
router advertises itself at the configured stratum and can begin synchronizing
clocks on other peers.

Example

The router is configured for the U.S. Eastern time zone and daylight saving time. The hard-
ware clock is set, and the system clock is then set from the hardware clock.

clock timezone EST -5

clock summer-time EST recurring 1 sunday april 2:00 last sunday october 2:00

exit

calendar set 12:52:00 august 6 2001

clock read-calendar
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NTP is configured for authentication. One key, sourceA, authenticates a peer at
172.17.76.247, and another key, sourceB, authenticates a peer at 172.31.31.1.

ntp authenticate

ntp authentication-key 1 md5 sourceA

ntp authentication-key 2 md5 sourceB

ntp trusted-key 1

ntp trusted-key 2

ntp peer 172.17.76.247 key 1

ntp peer 172.31.31.1 key 2

1-5: Logging
Logging is used by the router to send system messages to a logging facility.

Logging messages can be logged to four different facilities: system console, system
buffers, terminal lines, or syslog server.

Logging history can be maintained to ensure that messages being sent to SNMP servers
are not dropped.

Logging displays all error and debug messages by default. The level can be set to deter-
mine which messages should be sent to the facilities.

Logging messages displayed to the console can interrupt input on the console. The com-
mand logging synchronous can alleviate this problem.

Time-stamping logging messages or setting the syslog source address can help in real-time
debugging and management.

Note Logging to a syslog server uses UDP port 514.

Configuration

Logging is enabled by default. Step 1 is not required, because it is a default setting. The
steps listed here are designed to help you manage logging on your router.

1. Enable logging globally (the default is on):

(global) logging on

This is the default setting. To disable logging the router, use the no logging on com-
mand. If you disable logging, messages are logged only to the console port. None of
the other facilities are used.

2. (Optional) Log messages to a syslog server:

(global) logging hostaddress

This command enables routing to a host running the syslog daemon. Syslog listens on
UDP port 514 for text messages to log to a file. By logging to a syslog server, you
have the system messages in a file to review.
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3. (Optional) Log messages to the router buffer:

(global) logging buffered

Logging buffered stores all messages to system memory. These messages are stored in
memory and remain there until the device is powered off or the buffer is cleared. The
default setting for buffering varies from platform to platform and might or might not
be enabled. Buffering can be set from 4096 to 4294967295 bytes.

Caution By setting up buffering, you use system resources that can be used for opera-
tional aspects of routing. If you set up buffering, be sure not to waste system memory.

4. (Optional) Log messages to a terminal line:

(privileged on a TTY or VTY line ) terminal monitor

Logging automatically sends messages to the console port. In order to have messages
sent to any other TTY or a vty (Telnet) line, you must use the command terminal log-
ging while logged into that line from privileged exec mode. As soon as you type this
command, logging as specified by the logging monitor command (see Step 7) is dis-
played until you log out.

5. (Optional) Log messages to an SNMP station:

(global) snmp-server enable trap

This command allows the syslog message traps to be sent to an SNMP management
station. In order to use this option, you also have to set up SNMP management on the
device. Section 1-6 describes the configuration of SNMP.

6. (Optional) Adjust the history of messages:

(global) logging history size

The router keeps a history of logged messages to ensure that an important SNMP
message isn•t lost. This command keeps the number of messages specified by the size
in the router history table. The table is circular in nature so that as it fills up, it over-
writes the first entry in the table. The history size can be set from 1 to 500 entries.
The default size is 1.

Note The history file is different from the buffer. History stores a cyclic list of the logging
information from 1 to 500 entries. It was designed to keep the last few messages in the
event that they were not logged to an SNMP device. Buffering syslog messages is a way of
storing the messages to memory instead of to a syslog or SNMP device.

7. (Optional) Specify which types of messages should be displayed:

(global) logging { console | monitor | trap | history } level
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Table 1-5 Error Message Logging Levels

Level Keyword Description

0 Emergency The system is unusable.

1 Alert Immediate action is needed.

2 Critical Critical condition

3 Error Error condition

4 Warning Warning condition

5 Notification Normal but significant condition

6 Informational Informational message only

7 Debugging Debugging message

This command allows you to decide which messages should be logged to a particular
facility. For example, with the logging monitor command, you can choose to send to
terminal lines only messages that are warnings or below by setting the level to 4. The
level can be set for each output facility. The console option specifies what is dis-
played on the console. The trap option specifies what is sent to the syslog server. The
history option specifies what level is kept in the local history table if you have
enabled the syslog message traps to be sent to an SNMP management station. When
you set a level, that level and any lower level are displayed to the facility. Table 1-5
lists the error message levels and keywords.

The default of all facilities is to log at the debug level. This means that all messages at
debugging level and below are sent to the logging facility.

8. (Optional) Specify the source address of the syslog packets:

(global) logging source-interface type number

This command allows you to specify which interface address is used as the source IP
address for the syslog packets. The default address is the address of the sending inter-
face. But if you always wanted to use a particular address, such as the loopback
address, to be able to easily identify or filter on a particular device, this command
would specify an address to be used for all packets.

9. (Optional, recommended) Enable time stamps for messages:

(global) service timestamps log datetime

This command configures the router to time-stamp any log message with the date and
time as it is set on the router. This gives the person viewing the logged messages more
detailed information about when the messages occurred. This can also be useful in
determining what other factors might be involved in problems or symptoms.
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10. Control the output of logging messages to terminal or console lines (optional):

(line configuration) logging synchronous

The logging synchronous command specifies to the router that logging output
should be presented in a synchronous fashion. In other words, if someone is typing,
the output should refresh the prompt so that the command line is synchronized with
the user input.

Verifying Logging

1. View the logging configuration and buffer:

(privileged) show logging

This command is used to verify logging information and configuration, as well as to
view the contents of the logging buffer.

2. Clear logging information:

(privileged) clear logging

This command clears logging messages from the logging buffer.

Example

In this example, we want to increase the buffers used for logging to 4096 and configure
the device to buffer only messages that are at the warning level and below. For all other
logging information (console and Telnet), we want to log messages that are at the informa-
tional level and below. Time stamps have been enabled to give us information about when
the message was logged. The console and Telnet lines have been configured for synchro-
nous logging to prevent annoying interruptions for users of these lines. Finally, the device
has been configured to log messages to the syslog server 172.16.12.201 for notification-
level messages and below using a source address of the loopback 1 interface.

logging buffered 4096 warnings

logging monitor informational

!

interface Loopback0

ip address 191.255.255.254 255.255.255.255

no ip directed-broadcast

!

logging trap notifications

logging source-interface Loopback0

logging 172.16.12.101

line con 0

login

password cisco
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logging synchronous

line aux 0

login

password cisco

logging synchronous

line vty 0 4

login

password cisco

logging synchronous

1-6: System Monitoring
Simple Network Management Protocol (SNMP) allows you to monitor information about
and manage a network device.

A Management Information Base (MIB) is a collection of variables stored on a network
device. The variables can be updated by the device or queried from an external source.

MIBs are structured according to the SNMP MIB module language, which is based on the
Abstract Syntax Notation 1 (ASN.1) language.

An SNMP agent runs on a network device and maintains the various MIB variables. Any
update or query of the variables must be handled through the agent.

An SNMP agent can also send unsolicited messages, or traps, to an SNMP manager. Traps
are used to alert the manager to changing conditions on the network device.

An SNMP manager is usually a network management system that queries MIB variables,
can set MIB variables, and receives traps from a collection of network devices.

SNMP agents can send either traps or inform requests . Traps are sent in one direction
and are unreliable. Inform requests are reliable in the sense that they must be acknowl-
edged or be resent.

SNMP version 1 (SNMPv1) is the original version. It is based on RFC 1157 and has only
basic cleartext community strings for security. Access can be limited to the IP address of
the SNMP manager.

SNMP Version 2 (SNMPv2c) is an enhanced version based on RFCs 1901, 1905, and
1906. It improves on bulk information retrieval and error reporting but uses the cleartext
community strings and IP addresses to provide security.

SNMP Version 3 (SNMPv3) is based on RFCs 2273 to 2275 and offers robust security.
Data integrity and authentication can be provided through usernames, MD5, and SHA
algorithms. Encryption can be provided through DES.

Remote Monitoring (RMON) provides a view of traffic flowing through a router. By
default, IOS can provide RMON alarms and events. An IOS with full RMON support pro-
vides nine management groups„statistics, history, alarms, hosts, hostTopN, matrix, filter,
capture, and event.

Full RMON also allows packet capture, although only packet headers are captured. This
minimizes the security risk of revealing the payload information. (Packet capture is sup-
ported only on Cisco 2500 and AS5200 Ethernet interfaces.)
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Note SNMP requests and responses are sent using UDP port 161. Notifications or traps
are sent using UDP port 162.

Configuration

1. Configure SNMP identity.

a. Define the contact information:

(global) snmp-server contact contact-string

The contact-string contains text information that the router can provide about the
network administrator.

b. Define the device location:

(global) snmp-server location location-string

The location-string is text information that the router can provide about its physi-
cal location.

c. Define the device serial number:

(global) snmp-server chassis-id id-string

The id-string is text information that the router can provide about its own serial
number. If the hardware serial number can be read by the IOS software, this num-
ber is the default chassis ID.

2. Configure SNMP access.

a. (Optional) Define SNMP views to restrict access to MIB objects:

(global) snmp-server view view-name oid-tree {included | excluded}

If necessary, an SNMP manager can be limited to view only specific parts of the
router•s MIB tree. A view can be defined with the name view-name. The oid-tree
value is the object identifier of the MIB subtree in ASN.1 format. This value is a
text string with numbers or words representing the subtree, separated by periods
(such as system, cisco, system.4, and 1.*.2.3). Any component of the subtree can
be wildcarded with an asterisk. Viewing access of the subtree is either permitted
or denied with the included and excluded keywords.

Multiple views can be defined, each applied to a different set of users or SNMP
managers.

Note For more information about the MIB tree structure and MIBs in general, see
Appendix C, •SNMP MIB Structure.Ž

b. Define access methods for remote users.
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(SNMPv1 or SNMPv2c only) Define community strings to allow access:

(global) snmp-server community string [ view view ] [ ro | rw ] acc-list

A community string value string is used to permit access to SNMP information
on the router. Any SNMP manager that presents a matching community string is
permitted access. An optional view can be specified with the view keyword.
Access is then limited to only the MIB objects permitted by the view definition.
Access is granted as read-only or read-write with the ro and rw keywords. An
optional standard IP access list acc-list can be given to further limit access to only
SNMP managers with permitted IP addresses.

(SNMPv3 only) Define names for the engine IDs.

To specify the local engine ID name, enter the following command:

(global) snmp-server engineID [ local id-string ] | [ remote ip-address udp-
port port id-string ]

SNMPv3 uses authentication and encryption based on several parameters. Each
end of the SNMP trust relationship must be defined, in the form of engine ID text
strings, id-string. These values are 24-character strings, but they can be specified
with shorter strings that will be filled to the right with 0s. The local router running
SNMP must be defined with the local keyword and id-string.

To specify the remote SNMP engine ID name, enter the following command:

(global) snmp-server engineID remote ip-address [ udp-port port ] id-string

The remote SNMP engine (an SNMP instance on a remote host or management
station) is defined with an ip-address and a text string named id-string . An
optional UDP port to use for the remote host can be given with the udp-port key-
word (the default is 161).

Note If either local or remote engine ID names change after these commands are used,
the authentication keys become invalid, and users have to be reconfigured. MD5 and SHA
keys are based on user passwords and the engine IDs.

(Optional) Define a group access template for SNMP users:

(global) snmp-server group [ groupname { v1 | v2c | v3 { auth | noauth | priv }}]

[ read readview ] [ write writeview ] [ notify notifyview ] [ access acc-list ]

The template groupname defines the security policy to be used for groups of
SNMP users. The SNMP version used by the group is set by the v1, v2c, and v3
keywords. For SNMPv3, the security level must also be specified as auth (packet
authentication, no encryption), noauth (no packet authentication), or priv (packet
authentication with encryption).
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SNMP views can also be specified to limit MIB access for the group, using the
keywords read (view readview defines readable objects; it defaults to all Internet
1.3.6.1 OID space), write (view writeview defines writable objects; there is no
default write access), and notify (view notifyview defines notifications that can
be sent to the group; there is no default). An optional standard IP access list acc-
list can be used to further limit SNMP access for the group.

(Optional) Define SNMP users and access methods.

For SNMPv1 or SNMPv2c, apply a user to a group:

(global) snmp-server user username groupname [ remote ip-address ]

{ v1 | v2c } [ access acc-list ]

A user username is defined as belonging to the group template groupname. The IP
address of the remote SNMP manager where the user belongs can be specified
with the remote keyword. The version of SNMP must be specified with the v1 or
v2c keywords. A standard IP access list can be used with the accesskeyword to
allow only specific source addresses for the SNMP user.

For SNMPv3, apply a user to a group and security policies:

(global) snmp-server user username groupname [ remote ip-address ] v3 [ en-

crypted ] [ auth { md5 | sha } auth-password [ priv des56 priv-password ]]
[ access

acc-list ]

A user username is defined as belonging to the group template groupname. The IP
address of the remote SNMP manager where the user belongs can be specified
with the remote keyword. SNMP Version 3 must be specified with the v3 key-
word. A standard IP access list can be used with the accesskeyword to allow only
specific source addresses for the SNMP user.

By default, passwords for the user are input as text strings. If the encrypted key-
word is given, passwords must be input as MD5 digests (already encrypted). An
authentication password for the user is specified with the auth keyword, the type
of authentication as keywords md5 (HMAC-MD5-96 Message Digest 5) or sha
(HMAC-SHA-96), and a text string as auth-password (up to 64 characters).A pass-
word that enables privacy or encryption of SNMP packets for the user is defined
with the priv des56 keyword and a text string priv-password (up to 64 characters).

Note In order to use des56 and SHA encryption, you must have the cryptographic soft-
ware image for your router.

c. (Optional) Limit the router operations controlled by SNMP.

Enable the use of the SNMP reload operation:

(global) snmp-server system-shutdown
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By default, SNMP cannot be used to issue a reload operation to the router. If this
function is desired, this command can be used to enable reload control.

Specify the TFTP server operations controlled by SNMP:

(global) snmp-server tftp-server-list acc-list

SNMP can be used to cause the router to save or load its configuration file to a
TFTP server. The standard IP access list acc-list can be used to permit only a limit-
ed set of TFTP server IP addresses.

3. (Optional) Configure SNMP notifications.

a. Define a global list of notifications to send:

(global) snmp-server enable traps [ type ] [ option ]

Notifications (both traps and informs) are enabled for the types specified.
Because only one type can be given with this command, the command can be
issued as many times as necessary. If the type keyword is not specified, all avail-
able notifications are enabled. In addition, if this command is not issued at least
once, none of the notifications it controls are enabled.

Here are possible notifications:

aaa-server„AAA server state changes (AS5300 and AS5800).

bgp„BGP state changes.

calltracker „Call setup or teardown.

config „Router configuration changes.

dial„Dialing state changes.

dlsw„DLSw state changes. The option keyword can be circuit (circuit state
changes) or tconn (peer transport connections).

ds0-busyout „Busyout state of DS0 interfaces (AS5300).

ds1-loopback „DS1 in loopback mode (AS5300).

dsp„DSPU state changes with PU or LU.

entity „Configuration changes (entity MIB).

envmon„Environmental conditions have been exceeded. The option keyword
can be voltage (line voltage), shutdown (a shutdown condition is pending), supply
(redundant power supply), fan (fan failure), or temperature . If no option is given,
all options are enabled.

frame-relay „DLCI status changes.

hsrp„HSRP state changes.
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isdn„Status of ISDN calls. The option keyword can be call-information , chan-
not-avail (D channel unavailable), layer2 (layer 2 status changes), or u-interface .

msdp„Multicast Source Discovery Protocol (MSDP) status changes.

repeater„Ethernet hub repeater status. The option keyword can be health (RFC
1516 health information) or reset (RFC 1516 hub reset).

snmp„Basic router status changes. The option keyword can be authentication
(authentication failures), linkup (the interface has come up),linkdown (the interface
has gone down), orcoldstart (the router is reinitializing). If none of these keywords
is given, all of them are enabled.

b. Define recipients of notifications:

(global) snmp-server host host [traps | informs] [version {1 | 2c | 3 [auth |

noauth | priv]}] community-string [udp-port port] [type]

A single host (host is either IP address or host name) is specified to receive SNMP
notifications (either traps or informs ). The SNMP version can optionally be given
as SNMPv1 (1, the default), SNMPv2c (2c), or SNMPv3 (3). With SNMPv3, a
keyword can be given to select the type of security: auth (use MD5 and SHA
authentication), noauth (no authentication or privacy, the default), or priv (DES
encryption for privacy).

The community-string keyword is used to specify a •passwordŽ that is shared
between the SNMP agent and SNMP manager. The UDP port used can be given as
port (the default is 162).

The notification type can be given as one of the following keywords. If no key-
word is specified, all available notifications are enabled for the host.

aaa-server„AAA server state changes (AS5300 and AS5800).

bgp„BGP state changes.

bstun„Block Serial Tunneling (BSTUN) state changes.

calltracker „Call setup or teardown.

casa„MultiNode Load Balancing (MNLB) forwarding agent state changes.

channel„Channel Interface Processor (CIP) state changes.

config „Router configuration changes.

dlsw„DLSw state changes. The option keyword can be circuit (circuit state
changes) or tconn (peer transport connections).

ds0-busyout „Busyout state of DS0 interfaces (AS5300).

ds1-loopback „DS1 in loopback mode (AS5300).
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dsp„Domain-Specific Part (DSP).

dspu„DSPU state changes with PU or LU.

entity „Configuration changes (entity MIB).

envmon„Environmental conditions have been exceeded. The option keyword
can be voltage (line voltage), shutdown (a shutdown condition is pending), supply
(redundant power supply), fan (fan failure), or temperature . If no option is given,
all options are enabled.

frame-relay „DLCI status changes.

hsrp„HSRP state changes.

isdn„Status of ISDN calls. The option keyword can be call-information , chan-
not-avail (the D channel is unavailable), layer2 (layer 2 status changes), or u-inter-
face.

llc2 „Logical Link Control type 2 (LLC2) state changes.

msdp„Multicast Source Discovery Protocol (MSDP) status changes.

repeater„Ethernet hub repeater status. The option keyword can be health (RFC
1516 health information) or reset (RFC 1516 hub reset).

rsrb„Remote Source-Route Bridging (RSRB) state changes.

rsvp„Resource Reservation Protocol (RSVP).

rtr „Service Assurance Agent (SAA or RTR).

sdlc„Synchronous Data Link Control (SDLC).

sdllc„SDLC Logical Link Control (SDLLC).

snmp„Basic router status changes. The option keyword can be authentication
(authentication failures), linkup (the interface has come up),linkdown (the interface
has gone down), orcoldstart (the router is reinitializing). If none of these keywords
is given, all of them are enabled.

stun„Serial Tunnel (STUN).

syslog„Logging messages. The syslog level is defined with the logging history
level command.

tty „TCP connection closing.

voice„Voice port state changes.

x25 „X.25 events.

xgcp„External Media Gateway Control Protocol (XGCP).

c. (Optional) Tune notification parameters.
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Specify inform request options:

(global) snmp-server informs [ retries retries ] [ timeout seconds ]

[ pending pending ]

Informs are sent in a reliable fashion, requiring acknowledgment from the inform
recipient. The maximum number of inform retries can be set with the retries key-
word (the default is 3). The timeout keyword sets the number of seconds to wait
for an acknowledgment before resending (the default is 30 seconds). Pending
informs must also be kept in router memory until they are acknowledged. The
pending keyword sets the maximum number of pending requests kept in memory
at any one time (the default is 25). As soon as the maximum is reached, the oldest
request is removed from memory.

Specify trap options:

(global) snmp-server trap-timeout seconds

(global) snmp-server queue-length length

SNMP traps are not sent reliably, because no acknowledgment is required. Traps
can be queued and re-sent only when there is no route to the trap recipient. In that
case, the router waits seconds(the default is 30) before retransmitting the trap. In
addition, ten traps can be queued for each recipient by default. The queue-length
command can be used to set the queue size to length traps each.

Specify the source address to use for notifications:

(global) snmp-server trap-source interface

SNMP traps can be sent from any available router interface. To have the router
send all traps using a single source IP address, specify the interface to use. In this
way, traps can easily be associated with the source router.

d. (Optional) Enable SNMP link traps on specific interfaces:

(interface) snmp trap link-status

By default, all interfaces generate SNMP link traps when they go up or down. If this
is not desired, use theno snmp trap link-status command on specific interfaces.

4. (Optional) Enable SNMP manager:

(global) snmp-server manager

Allow the router to send SNMP requests and to receive SNMP responses and SNMP
notifications from another device.

5. (Optional) Enable RMON support.

a. Configure the type of analysis:

(interface) rmon {native | promiscuous}
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The native keyword causes RMON to examine only packets destined for the router
interface. Otherwise, promiscuous examines all packets on the LAN segment.

Note RMON analysis is CPU-intensive. Enable RMON only after you have determined
that it will not adversely affect the router•s performance. Obviously, promiscuous mode
causes more CPU overhead, because more packets are examined.

b. (Optional) Define the size of the RMON queue:

(global) rmon queuesize packets

The size of the RMON analysis queue can be set to the number of packets (the
default is 64).

c. Define an RMON alarm:

(global) rmon alarm number object interval {delta | absolute} rising-
threshold rise [event] falling-threshold fall [event] [owner string]

An alarm indexed by number is configured to monitor a specific MIB variable
object. The object is given as a dotted-decimal value in the form of
entry .integer .instance. The interval field specifies the number of seconds that
the alarm monitors the object. The delta keyword watches a change between MIB
variables, and absolute watches a MIB variable directly. The alarm can be config-
ured to test the object against a rising-threshold and a falling-threshold , where
rise and fall are the threshold values that trigger the alarm. The event fields speci-
fy an event number in an event table to trigger for the rising and falling thresholds.
An optional owner text string can be given as the owner of the alarm.

d. Define the type of data to collect.

Collect history statistics:

(interface) rmon collection history {controlEntry number } [owner name]

[buckets nbuckets] [interval seconds]

The history group of statistics is assigned an index number. An optional owner
can be assigned for the collection. The buckets keyword defines the number of
collection buckets to be used. The interval keyword specifies the number of sec-
onds during the polling cycle.

Collect other statistics:

(interface) rmon collection {host | matrix | rmon1} {controlEntry number }

[owner name]

Statistics can be gathered based on host devices (host), on conversations between
devices (matrix ), or on all possible RMON collections (rmon1 ). The history group
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of statistics is assigned an index number. An optional owner can be assigned for
the collection.

Example

A router is configured for SNMP, using community public for read-only access and com-
munity noc_teamfor read-write access. SNMP access is limited to any host in the
172.30.0.0 network for read-only and to network management hosts 172.30.5.91 and
172.30.5.95 for read-write access. SNMP traps are sent to an SNMP agent machine at
172.30.5.93 using community string nms. All possible traps are sent, except for router
configuration change traps.

snmp-server contact John Doe, Network Operations

snmp-server location Building A, closet 415

snmp-server community public ro 5

snmp-server community noc_team rw 6

snmp-server host 172.30.5.93 traps nms

snmp-server enable traps

no snmp-server enable config

access-list 5 permit 172.30.0.0 0.0.255.255

access-list 6 permit host 172.30.5.91

access-list 6 permit host 172.30.5.95

1-7: Service Assurance Agent (SAA)
SAA performs various measurements of network performance, either through operations
configured and scheduled manually from the IOS command line or through an SNMP
manager with the Cisco round-trip time monitoring (RTTMON) MIB.

SAA can measure the following types of response times: DHCP, DLSw+, DNS, ICMP
Echo, SNA Echo, FTP, HTTP, UDP jitter, traceroute, TCP Connect, and UDP Echo.

Some SAA measurements can be made using only the local router and a remote host.
Other measurements require a remote Cisco router running the SAA responder.

SAA measurements are collected and stored as statistical distributions. They can be col-
lected in a historic fashion if desired.

The jitter operation measures the variance in delay between successive packets. This is
especially useful for voice traffic, where a low jitter is required for good voice quality.

The TCP Connect operation measures the time required to request and open a TCP con-
nection. This is useful for simulating the response of Telnet connections.
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Configuration

1. Define global SAA parameters.

a. (Optional) Set the amount of SAA memory:

(global) rtr low-memory bytes

The amount of router memory available to SAA operations is set to bytes (the
default is 25% of available memory). The amount of memory should always be set
to a value less than the amount of free memory, as reported by the show memory
command. Memory is actually allocated when an SAA operation is scheduled.

b. (Optional) Use a key chain for MD5 authentication between the SAA collector
and responder.

Define a key chain:

(global) key chain keychain-name

A key chain contains one or more authentication keys that can be used.

Configure a numbered key in the key chain:

(keychain) key number

Keys can be numbered from 0 to 2147483647.

Define the text string for the key:

(keychain-key) key-string text

The authentication string text is used as an authentication key. The string is from 1
to 80 characters (uppercase and lowercase alphanumerics; the first character must
be alphabetic).

Apply the key chain to SAA on both collector and responder routers:

(global) rtr key-chain name

2. Define an SAA operation to perform:

(global) rtr number

An SAA operation identified by number is defined, and the router is placed in rtr
configuration mode.

3. Define the type of operation to perform.

a. DHCP operation:

(rtr) type dhcp [source-ipaddr source-addr] [dest-ipaddr dest-addr]

[option option]

By default, the broadcast address 255.255.255.255 is used on all available inter-
faces to detect answering DHCP servers. The round-trip time to detect a server
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and obtain a lease is measured. If desired, you can target specific DHCP servers by
adding the ip dhcp-server ip-address command or by using the dest-ipaddr key-
word with the server address dest-addr. If the source-ipaddr keyword is used, the
DHCP request has a source address of source-addr. The option keyword is used
to specify a DHCP option, which must be 82.

b. DLSw+ operation:

(rtr) type dlsw peer-ipaddr ip-addr

The response time between the local router and the DLSw+ peer at ip-addr is
measured. DLSw+ must first be configured on both the local and remote routers.
(See Section 5-3 for more information.) The SAA operation is required only on the
local router.

c. DNS operation:

(rtr) type dns target-addr target-addr name-server dns-addr

The round-trip time between a DNS request and a reply is measured. The request
is for a host at IP address target-addr . It is aimed at a DNS server at IP address
dns-addr . In addition, the target-addr can be a host name so that a reverse
lookup time is measured.

d. Echo operation.

ICMP echo:

(rtr) type echo protocol ipicmpecho {ip-addr | hostname}[source-ipaddr

ip-addr]

(optional) (rtr) lsr-path {name | ip-addr} ...

An end-to-end ICMP echo response time is measured between the local router
and an end device. The end device can be identified by IP address ip-addr or by
hostname. You can use the source-ipaddr keyword to specify an IP address ip-
addr to be used as the source address. If desired, you can specify a loose source
route path by adding the lsr-path command. The path is formed by the string
name or the ip-addr values.

The ICMP echo has a default payload size of 28 bytes, making a total packet size
of 64 bytes. The request-data-size command can be used to increase the size of
the echo request packet.

SNA RU echo:

(rtr) type echo protocol snaruecho sna-hostname

An end-to-end SNA SSCP native echo response time is measured between the
local router and an SNA device. The SNA host name defined for the PU in VTAM
is given as sna-hostname.
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SNA LU echo:

(rtr) type echo protocol {snalu0echoappl | snalu2echoappl}
sna-hostname

[application-name sna-application] [mode-name sna-mode]

An end-to-end SNA LU0 connection from the local router to the NSPECHO host
application (Cisco-supplied) is measured. The SNA host name defined for the PU
in VTAM is given as sna-hostname. The SNA application can be given with the
application-name keyword, as sna-application (the default is NSPECHO). The
mode-name keyword specifies the SNA mode as sna-mode.

e. FTP operation:

(rtr) type ftp operation operation-type url url [source-ipaddr source-
ipaddr] [mode {passive | active}]

The FTP file download response time is measured. The only FTP operation that is
supported is •get,Ž specified as operation-type . The file to be downloaded is
specified using the url keyword. The URL is given as url, and it must be in the
form of a typical URL. If the user and password are specified, the form is
ftp://user:password@host/filename . Otherwise, the default username
anonymous and password test can be used with the form ftp://host/filename . If
desired, you can give the source address of the FTP request (that is, the router)
using the source-ipaddr keyword. The FTP mode is specified with the mode key-
word. It can be passive(the default) or active.

f. HTTP operation.

Define the operation:

(rtr) type http operation {get | raw} url url [name-server dns-addr ] [ver-
sion version ] [source-addr { name | src-addr }] [source-port port ] [cache
{enable | disable}] [proxy proxy-url ]

The round-trip response time is measured to request a base HTML page from a
server and receive a response. To configure a standard HTTP •getŽ operation, use
the get keyword. An HTTP raw request must have theraw keyword, followed by
the http-raw-request command (discussed next). The URL to get is given as url.
The address of a name server can be given as dns-addr with thename-server key-
word. The source address of the HTTP request can be given as name or src-addr
with the source-addr keyword. In addition, the HTTP port can be specified as
port (the default is 80) using the source-port keyword. The HTTP version is given
with the version keyword. You can download a cached HTTP page using the
cache enablekeywords. The proxy keyword specifies a proxy-url that can be
used to point to the proxy server.

(Optional) Define HTTP raw commands for a get request:

(rtr) http-raw-request

(rtr-http) http_1.0_commands

(rtr-http) exit
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HTTP 1.0 commands can be entered to form a custom (or •rawŽ) HTTP request to
be executed. The response time of this request and the reply is measured.

g. Jitter operation:

(rtr) type jitter dest-ipaddr {name | ip-addr} dest-port dest-port
[source-addr {name | ip-addr}] [source-port src-port] [control  {enable |
disable}] [num-packets pkts] [interval milliseconds]

The round-trip time of a UDP echo is measured. In addition, packet loss and jitter
are also measured in each direction. Jitter measurements must be taken between
two Cisco routers„one configured with the SAA jitter operation, and the other
configured as an SAA responder (see Step 5). The default data packet size for this
operation is 32 bytes, but this can be changed with therequest-data-size com-
mand.

The dest-ipaddr keyword specifies the remote or target router by name or IP
address. The destination UDP port number and an optional source port number are
given with the dest-port and source-port keywords. If desired, the source address
of the request packets can be set with thesource-addr keyword. By default, the
local router sends a control message to the destination port to begin the jitter oper-
ation, as thecontrol enable keywords specify. If this is not desired, use control dis-
able. The number of packets sent in the jitter operation can be set with the num-
packets keyword (the default is 10). In addition, the spacing between packets in the
stream can be set withinterval (the default is 20 milliseconds).

Note A measurement of the one-way delay between the requesting and responding
routers can also be taken. To do this, the jitter operation requires that the clocks be syn-
chronized by configuring Network Time Protocol (NTP) on both routers. (See Section 1-4
for more information.)

h. Path Echo operation:

(rtr) type pathecho protocol ipicmpecho {name | ip-addr}

Hop-by-hop response times from the local router to an IP host are measured along
a network path using a traceroute operation. The destination or target is given by
name or IP address.

i. TCP Connect operation:

(rtr) type tcpconnect dest-ipaddr {name | ip-addr} dest-port port [source-
ipaddr {name | ip-addr} source-port port] [control {enable | disable}]

The response time to initiate and open a TCP connection to a remote host is meas-
ured. If the remote target is another Cisco router with an SAA responder, any TCP
port number specified by the dest-port keyword is used. If the target is another
device, the TCP port number must be available and working on the target machine.
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The source address and TCP port number of the request packets can be given with
the source-ipaddr and source-port keywords. By default, the SAA control proto-
col is enabled (control enable ) so that the remote router will answer, even if the
TCP port is not in operation.

j. UDP Echo operation.

Define the operation:

(rtr) type udpecho dest-ipaddr { name | ip-addr } dest-port port [source-
ipaddr { name | ip-addr } source-port port ] [control  {enable | disable}]

The round-trip time of a UDP echo packet sent to a remote host is measured. If
the remote target is another Cisco router with an SAA responder, any UDP port
number specified by the dest-port keyword is used. If the target is another device,
the UDP port number must be available and working on the target machine. The
source address and UDP port number of the request packets can be given with the
source-ipaddr and source-port keywords. By default, the SAA control protocol is
enabled (control enable ) so that the remote router will answer, even if the UDP
port is not in operation.

(Optional) Define a data pattern to use:

(rtr) data-pattern hex-value

The data-pattern command is used to ensure that data is not corrupted during the
process. The default pattern is 0xABCD.

4. Define optional parameters for the operation.

a. (Optional) Set basic operation attributes.

Set the operation frequency:

(rtr) frequency seconds

The number of seconds between operations can be set to seconds(the default is
60).

Set the time to wait for a response:

(rtr) timeout milliseconds

The amount of time SAA waits for a response to an operation can be set to
milliseconds (the default is 5000).

Set the rising threshold that defines a reaction:

(rtr) threshold milliseconds

A reaction event is defined by an operation•s measurement rising above a threshold
value. The threshold can be set to milliseconds (the default is 5000).

Set the size of the payload in an SAA request packet:

(rtr) request-data-size bytes
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The protocol data in the request packet payload can be 0 to the maximum of the
protocol (the default is 1 byte).

(SNA echo only) Set the size of the payload in an SAA response packet:

(rtr) response-data-size bytes

The response packet protocol data is 0 bytes in length for APPL protocols by
default. Otherwise, the default is the same size as request-data-size.

Set the Type of Service (ToS) bits in the request packet IP header:

(rtr) tos value

The ToS value can be set tovalue, in decimal or hex (0x...), ranging from 0 to 255
(the default is 0).

Set the identifier tag:

(rtr) tag string

A text string tag can be assigned to an operation to identify it with a group of
operations. The string value can be 0 to 16 characters in length.

Set the SNMP owner information:

(rtr) owner string

A text string can be used as the SAA operation owner string for SNMP. This string
can contain any relevant information, such as the person issuing the operation,
phone numbers, location, or the reason for the operation. The string value can be
0 to 255 characters and may contain embedded spaces.

Check SAA echo responses for corrupted data:

(rtr) verify-data

If data corruption is suspected, echo responses can be verified at the expense of
extra overhead.

b. (Optional) Set operation statistics parameters:

(rtr) distributions-of-statistics-kept buckets

(rtr) statistics-distribution-interval milliseconds

(rtr) hours-of-statistics-kept hours

(rtr) hops-of-statistics-kept hops

(rtr) paths-of-statistics-kept paths

Note The SAA statistics commands should be used only when statistical information is
needed for network modeling. Otherwise, the default values provide the correct resources
for response-time operations.
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Measurements from each operation are distributed into •bucketsŽ that contain
results from a distinct response-time interval. The distributions-of-statistics-kept
command specifies how many buckets are available (the default is 1). The
statistics-distribution-interval command sets the width of the response-time
interval (the default is 20 milliseconds; this has no effect if the default, 1 distribu-
tion, is used). The hours-of-statistics-kept command sets the length of time that
statistics are kept (the default is 2 hours). The hops-of-statistics-kept command
sets the number of hops of a pathecho operation for which statistics are kept (the
default is 16 hops for pathecho and 1 hop for echo). The paths-of-statistics-kept
command sets the number of distinct paths for which statistics are kept, because
different paths may be used over different pathecho executions (the default is 5
paths for pathecho and 1 path for echo).

c. (Optional) Set measurement history parameters:

(rtr) buckets-of-history-kept datapoints

(rtr) lives-of-history-kept lives

(rtr) samples-of-history-kept samples

(rtr) filter-for-history {none | all | overthreshold | failures}

Note You should use the SAA history commands only if you suspect a network problem.
History collection records the last specified number of data points and therefore uses more
router memory. By default, history collection is not performed.

The buckets-of-history-kept command sets the number of data points to be kept
for the operation (the default is 50 buckets). The lives-of-history-kept command
enables history collection and sets the number of lives that are collected for the
operation (the default is 0). A life is how long an operation is active, from start to
finish. The samples-of-history-kept command sets the number of history entries
per bucket (the default is 16 for pathecho and 1 for all others). The filter-for-
history command specifies the type of history information to collect. The 
keywords are none (the default; no history), all (keep all attempted operations),
overthreshold (keep only results that are over the threshold), and failures (keep
only operations that fail).

d. (Optional) Set operation thresholds.

Configure an action to perform:

(global) rtr reaction-configuration operation [connection-loss-enable]

[timeout-enable] [threshold-falling milliseconds ] [threshold-type
option] [action-type option ]

A notification can be sent when a threshold or other condition is met.
Notifications can be used to trigger further SAA operations or to send alerts. The
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reaction is configured for the numbered SAA operation.The connection-loss-
enable keyword enables checking for loss of connections (the default is disabled).
The timeout-enable keyword enables checking for operation timeouts based on
the timeout command (the default is disabled). The threshold-falling keyword
defines the falling threshold of the response-time values (the default is 3000 mil-
liseconds). (The rising threshold is defined by the threshold command.)

Threshold calculations are defined by the threshold-type keyword, as one of
never (no threshold violations, the default), immediate (immediately perform the
action when the threshold is violated), consecutive [occurrences] (perform the
action if the threshold is exceeded occurrences times; the default is 5), xofy [x y]
(perform the action if the threshold is exceeded x times out of y; the default is 5
of 5), or average[attempts] (perform the action if the average of the last attempts
response times exceeds the threshold; the default is 5).

The action to be taken is defined by the action-type keyword, as one of none (no
action), traponly (send an SNMP trap),nmvtonly (send an SNA NMVT alert),
triggeronly (trigger a second SAA operation),trapandnmvt (send a trap and an
NMVT alert), trapandtrigger (send a trap and trigger a second operation),
nmvtandtrigger (send an NMVT alert and trigger a second operation), or
trapnmvtandtrigger (send a trap and an NMVT alert and trigger another opera-
tion).

Configure a second SAA operation to occur after a threshold:

(global) rtr reaction-trigger operation target-operation

The target-operation SAA operation number is started if a trigger is defined for
the original SAA operation .

5. (Optional) Define an SAA responder on a remote router:

(global) rtr responder

The responder is enabled on a remote router to provide an intelligent response to vari-
ous SAA operation types.

6. Schedule an SAA operation:

(global) rtr schedule operation [ life seconds ] [ start-time { pending | now |
hh:mm [ month day | day month ]}] [ ageout seconds ]

The numbered SAA operation is scheduled for activity. The life keyword defines the
total amount of time that data is collected (the default is 3600 seconds, or 1 hour).
The start-time keyword sets how long the operation will be started: pending (the
default; will not run until started with a time or triggered), now (start collecting data
as soon as the command is entered), or a specific time (24-hour format) and an
optional date (the default is the current date). If a date is used, at least three charac-
ters of the month name must be given. Theageout keyword sets how long the opera-
tion is kept while in the pending state (the default is 0 seconds„infinite).

7. Show SAA operation results.
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a. (Optional) View the SAA operation configuration:

(exec) show rtr configuration [operation]

b. (Optional) View the SAA operation activity:

(exec) show rtr collection-statistics [operation]

c. (Optional) View the SAA operation results:

(exec) show rtr distribution-statistics [operation] [tabular | full]

The results of the collected distributions are displayed (only one distribution is
collected by default). The tabular keyword displays the results in a format that can
be parsed by an application. The full keyword displays the results in a more read-
able format.

Example

An operation is configured to measure ICMP echo response times to host 192.168.191.47.
Measurements are to be taken every 30 seconds. The operation is scheduled for a lifetime
of 8 hours, to begin immediately.

rtr 1

type echo protocol ipicmpecho 192.168.191.47

frequency 30

rtr schedule 1 life 28800 start-time now

An operation is set up to measure the HTTP response times of server 10.68.191.82. Meas-
urements are taken once a minute for 1 hour (note that these are the defaults for frequency
and life). The operation should begin at 8:00 a.m. on February 12. The URL
www.swellcompany.com is used as a test page.

rtr 10

type http operation get url http://www.swellcompany.com

rtr schedule 10 start-time 08:00 feb 12

1-8: Buffer Management
Routers allocate memory into buffers to store and switch packets when routing.

Router memory is structured into system memory and shared (I/O) memory . To deter-
mine how the memory is divided, use the show version command. Look for • xxx K/ yyy K
bytes of memory,Ž where xxx is the amount of system memory and yyy is the amount of
shared memory.

Buffer space is divided into public (system) buffers and interface buffers .
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Router hardware determines where the buffers are located:

Low-end models (such as the 1600, 2500, 4000, 4500, and 4700) „All buffers
are located in shared memory.

Particle-based models (such as the 2600, 3600, 7200, and Catalyst 6000
MSFC)„Public buffers are used for process switching, and packets are split into
particles in interface buffers for fast switching.

High-end models (such as the 7500)„Interface buffers are used for fast switch-
ing; otherwise, system buffers are used.

System buffers on a router are allocated in the following types and sizes:

Small„104 bytes

Middle „600 bytes

Big„1524 bytes

VeryBig „4520 bytes

Large„5024 bytes

Huge„18024 bytes (configurable)

Buffers are allocated for use according to buffer type and the MTU or packetsize needed.

Buffer parameters define how and when buffers are allocated:

permanent„The number of buffers allocated during router initialization.

min-free „When the number of buffers falls below this number, the router
attempts to allocate more from available memory.

max-free „When the number of buffers rises above this number, as buffers are
freed, the router deallocates them.

If a buffer is needed, but none are free and available, the router flags a buffer miss before
allocating a new buffer. If an additional buffer cannot be allocated due to a lack of avail-
able memory, the router flags a buffer failure . In the case of interface buffers, these condi-
tions are flagged as fallbacks, and the router allocates additional buffers in the public
buffer space instead.

Note System buffers can be tuned to improve certain router performance conditions.
However, buffer tuning should be attempted with caution. Ideally, you should open a case
with Cisco TAC to obtain engineering guidance before tuning the buffers.

Configuration

This section looks at system buffers, which are used to store packets for receiving and
transmitting purposes. The first subsection deals with how to monitor and view the buffer
information. The second subsection deals with how to modify and tune buffer performance.
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It is important to mention that although system buffers can be tuned to improve certain
router performance conditions, the default buffers were designed with a great deal of
study by Cisco. If you feel you need to tune the buffers, you should open a case with
Cisco TAC to obtain engineering guidance before tuning the buffers.

Buffer Monitoring

1. Look for interface buffer problems:

(exec) show interface [ type num ]

If a particular interface is suspected of having buffer problems, it can be identified by
type and num. Otherwise, information about all interfaces is displayed. Look for lines
that list the number of •no bufferŽ conditions, as shown in the following example:

Router# show interface ethernet 9/4

Ethernet9/4 is up, line protocol is up

Hardware is cxBus Ethernet, address is 0000.0c45.2124

(bia 0000.0c45.2124)

Description: Engineering department

Internet address is 172.16.98.1/26

MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,

reliability 255/255, txload 2/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:06, output 00:00:00, output hang never

Last clearing of •show interfaceŽ counters never

Queueing strategy: fifo

Output queue 0/40, 811 drops; input queue 0/75, 36 drops

5 minute input rate 17000 bits/sec, 18 packets/sec

5 minute output rate 97000 bits/sec, 47 packets/sec

247323938 packets input, 2280365753 bytes, 108 no buffer

Received 5812644 broadcasts, 93 runts, 0 giants, 1 throttles

199 input errors, 101 CRC, 1 frame, 4 overrun, 0 ignored

0 input packets with dribble condition detected

861479969 packets output, 2668694324 bytes, 0 underruns

12 output errors, 6890760 collisions, 4 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

There were 108 times when packet buffers needed to be allocated, but there was not
enough available memory.

2. Look for general buffer problems:

(exec) show buffers
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Each type of buffer is displayed with its size, along with counters for a variety of
buffer activities. Pay close attention to the •Public buffer poolsŽ and •Public particle
poolsŽ sections. Here are some of the more interesting counters:

total „The total number of buffers in the pool type (used and unused).

permanent„The number of buffers always in the pool.

in free list „The number of buffers currently available for use.

min„The minimum number of buffers that are maintained in the free list. If this
number falls below min, an attempt is made to allocate more.

max allowed „The maximum number of buffers in the free list. If this number rises
above the maximum, some buffers are •trimmedŽ or unallocated.

hits„The number of buffers allocated successfully from the free list.

misses„The number of times a buffer was needed but was unavailable in the free
list.

trims „The number of buffers that have been trimmed from the free list.

created„The number of buffers that have been created to maintain the min number
in the free list.

failures „The number of times a buffer was unavailable and could not be allocated.
This reflects packets that were dropped.

no memory „The number of times an attempt was made to allocate new buffers but
the router was out of memory.

The following example shows the output from the show buffers command. You
should be suspicious of buffer problems if you see both failures and no memory
numbers greater than 0.

Router# show buffers

Buffer elements:

499 in free list (500 max allowed)

140186641 hits, 0 misses, 0 created

Public buffer pools:

Small buffers, 104 bytes (total 480, permanent 480):

467 in free list (20 min, 1000 max allowed)

353917332 hits, 1867 misses, 402 trims, 402 created

1347 failures (0 no memory)

Middle buffers, 600 bytes (total 360, permanent 360):

305 in free list (20 min, 800 max allowed)

1755872447 hits, 1660 misses, 48 trims, 48 created

1608 failures (0 no memory)
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Big buffers, 1524 bytes (total 360, permanent 360):

324 in free list (10 min, 1200 max allowed)

50506313 hits, 700 misses, 11 trims, 11 created

664 failures (0 no memory)

VeryBig buffers, 4520 bytes (total 40, permanent 40):

40 in free list (5 min, 1200 max allowed)

3119206 hits, 565 misses, 6 trims, 6 created

537 failures (0 no memory)

Large buffers, 5024 bytes (total 40, permanent 40):

40 in free list (3 min, 120 max allowed)

178 hits, 363 misses, 4 trims, 4 created

361 failures (0 no memory)

Huge buffers, 18024 bytes (total 9, permanent 0):

7 in free list (3 min, 52 max allowed)

13212271 hits, 361 misses, 0 trims, 9 created

352 failures (0 no memory)

Here, failures were reported, indicating that some buffers were needed but the router
could not allocate them in time to route a packet. This was not necessarily due to a
lack of memory, but rather to circumstances that required packets to be dropped
before buffers were allocated. The 0s reported for no memory show that there was
not a shortage of buffer memory. Also, notice that the number of failures is a very
small percentage of the number of hits reported.

Buffer tuning might be required if nonzero no memory counters are seen. Tuning can
also be appropriate if the number of failures is a noticeable percentage of the number
of hits. (This percentage is a subjective one, and it might not apply in all situations.
Assistance from the Cisco TAC can help determine whether buffer tuning is neces-
sary.)

Tuning the Buffers

Use the following command to tune the buffers:

(global) buffers { small | middle | big | verybig | large | huge | type number }

{permanent | max-free | min-free | initial} value

Parameters can be set for a specific type of public buffer pool. The type of buffer pool is
given as small, middle , big, verybig , large, or huge. The pool parameter is given with the
permanent, max-free , min-free , or initial keywords, along with the desired number
value.

Note You can also tune the interface buffer pools using the interface type and number
values. You should not attempt to change the values associated with interface buffers. These
values were carefully calculated by Cisco for proper operation.
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Small buffers, 104 bytes (total 480, permanent
480):

467 in free list (20 min, 1000 max allowed)

353917332 hits, 1867 misses, 402 trims, 402 created

1347 failures (0 no memory)

Tune only the buffer type that exhibited problems in the show buffers command. As a
general rule of thumb, a new permanent value should be about 20% larger than the total
number of buffers in the pool. A new min-free value should be about 25% of the number
of permanent buffers, and max-free should be greater than the sum of permanent and
min-free .

Example

According to the show buffers command, the number of small buffers initially was

The new parameters for small buffers are set to the following values: permanent 576,min-
free 144, and max-free 750.

buffers small permanent 576

buffers small min-free 144

buffers small max-free 750

1-9: Some Troubleshooting Tools
The ping (packet Internet groper) command can be used to test end-to-end connectivity
from a router to a remote host or router. For IP, ping uses ICMP type 8 requests and ICMP
type 0 replies.

The traceroute command can be used to discover the routers along the path that packets
are taking to a destination. For IP, traceroute uses UDP probe packets on port 33434.

The telnet command can be used to open Telnet connections to other routers or hosts.

Many debug commands and options are available to display information about activity
within the router.

If a network analyzer is unavailable, a router can be configured to present basic informa-
tion about network traffic. This is called the •poor man•s sniffer.Ž

If a router crashes, information can be gathered to assist in troubleshooting the cause.

You can view information about the activity of the router CPU, memory, interfaces, and
protocols.

The Cisco TAC offers a number of troubleshooting tools and technical support resources.
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Note This section does not present a complete list of troubleshooting commands.
However, you should find a set of useful commands and tools here to use for a variety of
situations.

IP Connectivity Tools: ping

(exec) ping [ protocol ] { host }

Echo requests are sent, and echo replies are expected in return. Ping can be used with a
variety of protocols. The protocol value can be appletalk , clns, ip (the default), novell ,
apollo , vines, decnet, or xns. Some protocols require another Cisco router at the remote
end to answer ping packets. The target, host, can be either an address or a host name.

The IP ping sends ICMP type 8 (echo request) packets to the target. The following charac-
ters are displayed each time a ping response is expected or seen:

!„A successful reply packet was received.

.„No reply was seen within the timeout period, 2 seconds.

U„A destination-unreachable error was received.

M „A could-not-fragment message was received.

C„A congestion-experienced packet was received.

I„The ping test was interrupted on the router.

?„An unknown packet type was received.

& „The packet lifetime or time-to-live was exceeded.

As soon as the test completes, the success rate is reported, along with a summary of the
round-trip minimum, average, and maximum in milliseconds.

Note For the regular ping command, only the destination address may be given. The
source address used in the ping packets comes from the router interface that is closest to
the destination. This might or might not be helpful in determining connectivity.

IP Connectivity Tools: Extended ping

(exec) ping

The extended ping is similar to the regular ping, except that it is typed with no options.
You are prompted for all available ping options, including the source address to be used.
The following options can be specified:

Protocol (the default is IP) „This can also be appletalk , clns, novell , apollo , vines,
decnet, or xns.

Target IP address
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Repeat count (the default is 5 packets) „The number of echo packets to send.

Datagram size (the default is 100 bytes) „The size of the echo packet. Choose a size
larger than the MTU to test packet fragmentation.

Timeout (the default is 2 seconds )„The amount of time to wait for a reply to each
request packet.

Extended commands

Source address or interface„Any source address can be given. The address must
be the address of any active interface on the router if the reply packets are to be
seen.

Type of service (the default is 0).

Set the DF bit in the IP header (the default is no)„If this is set, the packet is not
fragmented for a path with a smaller MTU. This can be used to detect the smallest
MTU in the path.

Validate reply data (the default is no )„The data sent in the echo request packet
is compared to the data echoed in the reply packet.

Data pattern (the default is 0xABCD) „The data pattern is a 16-bit field that is
repeated throughout the data portion of the packet. This can be useful for testing
data integrity with CSU/DSUs and cabling.

Loose, Strict, Record, Timestamp, Verbose (the default is none)„ loose (loose
source route with hop addresses), strict (strict source route with hop addresses),
record (record the route with a specified number of hops), timestamp (record
time stamps at each router hop), or verbose (toggle verbose reporting). The record
option can be useful to see a record of the router addresses traversed over the
round-trip path.

Sweep range of sizes„Sends echo requests with a variety of packet sizes:

Sweep min size (the default is 36)

Sweep max size (the default is 18024)

Sweep interval (the default is 1)

IP Connectivity Tools: traceroute

(exec) traceroute [ protocol ] [ destination ]

The traceroute command sends successive probe packets to destination (either a network
address or a host name). The protocol field can be appletalk , clns, ip, or vines.

For IP, the first set of packets (the default is 3) is sent with a Time-to-Live (TTL) of 1. The
first router along the path decrements the TTL, detects that it is 0, and returns ICMP TTL-
exceeded error packets. Successive sets of packets are then sent out, each one with a TTL
value incremented by 1. In this fashion, each router along the path responds with an error,
allowing the local router to detect successive hops.
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The following fields are output as a result of traceroute probes:

Probe sequence number„ The current hop count.

Host name of the current router.

IP address of the current router.

Round-trip times (in milliseconds) of each of the probes in the set.

*„The probe timed out.

U„The port unreachable message was received.

H„The host unreachable message was received.

P„The protocol unreachable message was received.

N„The network unreachable message was received.

?„An unknown packet type was received.

Q„The source quench was received.

The traceroute probes continue to be sent until the maximum TTL value (30 by default for
IP) is exceeded or until you interrupt the router with the escape sequence (Ctrl-Shift-6 ).

Traceroute can also be invoked with no options. This allows the router to prompt for the
parameters described in the following list:

Protocol (the default is IP) „Can also be appletalk , clns, or vines.

Target IP address

Source address„An IP address of a router interface. If this isn•t specified, the interface
closest to the destination is used.

Numeric display (the default is no) „By default, both the host name and IP address of
each hop are displayed. If this is set to yes, only the IP addresses are displayed. This is
handy if DNS is unavailable.

Timeout in seconds (the default is 3) „The amount of time to wait for a responseto a
probe.

Probe count (the default is 3) „The number of probes to send to each TTL(or hop) level.

Minimum Time-to-Live (the default is 1) „The default of one hop can be overridden to
begin past the known router hops.

Maximum Time-to-Live (the default is 30) „The maximum number of hops to trace.
Traceroute ends when this number of hops or the destination is reached.

Port number (the default is 33434) „The UDP destination port for probes.

Loose, Strict, Record, Timestamp, Verbose (the default is none) „ loose (loose source
route with hop addresses),strict (strict source route with hop addresses),record (record
the route with a specified number of hops), timestamp (record time stamps at each router
hop), or verbose (toggle verbose reporting). Therecord option can be useful to see a
record of the router addresses traversed over the round-trip path.
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Note Some routers do not respond to traceroute probes correctly. In this case, some or all
of the probes sent are reported with asterisks (*) in the display.

IP Connectivity Tools: Telnet

(exec) telnet [ host ]

A Telnet session is opened to the target host (either an IP address or a host name). After it
is opened, the session can be suspended using the escape sequence (Ctrl-Shift-6 x ) so
that another session can be initiated. See Section 1-1 for more information about control-
ling and using sessions.

Note The router initiates a Telnet connection using a source IP address taken from the
interface that is •closestŽ to the destination. To force Telnet to use a specific active interface
and IP address as a source address, use the ip telnet source-interface interface command in
global configuration mode.

Debugging Output from the Router

1. Choose a method to collect debug output.

(See Section 1-5 for more information about logging router messages to asyslog server.)

a. Save debugging output in a router buffer:

(global) logging buffered [size]

All debugging output is stored in a circular buffer on the router itself. The size
of the buffer can be given as size, ranging from 4096 to 4294967295 bytes. The
default size is hardware-dependent. It can be verified using theshow logging
command.

b. Send debugging output to a syslog server:

(global) logging host

The target, host (either an IP address or a host name), receives debug output as
syslog messages from the router. By default, the syslog messages are at the
debugging level.

c. Send debugging output to a nonconsole session:

(exec) terminal monitor

The Telnet session that this command is executed from receives system messages
and debug output. If debugging output is not seen, use the logging monitor
debugging command to enable output at the debugging level.
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d. Send debugging output to the router console:

(global) logging console [level]

All debugging output is sent to the router console. By default, logging is per-
formed at the debugging level. If this is changed in the router configuration, you
can override it by specifying the level option as debugging.

Note Use caution when sending debugging output to various destinations. Debugging
commands can output a large volume of message data in a short amount of time, resulting in
very sluggish router performance. Therefore, choose a destination that can collect and pres-
ent the data efficiently. The logging buffered command is the most efficient method, because
the messages are stored directly in a router buffer. The debug logging methods, in increasing
order of system overhead, are logging buffered (the least overhead), logging host, terminal
monitor, and logging console (the most overhead). In fact, debugging to the console can actu-
ally crash a router because of the overhead involved in large outputs. You should use extreme
caution when using any debug command and use debug commands that focus on the infor-
mation you want to look at (that is, debug events or use access lists to control the debugging
actions).

2. Enable time stamps on debugging output:

(global) service timestamp debug datetime [msec] [localtime]  [show-timezone]

Debugging output messages are recorded with the date and time. Time is shown with
millisecond resolution if the msec keyword is used. By default, time is displayed in
the UTC format. To record time stamps using the local time zone, use the localtime
keyword. In addition, the show-timezone keyword causes the local time zone name
to be displayed.

Note Before time stamps are enabled, be sure that the router clock (and hardware calen-
dar) have been set correctly. Refer to Section 1-4 for more information.

3. Enable appropriate debugging:

(exec) debug

There are many debug commands and options! Use the context-sensitive help (debug
?) to determine which debug options are available, or refer to the online Debug
Command Referenceat www.cisco.com/univercd/cc/td/doc/product/software/
ios121/121sup/121debug/index.htm.

Use extreme caution and common sense before enabling anydebug command.
Debug messages are processed at a higher priority than other network traffic.
Consider the amount and types of traffic on your network, realizing that every pack-
et or condition matching the debug command causes a message to be generated. For
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example, enablingdebug all generates debug output for every known debug condi-
tion. In a large IPX network, debug ipx sap generates messages for each SAP adver-
tisement. Although debug ip packet can be very useful for determining routing prob-
lems, it also generates messages forevery packet passing through the router.

To reduce the amount of debug information and processing, either choose a time
when the traffic load is low, or fine-tune the debug parameters to further limit the
activity that is being observed.

In the event that you begin to notice large amounts of debug output piling up, be
ready to quickly disable the debug command. You can either type the no debug
options form of the command, or you can use no debug all, undebug all, or u all to
disable all possible forms of debugging. In any event, you should always disable
debugging when you are finished testing so that the router doesn•t continue reporting
debugging output without your knowledge.

Poor Man•s Sniffer

1. Use IP accounting.

a. Enable IP accounting on an interface:

(interface) ip accounting [access-violations]

The router keeps records of the outbound traffic through the interface. The data-
base consists of the source and destination addresses, the number of packets, and
the number of bytes (both IP header and payload) switched for the conversation.
The traffic data is gathered, regardless of the switching path through the router.
This information can be useful to give you an idea of the pairs of hosts talking and
the volume of data passing between them.

If the access-violations keyword is included, information is gathered about out-
bound traffic that failed to pass an access list. This information can be used to
determine whether the failed traffic is due to an attempt to breach security.

b. Display the IP accounting information:

(exec) show ip accounting [checkpoint] [output-packets | access-violations]

The checkpoint keyword can be used to display the checkpointed database; oth-
erwise, the active database is shown. The output-packets keyword causes the
total number of outbound packets to be displayed (the default). The access-viola-
tions keyword shows the total traffic that has failed to pass access lists, along with
the access list number of the last packet failure.

2. Use an extended access list to determine something about a traffic flow.

a. Define an extended IP access list (see Section 14-1).

A named extended IP access list is the most useful for this purpose, because you
can edit it without removing and reentering the entire access list. Make permit
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conditions that break down the unknown traffic into possible categories. For
example, if you need information about what protocol is being used between two
hosts, use permit conditions that specify individual protocols. The port operators
can also be useful to see into what range of port numbers a certain traffic flow
falls. This can be done with the eq, gt, lt , neq, and range operators. Use as many
permit statements as is practical, covering all possibilities for a parameter. Be sure
to add a permit all condition at the end so that existing traffic flows are not
affected by this access list. The goal here is to get the router to flag access list
statements to identify traffic, not alter the traffic flow.

The following example defines an access list that helps determine whether two
hosts are using TCP or UDP (or some other IP protocol) for a data connection:

ip access-list extended sniffer

permit tcp host 192.168.7.15 host 12.1.6.4

permit udp host 192.168.7.15 host 12.1.6.4

permit icmp host 192.168.7.15 host 12.1.6.4

permit ip any any

b. Apply the access list to an interface:

(interface) ip access-group acc-list {in | out}

The access list acc-list is used to process either inbound (in) or outbound (out )
traffic on an interface.

c. Look at the access list activity:

(exec) show access-lists [acc-list]

For an extended IP access list, a count is displayed for each packet that matches a
condition in the list. To see the results for a single access list, you can give an
optional access list number or name asacc-list. If you defined the access list
breakdown wisely, you should begin to see activity for the matching traffic dis-
played as(xx matches) at the end of some access list conditions.

d. (Optional) Refine the access list to uncover more detail.

If you need more information about the type of traffic, you can refine the access
list. For example, you might want to know which UDP port number, TCP port
number, ICMP type code, IP precedence, or ToS is in use. You can add tests for
these options by editing lines in the named access list. Remember to provide
access list conditions for all or groups of all possibilities so that you can locate
positive results.

e. Remove the access list from the interface:

(interface) no ip access-group acc-list {in | out}

(global) no ip access-list extended acc-list
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Don•t forget to unbind the access list from the interface and to remove the access
list from the configuration when you are finished with your analysis.

Troubleshooting Router Crashes

1. Collect a stack trace:

(exec) show stacks

If the router has a system failure and restarts itself, the system stack trace is saved.
You can view the stack trace, along with the reason for the last router restart, using
this command. The stack trace output can be copied and pasted into Cisco•s Stack
Decoder at www.cisco.com/stack/stackdecoder.shtml to get further diagnostic infor-
mation (a Cisco.com login is required). Problem isolation and software bug IDs canbe
determined through the stack decoding process.

2. Collect crashinfo data.

When a router crashes due to data or stack corruption, a collection of useful informa-
tion is saved as a file in the bootflash partition on the router. Crashinfo data is saved
on the Cisco 7000, 7200, 7500, and 12000 series routers.

a. Find the crashinfo file:

(exec) dir /all bootflash:

The files in the bootflash are listed. Crashinfo files are named.

b. Look at the contents of the crashinfo file:

(exec) show file information bootflash:crashinfo

c. Collect a core dump.

Choose a method to write a core dump:

(global) exception protocol {ftp | rcp | tftp}

The core dump file can be written to a server using FTP, RCP, or TFTP (the
default).

Choose a server to store the core dump:

(global) exception dump ip-address

When the router crashes, the core dump file is written to the server at ip-address.
The file is named hostname-core, where hostname is the name of the router. If
TFTP is used, only the first 16 MB of the core dump is written. If the router mem-
ory is greater than 16 MB, FTP or RCP should be used.
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00:20:41: ICMP type=8, code=0.

00:20:43: IP: s=10.5.1.1 (local), d=10.5.1.5 (Ethernet0), len 53, sending

00:20:43: ICMP type=8, code=0

00:20:43: IP: s=10.5.1.1 (local), d=10.5.1.5 (Ethernet0), len 53,encapsulation failed

Monitoring Router Activity

1. Watch IP packets as they are routed.

a. Create an extended IP access list to identify traffic to watch.

The access list must permit only the packets that you are interested in seeing.
Define the permit conditions as narrowly as you can so that only a small amount
of traffic is selected to display. Any traffic that is denied will not be seen in the
debugging output. (See Section 14-1 for further information.)

b. Enable IP packet debugging:

(global) debug ip packet detail [acc-list]

The router displays information about IP packets as they are processed. Obviously,
this command has the potential to generate great volumes of information. In all
cases, you should use the optional access list field, acc-list, to reduce the number
of packets being reported. Packets that are permitted by the extended IP access
list are displayed in the debugging output. Only packets that are not fast-switched
can be examined by the debug command. For this reason, you should use the
(interface) no ip route-cache command to first disable fast switching on specific
interfaces.

If the debug output shows •encapsulation failed,Ž this indicates that the packet
could not be encapsulated in a lower-layer protocol. In the following example, a
ping request packet was queued for the Ethernet 0 interface. Because the router
could not find an ARP entry for the target address (10.5.1.5), the ping packet could
not be encapsulated in a Layer 2 frame with a destination MAC address.
Therefore, debug reported that the encapsulation failed.

2. Watch the router CPU activity:

(exec) show processes cpu

The average router CPU utilization is displayed for the last 5 seconds, 1 minute, and 5
minutes. The various running processes are also displayed, along with information
that tells you how long each process has been running and its contribution to CPU
utilization. Cisco recommends that a router CPU should stay below 70% utilization.

3. Watch the router memory:

(exec) show memory free
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Statistics regarding free router memory are displayed. This information can be useful
in determining whether there is enough available memory after a router initializes,
loads its IOS image, and is actively routing traffic.

4. View statistics about an interface:

(exec) show interface [ interface ]

If the optional interface is not specified, information is displayed about all inter-
faces on the router.

5. View information about interfaces by protocol:

(exec) show interface accounting

Each router interface is listed, along with a breakdown of the bytes and packets
inbound and outbound by protocol. This information can be useful to help you see
the protocols and traffic volumes that are passing through an interface.

6. View information about a specific protocol on an interface:

(exec) show protocol interface type num

For the protocol specified (ip, ipx, appletalk) on the interface, information is pre-
sented regarding how the protocol is processed. This includes any access lists that are
applied, ICMP behavior, switching paths, and many more configuration parameters.

7. View summary statistics about a protocol:

(exec) show protocol traffic

Statistics are displayed about the protocol and its major components. Summary counts of
the protocol traffic and router activity are shown as totals through all interfaces.

Getting Assistance from Cisco

You can find information about the router using the following command:

(global) show version

Information about the router hardware, bootstrap code, IOS software image version,
router uptime, available interfaces, and router memory is displayed. This output is very
useful to help you identify the version of code running on the router, as well as the
amount of memory and Flash available. You can also view the contents of the router con-
figuration register.

Information for the Cisco Technical Assistance Center (TAC)

1. Gather the information:

(global) show tech-support

Output from a large predetermined set of commands is generated. You should cap-
ture this data with a terminal emulator so that it can be sent to a TAC engineer.
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2. Open a TAC case.

If you have a service contract with Cisco for your router, you can open a TAC case
either by phone or by web browser. You can contact the Cisco TAC by phone using a
number listed for your location at
www.cisco.com/warp/customer/687/Directory/DirTAC.shtml.

To open a case using a browser, go to
www.cisco.com/kobayashi/support/case_open.shtml and fill in the required informa-
tion. This also requires a Cisco.com login with a profile that has been updated with
your service contract number.

3. Cisco IOS Software bugs.

Cisco offers information about Cisco IOS Software versions and bug reports on its
web site. The Software Bug Toolkit consists of Bug Navigator II (an interactive tool
that reports bug information for IOS versions and feature sets), Bug Watcher (a tool
that allows you to monitor bug information and receive alerts as new bugs are report-
ed), and a tool that allows the bug database to be searched by BugID. These tools are
available at www.cisco.com/support/bugtools/.
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Interface Configuration

This chapter presents background and configuration information for the following router
interfaces:

� 2-1: Ethernet Interfaces

� 2-2: FDDI Interfaces

� 2-3: Loopback and Null Interfaces

� 2-4: VLAN Interfaces

� 2-5: Tunnel Interfaces

� 2-6: Synchronous Serial Interfaces

� 2-7: Packet-Over-Sonet Interfaces

� 2-8: Frame Relay Interfaces

� 2-9: Frame Relay Switching

� 2-10: ATM Interfaces

2-1: Ethernet Interfaces

� All Ethernet interfaces are based on the IEEE 802.3 standard. Fast Ethernet is based on
the IEEE 802.3u standard, and Gigabit Ethernet is based on the IEEE 802.3z standard.

� Ethernet interfaces support 10 Mbps media with AUI or 10BaseT connections.

� Fast Ethernet interfaces support 10/100 Mbps media with 100BaseTX or 100BaseFX
(fiber) connections.

� Gigabit Ethernet interfaces support 1 Gbps media with 1000BaseSX,
1000BaseLX/LH, and 1000BaseZX GBIC modules (all fiber-optic media).
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� Fast Ethernet and Gigabit Ethernet interfaces support single subnets or can support
two types of VLAN trunking. See Section 2-5 for more information.

Configuration

1. (Optional) Select an Ethernet encapsulation:

(interface) encapsulation { arpa | sap | snap }

Ethernet frames can be encapsulated as ARPA Ethernet version 2.0 (arpa, the default),
SAP IEEE 802.3 (sap), or SNAP for IEEE 802.2 media (snap).

2. (Optional) Select the media type:

(interface) media-type { aui | 10baset | mii | 100base x}

The media type can be configured on some router platforms where more than one
Ethernet or Fast Ethernet connector is provided. The connector can be aui (15-pin),
10baset (RJ-45), mii (Media-Independent Interface), or 100basex (RJ-45 orSC fiber).

3. (Fast Ethernet only) Specify the interface speed:

(interface) speed { 10 | 100 | auto }

The speed can be locked to 10 Mbps, 100Mbps, or auto-negotiation.

4. (Fast or Gigabit Ethernet only) Specify the duplex mode:

(interface) duplex { full | half | auto }

The interface can be locked to full- or half-duplex (the default) or auto-negotiation.

5. (Optional) Configure Fast EtherChannel.

a. Assign an interface to a channel group:

(interface) channel-group group

Up to four Fast Ethernet interfaces can be bundled under a common group num-
ber. No Layer 3 addresses should be configured on any of the bundled interfaces.
All Layer 3 traffic is distributed across the individual interfaces within the bundle,
and non-Layer 3 traffic is sent across the first link in the bundle.

b. Assign network addresses to the bundle:

(global) interface port-channel group

(interface) ...

Layer 3 addresses or bridge groups can be assigned to the bundle as a whole. The
port channel acts as the routed interface rather than the individual physical inter-
faces.
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Example

An Ethernet interface, two Fast Ethernet interfaces, and one Gigabit Ethernet interface are
all configured for use. The Ethernet and Gigabit Ethernet interfaces are given IP addresses.
The two Fast Ethernet interfaces are configured as a single Fast EtherChannel bundle
(channel group 1). The bundle, as interface port channel 1, is configured with an IP
address. Refer to the network diagram shown in Figure 2-1.

S
ection 2-1

interface ethernet 0/1

ip address 10.1.1.1 255.255.255.0

interface fastethernet 2/3

speed auto

duplex auto

channel-group 1

no ip address

interface fastethernet 2/4

speed auto

duplex auto

channel-group 1

no ip address

interface port-channel 1

ip address 10.1.2.1 255.255.255.0

e0/1
10.1.1.1/24

fa 2/3

10.1.2.1/24

fa 2/4
g 5/0/0

10.1.3.1/24
port-channel 1

Ethernet

Gigabit Ethernet

Fast EtherChannel

Figure 2-1 Network Diagram for the Ethernet Interface Example
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interface gigabitethernet 5/0/0

ip address 10.1.3.1 255.255.255.0

duplex full

2-2: FDDI Interfaces
� FDDI supports 100 Mbps data transfer rates using a token-passing scheme.

� A dual counter-rotating fiber-optic ring makes up an FDDI network.

� The total length of the fiber ring must be less than 200 km.

� A FDDI network can have up to 500 stations, separated by no more than 2 km
(MMF) or 10 km (SMF).

� FDDI frames can contain from 17 to 4500 bytes.

� FDDI interfaces can act as either Single-Attach Stations (SASs) or Dual-Attach
Stations (DASs).

Configuration

1. (Optional) Configure the ring scheduling:

(interface) fddi token-rotation-time microseconds

To vary the token•s availability, the token rotation time can be set to microseconds
(4000 to 165000 usec; the default is 5000 usec).

2. (Optional) Set the number of frames to transmit at one time:

(interface) fddi frames-per-token number

Each time the token rotates and is captured, a number of queued frames are transmit-
ted to the ring. The number of frames can be from 1 to 10 (the default is 3).

Example

An FDDI interface is configured with IP and IPX addresses. It transmits up to eight frames
per token.

interface fddi 4/0

description Server Farm FDDI ring

ip address 10.1.1.1 255.255.255.0

ipx network 1234

fddi frames-per-token 8
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2-3: Loopback and Null Interfaces
� Loopback interfaces are virtual in nature and are always up.

� Loopback interfaces can be used as termination points for protocols such as BGP,
RSRB, and DLSW+. These interfaces are always available, even if other physical inter-
faces are down.

� Loopback interfaces can also be used to provide a known and stable ID for OSPF
routers. OSPF chooses its ID from the loopback interface with the highest IP address
first, if present. Otherwise, the ID is taken from the physical interface that has the
highest IP address.

� Null interfaces are also virtual and are always up.

� Loopback interfaces can also be used whenever data needs an intermediate output
interface, such as for address translation.

� Null interfaces never forward or receive traffic; packets routed to a null interfaceare
dropped.

Configuration

1. (Optional) Define a loopback interface:

(global) interface loopback number

The loopback interface is created and enabled. The interface can then be given net-
work addresses. Note that a loopback interface comes up in •no shutdownŽ mode as
soon as it is created, unlike other types of interfaces. You can still manually shut
down a loopback interface if necessary.

2. (Optional) Specify the null interface:

(global) interface null 0

The null interface is selected and can be configured. There is only one null interface
on a router: null 0. Usually, the null interface is referenced in other commands, such as
the gateway in a static route.

Example

Two loopback interfaces are configured with IP addresses. The loopbacks will be refer-
enced by other IOS features, and each must be assigned to a unique IP network (aswith all
interfaces).

interface loopback 0

ip address 10.1.1.1 255.255.0.0

interface loopback 1

ip address 192.168.17.1 255.255.255.0
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2-4: VLAN Interfaces
� Virtual LANs (VLANs) on a router are treated as physically separate network inter-

faces even though they are logical interfaces.

� Fast Ethernet and Gigabit Ethernet interfaces can be configured with trunking encap-
sulations that support VLANs.

� Encapsulation types supported are ISL and IEEE 802.1Q.

� ISL adds a 26-byte header containing the VLAN number to the beginning of frames
and a 4-byte CRC to the end. IEEE 802.1Q adds a 4-byte tag within frames just after
the source address field.

� VLANs are configured as subinterfaces on a trunking major interface.

� All VLANs receive a tag after encapsulation, except for the IEEE 802.1Q native
VLAN, which leaves frames untagged.

� Traffic must be routed or bridged in order to cross between VLANs.

Configuration

1. Define a subinterface for a VLAN:

(global) interface fastethernet mod/num. subinterface

-or-
(global) interface gigabitethernet mod/num/slot.subinterface

A subinterface must be created to support a specific VLAN. Subinterface numbers
are arbitrary and can be given to match the VLAN number if desired.

2. Configure a trunking encapsulation:

(interface) encapsulation {isl | dot1q} vlan [native]

The VLAN encapsulation can be either ISL (isl) or IEEE 802.1Q (dot1q). The subinter-
face is assigned the VLAN number, vlan. If dot1q is used, the subinterface VLAN can
also be made the native VLAN with the native keyword. If the native VLAN is not
specified, VLAN 1 is used. dot1q encapsulation sends data for the native VLAN
without VLAN encapsulation.

3. Assign network addresses or bridging parameters.

Note When bridging is configured, each VLAN with an ISL trunk has its own Spanning-
Tree Protocol (STP) running. This is called Per-VLAN Spanning Tree (PVST). An IEEE
802.1Q trunk can have only a single instance of STP. However, Cisco supports PVST+,
which allows PVST by tunneling STP instances across the dot1q domain. See Section 4-1 for
more information.



Chapter 2: Interface Configuration 79

S
ection 2-5

Example

A Gigabit Ethernet interface is used for trunking IEEE 802.1Q VLANs. Subinterface 17 is
used for VLAN 17, and subinterface 26 is used for VLAN 26. (Note that the subinterface
numbers can be arbitrarily chosen and don•t have to match the VLAN number. For conven-
ience, the numbers can match, as in the example.) Figure 2-2 shows a network diagram.

interface gigabitethernet 9/0/0.17

description VLAN 17 to Accounting Dept

encapsulation dot1q 17 native

ip address 192.168.88.1 255.255.255.0

interface gigabitethernet 9/0/0.26

description VLAN 26 to Engineering Dept

encapsulation dot1q 26

ip address 192.168.100.1 255.255.255.0

2-5: Tunnel Interfaces
� A tunnel can encapsulate or transport one protocol inside another.

� A tunnel is a virtual point-to-point link and must be configured at two endpoints.

� The tunnel endpoints define a source and destination address for the tunnel trans-
port. Other network addresses can be assigned to the tunnel interfaces for the trans-
ported or passenger traffic.

� Tunneling requires CPU overhead and introduces increased latency at each end when
encapsulating and decapsulating traffic.

Note Routing protocols for the tunnel transport should not intermingle with routing pro-
tocols for the passenger or transported traffic. Otherwise, recursive routing can result,
causing the tunnel interface to shut down.

g 9/0/0

192.168.88.1/24

Gigabit Ethernet
IEEE 802.1Q trunk

Accounting dept

Engineering dept

g 9/0/0.17

g 9/0/0.26
192.168.100.1/24

Figure 2-2 Network Diagram for the VLAN Interface Example
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Configuration

1. Create a tunnel interface on each endpoint router:

(global) interface tunnel number

The tunnel interface number can be arbitrarily chosen.

2. Configure the tunnel source address:

(interface) tunnel source { ip-addr | type number }

The source address used for encapsulated or tunneled packets is defined. Either a spe-
cific IP address or a physical interface can be given.

3. Configure the tunnel destination address:

(interface) tunnel destination { hostname | ip-addr }

The destination address used for encapsulated or tunneled packets is defined. Either a
hostname or a specific IP address for the far end can be given.

Note For a given tunnel mode, source and destination address pairs must be unique. If
you need to define more than one tunnel, create a loopback interface for each tunnel, and
use the loopback as the tunnel source.

4. (Optional) Set the tunnel mode:

(interface) tunnel mode { aurp | cayman | dvmrp | eon | gre ip | nos | mpls
traffic-eng}

The tunnel encapsulation can be set to AppleTalk Update Routing Protocol (aurp),
Cayman TunnelTalk AppleTalk (cayman), Distance-Vector Multicast Routing Protocol
(dvmrp), EON-compatible CLNS (eon), Generic Routing Encapsulation over IP (gre
ip, the default), or KA9Q/NOS-compatible IP over IP (nos), and traffic engineering
with Multiprotocol Label Switching (mpls traffic-eng).

Note GRE encapsulation uses IP protocol number 47. 

5. (Optional) Drop out-of-order packets:

(interface) tunnel sequence-datagrams

To support transported protocols that require packets to arrive in order, the tunnel
can be configured to drop packets that are out of order.

6. (Optional) Perform end-to-end checksums:

(interface) tunnel checksum
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By default, no data integrity check is performed on the tunnel. Checksums can be
computed for tunnel packets. If the checksum is incorrect, the packet is dropped.

7. Assign network addresses or bridging parameters to the tunnel:

(interface) ip address ip-address subnet-mask

Network addresses and other protocol parameters can be assigned to a tunnel inter-
face. These addresses configure the tunnel for transported or passenger protocols,
enabling those protocols to be routed to the tunnel interface.

Example

A tunnel interface is used to tunnel IP traffic between private address spaces in a compa-
ny•s internal networks over a public-service provider network. One side of the tunnel is
shown in the router configuration. Internal network 10.1.0.0 connects to a Fast Ethernet
interface. The serial interface connects to public service provider network 17.8.4.0. No pri-
vate address space is routed over this link. However, a tunnel interface is configured for
private network 10.2.0.0. The tunnel source is the serial interface, and the destination is the
far-end router at 17.8.4.92. IP traffic destined for private network 10.2.0.0 is routed over
the tunnel. Figure 2-3 shows a network diagram.

interface fastethernet 2/1

description Company•s internal LAN

ip address 10.1.1.1 255.255.0.0

interface serial 0

description WAN link to Service Provider (public network)

ip address 17.8.4.91 255.255.255.0

interface tunnel 1

tunnel source serial 0

tunnel destination 17.8.4.92

tunnel mode gre ip

ip address 10.2.1.1 255.255.0.0

s0

Internal
router

10.1.1.1/16
fa 2/1

17.8.4.91/24 17.8.4.92/24

tunnel 1
10.2.1.1/16

Remote peer
router

Figure 2-3 Network Diagram for the Tunnel Interface Example
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