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Configuration Basics







Note If the router displays a console informational or error message while you are typing
a command line, you can press Ctrl-I or Ctrl-r to redisplay the line and continue editing.
You can also configure the lines (console, vty, or aux) to use logging synchronous. This

causes the router to automatically refresh the lines after the router output. If you issue
debug commands with logging synchronous enabled, you might have to wait for the router
to finish the command (such as a ping) before you see the output.
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Note The up- and down-arrow keys require the use of an ANSI-compatible terminal emu-

lator (such as VT100).







Note It is possible to have nested Telnet sessions open. For example, from the local
router, you can Telnet to another router A, then Telnet to another router B, and so forth. To
suspend one of these sessions, you must also nest your escape sequences. Pressing a si

Ctrl-"x suspends the session to router A and returns you to the local router. PressinGtrl-"
Ctrl-*x suspends the session to router B and returns you to router Ass prompt. (Press the
only at the final escape sequence.)




Note When you resume the connection, you are prompted with the message *[Resuming

connection 2 to Router ... ]Z. You must press Enter again to actually resume the connection.
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Note You will be Telnetting to an active IP address on the router. Although this can be
any address on the router, it is a common practice to configure a loopback address on the

router. See Chapter 2, sInterface Configuration,Z for more information on loopback address-
es.







Note Cisco IOS supports only SSH version 1, with User ID and Password authentication.
To use SSH, you must have an IPSec encryption software image. A DES (56-bit) image su(
ports only DES encryption, and a 3DES (168-bit) image supports either DES or 3DES. (See

Appendix A, «Cisco IOS Software Releases and Filename Conventions,Z for details on
determining what feature sets your software image supports.) SSH uses UDP and TCP port
number 22.










Note VTY lines require a password to be configured before user access is enabled.

Otherwise, the router closes any incoming Telnet sessions immediately.
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Note An enable or enable secretpassword is not required for the router. If you donst have
one configured, you are not prompted for the password when you issue theenable com-

mand from the console. If you do not have anenable or enable secretpassword, however,
you canet access privileged EXEC mode from any Telnet or other line into the router.










Note You can also define a menu item that allows the user to return to a command
prompt or a higher-level menu and end the current menu. Define a menu item withmenu-

exit as the command (that ismenu hame command item menu-exit).
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Note The router web interface should not be used, especially for access from a public
(Internet) network, due to a major vulnerability with the HTTP server service. This vulnera-
bility is documented as Cisco Bug ID CSCdt93862. To disable the HTTP server, use theo

ip http-server command. In addition to this bug, the default authentication uses cleartext
passwords. If you must use the web interface, be sure to configure a stronger authentication
method and limit access in Steps ¢ and d, which follow.




Note IFS is an extremely powerful way of managing files within the router file systems
and on remote systems. In order to provide backward compatibility, many aliases map to

older commands for file management. See Table 1-4 at the end of this section for a listing of
the older commands and the IFS equivalents.
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Note Configuration compression is supported only on routers that have Release 10 or
later of boot ROM. If your router does not have this version or a later version, you need to

perform a ROM upgrade to compress your configuration file. Check your devicees docu-
mentation to find out how to perform a ROM upgrade.

























Note Logging to a syslog server uses UDP port 514.



Caution By setting up buffering, you use system resources that can be used for opera-

tional aspects of routing. If you set up buffering, be sure not to waste system memory.

Note The history file is different from the buffer. History stores a cyclic list of the logging
information from 1 to 500 entries. It was designed to keep the last few messages in the

event that they were not logged to an SNMP device. Buffering syslog messages is a way of
storing the messages to memory instead of to a syslog or SNMP device.
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Note SNMP requests and responses are sent using UDP port 161. Notifications or traps

are sent using UDP port 162.

Note For more information about the MIB tree structure and MIBs in general, see

Appendix C, *SNMP MIB Structure.Z
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Note If either local or remote engine ID names change after these commands are used,

the authentication keys become invalid, and users have to be reconfigured. MD5 and SHA
keys are based on user passwords and the engine IDs.




Note In order to use des56 and SHA encryption, you must have the cryptographic soft-

ware image for your router.
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Note RMON analysis is CPU-intensive. Enable RMON only after you have determined

that it will not adversely affect the routeres performance. Obviously, promiscuous mode
causes more CPU overhead, because more packets are examined.
















Note A measurement of the one-way delay between the requesting and responding
routers can also be taken. To do this, the jitter operation requires that the clocks be syn-

chronized by configuring Network Time Protocol (NTP) on both routers. (See Section 1-4
for more information.)
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Note The SAA statistics commands should be used only when statistical information is

needed for network modeling. Otherwise, the default values provide the correct resources
for response-time operations.
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Note You should use the SAA history commands only if you suspect a network problem.

History collection records the last specified number of data points and therefore uses more
router memory. By default, history collection is not performed.










Note System buffers can be tuned to improve certain router performance conditions.
However, buffer tuning should be attempted with caution. Ideally, you should open a case

with Cisco TAC to obtain engineering guidance before tuning the buffers.
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247323938 packets input, 2280365753 bytes, 108 no buffer



1347 failures (0 no memory)

1608 failures (0 no memory)
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664 failures (0 no memory)

537 failures (0 no memory)

361 failures (0 no memory)

352 failures (0 no memory)

Note You can also tune the interface buffer pools using the interfacetype and number

values. You should not attempt to change the values associated with interface buffers. Thesd
values were carefully calculated by Cisco for proper operation.




Small buffers, 104 bytes (total 480, permanent
480):

467 in free list (20 min, 1000 max allowed)

353917332 hits, 1867 misses, 402 trims, 402 created
1347 failures (0 no memory)
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Note This section does not present a complete list of troubleshooting commands.

However, you should find a set of useful commands and tools here to use for a variety of
situations.

Note For the regular ping command, only the destination address may be given. The

source address used in the ping packets comes from the router interface that is closest to
the destination. This might or might not be helpful in determining connectivity.










Note Some routers do not respond to traceroute probes correctly. In this case, some or all

of the probes sent are reported with asterisks (*) in the display.

Note The router initiates a Telnet connection using a source IP address taken from the
interface that is «closestZ to the destination. To force Telnet to use a specific active interface

and IP address as a source address, use the ip telnet source-interfanterface command in
global configuration mode.
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Note Use caution when sending debugging output to various destinations. Debugging
commands can output a large volume of message data in a short amount of time, resulting i
very sluggish router performance. Therefore, choose a destination that can collect and pres-
ent the data efficiently. The logging buffered command is the most efficient method, because
the messages are stored directly in a router buffer. The debug logging methods, in increasing
order of system overhead, are logging buffered (the least overhead), loggingost, terminal

monitor, and logging console (the most overhead). In fact, debugging to the console can act
ally crash a router because of the overhead involved in large outputs. You should usextreme
caution when using any debug command and use debug commands that focus on the infor-
mation you want to look at (that is, debug events or use access lists to control the debugging
actions).

Note Before time stamps are enabled, be sure that the router clock (and hardware calen-

dar) have been set correctly. Refer to Section 1-4 for more information.













00:20:43:

IP: s=10.5.1.1 (local), d=10.5.1.5 (Ethernet0), len 53,encapsulation failg









Interface Configuration







Section 2-1










Note When bridging is configured, each VLAN with an ISL trunk has its own Spanning-
Tree Protocol (STP) running. This is called Per-VLAN Spanning Tree (PVST). An IEEE

802.1Q trunk can have only a single instance of STP. However, Cisco supports PVST+,
which allows PVST by tunneling STP instances across the dotlg domain. See Section 4-1 fd

more information.




Note Routing protocols for the tunnel transport should not intermingle with routing pro-
tocols for the passenger or transported traffic. Otherwise, recursive routing can result,

causing the tunnel interface to shut down.
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Note For a given tunnel mode, source and destination address pairs must be unique. If

you need to define more than one tunnel, create a loopback interface for each tunnel, and
use the loopback as the tunnel source.

Note GRE encapsulation uses IP protocol number 47.



Section 2-5
































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































	Contents
	Introduction
	Part I: Configuration Fundamentals

