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Figure 3-35 Completing PAP

Challenge Handshake Authentication Protocol (CHAP) (3.3.2.3)

After authentication is established with PAP, it does not reauthenticate. This leaves
the network vulnerable to attack. Unlike PAP, which only authenticates once, CHAP
conducts periodic challenges to make sure that the remote node still has a valid pass-
word value. The password value is variable and changes unpredictably while the link
exists.

After the PPP link establishment phase is complete, the local router sends a challenge
message to the remote node, as shown in Figure 3-36.

Figure 3-36 Initiating CHAP
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The remote node responds with a value calculated using a one-way hash function,
which is typically message digest 5 (MD5) based on the password and challenge
message, as shown in Figure 3-37.

R1 responds to R3's CHAP challenge by sending its CHAP usermame and a hash
value that is based on the CHAP password.

CHAP 3-Way Handshake

Remote Router Central-site Router
Response
P Usemame: R1 -
Hash: #55HHH
R1 R3

Figure 3-37 Responding CHAP

The local router checks the response against its own calculation of the expected hash
value. If the values match, the initiating node acknowledges the authentication, as
shown in Figure 3-38. If the value does not match, the initiating node immediately
terminates the connection.

Using the username and password for R1 in it's local database, R3 compares its
calculated hash value with the one sent from R1.

CHAP 3-Way Handshake

Remote Router Central-site Router
Accept/Reject
o S 3 e
o iy
R1 R3

username Rl password ciscol23

Figure 3-38 Completing CHAP
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CHAP provides protection against playback attack by using a variable challenge value
that is unique and unpredictable. Because the challenge is unique and random, the
resulting hash value is also unique and random. The use of repeated challenges limits
the time of exposure to any single attack. The local router or a third-party authenti-

cation server is in control of the frequency and timing of the challenges.

PPP Encapsulation and Authentication Process (3.3.2.4)

The flowchart in Figure 3-39 can be used to help understand the PPP authentication
process when configuring PPP. The flowchart provides a visual example of the logic
decisions made by PPP.

Incoming PPP
Negotiation

Local

Check Local
Database

Is Authentication
Configured?

What Type of
Authentication?

No

Security
Server

Start PPP

A

Query Security
Server Database

Does

Pass?

Authentication

Yes

o]

Figure 3-39 PPP Encapsulation and Authentication Process

For example, if an incoming PPP request requires no authentication, then PPP pro-
gresses to the next level. If an incoming PPP request requires authentication, then it
can be authenticated using either the local database or a security server. As illustrat-
ed in the flowchart, successful authentication progresses to the next level, while an

authentication failure disconnects and drops the incoming PPP request.
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Follow the steps to view R1 establishing an authenticated PPP CHAP connection
with R2.

Step 1. As shown in Figure 3-40, R1 initially negotiates the link connection using
LCP with router R2 and the two systems agree to use CHAP authentication
during the PPP LCP negotiation.

B B

Figure 3-40 Establishing a Link

)

Step 2.  As shown in Figure 3-41, R2 generates an ID and a random number, and
sends that and its username as a CHAP challenge packet to R1.

B =) B
> &

<:||01|ID| Random| R2 | @

Figure 3-41 Sending a CHAP Challenge to R1

Step 3. As shown in Figure 3-42, R1 uses the username of the challenger (R2) and
cross references it with its local database to find its associated password.
R1 then generates a unique MD5 hash number using the R2’s username,
ID, random number and the shared secret password. In this example, the
shared secret password is boardwalk.

% | Establish Link > %
|
veor 2| C I o] e ]
¥

N/
s

Figure 3-42 R1 Validates R2

®

Step 4. As shown in Figure 3-43, Router R1 then sends the challenge ID, the
hashed value, and its username (R1) to R2.

3/13/14 2:56 AM



Chapter 3: Point-to-Point Connections 133

% | Establish Link > %

veor 2 | C I ion] 2]

@ [02] D[ Hash | R ||:>

MD5
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Figure 3-43 R1 Sends the Challenge to R2

Step 5. As shown in Figure 3-44, R2 generates its own hash value using the ID, the
shared secret password, and the random number it originally sent to R1.

% | Establish Link > %

User R1 Pass

Boardwalk
5 | BT e ]
F

[o2] D[ Hash | R1 ||j‘> '

Y\

\ /
?

MD5

®

Y\

Figure 3-44 R2 Validates R1

Step 6. As shown in Figure 3-45, R2 compares its hash value with the hash value
sent by R1. If the values are the same, R2 sends a link established response
to R1.
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% | Establish Link > %

User R1 Pass

Boardwalk
User Pass
R2  Boardwalk <:“°1|”|3| Random | R2 |
[o2] D[ Hash [ R ||j‘> '
'

MD5

| Hash |<:||03|ID| Link Established | (®

Figure 3-45 R2 Establishes the Link

If the authentication failed, a CHAP failure packet is built from the following
components:

m 04 = CHAP failure message type
® id = copied from the response packet

m “Authentication failure” or some similar text message, which is meant to be a
user-readable explanation

The shared secret password must be identical on R1 and R2.

Configuring PPP Authentication (3.3.2.5)

To specify the order in which the CHAP or PAP protocols are requested on the inter-
face, use the ppp authentication interface configuration command:

Router (config-if)# ppp authentication {chap | chap pap | pap chap | pap} [if needed]
[list-name | default] [callin]

m Use the no form of the command to disable this authentication.

Table 3-7 explains the syntax for the ppp authentication interface configuration
command.
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Table 3-7 PPP Command Syntax

Chap Enables CHAP on serial interface.
Pap Enables PAP on serial interface.
chap pap Enables both CHAP and PAP on serial interface, and performs

CHAP authentication before PAP.

pap chap Enables both CHAP and PAP on serial interface, and performs PAP
authentication before CHAP.

if-needed (Optional) Used with TACACS and XTACACS. Do not perform CHAP or PAP
authentication if the user has already provided authentication. This
option is available only on asynchronous interfaces.

list-name (Optional) Used with AAA/TACACS+. Specifies the name of a list of TACACS+
methods of authentication to use. If no list name is specified, the
system uses the default. Lists are created with the aaa authentication
ppp command.

default (Optional) Used with AAA/TACACS+. Created with the aaa authentication
ppp command.

Callin Specifies authentication on incoming (received) calls only.

After you have enabled CHAP or PAP authentication, or both, the local router
requires the remote device to prove its identity before allowing data traffic to flow.
This is done as follows:

m PAP authentication requires the remote device to send a name and password to
be checked against a matching entry in the local username database or in the
remote TACACS/TACACS+ database.

m CHAP authentication sends a challenge to the remote device. The remote device
must encrypt the challenge value with a shared secret and return the encrypted
value and its name to the local router in a response message. The local router
uses the name of the remote device to look up the appropriate secret in the local
username or remote TACACS/TACACS+ database. It uses the looked-up secret
to encrypt the original challenge and verify that the encrypted values match.

Note

Authentication, authorization, and accounting (AAA)/TACACS is a dedicated server used to
authenticate users. TACACS clients send a query to a TACACS authentication server. The serv-
er can authenticate the user, authorize what the user can do, and track what the user has done.

Either PAP or CHAP or both can be enabled. If both methods are enabled, the first
method specified is requested during link negotiation. If the peer suggests using the
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second method or simply refuses the first method, the second method should be tried.
Some remote devices support CHAP only and some PAP only. The order in which you
specify the methods is based on your concerns about the ability of the remote device
to correctly negotiate the appropriate method as well as your concern about data line
security. PAP usernames and passwords are sent as plaintext strings and can be inter-
cepted and reused. CHAP has eliminated most of the known security holes.

Configuring PPP with Authentication (3.3.2.6)

The procedure outlined in the table describes how to configure PPP encapsulation
and PAP/CHAP authentication protocols. Correct configuration is essential, because
PAP and CHAP use these parameters to authenticate.

Configuring PAP Authentication

Figure 3-46 shows the topology used in an example of a two-way PAP authentication
configuration, with the configuration in the following listing. Both routers authenti-
cate and are authenticated, so the PAP authentication commands mirror each other.
The PAP username and password that each router sends must match those specified
with the username name password password command of the other router.

Service Provider

S0/0/0 S0/0/0

Figure 3-46 Topology for PPP

Partial running-config for R1

hostname R1

username R2 password sameone

!

interface Serial0/0/0
ip address 10.0.1.1 255.255.255.252
ipvé address 2001:DB8:CAFE:1::1/64
encapsulation ppp

ppp authentication pap

ppp pap sent-username R2 password sameone
Partial running-config for R2

hostname R2
username Rl password 0 sameone
1

interface Serial 0/0/0
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ip address 10.0.1.2 255.255.255.252
ipv6e address 2001:db8:cafe:1::2/64
encapsulation ppp

ppp authentication pap

ppp pap sent-username R2 password sameone

PAP provides a simple method for a remote node to establish its identity using a
two-way handshake. This is done only on initial link establishment. The hostname
on one router must match the username the other router has configured for PPP. The
passwords must also match. Specify the username and password parameters, use the
following command: ppp pap sent-username name password password.

T Activity 3.3.2.6: PPP PAP Authentication
Go to the course online to use the Syntax Checker to configure PAP authentication

on router R1s serial 0/0/1 interface.

Configuring CHAP Authentication

CHAP periodically verifies the identity of the remote node using a three-way hand-
shake. The hostname on one router must match the username the other router has
configured. The passwords must also match. This occurs on initial link establishment
and can be repeated any time after the link has been established. The following is an
example of a CHAP configuration.

Partial running-config for R1

hostname R1

username R2 password sameone

!

interface Serial0/0/0
ip address 10.0.1.1 255.255.255.252
ipv6é address 2001:DB8:CAFE:1::1/64
encapsulation ppp

ppp authentication chap

Partial running-config for R2

hostname R2

username R1 password 0 sameone

!

interface Serial 0/0/0
ip address 10.0.1.2 255.255.255.252
ipv6é address 2001:db8:cafe:1::2/64
encapsulation ppp

ppp authentication chap
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Activity 3.3.2.6: PPP CHAP Authentication

Go to the course online to use the Syntax Checker to configure CHAP authentica-
tion on router R1’s serial 0/0/1 interface.

Packet Tracer Activity 3.3.2.7: Configuring PAP and CHAP Authentication

Background/Scenario

In this activity, you will practice configuring PPP encapsulation on serial links. You
will also configure PPP PAP authentication and PPP CHAP authentication.

Lab 3.3.2.8: Configuring Basic PPP with Authentication

In this lab, you will complete the following objectives:
m Part 1: Configure Basic Device Settings
m Part 2: Configure PPP Encapsulation
m Part 3: Configure PPP CHAP Authentication

Troubleshoot WAN Connectivity (3.4)

Troubleshooting is an important component to understanding and implementing any
technology. This section discusses troubleshooting WAN connectivity, specifically
point-to-point serial communications using PPP.

Troubleshoot PPP (3.4.1)

Similar to other protocols implemented on a router, troubleshooting PPP involves a
combination of debug and show commands. This section discusses how to use these
commands to troubleshoot PPP negotiation and authentication.

Troubleshooting PPP Serial Encapsulation (3.4.1.1)

Recall that the debug command is used for troubleshooting and is accessed from
privileged EXEC mode of the command-line interface. A debug output displays
information about various router operations, related traffic generated or received by
the router, and any error messages. It can consume a significant amount of resources,
and the router is forced to process-switch the packets being debugged. The debug
command must not be used as a monitoring tool; rather, it is meant to be used for a
short period of time for troubleshooting.
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Use the debug ppp command to display information about the operation of PPP.

Router# debug ppp {packet | negotiation | error | authentication | compression |
cbep}

Table 3-8 shows the command syntax. Use the no form of this command to disable
debugging output.

Table 3-8 debug ppp Command Parameters

Parameter Usage

packet Displays PPP packets being sent and received. (This command
displays low-level packet dumps.)

negotiation Displays PPP packets transmitted during PPP startup, where PPP
options are negotiated.

error Displays protocol errors and error statistics associated with PPP
connection negotiation and operation.

authentication Displays authentication protocol messages, including Challenge
Authentication Protocol (CHAP) packet exchanges and Password
Authentication Protocol (PAP) exchanges.

compression Displays information specific to the exchange of PPP connections
using MPPC. This command is useful for obtaining incorrect packet
sequence number information where MPPC compression is enabled.

cbep Displays protocol errors and statistics associated with PPP
connection negotiations using MSCB.

Use the debug ppp command when trying to search the following:
m NCPs that are supported on either end of a PPP connection
= Any loops that might exist in a PPP internetwork
= Nodes that are (or are not) properly negotiating PPP connections
m Errors that have occurred over the PPP connection
m Causes for CHAP session failures
m Causes for PAP session failures

= Information specific to the exchange of PPP connections using the Callback
Control Protocol (CBCP), used by Microsoft clients

m Incorrect packet sequence number information where MPPC compression is
enabled
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Debug PPP (3.4.1.2)

In addition to the debug ppp command, there are other commands that are available
for troubleshooting a PPP connection.

A good command to use when troubleshooting serial interface encapsulation is the
debug ppp packet command, as shown in Example 3-5. The example depicts packet
exchanges under normal PPP operation, including LCP state, LQM procedures, and
the LCP magic number.

Example 3-5 Output of debug ppp packet Command

R1# debug ppp packet

PPP packet display debugging is on

R1#

*Apr 1 16:15:17.471: Se0/0/0 LQM: O state Open magic O0x1EFC37C3 len 48

*Apr 1 16:15:17.471: Se0/0/0 LQM: LastOutLQRs 70 LastOutPackets/Octets 194/9735

*Apr 1 16:15:17.471: Se0/0/0 LQM: PeerInLQRs 70 PeerInPackets/Discards/Errors/
Octets 0/0/0/0

*Apr 1 16:15:17.471: Se0/0/0 LQM: PeerOutLQRs 71 PeerOutPackets/Octets 197/9839

*Apr 1 16:15:17.487: Se0/0/0 PPP: I pkt type 0xC025, datagramsize 52 link [ppp]
*Apr 1 16:15:17.487: Se0/0/0 LOM: I state Open magic OxFE83D624 len 48
*Apr 1 16:15:17.487: Se0/0/0 LQM: LastOutLQRs 71 LastOutPackets/Octets 197/9839

*Apr 1 16:15:17.487: Se0/0/0 LQM: PeerInLQRs 71 PeerInPackets/Discards/Errors/
Octets 0/0/0/0

*Apr 1 16:15:17.487: Se0/0/0 LQM: PeerOutLQRs 71 PeerOutPackets/Octets 196/9809
*Apr 1 16:15:17.535: Se0/0/0 LCP: O ECHOREQ [Open] id 36 len 12 magic O0x1EFC37C3
*Apr 1 16:15:17.539: Se0/0/0 LCP-FS: I ECHOREP [Open] id 36 len 12 magic O0xFE83D624
*Apr 1 16:15:17.539: Se0/0/0 LCP-FS: Received id 36, sent id 36, line up

R1# undebug all

Example 3-6 displays the debug ppp negotiation command in a normal negotia-
tion, where both sides agree on NCP parameters. In this case, protocol types IPv4
and IPv6 are proposed and acknowledged. The debug ppp negotiation command
enables the network administrator to view the PPP negotiation transactions, identify
the problem or stage when the error occurs, and develop a resolution. The output
includes the LCP negotiation, authentication, and NCP negotiation.

Example 3-6 Output of debug ppp negotiation Command

R1# debug ppp negotiation

PPP protocol negotiation debugging is on

R1#

*Apr 1 18:42:29.831: $LINK-3-UPDOWN: Interface Serial0/0/0, changed state to up
*Apr 1 18:42:29.831: Se0/0/0 PPP: Sending cstate UP notification

*Apr 1 18:42:29.831: Se0/0/0 PPP: Processing CstateUp message
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*Apr 1 18:42:29.835:
*Apr 1 18:42:29.835:
*Apr 1 18:42:29.835:
*Apr 1 18:42:29.835:
*Apr 1 18:42:29.835:
*Apr 1 18:42:29.835:
*Apr 1 18:42:29.835:
*Apr 1 18:42:29.835:
*Apr 1 18:42:29.835:
(0x0408C025000003E8)
*Apr 1 18:42:29.835:
<Output omitteds>
*Apr 1 18:42:29.855:
*Apr 1 18:42:29.855:
<Output omitteds>
*Apr 1 18:42:29.871:
*Apr 1 18:42:29.871:
*Apr 1 18:42:29.871:
<Output omitteds>
*Apr 1 18:42:29.875:
*Apr 1 18:42:29.879:
*Apr 1 18:42:29.879:
*Apr 1 18:42:29.879:
*Apr 1 18:42:29.879:
*Apr 1 18:42:29.879:
*Apr 1 18:42:29.879:
*Apr 1 18:42:29.879:
*Apr 1 18:42:29.879:
*Apr 1 18:42:29.883:
*Apr 1 18:42:29.883:
*Apr 1 18:42:29.883:
<Output omitteds>
*Apr 1 18:42:29.919:
*Apr 1 18:42:29.919:
*Apr 1 18:42:29.919:
*Apr 1 18:42:29.923:
*Apr 1 18:42:29.927:
10.0.1.2
*Apr 1 18:42:29.927:
*Apr 1 18:42:39.871:
*Apr 1 18:42:39.871:
*Apr 1 18:42:39.871:
Octets 0/0/0/0
*Apr 1 18:42:39.871:
*Apr 1 18:42:39.879:
*Apr 1 18:42:39.879:

PPP: Alloc Context [66A27824]

ppp2 PPP: Phas

Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0

Se0/0/0

Se0/0/0
Se0/0/0

Se0/0/0
Se0/0/0
Se0/0/0

Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0

Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0

Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0

Se0/0/0
Se0/0/0
Se0/0/0

e is ESTABLISHING

PPP: Using default call direction

PPP: Treating connection as a dedicated line

PPP: S
LCP: E

ession handle[4000002] Session id[2]

vent [OPEN] State[Initial to Starting]

LCP: O CONFREQ [Starting] id 1 len 23

LCP:
LCP:

LCP:

PPP: P
CHAP:

IPCP:
IPCP:
IPCP:

CHAP:
CHAP:
PPP: P
IPCP:
IPCP:
IPCP:
IPCP:
IPCP:

IPV6CP:
IPV6CP:
IPV6CP:
IPV6CP:

IPCP:
IPV6CP
CDPCP:
CCP: S
Added

IPCP:

AuthProto CHAP (0x0305C22305)
QualityType 0xC025 period 1000

MagicNumber 0x1F887DD3 (0x05061F887DD3)

hase is AUTHENTICATING, by both
O CHALLENGE id 1 len 23 from “R1”

Authorizing CP
CP stalled on event [Authorize CP]
CP unstall

O SUCCESS id 1 len 4
I SUCCESS id 1 len 4
hase is UP
Protocol configured, start CP. state[Initial
Event [OPEN] State[Initial to Starting]
O CONFREQ [Starting] id 1 len 10

Address 10.0.1.1 (0x03060A000101)
Event [UP] State[Starting to REQsent]
Protocol configured, start CP. state[Initiall]
Event [OPEN] State[Initial to Starting]
Authorizing CP
CP stalled on event [Authorize CP]

State is Open
: State is Open
State is Open
tate is Open

to neighbor route AVL tree: topoid 0, address

Install route to 10.0.1.2

LQM: O state Open magic 0x1F887DD3 len 48

LQM:
LOM:

LQM:
LOM: I
LQM:

LastOutLQRs 0 LastOutPackets/Octets 0/0

PeerInLQRs 0 PeerInPackets/Discards/Errors/

PeerOutLQRs 1 PeerOutPackets/Octets 3907/155488

state Open magic OxFF101A5B len 48
LastOutLQRs 0 LastOutPackets/Octets 0/0
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*Apr 1 18:42:39.879: Se0/0/0 LQM:
Octets 0/0/0/0

PeerInLQRs 0 PeerInPackets/Discards/Errors/

*Apr 1 18:42:39.879: Se0/0/0 LQM: PeerOutLQRs 1 PeerOutPackets/Octets 3909/155225

<Output omitteds>

The debug ppp error command is used to display protocol errors and error statistics
associated with PPP connection negotiation and operation, as shown in Example 3-7.
These messages might appear when the Quality Protocol option is enabled on an
interface that is already running PPP.

Example 3-7 Output of debug ppp error Command

R1# debug ppp error

PPP Serial3(i): rlgr receive failure. successes = 15
PPP: myrcvdiffp = 159 peerxmitdiffp = 41091

PPP: myrcvdiffo = 2183 peerxmitdiffo = 1714439

PPP: threshold = 25

PPP Serial4 (i): rlgr transmit failure. successes = 15
PPP: myxmitdiffp = 41091 peerrcvdiffp = 159

PPP: myxmitdiffo = 1714439 peerrcvdiffo = 2183

PPP: 1->OutLQRs = 1 LastOutLQRs = 1

PPP: threshold = 25

PPP Serial3(i): lgr_protrej() Stop sending LORs.

PPP Serial3(i): The link appears to be looped back.

Troubleshooting a PPP Configuration with Authentication (3.4.1.3)

Authentication is a feature that needs to be implemented correctly or the security of
your serial connection may be compromised. Always verify your configuration with
the show interfaces serial command, in the same way as you did without authentica-
tion.

Note

Never assume your authentication configuration works without testing it. Debugging allows
you to confirm your configuration and correct any deficiencies. For debugging PPP authenti-
cation, use the debug ppp authentication command.

Example 3-8 shows an example output of the debug ppp authentication
command.
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Example 3-8 Troubleshooting a PPP Configuration with Authentication

R2# debug ppp authentication

Serial0/0/0: Unable to authenticate. No name received from peer
Serial0/0/0: Unable to validate CHAP response. USERNAME pioneer not found.

Serial0/0/0: Unable to validate CHAP response. No password defined for USERNAME pio-
neer

Serial0/0/0: Failed CHAP authentication with remote.
Remote message is Unknown name

Serial0/0/0: remote passed CHAP authentication.
Serial0/0/0: Passed CHAP authentication with remote.

Serial0/0/0: CHAP input code = 4 id = 3 len = 48

The following is an interpretation of the output:

Line 1 says that the router is unable to authenticate on interface Serial0/0/0 because
the peer did not send a name.

Line 2 says the router was unable to validate the CHAP response because username
pioneer was not found.

Line 3 says no password was found for pioneer. Other possible responses at this line
might have been no name received to authenticate, unknown name, no secret for
given name, short MD5 response received, or MD5 compare failed.

In the last line, the code 4 means that a failure has occurred. Other code values are as
follows:

m 1: Challenge.

m 2: Response.

m 3: Success.

® 4: Failure.

® id: 3 is the ID number per LCP packet format.

m len: 48 is the packet length without the header.
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Packet Tracer Activity 3.4.1.4: Troubleshooting PPP with Authentication

Background/Scenario

The routers at your company were configured by an inexperienced network engineer.
Several errors in the configuration have resulted in connectivity issues. Your boss has
asked you to troubleshoot and correct the configuration errors and document your
work. Using your knowledge of PPP and standard testing methods, find and correct
the errors. Make sure that all of the serial links use PPP CHAP authentication, and
that all of the networks are reachable. The passwords are cisco and class.

Lab 3.4.1.5: Troubleshooting Basic PPP with Authentication

In this lab, you will complete the following objectives:
Part 1: Build the Network and Load Device Configurations
Part 2: Troubleshoot the Data Link Layer

Part 3: Troubleshoot the Network Layer
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Summary (3.5)

/ Class Activity 3.5.1.1: PPP Validation

Three friends who are enrolled in the Cisco Networking Academy want to check their
knowledge of PPP network configuration.

[111]
N

They set up a contest where each person will be tested on configuring PPP with
defined PPP scenario requirements and varying options. Each person devises a differ-
ent configuration scenario.

The next day they get together and test each other’s configuration using their PPP
scenario requirements.

Packet Tracer Packet Tracer Activity 3.5.1.2: Skills Integration Challenge

O Activity Background/Scenario

This activity allows you to practice a variety of skills including configuring VLAN:S,
PPP with CHAP, static and default routing, using IPv4 and IPv6. Due to the sheer
number of graded elements, feel free to click Check Results and Assessment Items to
see if you correctly entered a graded command. Use the passwords cisco and class to
access EXEC modes of the CLI for routers and switches.

Serial transmissions sequentially send 1 bit at a time over a single channel. A serial
port is bidirectional. Synchronous serial communications require a clocking signal.

Point-to-Point links are usually more expensive than shared services; however, the
benefits may outweigh the costs. Constant availability is important for some proto-
cols, such as VoIP.

SONET is an optical network standard that uses STDM for efficient use of band-
width. In the United States, OC transmission rates are standardized specifications for
SONET.

The bandwidth hierarchy used by carriers is different in North America (T-carrier)
and Europe (E-carrier). In North America, the fundamental line speed is 64 Kbps, or
DSO0. Multiple DSOs are bundled together to provide higher line speeds.

The demarcation point is the point in the network where the responsibility of the ser-
vice provider ends and the responsibility of the customer begins. The CPE, usually a
router, is the DTE device. The DCE is usually a modem or CSU/DSU.

A null modem cable is used to connect two DTE devices together without the need
for a DCE device by crossing the Tx and Rx lines. When using this cable between
routers in a lab, one of the routers must provide the clocking signal.
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Cisco HDLC is a bit-oriented synchronous data link layer protocol extension of
HDLC and is used by many vendors to provide multiprotocol support. This is the
default encapsulation method used on Cisco synchronous serial lines.

Synchronous PPP is used to connect to non-Cisco devices, to monitor link quality,
provide authentication, or bundle links for shared use. PPP uses HDLC for encap-
sulating datagrams. LCP is the PPP protocol used to establish, configure, test, and
terminate the data link connection. LCP can optionally authenticate a peer using PAP
or CHAP. A family of NCPs are used by the PPP protocol to simultaneously support
multiple network layer protocols. Multilink PPP spreads traffic across bundled links
by fragmenting packets and simultaneously sending these fragments over multiple
links to the same remote address, where they are reassembled.

Practice

The following activities provide practice with the topics introduced in this chap-
ter. The Labs and Class Activities are available in the companion Introduction to
Connecting Networks Lab Manual (978-1-58713-331-2). The Packet Tracer Activity
PKA files are found in the online course.

Class Activities
Class Activity 3.0.1.2: PPP Persuasion
Class Activity 3.5.1.1: PPP Validation

Labs

Lab 3.3.2.8: Configuring Basic PPP with Authentication
Lab 3.4.1.5: Troubleshooting Basic PPP with Authentication

Packet Tracer Activities

Packet Tracer Activity 3.1.2.7: Troubleshooting Serial Interfaces

Packet Tracer Activity 3.3.2.7: Configuring PAP and CHAP Authentication
Packet Tracer Activity 3.4.1.4: Troubleshooting PPP with Authentication

Packet Tracer Activity 3.5.1.2: Skills Integration Challenge
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Check Your Understanding Questions

Complete all the review questions listed here to test your understanding of the
topics and concepts in this chapter. The appendix, “Answers to the ‘Check Your
Understanding’ Questions,” lists the answers.
1. Match each PPP establishment step with its appropriate sequence number:
Step 1:
Step 2:
Step 3:
Step 4:
Step 5:

A. Test link quality (optional).
B. Negotiate Layer 3 protocol options.

C. Send link-establishment frames to negotiate options such as MTU size, com-
pression, and authentication.

D. Send configuration-acknowledgment frames.
E. NCP reaches Open state.

2. Which output from the show interfaces s0/0/0 command indicates that the far
end of a point-to-point link has a different encapsulation set than the local router?

Serial 0/0/0 is down, line protocol is down.

Serial 0/0/0 is up, line protocol is down.

Serial 0/0/0 is up, line protocol is up (looped).
Serial 0/0/0 is up, line protocol is down (disabled).

= B0 E

Serial 0/0/0 is administratively down, line protocol is down.

3. What is the default encapsulation for serial interfaces on a Cisco router?
A. HDLC
B. PPP
C. Frame Relay
D. X.25

4. What is the function of the Protocol field in a PPP frame?
A. It identifies the application layer protocol that will process the frame.
B. It identifies the transport layer protocol that will process the frame.
C. Tt identifies the data link layer protocol encapsulation in the frame’s Data field.
D

. It identifies the network layer protocol encapsulated in the frame’s Data field.
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5. Match each description with its corresponding term:

Error control:

Authentication protocols:

Allows load balancing;:

Compression protocols:

mo 0w

Stacker/predictor
Magic number
Multilink
CHAP/PAP

Call in

6. Which of the following statements describe the function of statistical time-
division multiplexing (STDM)? (Choose three.)

A.

B.

E

Multiple data streams share one common channel.

Bit interleaving controls the timing mechanism that places data on the
channel.

Time slots are used on a first-come, first-served basis.

STDM was developed to overcome the inefficiency caused by time slots still
being allocated even when the channel has no data to transmit.

Sources of data alternate during transmission and are reconstructed at the
receiving end.

Priority can be dedicated to one data source.

7. Which of the following describes the serial connection between two routers
using the High-level Data Link Control (HDLC) protocol?

A.

B.

Synchronous or asynchronous bit-oriented transmissions using a universal
frame format

Synchronous bit-oriented transmissions using a frame format that allows flow
control and error detection

Asynchronous bit-oriented transmissions using a frame format derived from
the Synchronous Data Link Control (SDLC) protocol

Asynchronous bit-oriented transmissions using a V.35 DTE/DCE interface

3/13/14 2:56 AM



Chapter 3: Point-to-Point Connections 149

8. If an authentication protocol is configured for PPP operation, when is the client
or user workstation authenticated?
A. Before link establishment
B. During the link establishment phase
C. Before the network layer protocol configuration begins

D. After the network layer protocol configuration has ended

9. Why are Network Control Protocols used in PPP?

A. To establish and terminate data links
B. To provide authentication capabilities to PPP
C. To manage network congestion and to allow quality testing of the link

D. To allow multiple Layer 3 protocols to operate over the same physical link

10. Which statement describes the PAP authentication protocol?

A. Tt sends encrypted passwords by default.
B. It uses a two-way handshake to establish identity:.
C. It protects against repeated trial-and-error attacks.

D. It requires the same username to be configured on every router.

11. A technician testing the functionality of a recently installed router is unable to
ping the serial interface of a remote router. The technician executes the show
interfaces serial 0/0/0 command on the local router and sees the following line
in the router:

Serial0/0/0 is down, line protocol is down

What are two possible causes of this command output?

The clock rate command is missing.

The carrier detect signal is not sensed.
Keepalives are not being sent.

The interface is disabled due to a high error rate.

The interface is shut down.

mmY oW e

The cabling is faulty or incorrect.
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12. The network administrator is configuring Routerl to connect to Router2 using

13.

14.

three-way handshake authentication. Match each description with the command

necessary to configure Routerl:

Configure the username and password:

Enter interface configuration mode:

Specify the encapsulation type:

Configure authentication:

OmEY0 W

username Router2 password cisco
username Router1 password cisco
interface serial 0/1/0
encapsulation ppp

encapsulation hdlc

ppp authentication pap

ppp authentication chap

What is required to successfully establish a connection between two routers
using CHAP authentication?

A.
B.
C.
D

E.

The hostnames of both routers must be the same.

The usernames of both routers must be the same.

The enable secret passwords configured on both routers must be the same.

The password configured with the router’s username must be the same on
both routers.

The ppp chap sent-username command must be configured the same on
both routers.

For each characteristic, indicate whether it is associated with PAP or CHAP:

Two-way handshake:

Three-way handshake:

Open to trial-and-error attacks:

Password sent in cleartext:

Periodic verification:

Uses a one-way hash function:
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15.

16.
17.
18.

For each description, indicate whether it is associated with LCP or NCP:

Negotiates link establishment parameters:
Negotiates Layer 3 protocol parameters:
Maintains/debugs a link:

Can negotiate multiple Layer 3 protocols:

Terminates a link:

Describe the functions of LCP and NCP.
Describe the five configurable LCP encapsulation options.
Refer to the following configurations for Router R1 and Router R3:

hostname R1

username R1 password ciscol23

!

int serial 0/0

ip address 128.0.1.1 255.255.255.0
encapsulation ppp

ppp authentication pap

hostname R3

username R1 password cisco

!

int serial 0/0

ip address 128.0.1.2 255.255.255.0
encapsulation ppp

ppp authentication CHAP

Router R1 is unable to connect with Router R3. On the basis of the information
presented, which configuration changes on Router R1 would correct the prob-
lem?
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