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	 3.	 The second switch looks only at the inner 802.1Q tag that the attacker sent and 
sees that the frame is destined for VLAN 20, the target VLAN. The second 
switch sends the frame on to the victim port or floods it, depending on whether 
there is an existing MAC address table entry for the victim host.

Figure 3-22  Double-Tagging Attack

This type of attack is unidirectional and works only when the attacker is con-
nected to a port residing in the same VLAN as the native VLAN of the trunk port. 
Thwarting this type of attack is not as easy as stopping basic VLAN hopping attacks.

The best approach to mitigating double-tagging attacks is to ensure that the native 
VLAN of the trunk ports is different from the VLAN of any user ports. In fact, it is 
considered a security best practice to use a fixed VLAN that is distinct from all user 
VLANs in the switched network as the native VLAN for all 802.1Q trunks.

PVLAN Edge (3.3.1.3)
Some applications require that no traffic be forwarded at Layer 2 between ports on 
the same switch so that one neighbor does not see the traffic generated by another 
neighbor. In such an environment, the use of the Private VLAN (PVLAN) Edge 
feature, also known as protected ports, ensures that there is no exchange of 
unicast, broadcast, or multicast traffic between these ports on the switch, as shown 
in Figure 3-23.
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Figure 3-23  Private VLAN Edge

The PVLAN Edge feature has the following characteristics:

	 ■	 A protected port does not forward any traffic (unicast, multicast, or broadcast) to 
any other port that is also a protected port, except for control traffic. Data traffic 
cannot be forwarded between protected ports at Layer 2.

	 ■	 Forwarding behavior between a protected port and a nonprotected port proceeds 
as usual.

	 ■	 Protected ports must be manually configured.

To configure the PVLAN Edge feature, enter the switchport protected command in 
interface configuration mode, as shown in Example 3-21. To disable protected port, 
use the no switchport protected interface configuration mode command. To verify 
the configuration of the PVLAN Edge feature, use the show interfaces interface-id 
switchport global configuration mode command.

Example 3-21  PVLAN Edge

S1(config)# interface g0/1

S1(config-if)# switchport protected

S1(config-if)# end

S1# show interfaces g0/1 switchport

Name: Gi0/1

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: down

Administrative Trunking Encapsulation: dot1q

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)
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Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

<output omitted>

Protected: true

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Appliance trust: none

Activity 3.3.1.3: PVLAN Edge

Go to the online course to use the Syntax Checker in the third graphic to configure 
the PVLAN Edge feature on interface G0/1 and verify the configuration.

Activity 3.3.1.4: Identify the Type of VLAN Attacks

Go to the online course to perform this practice activity.

VLAN Best Practices (3.3.2)
VLAN best practices refer to those practices that any network administrator respon-
sible for portions of a switched network should employ in his day-to-day work. 
These comprise standard operating procedures for switch practitioners.

VLAN Design Guidelines (3.3.2.1)
Cisco switches have a factory configuration in which default VLANs are preconfig-
ured to support various media and protocol types. The default Ethernet VLAN is 
VLAN 1. It is a security best practice to configure all the ports on all switches to be 
associated with VLANs other than VLAN 1. This is usually done by configuring all 
unused ports to a black hole VLAN that is not used for anything on the network. All 
used ports are associated with VLANs distinct from VLAN 1 and distinct from the 
black hole VLAN. It is also a good practice to shut down unused switch ports to pre-
vent unauthorized access.

A good security practice is to separate management and user data traffic. The man-
agement VLAN, which is VLAN 1 by default, should be changed to a separate, dis-
tinct VLAN. To communicate remotely with a Cisco switch for management purpos-
es, the switch must have an IP address configured on the management VLAN. Users 
in other VLANs would not be able to establish remote access sessions to the switch 
unless they were routed into the management VLAN, providing an additional layer 
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of security. Also, the switch should be configured to accept only encrypted SSH ses-
sions for remote management.

All control traffic is sent on VLAN 1. Therefore, when the native VLAN is changed 
to something other than VLAN 1, all control traffic is tagged on IEEE 802.1Q VLAN 
trunks (tagged with VLAN ID 1). A recommended security practice is to change the 
native VLAN to a different VLAN than VLAN 1. The native VLAN should also be 
distinct from all user VLANs. Ensure that the native VLAN for an 802.1Q trunk is 
the same on both ends of the trunk link.

DTP offers four switch port modes: access, trunk, dynamic auto, and dynamic desir-
able. A general guideline is to disable autonegotiation. As a port security best prac-
tice, do not use the dynamic auto or dynamic desirable switch port modes.

Finally, voice traffic has stringent QoS requirements. If user PCs and IP phones are on 
the same VLAN, each tries to use the available bandwidth without considering the 
other device. To avoid this conflict, it is good practice to use separate VLANs for IP 
telephony and data traffic.

Lab 3.2.4.9: Troubleshooting VLAN Configurations

In this lab, you will complete the following objectives:

	 ■	 Part 1: Build the Network and Configure Basic Device Settings

	 ■	 Part 2: Implement VLAN Security on the Switches
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Summary (3.4)

Class Activity 3.4.1.1: VLAN Plan

You are designing a VLAN switched network for your small- to medium-sized  
business.

Your business owns space on two floors of a high-rise building. The following ele-
ments need VLAN consideration and access for planning purposes:

	 ■	 Management

	 ■	 Finance

	 ■	 Sales

	 ■	 Human Resources

	 ■	 Network administrator

	 ■	 General visitors to your business location

You have two Cisco 3560-24PS switches.

Use a word processing software program to design your VLAN-switched network 
scheme.

Section 1 of your design should include the regular names of your departments, sug-
gested VLAN names and numbers, and which switch ports would be assigned to each 
VLAN.

Section 2 of your design should list how security would be planned for this switched 
network.

When your VLAN plan is finished, complete the reflection questions from this  
activity’s PDF.

Save your work. Be able to explain and discuss your VLAN design with another 
group or with the class.

Packet Tracer Activity 3.4.1.2: Skills Integration Challenge

In this activity, two switches are completely configured. On a third switch, you are 
responsible for assigning IP addressing to the SVI, configuring VLANs, assigning 
VLANs to interfaces, configuring trunking, and performing basic switch security.

Packet Tracer 
  Activity
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This chapter introduced VLANs. VLANs are based on logical connections, instead 
of physical connections. VLANs are a mechanism to allow network administrators 
to create logical broadcast domains that can span across a single switch or multiple 
switches, regardless of physical proximity. This function is useful to reduce the size 
of broadcast domains or to allow groups of users to be logically grouped without the 
need to be physically located in the same place.

There are several types of VLANs:

	 ■	 Default VLAN

	 ■	 Management VLAN

	 ■	 Native VLAN

	 ■	 User/Data VLANs

	 ■	 Black Hole VLAN

	 ■	 Voice VLAN

On a Cisco switch, VLAN 1 is the default Ethernet VLAN, the default native VLAN, 
and the default management VLAN. Best practices suggest that the native and man-
agement VLANs be moved to another distinct VLAN and that unused switch ports 
be moved to a “black hole” VLAN for increased security.

The switchport access vlan command is used to create a VLAN on a switch. After 
creating a VLAN, the next step is to assign ports to the VLAN. The show vlan brief 
command displays the VLAN assignment and membership type for all switch ports. 
Each VLAN must correspond to a unique IP subnet.

Use the show vlan command to check whether the port belongs to the expected 
VLAN. If the port is assigned to the wrong VLAN, use the switchport access vlan 
command to correct the VLAN membership. Use the show mac address-table com-
mand to check which addresses were learned on a particular port of the switch and 
to which VLAN that port is assigned.

A port on a switch is either an access port or a trunk port. Access ports carry traffic 
from a specific VLAN assigned to the port. A trunk port by default is a member of 
all VLANs; therefore, it carries traffic for all VLANs.

VLAN trunks facilitate inter-switch communication by carrying traffic associated 
with multiple VLANs. IEEE 802.1Q frame tagging differentiates between Ethernet 
frames associated with distinct VLANs as they traverse common trunk links. To 
enable trunk links, use the switchport mode trunk command. Use the show interfac-
es trunk command to check whether a trunk has been established between switches.
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Trunk negotiation is managed by the Dynamic Trunking Protocol (DTP), which 
operates on a point-to-point basis only, between network devices. DTP is a Cisco-
proprietary protocol that is automatically enabled on Catalyst 2960 and Catalyst 
3560 Series switches.

To place a switch into its factory default condition with one default VLAN, use the 
delete flash:vlan.dat and erase startup-config commands.

This chapter also examined the configuration, verification, and troubleshooting of 
VLANs and trunks using the Cisco IOS CLI and explored basic security and design 
considerations in the context of VLANs.

Practice
The following activities provide practice with the topics introduced in this chapter. 
The Labs and Class Activities are available in the companion Switched Networks Lab 
Manual (ISBN 978-1-58713-372-5). The Packet Tracer Activities PKA files are found 
in the online course.

Class Activities
	 ■	 Class Activity 3.0.1.2: Vacation Station

	 ■	 Class Activity 3.4.1.1: VLAN Plan

Labs
	 ■	 Lab 3.2.2.5: Configuring VLANs and Trunking

	 ■	 Lab 3.2.4.9: Troubleshooting VLAN Configurations

Packet Tracer Activities
	 ■	 Packet Tracer Activity 3.1.1.5: Who Hears the Broadcast?

	 ■	 Packet Tracer Activity 3.1.2.7: Investigating a VLAN Implementation

	 ■	 Packet Tracer Activity 3.2.1.7: Configuring VLANs

	 ■	 Packet Tracer Activity 3.2.2.4: Configuring Trunks

	 ■	 Packet Tracer Activity 3.2.4.7: Troubleshooting a VLAN Implementation—
Scenario 1

	 ■	 Packet Tracer Activity 3.2.4.8: Troubleshooting a VLAN Implementation—
Scenario 2

Packet Tracer 
  Activity
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Check Your Understanding Questions
Complete all the review questions listed here to test your understanding of the topics 
and concepts in this chapter. The appendix “Answers to ‘Check Your Understanding’ 
Questions” lists the answers.

	 1.	 For what reason would a network administrator use the show interfaces trunk 
command on a switch?

A.	 To view the native VLAN
B.	 To examine DTP negotiation as it occurs
C.	 To verify port association with a particular VLAN
D.	 To display an IP address for any existing VLAN

	 2.	 What is the purpose of the switch command switchport access vlan 99?

A.	 To enable port security
B.	 To make the port operational
C.	 To assign the port to a particular VLAN
D.	 To designate the VLAN that does not get tagged
E.	 To assign the port to the default native VLAN (VLAN 99)

	 3.	 Which step should be performed first when deleting a VLAN that has member 
switch ports?

A.	 Reload the switch.
B.	 Implement the delete vlan.dat command.
C.	 Reassign all VLAN member ports to a different VLAN.
D.	 Back up the running config.

	 4.	 All access ports on a switch are configured with the administrative mode of 
dynamic auto. An attacker, connected to one of the ports, sends a malicious DTP 
frame. What is the intent of the attacker?

A.	 VLAN hopping attack
B.	 DHCP spoofing attack
C.	 MAC flooding attack
D.	 ARP poisoning attack
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	 5.	 Which of the following statements accurately describe DTP? (Choose two.)

A.	 DTP is a Cisco-proprietary protocol.
B.	 DTP supports IEEE 802.1Q.
C.	 Cisco switches require DTP to establish trunks.
D.	 DTP must be enabled on only one side of the trunk link.
E.	 Trunk ports that are configured for dynamic auto will request to enter the 

trunking state.

	 6.	 Match the action to the corresponding command.
1.	 Assigns VLAN 10 for untagged traffic
2.	 Activates the current interface as trunk
3.	 Prohibits VLAN 10 on the trunk interface

A.	 Switch(config-if)# switchport trunk allowed vlan remove 10
B.	 Switch(config-if)# switchport mode trunk
C.	 Switch(config-if)# switchport trunk native vlan 10

	 7.	 What is one way to prevent the VLAN hopping attack?

A.	 Disable DTP negotiation on all ports.
B.	 Change the native VLAN to an unused VLAN.
C.	 Designate a different default VLAN.
D.	 Remove all user VLANs from the trunk.

	 8.	 What security issue is of concern regarding the VLAN configuration of 
switches?

A.	 All interfaces are in the same user VLAN.
B.	 The management VLAN is using the same VLAN ID as a user VLAN is using.
C.	 The “black hole” VLAN is not configured.
D.	 The native VLAN has not been changed from the default setting.

	 9.	 In which location are the normal-range VLANs stored on a Cisco switch by 
default?

A.	 Flash memory
B.	 Startup config
C.	 Running config
D.	 RAM
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	10.	 Which of the following statements describe the benefits of VLANs? (Choose 
two.)

A.	 VLANs improve network performance by regulating flow control and win-
dow size.

B.	 VLANs enable switches to route packets to remote networks through VLAN 
ID filtering.

C.	 VLANs reduce network cost by reducing the number of physical ports 
required on switches.

D.	 VLANs improve network security by isolating users that have access to sen-
sitive data and applications.

E.	 VLANs divide a network into smaller logical networks, resulting in lower sus-
ceptibility to broadcast storms.

1	1.	 An administrator is investigating an inoperational trunk link between a Cisco 
switch and a switch from another vendor. After a few show commands, the 
administrator notices that the switches are not negotiating a trunk. What is a 
probable cause for this issue?

A.	 Both switches are in trunk mode.
B.	 Both switches are in nonegotiate mode.
C.	 Switches from other vendors do not support DTP.
D.	 DTP frames are flooding the entire network.

1	2.	 Which distinct type of VLAN is used by an administrator to access and config-
ure a switch?

A.	 Default VLAN
B.	 Native VLAN
C.	 Data VLAN
D.	 Management VLAN
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