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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in
the IOS Command Reference. The Command Reference describes these conventions as follows:

■ Boldface indicates commands and keywords that are entered literally as shown. In actual con-
figuration examples and output (not general command syntax), boldface indicates commands
that are manually input by the user (such as a show command).

■ Italic indicates arguments for which you supply actual values.

■ Vertical bars (|) separate alternative, mutually exclusive elements.

■ Square brackets ([ ]) indicate an optional element.

■ Braces ({ }) indicate a required choice.

■ Braces within brackets ([{ }]) indicate a required choice within an optional element.

Introduction

31 Days Before Your CompTIA A+ Exams is a bridge between learning the art of computer repair
and actually taking the CompTIA A+ exams. You stand ready to make your knowledge official,
provable, to become a professional computer technician. Every day for the next 31 days, you will
cover a small area of the exams. The divide-and-conquer strategy allows you to focus on the topics
at hand and not be overwhelmed with the massive amount of tested material.

Professional certifications have been an important part of the computing industry for many years
and will continue to become more important. Many reasons exist for these certifications, but the
most popularly cited reason is that of credibility. All other considerations held equal, the certified
employee/consultant/job candidate is considered more valuable than one who is not. 

Goals and Methods

The goal of this book is to provide you with a step-by-step method of study and preparation for the
CompTIA A+ Essentials exam (220-701) and the CompTIA A+ Practical Application exam (220-
702). Students must pass both exams to earn the CompTIA A+ certification. 

In this book, you will find the following:

■ Short summaries of topics, definitions, and diagrams of important concepts

■ Tables, figures, and examples of devices, directions, and commands you might find on the
CompTIA A+ exams

■ A Study Resources table to provide a quick reference to in-depth treatment of the day’s topics 

■ Occasional attempts at nerd humor

This book can also serve as a guide for instructors to review the Cisco Networking Academy IT
Essentials: PC Hardware and Software Version 4.1 course and prepare an entire class for the A+



exams. You can use this book to fit certification exam preparation into a busy schedule, because it
requires just a little bit of study each day. 

Who Should Read This Book?

This book is for anyone preparing for the CompTIA A+ exams working with one of the following
resources:

■ IT Essentials: PC Hardware and Software Course and Companion Guide, Fourth Edition
(Cisco Press). ISBN: 9781587132636

■ CompTIA A+ Cert Guide (220-701 and 220-702), Second Edition (Que Publishing). ISBN:
9780789747907 (Mark Edward Soper, Scott William Mueller, David L. Prowse)

■ The Complete A+ Guide to PC Repair, Fifth Edition Update (Addison Wesley). ISBN:
9780132727594 (Cheryl Ann Schmidt)

■ The Comprehensive A+ Guide to Managing and Maintaining Your PC, Seventh Edition
(Course Technology). ISBN: 9781435497788 (Jean Andrews)

■ CompTIA A+ Certification All-in-One Exam Guide (Exams 220-701 and 220-702), Seventh
Edition (McGraw-Hill). ISBN: 9780071701334 (Mike Meyers)

■ Mike Meyers’ All-in-One Guide to Supporting Windows 7 for CompTIA A+ Certification:
Exams 701 & 702 (McGraw-Hill). ISBN: 9780071763929 (Mike Meyers)

Strategies for Exam Preparation

Find a distraction-free area: no kids, no siblings, no pets, no headphones, no radio or TV. (A cup
of coffee and a fireplace are recommended, however.) Dedicate about an hour every day to study
in this refuge. It can be difficult at first to find the time and place, but it is time and effort well
spent. To that retreat, bring this book, your attention, and preferably access to any of the resources
noted earlier. A set of A+ flash cards is a great resource, too. Pearson IT Certification offers a great
set that you can find at www.pearsonitcertification.com/title/9781587132605.

How This Book Is Organized

The CompTIA A+ certification has two paths to completion. Generally, people take the A+
Essentials exam first, and then the Practical Application exam.

This book begins with the Essentials exam coverage in Day 31 to Day 15. Then Day 14 to Day 1
you prepare for the Practical Application exam.

NOTE: Refer to the CompTIA website (www.comptia.org) for more information about the
exam domains.

To aid in your exam preparation, use the calendars printed on the tearout card to map out each day
of study. Also, before you take the Essentials and Practical Application exams, use the checklists
on the back of the tearout to ensure you have a firm grasp of the exam topics.

xxvii

www.pearsonitcertification.com/title/9781587132605
www.comptia.org


This page intentionally left blank 



Day 31
Storage

A+ 220-701 Exam Objective

Objective 1.1: Categorize storage devices and backup media

Key Points

Today you learn the names, purposes, and characteristics of storage devices. Today is the first of
many challenging days. It does get easier. The internal devices have many details, all of which are
fair game on the CompTIA A+ exam. Faced with entering a cold swimming pool, a running-start,
closed-eye, tucked-knee cannonball is a great way to get in the water (and impress your friends).
So, take a big breath and hold your nose. 

Storage Devices

Storage devices include hard drives, floppy drives, nonvolatile random-access memory (NVRAM),
tape drives, optical drives (CD and DVD drives), flash drives, and network drives.

Hard Drives

The hard disk drive (HDD) has been a mainstay of PCs for a long time. Because of its widespread
use, it is a big part of the A+ exam. Traditionally, the HDD stores the operating system and the
bulk of data in the PC. It is mounted in a 3.5-inch bay, and connects internally through a parallel
advanced technology attachment (PATA) channel. PATA interfaces are sometimes referred to as
advanced technology attachment (ATA) or integrated drive electronics (IDE). Jumpers are used to
determine the HDD’s designation as master, slave, or cable select.

Most new PCs use a controller called serial ATA (SATA) for HDD and optical drives. SATA does
not use jumpers or designations. Instead, SATA uses one header and one cable per drive.

All HDDs work the same way. Arms move read/write (R/W) heads over the surface of spinning
magnetic platters. These R/W heads either align molecules to create a positive charge (a 1) or
leave it with a neutral charge (a 0), thus making the binary code. When reading, the heads float
above the disks and feel the positive charges or no pull from the neutral. 

Floppy Drives

Incredibly, this is still on the exam. Luckily, there are just a few things to know about them. In
many ways, a floppy disk drive (FDD) is like an HDD. It spins a disk, moves R/W heads across
the surface, and stores data magnetically. There are two important differences: Capacity is limited
to 1.44 MB, and the disk is removable by the end user. They mount in 3.5-inch bays that have
access to the outside of the case.



A classic A+ question involves an FDD status light that stays lit all the time. The cable is oriented
backward. Turn off the PC, unplug the FDD cable from the drive, flip it over, and plug it back in.
Normally, the colored wire on the ribbon cable (pin 1) is closest to the Berg power connector. On
the motherboard end, it should be oriented based on the numbers printed around the FDD cable
header. Because there are 34 wires in an FDD cable, it is narrower than a PATA ribbon. 

Solid-State HDD and NVRAM

Ranging from small external universal serial bus (USB) devices to larger-capacity HDDs, solid-state
drives are in reality NVRAM storage devices. NVRAM, often referred to as flash memory or flash
RAM, is slower than RAM but still faster than traditional magnetic storage media. Unlike RAM,
NVRAM can maintain its data when not powered. Solid-state drives are especially good for laptops
where portability, performance, durability, and low power consumption are valued over price and drive
capacity. 

Tape Drives

A magnetic tape is drawn across stationary R/W heads, but the same magnetic process takes place.
The tape is removable by the user, but the drive remains mounted and connected to the PC. Tape
capacity is large, comparable to HDDs, but access time is slow because of the sequential nature of
tape media. These are primarily used as server backups. 

CD, DVD, and BD Drives

The basic optical drive is a compact disc read-only memory (CD-ROM). This CD-ROM drive reads
premade discs and cannot write (burn) CDs. The CD can hold 650 MB or 700 MB of data. The CD-
ROM drive mounts in a 5.25-inch bay and connects to the motherboard via a PATA or SATA interface. 

Digital versatile disc (DVD) has many more variations. The basic read and write letters still apply,
but there are two formats: + and –. For our purposes, they are the same. Just note that they are not
compatible with each other. Plus drives only read/write plus CDs. Newer +/– hybrid drives can
read and write both. Generally speaking, DVD drives are backward compatible and can use CDs.
A typical DVD holds 4.7 GB of data or 8.5 GB for double layered (on the same side). Blu-Ray
disks (BD) can hold up to 50 GB of data. A Blu-Ray disk can contain 25 GB for a single layer and
50 GB for double layer.

Optical media that is designated RW means it can be rewritten. If it is labeled with just an R that
means once it is “burned” it cannot be changed. 

Table 31-1 compares CD, DVD, and Blu-Ray drives.

Table 31-1 Optical Drives

CD Family DVD Family Blu-Ray Family Need to Know 

CD-ROM DVD-ROM BD-ROM Can only read premade discs.

CD-R DVD+/–R BD-R (Recordable) Write a disc once, and it is read-
only after that.

CD-RW DVD+/–RW BD-RE BD-RW (Rewritable) Read and write a disc
repeatedly.

CDRAM (not DVD-RAM (“Endlessly” rewritable) Used primarily as 
an optical drive) surveillance-camera footage.
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Network Drives

These drives are often referred to as remote, shared, or mapped drives. This means that the storage
device resides on another computer, server, or other network device, not on the end user’s (local)
PC.

Interfaces and Cables

All storage devices in the computer are connected to the motherboard through cables. For your A+
exam, you just need to know a few basics about each cable. The term hot swappable means the
drive can be connected and unplugged while the PC is running. Pin 1 is always the pin with the
blue, red, or pink stripe. Both the device and the motherboard specify (usually with inhumanly
small numbers) which side is pin 1. If no indication shows how to orient the cable, put pin 1 clos-
est to the Molex power plug.

Table 31-2 compares the features of different drive interfaces.

Table 31-2 Drive Interfaces

Interface Drives per Number Hot Need to Know 

Channel of Pins Swappable (In Order of Importance) 

PATA, ATA, IDE, EIDE 2 40 No Old standard.

80 Two drives per channel.

Jumpers assign master and
slave drives.

SCSI 8 or 16 50 Yes Typically found on servers.

68 Drives are arranged along a
bus-like cable with terminators
on both ends.

80 Jumpers or dip switches assign
drive numbers in binary.

SATA 1 7 Yes Small cable improves air cool-
ing.

Faster than PATA.

One drive per channel.

No jumpers, no master, and no
slave.

FDD 1 34 No Only for the FDD.

Pin 1 is usually oriented clos-
est to the power connector, but
look for the red stripe.

Some old FDD cables support
multiple FDDs. They have a
twist in the middle of the rib-
bon connectors.
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Homework

Each day there is some homework. Today’s homework is to memorize the information in Table 31-2.

Funwork

Each day there is also some funwork. It is important that you see the wider scope of a career as an
A+ technician. Computer repair is not just pocket protectors, badly repaired glasses, and screw-
drivers. It is home theater, surveillance systems, cell phones, credit cards, Facebook, Xbox, and
World of Warcraft. You’re studying not for the sake of memorizing facts and information, but to
add to your technical skill sets and learn to enjoy what you do. And let’s not start with how cool
cybersecurity is. Can you imagine what the music and entertainment industry would look like
without computer geeks?

Today, spend some quality time and observe all the ways computers touch our lives. Is there some
“computery geekness” in medicine, military, banking, aerospace? How about a person using an
iPad in a Starbucks to FaceTime a friend in Europe? Just imagine what goes on behind the scenes
to make that happen. That is what we do. That is our world. We make that happen. That is some
really cool stuff. 

Here’s another example of the results of our world. Right now, I am drinking coffee paid for via
credit card in a Barnes and Noble. I am listening to Pandora Radio (Daft Punk’s Tron: Legacy
soundtrack) on my cell phone with noise-canceling headphones. I’m on my favorite laptop using a
wireless mouse and Microsoft Word, and just got a text from one of my students about her super-
fast gaming computer with six monitors. Do you see the bigger picture? This is our world, and it is
awesome. Welcome. 

Study Resources

For today’s exam topics, refer to the following resources for more study:

■ Cisco Networking Academy Curriculum. Chapters 3 and 11

■ CompTIA A+ Cert Guide by Mark Edward Soper, Scott William Mueller, and David L.
Prowse. Chapters 3, 7, and 12

■ The Complete A+ Guide to PC Repair by Cheryl Ann Schmidt. Chapter 7 

■ The Comprehensive Guide to Managing and Maintaining Your PC by Jean Andrews. 
Chapter 8 

■ All-in-One CompTIA Certification Exam Guide, Seventh Edition by Mike Meyers. Chapters
11 and 12
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* (asterisk), 42
/? command, 42
> (greater than symbol), 43
? (question mark), 42
+ switch (attrib command),

153
- switch (attrib command),

153
32-bit processing, 131-132
64-bit processing, 131-132
802.11 wireless Internet con-

nections, 182

A
/A switch

dir command, 152
xcopy command, 152

Accessibility Options, 156
ACPI (Advanced

Configuration and Power
Management), 63

adapter cards, 28
AGP cards, 29
capture cards, 29
installing, 124-125
interfaces, 7-8
modem cards, 30
NIC cards, 30
PCI cards, 29
PCIe cards, 29
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TV tuner cards, 29

adapters (RAID), 11
ADC (audio to digital con-

version), 136
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classes, 82
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MAC addresses, 81
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Administrative Tools, 159
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and Power Management
(ACPI), 63

Advanced Technology
Extended (ATX) mother-
boards, 5

adware, 188
Aero settings, 169-170
AGP adapter cards, 7, 29
/all option (ipconfig), 47,

153, 175-176
antivirus software, 98, 187
Apple computers, 108
Apple OS X, 36, 39
applications, troubleshoot-

ing, 167
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84-85
ARP, 90
arp -a command, 176
ASR (Automated System

Recovery), 54, 172
asterisk (*), 42
asymmetric digital sub-

scriber line (ADSL), 181
ATTRIB command, 42, 153
ATX (Advanced Technology

Extended) motherboards, 5
audio

audio cables, 33
audio-to-digital conversion
(ADC), 136

troubleshooting, 136-137
audio-to-digital conversion

(ADC), 136
authentication, 190
auto-restart errors, 166
Automated System Recovery

(ASR), 54, 172
autoswitching power sup-

plies, 62
AV (antivirus) software, 98,

187

B
background processes, 171
Balanced Technology

Extended (BTX) mother-
boards, 5

basic rate interface (BRI)
ISDN, 182

batteries (laptop), 62-63
BD drives, 2
BIOS, 118, 190
BitLocker, 190
Blu-Ray drives, 2
bluescreen errors, 166
Bluetooth, 59-60, 85
boot process, 51

boot errors
invalid boot disk,

168-169
not enough HDD space,

168
operating system not

found, 168
boot options, 52-53

booting to restore points,
53-54

compatibility mode, 53
Safe mode, 53
virtual real mode, 52

brain dumps, 193-194
BRI (basic rate interface)

ISDN, 182
brute force, 96
BTX (Balanced Technology

Extended) motherboards, 5

C
cables, 3, 32, 91-92

audio cables, 33
cable Internet connections,
182

FireWire cables, 33
network cables, 33
SCSI cables, 33

cache, 132
capture cards, 29
CD command, 42
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CD drives, 2
CD.. command, 42
CDMA, 60
cellular Internet connec-

tions, 182
cellular WANs, 60-61
cheat sheet study technique,
111
cheating, 111
chgrp command, 38
CHKDSK, 160
chmod command, 38
chown command, 38
classes (address), 82
clean operating system

installs, 52
cleaning

cleaning solutions, 128
laptops, 73
printers

dot-matrix printers,
149-150

inkjet printers, 149
laser printers, 149

client/server networks, 84
CLIs, 40. See also specific

commands
command prompt com-
mands, 41-43

command-line syntax, 40-41
CLS command, 42
command-line syntax, 40-41
command prompt com-

mands, 41-43
commands. See specific com-

mands
communication

customer support, 105-106
difficult scenarios, 106-107
jargon, avoiding, 107-108
professional advice, 106
service level agreements
(SLAs), 106

study resources, 108
compatibility mode, 53
CompTIA A+ Certification

Practice Exams (Pyles and
Pastore), 111

Computer, 46
computer forensics, 168
configuring SOHO (small

office home office) networks
configuration steps, 182-183
host defense, 184
Internet connections, 181-182
network defense, 183-184
study resources, 185
user education, 184-185

consumables, 67
Control Panel, 46
controller cards, installing

eSATA controller cards,
119-120

RAID controller cards, 119
cooling systems, 17-18

installing, 125
troubleshooting, 138

COPY command, 42
correct answers, choosing,

194
CPE (customer premise

equipment), 182
CPUs, 13

32-bit versus 64-bit process-
ing, 131-132

architecture, 131
cache, 16, 132
core, 16
front-side bus (FSB), 133
hyperthreading, 16
installing, 123
Legos analogy, 132
multicore CPUs, 132
RAM, 132
socket and slot specifica-
tions, 13-15

sockets, 132
study resources, 133

customer premise equipment
(CPE), 182

customer support, 105-106
Cyberguys.com, 127

D
D plugs, 117-118
/D switch (attrib command),

153

DAC (digital-to-audio con-
version), 136

DDoS (distributed denial of
service), 96

DDR (double data-rate), 22
default disabled administra-

tor account, 172
Defrag, 160
Defragment Now command,

160
DEL command, 42
Denial of service (DoS), 96
device driver problems, 167
Device Manager, 163
DHCP (Dynamic Host

Configuration Protocol),
182

digital-to-audio conversion
(DAC), 136

Digital Video Interface
(DVI), 32

digitizers, 64
DIMMs, 9, 24
DIR command, 42, 151-152
DirectX, 49
disk management tools,

160-162
displays

display adapter ports, 32
resolutions, 27-28

disposal of computer compo-
nents, 103

distracters, 114
distributed denial of service

(DDoS), 96
distributions (Linux), 37
DNS, 89
DNS poisoning, 96
docking stations, 58
DoS (Denial of Service), 96
dot-matrix printers

cleaning, 149-150
print process, 66

double data-rate (DDR), 22
DRAM (dynamic RAM),

21-22
drivers, printer drivers, 67,

165
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drives
BD drives, 2
cables, 3
CD drives, 2
DVD drives, 2
floppy drives, 1-2
HDDs (hard disk drives), 1

formatting, 51
laptop hard drives, trou-

bleshooting, 142
partitioning, 50-51

interfaces, 3
mapping, 156
network drives, 3
solid-state drives, 2
tape drives, 2

Droid, 37
DVD drives, 2
DVI (Digital Video

Interface), 32
DVI ports, 32
Dvorak keyboards, 137
dxdiag utility, 49
Dynamic Host Configuration

Protocol (DHCP), 182
dynamic RAM (DRAM),

21-22

E
/E switch (xcopy command),

152
ECC (error correction code),

22
EDIT command, 42
EDO (extended data out-

put), 22
EEPROM (erasable pro-

grammable read-only
memory), 23

EISA (Extended ISA), 8, 117
electrostatic discharge

(ESD), 103
elimination, process of, 114
emergency repair disks

(ERDs), 54, 172
encryption, 189
environmental procedures

disposal of computer com-
ponents, 103

electrostatic discharge
(ESD), 103

fire safety, 101-102
hazards, 101
material safety data sheets
(MSDS), 102

study resources, 104
tools, 102-103

erasable programmable
read-only memory (EEP-
ROM), 23

ERDs (emergency repair
disks), 54, 172

error correction code (ECC),
22

errors
ECC (error correction code),
22

invalid boot disk, 168-169
not enough HDD space, 168
operating system not found,
168

printer error codes, 146
program not found in
Registry, 169

Service Failed to Start, 169
eSATA controller cards,

installing, 119-120
ESD (electrostatic dis-

charge), 103
Ethernet, 84

Ethernet NICs, 61
physical layer, 85

Event Viewer, 169
exam day, 195

after the exam, 114, 195
before the exam, 113, 195
during the exam, 195
scores, 113
test-taking tips, 113-114

exam review day
brain dumps, 193-194
cheat sheet study technique,
111

good answers versus correct
answers, 194

practice exams, 111
practice questions, writing,
194

study sheets, 194
synonyms, 193

expansion cards
PCI Express cards, 57-58
PCMCIA cards, 57-58

expansion slots, 7-8
extended data output (EDO),

22
Extended ISA (EISA), 8, 117
extended partitions, 50

F
/F switch (xcopy command),

152
fans, installing, 125
fast page memory (FPM), 22
FAT (File Allocation Table), 51
FAT32, 51
FDDI, 84
FDDs (floppy disk drives),

1-2
File Allocation Table (FAT), 51
file attributes, 171-172
file extension associations,

171
file sharing, 92
File Transfer Protocol (FTP),

89, 179
filtering

packet filtering, 189
proxy filters, 189

fire extinguishers, 101-102
fire safety, 101-102
firewalls, 98, 189
FireWire, 8, 33
firmware, printer firmware,

146
fixed-input power supplies,

62
flash drives, 103
flash memory, 144-145
floppy drives, 1-2, 116
/flushdns switch (ipconfig

command), 154
folders

shared folders, 156
system folders, 155-156

following packets, 177-178
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form factors (mother-
boards), 5-6

format command, 153
formatting HDDs (hard disk

drives), 51
FPM (fast page memory), 22
front-side bus (FSB), 133
/FS switch (format com-

mand), 153
FSB (front-side bus), 133
FTP (File Transfer

Protocol), 89, 179
full duplex, 81
function keys, 64

G
/G switch (xcopy command),

152
garbage characters in print-

outs, troubleshooting, 147
Genius Bar, 108
ghost images in printouts,

troubleshooting, 147
good answers versus correct

answers, 194
greater than symbol (>), 43
GSM, 60
GUIs, 40

H
/H switch (xcopy command),

152
hackers, 95
half duplex, 81
hard disk drives (HDDs), 1

formatting, 51
laptop hard drives, trou-
bleshooting, 142

partitioning, 50-51
hardware compatibility list

(HCL), 50
hazards, 101
HCL (hardware compatibili-

ty list), 50
HDDs (hard disk drives), 1

formatting, 51
partitioning, 50-51

HDMI (High-Definition
Multimedia Interface), 32

heat sinks
installing, 125
troubleshooting, 138

HELP command, 42
hemostats, 127
hex drivers, 103
High-Definition Multimedia

Interface (HDMI), 32
HKEY_CLASSES_ROOT,

155
HKEY_CURRENT_

CONFIG, 155
HKEY_CURRENT_USER,

155
HKEY_LOCAL_MACHINE,

155
HKEY_USERS, 155
host defense, 184
hot swappable, 3, 143-144
HTML, 89
HTTP, 89
HTTPS, 89
hyperthreading, 16

I
IC (integrated circuit)

puller, 127
ICMP, 89
IDF (intermediate distribu-

tion facility), 91
ifconfig command, 38
IMAP (Internet Message

Access Protocol), 89, 178
impact printers, 66
index settings, 170
Industry Standard

Architecture (ISA), 117
infrared (IrDA) communica-

tions, 60
inkjet printers

cleaning, 149
inkjet-printing process, 65
troubleshooting, 147-148

input devices, 28

installing
adapter cards, 124-125
controller cards

eSATA controller cards,
119-120

RAID controller cards,
119

cooling systems, 125
floppy drives, 116
memory, 124
motherboards, 116-117

BIOS, 118
D plugs, 117-118
legacy expansion slots,

117
operating systems

clean installs, 52
hard drive formatting, 51
hard drive partitioning,

50-51
PATA (Parallel Advanced
Technology Attachment)
drives drives, 116

power supplies, 118-119
processors, 123
SATA (Serial Advanced
Technology Attachment)
drives, 115

integrated circuit (IC)
puller, 127

integrated services router
(ISR), 175

interfaces, 3
intermediate distribution

facility (IDF), 91
Internet connections, 181-182
Internet Message Access

Protocol (IMAP), 89, 178
Internet Protocol (IP), 82, 89
Internet service providers

(ISPs), 181
interrupt requests (IRQs),

16-17
invalid boot disk (error mes-

sage), 168-169
IOS, 38
IP (Internet Protocol), 82-83,

89
ipconfig command, 153-154,

175-176, 182
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ipconfig utility, 47-48
IPv4, 83
IPv6, 83
IPX/SPX, 90
IrDA (infrared) communica-

tions, 60
IRQs (interrupt requests),

16-17
ISA (Industry Standard

Architecture), 117
ISA adapter cards, 8
ISDN, 182
ISPs (Internet service

providers), 181
ISR (integrated services

router), 175

J-K
jargon, avoiding, 107-108

/K switch (xcopy command),
152

keyboards, 28
laptop keyboards, 75
troubleshooting, 137-138

keys, 189

L
language packs, 161
LANs (local-area networks),

79
laptops, 73

Advanced Configuration and
Power Management
(ACPI), 63

batteries, 62-63
Bluetooth devices, 59-60
cellular WANs, 60-61
cleaning, 73
digitizers, 64
docking stations, 58
Ethernet NICs, 61
function keys, 64
future of, 57
hot-swappable versus not-
swappable devices,
143-144

IrDA (infrared) communica-
tions, 60

memory/speed measure-
ments, 144-145

modems, 61
networking, 143
PCI Express cards, 57-58
PCMCIA cards, 57-58
pointing devices, 64
power supplies, 62
projectors, 59
repairing/replacing compo-
nents, 145

troubleshooting
common problems, 73-74
hard drives, 142
keyboards, 75
LCDs (liquid crystal dis-

plays), 141-142
peripherals, 75
video, 76
video ports, 74
WiFi, 76
wireless cards, 75

video RAM, 143
laser printers

cleaning, 149
laser-printing process, 65
troubleshooting, 147

last known good configura-
tion, 167

layered PC model, 35-36
LCDs (liquid crystal dis-

plays), troubleshooting,
141-142

LED colors, 136
legacy expansion slots, 117
Li-ion (lithium-ion) batter-

ies, 62
libraries, 45-46
lines in printouts, trou-

bleshooting, 147
Linux, 37-39
LiPo (lithium-ion polymer)

batteries, 62
lithium-ion (Li-ion) batter-

ies, 62
lithium-ion polymer (LiPo)

batteries, 62

LLF (low-level formatting),
51

local-area networks (LANs),
79

local printers, 66
logical memory, 53
logical topologies, 83-84
loopback testers, 103
low-level formatting (LLF), 51
LPX motherboards, 6
ls command, 38

M
MAC addresses, 81, 182
magnetic tape drives, 2
mail protocol settings

FTP (File Transfer Protocol),
179

IMAP (Internet Message
Access Protocol), 178

POP3 (Post Office Protocol
v3), 179

SMTP (Simple Mail Transfer
Protocol), 178

maintenance toolkits, 127
malware, 187-188
man-in-the-middle attacks, 96
managing print jobs, 76
mapping drives, 156
material safety data sheets

(MSDS), 102
MCA (Micro Channel

Architecture), 8, 117
MD command, 42
MD5 (message digest algo-

rithm 5), 189
memory, 21

EEPROM, 23
installing, 124
logical memory, 53
memory dumps, 71
memory slots, 9, 23-24
NVRAM, 2, 23
printer RAM, 146
processors and RAM, 132
RAM, 21-22
ROM, 23
speed, 22, 144-145
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troubleshooting, 135
video RAM, 143
virtual memory, 172
virtual RAM, 23

memory slots, 23-24
message digest algorithm 5

(MD5), 189
Micro ATX motherboards, 6
Micro Channel Architecture

(MCA), 8, 117
MICRODIMMs, 9, 24
Microsoft Windows. See

Windows
Mini ATX motherboards, 6
Mini LPX motherboards, 6
mirroring, 11
MKDIR command, 42
mock testing software, 111
modem cards, 30
modems, 8, 61
monitors

display adapter ports, 32
LCDs (liquid crystal dis-
plays), 141-142

resolutions, 27-28
troubleshooting, 135-136

motherboards
adapter card interfaces, 7-8
expansion slots, 7-8
form factors, 5-6
installing, 116-117

BIOS, 118
D plugs, 117-118
legacy expansion slots,

117
map of, 6-7
memory slots, 9
troubleshooting, 129

mouse devices, 28
msconfig command, 48-49,

171
MSDS (material safety data

sheets), 102
msinfo32 utility, 49
multicasting, 81
multicore, 40, 132
multiprocessing, 40
multitasking, 40
multithreading, 40

multiuser, 40
My Computer, 46

N
near letter quality (NLQ), 66
net view command, 176
NetBEUI, 90
NetBIOS, 90
network defense, 183-184
network interface cards

(NICs), 8, 30, 61
network operating systems

(NOSs), 39
networks, 79

address classes, 82
architecture, 84-85
Bluetooth, 85
cables, 33, 91-92
client/server networks, 84
drives, 3
Ethernet, 85
file sharing, 92
full duplex, 81
half duplex, 81
IP addresses, 82-83
LANs (local-area networks),
79

MAC addresses, 81
multicasting, 81
network cables, 33
network printers, 66
networking with laptops, 143
OSI (Open Systems Inter-
connection) model, 80-81

peer-to-peer networks, 84
ports, 91
protocols. See specific pro-
tocols

simplex, 81
SOHO (small office home
office) networks, 181

configuring, 182-183
host defense, 184
Internet connections,

181-182
network defense, 183-184
study resources, 185
user education, 184-185

standards organizations, 90
subnets, 82

topologies
logical topologies, 83-84
physical topologies, 83

troubleshooting, 175
with arp -a, 176
FTP (File Transfer

Protocol), 179
IMAP (Internet Message

Access Protocol), 178
with ipconfig /all, 175-176
with net view, 176
with nslookup, 176
packets, following, 177-178
physical layer, 175-177
POP3 (Post Office

Protocol v3), 179
SMTP (Simple Mail

Transfer Protocol), 178
study resources, 180
TCP/IP, 176

WANs (wide-area networks),
60-61, 79

WiFi, 85
WLANs (wireless LANs), 79

Newegg, 185
NiCd (nickel-cadmium) bat-

teries, 62
nickel-cadmium (NiCd) bat-

teries, 62
nickel-metal hydride (NiMH)

batteries, 62
NICs (network interface

cards), 8, 30, 61
NiHM (nickel-metal hydride)

batteries, 62
NLQ (near letter quality), 66
NLX motherboards, 6
nonvolatile RAM (NVRAM),

2, 23
northbridge, 7
NOSs (network operating

systems), 39
not enough HDD space (error

message), 168
nslookup command, 176
NTBACKUP, 160
NTFS, 51
Num Lock key, 137
NVRAM (nonvolatile RAM),

2, 23
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O
/O switch

dir command, 152
xcopy command, 152

/OD switch (dir command), 152
/OE switch (dir command), 152
/OG switch (dir command), 152
/ON switch (dir command), 152
online practice exams, 111
Open Systems Interconnection

(OSI) model, 80-81
operating system not found

(error message), 168
operating systems

Apple OS X, 36, 39
boot options

booting to restore points,
53-54

compatibility mode, 53
Safe mode, 53
virtual real mode, 52

CLIs
command prompt com-

mands, 41-43
command-line syntax, 40-41

command-line utilities
ipconfig, 47-48
ping, 47
telnet, 47

commands. See specific com-
mands

GUIs, 40
hardware compatibility list
(HCL), 50

installation
clean installs, 52
hard drive formatting, 51
hard drive partitioning,

50-51
layered PC model, 35-36
Linux, 37-38
logical memory, 53
multicore, 40
multiprocessing, 40
multitasking, 40
multithreading, 40
multiuser, 40
NOSs (network operating sys-
tems), 39

recovery
Automated System

Recovery (ASR), 54
emergency repair disk

(ERD), 54
Recovery Console, 55

run-line utilities
dxdiag, 49
msconfig, 48-49
msinfo32, 49
regedit, 49-50

system requirements, 38-39
troubleshooting

Aero settings, 169-170
application issues, 167
auto-restart errors, 166
automated system recov-

ery (ASR), 172
background processes,

171
bluescreen errors, 166
boot errors, 168-169
default disabled adminis-

trator account, 172
device driver problems,

167
emergency repair disks

(ERDs), 172
file attributes, 171-172
file extension associa-

tions, 171
index settings, 170
last known good configu-

ration, 167
with msconfig, 171
printing problems,

165-166
services, 167
Sidebar settings, 170
startup errors, 169
startup maintenance, 170
study resources, 173
system lockups, 166
UAC (User Account

Control), 170
virtual memory, 172

user permissions, 43
Windows user interface

Control Panel, 46
libraries, 45-46
My Computer, 46

Windows. See Windows

optical drives, 2
optical mouse, 28
/OS switch (dir command),

152
OS X, 36, 39
OSI (Open Systems Inter-

connection) model, 80-81
OSs. See operating systems
output devices, 28

P
/P switch (dir command), 152
packets

filtering, 189
following, 177-178

paint brushes, 103
paper jams, 146
Parallel Advanced

Technology Attachment
(PATA) drives, 1, 116

parallel ports, 8, 31-32
parity, 11, 22
part retrievers, 103
partitioning HDDs (hard

disk drives), 50-51
password policies, 99
PATA (Parallel Advanced

Technology Attachment)
drives, 1, 116

PC repair toolkits, 127
PCI cards, 7, 29
PCI Express cards, 57-58
PCI extended (PCIX), 117
PCIe cards, 8, 29
PCIX (PCI extended), 117
PCMCIA cards, 57-58
peer-to-peer networks, 84
performance optimization

(Windows)
Aero settings, 169-170
background processes, 171
index settings, 170
Sidebar settings, 170
startup maintenance, 170
UAC (User Account
Control), 170
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peripherals
keyboards, 28
mouse devices, 28
touchpads, 28
troubleshooting, 75

permissions, 43, 160-161
phishing, 96
physical layer, 85, 175-177
physical topologies, 83
ping utility, 47, 154
plain old telephone system

(POTS), 181
point sticks, 64
pointing devices, 64
POP (Post Office Protocol), 89
POP3 (Post Office Protocol

v3), 179
port testers, 103
ports, 30, 91

DVI ports, 32
HDMI ports, 32
parallel ports, 8, 31-32
PS/2 ports, 31
serial ports, 8, 31
USB ports, 30-31
VGA ports, 32
video ports, 74

POST (power-on self-test),
135

Post Office Protocol (POP),
89

Post Office Protocol v3
(POP3), 179

POTS (plain old telephone
system), 181

power supplies
autoswitching power sup-
plies, 62

fixed-input power supplies, 62
installing, 118-119
testing, 10, 129-130
uninterruptible power supply
(UPS), 11

voltages, 9-10
power-on self-test (POST),

135
practice exams, 111
practice questions, writing,

194

PRI (primary rate) ISDN,
182

primary partitions, 50
primary rate ISDN, 182
PRINT command, 42
print jobs, managing, 76
Print Spooler service, 165
printers

cleaning
dot-matrix printers,

149-150
inkjet printers, 149
laser printers, 149

consumables, 67
dot-matrix printers, 66
drivers, 67
inkjet printers, 65
laser printers, 65
local versus network print-
ers, 66

paper problems, trou-
bleshooting, 148

print jobs, managing, 76
thermal printers, 66
troubleshooting, 145,
165-166

blank paper, 146
common problems, 76
error codes, 146
firmware, 146
garbage characters, 147
ghost images, 147
inkjet printers, 147-148
laser printers, 147
lines and smearing, 147
paper jams, 146
paper problems, 148
print jobs, 76
RAM, 146
toner cartridges, 148

private keys, 189
processors, 13

32-bit versus 64-bit process-
ing, 131-132

architecture, 131
cache, 16, 132
core, 16
front-side bus (FSB), 133
hyperthreading, 16
installing, 123
Legos analogy, 132

multicore processors, 132
RAM, 132
Reduced Instruction Set
Computing (RISC), 15

socket and slot specifica-
tions, 13-15

sockets, 132
study resources, 133

professional advice, 106
professionalism

customer support, 105-106
difficult scenarios, 106-107
jargon, avoiding, 107-108
professional advice, 106
service level agreements
(SLAs), 106

study resources, 108
Program Not Found in the

Registry (error message),
169

projectors, 59
protocols, table of, 89-90.

See also specific protocols
proxy filters, 189
PS/2 ports, 31
public keys, 189

Q-R
/Q switch (format com-

mand), 153
question mark (?), 42
QWERTY keyboards, 137

/R switch (xcopy command),
152

radio frequency identifica-
tion (RFID) tags, 99

RAID (redundant array of
independent discs)
adapter cards, 8, 11
controller cards, 119
RAID 0, 11
RAID 1, 11
RAID 5, 11

RAM. See memory
RAMBUS dynamic RAM

(RDRAM), 9, 24
RD command, 42
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RDRAM (RAMBUS dynam-
ic RAM), 9, 24

read the doggone question
(RTDQ), 113-114

recovery
Automated System
Recovery (ASR), 54

emergency repair disk
(ERD), 54

Recovery Console, 55
Recovery Console, 55
Reduced Instruction Set

Computing (RISC), 15
redundant array of inde-

pendent discs. See RAID
regedit utility, 49-50
REGEDIT.EXE, 154
REGEDT32.EXE, 154
regional settings, 161
Registry, 49, 154-155
Registry Editor, 49-50
/release option (ipconfig), 48,

153, 176
Remote Assistance, 161
Remote Desktop

Connection, 161
RENAME command, 42
/renew option (ipconfig), 48,

154, 176
repairing laptop compo-

nents, 145
replacing laptop compo-

nents, 145
replay attacks, 96
resolutions, 27-28
restore points, booting to,

53-54
review day. See exam review

day
RFID (radio frequency iden-

tification) tags, 99
RIP, 90
RISC (Reduced Instruction

Set Computing), 15
RMDIR command, 42
ROM, 23
RTDG (read the doggone

question), 113-114

run-line utilities
dxdiag, 49
msconfig, 48-49
msinfo32, 49
regedit, 49-50

S
/S switch

attrib command, 153
dir command, 152

S-Video, 32
S/PDIF (Sony/Phillips

Digital Interconnect
Format), 136

Safe mode, 53
safety, 128

disposal of computer com-
ponents, 103

electrostatic discharge
(ESD), 103

fire safety, 101-102
hazards, 101
material safety data sheets
(MSDS), 102

study resources, 104
tools, 102-103

SATA (Serial Advanced
Technology Attachment)
drives, 115

satellite Internet connec-
tions, 182

scenario-based communica-
tion
customer support, 105-106
difficult scenarios, 106-107
jargon, avoiding, 107-108
professional advice, 106
service level agreements
(SLAs), 106

study resources, 108
scenario-based safety and

environmental procedures
disposal of computer com-
ponents, 103

electrostatic discharge
(ESD), 103

fire safety, 101-102
hazards, 101
material safety data sheets
(MSDS), 102

study resources, 104
tools, 102-103

scenario-based security
antivirus software, 187
authentication, 190
BIOS, 190
encryption, 189
firewalls, 189
malware, 187-188
message digest algorithm 5
(MD5), 189

Secure Hash Algorithm
(SHA), 189

study resources, 192
VPN (virtual private net-
working), 190

scenario-based laptop trou-
bleshooting
hard drives, 142
hot-swappable versus not-
swappable devices, 143-144

LCDs (liquid crystal dis-
plays), 141-142

memory/speed measure-
ments, 144-145

networking, 143
repairing/replacing compo-
nents, 145

video RAM, 143
scores, 113
screwdrivers, 127
SCSI (Small Computer Sys-

tem Interface) cables, 8, 33
SDRAM (synchronous

DRAM), 22
Secure Hash Algorithm

(SHA), 189
security, 95

antivirus software, 98
firewalls, 98
password policies, 99
scenario-based security

antivirus software, 187
authentication, 190
BIOS, 190
firewalls, 189
malware, 187-188
message digest algorithm

5 (MD5), 189
Secure Hash Algorithm

(SHA), 189
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study resources, 192
VPN (virtual private net-

working), 190
SOHO (small office home
office) networks

host defense, 184
network defense, 183-184
user education, 184-185

spyware removal, 98
threats, 95-96
Trojans, 96
troubleshooting, 99
user training, 99
WiFi security, 97-98

Serial Advanced Technology
Attachment (SATA) drives,
115

serial ports, 8, 31
Service Failed to Start (error

message), 169
service level agreements

(SLAs), 106
service set identifiers

(SSIDs), 183
services

Print Spooler service, 165
troubleshooting, 167

SHA (Secure Hash
Algorithm), 189

shared folders, 156
sharing files, 92
Sidebar settings, 170
SIMMs, 9, 24
Simple Mail Transfer

Protocol (SMTP), 89, 178
simplex, 81
SLAs (service level agree-

ments), 106
slots, 13-15
Small Computer System

Interface (SCSI) cables, 33
small office home office

(SOHO) networks. See
SOHO networks

Small outline DIMM
(SoDIMM), 9, 24

smearing in printouts, trou-
bleshooting, 147

SMTP (Simple Mail
Transfer Protocol), 89, 178

sockets, 13-15, 132

SoDIMM (Small outline
DIMM), 9, 24

software
antivirus software, 98, 187
firewalls, 189
malware, 187-188
spyware removal, 98

SOHO (small office home
office) networks
configuring, 182-183
host defense, 184
Internet connections, 181-182
network defense, 183-184
study resources, 185
user education, 184-185

solid-state drives, 2
Sony/Phillips Digital

Interconnect Format
(S/PDIF), 136

sound
audio cables, 33
sound cards, 8, 29
troubleshooting, 136-137

sound cards, 8, 29
SPA (WiFi Protected

Access), 182-183
speed (memory), 22, 144-145
spoofing, 96
spyware removal, 98
SRAM (synchronous RAM),

21-22
SSH, 90
SSIDs (service set identi-

fiers), 183
standards organizations, 90
startup errors, 169
startup maintenance, 170
stateful packet inspection, 189
storage, 1, 115

BD drives, 2
cables, 3
CD drives, 2
DVD drives, 2
floppy drives, 1-2, 116
HDDs (hard disk drives), 1

formatting, 51
laptop hard drives, trou-

bleshooting, 142
partitioning, 50-51

interfaces, 3

network drives, 3
NVRAM, 2
PATA (Parallel Advanced
Technology Attachment)
drives, 116

SATA (Serial Advanced
Technology Attachment)
drives, 115

solid-state drives, 2
tape drives, 2
troubleshooting, 128-129

striping, 11
study resources, 164
study sheets, 194
styluses, 64
subnets, 82
sudo command, 38
SYN flood, 96
synchronous DRAM

(SDRAM), 22
synchronous RAM (SRAM),

21-22
synonyms, 193
System Configuration utility,

48-49
system folders, 155-156
System Information, 163
system lockups, 166
System Monitor, 162
system resources, 16-17
System Restore, 163
system utilities, 159

Administrative Tools, 159
CHKDSK, 160
Defrag, 160
Device Manager, 163
disk management utilities, 162
language packs, 161
NTBACKUP, 160
permissions, 160-161
regional settings, 161
Remote Assistance, 161
Remote Desktop Connection,
161

study resources, 164
System Information, 163
System Monitor, 162
System Restore, 163
Task Manager, 162
Task Scheduler, 163-164
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T
-Tl switch (ping command),

154
tape drives, 2
Task Manager, 162
Task Scheduler, 163-164
TCP, 89
TCP/IP, 176
Telnet, 90
telnet utility, 47
terminology, 193
test-taking tips, 113-114
testing power supplies, 10,

129-130
thermal printers, 66
Tigerdirect.com, 127
Token Ring, 84
toner cartridges, trou-

bleshooting, 148
toolkits, 127
tools. See specific tools
topologies

logical topologies, 83-84
physical topologies, 83

torx drivers, 103
touchpads, 28, 64
TPM (Trusted Platform

Module), 190
track points, 64
trackballs, 28
Trojans, 96, 188
troubleshooting

audio, 136-137
cooling systems, 138
keyboards, 137-138
laptops, 73

common problems, 73-74
hard drives, 142
hot-swappable versus

not-swappable devices,
143-144

keyboards, 75
LCDs (liquid crystal dis-

plays), 141-142
memory/speed measure-

ments, 144-145
networking, 143
peripherals, 75

repairing/replacing com-
ponents, 145

video, 76
video RAM, 143
WiFi, 76
wireless cards, 75

memory, 71, 135
monitors, 135-136
motherboards, 129
networks, 175

with arp -a, 176
FTP (File Transfer

Protocol), 179
IMAP (Internet Message

Access Protocol), 178
with ipconfig /all, 175-176
with net view, 176
with nslookup, 176
packets, following, 177-178
physical layer, 175-177
POP3 (Post Office

Protocol v3), 179
SMTP (Simple Mail

Transfer Protocol), 178
study resources, 180
TCP/IP, 176

operating systems
Aero settings, 169-170
application issues, 167
auto-restart errors, 166
automated system recov-

ery (ASR), 172
background processes, 171
bluescreen errors, 166
boot errors, 168-169
default disabled adminis-

trator account, 172
device driver problems,

167
emergency repair disks

(ERDs), 172
file attributes, 171-172
file extension associations,

171
index settings, 170
last known good configu-

ration, 167
printing problems, 165-166
services, 167
Sidebar settings, 170
startup errors, 169
startup maintenance, 170

study resources, 173
system lockups, 166
UAC (User Account

Control), 170
virtual memory, 172
with msconfig, 171

power supplies, 129-130
printers, 145

blank paper, 146
common problems, 76
error codes, 146
firmware, 146
garbage characters, 147
ghost images, 147
inkjet printers, 147-148
laser printers, 147
lines and smearing, 147
paper jams, 146
paper problems, 148
print jobs, 76
RAM, 146
toner cartridges, 148

processors
32-bit versus 64-bit pro-

cessing, 131-132
architecture, 131
cache, 132
front-side bus (FSB), 133
multicore processors, 132
RAM, 132
sockets, 132
study resources, 133

security, 99
step-by-step approach, 69
storage, 128-129
tips and best practices,
70-71

Trusted Platform Module
(TPM), 190

TV tuner cards, 29
TYPE command, 43

U
/U switch (xcopy command),

152
UAC (User Account Control),

170
Ubuntu, 37-39
UDP (User Datagram

Protocol), 90, 178
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uninterruptible power supply
(UPS), 11

unshielded twisted pair
(UTP), 91

UPS (uninterruptible power
supply), 11

USB ports, 8, 30-31
User Account Control (UAC),

170
User Datagram Protocol

(UDP), 90, 178
user interface (Windows)

Control Panel, 46
libraries, 45-46
My Computer, 46

users
permissions, 43
training, 99, 184-185

utilities. See specific utilities
UTP (unshielded twisted

pair), 91

V
/V switch

format command, 153
xcopy command, 152

VESA (Video Electronics
Standards Association), 117

VGA (Video Graphics
Array), 32

video
display adapter ports, 32
laptop video, troubleshooting,
76

resolutions, 27-28
video adapter cards, 8
Video Electronics Standards

Association (VESA), 117
Video Graphics Array

(VGA), 32
video ports, 74
video RAM, 143
virtual memory, 172
virtual private networking

(VPN), 190
virtual RAM, 23
virtual real mode, 52
viruses, 188
VoIP, 90

voltages, 9-10
VPN (virtual private network-

ing), 190

W-X-Y-Z
/W switch (dir command), 152
WANs (wide-area networks),

60-61, 79
WEP (Wired Equivalent

Privacy), 182-183
wide-area networks (WANs),

60-61, 79
WiFi, 84

physical layer, 85
troubleshooting, 76

WiFi Protected Access (WPA),
182-183

WiFi security, 97-98
Windows, 36-37

Accessibility Options, 156
Aero settings, 169-170
application issues, 167
auto-restart errors, 166
background processes, 171
bluescreen errors, 166
boot errors

invalid boot disk, 168-169
not enough HDD space,

168
operating system not

found, 168
boot options, 51-53

booting to restore points,
53-54

compatibility mode, 53
Safe mode, 53
virtual real mode, 52

command-line utilities
ipconfig, 47-48
ping, 47
telnet, 47

commands. See specific com-
mands

default disabled administrator
account, 172

device driver problems, 167
file attributes, 171-172
file extension associations,
171

hardware compatibility list
(HCL), 50

index settings, 170
installation

clean installs, 52
hard drive formatting, 51
hard drive partitioning,

50-51
last known good configuration,
167

logical memory, 53
mapped drives, 156
msconfig command, 171
printing problems, 165-166
recovery

Automated System
Recovery (ASR), 54

emergency repair disk
(ERD), 54

Recovery Console, 55
Registry, 154-155
run-line utilities

dxdiag, 49
msconfig, 48-49
msinfo32, 49
regedit, 49-50

services, 167
shared folders, 156
Sidebar settings, 170
startup errors, 169
startup maintenance, 170
system folders, 155-156
system lockups, 166
system requirements, 39
UAC (User Account Control),
170

user interface
Control Panel, 46
libraries, 45-46
My Computer, 46

virtual memory, 172
Wired Equivalent Privacy

(WEP), 182-183
wireless cards, 75
wireless keyboards, 137
wireless LANs (WLANs), 79,

175
wireless NIC adapter cards, 8
WLANs (wireless LANs), 79,

175
worms, 96, 188
WPA2, 183
writing practice questions, 194

XCOPY command, 42, 152
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